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Thi s docunent describes a framework and protocol for application

depl oyment where the application programrmng |ogic and nmedi a
processing are distributed. This inplies that application
progranm ng | ogi c can seam essly gain access to appropriate resources
that are not co-located on the same physical network entity. The
framework uses the Session Initiation Protocol (SIP) to establish an
application-level control mechani sm between application servers and
associ ated external servers such as nedia servers.

The notivation for the creation of this franework is to provide an
interface suitable to neet the requirenments of a centralized
conference system where the conference system can be distributed, as
defined by the XCON working group in the IETF. It is not, however,
l[imted to this scope.
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Thi s docunent is a product of the Internet Engineering Task Force
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I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformati on about the current status of this document, any errata,

and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc6230.
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1

| ntroducti on

Real -time nmedi a applications are often devel oped using an
architecture where the application |ogic and medi a processing
activities are distributed. Comonly, the application |logic runs on
"application servers", but the processing runs on external servers,
such as "nedia servers". This document focuses on the framework and
protocol between the application server and external processing
server. The notivation for this framework conmes froma set of

requi rements for Media Server Control, which can be found in "Media
Server Control Protocol Requirements" [RFC5167]. While the Framework
is not specific to nedia server control, it is the primary driver and
use case for this work. It is intended that the framework contained
in this docunent be able to be used for a variety of device contro
scenarios (for exanple, conference control).

Thi s docunent does not define a particular SIP extension for the
direct control of external conponents. Rather, other docunents,
known as "Control Packages", extend the Control Framework descri bed
by this docunent. Section 8 provides a conprehensive set of

gui delines for creating such Control Packages.

Current | ETF device control protocols, such as Megaco [ RFC5125],
whil e excellent for controlling nedia gateways that bridge separate
networ ks, are troubl esone for supporting nedia-rich applications in
SIP networks. This is because Megaco duplicates nany of the
functions inherent in SIP. Rather than using a single protocol for
sessi on establishnent and application media processing, application
devel opers need to transl ate between two separate mechani sns.

Mor eover, the nodel provided by the franework presented here, using
SIP, better matches the application progranm ng nodel than does
Megaco.

SIP [ RFC3261] provides the ideal rendezvous mechani sm for

est abl i shing and mai ntai ning control connections to external server
conponents. The control connections can then be used to exchange
explicit command/response interactions that allow for nedia contro
and associ ated conmmand response results.

Conventi ons and Ter m nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14, [RFC2119], as
scoped to those confornance targets.
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The followi ng additional terns are defined for use in this docunent:
User Agent Client (UAC): As specified in [RFC3261].

User Agent Server (UAS): As specified in [RFC3261].

B2BUA: A B2BUA is a Back-to-Back SIP User Agent.

Control Server: A Control Server is an entity that perforns a
service, such as nedia processing, on behalf of a Control dient.
For exanple, a nedia server offers mxing, announcenent, tone
detection and generation, and play and record services. The
Control Server has a direct Real -Tinme Transport Protocol (RTP)

[ RFC3550] relationship with the source or sink of the nmedia flow
In this docunment, we often refer to the Control Server sinmply as
"the Server".

Control Cient: A Control Cient is an entity that requests
processing froma Control Server. Note that the Control dient
nm ght not have any processing capabilities whatsoever. For
exanpl e, the Control Cient may be an application server (B2BUA)
or other endpoint requesting mani pulation of a third party’ s nedia
streamthat term nates on a media server acting in the role of a
Control Server. |In this docunment, we often refer to the Contro
Client sinply as "the dient".

Control Channel: A Control Channel is a reliable connection between
a Cient and Server that is used to exchange Framewor k messages.
The term "Connection"” is used synonymously within this document.

Framewor k Message: A Framework nmessage is a nmessage on a Contro
Channel that has a type corresponding to one of the Methods
defined in this docunent. A Framework nessage is often referred
to by its method, such as a "CONTROL nessage".

Met hod: A Method is the type of a Framework message. Four Met hods
are defined in this docunent: SYNC, CONTROL, REPORT, and K- ALl VE.

Control Command: A Control Command is an application-Ilevel request
froma Cient to a Server. Control Commands are carried in the
body of CONTROL messages. Control Commands are defined in
separate specifications known as "Control Packages".

Framewor k Transaction: A Framework Transaction is defined as a
sequence conposed of a Control Framework message origi nated by
either a Control Cient or Control Server and responded to with a
Control Framework response code nmessage. Note that the Contro
Framewor k has no "provisional" responses. A Control Franmework
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transaction is referenced throughout the docunent as a
"Transaction-Ti neout’ .

Transaction-Ti meout: The maxi num all owed ti me between a Contro
Client or Server issuing a Framework nmessage and it arriving at
the destination. The value for ’'Transaction-Tinmeout’ is 10
seconds.

3. Overview

Thi s docunent details nechani sns for establishing, using, and
termnating a reliable transport connection channel using SIP and the
Session Description Protocol offer/answer [RFC3264] exchange. The
establ i shed connection is then used for controlling an externa
server. The follow ng text provides a non-normative overvi ew of the
mechani sns used. Detailed, normative guidelines are provided | ater
in the document.

Control Channels are negotiated using standard SIP nechani sns that
woul d be used in a simlar manner to creating a SIP multinedia
session. Figure 1 illustrates a sinplified view of the mechani sm

It highlights a separation of the SIP signaling traffic and the
associ ated Control Channel that is established as a result of the SIP
i nteractions.

Initial analysis into the Control Franework, as docunmented in

[ MSCL- THOUGHTS], established the following. One might ask, "If al

we are doing is establishing a TCP connection to control the nedia
server, why do we need SIP?" This is a reasonable question. The key
is that we use SIP for nedia session establishment. |f we are using
SIP for media session establishnent, then we need to ensure the UR
used for session establishment resolves to the same node as the node
for session control. Using the SIP routing nechanism and having the
server initiate the TCP connection back, ensures this works. For
exanpl e, the UR sip:myserver. exanpl e.commay resolve to sip
server2l. farml2. nort heast. exanpl e. net, whereas the UR
http://nyserver. exanpl e.commy resolve to

http://server4l. httpfarmcentral .exanple.net. That is, the host part
i s not necessarily unambi guous.

The use of SIP to negotiate the Control Channel provides many
i nherent capabilities, which include:

0 Service location - Use SIP Proxies and Back-to-Back User Agents
for locating Control Servers.

o Security nechanisns - Leverage established security mechani snms
such as Transport Layer Security (TLS) and Cdient Authentication
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o Connection maintenance - The ability to re-negotiate a connection
ensure it is active, and so forth.

o Application agnostic - Generic protocol allows for easy extension.

As nentioned in the previous list, one of the nmain benefits of using
SIP as the session control protocol is the "Service Location"
facilities provided. This applies both at a routing | evel, where

[ RFC3263] provides the physical location of devices, and at the
service level, using Caller Preferences [ RFC3840] and Call ee
Capabilities [RFC3841]. The ability to select a Control Server based
on service-level capabilities is extrenely powerful when considering
a distributed, clustered architecture containing varying services
(for example, voice, video, IM. Mre detail on locating Contro
Server resources using these techniques is outlined in Section 4.1 of
this document.

R LR SIP Traffic-------------- +
| |
v v
F--- - + +-- -+
| SIP | | SIP
| St ack]| | St ack]|
S R +-- -+ S R +-- -+
| Contr ol | | Contr ol
| dient | <----Control Channel----3>| Server |
R + R +

Figure 1: Basic Architecture

The exanple from Figure 1 conveys a 1:1 connection between the
Control Cient and the Control Server. It is possible, if required,
for the client to request nultiple Control Channels using separate
SIP INVI TE di al ogs between the Control Cient and the Control Server
entities. Any of the connections created between the two entities
can then be used for Server control interactions. The contro
connections are orthogonal to any given nedia session. Specific
nedi a session information is incorporated in control interaction
commands, which thensel ves are defined in external packages, using
the XML schema defined in Appendix A The ability to have multiple
Control Channels allows for stronger redundancy and the ability to
manage hi gh volumes of traffic in busy systens.

Consi der the followi ng sinple exanple for session establishnent
between a Cient and a Server. (Note: Sone lines in the exanples are
renoved for clarity and brevity.) Note that the roles discussed are
| ogi cal and can change during a session, if the Control Package

al | ows.
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The Client constructs and sends a standard SIP | NVI TE request, as
defined in [RFC3261], to the external Server. The Session
Description Protocol (SDP) payload includes the required informtion
for Control Channel negotiation and is the primary mechani sm for
conveyi ng support for this specification. The application/cfw M M
type is defined in this document to convey the appropriate SDP format
for conpliance to this specification. The Connection-Oiented Media
(COMVEDI A) [ RFCA145] specification for setting up and mai ntaining
reliable connections is used as part of the negotiation nmechani sm
(more detail available in later sections). The dient also includes
the "cfwid SDP attribute, as defined in this specification, which
is a unique identifier used to correlate the underlying Media Contro
Channel with the offer/answer exchange.

Client Sends to External Server:

I NVI TE si p: Ext er nal - Server @xanpl e.com SIP/ 2.0

To: <sip: External - Server @xanpl e. conr

From <sip:dient@xanple.conp;tag=64823746

Via: SIP/2.0/UDP client.exanple.com branch=z9h&4bK72d
Call -1 D: 7823987HIHGS

Max- Forwar ds: 70

CSeq: 1 INVITE

Contact: <sip:dient@lientmachi ne. exanpl e. conp
Cont ent - Type: application/sdp

Content-Length: [..]

v=0

o=ori gi nat or 2890844526 2890842808 IN I P4 controll er.exanple.com
S=-

c=IN I P4 controller.exanpl e.com

meappl i cation 49153 TCP cfw

a=setup: active

a=connecti on: new

a=cfw i d: H339quwhj dhegvdga

On receiving the INVITE request, an external Server supporting this
mechani sm generates a 200 OK response contai ning appropriate SDP and
formatted using the application/cfw MM type specified in this
docunent. The Server inserts its own unique 'cfwid SDP attribute,
which differs fromthe one received in the INVITE (offer).

External Server Sends to dient:
SIP/2.0 200 X
To: <sip: External - Server @xanpl e. conp; t ag=28943879

From <sip:dient@xanpl e.conp; tag=64823746
Via: SIP/2.0/UDP client.exanple.con branch=z9h&4bK72d; recei ved=192. 0. 2. 4
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Call -1 D: 7823987HIHGS

CSeq: 1 INVITE

Cont act: <si p: Ext ernal - Server @er ver machi ne. exanpl e. con
Cont ent - Type: application/sdp

Content-Length: [..]

v=0

o=r esponder 2890844526 2890842808 IN | P4 server.exanpl e.com
S=-

c=I N I P4 nserver. exanpl e. com

meappl i cati on 7563 TCP cfw

a=set up: passi ve

a=connecti on: new

a=cfw i d: UBdh7UHDushsdu32uha

The Control Client receives the SIP 200 OK response and extracts the

rel evant information (also sending a SIP ACK). It creates an

out going (as specified by the SDP 'setup’ attribute of "active') TCP

connection to the Control Server. The connection address (taken from
"c=") and port (taken from'nme’') are used to identify the renote port
in the new connection.

Once established, the newy created connection can be used to
exchange requests and responses as defined in this docunent. |If
required, after the Control Channel has been set up, nedia sessions
can be established using standard SIP Third Party Call Control (3PCC)
[ RFC3725] .

Figure 2 provides a sinplified exanple where the franmework is used to
control a User Agent’s RTP session

AR Control SIP Dialog(l)--------- +
| |
\" \"
Homm - + Hom e
P (2)------ S| SIP | cmmemmeeeaaae (2)mmmmmmmeane 5| SIP |
| | St ack]| | St ack|
| e e mmma +---+ e e mmma +---+
| | | | |
| | Cont r ol | <--Control Channel (1)-->| |
| | dient | | Cont r ol
| A + | Server |
RN | |
| User | | |
| Agent | <:::::::::::::::::::::RTP( 2) :::::::::::::::::::>| |
Fom oo + oo +

Figure 2: Participant Architecture
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The Iink (1) represents the SIP INVITE di al og usage and dedi cated
Control Channel previously described in this overview section. The
link (2) fromFigure 2 represents the User Agent SIP INVITE dial og
usage interactions and associated nedia flow. A User Agent creates a
SIP INVITE di al og usage with the Control Client entity. The Contro
Client entity then creates a SIP INVITE dial og usage to the Contro
Server, using B2BUA type functionality. Using the interaction
illustrated by (2), the Control Cient negotiates nmedia capabilities
with the Control Server, on behalf of the User Agent, using SIP 3PCC.
[ RFC3725] .

4. Control Channel Setup

This section describes the setup, using SIP, of the dedicated Contro
Channel . Once the Control Channel has been established, conmrands can
be exchanged (as discussed in Section 6).

4.1. Control dient SIP UAC Behavi or

When a UAC wi shes to establish a Control Channel, it MJST construct
and transnit a new SIP I NVITE request for Control Channel setup. The
UAC MUST construct the INVITE request as defined in [ RFC3261].

If areliable response is received (as defined in [ RFC3261] and
[ RFC3262]), the nechanisns defined in this docunent are applicable to
the newly created SIP I NVITE di al og usage.

The UAC SHOULD include a valid session description (an 'offer’ as
defined in [RFC3264]) in an INVITE request using the Session
Description Protocol defined in [RFC4566] but MAY choose an offer-

| ess INVITE as per [RFC3261]. The SDP SHOULD be formatted in
accordance with the steps bel ow and using the M ME type application/
cfw, which is registered in Section 13. The follow ng information
defines the conposition of specific elements of the SDP payl oad the
of ferer MJUST adhere to when used in a SIP-based offer/answer exchange
using SDP and the application/cfw M ME type. The SDP being
constructed MUST contain only a single occurrence of a Contro
Channel definition outlined in this specification but can contain
other media lines if required.

The Connection Data line in the SDP payload is constructed as
specified in [ RFC4566] :

c=<nettype> <addrtype> <connecti on-address>
The first sub-field, <nettype> MJST equal the value "IN'. The

second sub-field, <addrtype> MJST equal either "I1P4" or "IP6". The
third sub-field for Connection Data is <connection-address>  This
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supplies a representation of the SDP originator’s address, for
exanpl e, DNS/IP representation. The address is the address used for
connecti ons.

Exampl e:

c=IN I P4 controller.exanpl e.com

The SDP MJST contain a correspondi ng Medi a Description entry:
me<medi a> <port> <proto> <fnt>

The first "sub-field", <nedia> MJST equal the value "application".
The second sub-field, <port> MJST represent a port on which the
constructing client can receive an incom ng connection if required.
The port is used in conbination with the address specified in the
Connection Data line defined previously to supply connection details.
If the entity constructing the SDP can't receive incom ng
connections, it nmust still enter a valid port entry. The use of the
port value '0' has the sanme neaning as defined in a SIP offer/answer
exchange [ RFC3264]. The Control Framework has a default port defined
in Section 13.5. This value is default, although a client is free to
choose explicit port nunmbers. However, SDP SHOULD use the default
port nunber, unless local policy prohibits its use. Using the
default port nunber allows network administrators to manage firewal |
policy for Control Framework interactions. The third sub-field,
<proto>, conpliant to this specification, MJST support the val ues
"TCP" and "TCP/ TLS". |Inplenmentations MJUST support TLS as a
transport-level security mechanismfor the Control Channel, although
use of TLS in specific deploynments is optional. Control Franmework

i mpl enent ati ons MJST support TCP as a transport protocol. Wen an
entity identifies a transport value but is not willing to establish
the session, it MJST respond using the appropriate SIP mechani sm

The <fnt> sub-field MJUST contain the value "cfw'

The SDP MUST al so contain a nunber of SDP nedia attributes (a=) that
are specifically defined in the COVEDI A [ RFC4145] specification. The
attributes provide connection negotiation and nai ntenance paraneters.
It is RECOWENDED that a Controlling UAC initiate a connection to an
external Server but that an external Server MAY negotiate and
initiate a connection using COVEDI A, if network topology prohibits
initiating connections in a certain direction. An exanple of the
COMEDI A attributes is:

a=setup: active
a=connecti on: new
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Thi s exanpl e denpnstrates a new connection that will be initiated
fromthe owner of the SDP payl oad. The connection details are
contained in the SDP answer received fromthe UAS. A full exanple of
an SDP payl oad conpliant to this specification can be viewed in
Section 3. Once the SDP has been constructed along with the

remai nder of the SIP INVITE request (as defined in [RFC3261]), it can
be sent to the appropriate |location. The SIP INVITE di al og usage and
appropriate control connection is then established.

A SIP UAC constructing an offer MJUST include the "cfwid SDP
attribute as defined in Section 9.2. The "cfwid attribute
indicates an identifier that can be used within the Control Channe
to correlate the Control Channel with this SIP INVITE di al og usage.
The "cfwid attribute MJST be unique in the context of the
interaction between the UAC and UAS and MUST NOT clash with instances
of the "cfwid wused in other SIP of fer/answer exchanges. The val ue
chosen for the "cfwid attribute MIST be used for the entire
duration of the associated SIP INVITE dial og usage and not be changed
during updates to the offer/answer exchange. This applies
specifically to the "connection’ attribute as defined in [ RFC4145].
If a SIP UAC wants to change sonme other parts of the SDP but reuse
the already established connection, it uses the value of ’'existing
in the *connection’ attribute (for exanple, a=connection:existing).
If it has noted that a connection has failed and wants to re-
establish the connection, it uses the value of "new in the
"connection’ attribute (for exanple, a=connection:new). Throughout
this, the connection identifier specified in the 'cfwid SDP

par amet er MUST NOT change. One is sinply negotiating the underlying
TCP connecti on between endpoi nts but always using the sane Contro
Framewor k session, which is 1:1 for the lifetime of the SIP INVITE
di al og usage.

A non-2xx-class final SIP response (3xx, 4xx, 5xx, and 6xx) received
for the INVITE request indicates that no SIP INVITE di al og usage has
been created and is treated as specified by SIP [ RFC3261].
Specifically, support of this specification is negotiated through the
presence of the media type defined in this specification. The
receipt of a SIP error response such as "488" indicates that the

of fer contained in a request is not acceptable. The inclusion of the
media |ine associated with this specification in such a rejected
offer indicates to the client generating the offer that this could be
due to the receiving client not supporting this specification. The
client generating the offer MUST act as it would normally on
receiving this response, as per [RFC3261]. Media streans can al so be
rejected by setting the port to "0" in the "nm=" line of the session
description, as defined in [RFC3264]. A client using this
specification MIUST be prepared to receive an answer where the "nme"
line it inserted for using the Control Framework has been set to "0".
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In this situation, the client will act as it would for any ot her
nedia type with a port set to "0".

4.2. Control Server S|P UAS Behavi or

On receiving a SIP INVITE request, an external Server (SIP UAS)

i nspects the nessage for indications of support for the mechani sms
defined in this specification. This is achieved through inspection
of the session description of the offer message and identifying
support for the application/cfw MM type in the SDP. |If the SIP UAS
wi shes to construct a reliable response that conveys support for the
extension, it MJST follow the nechanisns defined in [ RFC3261]. |If
support is conveyed in a reliable SIP provisional response, the
mechani sns in [ RFC3262] MUST al so be used. It should be noted that
the SDP offer is not restricted to the initial INVITE request and MAY
appear in any series of nmessages that are conpliant to [ RFC3261],

[ RFC3262], [RFC3311], and [ RFC3264].

When constructing an answer, the SDP payl oad MJUST be constructed
using the semantic (connection, nmedia, and attribute) defined in
Section 4.1 using valid |local settings and also with full conpliance
to the COMVEDI A [ RFC4145] specification. For exanple, the SDP
attributes included in the answer constructed for the exanple offer
provided in Section 4.1 would | ook as foll ows:

a=set up: passi ve
a=connecti on: new

A client constructing an answer MJST include the "cfwid SDP
attribute as defined in Section 9.2. This attribute MJST be uni que
in the context of the interaction between the UAC and UAS and MJST
NOT clash with instances of the 'cfwid wused in other SIP offer/
answer exchanges. The 'cfwid MJST be different fromthe "cfwid
val ue received in the offer as it is used to uniquely identify and
di stingui sh between nultiple endpoints that generate SDP answers.
The val ue chosen for the 'cfwid attribute MIST be used for the
entire duration of the associated SIP I NVITE di al og usage and not be
changed during updates to the offer/answer exchange.

Once the SDP answer has been constructed, it is sent using standard
SI P nechani sns. Depending on the contents of the SDP payl oads t hat
were negotiated using the offer/answer exchange, a reliable
connection will be established between the Controlling UAC and
External Server UAS entities. The newy established connection is
now avail abl e to exchange Control Conmand prinitives. The state of
the SIP INVITE dial og usage and the associ ated Control Channel are
now inplicitly linked. |If either party wishes to termnate a Contro
Channel, it sinply issues a SIP term nation request (for exanple, a
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SI P BYE request or appropriate response in an early SIP INVITE dial og
usage). The Control Channel therefore lives for the duration of the
SI P I NVI TE di al og usage.

A UAS receiving a SIP OPTI ONS request MJST respond appropriately as
defined in [RFC3261]. The UAS MJST include the nedia types supported
inthe SIP 200 OK response in a SIP 'Accept’ header to indicate the
valid nmedi a types.

5. Establishing Media Streans - Control Cient SIP UAC Behavi or

It is intended that the Control Framework will be used within a
variety of architectures for a wide range of functions. One of the
primary functions will be the use of the Control Channel to apply

mul tiple specific Control Package conmands to nedi a sessions
established by SIP INVITE di al ogs (nedia dialogs) with a given renpte
server. For exanple, the Control Server mght send a conmand to
generate audi o nedia (such as an announcenent) on an RTP stream
between a User Agent and a nedia server.

SIP INVITE di al ogs used to establish nmedia sessions (see Figure 2) on
behal f of User Agents MAY contain nore than one Media Description (as
defined by "n=" in the SDP). The Control Cient MJST include a nedia
| abel attribute, as defined in [ RFC4574], for each "n=" definition
received that is to be directed to an entity using the Contro
Framework. This allows the Control Cient to later explicitly direct
comands on the Control Channel at a specific media line (n¥).

This framework identifies the referencing of such associ ated nedi a

di al ogs as extrenely inportant. A connection reference attribute has
been specified that can optionally be inported into any Contro
Package. It is intended that this will reduce the repetitive

speci fying of dialog reference | anguage. The schenma can be found in
Appendi x A. 1.

Simlarly, the ability to identify and apply commands to a group of
associ ated nmedia dialogs (multiparty) is also identified as a common
structure that could be defined and reused, for exanple, playing a
prompt to all participants in a Conference. The schema for such
operations can also be found in Appendix A 1.

Support for both the common attributes described here is specified as
part of each Control Package definition, as detailed in Section 8.
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6.

Control Framework |nteractions

In this docunment, the use of the COMVEDI A specification allows for a
Control Channel to be set up in either direction as a result of a SIP
INVI TE transaction. SIP provides a flexible negotiation mechanismto
establish the Control Channel, but there needs to be a mechani sm
within the Control Channel to correlate it with the SIP I NVITE dial og
usage inplemented for its establishment. A Control Cient receiving
an incom ng connection (whether it be acting in the role of UAC or
UAS) has no way of identifying the associated SIP INVITE di al og usage
as it could be sinply listening for all incom ng connections on a
specific port. The follow ng steps, which inplenentati ons MJST
support, allow a connecting UA (that is, the UAwith the active role
in COVEDIA) to identify the associated SIP I NVITE di al og usage that
triggered the connection. Unless there is an alternative dialog
associ ati on nechani smused, the UAs MJST carry out these steps before
any other signaling on the newWy created Control Channel

0 Once the connection has been established, the UA acting in the
active role (active UA) to initiate the connecti on MIST send a
Control Framework SYNC request. The SYNC request MJST be
constructed as defined in Section 9.1 and MJST contain the
"Dialog-1D nessage header

o The 'Dialog-1D nessage header is populated with the value of the
local "cfwid nedia-level attribute that was inserted by the sane
client in the SDP of fer/answer exchange to establish the Contro
Channel. This allows for a correlation between the Contro
Channel and its associated SIP INVITE di al og usage.

0 On creating the SYNC request, the active UA MJST follow the
procedures outlined in Section 6.3.3. This provides details of
connection keep-alive nessages.

0 On creating the SYNC request, the active UA MJST also follow the
procedures outlined in Section 6.3.4.2. This provides details of
the negotiation nechani smused to determ ne the Protocol Data
Units (PDUs) that can be exchanged on the established Contro
Channel connecti on.

o The UAin the active role for the connection creation MJST then
send the SYNC request. |If the UAin the active role for the
connection creation is a SIP UAS and has generated its SDP
response in a 2xx-class SIP response, it MJUST wait for an i ncom ng
SIP ACK nmessage before issuing the SYNC. |If the UAin the active
role for the connection creation is a SIP UAS and has generated
its SDP response in a reliable 1XX class SIP response, it MJST
wait for an incom ng SIP PRACK nessage before issuing the SYNC
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If the UAin the active role for the connection creation is a SIP
UAC, it MJST send the SYNC nessage i medi ately on establishnent of
the Control Channel. It MJST then wait for a period of at |east
2*’ Transaction-Tineout’ to receive a response. It MAY choose a
longer time to wait, but it MJUST NOT be shorter than ’'Transacti on-
Timeout’. In general, a Control Framework transaction MJST
conplete within 20 (2*’ Transacti on-Ti meout’) seconds and is

ref erenced throughout the docurment as ’Transaction-Ti meout’ .

o If no response is received for the SYNC nessage, a tinmeout occurs
and the Control Channel is termnated along with the associ ated
SIP INVI TE di al og usage. The active UA MJST issue a BYE request
to termnate the SIP INVITE di al og usage

o If the active UA receives a 481 response fromthe passive UA this
nmeans the SYNC request was received, but the associated SIP I NVITE
di al og usage specified in the SYNC nessage does not exist. The

active client MUST term nate the Control Channel. The active UA
MUST issue a SIP BYE request to terminate the SIP INVITE dial og
usage.

o Al other error responses received for the SYNC request are
treated as detailed in this specification and also result in the
term nati on of the Control Channel and the associated SIP I NVITE
di al og usage. The active UA MJST issue a BYE request to term nate
the SIP INVITE di al og usage.

o The receipt of a 200 response to a SYNC nessage inplies that the
SIP INVI TE di al og usage and control connection have been
successfully correlated. The Control Channel can now be used for
further interactions.

SYNC nmessages can be sent at any point while the Control Channel is
open fromeither side, once the initial exchange is conplete. |If
present, the contents of the 'Keep-Alive and 'Dialog-ID headers
MUST NOT change. New values of the 'Keep-Alive and 'Dialog-ID
headers have no rel evance as they are negotiated for the lifetinme of
the Media Control Channel Franmework session

Once a successful Control Channel has been established, as defined in
Sections 4.1 and 4.2, and the connection has been correl ated, as
descri bed in previous paragraphs, the two entities are nowin a
position to exchange Control Framework nessages. The follow ng sub-
sections specify the general behavior for constructing Contro
Framewor k requests and responses. Section 6.3 specifies the core
Control Framework nmethods and their transaction processing.
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6.1. Ceneral Behavior for Constructing Requests

An entity acting as a Control Cient that constructs and sends
requests on a Control Channel MJST adhere to the syntax defined in
Section 9. Note that either entity can act as a Control Cient
dependi ng on i ndividual package requirenments. Control Commands MJST
al so adhere to the syntax defined by the Control Packages negoti ated
in Sections 4.1 and 4.2 of this docunent. A Control Cdient MJST
create a unique transaction and associated identifier for insertion
in the request. The transaction identifier is then included in the
first line of a Control Framework nessage along with the nethod type,
as defined in the ABNF in Section 9. The first line starts with the
"CFW token for the purpose of easily extracting the transaction
identifier. The transaction identifier MJST be unique in the context
of the interaction between the Control Cient and Control Server.
Thi s uni que property hel ps avoid cl ashes when multiple client
entities could be creating transactions to be carried out on a single
receiving server. Al required, mandatory, and optional Contro
Framewor k headers are then inserted into the request with appropriate
val ues (see relevant individual header information for explicit
detail). A 'Control-Package’ header MJST al so be inserted with the
val ue indicating the Control Package to which this specific request
applies. Miltiple packages can be negoti ated per Control Channe
usi ng the SYNC nessage di scussed in Section 6.3.4.2.

Any Framewor k nmessage that contains an associ ated payl oad MJST al so

i nclude the ' Content-Type' and 'Content-Length’ mnessage headers,

whi ch indicate the M ME type of the payl oad specified by the

i ndi vi dual Control Framework packages and the size of the nessage
body represented as a whol e deci mal nunber of octets, respectively.
If no associated payload is to be added to the nessage, the 'Content-
Length’ header MUST have a value of '0'.

A Server receiving a Franmework message request MJST respond with an
appropriate response (as defined in Section 6.2). Control Cients
MUST wait for a m ninmum of 2*' Transaction-Ti neout’ for a response
bef ore considering the transaction a failure and tidying state
appropriately dependi ng on the extension package being used.

6.2. Ceneral Behavior for Constructing Responses

An entity acting as a Control Server, on receiving a request, MJST
generate a response within the ' Transaction-Ti neout’, as neasured
fromthe Control Client. The response MJUST conformto the ABNF
defined in Section 9. The first line of the response MJST contain
the transaction identifier used in the first Iine of the request, as
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defined in Section 6.1. Responses MJST NOT include the *Status’ or
"Ti meout’ nessage headers, and these MJST be ignored if received by a
Client in a response.

A Control Server MJST include a status code in the first |line of the

response. |If there is no error, the Server responds with a 200
Control Franmework status code, as defined in Section 7.1. The 200
response MAY include nessage bodies. |[|f the response contains a

payl oad, the nessage MJST include the 'Content-Length’ and ' Content-
Type’' headers. \When the Control Client receives a 2xx-cl ass
response, the Control Command transaction is conplete.

If the Control Server receives a request, |ike CONTROL, that the
Server understands, but the Server knows processing the comand wil |
exceed the ' Transaction-Tinmeout’, then the Server MJST respond with a
202 status code in the first line of the response. Follow ng the
initial response, the server will send one or nore REPORT nmessages as
described in Section 6.3.2. A Control Package MJST explicitly define
the circunstances under which the server sends 200 and 202 nessages.

If a Control Server encounters problens with a Control Franmework
request (like REPORT or CONTROL), an appropriate error code MJST be
used in the response, as listed in Section 7. The generation of a
non- 2xx-cl ass response code to a Control Franmework request (like
CONTROL or REPORT) will indicate failure of the transaction, and al
associ ated transaction state and resources MJST be ternminated. The
response code may provide an explicit indication of why the
transaction failed, which mght result in a re-subnission of the
request dependi ng on the extension package bei ng used.

6.3. Transaction Processing

The Control Framework defines four types of requests (nethods):
CONTROL, REPORT, K-ALIVE, and SYNC. |Inplenmentations MJST support
sendi ng and receiving these four nethods.

The foll owi ng sub-sections specify each Control Framework nethod and
its associated transaction processing.

6.3.1. CONTRCOL Transactions

A CONTRCOL nessage is used by the Control Client to pass control -
related information to a Control Server. It is also used as the
event-reporting mechanismin the Control Framework. Reporting events
is sinply another usage of the CONTROL nessage, which is pernitted to
be sent in either direction between two participants in a session
carrying the appropriate payload for an event. The nessage is
constructed in the sane way as any standard Control Franmework
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nessage, as discussed in Section 6.1 and defined in Section 9. A
CONTROL nessage MAY contain a nessage body. The explicit Contro
Conmand(s) of the message payl oad contained in a CONTROL nessage are
specified in separate Control Package specifications. Separate
Control Package specifications MIJST conformto the format defined in
Section 8.4. A CONTROL nessage containing a payload MJST include a
"Content-Type' header. The payl oad MIUST be one of the payl oad types
defined by the Control Package. |ndividual packages MAY allow a
CONTROL nessage that does not contain a payload. This could in fact
be a valid message exchange within a specific package; if it’s not,
an appropriate package-level error nessage MUST be generat ed.

6.3.2. REPORT Transactions

A " REPORT’ nessage is used by a Control Server when processing of a
CONTROL conmmand ext ends beyond the ’ Transaction-Ti meout’, as measured
fromthe Client. |In this case, the Server returns a 202 response.
The Server returns status updates and the final results of the
conmand i n subsequent REPORT nessages.

Al'l REPORT nessages MJST contain the same transaction IDin the
request start line that was present in the original CONTROL
transaction. This correlates extended transactions with the origina
CONTROL transaction. A REPORT nessage containing a payl oad MJST

i nclude the ' Content-Type' and 'Content-Length’ headers indicating
the payl oad M ME type [ RFC2045] defined by the Control Package and
the length of the payl oad, respectively.

6.3.2.1. Reporting the Status of Extended Transacti ons

On receiving a CONTROL nessage, a Control Server MJST respond within
"Transaction-Tineout’ with a status code for the request, as
specified in Section 6.2. |If the processing of the command conpl etes
within that time, a 200 response code MJST be sent. |If the comand
does not conplete within that time, the response code 202 MJST be
sent indicating that the requested command is still being processed
and the CONTROL transaction is being extended. The REPORT nethod is
then used to update and termi nate the status of the extended
transaction. The Control Server should not wait until the |ast
possi bl e opportunity to make the decision of issuing a 202 response
code and shoul d ensure that it has plenty of time for the response to
arrive at the Control dient. |If it does not have tinme, transactions
will be terminated (timed out) at the Control Cient before
conpl eti on.
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A Control Server issuing a 202 response MJST ensure the nessage
contains a 'Tinmeout’ nessage header. This header MJST have a val ue
in seconds that is the amount of time the recipient of the 202
message MJST wait before assum ng that there has been a problem and
term nating the extended transaction and associ ated state.

The initial REPORT nessage MUST contain a 'Seq (Sequence) nessage

header with a value equal to '1'. Note: the 'Seq’ nunbers at both
Control Cient and Control Server for Franework nmessages are
i ndependent .

Al'l REPORT nessages for an extended CONTRCOL transaction MJST contain
a 'Timeout’ nessage header. This header will contain a value in
seconds that is the ampbunt of time the recipient of the REPORT
message MJST wait before assuming that there has been a problem and
term nating the extended transaction and associated state. On

recei ving a REPORT nmessage with a ’'Status’ header of ’'update’, the
Control Client MUST reset the timer for the associ ated extended
CONTROL transaction to the indicated tinmeout period. If the tineout
peri od approaches and no i ntended REPORT nessages have been
generated, the entity acting as a Control Framework UAS for the

i nteracti on MJST generate a REPORT nmessage containing, as defined in
this paragraph, a ’Status’ header of ’'update’ with no associ ated
payl oad. Such a nmessage acts as a tinmeout refresh and in no way

i npacts the extended transacti on because no nessage body or senantics
are permitted. It is RECOMMENDED that a mini mum value of 10 and a
maxi mum val ue of 15 seconds be used for the value of the ’Tineout’
nmessage header. It is also RECOMENDED that a Control Server refresh
the timeout period of the CONTROL transaction at an interval that is
not too close to the expiry time. A value of 80% of the tineout
period could be used. For exanple, if the tinmeout period is 10
seconds, the Server would refresh the transaction after 8 seconds.

Subsequent REPORT messages that provide additional informtion
relating to the extended CONTRCL transacti on MJST al so include and
increnent by 1 the 'Seq’ header value. A REPORT nessage received
that has not been increnmented by 1 MJST be responded to with a 406
response and t he extended transacti on MJST be consi dered terninated.
On receiving a 406 response, the extended transacti on MJUST be

term nated. REPORT messages MJST al so include a ’Status’ header with
a value of "update’. These REPORT nessages sent to update the

ext ended CONTROL transaction status MAY contain a nessage body, as
defined by individual Control Packages and specified in Section 8.5.
A REPORT nessage sent updating the extended transaction also acts as
a timeout refresh, as described earlier in this section. This wll
result in a transaction tineout period at the initiator of the
original CONTROL request being reset to the interval contained in the
" Ti meout’ nessage header.
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When all processing for an extended CONTRCL transacti on has taken

pl ace, the entity acting as a Control Server MJST send a term nating
REPORT nessage. The term nati ng REPORT nessage MJST increment the
value in the ' Seq’ nessage header by the value of '1' fromthe

previ ous REPORT nmessage. It MJST also include a ’Status’ header with
a value of "termnate’ and MAY contain a nessage body. It MJST al so
contain a 'Tinmeout’ nessage header with a valid value. The inclusion
of the 'Tinmeout’ header is for consistency, and its value is ignored.
A Control Franmework UAC can then clean up any pending state
associated with the original CONTROL transaction.

6.3.3. K-ALIVE Transactions

The protocol defined in this docunment may be used in various network
architectures. This includes a wi de range of depl oyments where the
clients could be co-located in a secured, private dommin, or spread
across disparate domains that require traversal of devices such as
Net wor k Address Translators (NATs) and firewalls. A keep-alive
nechani sm enabl es the Control Channel to be kept active during tines
of inactivity. This is because many firewalls have a tineout period
after which connections are closed. This mechani smal so provides the
ability for application-level failure detection. It should be noted
that the follow ng procedures apply only to the Control Channel being
created. For details relating to the SIP keep-alive nechani sm

i mpl enenters shoul d seek gui dance from SI P Qut bound [ RFC5626] .

The foll owi ng keep-alive procedures MJST be inplenmented. Specific
depl oyments MAY choose not to use the keep-alive nmechanismif both
entities are in a co-located domain. Note that choosing not to use
the keep-alive mechanismdefined in this section, even when in a co-
| ocated architecture, will reduce the ability to detect application-
| evel errors, especially during |long periods of inactivity.

Once the SIP INVITE di al og usage has been established and the
under|yi ng Control Channel has been set up, including the initia
correl ati on handshake using SYNC as di scussed in Section 6, both
entities acting in the active and passive roles, as defined in
COMEDI A [ RFC4145], MUST start a keep-alive tinmer equal to the value
negoti ated during the Control Channel SYNC request/response exchange.
This is the value fromthe ' Keep-Alive header in seconds.

6.3.3.1. Behavior for an Entity in an Active Role

When in an active role, a K-ALIVE nessage MJUST be generated before
the |l ocal keep-alive tinmer fires. An active entity is free to send
the K-ALI VE nmessage whenever it chooses. It is RECOWENDED for the
entity to issue a K-ALIVE nmessage after 80% of the |ocal keep-alive
timer. On receiving a 200 OK Control Franmework nessage for the
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K- ALI VE request, the active entity MJST reset the | ocal keep-alive
timer. |If no 200 OK response is received to the K-ALIVE nessage, or
a transport-level problemis detected by sone other means, before the
| ocal keep-alive timer fires, the active entity MAY use COVEDI A re-
negoti ati on procedures to recover the connection. Oherw se, the
active entity MJST tear down the SIP I NVITE di al og and recover the
associ ated Control Channel resources.

6.3.3.2. Behavior for an Entity in a Passive Role

VWhen acting as a passive entity, a K-ALIVE nmessage must be received
before the | ocal keep-alive timer fires. Wen a K-ALIVE request is
recei ved, the passive entity MJST generate a 200 OK Control Franework
response and reset the |ocal keep-alive tiner. No other Contro
Framewor k response is valid. |f no K-ALIVE nessage is received (or a
transport level problemis detected by some ot her neans) before the

| ocal keep-alive timer fires, the passive entity MJST tear down the
SIP INVI TE di al og and recover the associated Control Channe

resour ces.

6.3.4. SYNC Transactions

The initial SYNC request on a Control Channel is used to negotiate
the timeout period for the Control Channel keep-alive nechani sm and
to allow clients and servers to |l earn the Control Packages that each
supports. Subsequent SYNC requests MAY be used to change the set of
Control Packages that can be used on the Control Channel

6.3.4.1. Tineout Negotiation for the Initial SYNC Transaction

The initial SYNC request allows the tinmeout period for the Contro
Channel keep-alive mechanismto be negotiated. The follow ng rules
MUST be followed for the initial SYNC request:

o If the Cient initiating the SDP offer has a COVEDI A ' setup
attribute equal to active, the 'Keep-Alive header MJST be
i ncluded in the SYNC nessage generated by the offerer. The val ue
of the ’'Keep-Alive' header SHOULD be in the range of 95 to 120
seconds (this is consistent with SIP CQutbound [ RFC5626]). The
val ue of the ’Keep-Alive header MJST NOT exceed 600 seconds. The
client that generated the SDP "Answer"” (the passive client) MJST
copy the 'Keep-Alive header into the 200 response to the SYNC
nessage with the sane val ue.

o If the dient initiating the SDP offer has a COMEDI A ' setup
attribute equal to passive, the 'Keep-Alive' header paraneter MJST
be included in the SYNC message generated by the answerer. The
val ue of the 'Keep-Alive header SHOULD be in the range of 95 to
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120 seconds. The client that generated the SDP offer (the passive
client) MJST copy the ’Keep-Alive header into the 200 response to
the SYNC nmessage with the sanme val ue.

o If the Cient initiating the SDP offer has a COVEDI A ' setup
attribute equal to "actpass’, the 'Keep-Alive header paraneter
MUST be included in the SYNC nmessage of the entity who is the
active participant in the SDP session. |If the client generating
the subsequent SDP answer places a value of 'active in the
COVEDI A SDP "setup’ attribute, it will generate the SYNC request
and include the 'Keep-Alive header. The value SHOULD be in the
range 95 to 120 seconds. If the client generating the subsequent
SDP answer places a value of 'passive in the COVEDI A 'setup
attribute, the original UA making the SDP will generate the SYNC
request and include the 'Keep-Alive header. The value SHOULD be
in the range 95 to 120 seconds.

o If the initial negotiated offer/answer results in a COVED A
"setup’ attribute equal to 'holdconn’, the initial SYNC mechani sm
wi Il occur when the offer/answer exchange is updated and the
active/passive roles are resol ved usi ng COVEDI A

The previous steps ensure that the entity initiating the Contro
Channel connection is always the one specifying the keep-alive
timeout period. It will always be the initiator of the connection
who generates the K-ALI VE nmessages.

Once negoti ated, the keep-alive timeout applies for the remai nder of
the Control Framework session. Any subsequent SYNC nessages
generated in the Control Channel do not inpact the negotiated keep-
alive property of the session. The 'Keep-Alive header MUST NOT be
i ncluded in subsequent SYNC nessages, and if it is received, it MJST
be i gnored.

6.3.4.2. Package Negoti ation

As part of the SYNC nessage exchange, a client generating the request
MUST i nclude a ' Packages’ header, as defined in Section 9. The

' Packages’ header contains a list of all Control Franework packages
that can be supported within this control session, fromthe
perspective of the client creating the SYNC nessage. All Channe
Framewor k package nanmes MJST be tokens that adhere to the rules set
out in Section 8. The 'Packages’ header of the initial SYNC nessage
MUST contain at |east one val ue.

A server receiving the initial SYNC request MJST exam ne the contents

of the ’'Packages’ header. |If the server supports at |east one of the
packages listed in the request, it MJST respond with a 200 response
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code. The response MJST contain a 'Packages’ header that lists the
supported packages that are in common with those fromthe ' Packages
header of the request (either all or a subset). This list forns a
conmon set of Control Packages that are supported by both parties.
Any Control Packages supported by the server that are not listed in
the ' Packages’ header of the SYNC request MAY be placed in the

" Supported’ header of the response. This provides a hint to the
client that generated the SYNC request about additional packages
supported by the server.

If no conmmon packages are supported by the server receiving the SYNC
nessage, it MJUST respond with a 422 error response code. The error
response MJST contain a ' Supported’ header indicating the packages
that are supported. The initiating client can then choose to either
re-submit a new SYNC nessage based on the 422 response or consider
the interaction a failure. This would lead to ternmination of the
associ ated SIP INVITE dial og by sending a SIP BYE request, as per

[ RFC3261] .

Once the initial SYNC transaction is conpleted, either client MAY
choose to send a subsequent new SYNC nessage to re-negotiate the
packages that are supported within the Control Channel. A new SYNC
nmessage whose ’'Packages’ header has different values fromthe

previ ous SYNC nessage can effectively add and del ete the packages
used in the Control Channel. |If a client receiving a subsequent SYNC
nessage does not wish to change the set of packages, it MJST respond
with a 421 Control Framework response code. Subsequent SYNC nmessages
MUST NOT change the value of the 'Dialog-1D and 'Keep-Alive Contro
Framewor k headers that appeared in the original SYNC negoti ati on.

An entity MAY honor Control Framework conmmands relating to a Contro
Package it no |l onger supports after package re-negotiation. Wen the
entity does not wi sh to honor such commands, it MJST respond to the
request with a 420 response.

7. Response Code Descriptions

The foll owi ng response codes are defined for transaction responses to
met hods defined in Section 6.1. Al response codes in this section
MJST be supported and can be used in response to both CONTROL and
REPORT nessages except that a 202 MJUST NOT be generated in response
to a REPORT nessage.

Note that these response codes apply to Framework Transactions only.
Success or error indications for Control Conmands MJST be treated as
the result of a Control Command and returned in either a 200 response
or REPORT nessage.
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7.1. 200 Response Code
The framework protocol transaction conpleted successfully.

7.2. 202 Response Code
The framework protocol transaction conpleted successfully and
additional information will be provided at a later time through the
REPORT nechani sm defined in Section 6.3.2.

7.3. 400 Response Code
The request was syntactically incorrect.

7.4. 403 Response Code

The server understood the request, but is refusing to fulfill it.
The client SHOULD NOT repeat the request.

7.5. 405 Response Code

Met hod not allowed. The primtive is not supported.
7.6. 406 Response Code

Message out of sequence.
7.7. 420 Response Code

Intended target of the request is for a Control Package that is not
valid for the current session

7.8. 421 Response Code

Reci pi ent does not wish to re-negotiate Control Packages at this
noment in tinme.

7.9. 422 Response Code

Reci pi ent does not support any Control Packages listed in the SYNC
nessage.

7.10. 423 Response Code

Reci pi ent has an existing transaction with the sane transaction |ID

Boul ton, et al. St andards Track [ Page 25]



RFC 6230 Medi a Control Channel Franmework May 2011

7.11. 481 Response Code

The transaction of the request does not exist. In response to a SYNC
request, the 481 response code indicates that the corresponding SIP
I NVI TE di al og usage does not exist.

7.12. 500 Response Code
The reci pi ent does not understand the request.
8. Control Packages

Control Packages specify behavior that extends the capability defined
in this docunent. Control Packages MJUST NOT weaken statenents of
"MJUST" and "SHOULD' strength in this docunment. A Control Package MAY
strengt hen "SHOULD', "RECOMVENDED', and "MAY" to "MUST" if justified
by the specific usage of the framework.

In addition to the usual sections expected in Standards-Track RFCs
and SI P extension docunents, authors of Control Packages need to
address each of the issues detailed in the follow ng sub-sections.
The foll owi ng sections MJST be used as a tenplate and i ncl uded
appropriately in all Control - Package specifications. To reiterate,
the follow ng sections do not solely formthe basis of all Control-
Package specifications but are included as a mininumto provide
essenti al package-level information. A Control-Package specification
can take any valid formit wishes as long as it includes at |east the
following information listed in this section.

8.1. Control Package Nane

This section MJST be present in all extensions to this document and
provi des a token name for the Control Package. The section MJST

i nclude information that appears in the | ANA registration of the
token. Information on registering Control Package tokens is
contained in Section 13.

8.2. Franework Message Usage

The Control Framework defines a number of message primtives that can
be used to exchange commands and information. There are no
limtations restricting the directionality of nmessages passed down a
Control Channel. This section of a Control Package docunent MJUST
explicitly detail the types of Framework nessages (Methods) that can
be used as well as provide an indication of directionality between
entities. This will include which role type is allowed to initiate a
request type.
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8.3. Comon XM. Support

This optional section is only included in a Control Package if the
attributes for nedia dialog or conference reference are required, as
defined and di scussed in Appendix A 1. The Control Package w || make
strong statements (using | anguage from RFC 2119 [ RFC2119]) if the XM
schenma defined in Appendix A1 is to be supported. |If only part of
the schema is required (for exanple, just 'connectionid or
"conferenceid ), the Control Package will make equally strong
statements (using |anguage from RFC 2119 [ RFC2119]).

8.4. CONTROL Message Bodi es

This mandatory section of a Control Package defines the control body
that can be contained within a CONTROL conmand request, as defined in
Section 6, or that no Control Package body is required. This section
MJST indicate the |ocation of detailed syntax definitions and
semantics for the appropriate M ME [ RFC2045] body type that apply to
a CONTROL command request and, optionally, the associated 200
response. For Control Packages that do not have a Control Package
body, meking such a statenment satisfies the "MJST" strength of this
section in the Control Package docunent.

8.5. REPORT Message Bodi es

This mandatory section of a Control Package defines the REPORT body
that can be contained within a REPORT command request, as defined in
Section 6, or that no report package body is required. This section
MJST indicate the |ocation of detailed syntax definitions and
semantics for the appropriate M ME [ RFC2045] body type. It should be
noted that the Control Franework specification does allow for

payl oads to exist in 200 responses to CONTROL nessages (as defined in
this docunment). An entity that is prepared to receive a payload type
in a REPORT message MJUST al so be prepared to receive the same payl oad
in a 200 response to a CONTROL nessage. For Control Packages that do
not have a Control Package body, stating such satisfies the "MJST"
strength of this section in the Control Package docunent.

8.6. Audit

Audi ting of various Control Package properties such as capabilities
and resources (package-level neta-information) is extrenely useful.
Such meta-data usually has no direct inpact on Control Franmework
interactions but allows for contextual information to be |earnt.
Control Packages are encouraged to make use of Control Framework
interactions to provide rel evant package audit information.
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8.

9.

9.

This section SHOULD include the follow ng information:
o If an auditing capability is available in this package.

o How auditing information is triggered (for exanple, using a
Control Framework CONTROL nmessage) and delivered (for exanple, in
a Control Framework 200 response).

o The location of the audit query and response format for the
payl oad (for example, it could be a separate XM. schema OR part of
a larger XML schemm).

7. Exanpl es

It is strongly RECOMWENDED t hat Control Packages provide a range of
message flows that represent conmon fl ows using the package and this
framewor k docunent.

Formal Synt ax
1. Control Franmework Formal Syntax

The Control Framework interactions use the UTF-8 transformation
format as defined in [ RFC3629]. The syntax in this section uses the
Augnent ed Backus- Naur Form (ABNF) as defined in [ RFC5234] incl uding
types 'DIG T, 'CRLF, and ' ALPHA .

Unl ess otherwi se stated in the definition of a particul ar header
field, field values, parameter names, and paramneter val ues are not
case-sensitive

control-reqg-or-resp = control -request / control -response

control -request = control -reqg-start *headers CRLF [control -content]
control -response = control -resp-start *headers CRLF [control -content]
control -reqg-start = pCFWSP trans-id SP nethod CRLF

control -resp-start = pCFWSP trans-id SP status-code CRLF

pCFW = %43. 46.57; CFWin caps

trans-id = al pha-numtoken

met hod = nCONTRCOL / nREPORT / nSYNC / nK-ALIVE / ot her-nethod
MCONTROL = %x43. 4F. 4E. 54. 52. 4F. 4C ; CONTROL i n caps

MREPORT = %52. 45. 50. 4F. 52. 54 ; REPORT in caps

nSYNC = %53. 59. 4E. 43 ; SYNC in caps

nK- ALI VE = %4B. 2D. 41. 4C. 49.56.45 ; K-ALIVE in caps

ot her - met hod = 1* UPALPHA
status-code = 3*DIGA@ T ; any code defined in this and other docunents
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headers = header-nanme CRLF

header - name = (Content-Length
/ Cont ent - Type

/ Cont r ol - Package
/ St at us

/ Seq

/ Ti meout

/Dial og-1D

/ Packages

/ Supported

/ Keep-alive

/ ext - header)

Content-Length = "Content-Length:" SP 1*DIA T

Control - Package = "Control - Package: " SP 1*al pha- numt oken

Status = "Status:" SP ("update"” / "term nate" )

Timeout = "Tineout:" SP 1*DIA T

Seq = "Seq:" SP 1*DIGT

Dialog-I1D = "Dialog-1D:" SP dial og-id-string

Packages = "Packages:" SP package- nane *( COMWA package- nane)

Supported = "Supported:" SP supprtd-al phanum *( COWA supprt d-al phanum
Keep-alive = "Keep-Alive:" SP kalive-seconds

di al og-id-string = al pha-numtoken
package- nane = al pha- numt oken
supprtd-al phanum = al pha- num t oken
kal i ve-seconds = 1*DIA T

al pha- numt oken = ALPHANUM 3*31lal pha- numt okent - char
al pha- numtokent-char = ALPHANUM / "." [ "-" [ "+" [ "og [ "=" [ "|"

control -content = *OCTET

Content - Type = "Content-Type:" SP nedi a-type

nedi a-type = type "/" subtype *(SP ";" gen-param)
type = token ; Section 4.2 of RFC 4288

subtype = token ; Section 4.2 of RFC 4288

gen- param = pnane [ "=" pval ]
pname = token
pval = token / quoted-string

t oken 1* (%21 /| %&23-27 | %W2A-2B | %2D- 2E

/| 9%30-39 / %%41-5A | 95E-7E)
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guot ed-string = DQUOTE *(qdtext / qgd-esc) DQUOTE
gdtext = SP / HTAB / %21 /| %23-5B / 9%5D 7E

/ UTF8- NONASCI
gqd- esc = ( BACKSLASH BACKSLASH) / (BACKSLASH DQUOTE)
BACKSLASH = "\"
UPALPHA = %41-5A
ALPHANUM = ALPHA / DIGA T

ext - header = hnane ":" SP hval CRLF

hname = ALPHA *t oken
hval = utf8text

utf8text = *(HTAB / %20-7E / UTF8- NONASCI | )
UTF8- NONASCI | = UTF8-2 / UTF8-3 / UTF8-4 ; From RFC 3629

The following table details a summary of the headers that can be
contained in Control Framework interactions.

Header field Wher e CONTROL REPORT SYNC K- ALl VE
Cont ent - Lengt h o] o] - -
Cont r ol - Package R m - - -
Seq - m - -
St at us R - m - -
Ti meout R - m - -
Ti meout 202 - m - -
Di al og-1D R - - m -
Packages - - m -
Supported r - - o] -
Keep-Alive R - - o] -
Cont ent - Type o] o] - -

Table 1: Summary of Headers in Control Framework |nteractions

The notation used in Table 1 is as foll ows:

R header field may only appear in requests.

r:

2
[

header field may only appear in responses.
XX, 4xx, etc.: response codes with which the header field can be u
bl ank]: header field nay appear in either requests or responses.

m header field is nmandatory.

0:

Bo

header field is optional
header field is not applicable (ignored if present).

2011

sed.
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9.

2.

10.

Control Framework Dialog Identifier SDP Attribute
Thi s specification defines a new nedi a-1evel value attribute:
"cfwid . Its formatting in SDP is described by the foll owi ng ABNF
[ RFC5234] .

"a=cfwid:" 1*(SP cfwid-nanme) CRLF

cfwdialog-id

cfwi d- nane t oken

t oken = 1*(t oken-char)

W21 | U&23-27 | W2A-2B | W%2D-2E /| 9%30- 39
| 9%41-5A | 9&5E-7E

t oken- char

The t oken-char and token elements are defined in [ RFC4566] but
i ncl uded here to provide support for the inplenmenter of this SDP
feature.

Exanpl es

The foll owi ng exanpl es provide an abstracted fl ow of Control Channel
establ i shnent and Control Framework nessage exchange. The SIP
signaling is prefixed with the token "SIP. Al other nmessages are
Control Framework interactions defined in this docunent.

In this exanple, the Control Cient establishes a Control Channel,
SYNCs with the Control Server, and issues a CONTROL request that
can’t be conpleted within the ’Transaction-Timeout’, so the Control
Server returns a 202 response code to extend the transaction. The
Control Server then follows with REPORTs until the requested action
has been conpleted. The SIP INVITE dialog is then term nated.
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Control Cient Control Server

| (1) SIP INVITE

|
|
A T
| (2) SIP 200
A — :
| (3) SIP ACK
| - > |
| |
| ::>:::::::::::::::::::::::::::::::::::::::>::|
| Control Channel Established
| |
| (4) SYNC |
| e > |
| |
| (5) 200 |
A |
| (6) CONTRCL
| e > |
| |
(1) Control Cient-->Control Server (SIP): INVITE
si p: control - server @xanpl e. com
I NVI TE si p: control -server @xanpl e.com SIP/2.0
To: <sip:control -server @xanpl e. conp
From <sip:control-client@xanple.conp;tag=8937498
Via: SIP/2.0/UDP client.exanple.conm branch=z9h&x4bK123
CSeq: 1 INVITE
Max- Forwar ds: 70
Cal |l -1D: 893j hoei hj r8392@xanpl e. com
Contact: <sip:control-client@cl. exanple.conp
Cont ent - Type: application/sdp
Content-Length: 206
v=0
o=ori gi nator 2890844526 2890842808 IN I P4 controll er.exanple.com
S=-

c=IN I P4 control-client.exanple.com
meappl i cation 49153 TCP cfw
a=setup: active

a=connecti on: new
a=cfwid: f ndskuhHKsd783hj dl a
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(2) Control Server-->Control Cient (SIP): 200 K

SIP/2.0 200 X

To: <sip:control -server @xanpl e. conp; t ag=023983774

From <sip:control-client@xanple.conp;tag=8937498

Via: SIP/2.0/UDP client.exanple.con branch=z9h&4bK123; recei ved=192.0. 2.5
CSeq: 1 INVITE

Call-1D: 893j hoei hj r8392@xanpl e. com

Contact: <sip:control -server @c2. exanpl e. conp

Cont ent - Type: application/sdp

Cont ent - Lengt h: 203

v=0

o=r esponder 2890844600 2890842900 IN I P4 controller.exanpl e.com
S=-

c=IN I P4 control -server. exanpl e.com

meappl i cati on 49153 TCP cfw

a=set up: passi ve

a=connecti on: new

a=cfwid: 7JeDi 23i 7ei ysi 32

(3) Control Cient-->Control Server (SIP): ACK

(4) Control Cient opens a TCP connection to the Control Server.
The connection can now be used to exchange Control Franmework
nessages. Control Cient-->Control Server (Control Franework
nmessage) : SYNC

CFW 8dj ae7khauj SYNC

Di al og- I D: fndskuhHKsd783hj dl a
Keep- Alive: 100

Packages: nsc-ivr-basic/1.0

(5) Control Server-->Control Cient (Control Framework nessage):
200.

CFW 8dj ae7khauj 200

Keep-Alive: 100

Packages: nsc-ivr-basic/1.0

Supported: msc-ivr-vxm /1.0, nsc-conf-audio/1.0

(6) Once the SYNC process has conpl eted, the connection can now be
used to exchange Control Franework nmessages. Contro
Client-->Control Server (Control Framework nessage): CONTRCL

CFW i 387yei qyi g CONTRCL

Cont r ol - Package: <package-nane>
Cont ent - Type: exanpl e_cont ent/ exanpl e_cont ent
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Content-Length: 11
<XM. BLOB/ >

(7) Control Server-->Control Cient (Control Framework nessage):
202.

CFW i 387yei qyi q 202
Ti meout: 10

(8) Control Server-->Control Cient (Control Framework nessage):
REPORT.

CFW i 387yei qyi q REPORT
Seq: 1

Status: update

Ti meout: 10

(9) Control dient-->Control Server (Control Framework nessage):
200.

CFW i 387yei qyi g 200
Seq: 1

(10) Control Server-->Control Cient (Control Franmework nessage):
REPORT.

CFW i 387yei qyi q REPORT

Seq: 2

Status: update

Ti meout: 10

Cont ent - Type: exanpl e_cont ent/ exanpl e_cont ent
Content-Length: 11

<XM. BLOB/ >

(11) Control dient-->Control Server (Control Franmework nessage):
200.

CFW i 387yei qyi q 200
Seq: 2

(12) Control Server-->Control Cient (Control Framework nessage):
REPORT.

CFW i 387yei qyi q REPORT

Seq: 3
Status: term nate
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Ti meout: 10
Cont ent - Type: exanpl e_cont ent/ exanpl e_cont ent
Content-Length: 11

<XM. BLOB/ >

(13) Control dient-->Control Server (Control Franmework nessage):
200.

CFW i 387yei qyi q 200
Seq: 3

(14) Control dient-->Control Server (SIP): BYE

BYE si p: control -server @c2. exanpl e.com SI P/ 2.0

To: <sip:control -server @xanpl e. conp; t ag=023983774
From <sip:client@xanpl e. conr; t ag=8937498

Via: SIP/2.0/UDP client.exanple.conm branch=z9h&4bK234
CSeq: 2 BYE

Max- Forwards: 70

Call -1D: 893j hoei hj r8392@xanpl e. com

Contact: <sip:control-client@cl. exanpl e. conpr
Content-Length: O

(15) Control Server-->Control Client (SIP): 200 K

SIP/2.0 200 &K

To: <sip:control -server @xanpl e. conp; t ag=023983774

From <sip:client@xanpl e. conr; t ag=8937498

Via: SIP/2.0/UDP client.exanple.con branch=z9h4bK234; recei ved=192.0. 2.5
CSeq: 2 BYE

Call-1D: 893j hoei hj r8392@xanpl e. com

Contact: <sip:control -server @cl. exanpl e. conp

Content-Length: O

11. Extensibility

The Media Control Channel Framework was designed to be only minimally
extensi bl e. New net hods, header fields, and status codes can be
defined in Standards-Track RFCs. The Media Control Channel Framework
does not contain a version number or any negotiation mechanismto

require or discover new features. |If an extension is specified in
the future that requires negotiation, the specification will need to
describe how the extension is to be negotiated in the encapsul ating
signaling protocol. |If a non-interoperable update or extension
occurs in the future, it will be treated as a new protocol, and it
MUST describe howits use will be signal ed.
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12.

12.

12.

In order to all ow extension header fields w thout breaking
interoperability, if a Media Control Channel device receives a
request or response containing a header field that it does not
understand, it MJUST ignore the header field and process the request
or response as if the header field was not present. |If a Media
Control Channel device receives a request with an unknown nethod, it
MJST return a 500 response.

Security Consi derations

The Channel Framework provides confidentiality and integrity for the
nessages it transfers. It also provides assurances that the
connected host is the host that it neant to connect to and that the
connection has not been hijacked, as discussed in the remai nder of
this section.

I n design, the Channel Framework conplies with the security-rel ated
requi renents docurmented in "Media Server Control Protoco

Requi renents" [RFC5167] -- nore specifically, REQ MCP-11, REQ MCP-12
REQ MCP- 13, and REQ MCP-14. Specific security neasures enpl oyed by
the Channel Franmework are sunmarized in the follow ng sub-sections.

1. Session Establishment

Channel Franmework sessions are established as nedi a sessions
described by SDP within the context of a SIP INVITE dialog. In order
to ensure secure rendezvous between Control Franework clients and
servers, the Media Channel Control Framework shoul d nake full use of
mechani sns provided by SIP. The use of the "cfwid SDP attribute
results in inmportant session infornmation being carried across the SIP
network. For this reason, SIP clients using this specification MJST
use appropriate security nmechanisns, such as TLS [ RFC5246] and SM ME
[ RFC5751], when depl oyed in open networKks.

2. Transport-Level Protection

When using only TCP connections, the Channel Framework security is
weak. Al though the Channel Franmework requires the ability to protect

this exchange, there is no guarantee that the protection will be used
all the time. |If such protection is not used, anyone can see data
exchanges.

Sensitive data, such as private and financial data, is carried over
the Control Framework channel. Cdients and servers must be properly
aut henti cat ed/ aut hori zed and the Control Channel mnust permit the use
of confidentiality, replay protection, and integrity protection for
the data. To ensure Control Channel protection, Control Franmework
clients and servers MJST support TLS and SHOULD use it by default

Boul ton, et al. St andards Track [ Page 36]



RFC 6230 Medi a Control Channel Franmework May 2011

12.

unl ess alternative Control Channel protection is used or a protected
environnent is guaranteed by the adm nistrator of the network.
Al'ternative Control Channel protection MAY be used if desired (e.g.

| Psec [ RFC5246]) .

TLS is used to authenticate devices and to provide integrity, replay
protection, and confidentiality for the header fields being
transported on the Control Channel. Channel Franework el enents MJST
i mpl ement TLS and MJST al so i npl ement the TLS dient Ext endedHel | o
extended hello information for server name indication as described in
[ RFC5246]. A TLS cipher-suite of TLS RSA WTH AES 128 CBC SHA

[ RFC3261] MUST be supported. O her cipher-suites MAY al so be

support ed.

When a TLS client establishes a connection with a server, it is
presented with the server’s X. 509 certificate. Authentication
proceeds as described in Section 7.3 ("Client Behavior") of RFC 5922
[ RFC5922] .

A TLS server confornant to this specification MJST ask for a client
certificate; if the client possesses a certificate, it will be
presented to the server for nutual authentication, and authentication
proceeds as described in Section 7.4 ("Server Behavior") of RFC 5922
[ RFC5922] .

3. Control Channel Policy Managenent

This specification pernmits the establishnent of a dedicated Contro
Channel using SIP. It is also permtted for entities to create

nmul tipl e channels for the purpose of failover and redundancy. As a
general solution, the ability for nmultiple entities to create
connections and have access to resources could be the cause of

potential conflict in shared environnents. It should be noted that
this docunment does not carry any specific nechanismto overcone such
conflicts but will provide a sunmary of how to do so.

It can be deternined that access to resources and use of Contro
Channels relate to policy. 1t can be considered inplenentation and
depl oyment detail that dictates the Ievel of policy that is adopted.
The aut horization and associ ated policy of a Control Channel can be
linked to the authentication mechani snms described in this section
For exanple, strictly authenticating a Control Channel using TLS
authentication allows entities to protect resources and ensure the
required level of granularity. Such policy can be applied at the
package | evel or even as low as a structure |ike a conference

i nstance (Control Channel X is not permitted to i ssue commands for
Control Package y OR Control Channel A is not pernmitted to issue
conmands for conference instance B). Systens should ensure that, if
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13.

13.

required, an appropriate policy framework is adopted to satisfy the
requi rements for inplenented packages. The nost robust form of
policy can be achieved using a strong authentication mechani sm such
as mutual TLS authentication on the Control Channel. This
specification provides a Control Channel response code (403) to
indicate to the issuer of a command that it is not permtted. The
403 response MJST be issued to Control Framework requests that are
not permtted under the inplemented policy. |If a 403 response is
received, a Control Franmework client MAY choose to re-submit the
request with differing requirements or to abandon the request. The
403 response does not provide any additional information on the
policy failure due to the generic nature of this specification

I ndi vi dual Control Packages can supply additional information if
required. The nechani smfor providing such additional information is
not mandated in this specification. 1t should be noted that

addi tional policy requirenents to those covered in this section m ght
be defined and applied in individual packages that specify a finer
granularity for access to resources, etc.

| ANA Consi der ati ons

| ANA has created a new registry for SIP Control Framework paraneters.
The "Medi a Control Channel Franmework Parameters” registry is a

contai ner for sub-registries. This section further introduces sub-
registries for control packages, nethod names, status codes, header
field nanes, and port and transport protocol

Additionally, Section 13.6 registers a new MME type for use with
SDP.

For all registries and sub-registries created by this docunent, the
policy applied when creating a new registration is also applied when
changi ng an existing registration.

1. Control Packages Registration Information

Thi s specification establishes the Control Packages sub-registry
under Medi a Control Channel Franework Packages. New paraneters in
this sub-registry nmust be published in an RFC (either in the IETF
stream or | ndependent Submi ssion strean), using the | ANA policy

[ RFC5226] " RFC Required".

As this docunent specifies no package or tenpl ate-package nanes, the
initial 1ANA registration for Control Packages will be enmpty. The
remai nder of the text in this section gives an exanple of the type of
information to be maintai ned by the | ANA
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The table below lists the Control Packages defined in the "Mdia
Control Channel Franmework".

Package Nane Ref erence

exanpl el [ RFCXXXX]
13.1.1. Control Package Registration Tenpl ate
Package Nane:

(Package names nust conformto the syntax described in
Section 8.1.)

Publ i shed Specification(s):
(Control Packages require an RFC.)
Person & emai| address to contact for further information:
13.2. Control Franmework Method Nanes

Thi s specification establishes the Method Names sub-regi stry under
Medi a Control Channel Framework Paraneters and initiates its

popul ation as follows. New paraneters in this sub-registry nust be
published in an RFC (either in the | ETF stream or | ndependent

Subm ssion strean).

CONTROL - [ RFC6230]
REPORT - [ RFC6230]
SYNC - [RF06230]
K-ALI VE - [ RFC6230]

The following informati on MJST be provided in an RFC in order to
regi ster a new Control Franework nethod:

0 The nethod nane.
o The RFC number in which the nethod is registered.

13.3. Control Framework Status Codes
Thi s specification establishes the Status Code sub-registry under
Medi a Control Channel Framework Paraneters. New paraneters in this
sub-regi stry rmust be published in an RFC (either in the | ETF stream

or | ndependent Subm ssion streamj. Its initial population is defined
in Section 9. It takes the follow ng fornat:
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13.

13.

13.

Code Descri ption Reference

The following informati on MUST be provided in an RFC in order to
regi ster a new Control Franmework status code

0 The status code nunber.

o The RFC nunber in which the nethod is registered.
o A brief description of the status code.

4. Control Framework Header Fields

Thi s specification establishes the Header Field sub-registry under
Medi a Control Channel Framework Paraneters. New paraneters in this
sub-regi stry rmust be published in an RFC (either in the | ETF stream
or | ndependent Subm ssion streamj. Its initial population is defined
as follows:

Control - Package - [ RFC6230]
Status - [ RFC6230]

Seq - [ RFC6230]

Ti meout - [ RFC6230]

Di al og-1 D - [ RFC6230]
Packages - [RFC6230]
Supported - [ RFC6230]
Keep-Alive - [RFC6230]
Cont ent - Type - [ RFC6230]
Content-Length - [ RFC6230]

The followi ng informati on MJST be provided in an RFC in order to
regi ster a new Channel Franework header field:

0o The header field name.
o The RFC nunber in which the nmethod is registered.
5. Control Framework Port

The Control Framework uses TCP port 7563, fromthe "regi stered" port
range. Usage of this value is described in Section 4.1.

6. Media Type Registrations
Thi s section describes the nedia types and nanes associated with

payl oad formats used by the Control Framework. The registration uses
the tenplates defined in [RFC4288]. It foll ows [RFC4855].
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13.6.1. Registration of MM Media Type application/cfw

Type name: application

Subt ype nanme: cfw

Requi red paraneters: None

Optional parameters: None

Encodi ng considerations: Binary and see Section 4 of RFC 6230

Security considerations: See Section 12 of RFC 6230

I nteroperability considerations:
Endpoi nts conpliant to this specification nust
use this MMe type. Receivers who cannot support
this specification will reject using appropriate
prot ocol mechani sm

Publ i shed specification: RFC 6230

Applications that use this media type:
Applications conmpliant with Media Control Channels.

Addi tional |nformation:
Magi ¢ nunber (s): (none)
File extension(s): (none)
Maci ntosh file type code(s): (none)

Person & email address to contact for further infornmation:
Chris Boulton <chris@s-technol ogi es. conp

I nt ended usage: COVMON

Restrictions on usage:
Shoul d be used only in conjunction with this specification,
RFC 6230.

Aut hor: Chris Boul ton

Change controller:
| ETF MEDI ACTRL wor ki ng group, delegated fromthe | ESG
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13.

13.

6.2. Registration of MM Media Type application/
framewor k-attri but es+xmni

Type name: application
Subtype nanme: framework-attributes+xn
Requi red paraneters: (nhone)

Optional parameters: Sane as charset paraneter of application/xm as
specified in RFC 3023 [ RFC3023].

Encodi ng considerations: Sane as encodi ng consi derations of
application/xm as specified in RFC 3023 [ RFC3023].

Security considerations: No known security considerations outside
of those provided by core Media Control Channel FraneworKk.

Interoperability considerations: This content type provides common
constructs for related Media Control Channel packages.

Publ i shed specification: RFC 6230

Applications that use this nmedia type: |nplenentations of
appropriate Media Control Channel packages.

Addi tional information:
Magi ¢ nunber (s): (none)
File extension(s): (none)
Maci ntosh file type code(s): (none)

Person & email address to contact for further infornmation:
Chris Boulton <chris@s-technol ogi es. cone

I ntended usage: LIM TED USE
Aut hor/ Change controller: The | ETF
Q her information: None.

7. 'cfwid SDP Attribute

Cont act nane: Chris Boulton <chris@s-technol ogi es. conr
Attribute name: "cfwid".
Type of attribute Medi a | evel .
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Subj ect to charset: Not .

Purpose of attribute: The 'cfwid attribute indicates an
identifier that can be used to correlate the Control Channel wth
the SIP INVITE dial og used to negotiate it, when the attribute
value is used within the Control Channel

Al lowed attribute values: A token.

13.8. URN Sub- Narmespace for
urn:ietf:params: xm:ns:control:framework-attributes

| ANA has registered a new XM. nanespace
"urn:ietf:params:xm:ns:control:franmework-attributes”, per the
guidelines in RFC 3688 [ RFC3688] .

URI: urn:ietf:parans:xm:ns:control:framework-attributes

Regi strant Contact: |ETF MEDI ACTRL wor ki ng group <medi actrl @etf.org>
Chris Boulton <chris@s-technol ogi es. conp.

XM_:

BEG N
<?xm version="1.0"?>
<! DOCTYPE htm PUBLIC "-//WBC//DTD XHTM. 1.0 Strict//EN
"http://ww. w3. org/ TR xhtml 1/ DTDY xht m 1-strict.dtd">
<htm xm ns="http://wwmv. w3. org/ 1999/ xhtm " xm :1ang="en">
<head>
<title>Media Control Channel attributes</title>
</ head>
<body>
<hl>Nanmespace for Media Control Channel attributes</hl>
<h2>urn:ietf:parans: xm :ns:control : franmework-attributes</h2>
<p>See <a href="http://ww.rfc-editor.org/rfc/rfc6230.txt">
RFC 6230</ a>. </ p>
</ body>
</htm >
END

13.9. XM Schema Registration

This section registers an XM. schema as per the guidelines in RFC
3688 [ RFC3688] .

URI: wurn:ietf:params:xm :ns:control:framework-attributes

Boul ton, et al. St andards Track [ Page 43]



RF

14.

15.

16.

16.

C 6230 Medi a Control Channel Franmework May 2011

Regi strant Contact: |ETF MEDI ACTRL wor ki ng group <medi actrl @etf.org>
Chris Boulton <chris@s-technol ogi es. conp.

Schema: The XML for this schema can be found in Appendix A1 of this
docunent .
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Appendi x A.  Commobn Package Conponents

During the creation of the Control Framework, it has becone clear
that there are a nunber of conponents that are common across nultiple
packages. It has becone apparent that it would be useful to collect
such reusabl e conponents in a central location. |In the short term
this appendi x provides the placeholder for the utilities, and it is
the intention that this section will eventually formthe basis of an
initial "Uilities Docunent’ that can be used by Control Packages.

A.1. Conmon Dial og/Miltiparty Reference Schema

The foll owi ng schenma provi des sone comopn attributes for allow ng
Control Packages to apply specific commands to a particular SIP nedia
dialog (also referred to as "Connection") or conference. |If used
within a Control Package, the Connection and nultiparty attributes
will be inmported and used appropriately to specifically identify
either a SIP dialog or a conference instance. |If used within a
package, the value contained in the 'connectionid attribute MJST be
constructed by concatenating the 'Local’ and 'Renote’ SIP dial og
identifier tags as defined in [RFC3261]. They MJST then be separated
using the ':’ character. So the format woul d be:

"Local Dialog tag’ + ':’' + 'Renpte Dialog tag

As an exanple, for an entity that has a SIP Local dialog identifier
of *7HDY839" and a Renpte dialog identifier of 'HIKSkyHS , the
"connectionid attribute for a Control Franework comrand woul d be:

7HDY839: HIKSKkyHS

It should be noted that Control Framework requests initiated in
conjunction with a SIP dialog will produce a different ’'connectionid
val ue depending on the directionality of the request; for exanple,
Local and Renpte tags are locally identifiable.

As with the Connection attribute previously defined, it is useful to
have the ability to apply specific Control Framework conmands to a
nunber of related dial ogs, such as a multiparty call. This typically
consi sts of a nunmber of media dialogs that are |ogically bound by a
single identifier. The follow ng schema allows for Control Franework
conmands to explicitly reference such a grouping through a
"conferenceid” XM. container. |If used by a Control Package, any
control XM. referenced by the attribute applies to all related nedia
dialogs. Unlike the dialog attribute, the 'conferenceid attribute
does not need to be constructed based on the overlying SIP dial og.
The ’conferenceid attribute value is system specific and shoul d be
sel ected with rel evant context and uni queness.
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It should be noted that the val ues contained in both the
"connectionid and 'conferenceid identifiers MJST be conpared in a
case-sensitive nmanner.

The full schema foll ows:
<?xm version="1.0" encodi ng="UTF-8""?>

<xsd: schemn
t arget Nanespace="urn:ietf: paramnms: xm :ns:control:framework-attributes”
xm ns: xsd="http://ww. w3. or g/ 2001/ XM_Schema"
xm ns="urn:ietf:parans: xm:ns::control:framework-attributes”
el ement For nDef aul t ="qual i fi ed" attri but eFornDef aul t="unqual ified">

<xsd: attributeGoup name="framework-attributes">
<xsd: annot ati on>
<xsd: docunent ati on>
SI P Connection and Conf ldentifiers
</ xsd: docunent ati on>
</ xsd: annot ati on>

<xsd: attri bute nane="connectionid" type="xsd:string"/>
<xsd: attri bute nane="conferencei d" type="xsd:string"/>

</ xsd: attri but eG oup>
</ xsd: schema>
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