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MM to Hi storic Status
Abst ract

Thi s docunent retires RFC 1320, which docunents the MD4 al gorithm
and di scusses the reasons for doing so. This docunment noves RFC 1320
to H storic status.

Status of This Menp

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the I ESG are a candidate for any |level of Internet

St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this docunment, any errata,
and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc6150.

Copyri ght Notice

Copyright (c) 2011 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust's Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

Turner & Chen | nf or mati onal [ Page 1]



RFC 6150 MD2 to Hi storic Status March 2011

1.

| ntroducti on

M4 [MM] is a nessage digest algorithmthat takes as input a nessage
of arbitrary |l ength and produces as output a 128-bit "fingerprint" or
"message digest” of the input. This docunent retires [ MXM].
Specifically, this document noves RFC 1320 [ MD4] to Historic status.
The reasons for taking this action are discussed.

[ HASH At t ack] sunmari zes the use of hashes in many protocols and
di scusses how attacks agai nst a message digest algorithm s one-way
and collision-free properties affect and do not affect Internet
protocols. Famliarity with [HASH Attack] is assuned.

Rati onal e
M4 was published in 1992 as an Informational RFC. Since its
publication, M) has been under attack [denBORBCS1992] [ DOBB1995]
[ DOBB1996] [ GLRW2010] [W.DCY2005] [LUER2008]. |In fact, RSA, in 1996,
suggested that MM shoul d not be used [ RSA- Advi ceOnMX4]. M crosoft
al so made simlar statenents [Ms-Advi ceOnMAM].
In Section 6, this document discusses attacks agai nst MM that
i ndicate use of MM is no | onger appropriate when collision
resistance is required. Section 6 also discusses attacks agai nst
M)’ s pre-inmage and second pre-inmage resistance. Additionally,
attacks against M4 used in nessage authentication with a shared
secret (i.e., HVAC-MXM) are discussed.

Docunent s that Reference RFC 1320
Use of MD4 has been specified in the follow ng RFCs:
Internet Standard (19S):

o0 [ RFC2289] A One-Tine Password System
Draft Standard (DS):

0 [ RFC1629] Cuidelines for OSI NSAP Allocation in the Internet.
Proposed Standard (PS):

o0 [ RFC3961] Encryption and Checksum Specifications for Kerberos 5.
Best Current Practice (BCP):

o0 [ RFC4086] Randommess Requirenents for Security.
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I nformati onal :

o

[ RFC1760] The S/ KEY One-Ti ne Password System

o

[ RFC1983] Internet Users’ d ossary.

o

[ RFC2433] M crosoft PPP CHAP Ext ensions.

o

[ RFC2759] M crosoft PPP CHAP Extensions, Version 2.

o

[ RFC3174] US Secure Hash Algorithm 1 (SHA1).

o

[ RFCA757] The RC4- HVAC Ker beros Encryption Types Used by
M crosoft W ndows.

o [ RFC5126] CMS Advanced El ectronic Signatures (CAdES).

There are other RFCs that refer to MD2, but they have been either
noved to Historic status or obsoleted by a later RFC. References and
di scussi ons about these RFCs are onitted. The notabl e exceptions
are:

0 [ RFC2313] PKCS #1: RSA Encryption Version 1.5.
0 [ RFC2437] PKCS #1: RSA Cryptography Specifications Version 2.0.

0 [ RFC3447] Public-Key Cryptography Standards (PKCS) #1: RSA
Crypt ography Specifications Version 2. 1.

4. Inpact of Muwving MM to Historic

The inmpact of noving M4 to Historic is mninmal with the one
exception of Mcrosoft’s use of MM as part of RC4-HMAC in W ndows,
as descri bed bel ow.

Regardi ng DS, PS, and BCP RFCs:

o The initial One-Tine Password systens, based on [ RFC2289], have
ostensi bly been replaced by HMAC- based nechani sm as specified in
"HOTP: An HVAC- Based One-Ti me Password Al gorithm [RFC4226].

[ RFC4226] suggests follow ng recommendations in [ RFC4086] for
random i nput, and in [ RFC4086] weaknesses of M) are di scussed.

0o MM was used in the Inter-Domain Routing Protocol (IDRP); each |DRP
nmessage carries a 16-octet hash that is conputed by applying the
MD-4 al gorithm (RFC 1320) to the context of the message itself.
Over tine, |IDRP was replaced by BGP-4 [ RFC4271], which required at
| east [MD5].
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o

Kerberos Version 5 [ RFC3961] specifies the use of MM for DES
encryption types and checksumtypes. They were specified, never
really used, and are in the process of being deprecated by
[DES-DIE]. Further, the mandatory-to-inplement encrypted types and
checksum types specified by Kerberos are based on AES-256 and HVAC-
SHALl [ RFC3962] .

Regardi ng I nformational RFCs:

(0]

PKCS#1 v1.5 [RFC2313] indicated that there was no reason to not use
MD4. PKCS#1 v2.0 [ RFC2437] and v2.1 [RFC3447] recomend agai nst
MD4 due to cryptoanal ytic progress having uncovered weaknesses in
the collision resistance of MM

Randommess Requirenents [ RFC4086] does nention M), but not in a
good way; it explains how the al gorithmworks and that there have
been a nunber of attacks found against it.

The "Internet Users’ d ossary" [RFCL983] provided a definition for
Message Digest and listed MM as one exanpl e.

The | ETF OTP specification [ RFC2289] was based on S/ KEY technol ogy.
So S/ KEY was replaced by OTP, at least in theory. Additionally,
the S/KEY inplenmentations in the wild have started to use MD5 in
l'ieu of M.

The CAdES docunent [RFC5126] lists M) as a hash al gorithm
di sparages it, and then does not nention it again.

The SHA-1 docunent [RFC3174] nmentions MM in the acknow edgenents
section.

The three RFCs describing Mcrosoft protocols, [RFC2433],
[ RFC2759], and [RFCA757], are very w dely depl oyed as Ms-CHAP vl1,
M5- CHAP v2, and RC4- HMAC, respectively.

o M5-CHAP Version 1 is supported in Mcrosoft’s Wndows XP, 2000,
98, 95, NT 4.0, NT 3.51, and NT 3.5, but support has been
dropped in Vista. Ms5-CHAP Version 2 is supported in Mcrosoft’s
W ndows 7, Vista, XP, 2000, 98, 95, and NT 4.0. Both versions
of MS-CHAP are al so supported by RADI US [ RFC2548] and the
Ext ensi bl e Aut hentication Protocol (EAP) [RFC5281]. |n 2007,

[ RFC4962] |isted M5-CHAP vl and v2 as flawed and recommended
agai nst their use; these incidents were presented as a strong
i ndication for the necessity of built-in crypto-algorithm
agility in Authentication, Authorization, and Accounting (AAA)
pr ot ocol s.
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0 The RC4-HVAC is supported in Mcrosoft’s Wndows 2000 and | ater
versi ons of Wndows for backwards conpatibility with W ndows
2000. As [RFCA757] stated, RCA-HMAC doesn't rely on the
collision resistance property of MM, but uses it to generate a
key froma password, which is then used as input to HVAC- MD5.
For an attacker to recover the password from RC4- HVAC, the
attacker first needs to recover the key that is used with HVAC
MD5. As noted in [RFC6151], key recovery attacks on HVAC MD5
are not yet practical

5. O her Considerations

rsync [ RSYNC], a non-IETF protocol, once specified the use of MM,
but as of version 3.0.0 published in 2008, it has adopted MD5 [ MD5].

6. Security Considerations

Thi s section addresses attacks against MD4's collisions, pre-inmage,
and second pre-inmage resistance. Additionally, attacks agai nst HVMAC
M4 are di scussed.

Sone may find the guidance for key lengths and al gorithm strengths in
[ SP800-57] and [ SP800-131] useful .

6.1. Collision Resistance

A practical attack on MM was shown by Dobbertin in 1996 with

conpl exity 2720 of MD4 hash conputations [ DOBB1996]. In 2004, a nore
devastating result presented by Xi aoyun Wang showed that the

conpl exity can be reduced to 278 of MX hash operations. At the Runp
Session of Crypto 2004, Wang said that as a matter of fact, finding a
collision of MM can be acconplished with a pen on a piece of paper
The formal result was presented at EUROCRYPT 2005 in [ W.DCY2005] .

6.2. Pre-lmage and Second Pre-lmage Resi stance

The first pre-inmage attack on full M) was acconplished in [ LUER2008]
with conplexity 27100. Sone inprovenents are shown on pre-inage
attacks and second pre-image attacks of MD4 with certain pre-
conput ati ons [ GLRW010], where conplexity is reduced to 2778.4 and
2"69.4 for pre-image and second pre-image, respectively. The pre-

i mage attacks on MD4 are practical. It cannot be used as a one-way
function. For exanple, it must not be used to hash a cryptographic
key of 80 bits or |onger
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6.3. HWAC

The attacks on Hash-based Message Aut hentication Code (HVAC)

al gorithms [ RFC2104] presented so far can be classified in three
types: distinguishing attacks, existential forgery attacks, and key
recovery attacks. O course, anpbng all these attacks, key recovery
attacks are the nost severe attacks.

The best results on key recovery attacks on HVAC- MD4 were published
at EURCCRYPT 2008 with 2772 queries and 2*77 NMD4 conput ations
[ WOK2008] .

7. Recomrendati on

Despite MY seeing sone deployment on the Internet, this

speci fication obsol etes [ MM] because MM is not a reasonable

candi date for further standardi zati on and shoul d be deprecated in
favor of one or nore existing hash algorithns (e.g., SHA-256 [SHSY]).

RSA Security considers it appropriate to nove the MM algorithmto
Hi storic status.

It takes a nunber of years to deploy crypto and it al so takes a
nunber of years to withdrawit. Al gorithns need to be w thdrawn
before a catastrophic break is discovered. MM is clearly show ng
signs of weakness, and inplenmentations should strongly consider
renovi ng support and nigrating to another hash al gorithm
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