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Crypt ographi ¢ Message Syntax (CMS) Content Constraints Extension
Abst r act

Thi s docunent specifies the syntax and semantics for the

Crypt ographi c Message Syntax (CMS) content constraints extension
This extension is used to determ ne whether a public key is
appropriate to use in the processing of a protected content. In
particular, the CMS content constraints extension is one part of the
aut hori zation decision; it is used when validating a digita
signature on a CM5 SignedData content or validating a nessage

aut hentication code (MAC) on a CMS Aut henti catedData content or CVS
Aut hEnvel opedDat a content. The signed or authenticated content type
is identified by an ASN. 1 object identifier, and this extension

i ndicates the content types that the public key is authorized to
validate. |f the authorization check is successful, the CM5 content
constraints extension also provides default values for absent
attributes.

Status of This Menp
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformati on about the current status of this document, any errata,

and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc6010.
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1. Introduction

The Cryptographi c Message Syntax (CWVS) SignedData [ RFC5652] construct
is used to sign many things, including cryptographic nodule firmare
packages [ RFC4108] and certificate managenment nessages [ RFC5272].
Simlarly, the CM5 Aut henti catedbData and CMS Aut hEnvel opedDat a
constructs provide authentication, which can be affiliated with an
originator’'s static public key. CM Content Constraints (CCC
information is conveyed via an extension in a certificate or trust
anchor object that contains the originator’s or signer’s public key.

Thi s docunent assunes a particular authorization nodel, where each
originator is associated with one or nore authorized content types.

A CMS SignedData, AuthenticatedbData, or AuthEnvel opedData will be
considered valid only if the signature or nmessage authentication code
(MAC) verification process is successful and the originator is

aut hori zed for the encapsul ated content type. For exanple, one
originator mght be acceptable for verifying signatures on firmare
packages, but that sane originator nmay be unacceptable for verifying
signatures on certificate managenent nessages.

An originator’s constraints are derived fromthe certification path
used to validate the originator’s public key. Constraints are
associated with trust anchors [ RFC5914], and constraints are
optionally included in public key certificates [RFC5280]. Using the
CMB Content Constraints (CCC) extension, a trust anchor lists the
content types for which it may be used. A trust anchor may al so

i nclude further constraints associated with each of the content
types. Certificates in a certification path may contain a CCC
extension that further constrains the authorization for subordinate
certificates in the certification path.

Del egati on of authorizations is acconplished using the CCC
certificate extension. An entity may del egate none, sone, or all of
its authorizations to another entity by issuing it a certificate with
an appropriate CCC extension. Absence of a CCC certificate extension
inacertificate means that the subject is not authorized for any
content type. If the entity is an end entity, it may perform CCC

del egation, i.e., through the use of proxy certificates. However,
usage of proxy certificates is not described in this specification.

Wil e processing the certification path, relying parties MJST ensure
that authorizations of a subject of a certificate are constrai ned by
the authorizations of the issuer of that certificate. |n other

wor ds, when a content signature or MAC is validated, checks MJUST be
performed to ensure that the encapsul ated content type is within the
permtted set for the trust anchor (TA) and each certificate in the
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path and that the constraints associated with the specific content
type, if any, are satisfied by the TA and each certificate in the
pat h.

Additionally, this document provides subordination rules for
processi ng CCC extensions within the Trust Anchor Managenent Protoco
(TAMP) and relies on vocabulary fromthat docunent [RFC5934].

1.1. CMs Data Structures

CMB encapsul ation can be used to conpose structures of arbitrary
breadth and depth. This is achieved using a variety of content types
that achieve different conpositional goals. A content type is an
arbitrary structure that is identified using an object identifier
Thi s docunent defines two categories of content types: internediate
content types and | eaf content types. Intermediate content types are
those designed specifically to encapsul ate one or nore additiona
content types with the addition of some service (such as a
signature). Leaf content types are those designed to carry specific
i nformation. (Leaf content types nay contain other content types.)
CCC is not used to constrain M ME encapsul ated data, i.e., CCC
processi ng stops when a M ME encapsul ation |layer is encountered.

Si gnedbDat a [ RFC5652] and Cont ent Col | ecti on [ RFC4073] are exanpl es of

i nternedi ate content types. FirmnarePkgData [ RFC4108] and TSTInfo

[ RFC3161] are exanples of |eaf content types. Protocol designers may
provide an indication regarding the classification of content types
within the protocol. Four docunents define the primary internediate
content types:

RFC 5652 [ RFC5652]: Cryptographic Message Syntax (CMS)
- Si gnedDat a
- Envel opedDat a

- Encrypt edDat a

Di gest edDat a
- Aut henti cat edDat a

RFC 5083 [ RFC5083]: The Cryptographi c Message Syntax (CMS)
Aut hEnvel opedDat a Cont ent Type

- Aut hEnvel opedDat a
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RFC 4073 [ RFC4073]: Protecting Multiple Contents with the
Crypt ographi c Message Syntax (CMS)

- Content Col |l ection
- ContentWthAttri butes

RFC 3274 [ RFC3274]: Conpressed Data Content Type for Cryptographic
Message Syntax (CMS)

- ConpressedDat a

Sonme internedi ate nodes can al so function as |eaf nodes in sone
situations. EncryptedData, Envel opedData, and Aut hEnvel opedDat a
nodes will function as internediate nodes for recipients that can
decrypt the content and as encrypted | eaf nodes for recipients who
cannot decrypt the content.

When using CMS, the outernpbst structure is always Contentlnfo.
Contentlnfo consists of an object identifier and an associ at ed
content. The object identifier describes the structure of the
content. Object identifiers are used throughout the CVs fam ly of
specifications to identify structures.

Using the content types |listed above, ignoring for the nonent
Content Col | ecti on, encapsul ation can be used to create structures of
arbitrary depth. Two exanpl es based on [ RFC4108] are shown in Figure
1 and Figure 2.

When ContentCollection is used in conjunction with the other content
types, tree-like structures can be defined, as shown in Figure 3.

The exanmples in Figures 1, 2, and 3 can each be represented as a

tree: the root node is the outernost Contentlnfo, and the | eaf nodes
are the encapsul ated contents. The trees are shown in Figure 4.
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Figure 1. Exanple of a Signed Firmware Package

Figure 2. Exanple of a Signed and Encrypted Firmwvare Package
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Si gnedDat a
|
\Y,
Cont ent Col | ecti on
|
Fomm oo - Fomm oo o - +
| |
\Y, \Y,
Si gnedDat a Si gnedDat a
| |
\Y, \Y,
Encrypt edDat a Fi r mvar ePackage
|
\Y,

Fi r mvar ePackage

Figure 4. Exanple CM5 Path Structures

These exanples do not illustrate all of the details of CVS
structures; nost CMS protecting content types, and sone | eaf-node
content types, contain attributes. Attributes fromintermediate
nodes can influence processing and handling of the CVS protecting
content type or the encapsul ated content type. Attributes froml eaf
nodes nmay be checked i ndependent of the CCC processing, but such
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processing is not addressed in this docunment. Throughout this
docunent, paths through the tree structure froma root node to a | eaf
node in a CM5-protected nmessage are referred to as CVS paths.

1.2. CMS Content Constraints Mde

The CCC extension is used to restrict the types of content for which
a particular public key can be used to verify a signature or NMAC.
Trust in a public key is established by building and validating a
certification path froma trust anchor to the subject public key.
Section 6 of [RFC5280] describes the algorithmfor certification path
validation, and the basic path validation algorithmis augnented, as
described in Section 3 of this docunent, to include processing
required to determne the CM5 content constraints that have been

del egated to the subject public key. |If the subject public key is
explicitly trusted (the public key belongs to a trust anchor), then
any CM5 content constraints associated with the trust anchor are used
directly. |If the subject public key is not explicitly trusted, then
the CMB content constraints are determ ned by calculating the
intersection of the CMS content constraints included in all the
certificates in a valid certification path fromthe trust anchor to
the subject public key, including those associated with the trust
anchor.

CMVB enabl es the use of nultiple nested signatures or MACs. Each
signature or MAC can protect and associate attributes with an
encapsul ated data object. The CMS content constraints extension is
associated with a public key, and that public key is used to verify a
signature or a MAC

The CMS content constraints nmechani smcan be used to place linits on
the use of the subject public key used for authentication or
signature verification for one or nore specific content types.
Furthernmore, within each permtted content type, a permtted set of
val ues can be expressed for one or nmore specific attribute types.

When a | eaf content type is encapsul ated by nultiple internediate

aut hentication |ayers, the signer or originator closest to a |eaf
node must be authorized to serve as a source for the |eaf content
type; outer signers or originators need not be authorized to serve as
a source, but rmust be authorized for the |eaf content type. Al
signers or originators nust be authorized for the attributes that
appear in a CMS path.

A signer or originator may be constrained to use a specific set of
attribute values for sone attribute types when producing a particul ar
content type. If a signer or originator is constrained for a
particular attribute that does not appear in a protected content of
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the type for which the constraint is defined, the constraint serves
as a default attribute, i.e., the payload should be processed as if
an attribute equal to the constraint appeared in the protected
content. However, in some cases, the processing rules for a
particul ar content type may disallow the usage of default val ues for
sone attribute types and require a signer to explicitly assert the
attribute to satisfy the constraint. Signer constraints are output
for use in | eaf node processing or other processing not addressed by
this specification.

Three nodels for processing attributes were consi dered:

o Each signer or originator nust be authorized for attributes it
asserts.

o Each signer or originator nmust be authorized for attributes it
asserts and attributes contained in the content it authenticates.

o Each signer or originator nust be authorized for attributes it
asserts, attributes contained in the content it authenticates, and
attributes contained in content that authenticates it, i.e., al
signers or originators nmust be authorized for all attributes
appearing in the CV5 path.

The third nodel is used in this specification
1.3. Attribute Processing

Thi s specification defines a nechanismfor enforcing constraints on
content types and attributes. Were content types are
straightforward to process because there is precisely one content
type of interest for a given CMS path, attributes are nore

chall enging. Attributes can be asserted at many different points in
a CM5 path. Sone attributes may, by their nature, be applicable to a
specific node of a CM5 path; for exanple, ContentType and

MessageDi gest attributes apply to a specific Signerlnfo object.

QO her attributes may apply to a less well-defined target; for
exanpl e, a ContentColl ection nmay appear as the payload within a
Content Wt hAttri butes object.

Since there is no automated neans of determ ning what an arbitrary
attribute applies to or howthe attribute should be used, CCC
processing sinply collects attributes and nakes them avail able for
applications to use during | eaf node processing. |nplenentations
SHOULD refrain fromcollecting attributes that are known to be

i napplicable to | eaf node processing, for exanple, ContentType and
MessageDi gest attri butes.
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Sone attributes contain nmultiple values. Attribute constraints
expressed in a CCC extension nmay contain nultiple values. Attributes
expressed in a constraint that do not appear in a CVS path are
returned as default attributes. Default attributes nay have multiple
values. Attributes are returned to an application via two out put
variables: cns_effective attributes and cns_default _attributes. An
attribute may be absent, present with one value, or present with
multiple values in a CM5 path and/or in CM5 content constraints. A
summary of the resulting nine possible combinations is bel ow

Attribute absent in CVS path; absent in cnms_constraints: no
action.

Attribute absent in CMs path; single value in cns_constraints: the
value fromcnms_constraints is added to cns_default_attributes.

Attribute absent in CVM5 path; multiple values in cns_constraints:
the values fromcns_constraints are added to
cns_default_attributes.

Attribute is present with a single value in CVS path; absent in
cms_constraints: the value from CVs path is returned in
cns_effective_attributes.

Attribute is present with a single value in CVS path; single val ue
in cns_constraints: the value from CV5 path nust match the val ue

fromcms_constraints. |f successful match, the value is returned
in cms_effective_attribute. |If no match, constraints processing
fails.

Attribute is present with a single value in CVs path; nmultiple
values in cns_constraints: the value from CM5 path nust natch a
value fromcns_constraints. |f successful match, the value from
the CM5 path is returned in cns_effective_attribute. |If no match,
constraints processing fails.

Attribute is present with nultiple values in CM5 path; absent in
cms_constraints: the values fromCMS path are returned in
cms_effective_attributes.

Attribute is present with nultiple values; single value in
cns_constraints: the values from CMS path nust nmatch the val ue

fromcns_constraints (i.e., all values nust be identical). |If
successful match, the values fromthe CMS path are returned in
cns_effective_attribute. |If no match, constraints processing
fails.
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Attribute is present with nultiple values; multiple values in
cns_constraints: each value from CMS path nust match a val ue from
cms_constraints. |If each conparison is successful, the val ues
fromthe CVM5 path are returned in cns_effective_attribute. If a
conparison fails, constraints processing fails.

1.4. Abstract Syntax Notation

Al X.509 certificate [RFC5280] extensions are defined using ASN. 1
[ X. 680] [ X. 690] .

CMB content types [ RFC5652] are al so defined using ASN. 1.

CMB uses the Attribute type. The syntax of Attribute is conpatible
with X 501 [ X 501].

1.5. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in RFC 2119 [ RFC2119].

2. CMB Content Constraints Extension

The CMS content constraints extension provides a nmechanismto
constrain authorization during delegation. |If the CMS content
constraints extension is not present, then the subject of the trust
anchor or certificate is not authorized for any content type, with an
exception for apex trust anchors, which are inplicitly authorized for
all content types. A certificate issuer nay use the CMS content
constraints extension for one or nore of the foll ow ng purposes:

o Limt the certificate subject to a subset of the content types for
which the certificate issuer is authorized.

0 Add constraints to a previously unconstrai ned content type.

0o Add additional constraints to a previously constrai ned content
t ype.

The CMS content constraints extension MAY be critical, and it MJST
appear at nost one tinme in a trust anchor or certificate. The CMVB
content constraints extension is identified by the

i d- pe-cnmsCont ent Constraints object identifier

i d- pe-cnsCont ent Constrai nts OBJECT | DENTI FI ER : :

{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechani sns(5) pkix(7) pe(l) 18 }
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The syntax for the CMS content constraints extension is:

CMBSCont ent Constraints :
Cont ent TypeConst r ai nt

SEQUENCE SI ZE (1..MAX) OF

Cont ent TypeGenerati on ::= ENUMERATED {
canSour ce(0),
cannot Source(1)}
Cont ent TypeConstrai nt ::= SEQUENCE {
cont ent Type OBJECT | DENTI FI ER
canSour ce Cont ent TypeCGener ati on DEFAULT canSour ce,
attrConstraints AttrConstraintList OPTIONAL }
AttrConstraintList ::= SEQUENCE SIZE (1..MAX) OF AttrConstraint
AttrConstraint ::= SEQUENCE {
attrType AttributeType,
attrVval ues SET SIZE (1..MAX) OF Attri buteVval ue }
i d-ct-anyContent Type OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) sm ne(16)

ct(1) 0}

The CMBContent Constraints is a list of permtted content types and
associ ated constraints. A particular content type MJUST NOT appear
nore than once in a CMSContent Constraints. Wen the extension is
present, the certificate subject is being authorized by the
certificate issuer to sign or authenticate the content types in the
permtted |list as long as the provided constraints, if any, are net.
The relying party MJST ensure that the certificate issuer is

aut horized to delegate the privileges. Wen the extension is absent,
the certificate subject is not authorized for any content type.

The special id-ct-anyContent Type value indicates the certificate

subj ect is being authorized for any content type w thout any
constraints. \Were id-ct-anyContentType appears al ongsi de a specific
content type, the specific content type is authoritative. The

i d-ct-anyContent Type object identifier can be used in trust anchors
when the trust anchor is unconstrained. Where id-ct-anyContentType
is asserted in the content Type field, the canSource field MJST be
equal to the canSource enunerated value and attrConstraints MJST be
absent, indicating that the trust anchor can serve as a source for
any content type wi thout any constraints.
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The fields of the Content TypeConstraint type have the foll ow ng
nmeani ngs:

content Type is an object identifier that specifies a pernitted
content type. Wen the extension appears in an end entity
certificate, it indicates that a content of this type can be
verified using the public key in the certificate. Wen the
extension appears in a certification authority (CA) certificate,
it indicates that a content of this type can be verified using the
public key in the CA certificate or the public key in an
appropriately authorized subordinate certificate. For exanple,
this field contains id-ct-firmnarePackage when the public key can
be used to verify digital signatures on firmware packages defined
in [RFC4108]. A particular content type MJUST NOT appear nore than
once in the list. Intermediate content types MJUST NOT be incl uded
inthe list of permitted content types. Since the content type of
i nternedi ate nodes is not subject to CMS Constraint Processing,
originators need not be authorized for internediate node content
types. The internedi ate content types are:

i d- si gnedDat a,

i d- envel opedDat a,

i d-di gest edDat a,

i d-encrypt edDat a,

i d- ct-aut hEnvel opedDat a

i d- ct - aut hDat a,

i d-ct-conpressedDat a

i d-ct-contentCol |l ection, and

id-ct-content WthAttrs.

canSource is an enunerated value. |If the canSource field is equa

to canSource, then the subject can be the innernost authenticator
of the specified content type. For a subject to be authorized to
source a content type, the issuer of the subject certificate MUST
al so be authorized to source the content type. Regardless of the
flag value, a subject can sign or authenticate a content that is

al ready aut henticated (when SignedData, AuthenticatedData, or
Aut hEnvel opedData i s al ready present).
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3.

attrConstraints is an optional field that contains constraints that

are specific to the content type. |If the attrConstraints field is
absent, the public key can be used to verify the specified content
type without further checking. |If the attrConstraints field is
present, then the public key can only be used to verify the
specified content type if all of the constraints are satisfied. A
particular constraint type, i.e., attrValues structure for a
particular attribute type, MJST NOT appear nore than once in the
attrConstraints for a specified content type. Constraints are
checked by matching the values in the constraint against the
corresponding attribute value(s) in the CV5 path. Constraints
processing fails if the attribute is present and the value is not
one of the values provided in the constraint. Constraint checking
is described fully in Section 4.

The fields of the AttrConstraint type have the foll ow ng meanings:

attrType is an AttributeType, which is an object identifier that
nanes an attribute. For a content encapsulated in a CVB
Si gnedDat a, Aut henticatedData, or AuthEnvel opedData to satisfy
the constraint, if the attributes that are covered by the
signature or MAC include an attribute of the same type, then
the attribute value MIST be equal to one of the val ues supplied
inthe attrValues field. Attributes that are not covered by
the signature or MAC are not checked agai nst constraints.
Attribute types that do not appear as an AttrConstraint are
unconstrained, i.e., the signer or originator is free to assert
any val ue.

attrValues is a set of AttributeValue. The structure of each of
the values in attrValues is determned by attrType. Constraint
checking is described fully in Section 4.

Certification Path Processing

When CMS content constraints are used for authorization, the
processi ng described in this section SHOULD be included in the
certification path validation. The processing is presented as an
augnmentation to the certification path validation algorithm described
in Section 6 of [RFC5280], as shown in the figure below. Alternative
i mpl enentations are allowed but MJST yield the same results as

descri bed bel ow.
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CCC-rel ated inputs

i nhi bi t AnyCont ent Type fl ag

absenceEqual sUnconstrai ned fl ag

Trust anchor CCC extension

Content type of interest (cnms_content_type)
Attributes of interest (cns_effective_ attributes)

|
|
Vv

| |

| CCC-aware Certification Path Processor

| |
|

|
Vv

CCC-rel ated out puts upon success

+ Applicable content type constraints (subject_constraints)

+ Constrained attributes not present in cns_effective attributes
(subj ect _default _attributes)

+ Content types not propagated to end entity (excluded _content types)

+ + + + +

Figure 5. Certification Path Processing Inputs and Qutputs

Certification path processing validates the binding between the
subj ect and subject public key. |If a valid certification path cannot
be found, then the corresponding CMS path MJST be rejected.

3.1. Inputs

Two bool ean val ues are provided as input: inhibitAnyContentType and
absenceEqual sUnconst r ai ned.

The i nhi bi t AnyCont ent Type flag is used to govern processing of the
speci al id-ct-anyContent Type val ue. Wen inhibitAnyContent Type is
true, id-ct-anyContentType is not considered to match a content type.
When i nhi bi t AnyContent Type is false, id-ct-anyContentType is
considered to match any content type.

The absenceEqual sUnconstrained flag is used to govern the neaning of
CCC absence. \When absenceEqual sUnconstrained is true, a trust anchor
wi thout a CCC extension is considered to be unconstrained and a
certificate without a CCC extension is considered to have the same
CCC privileges as its issuer. Wen absenceEqual sUnconstrained is

fal se, a trust anchor or certificate wi thout a CCC extension is not
aut hori zed for any content types.

Nei t her of these flags has any bearing on an apex trust anchor, which
is always unconstrai ned by definition
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If a trust anchor used for path validation is authorized, then the
trust anchor MAY include a CCC extension. A trust anchor may be
constrained or unconstrained. |If unconstrained, the trust anchor
MUST either include a CVM5 Content Constraints extension containing
the special id-ct-anyContentType val ue and i nhi bi t AnyCont ent Type is
fal se or the trust anchor MJST have no CCC extension and
absenceEqual sUnconstrained is true. |f the trust anchor does not
contain a CM5 Content Constraints structure and

absenceEqual sUnconstrained is fal se, the CM5 content constraints
processing fails. |If the trust anchor contains a CCC extension wth
a single entry containing id-ct-anyContent Type and

i nhi bit AnyContent Type is true, the CM5 content constraints processing
fails.

The content type of the protected content being verified can be
provided as input along with the set of attributes collected fromthe
CVMB path in order to determine if the certification path is valid for
a given context. Alternatively, the id-ct-anyContentType val ue can
be provided as the content type input, along with an enpty set of
attributes, to determne the full set of constraints associated with
a public key in the end entity certificate in the certification path
bei ng val i dat ed.

Trust anchors nmay produce CMs-protected contents. Wen validating
nessages originated by a trust anchor, certification path validation
as described in Section 6 of [RFC5280] is not necessary, but
constraints processing MIST still be performed for the trust anchor
In such cases, the initialization and wap-up steps described bel ow
can be performed to determine if the public key in the trust anchor
is appropriate to use in the processing of a protected content.

3. 2. Initialization

Create an input variable named cnms_content _type and set it equal to
the content type provided as input.

Create an input variable nanmed cns_effective attributes and set it
equal to the set of attributes provided as input.

Create a state variable named working_pernitted _content_types. The
initial value of working permtted_content_types is the permtted
content type list fromthe trust anchor, including any associ ated
constraints.

Create a state variable naned excluded_content_types. The initia
val ue of excluded_content _types is enpty.
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Create a state variable of type SEQUENCE OF Attr Constrai nt named
subj ect _default _attributes and initialize it to enpty.

Create a state variable of type SEQUENCE OF Content TypeConstrai nt
naned subject_constraints and initialize it to enpty.

3.3. Basic Certificate Processing

If the CCC extension is not present in the certificate, check the

val ue of absenceEqual sUnconstrained. |f false, set
wor ki ng_permitted_content _types to enpty. |If true,
wor ki ng_pernmitted content types is unchanged. In either case, no

further CCC processing is required for the certificate.

I f inhibitAnyContenType is true, discard any entries in the CCC
extension with a content type value equal to id-ct-anyContent Type.

For each entry in the permitted content type |list sequence in the C\VB
content constraints extension, the follow ng steps are perforned:

- |If the entry contains the special id-ct-anyContentType value, skip
to the next entry.

- If the entry contains a content type that is present in
excl uded_content _types, skip to the next entry.

- |If the entry includes a content type that is not present in
wor ki ng_pernitted_content _types, determine if
wor ki ng_pernmitted_content _types contains an entry equal to the
speci al id-ct-anyContent Type value. |If no, no action is taken and
wor ki ng_pernitted content types is unchanged. |[|f yes, add the
entry to working pernitted content types.

- If the entry includes a content type that is already present in
wor ki ng_permitted_content _types, then the constraints in the entry
can further reduce the authorization by adding constraints to
previously unconstrained attributes or by renoving attribute
val ues fromthe attrValues set of a constrained attribute. The
canSource flag is set to cannotSource unless it is canSource in
the working_permtted_content _types entry and in the entry. The
processing actions to be perforned for each constraint in the
AttrConstraintList follow

-- |If the constraint includes an attribute type that is not
present in the correspondi ng worki ng_pernitted_content _types
entry, add the attribute type and the associ ated set of
attribute values to working _permtted _content _types entry.
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-- |If the constraint includes an attribute type that is already
present in the correspondi ng working_permnmitted content types
entry, then conpute the intersection of the set of attribute
val ues fromthe working pernmtted _content _types entry and the
constraint. |If the intersection contains at |east one
attribute value, then the set of attribute values in
wor ki ng_pernitted content types entry is assigned the
intersection. |If the intersection is enpty, then the entry is
renoved from working _permnmitted_content_types and the content
type fromthe entry is added to excluded_content _types.

Renove each entry in working permtted content types that includes a
content type that is not present in the CVM5 content constraints
extension. For values other than id-ct-anyContentType, add the
renoved content type to excluded_content types.

.4. Preparation for Certificate i+1

No additional action associated with the CVM5 content constraints
extension is taken during this phase of certification path validation
as described in Section 6 of [RFC5280].

.5.  Wap-Up Procedure

If cns_content _type equal s the special value anyContent Type, the CCC
processing portion of path validation succeeds. Set

subj ect _constraints equal to working permtted_content _types. |If
cms_content _type is not equal to the special val ue anyContent Type,
performthe foll ow ng steps:

- |If cns_content _type is present in excluded content types, the CCC
processing portion of path validation fails.

- If working permtted _content_types is equal to the special value
anyCont ent Type, set subject_constraints equal to
wor ki ng_pernitted content types; the CCC processing portion of
path validation succeeds.

- |If cns_content_type does not equal the content type of an entry in

wor ki ng_pernitted _content _types, constraints processing fails and
path validation fails.
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3.

6.

- |If cns_content _type equals the content type of an entry in
wor ki ng_pernitted content types, add the entry from
wor ki ng_pernitted _content _types to subject_constraints. |f the
corresponding entry in working_permtted_content_types contains
the speci al val ue anyCont ent Type, set subject_constraints equal to
cns_content _type; the CCC processing portion of path validation
succeeds.

- If the attrConstraints field of the corresponding entry in
wor ki ng_pernitted_content _types is absent; the CCC processing
portion of path validation succeeds.

- |If the attrConstraints field of the corresponding entry in
wor ki ng_pernitted_content _types is present, then the constraints
MUST be checked. For each attrType in the attrConstraints, the
constraint is satisfied if either the attribute type is absent
fromcns_effective attributes or each attribute value in the
attrValues field of the corresponding entry in
cnms_effective attributes is equal to one of the values for this
attribute type in the attrConstraints field. |If
cms_effective_attributes does not contain an attribute of that
type, then the entry fromattrConstraints is added to the
subj ect _default_attributes for use in processing the payl oad.

Qut put s

If certification path validation processing succeeds, return the
val ue of the subject _constraints, subject_default_attributes, and
excl uded_content _types vari abl es.

CVMB Content Constraints Processing

CMB contents constraints processing is performed on a per-CMs-path
basis. The processing consists of traditional CMS processing
augnmented by collection of information required to perform content
type and constraint checking. Content type and constraint checking
uses the collected information to build and validate a certification
path to each public key used to authenticate nodes in the CVM5 path
per the certification path processing steps described above.
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4.1. CMs Processing and CCC Information Collection

Traditional CMS content processing is augnmented by the follow ng
three steps to support enforcement of CMS5 content constraints:

Col I ection of signer or originator keys
Col l ection of attributes
Leaf node classification

CMB processing and CCC i nformation collection takes a CMS path as

i nput and returns a collection of public keys used to authenticate
protected content, a collection of authenticated attributes, and the
| eaf node, as shown in the figure bel ow.

I nput s
+ CMS path
|

|
Vv

| |
| CMS processing and CCC |
| information collection

| |

|
Vv

Qut put s upon success

+ Leaf node

+ Public keys used to authenticate content (cnms_public_keys)
+ Authenticated attributes (cns_effective_attributes)

Figure 6. CMS Processing and CCC Information Collection

Processing is perfornmed for each CVS path fromthe root node of a
CVB-protected content to a | eaf node, proceeding fromthe root node
to the leaf node. Each path is processed independently of the other
paths. Thus, it is possible that sone | eaf nodes in a content

coll ection may be acceptabl e while other nodes are not acceptabl e.
The processing described in this section applies to CM5 paths that
contain at |east one SignedData, AuthEnvel opedData, or

Aut henti cat edData node. Since countersignatures are defined as not
having a content, CMS content constraints are not used with

count er si gnat ur es.
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Si gner or originator public keys are collected when verifying
signatures or nessage authentication codes (MACs). These keys will
be used to determine the constraints of each signer or originator by
buil ding and validating a certification path to the public key.
Public key val ues, public key certificates, or public key identifiers
are accunulated in a state variable naned cns_public_keys, which is
either initialized to enpty or to an application-provided set of keys
when processing begins. The variable will be updated each tine a

Si gnedDat a, Aut hEnvel opedData, or AuthenticatedData node is
encountered in the CVS path.

Al authenticated attributes appearing in a CVS path are coll ected,
beginning with the attributes protected by the outernpst SignedData,
Aut hEnvel opedDat a, or AuthenticatedData and proceeding to the |eaf
node. During processing, attributes collected fromthe nodes in the
CMB path are maintained in a state variabl e naned
cms_effective_attributes, and default attributes derived from nessage
originator authorizations are collected in a state vari abl e naned
cnms_default _attributes. A default attribute value conmes froma
constraint that does not correspond to an attribute contained in the
CMVMB path and may be used during payl oad processing in lieu of an
explicitly included attribute. This prevents an originator from

avoi ding a constraint through om ssion. Wen processing begins,
cns_effective attributes and cns_default _attributes are initialized
to enpty. Alternatively, cns_effective attributes may be initialized
to an application-provi ded sequence of attributes. The
cms_effective_attributes value will be updated each tine an attribute
set is encountered in a SignedData, AuthEnvel opedData,

Aut henti cat edData, or (authenticated) ContentWthAttributes node
whi | e processing a CMS path.

The output of content type and constraint checking always includes a
set of attributes collected fromthe various nodes in a CMS path.
VWhen processing ternminates at an encrypted node, the set of signer or
originator public keys is also returned. Wen processing term nates
at a leaf node, a set of default attribute values is also returned
along with a set of constraints that apply to the CMs-protected
content.

The output from CM5 Content Constraints processing will depend on the
type of the |l eaf node that term nates the CMS path. Four different
out put variables are possible. The conditions under which each is
returned is described in the followi ng sections. The variables are:
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4.

1

cnms_public_keys is a list of public key values, public key
certificates, or public key identifiers. |Information naintained
in cns_public_keys will be used to performthe certification path
operations required to deternmine if a particular signer or
originator is authorized to produce a specific object.

cns_effective attributes contains the attributes collected fromthe
nodes in a CM5 path. cns_effective attributes is a SEQUENCE OF
Attribute, which is the same as the AttrConstraintList structure
except that it may have zero entries in the sequence. An
attribute can occur nultiple times in the cns_effective_attribute
set, potentially with different val ues.

cnms_default _attributes contains default attributes derived from
nessage signer or originator authorizations. A default attribute
value is taken froma constraint that does not correspond to an
attribute contained in the CVS path. cns_default_attributes is a
SEQUENCE OF Attribute, which is the sane as the AttrConstraintList
structure except that it may have zero entries in the sequence.

cms_constraints contains the constraints associated with the nessage
signer or originator for the content type of the |eaf node.
cns_constraints is a SEQUENCE OF Attribute, which is the sane as
the AttrConstraintList structure except that it may have zero
entries in the sequence.

1. Collection of Signer or Oiginator Information

Signer or originator constraints are identified using the public keys
to verify each SignedData, AuthEnvel opedData, or AuthenticatedData

| ayer encountered in a CMS path. The public key val ue, public key
certificate, or public key identifier of each signer or originator
are collected in a state variabl e named cns_public_keys. Constraints
are determ ned by building and validating a certification path for
each public key after the content type and attributes of the CV5-
protected object have been identified. |If the CM5 path has no

Si gnedDat a, Aut hEnvel opedDat a, or Authenticat edData nodes, CCC
processi ng succeeds and all output variables are set to enpty.

The signature or MAC generated by the originator MJST be verified

If signature or MAC verification fails, then the CM5 path containing
the signature or MAC MUST be rejected. Signature and MAC
verification procedures are defined in [ RFC5652] [RFC5083]. The
public key or public key certificate used to verify each signature or
MAC in a CMs path is added to the cnms_public_keys state variable for
use in content type and constraint checking. Additional checks may
be performed during this step, such as tinestanp verification

[ RFC3161] and ESSCertld [ RFC5035] processing.
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4.1.1.1. Handling Miultiple Signerinfo Elenents

CMB content constraints MAY be applied to CVS-protected contents
featuring multiple parallel signers, i.e., SignedData contents
contai ning nore than one Signerlinfo. Wen nultiple Signerinfo

el ements are present, each may represent a distinct entity or each
may represent the sane entity via different keys or certificates,
e.g., in the event of key rollover or when the entity has been issued
certificates frommultiple organizations. For sinplicity, signers
represented by nultiple Signerinfos within a single SignedData are
not considered to be collaborating with regard to a particul ar
content, unlike signers represented in distinct SignedData contents.
Thus, for the purposes of CCC processing, each Signerinfo is treated
as if it were the only Signerinfo. A content is considered valid if
there is at |east one valid CV5 path enpl oying one Signerinfo within
each SignedData content. Were collaboration is desired, usage of
mul tiple SignedData contents i s RECOVMENDED

Though not required by this specification, sone applications nmay
requi re successful processing of all or multiple Signerinfo el enents
within a single SignedData content. There are a nunber of potentia
ways of treating the evaluation process, including the follow ng two
possibilities:

- Al signatures are neant to be collaborative: In this case, the
public keys associated with each Signerinfo are added to the
cms_public_keys variable, the attributes fromeach Signerinfo are
added to the cns_effective_ attributes variable, and norna
processing is performed.

- Al signatures are neant to be conpletely independent: In this
case, each of the Signerinfos is processed as if it were a fork in
the CMB path construction process. The application may require
nore than one CMS path to be valid in order to accept a content.

The exact processing will be a matter of application and | oca
policy. See [RFC5752] for an exanple of an attribute that requires
processing multiple Signerinfo elenents within a SignedData content.

4.1.2. Collection of Attributes

Attributes are collected fromall authenticated nodes in a CVB path.
That is, attributes are not collected fromcontent types that are
unaut henticated, i.e., those that are not covered by a SignedData,
Aut hEnvel opedDat a, or AuthenticatedData |ayer. Additionally, an
application MAY specify a set of attributes that it has

aut henti cat ed, perhaps from processi ng one or nore content types that
encapsul ate a CVB-protected content. Leaf node attributes MAY be
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checked i ndependent of the CCC processing, but such processing is not
addressed in this docunent. Applications are free to performfurther
processing using all or sone of the attributes returned from CCC
processi ng.

4.1.3. Leaf Node C assification
The type of |eaf node that terninates a CMS path determ nes the types
of information that are returned and the type of processing that is
performed. There are two types of |eaf nodes: encrypted | eaf nodes
and payl oad | eaf nodes.

A node in a CMs path is a leaf node if the content type of the node
is not one of the followi ng content types:

i d-si gnedDat a (Si gnedDat a),

i d-di gest edDat a (Di gest edDat a),

i d-ct-aut hData (AuthenticatedData),

i d-ct-conpressedData (ConpressedDat a),
id-ct-contentColl ection (ContentCollection), or
id-ct-contentWthAttrs (ContentWthAttributes).

A leaf node is an encrypted | eaf node if the content type of the node
is one of the follow ng content types:

i d-encryptedbData (EncryptedData),
i d-envel opedDat a (Envel opedData), or
i d- ct-aut hEnvel opedDat a (Aut hEnvel opedDat a) .

Al'l other |eaf nodes are payl oad | eaf nodes, since no further CVS
encapsul ati on can occur beyond that node. However, specifications
may define content types that provide protection simlar to the CVB
content types, may augnent the lists of possible | eaf and encrypted

| eaf nodes, or may define sone encrypted types as payl oad | eaf nodes.

When an encrypted | eaf node is encountered, processing term nates and
returns information that may be used as input when processing the
decrypted contents. Content type and constraints checking are only
performed for payload | eaf nodes. Wen an encrypted | eaf node

term nates a CMS path, the attributes collected in

cns_effective attributes are returned along with the public key
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information collected in cns_public_keys. Wen a payl oad | eaf node
term nates a CMS path, content type and constraint checki ng MIUST be
performed, as described in the next section

4.2. Content Type and Constraint Checking

Content type and constraint checking is perforned when a payl oad | eaf
node is encountered. This section does not apply to CVM5 paths that
are term nated by an encrypted | eaf node nor to CMS paths that have
no Si gnedData, AuthEnvel opedData, or AuthenticatedData nodes.

4.2.1. Inputs

The inputs to content type and constraint checking are the val ues
collected in cms_public_keys and cns_effective_attributes froma CM5
path, along with the payl oad | eaf node that ternmi nates the CVS path,
as shown in the figure bel ow

| nputs

+ | eaf node

+ cms_public_keys

+ cns_effective_ attributes
I

I
v

I I
| Content type and constraint checking

| (uses CCC-aware Certification Path Processor internally)]|
I

I
\%

Qut puts upon success

+ cns_constraints

+ cns_default_attributes

+ cns_effective_attributes

Figure 7. Content Type and Constrai nt Checking
4.2.2. Processing

When a payl oad | eaf node is encountered in a CMS path and a signed or
aut henticated content type is present in the CVS path, content type
and constraint checking MUST be perforned. Content type and
constraint checking need not be perforned for CM5 paths that do not
contain at |east one SignedData, AuthEnvel opedData, or

Aut henti cat edData content type. The cns_effective_attributes and
cms_public_keys variables are used to perform constraint checking.
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Two additional state variables are used during the processing:
cms_constraints and cns_default _attributes, both of which are
initialized to enpty. The steps required to performcontent type and
constraint checking are bel ow

For each public key in cns_public_keys, build and validate a
certification path froma trust anchor to the public key, providing
the content type of the payl oad | eaf node and
cms_effective_attributes as input. Observe any limtations inposed
by internedi ate | ayers. For example, if the SigningCertificateV2

[ RFC5035] attribute is used, the certificate identified by the
attribute is required to serve as the target certificate.

o If path validation is successful, add the contents of
subj ect _default_attributes to cns_default_attributes. The
subj ect _constraints variable returned fromcertification path
validation will contain a single entry. |If the
subj ect _constraints entry is equal to the special value
anyCont ent Type, content type and constraints checki ng succeeds.
If the subject constraints entry is not equal to the special value
anyContent Type, for each entry in the attrConstraints field of the
entry in subject_constraints,

* |f there is an entry in cns_constraints with the sanme attrType
val ue, add the value fromthe attrValues entry to the entry in
cns_constraints if that val ue does not al ready appear

* |f there is no entry in cnms_constraints with the same attrType
val ue, add a new entry to cns_constraints equal to the entry
fromthe attrConstraints field.

o If the value of the canSource field of the entry in the
subj ect _constraints variable for the public key used to verify the
signature or MAC closest to the payload | eaf node is set to
cannot Source, constraints checking fails and the CM5 path MJST be
rej ected.

If no valid certification path can be found, constraints checking
fails and the CM5 path MJST be rejected.

4.2.3. CQutputs
When a payl oad | eaf node is encountered and content type and
constraint checki ng succeeds, return cns_constraints,

cms_default_attributes, and cns_effective_attributes for use in | eaf
node payl oad processing.
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When an encrypted | eaf node is encountered and constraint checking is
not perforned, return cns_public keys and cns_effective attributes
for use in continued processing (as described in Section 4.2.1).

The cns_effective_attributes list may contain nultiple instances of
the sanme attribute type. An instance of an attribute may contain

nmul tiple values. Leaf node processing, which mght take advantage of
these effective attributes, needs to describe the proper handling of
this situation. Leaf node processing is described in other
docunents, and it is expected to be specific to a particular content

type.

The cns_default _attributes list may contain attributes with nmultiple
val ues. Payl oad processing, which mght take advantage of these
default attributes, needs to describe the proper handling of this
situation. Payload processing is described in other docunments, and
it is expected to be specific to a particular content type.

5. Subordination Processing in TAW

TAVP [ RFC5934] does not define an authorization mechanism CCC can
be used to authorize TAVMP nessage signers and to del egate TAWP
message-signing authority. TAMP requires trust anchors managed by a
TAMP nessage signer to be subordinate to the signer. This section
descri bes subordi nati on processing for CCC extensions of trust
anchors contained in a Trust Anchor Update nessage where CCC is used to
aut hori ze TAMP nessages.

For a Trust Anchor Update nessage that is not signed with the apex
trust anchor operational public key to be valid, the digita

si gnature MJST be validated using a nmanagenent trust anchor
associated with the id-ct- TAMP-update content type, either directly
or via an X. 509 certification path originating with an authorized
trust anchor. The foll ow ng subordination checks MJUST al so be
performed as part of validation.

Each Trust Anchor Update nessage contains one or nore individua
updates, each of which is used to add, nodify, or renpbve a trust
anchor. For each individual update, the constraints of the TAW
nmessage signer MUST be greater than or equal to the constraints of
the trust anchor in the update. The constraints of the TAWMP nessage
signer and the to-be-updated trust anchor are determ ned based on the
appl i cabl e CM5s Content Constraints. Specifically, the constraints of
the TAMP nessage signer are determned as described in Section 3,
passi ng the special val ue id-ct-anyContentType and an enpty set of
attributes as input; the constraints of the to-be-updated trust
anchor are determned as described below. [If the constraints of a
trust anchor in an update exceed the constraints of the signer, that
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update MUST be rejected. Each update is considered and accepted or
rejected individually without regard to other updates in the TAWP
nmessage. The constraints of the to-be-updated trust anchors are
deternmined as foll ows:

o If the to-be-updated trust anchor is the subject of an add
operation, the constraints are read fromthe CMSContent Constraints
ext ensi on of the correspondi ng trust anchor in the update.

o If the to-be-updated trust anchor is the subject of a renove
operation, the trust anchor is |located in the nessage recipient’s
trust anchor store using the public key included in the update.

o |If the to-be-updated trust anchor is the subject of a change
operation, the trust anchor has two distinct sets of constraints
that MUST be checked. The trust anchor’s pre-change constraints
are determ ned by locating the trust anchor in the nessage
recipient’s trust anchor store using the public key included in
the update and reading the constraints fromthe
CMBSCont ent Constraints extension in the trust anchor. The trust
anchor’s post-change constraints are read fromthe
CMBCont ent Constrai nts extensi on of the correspondi ng
TBSCertificat eChangel nfo or the Trust Anchor Changelnfo in the
update. |If the CMSContent Constraints extension is not present,
then the trust anchor’s post-change constraints are equivalent to
the trust anchor’s pre-change constraints.

The following steps can be used to determine if a Trust Anchor Update
nmessage signer is authorized to manage each to-be-updated trust
anchor contained in a Trust Anchor Update nessage.

0 The TAMP message signer’s CMS Content Constraints are determ ned
as described in Section 3, passing the special value
i d-ct-anyContent Type and an enpty set of attributes as input. The
nmessage signer MUST be authorized for the Trust Anchor Update
nmessage. This can be confirned using the steps described in
Section 4.

o The constraints of each to-be-updated trust anchor in the TAWP
message MJST be checked agai nst the nessage signer’s constraints
(represented in the nessage signer’s subject_constraints conputed
above) using the following steps. For change operations, the
foll owi ng steps MUST be perfornmed for the trust anchor’s pre-
change constraints and the trust anchor’s post-change constraints.

* |f the to-be-updated trust anchor is unconstrained, the nessage

si gner MJST al so be unconstrained, i.e., the nessage signer’s
subj ect _constraints MJST be set to the special value
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anyContent Type. |If the to-be-updated trust anchor is
unconstrai ned and the nessage signer is not, then the nessage
signer is not authorized to manage the trust anchor and the
update MJIST be rejected.

* The nmessage signer’s authorization for each permtted content
type MUST be checked using the state variabl es and procedures
simlar to those described in Sections 3.2 and 3.3. For each
permitted content type in the to-be-updated trust anchor’s
constraints,

+ Set cns_effective attributes equal to the value of the
attrConstraints field fromthe pernmtted content type.

+ |If the content type does not match an entry in the nessage
signer’s subject_constraints, the message signer is not
aut horized to manage the trust anchor and the update MJST be
rejected. Note, the special value id-ct-anyContentType
produces a match for all content types that have the
resulting matching entry containing the content type,
canSource set to canSource, and attrConstraints absent.

+ |If the content type matches an entry in the message signer’s
subj ect _constraints, the canSource field of the entry is
cannot Source, and the canSource field in the to-be-updated
trust anchor’s privilege is canSource, the nmessage signer is
not authorized to nanage the trust anchor and the update
MJST be rej ected.

+ |If the content type nmatches an entry in the nmessage signer’s
subj ect _constraints and the entry’'s attrConstraints field is
present, then constraints MJST be checked. For each
attrType in the entry’'s attrConstraints, a correspondi ng
attribute MIUST be present in cns_effective_attributes
contai ning values fromthe entry’'s attrConstraints. |If
val ues appear in the corresponding attribute that are not in
the entry’'s attrConstraints or if there is no correspondi ng
attribute, the nessage signer is not authorized to nanage
the trust anchor and the update MJST be rejected.

Once these steps are conpleted, if the update has not been rejected,

then the nmessage signer is authorized to manage the to-be-updated
trust anchor.
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Not e that a managenent trust anchor that has only the

i d-ct-TAMP-update pernitted content type is useful only for nanaging
identity trust anchors. It can sign a Trust Anchor Update nessage,
but it cannot inpact a nanagenment trust anchor that is associated
with any ot her content type.

6. Security Considerations

For any given certificate, multiple certification paths may exist,
and each one can yield different results for CVM5 content constraints
processi ng. For exanple, default attributes can change when multiple
certification paths exist, as each path can potentially have
different attribute requirenments or default val ues.

Conpromi se of a trust anchor private key pernits unauthorized parties
to generate signed nessages that will be acceptable to al
applications that use a trust anchor store containing the
correspondi ng managenent trust anchor. For exanple, if the trust
anchor is authorized to sign firmvare packages, then the unauthorized
private key holder can generate firmvare that may be successfully
installed and used by applications that trust the managenment trust
anchor.

For inplenmentations that support validation of TAMP nessages using
X.509 certificates, it is possible for the TAMP nessage signer to
have nore than one possible certification path that will authorize it
to sign Trust Anchor Update nmessages, with each certification path
resulting in different CM5 Content Constraints. The update is

aut horized if the processing bel ow succeeds for any one certification
path of the TAMP nessage signer. The resulting subject _constraints
variable is used to check each to-be-updated trust anchor contained
in the update nessage.

CMB does not provide a nechanismfor indicating that an attribute
applies to a particular content within a ContentCollection or a set
CVB | ayers. For the sake of sinplicity, this specification collects
all attributes that appear in a CVMs path. These attributes are
processed as part of CCC processing and are nade avail able for use in
processi ng | eaf node contents. This can result in a collection of
attributes that have no relationship with the | eaf node contents.

CVB does not provide a neans for indicating what elenment within a CVS
nessage an attribute applies to. For exanple, a MessageD gest
attribute included in a SignedData signedAttributes collection
applies to a specific signature, but a Firmmvare Package |dentifier
attribute appearing in the same list of attributes describes the
encapsul ated content. As such, CCCtreats all attributes as applying
to the encapsul ated content type. Care should be taken to avoid
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provi sioning trust anchors or certificates that include constraints
on attribute types that are never used to describe a | eaf content
type, such as a MessageDi gest attribute.

The CM5 Constraint Processing algorithmis designed to collect signer
i nformati on for processing when all information for a CVS path is

avai | abl e.

In cases where the certification path discovered during

Si gnedData | ayer processing is not acceptable, an alternative
certification path may be di scovered that is acceptable. These
alternatives may include an alternative signer certificate. When the
ESSCertld attribute is used, alternative signer certificates are not

perm tted.

The certificate referenced by ESSCertld nust be used,

possibly resulting in failure where alternative certificates would
yi el d success.
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Appendi x A, ASN. 1 Modul es

Appendi x A. 1 provides the nornmative ASN. 1 definitions for the
structures described in this specification using ASN.1 as defined in
[ X.680]. Appendix A 2 provides a nodule using ASN.1 as defined in

[ X.208]. The nodule in A 2 renoves usage of newer ASN. 1 features
that provide support for limting the types of el enents that may
appear in certain SEQUENCE and SET constructions. O herwi se, the
nodul es are conpatible in ternms of encoded representation, i.e., the
nodul es are bits-on-the-wire conpatible aside fromthe l[imtations on
SEQUENCE and SET constituents. A 2 is included as a courtesy to
devel opers using ASN. 1 conpilers that do not support current ASN. 1.
A.1 references an ASN. 1 nodul e from[RFC5912] and [ RFC5911].

A.1. ASN. 1 Mdul e Using 1993 Synt ax

CVBCont ent Constrai ntsCert Extn
{ iso(1l) identified-organization(3) dod(6) internet(1l) security(5)
nmechani sns(5) pkix(7) id-md(0) cnmsContentConstr-93(42) }

DEFINITIONS IMPLICI T TAGS ::= BEG N

| MPORTS
EXTENSI ON, ATTRI BUTE
FROM -- from [ RFC5912]
PKI X- CommonTypes- 2009
{iso(1) identified-organization(3) dod(6) internet(1)
security(5) nmechani sms(5) pkix(7) id-nmod(0)
i d- mod- pki xConmon- 02(57) }

CONTENT- TYPE, Content Set, SignedAttributesSet, ContentType
FROM -- from [RFC5911]
Crypt ogr aphi cMessageSynt ax- 2009
{ iso(1l) menber-body(2) us(840) rsadsi (113549)
pkcs(1l) pkcs-9(9) sm ne(16) nodul es(0)
i d- nod- cns-2004- 02(41) }

i d-ct-anyCont ent Type Content Type :: =
{ iso(1l) menber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) sm ne(16)
ct(1) 0}

ct- Any CONTENT-TYPE ::= {NULL | DENTI FI ED BY i d-ct-anyCont ent Type }
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-- Add this to CertExtensions in PKI X1l nplicit-2009

ext - cmsCont ent Constraints EXTENSION :: = {
SYNTAX CMBCont ent Constraints
| DENTI FI ED BY id-pe-cnsContent Constraints }

i d- pe-cnsCont ent Constraints OBJECT | DENTIFIER :: =
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechani sms(5) pkix(7) pe(l) 18 }

CVBCont ent Constraints ::= SEQUENCE SIZE (1.. MAX) OF

Cont ent TypeConst r ai nt

Cont ent TypeCGeneration ::
canSour ce(0),
cannot Source(1)}

ENUMVERATED  {

Cont ent TypeConst r ai nt = SEQUENCE {
cont ent Type CONTENT-TYPE. & d ({ContentSet|ct-Any,...}),
canSour ce Cont ent TypeCGener ati on DEFAULT canSour ce,
attrConstraints AttrConstraintLi st OPTI ONAL }
Constraint { ATTRIBUTE: ConstraintList } ::= SEQUENCE {
attrType ATTRI BUTE.
& d({ConstraintList}),
attrVal ues SET SI ZE (1..MAX) OF ATTRI BUTE.

&Type({ConstraintList}{@ttrType}) }
SupportedConstraints ATTRIBUTE ::= {SignedAttributesSet, ... }

AttrConstraintList ::=
SEQUENCE SI ZE (1..MAX) OF Constraint {{ SupportedConstraints }}

END
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A.2. ASN. 1 Modul e Using 1988 Synt ax

CMsCont ent Const r ai nt sCer t Ext n- 88
{ iso(1l) identified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) id-nmd(0) cnmsContent Constr-838(41) }

DEFINITIONS I MPLICI T TAGS :: =
BEG N

| MPORTS
AttributeType, AttributeVal ue
FROM PKI X1Explicit88 -- from [ RFC5280]
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechani sns(5) pkix(7) id-nmod(0)
i d- pkix1-explicit(18) } ;

i d-ct-anyContent Type OBJECT | DENTIFIER :: =
{ iso(1l) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) sm ne(16)
ct(1) 0}

-- Extension object identifier

i d- pe-cnsCont ent Constraints OBJECT | DENTIFIER :: =
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechani snms(5) pkix(7) pe(l) 18 }

-- CM5 Content Constraints Extension

CVBCont ent Constraints ::= SEQUENCE SIZE (1.. MAX) OF
Cont ent TypeConst r ai nt

Cont ent TypeCGenerati on ::= ENUMERATED ({
canSour ce(0),
cannot Source(1)}

Cont ent TypeConstrai nt ::= SEQUENCE {

content Type OBJECT | DENTI FI ER,

canSour ce Cont ent TypeCGener ati on DEFAULT canSour ce,

attrConstraints AttrConstraintList OPTI ONAL }
AttrConstraintList ::= SEQUENCE Sl ZE (1..MAX) OF AttrConstraint
AttrConstraint ::= SEQUENCE {

attrType AttributeType,

attrVal ues SET SIZE (1..MAX) OF Attri buteVal ue }
END
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