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Status of This Menp

Thi s document specifies an Internet standards track protocol for the
Internet conmunity, and requests discussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nmenmo is unlimted.

Copyri ght Notice
Copyright (C The Internet Society (2006).

Abst r act
The Lightwei ght Directory Access Protocol (LDAP) search operation
provi des mechanisms for clients to request all user application
attributes, all operational attributes, and/or attributes sel ected by
their description. This docunent extends LDAP to support a mechani sm
that LDAP clients may use to request the return of all attributes of
an obj ect class.

Tabl e of Contents

1. Background and Intended Use ......... ... ... ..y 1
2. Termnol Ogy .. .. 2
3. Return of all Attributes of an hject Cdass ..................... 2
4. Security Considerati oOns . ....... .. 3
5. TANA Considerati ONS ... ... ... e 3
6. Ref erences . .... ... .. 4

6.1. Normative References ....... ... .. . . . . . i, 4

6.2. Informative References .......... ... ... i, 4

1. Background and I ntended Use

In the Lightweight Directory Access Protocol (LDAP) [ RFC4510], the
search operation [ RFC4511] supports requesting the return of a set of
attributes. This set is determned by a list of attribute
descriptions. Two special descriptors are defined to request al

user attributes ("*") [RFC4511] and all operational attributes ("+"
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[ RFC3673]. However, there is no convenient nechani smfor requesting
pre-defined sets of attributes such as the set of attributes used to
represent a particular class of object.

Thi s docunent extends LDAP to allow an object class identifier to be
specified in attributes lists, such as in Search requests, to request
the return of all attributes belonging to an object class. The
COWERCI AL AT ("@, U+0040) character is used to distinguish an
object class identifier froman attribute descriptions.

For exanple, the attribute list of "@ountry" is equivalent to the
attribute list of "c¢’, 'searchQuide', 'description, and
"objectC ass’. This object class is described in [ RFC4519].

This extension is intended primarily to be used where the user is in
direct control of the parameters of the LDAP search operation, for

i nstance when entering an LDAP URL [ RFC4516] into a web browser, such
as <l dap:///dc=exanpl e, dc=con?@r gani zati on?base>.

2. Term nol ogy

In this document, the key words "MJST", "MJST NOT", "REQU RED",
"SHALL", "SHALL NOT*, "SHOULD', "SHOULD NOT", "RECOWMMENDED', "NAY",
and "OPTIONAL" are to be interpreted as described in BCP 14

[ RFC2119] .

DSA stands for Directory System Agent (or server).
DSE stands for DSA-specific Entry.

3. Return of Al Attributes of an Cbject d ass

This extension allows object class identifiers to be provided in the
attributes field of the LDAP SearchRequest [ RFC4511] or other request
val ues of the AttributeSelection data type (e.g., attributes field in
pre/ post read controls [ReadEntry]) and/or <attributeSel ector>
production (e.g., attributes of an LDAP URL [ RFC4516]). For each
object class identified in the attributes field, the request is to be
treated as if each attribute allowed by that class (by "MJST" or
"MAY", directly or by "SUP'erior) [RFC4512] were itself listed

Thi s extension extends the <attributeSel ector> [ RFC4511] production
as indicated by the foll owi ng ABNF [ RFC4234] :

attributeSel ector =/ objectclassdescription
obj ect cl assdescription = ATSIGN oid options
ATSI GN = %40 ; COWERCI AL AT ("@ U+0040)

wher e <o0i d> and <options> productions are as defined in [ RFC4512].
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The <oi d> conmponent of an <obj ectcl assdescri pti on> production
identifies the object class by short nane (descr) or object
identifier (nunmericoid). |If the value of the <oid> conmponent is
unrecogni zed or does not refer to an object class, the object class
description is to be treated as an unrecogni zed attribute
descri pti on.

The <options> production is included in the grammar for extensibility
pur poses. An object class description with an unrecogni zed or
i nappropriate option is to be treated as unrecogni zed.

Al t hough obj ect class description options and attribute description
options share the sane syntax, they are not senantically rel ated.
Thi s docunent does not define any object description option.

Servers supporting this feature SHOULD publish the object identifier
(OD 1.3.6.1.4.1.4203.1.5.2 as a value of the ’'supportedFeatures

[ RFC4512] attribute in the root DSE. Cients supporting this feature
SHOULD NOT use the feature unless they know that the server supports
it.

4. Security Considerations

Thi s extension provides a shorthand for requesting all attributes of
an object class. Because these attributes could have been |isted

i ndi vidually, introduction of this shorthand is not believed to raise
addi ti onal security considerations.

| mpl ementors of this LDAP extension should be famliar with security
consi derations applicable to the LDAP search operation [RFC4511], as
well as with general LDAP security considerations [ RFC4510].

5. | ANA Consi derations

Regi stration of the LDAP Protocol Mechani sm[RFC4520] defined in this
docunent has been conpl et ed.

Subj ect: Request for LDAP Protocol Mechani sm Regi stration

bject ldentifier: 1.3.6.1.4.1.4203.1.5.2

Description: OC AD Lists

Person & emnil address to contact for further information:
Kurt Zeil enga <kurt @penl dap. org>

Usage: Feature

Speci fication: RFC 4529

Aut hor/ Change Controller: Kurt Zeilenga <kurt @penl dap. org>

Comment s: none

Zei |l enga St andards Track [ Page 3]



RFC 4529

Requesting Attributes by Object d ass June 2006

This O D was assigned [ ASSI GN] by OpenLDAP Foundation, under its
| ANA- assi gned private enterprise allocation [PRIVATE], for use in
this specification.
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Ful | Copyright Statenent
Copyright (C The Internet Society (2006).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S' basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED,

| NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE

I NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this document or the extent to which any |icense under such rights

m ght or mght not be available; nor does it represent that it has
made any independent effort to identify any such rights. Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe |ETF on-line | PR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Pl ease address the infornation to the |IETF at
ietf-ipr@etf.org.
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