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Abst ract

This menmo describes a nethod for forwarding media access control
(MAC) franes over Multiple Access Protocol over Synchronous Optical
Net wor k/ Synchronous Digital Hi erarchy (MAPGS), thus providing a way
to uni fy MAPCS network environment and MAC- based Local Area Network
(LAN) environment.

1. Networ k Model

In the Network nodel assumed in this meno, MAC-based LAN traffic is
forwarded by a MAPOS switched network. This nodel allows distant
LANs to be interconnected to forma single LAN segnent. Transparent
LAN Service (TLS) is provided by encapsul ati ng MAC frames in MAPCS
frames and by mappi ng MAC addresses to MAPOS addresses.
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This network nmodel is shown in figure 1. "MAPCS network" is conposed
of MAPOS switches, SONET/ SDH | eased |ines and optical fiber cables.

A LAN is connected to a MAPOS network by a Network Adapter (NA) which
has a MAPCS interface and an ethernet interface. A unique MAPOS
address is assigned to each NA by NSP (Node-Switch Protocol) [2].

Fom oo +
MAC- based LAN N1 +---+ | MAPOS | +---+ MAC-based LAN N2
--------------- | |----] network |[----] [-----cmmma -
| bk | et |

oo + Net wor k | NO | Net wor k LEEEEE +
| | adapt er R +  adapter | |
+----- + Bl B2 oo - +
Host H1 Host H2

Figure 1. VPN network service nodel with LANs N1 and N2

Host H1 in LAN N1 and host H2 in LAN N2 are connected to distinct
MAC- based LANs. Transparent LAN service is provided by MAPOS network
NO exchangi ng MAC franes between Host Hl and Host H2.

Using this mechanism a single VLAN segnent can be setup from
mul tiple LANs that may be geographically |located far away from each
ot her.

The use of a switched technol ogy is recomended for building a MAC
based LAN. In some cases, however, this becomes a requirenent. A
likely exanple is the situation where a MAC- based LAN having two
networ k adapters, both attached to the sane MAPOS network (for
redundancy). |If the LANis built using shared (non-sw tched)
technol ogy, then this | oop configuration is bound to be storned by

i ncessant broadcast traffic. This can only be circunvented by using
swi tched technol ogy with support for broadcast spanning tree [7].

2. Forwarding a MAC Frane

This section describes the MAC frame forwardi ng nechanismin the
MAPCS net wor k.

2.1. Qutline
In figure 2, LANs N1 and N2 commruni cates via MAPCS network NO. NAs

Bl and B2 are gateways into Network NO, and they each have a MAPCS
interface and an ethernet interface.
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S +
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| i nformation| | information| | i nformation|
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Host H1 Host H2

Figure 2. Forwarding a MAC frame fromHL to H2 over the VPN

The process of forwarding a MAC frane transparently fromhost Hl to
host H2 is also shown in figure 2. NA Bl encapsul ates a MAC frane
fromhost Hl, and forwards it to MAPOS network NO. NA B2

decapsul ates the MAPCS frame, then forwards the MAC frane to host H2.

2.2. MAPCS encapsul ation fornat

To transmit a MAC frame into MAPCS network, the NA encapsul ates the
franme as shown in the followng figures. This frane format is based
on Bridged LAN Traffic for PPP [4]; only the fields with senantics
specific to this docunent are described below. The fields are
transmtted fromleft to right.
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Figure 3. 802.3 Frame format (| EEE 802 Un-tagged Frane)
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Figure 5. 802.3 Frame format (|EEE 802 Tagged Frane)
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Figure 6. 802.4/802.5/FDDI Franme format (|EEE 802 Tagged Frane)
Address and Contr ol

These fields contain the destinati on HDLC address as defined by
MAPCS Version 1 [1] and MAPCS 16 [3].

Protocol Field
OXxFE31 for bridged LAN traffic for MAPOS. NA should only accept

NSP (OxFEO3) and bri dged MAPCS franes (OxFE31l) franmes; others
shoul d be silently discarded.
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Sour ce MAPCS addr ess

Cont ai ns the MAPOS address of the sending NA. For MAPCS version 1
[1] the 8-bit HDLC address is placed in the |east significant
pl ace of the 16-bit field and the upper eight bits nmust be zero.

3. Determ nation of the Destinati on MAPOS Address

The destinati on MAPCS address for a MAC frane to be bridged is
det erm ned by searching the address tabl e conmposed of entries of the
form

{destinati on MAC address, destination MAPOS address}
during the encapsul ati on phase.

For exanple, in figure 2, when a MAC frame to be sent to host H2 is
encapsul ated, the destinati on MAPOS address corresponding to NA B2 is
used.

Determination of the destination MAPOS address for forwarding a MAC
uni cast frame is described in 3.1. The way for forwarding a MAC
broadcast or nulticast frane is described in 3.2. Methods for

popul ating the address table are explained in 3.3.

3.1. Destination MAPCS address for forwardi ng a MAC uni cast frane
In NA, entries of the form
{destinati on MAC address, destination MAPOS address}

are held in its address table. Wwen a MAC frane is received by the
ethernet interface, the address table is searched using the
destinati on MAC address as the key. |If a matching entry is found,
the correspondi ng MAPCS address is used as the destination MAPOS

address. If no matching entry exists, MAC broadcast forwarding (3.2)
is used.

3.2. Forwarding a MAC broadcast or nulticast frame
Al'l MAC broadcast or nulticast franes nmust be duplicated for
transm ssion (via MAPCS unicast) to each of the peer network adapters
in the same VLAN as the sending network adapter.

Consi der an exanple shown in figure 7 where six LANs N1 through N6
are connected to the MAPOS network via network adapters Bl through
B6.
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LAN N1 FE— | | FE— LAN N2
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| bk | et |
+----- + Net wor k | | Net wor k +----- +
| | adapt er | | adapt er | |
+o---- + Bl | | B2 +o---- +
Host H1 | | Host H2
| |
o
LAN N3 +-- -+ | MAPCS | +-- -+ LAN N4
——————————————— | | ----] network |----| | ------mm - -
| +---+ | | +---+ |
A + Net wor k | NO | Net wor k o= +
| | Adapt er | | adapt er | |
+--- - + B3 | | B4 +--- - +
Host H3 | | Host H4
| |
| |
LAN N5 +---+ | | +---+ LAN N6
--------------- IR B R
| sk | e |
+o---- + Net wor k | | Net wor k +o---- +
| | adapt er e +  adapter | |
+o-m- - + B5 B6 +o-m- - +
Host H5 Host H6

Figure 7. Six networks connected to the MAPOS network

If a VLANis configured with LANs N1, N2,

and N3,

a MAC broadcast or

nmul ticast franme originating fromLAN N1 nmust not be forwarded to LAN

N4, N5, or N6 but only to LANs N1, N2,

and N3. It

i s duplicated

twice for encapsul ation and delivery to B2 and B3 via MAPCS uni cast.

A set of network adapters that belongs to the same VLAN defines the

br oadcast scope of the VLAN.

Before a VLAN is put to use,
the VLAN nust be configured with the MAPOS addresses of

each NA in

its peer NAs.

A NA shoul d silently discard bridged MAPCS frames with a MAPOCS source

address that is not ampbng the peers that t

The use of MAPCS nulticast for forwarding
under further study.
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3.3. Methods for configuring the address table

This section describes two nethods for setting up an address table:
static and dynamic. NA nust inplement the static nethod described in
3.3.1. The dynamic nethod (3.3.2) is optional, but an inplementation
nust provide an option to disable this feature.

3.3.1. Static setup of address table

The address table can be set up statically. Before using a VLAN,
address table entries for each NA in the VLAN nust be popul at ed
manual | y.

These entries are considered permanent until they are nmanually
renoved, and must not be "aged" or overwitten by the dynanic
procedure described in 3.3.2.

3.3.2. Dynamc setup of address table

The address table can al so be set up dynamically. A NA discovers
entries for its address table fromincon ng encapsul ated MAPCS
frames.

The NA adds the pair
{source MAC address, source MAPOS address}
to its address table when it receives an encapsul ated MAPCS frane.

Entries discovered this way are subject to aging tinmer (should be
configurable with the default of 300 seconds). Once the tiner for an
entry expires, the entry is renoved fromthe address table. The
timer is reset each time an encapsul ated MAPCS frane with the same
source MAC address is received.

There nust be at nobst one entry for a source MAC address. If a

di scovered MAPCS address for a MAC address differs fromthe
previously di scovered address, the new one takes precedence and the
address table entry nust be overwitten. Under no circunmstance may a
di scovered entry overwite a statically created entry (3.3.1).

Di scovery process using ARP [ 6] packets between host HL (the MAC
address is hl) in LAN N1 and host H2 (the MAC address is h2) in LAN
N2 is shown bel ow.

The MAPOS addresses of NAs Bl, B2, B3 are bl, b2, b3 respectively.
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S +
LAN N1 FRR—— | |
------------- EENEEEN |
| bk |
----+ Net wor k | |
| adapt er | MAPOS | +---+ LAN N2
---- Bl | network |----| | ------------
st HL | | oot |
request) | NO | Net wor k e - +
| | adapt er | |
| | B2 R +
LAN N3 +---+ | | Host H2
------------- EENEEEN | (ARP reply)
I +-- -t I I
-+ Net wor k R +
| adapt er
----+ B3
st H3

Fi gure 8. Three networks connected to the MAPOS networ k

Host Hl transmits an ARP request frane. An ARP request frane is
a MAC broadcast Frane.

At NA Bl, ARP request frane is received and is encapsul at ed.
Because the VPN is conposed of LANs N1, N2, and N3, the NA Bl
nmust send a MAPCS frame that has destinati on MAPOS address b2
and anot her MAPGCS frane that has destinati on MAPCS address b3.
MAPCS address bl is stored in the source MAPOS address field of
each frane.

The bridged MAPCS frame arrives at NAs B2 and B3 from the MAPOS
net wor k.

NAs B2 and B3 receive the bridged MAPGCS frane, and the pair

{h1, b1}

is added to their address tabl es.

In NA B2, the received MAPCS frane is decapsul ated, and the MAC
frane is forwarded to LAN N2. Simlarly, in NA B3, the received
MAPCS frame is decapsul ated, and the MAC frane is forwarded to
LAN N3.

At host H2, which exists in LAN N2, an ARP reply frane is
transmtted to host HI.
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(7) Via the ethernet interface on NA B2, the ARP reply frane is
recei ved, and MAPOS encapsul ation is done

Because the entry
{h1, b1}

is registered in the address table, bl is deternined to be the
destinati on MAPOS address. The bridged frane is forwarded to
t he MAPOCS net work.

(8) MAPCS network delivers the bridged MAPOS frane to NA Bl

(9) NA Bl decapsul ates the bridged MAPCS franme, and forwards the MAC
frame to LAN NL. At the sane tinme, the entry {h2 , b2} is
regi stered into NA Bl address table.

(10) Host H1l receives the ARP reply frane.
4. Connecting a MAPCS Host to the VLAN

In order for a native MAPCS host to connect to a VLAN, it nust have
its own unique MAC address and inplenent all the features of a

net wor k adapter appropriate for the MAC framing that it w shes to
use.

5. Security Considerations

This section discusses sone of the security factors that need to be
consi dered when planning a transparent LAN service described in
section 1, "Network Model."

5.1 Managenent boundari es

In a large network, different parts of the network are nanaged by
di fferent organizations, and it is essential to clearly define the
boundari es of managenent responsibilities.

A probabl e scenario is that a conmon carrier provides transparent LAN
service to a variety of customers. Each custonmer is a distinct

organi zati on, expecting virtual private network service. |In such a
case, the common carrier should take nmanagenent responsibility for
the MAPCS network, optical cables to custoner sites, and the network
adapters that reside in custoner premn ses.
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oot
MAPCS Net +-------- R + NA +---- MAC based LAN
-t
Common Carrier Responsibility --->|<-- Customer Responsibility

In essence, the custoner is allowed to do no nore than connecting the
cable fromtheir MAC based LAN to the network adapters. Common
carrier should be very careful to nonitor and protect their assets,

i ncl udi ng SONET/ SDH connecti ons and network adapters. |In particular
networ k adapters serve as the primary line of defense against attacks
and shoul d be cl osely guarded.

5.2 Ri sks

Privacy of every custonmer connected to the carrier’s MAPCS network
may be conproni sed.

5.3 Attack agai nst network adapters

A network adapter should be a dedi cated device. This nakes the
device sinple and easier to harden against break-in attenpts. |In the
wor st case, the device may crash causing network outage that only
affects the custoner that the failed network adapter serves. At this
point, the privacy of other custoners is still safe.

A nore neani ngful attack would be to replace a network adapter with
some other intelligent agent that knows how network adapters work.
This is possible because network adapters are customer prem se

equi pment. Using such a device, an attacker can infiltrate the
networ ks of other custoners. Filtering based on source MAPOS address
in bridging traffic is ineffective because this fieldis filled-in by
network adapters -- MAPCS networks do not forward source addresses.

5.4 Filtering at network adapters and MAPOS switches
Net wor k adapters should have the following frame filtering functions.
- Each NAin a VLAN is configured with the MAPOS addresses of its
peer NAs that belongs to the sane VLAN. A NA should only accept
bri dged MAPCS frames with a source MAPOS address of one of its
VLAN peers.

- A NA shoul d never inport discovered address table entries with a
MAPCS address that is not the address of one of its VLAN peers.

- If a NA detects that the ampbunt of broadcast traffic froma host

on MAC-base LAN exceeds a predefined threshold, the NA should stop
forwarding traffic fromthat host.
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By default, frane filtering by MAPCS switches is optional. It is
desirable for a MAPCS switch to inplement the following filtering
features.

- Aline interface of a MAPOS switch is nade aware of the MAPCS
addresses in the VLAN to which the interface participates. The
interface discards all incoming bridged traffic (fromthe NA) that
is destined to addresses outside of the VLAN s set.

- MAPCS switch assigns a MAPOS address to a NA using NSP. The

switch discards all incomng bridged traffic (fromthe NA) wth
the source MAPCS address different fromthe one that is assigned
by NSP.

5.5 Additional protection nmeasures

A common carrier can inplenent additional protective nmeasures such as
the follow ng.

- SONET/ SDH connection is closely nonitored. Once a network adapter
is detected to have gone down, subsequent attenpts at
re-connecting to the MAPOS network are refused until manually
re- enabl ed.

- Above nethod is effective against real attacks, but it also
hi nders tinely recovery from acci dents such as power outages. A
reasonabl e trade-off solution is to inplenment an authentication
mechani sm bet ween t he MAPOS network and network adapters. Mich
i ke Chal |l enge Handshake Aut hentication Protocol (CHAP) [8] used
in PPP connection. Sonmething simlar may be inplenmented by
defining additional nessage types to NSP
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Appendi x - Validation of the MAC Franme Forwardi ng Mechani sm

Ckanpto, et. al

Thi s appendi x describes the configuration and procedure used to
val i date the soundness of the mechani sm described in this document.
The key points are:

- MAC franes are correctly forwarded by MAPOS network, and

- Even if a network contains |oops, broadcast packets do not storm
the network. MAC-based networks rust use broadcast spanning tree

technology in order for this to work.

(1) Verification of MAC frame forwardi ng on MAPOS net wor k

Hosts H1 and H2, Ethernet switches S1 and S2, network adapters Bl

and B2, and a MAPCS switch are connected as shown bel ow. An
et hernet protocol analyzer is placed between S1 and Bl for
traffic nonitoring.

In the diagrans that follow, the hosts are x86 PC runni ng FreeBSD

4. 4- RELEASE, ethernet switches are Extreme Sunmitb5i, network
adapters are OKI Electric MA-1, and the MAPCS switch is CSR
Cor eSwi t ch80.

e +
Fo----- + MAPCS SWTCH + ------ +
| e + |
B B
| NA Bl | | NA B2
+-- - - - -+ +-- - - - -+
oo o |
| Protocol | | |
| Analyzer | | |
e o |
| (P1) (P1) |
S R, + e e S R,
| Host | | EtherSwW| | EtherSW| __ | Host
| H st | | sz | | R
S R R + S S S R

Correct forwarding of unicast MAC frames (ping) are observed
bet ween H1 and H2 through path (P1).

(2) Verification of spanning tree operation
- Enabl e spanning tree on S1 and S2.

- Connect S1 and S2 via path (P2) for redundancy.

I nf or mati onal [ Page 16]



RFC 3422 Forwar di ng MAC Franes over MAPCOS Noverber 2002

e +
Fo-em- - + MAPOS SWTCH + ------ +
| e + |
B B
| NA Bl | | NA B2
+-- - - - -+ +-- - - - -+
oo o |
| Protocol | | |
| Analyzer | | |
e o |
| (P1) (P1) |
S R, + e e S R, +
| Host | | EtherSwW| | EtherSW| __ | Host |
| H st | | sz | | H |
S + Foome oot Foome oot S +
(P2) | | (P2)
o e m e e e e e e e e e +

It is observed that broadcast packets are correctly exchanged
between S1 and S2, and that broadcast forwarding | oop does not
exi st .

(3) Verification of spanning tree fail over

- H1 and H2 comuni cation takes place through path (P1).
Spanning tree is configured such that Path (P2) is bl ocked.

It is observed that severing the link at any point along path
(P1) makes the spanning tree configure itself to use path (P2).

It is also observed that restoring path (Pl) nakes the spanning
tree configures itself to use path (Pl).
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