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Abst r act

Prot ocol s such as ARP and Nei ghbor Di scovery have data fields that
contain link-layer addresses. In order to interoperate properly, a
sender setting such a field nust insure that the receiver extracts
those bits and interprets themcorrectly. |In nost cases, such fields
nmust be in "canonical form'. Unfortunately, not all LAN adaptors are
consistent in their use of canonical form and inplenmentations may
need to explicitly bit swap individual bytes in order to obtain the
correct format. This docunent provides information to inplenentors
to help themavoid the pitfall of using non-canonical forns when
canoni cal forms are required.
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| ntroducti on

Protocol s such as ARP [ ARP] and ND [ Dl SCOVERY] have data fields that

contain link-1ayer addresses. |In order to interoperate properly, a
sender setting such a field nmust insure that the receiver extracts
those bits and interprets themcorrectly. |In nost cases, such fields

nmust be in "canonical form'. Unfortunately, not all LAN adaptors are
consistent in their use of canonical form and inplenmentations may
need to explicitly bit swap individual bytes in order to obtain the
correct format.

Canoni cal Form

Canoni cal form (al so known as "LSB format" and "Ethernet format") is
the name given to the fornmat of a LAN adapter address as it should be
presented to the user according to the 802 LAN standard. It is best
defined as how the bit order of an adapter address on the LAN nedia
maps to the bit order of an adapter address in nenory: The first bit
of each byte that appears on the LAN maps to the | east significant
(i.e., right-nost) bit of each byte in nmenory (the figure bel ow
illustrates this). This puts the group address indicator (i.e., the
bit that defines whether an address is unicast or multicast) in the

| east significant bit of the first byte. Ethernet and 802.3 hardware
behave consistently with this definition

Unfortunately, Token Ring (and sone FDDI) hardware does not behave
consistently with this definition; it nmaps the first bit of each byte
of the adapter address to the nobst significant (i.e., left-nost) bit
of each byte in nmenmory, which puts the group address indicator in the
nost significant bit of the first byte. This mapping is variously
called "MSB fornat", "IBMformat", "Token-Ring format", and "non-
canoni cal form'. The figure below illustrates the difference between
canoni cal and non-canoni cal form using the canonical form address

12- 34-56- 78- 9A- BC as an exanpl e:

In nmenory, 12 34 56 78 9A BC
canoni cal : 00010010 00110100 01010110 01111000 10011010 10111100

1st bit appearing on LAN (group address indicator)

|
On LAN 01001000 00101100 01101010 00011110 01011001 00111101

In menory,
MSB format: 01001000 00101100 01101010 00011110 01011001 00111101
48 2C 6A 1E 59 3D
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3.

3.

3.

The inplication of this inconsistency is that addresses extracted
from adaptors, assigned to adaptors, or extracted fromlink-I|ayer
packet headers obtai ned from adaptors may need to be bit-swapped to
put theminto canonical form Likew se, addresses in canonical form
that are handed to adaptors (e.g., to set an address, to specify a
destination address in a |ink-layer header, etc.) may need to be
bit-swapped in order for the adaptor to process the request as
expect ed.

| mpl ementors Beware: Potential Trouble Spots
1. Neighbor Discovery in |IPv6

Al of the IPv6 over specific Ilink |ayers docunents specify that

i nk-1ayer addresses must be transnmitted in canonical order [IPv6-
ETHER, |Pv6-FDDI, |Pv6-TOKEN]. As far as the authors can tell, al

Et her net LAN adaptors use canonical order and no special processing
by i nmpl enmentations is needed. In contrast, sonme FDDI and all Token
Ri ng adaptors appear to use non-canonical format. |nplenentors nust

i nsure that any addresses that appear in |link-layer address options
of Nei ghbor Di scovery [ Dl SCOVERY] messages are sent in canonica

order and that any link-layer addresses extracted from ND packets are
interpreted correctly on the | ocal machine and its adaptors.

2. | Pv4 and ARP

Et her net addresses that appear in ARP packets are in canonical order
In contrast, when running ARP over Token Ring, the de facto practice
is to transmt addresses in non-canonical order. Because all Token
Ri ng adaptors assune non-canoni cal ordering, no interoperability
probl ens result between conmunicating nodes attached to the sane
Token Ri ng.

In sonme environments, however, Token Rings and Ethernets are
connected via a bridge. Wien a node on the Token Ring attenpts to
conmuni cate with a node on the Ethernet, comrunication would normally
fail, since the Ethernet will msinterpret the Token Ri ng address
(and vice versa). To get around this problem bridges that forward
packets between dissinilar network types performbit swaps of the
addresses in the address fields of ARP packets that are forwarded
froma network of one type to one of the other

Security Considerations

There are no known security issues raised by this docunent.
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7.

Ful | Copyright Statenent
Copyright (C The Internet Society (1998). Al Rights Reserved.

Thi s docunent and translations of it may be copied and furnished to
ot hers, and derivative works that conment on or otherwi se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORVATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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