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Abstract
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1 Intr oduction

Thisdocumenis a specificatiorof the OpenShortesPathFirst (OSPF)TCP/IPinternetrouting protocol. OSPFis
classifiedasanInterior GatewayProtocol(IGP). This meanghatit distributesroutinginformationbetweerrouters
belongingto a single AutonomousSystem.The OSPFprotocolis basedn link-stateor SPFtechnology Thisis a
departurdrom the Bellman-Fordbaseusedby traditional TCP/IPinternetrouting protocols.

The OSPFprotocolwasdevelopedy the OSPFworking groupof theInternetEngineeringraskForce. It hasbeen
designedexpresslyfor the TCP/IPinternetenvironmentjncluding explicit supportfor IP subnettingTOS-based
routingandthetaggingof externally-derivedouting information. OSPFalsoprovidesfor the authenticatiorof
routingupdatesandutilizes IP multicastwhensending/receivinghe updatesin addition,muchwork hasbeendone
to producea protocolthatrespondsgjuickly to topologychangesyetinvolvessmallamountsof routing protocol
traffic.

Theauthorwouldlike to thankFredBaker, Jefrey Burgan,Rob Coltun, Dino Farinacci,Vince Fuller, Phanindra
JujjavarapuMilo Medin, KannanVaradharandtherestof the OSPFworking groupfor theideasandsupportthey
havegivento this project.

1.1 Protocoloverview

OSPFroutesIP packetsdasedsolelyon the destinationlP addresandIP Type of Servicefoundin the IP packet
headerIP packetsaarerouted“asis” —theyarenot encapsulateth anyfurtherprotocolheadersastheytransitthe
AutonomousSystem.OSPFis a dynamicrouting protocol. It quickly detectgopologicalchangesn the AS (suchas
routerinterfacefailures)andcalculatesnewloop-freeroutesafter a periodof convegence.This periodof
convepgences shortandinvolvesa minimumof routingtraffic.

In alink-staterouting protocol,eachroutermaintainsa databaseescribingthe AutonomousSystems topology
EachparticipatingrouterhasanidenticaldatabaseEachindividual pieceof this databasés a particularrouters
local state(e.g.,therouter susableinterfacesandreachablaeighbors). Therouterdistributedts local state
throughouthe AutonomousSystemby flooding.

All routersrunthe exactsamealgorithm,in parallel. Fromthetopologicaldatabasegachrouterconstructsa treeof
shortespathswith itself asroot. This shortest-pattreegivestherouteto eachdestinatiorin the Autonomous
System.Externallyderivedroutinginformationappear®nthetreeasleaves.

OSPFcalculateseparateoutesfor eachTypeof Service(TOS).Whenseverakqual-costoutesto adestination
exist, traffic is distributedequallyamongthem. The costof arouteis describedy a singledimensionlessnetric.

OSPFallows setsof networksto be groupedogether Sucha groupingis calledanarea.Thetopologyof anareais
hiddenfrom therestof the AutonomousSystem.This informationhiding enables significantreductionin routing
traffic. Also, routingwithin the areais determinednly by theareas own topology lendingthe areaprotectionfrom
badroutingdata.An areais a generalizatiorof anIP subnettedhetwork.

OSPFenablegheflexible configurationof IP subnets Eachroutedistributedby OSPFhasa destinatiorandmask.
Two differentsubnetof the samelP networknumbemay havedifferentsizes(i.e., differentmasks).Thisis
commonlyreferredto asvariablelengthsubnetting A packetis routedto the best(i.e., longestor mostspecific)
match.Hostroutesareconsideredo be subnetsvhosemasksare“all ones”(Oxf f ffffff).

All OSPFprotocolexchangesreauthenticatedT his meanghatonly trustedrouterscanparticipatein the
AutonomousSystems routing. A variety of authenticatiorschemeganbeused;a singleauthenticatiorschemaes
configuredfor eacharea.This enablesomeareaso usemuchstricterauthenticatiorthanothers.
Externallyderivedroutingdata(e.g.,routeslearnedfrom the Exterior GatewayProtocol(EGP))is passed
transparentlyhroughoutthe AutonomousSystem.This externallyderiveddatais keptseparatérom the OSPF
protocolslink statedata.Eachexternalroutecanalsobetaggedby the advertisingouter, enablingthe passingof
additionalinformationbetweerrouterson the boundarie®f the AutonomousSystem.
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1.2 Definitions of commonly usedterms

This sectionprovidesdefinitionsfor termsthat havea specificmeaningto the OSPFprotocolandthatareused
throughouthetext. Thereademunfamiliarwith the InternetProtocolSuiteis referredto [RS-85-153]for an
introductionto IP.

Router A levelthreelnternetProtocolpacketswitch. Formerlycalleda gatewayin muchof theIP literature.

Autonomous System A groupof routersexchangingouting informationvia acommonrouting protocol.
AbbreviatedasAS.

Interior Gateway Protocol Therouting protocolspokenby theroutersbelongingto anAutonomoussystem.
AbbreviatedasIGP. EachAutonomousSystemhasa singleIGP. SeparatéutonomousSystemsnaybe
runningdifferentiGPs.

Router ID A 32-bitnumberassignedo eachrouterrunningthe OSPFprotocol. This numberuniquelyidentifiesthe
routerwithin an AutonomousSystem.

Network In this memo,anlIP network/subnet/superndt.is possiblefor onephysicalnetworkto beassigned
multiple IP network/subnehumbers We considelitheseto be separat@aetworks.Point-to-pointphysical
networksareanexception theyareconsiderea singlenetworkno matterhow many(if anyatall) IP
network/subnehumbersareassignedo them.

Network mask A 32-bitnumberindicatingtherangeof IP addressegesidingon asinglelP
network/subnet/supernethis specificatiordisplaysnetworkmasksashexadecimahumbers For example,
thenetworkmaskfor a classC IP networkis displayedasOxf f f f f f 00. Sucha maskis oftendisplayed
elsewheren theliteratureas255. 255. 255. 0.

Multi-accessnetworks Thosephysicalnetworksthatsupportthe attachmenof multiple (morethantwo) routers.
Eachpair of routerson sucha networkis assumedo be ableto communicatalirectly (e.g.,multi-drop
networksareexcluded).

Interface Theconnectiorbetweerarouterandoneof its attachedhetworks.An interfacehasstateinformation
associateavith it, whichis obtainedirom theunderlyinglower level protocolsandthe routing protocolitself.
An interfaceto a networkhasassociatedvith it asinglelP addres@andmask(unlesshe networkis an
unnumberegboint-to-pointnetwork). An interfaceis sometimeslsoreferredto asalink.

Neighboring routers Two routersthathaveinterfacego acommonnetwork. On multi-accessietworks neighbors
aredynamicallydiscoveredy OSPF5 Hello Protocol.

Adjacency A relationshipformedbetweerselectecheighboringroutersfor the purposeof exchangingouting
information. Not everypair of neighboringroutersbecomeadjacent.

Link stateadvertisement Describeghelocal stateof arouteror network. This includesthe stateof therouter's
interfacesandadjacenciesEachlink stateadvertisemens floodedthroughouthe routingdomain.The
collectedlink stateadvertisementsf all routersandnetworksformsthe protocol’stopologicaldatabase.

Hello Protocol The partof the OSPFprotocolusedto establisrandmaintainneighborrelationshipsOn
multi-accessetworksthe Hello Protocolcanalsodynamicallydiscovemeighboringrouters.

DesignatedRouter Eachmulti-accessetworkthathasat leasttwo attachedoutershasa DesignatedRouter The
DesignatedRoutergenerates link stateadvertisementor the multi-accessetworkandhasotherspecial
responsibilitiesn therunningof the protocol. The DesignatedRouteris electedby theHello Protocol.

The DesignatedRouterconcepienablesa reductionin the numberof adjacenciesequiredon amulti-access
network. Thisin turn reduceghe amountof routing protocoltraffic andthe sizeof thetopologicaldatabase.
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Lower-level protocols Theunderlyingnetworkaccesgprotocolsthatprovideservicego the InternetProtocolandin
turnthe OSPFprotocol. Examplesf thesearethe X.25 packetandframelevelsfor X.25 PDNs,andthe
ethernetatalink layerfor ethernets.

1.3 Brief history of link-state routing technology

OSPFHis alink-stateroutingprotocol. Suchprotocolsarealsoreferredto in theliteratureasSPF-basedr
distributed-databag@otocols.This sectiongivesa brief descriptionof the development link-statetechnology
thathaveinfluencedhe OSPFprotocol.

Thefirst link-stateroutingprotocolwasdevelopedor usein the ARPANET packetswitchingnetwork. This protocol
is describedn [McQuillan]. It hasformedthe startingpoint for all otherlink-stateprotocols.The homogeneous
Arpanetenvironmentj.e., single-vendopacketswitchesconnectedy synchronouseriallines, simplifiedthe
designandimplementatiorof theoriginal protocol.

Modificationsto this protocolwereproposedn [Perlman]. Thesemodificationsdealtwith increasinghefault
toleranceof therouting protocolthrough,amongotherthings,addinga checksunto thelink stateadvertisements
(therebydetectingdatabaseorruption). The paperalsoincludedmeandor reducingtheroutingtraffic overheadn a
link-stateprotocol. This wasaccomplishedby introducingmechanismsvhich enabledheinterval betweerink state
advertisemendriginationsto beincreasedy anorderof magnitude.

A link-statealgorithmhasalsobeenproposedor useasan SO IS-1S routing protocol. This protocolis describedn
[DEC]. The protocolincludesmethoddor dataandroutingtraffic reductionwhenoperatingoverbroadcast
networks.Thisis accomplishedby electionof a Designatedrouterfor eachbroadcashetwork,which then
originatesa link stateadvertisemenfor the network.

The OSPFsubcommitte®f the IETF hasextendedhis work in developinghe OSPFprotocol. The Designated
Routerconcepthasbeengreatlyenhancedo furtherreducethe amountof routingtraffic required.Multicast
capabilitiesareutilized for additionalroutingbandwidthreduction.An arearoutingscheméiasbeendeveloped
enablinginformationhiding/protection/reductiorkinally, the algorithmhasbeenmodifiedfor efficientoperationn
the TCP/IPinternets.

1.4 Organization of this document

Thefirst threesection=of this specificatiorgive a generabverviewof the protocol’s capabilitiesandfunctions.
Sectiongt-16 explainthe protocol’s mechanism detail. Packetformats,protocolconstantandconfiguration
itemsarespecifiedn theappendices.

LabelssuchasHellolntervalencountereih thetextreferto protocolconstantsThey mayor maynot be
configurable Thearchitecturatonstant@areexplainedn AppendixB. The configurableconstant@reexplainedn
AppendixC.

Thedetailedspecificatiorof the protocolis presentedn termsof datastructuresThisis donein orderto makethe
explanatiommoreprecise.Implementation®f the protocolarerequiredto supportthe functionality describedbut
neednot usethe precisedatastructureghatappeatin this memo.

2 The TopologicalDatabase

The AutonomousSystems$topologicaldatabaselescribes directedgraph. Theverticesof the graphconsistof
routersandnetworks.A graphedgeconnectdwo routerswhentheyareattachedsia a physicalpoint-to-point
network. An edgeconnectinga routerto a networkindicatesthattherouterhasaninterfaceon the network.
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Theverticesof the graphcanbe furthertypedaccordingo function. Only someof thesetypescarrytransitdata
traffic; thatis, traffic thatis neitherlocally originatednor locally destined Verticesthatcancarrytransittraffic are
indicatedon the graphby havingbothincomingandoutgoingedges.

Vertextype | Vertexname | Transit?
1 Router yes
2 Network yes
3 Stubnetwork no

Tablel: OSPFvertextypes.

OSPFsupportghefollowing typesof physicalnetworks:

Point-to-point networks A networkthatjoins asinglepair of routers.A 56Kb serialline is anexampleof a
point-to-pointnetwork.

Broadcastnetworks Networkssupportingmany(morethantwo) attachedouters togethemvith thecapabilityto
address singlephysicalmessagéo all of theattachedouters(broadcast)Neighboringroutersarediscovered
dynamicallyon thesenetsusingOSPF5Hello Protocol. The Hello Protocolitself takesadvantagef the
broadcastapability The protocolmakesfurtheruseof multicastcapabilitiesjf theyexist. An etherneis an
exampleof abroadcashetwork.

Non-broadcastnetworks Networkssupportingmany(morethantwo) attachedouters buthavingno broadcast
capability Neighboringroutersarealsodiscoveredn thesenetsusingOSPF5 Hello Protocol.However due
to thelack of broadcastapability someconfigurationinformationis necessaryor the correctoperationof the
Hello Protocol.Onthesenetworks, OSPFprotocolpacketghatarenormally multicastneedto be sentto each
neighboringrouter, in turn. An X.25 PublicDataNetwork (PDN) is anexampleof a non-broadcastetwork.

Theneighborhoof eachnetworknodein the graphdepend®n whetherthe networkhasmulti-accescapabilities
(eitherbroadcasbr non-broadcastnd,if so,the numberof routershavinganinterfaceto the network. Thethree
casesredepictedn Figurel. Rectanglesndicaterouters.Circlesandoblongsindicatemulti-accessietworks.
Routernamesareprefixedwith thelettersRT andnetworknameswith the letterN. Routerinterfacenamesare
prefixedby theletterl. Linesbetweerroutersindicatepoint-to-pointnetworks.Theleft sideof thefigure showsa
networkwith its connectedouters with the resultinggraphshownon theright.

Two routersjoined by a point-to-pointnetworkarerepresenteth the directedgraphasbeingdirectly connectedy a
pair of edgespnein eachdirection. Interfacego physicalpoint-to-pointnetworksneednot beassignedP addresses.
Sucha point-to-pointnetworkis calledunnumberedThe graphicalrepresentationf point-to-pointnetworksis
designedsothatunnumberedetworkscanbe supportedhaturally Wheninterfaceaddressesxist,theyaremodelled
asstubroutes.Notethateachrouterwould thenhavea stubconnectiorto the otherrouter s interfaceaddresgsee
Figurel).

Whenmultiple routersareattachedo a multi-accessetwork,the directedgraphshowsall routersbidirectionally
connectedo the networkvertex(again,seeFigurel). If only asinglerouteris attachedo a multi-accessetwork,
thenetworkwill appeaiin thedirectedgraphasa stubconnection.

Eachnetwork(stubor transit)in the graphhasan|P addresandassociateshetworkmask. The maskindicateshe
numberof nodeson the network. Hostsattachedlirectly to routers(referredto ashostroutes)appeaton the graphas
stubnetworks.The networkmaskfor ahostrouteis alwaysOxf f f f f f f f , which indicateshe presencef asingle
node.
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Figure2 showsa samplemapof an AutonomousSystem.TherectangldabelledH1 indicatesa host,which hasa
SLIP connectiorto RouterRT12. RouterRT12is thereforeadvertisinga hostroute. Lines betweerroutersindicate
physicalpoint-to-pointnetworks.Theonly point-to-pointnetworkthat hasbeenassignednterfaceaddresses the
onejoining RoutersRT6 andRT10. RoutersRT5 andRT7 haveEGPconnectiondo otherAutonomousSystemsA
setof EGP-learnedouteshavebeendisplayedfor both of theserouters.

A costis associatedvith the outputsideof eachrouterinterface.This costis configurableby the system
administrator Thelower the cost,the morelikely theinterfaceis to be usedto forward datatraffic. Costsarealso
associateavith the externallyderivedroutingdata(e.g.,the EGP-learnedoutes).

Thedirectedgraphresultingfrom themapin Figure2 is depictedn Figure3. Arcs arelabelledwith the costof the
correspondingouteroutputinterface.Arcs havingno labelledcosthavea costof 0. Notethatarcsleadingfrom
networksto routersalwayshavecostO; theyaresignificantnonethelessNote alsothatthe externallyderivedrouting
dataappear®nthe graphasstubs.

Thetopologicaldatabaséor whathasbeenreferredto aboveasthedirectedgraph)is piecedtogetherfrom link state
advertisementgeneratedby therouters.The neighborhooaf eachtransitvertexis representeth a single,separate
link stateadvertisementtigure4 showsgraphicallythelink staterepresentationf the two kinds of transitvertices:
routersandmulti-accessetworks.RouterRT12 hasaninterfaceto two broadcashetworksanda SLIP line to ahost.
NetworkNG6 is abroadcashetworkwith threeattachedouters.The costof all links from Network N6 to its attached
routersis 0. Notethatthelink stateadvertisemenfior Network N6 is actuallygeneratedby oneof theattached
routers:therouterthathasbeenelectedDesignhatedrouterfor the network.

2.1 The shortest-pathtree

Whenno OSPFareasareconfigured gachrouterin the AutonomousSystemhasanidenticaltopologicaldatabase,
leadingto anidenticalgraphicalrepresentationA routergenerategts routingtablefrom this graphby calculatinga
treeof shortespathswith therouteritself asroot. Obviously the shortest-pattreedepend®ntherouterdoingthe
calculation.Theshortest-pattreefor RouterRT6 in our examples depictedn Figure5.

Thetreegivesthe entirerouteto anydestinatiometworkor host.However only the nexthopto the destinatioris
usedin theforwardingprocessNotealsothatthebestrouteto anyrouterhasalsobeencalculated For the
processingf externaldata,we notethe nexthopanddistanceo anyrouteradvertisingexternalroutes.Theresulting
routingtablefor RouterRT6 is picturedin Table2. Notethatthereis a separateoutefor eachendof anumbered
serialline (in this casetheserialline betweerRoutersRT6 andRT10).

Routego networksbelongingto otherAS’es (suchasN12) appeaasdashedinesonthe shortespathtreein Figure
5. Useof this externallyderivedroutinginformationis consideredn the nextsection.

2.2 Useof external routing information

After thetreeis createdheexternalroutinginformationis examined.This externalroutinginformationmay
originatefrom anotherrouting protocolsuchasEGR or be staticallyconfigured(staticroutes).Defaultroutescan
alsobeincludedaspartof the AutonomousSystems externalroutinginformation.

Externalroutinginformationis floodedunalteredhroughouthe AS. In our example all theroutersin the
AutonomousSystemknow thatRouterRT7 hastwo externalroutes with metrics2 and9.

OSPFsupportdwo typesof externalmetrics. Type 1 externalmetricsareequivalento thelink statemetric. Type2
externalmetricsaregreaterthanthe costof any pathinternalto the AS. Useof Type2 externalmetricsassumeshat
routingbetweenAS’esis the majorcostof routinga packet,andeliminateshe needfor conversiorof externalcosts
to internallink statemetrics.
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Destination| NextHop | Distance
N1 RT3 10
N2 RT3 10
N3 RT3 7
N4 RT3 8

Ib * 7

la RT10 12
N6 RT10 8

N7 RT10 12
N8 RT10 10
N9 RT10 11
N10 RT10 13
N11 RT10 14
H1 RT10 21
RT5 RT5 6
RT7 RT10 8

Table2: Theportionof RouterRT6’sroutingtablelisting local destinations.

As anexampleof Typel externalmetricprocessingsupposehattheroutersRT7 andRT5 in Figure?2 are
advertisingType 1 externalmetrics.For eachexternalroute,the distancerom RouterRT6 is calculatedasthe sum
of theexternalroute’s costandthe distancefrom RouterRT6 to the advertisingrouter For everyexternaldestination,
therouteradvertisinghe shortestouteis discoveredandthe nexthopto the advertisingrouterbecomeghe next
hopto thedestination.

Both RouterRT5 andRT7 areadvertisinganexternalrouteto destinatiorNetworkN12. RouterRT7 is preferred
sinceit is advertisingN12 ata distanceof 10 (8+2) to RouterRT6, which is betterthanRouterRT5’s 14 (6+8).
Table3 showsthe entriesthatareaddedo theroutingtablewhenexternalroutesareexamined:

Destination| NextHop | Distance
N12 RT10 10
N13 RT5 14
N14 RT5 14
N15 RT10 17

Table3: The portionof RouterRT6'sroutingtablelisting externaldestinations.

Processingf Type2 externalmetricsis simpler The AS boundaryrouteradvertisingthe smallestexternalmetricis
chosenregardles®f theinternaldistanceo the AS boundaryrouter Supposeén our exampleboth RouterRT5 and
RouterRT7 wereadvertisingType 2 externalroutes.Thenall traffic destinedor NetworkN12 would beforwarded
to RouterRT7, since2 < 8. Whenseverakqual-cosiType 2 routesexist,theinternaldistancao theadvertising
routersis usedto breakthetie.

Both Type 1 andType2 externalmetricscanbe presenin the AS atthe sametime. In thatevent, Type 1 external
metricsalwaystakeprecedence.
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This sectionhasassumedhatpacketslestinedor externaldestinationgarealwaysroutedthroughthe advertisingAS
boundaryrouter Thisis notalwaysdesirable Forexample supposeén Figure2 thereis anadditionalrouterattached
to Network N6, calledRouterRTX. SupposdurtherthatRTX doesnot participatein OSPFrouting, butdoes
exchangd&GPinformationwith the AS boundaryrouterRT7. Then,RouterRT7 would endup advertisingOSPF
externalroutesfor all destinationghatshouldberoutedto RTX. An extrahopwill sometimede introducedf
packetdor thesedestinationsieedalwaysbe routedfirst to RouterRT7 (the advertisingrouter).

To dealwith this situation,the OSPFprotocolallowsan AS boundaryrouterto specifya “forwarding address'in its
externaladvertisementdn theaboveexample RouterRT7 would specifyRTX's IP addressasthe “forwarding
addressfor all thosedestinationsvhosepacketsshouldbe routeddirectly to RTX.

The“forwarding address’hasoneotherapplication.It enablegoutersin the AutonomousSystemsinterior to
functionas“route servers”.For examplejn Figure2 therouterRT6 couldbecomearouteservergainingexternal
routinginformationthrougha combinationof staticconfigurationandexternalrouting protocols.RT6 would then
startadvertisingitself asan AS boundaryrouter andwould originatea collectionof OSPFexternaladvertisements.
In eachexternaladvertisementRouterRT6 would specifythe correctAutonomousSystemexit pointto usefor the
destinatiorthroughappropriatesettingof the advertisemeng “forwarding address’ield.

2.3 Equal-costmultipath

Theabovediscussiorhasbeensimplified by consideringonly a singlerouteto anydestination In reality, if multiple
equal-costoutesto a destinatiorexist, theyareall discoverecandused.This requiresno conceptuathangego the
algorithm,andits discussioris postponedintil we considerthetree-buildingprocessn moredetail.

With equalcostmultipath,arouterpotentiallyhasseverakvailablenexthopstowardsany given destination.

2.4 TOS-based outing

OSPFcancalculatea separataetof routesfor eachlP Typeof Service.This meanghat,for anydestinationthere
canpotentiallybe multiple routingtableentries,onefor eachlP TOS.The IP TOSvaluesarerepresenteth OSPF
exactlyastheyappeaiin the P packetheader

Up to this point, all exampleshownhaveassumedhatroutesdo notvary on TOS.In orderto differentiateroutes
basedn TOS,separaténterfacecostscanbe configuredfor eachTOS.For examplejn Figure2 therecouldbe
multiple costs(onefor eachTOS)listedfor eachinterface.A costfor TOS0 mustalwaysbe specified.

Wheninterfacecostsvary basen TOS,a separatshortespathtreeis calculatedor eachTOS(seeSection2.1). In
addition,externalcostscanvary basedn TOS.Forexamplejn Figure2 RouterRT7 couldadvertisea separatéype
1 externalmetricfor eachTOS. Then,whencalculatingthe TOS X distanceto Network N15 the costof the shortest
TOSX pathto RT7 would beaddedo the TOS X costadvertisedy RT7 for NetworkN15 (seeSection2.2).

All OSPFimplementationsnustbe capableof calculatingroutesbasedn TOS.However OSPFrouterscanbe
configuredo routeall packetoonthe TOSO0 path(seeAppendixC), eliminatingthe needto calculatenon-zeroTOS
paths.This canbeusedto conserveoutingtablespaceandprocessingesourcesn therouter TheseTOS-0-only
routerscanbe mixedwith routersthatdo routebasecdon TOS.TOS-0-onlyrouterswill beavoidedasmuchas
possiblevhenforwardingtraffic requestinganon-zeror OS.

It maybethe casethatno pathexistsfor somenon-zeroT OS,evenif therouteris calculatingnon-zeroTOSpaths.In
thatcase packetgequestinghatnon-zeroTOSareroutedalongthe TOSO path(seeSection11.1).
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3 Splitting the ASinto Areas

OSPFallows collectionsof contiguousetworksandhoststo be groupedtogether Sucha group,togethermwith the
routershavinginterfacego anyoneof theincludednetworks,is calledanarea.Eacharearunsa separateopyof the
basiclink-stateroutingalgorithm. This meanghateachareahasits own topologicaldatabasandcorresponding
graph,asexplainedn theprevioussection.

Thetopologyof anareais invisible from the outsideof thearea.Converselyroutersinternalto a givenareaknow
nothingof thedetailedtopologyexternalto the area.This isolationof knowledgeenableghe protocolto effecta
markedreductionin routingtraffic ascomparedo treatingthe entire AutonomousSystemasa singlelink-state
domain.

With theintroductionof areasit is no longertruethatall routersin the AS haveanidenticaltopologicaldatabaseA
routeractuallyhasa separateopologicaldatabaséor eachareait is connectedo. (Routersconnectedo multiple
areasarecalledareaborderrouters). Two routersbelongingto the sameareahave for thatarea,identicalarea
topologicaldatabases.

Routingin the AutonomousSystentakesplaceontwo levels,dependingpn whetherthe sourceanddestinatiorof a
packetresidein the samearea(intra-areaoutingis used)or differentareaginter-arearoutingis used).In intra-area
routing,the packetis routedsolely on informationobtainedwithin the area;no routing informationobtainedfrom
outsidethe areacanbeused.This protectsintra-areaouting from theinjection of badroutinginformation. We
discusdnter-arearoutingin Section3.2.

3.1 The backboneof the Autonomous System

Thebackboneconsistf thosenetworksnot containedn anyarea their attachedouters,andthoseroutersthat
belongto multiple areas.The backbonenustbe contiguous.

It is possibleto defineareadn sucha way thatthe backbones nolongercontiguous.n this casethe system
administratomustrestorebackboneconnectivityby configuringvirtual links.

Virtual links canbe configuredbetweeranytwo backbonegoutersthathaveaninterfaceto acommonnon-backbone
area.Virtual links belongto the backbone The protocoltreatstwo routersjoined by a virtual link asif theywere
connectedy anunnumberegboint-to-pointnetwork. On the graphof thebackbonetwo suchroutersarejoined by
arcswhosecostsaretheintra-areadistancedetweerthetwo routers.Therouting protocoltraffic thatflows alongthe
virtual link usesntra-arearoutingonly.

Thebackbones responsibldor distributingrouting informationbetweerareas.The backbonetself hasall of the
propertieof anarea.Thetopologyof the backbonas invisible to eachof the areaswhile thebackbonatself knows
nothingof thetopologyof theareas.

3.2 Inter-arearouting

Whenroutinga packetbetweerntwo areaghe backbones used.Thepaththatthe packetwill travelcanbebrokenup
into threecontiguougieces:anintra-aregpathfrom the sourceto anareaborderrouter, a backbonepathbetweerthe
sourceanddestinatiorareasandthenanotherintra-aregpathto the destination The algorithmfindsthe setof such
pathsthathavethe smallestcost.

Looking at this anothemway, inter-arearouting canbe picturedasforcing a starconfigurationon the Autonomous
Systemwith thebackboneashubandeachof theareasasspokes.

Thetopologyof the backbonelictatesthe backbonegathsusedbetweerareas.The topologyof the backbonecanbe
enhancedby addingvirtual links. This givesthe systemadministratoisomecontrolovertheroutestakenby
inter-areatraffic.
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Thecorrectareaborderrouterto useasthe packetexitsthe sourceareais chosenn exactlythe sameway routers
advertisingexternalroutesarechosen Eachareaborderrouterin anareasummarizegor the areaits costto all
networksexternalto the area.After the SPFtreeis calculatedor the arearoutesto all othernetworksarecalculated
by examiningthe summarie®of theareaborderrouters.

3.3 Classificationof routers

Beforetheintroductionof areastheonly OSPFroutershavinga specializedunctionwerethoseadvertisingexternal
routinginformation,suchasRouterRT5 in Figure2. Whenthe AS is split into OSPFareastheroutersarefurther
dividedaccordingto functioninto thefollowing four overlappingcategories:

Internal routers A routerwith all directly connectedetworksbelongingto the samearea.Routerswith only
backbonenterfacesalsobelongto this category Theseroutersrun asinglecopyof thebasicroutingalgorithm.

Areaborder routers A routerthatattachedo multiple areas Areaborderroutersrun multiple copiesof the basic
algorithm,onecopyfor eachattachedaireaandanadditionalcopyfor thebackbone Areaborderrouters
condensehetopologicalinformationof their attachedareador distributionto the backbone The backbonen
turndistributestheinformationto theotherareas.

Backbonerouters A routerthathasaninterfaceto the backboneThisincludesall routersthatinterfaceto more
thanonearea(i.e., areaborderrouters).However backboneoutersdo not haveto be areaborderrouters.
Routerswith all interfacessonnectedo the backboneareconsideredo beinternalrouters.

AS boundary routers A routerthatexchangesoutinginformationwith routersbelongingto otherAutonomous
SystemsSucharouterhasAS externalroutesthatareadvertisedhroughouthe AutonomousSystem.The
pathto eachAS boundaryrouteris knownby everyrouterin the AS. This classificatioris completely
independenof thepreviousclassificationsAS boundaryroutersmay beinternalor areaborderrouters and
mayor may not participatein the backbone.

3.4 A sampleareaconfiguration

Figure6 showsa sampleareaconfiguration.Thefirst areaconsistf networksN1-N4, alongwith their attached
routersRT1-RT4. The secondareaconsistof networksN6-N8, alongwith their attachedoutersRT7, RT8, RT10
andRT11. Thethird areaconsistf networksN9-N11 andHostH1, alongwith their attachedoutersRT9, RT11
andRT12. Thethird areahasbeenconfiguredsothatnetworksN9-N11 andHostH1 will all be groupednto asingle
route,whenadvertisedexternalto the area(seeSection3.5for moredetails).

In Figure6, RoutersRT1, RT2, RT5, RT6, RT8, RT9 andRT12 areinternalrouters.RoutersRT3, RT4, RT7,RT10
andRT11 areareaborderrouters.Finally, asbefore,RoutersRT5 andRT7 are AS boundaryrouters.

Figure7 showstheresultingtopologicaldatabasdor the Areal. Thefigure completelydescribeghatareas
intra-areaouting. It alsoshowsthecompleteview of theinternetfor thetwo internalroutersRT1 andRT?2. It is the
job of theareaborderrouters RT3 andRT4, to advertisento Areal thedistancego all destinationgxternalto the
area.Theseareindicatedin Figure7 by thedashedstubroutes.Also, RT3 andRT4 mustadvertisanto Areal the
locationof the AS boundaryroutersRT5 andRT7. Finally, externaladvertisementdom RT5 andRT7 areflooded
throughouthe entireAS, andin particularthroughoutArea1l. Theseadvertisementareincludedin Areal’s
databaseandyield routesto networksN12-N15.

RoutersRT3 andRT4 mustalsosummarizeAreal’stopologyfor distributionto the backboneTheir backbone
advertisementareshownin Table4. Thesesummarieshowwhich networksarecontainedn Areal (i.e., Networks
N1-N4),andthedistanceo thesenetworksfrom the routersRT3 andRT4 respectively
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Network | RT3adv. | RT4adv
N1 4 4
N2 4 4
N3 1 1
N4 2 3

Table4: Networksadvertisedo the backbondyy routersRT3 andRT4.

Thetopologicaldatabaséor the backbonés shownin Figure8. Thesetof routerspicturedarethebackboneouters.
RouterRT11 is abackboneouterbecausé belonggo two areas.In orderto makethebackboneconnectedavirtual
link hasbeenconfiguredbetweerroutersR10andR11.

Again, RoutersRT3, RT4, RT7, RT10andRT11 areareaborderrouters.As RoutersRT3 andRT4 did above they
havecondensedheroutinginformationof their attachedareador distributionvia the backbonethesearethedashed
stubsthatappeain Figure8. Remembethatthethird areahasbeenconfiguredo condenséetworksN9-N11 and
HostH1 into a singleroute. Thisyieldsa singledashedine for networksN9-N11 andHostH1 in Figure8. Routers
RT5 andRT7 areAS boundaryrouters;their externallyderivedinformationalsoappear®n thegraphin Figure8 as
stubs.

Thebackbonesnableghe exchangef summaryinformationbetweerareaborderrouters.Every areaborderrouter
hearghe areasummariegrom all otherareaborderrouters.It thenformsa pictureof the distanceo all networks
outsideof its areaby examiningthe collectedadvertisementandaddingin the backbonelistanceo each
advertisingroutet

AgainusingRoutersRT3 andRT4 asanexampletheprocedureggoesasfollows: Theyfirst calculatethe SPFtreefor
thebackboneThis givesthe distancedo all otherareaborderrouters.Also notedarethe distanceso networks(la
andlb) andAS boundaryrouters(RT5 andRT7) thatbelongto the backbone This calculationis shownin Table5.

Areaborder | distfrom | distfrom
router RT3 RT4
to RT3 * 21
toRT4 22 *
toRT7 20 14
toRT10 15 22
to RT11 18 25
tola 20 27
tolb 15 22
to RT5 14 8
toRT7 20 14

Table5: Backbondlistancegalculatedby RoutersRT3 andRT4.

Next, by looking attheareasummariegrom theseareaborderrouters RT3 andRT4 candeterminghedistanceo all
networksoutsidetheir area.Thesedistancesrethenadvertisednternally to theareaby RT3 andRT4. The
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advertisementthat RouterRT3 andRT4 will makeinto Areal areshownin Table6. NotethatTable6 assumeshat
anarearangehasbeenconfiguredfor the backbonevhich groupsla andlb into a singleadvertisement.

Destination| RT3adv. | RT4adv
la,lb 15 22
N6 16 15
N7 20 19
N8 18 18
N9-N11,H1 19 26
RT5 14 8
RT7 20 14

Table6: Destinationsadvertisednto Areal by RoutersRT3 andRT4.

Theinformationimportedinto Areal by RoutersRT3 andRT4 enablesaninternalrouter suchasRT1,to choosean
areaborderrouterintelligently. RouterRT1 would useRT4 for traffic to NetworkN6, RT3 for traffic to Network
N10,andwould load sharebetweerthe two for traffic to NetworkN8.

RouterRT1 canalsodeterminen this mannerthe shortespathto the AS boundaryroutersRT5 andRT7. Then,by
lookingat RT5 andRT7’s externaladvertisementdfRouterRT1 candecidebetweerRT5 or RT7 whensendingo a
destinatiorin anotherAutonomousSystem(oneof the networksN12-N15).

Notethatafailure of theline betweerRoutersRT6 andRT10will causethebackbondo becomedisconnected.
Configuringa virtual link betweerRoutersRT7 andRT10will give thebackbonemoreconnectivityandmore
resistancéo suchfailures. Also, avirtual link betweerRT7 andRT10would allow a muchshorterpathbetweerthe
third area(containingN9) andtherouterRT7, whichis advertisinga goodrouteto externalNetwork N12.

3.5 IP subnetting support

OSPFattachesinIP addressnaskto eachadvertisedoute. Themaskindicatestherangeof addressebeing
describedy the particularroute. For example a summaryadvertisemenfor the destinationl 28. 185. 0. 0 with a
maskof Oxf f f f 0000 actuallyis describinga singlerouteto the collectionof destinationd 28. 185. 0. 0 -
128. 185. 255. 255. Similarly, hostroutesarealwaysadvertisedvith a maskof Oxf f f f f f f f , indicatingthe
presencef only asingledestination.

Includingthe maskwith eachadvertisediestinatiorenablegheimplementatiorof whatis commonlyreferredto as
variable-lengttsubnetting.This meanghatasinglelP classA, B, or C networknumbercanbe brokenup into many
subnetf varioussizes.For examplethenetwork128. 185. 0. 0 couldbebrokenup into 62 variable-sized
subnets15 subnetof size4K, 15 subnetof size256,and32 subnetof size8. Table7 showssomeof theresulting
networkaddressewgethemith their masks:

Therearemanypossiblewaysof dividing upaclassA, B, andC networkinto variablesizedsubnetsThe precise
procedurdor doingsois beyondthe scopeof this specification.This specificatiorhoweverestablisheshefollowing
guideline:Whenan P packetis forwarded,it is alwaysforwardedto the networkthatis the bestmatchfor the
packets destination Herebestmatchis synonymousvith thelongestor mostspecificmatch.For examplethe
defaultroutewith destinatiorof 0. 0. 0. 0 andmask0x00000000 is alwaysa matchfor everylP destination.Yet
it is alwayslessspecificthanany othermatch. Subnetmaskanustbe assignedothatthe bestmatchfor any IP
destinatioris unambiguous.
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Networkaddress | IP addressmask| Subnesize
128.185.16.0 | oxfffff000 4K
128.185.1.0 oxffffffooO 256
128.185.0.8 Oxfffffff8 8

Table7: Somesamplesubnetizes.

The OSPFareaconceptis modelledafteran|P subnettedhetwork. OSPFareashavebeenlooselydefinedto bea
collectionof networks.In actuality anOSPFareais specifiedo bealist of addressangeqseeSectionC.2for more
details).Eachaddressangeis definedasan[address,maskjair. Many separat@etworksmaythenbe containedn a
singleaddressange just asa subnettedhetworkis composeaf manyseparatsubnets Areaborderroutersthen
summarizehe areacontentgfor distributionto the backbone)y advertisinga singleroutefor eachaddressange.
Thecostof therouteis the minimumcostto any of the networksfalling in the specifiedrange.

ForexampleanlP subnettechetworkcanbe configuredasa singleOSPFarea.In thatcase theareawould be
definedasasingleaddressange:aclassA, B, or C networknumberalongwith its naturallP mask.Insidethearea,
anynumberof variablesizedsubnetsould be defined.Externalto the area,a singleroutefor the entiresubnetted
networkwould bedistributed hiding eventhe factthatthe networkis subnettedht all. The costof thisrouteis the
minimum of thesetof coststo thecomponensubnets.

3.6 Supporting stub areas

In someAutonomousSystemsthe majority of thetopologicaldatabasenay consistof AS externaladvertisements.
An OSPFAS externaladvertisemenis usuallyfloodedthroughoutthe entireAS. However OSPFallowscertain
areado beconfiguredas“stub areas”.AS externaladvertisementarenot floodedinto/throughoustubareasrouting
to AS externaldestinationsn theseareads basedn a (perarea)defaultonly. Thisreduceghetopologicaldatabase
size,andthereforethe memoryrequirementsfor a stubareas internalrouters.

In orderto takeadvantagef the OSPFstubareasupport,defaultroutingmustbe usedin thestubarea.Thisis
accomplishedsfollows. Oneor moreof the stubareas areaborderroutersmustadvertisea defaultrouteinto the
stubareavia summarylink advertisementsThesesummarydefaultsarefloodedthroughouthe stubarea,butno
further. (Forthisreasorthesedefaultspertainonly to the particularstubarea). Thesesummarydefaultrouteswill
matchany destinatiorthatis not explicitly reachabléy anintra-areeor inter-areapath(i.e., AS external
destinations).

An areacanbe configuredasstubwhenthereis a singleexit point from the area,or whenthe choiceof exit point
neednot be madeon a perexternal-destinatiobasis.Forexample Area3 in Figure6 couldbe configuredasa stub
areabpecausall externaltraffic musttravelthoughits singleareaborderrouterRT11. If Area3 wereconfiguredasa
stub,RouterRT11 would advertisea defaultroutefor distributioninsideArea3 (in asummanyfink advertisement),
insteadof floodingthe AS externaladvertisementfor networksN12-N15into/throughouthearea.

The OSPFprotocolensureghatall routersbelongingto anareaagreeon whethertheareahasbeenconfiguredasa
stub. This guaranteethatno confusionwill arisein thefloodingof AS externaladvertisements.

Therearea coupleof restrictionson the useof stubareasVirtual links cannotbe configuredthroughstubareas.n
addition,AS boundaryrouterscannotbe placedinternalto stubareas.
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3.7 Partitions of areas

OSPFdoesnotactively attemptto repairareapartitions.Whenanareabecomegartitioned egachcomponensimply
becomes separatarea.The backbonghenperformsroutingbetweerthe newareas.Somedestinationseachable
via intra-arearoutingbeforethe partitionwill now requireinter-arearouting.

In the previoussection,anareawasdescribedisalist of addressanges.Any particularaddressangemuststill be
completelycontainedn a singlecomponentf theareapartition. This hasto dowith theway theareacontentsare
summarizedo thebackbone Also, the backbonétself mustnot partition. If it does partsof the Autonomous

Systemwill becomeaunreachableBackbonepartitionscanbe repairedby configuringvirtual links (seeSectionl5).

Anotherway to think aboutareapartitionsis to look at the AutonomousSystemgraphthatwasintroducedn
Section2. ArealDs canbeviewedascolorsfor thegraphsedges- Eachedgeof the graphconnectgo a network,or
is itself a point-to-pointnetwork. In eithercase the edgeis coloredwith the network’s ArealD.

A groupof edgesall havingthe samecolor, andinterconnectetby vertices representanarea.If thetopologyof the
AutonomousSystemis intact, the graphwill haveseverakegionsof color, eachcolor beingadistinctArealD.

Whenthe AS topologychangesoneof theareasnaybecomepartitioned.The graphof the AS will thenhave
multiple regionsof the samecolor (ArealD). Theroutingin the AutonomousSystemwill continueto functionas
long astheseregionsof samecolor areconnectedy the singlebackboneegion.

1The graphs verticesrepreseneitherrouters transitnetworks,or stubnetworks. Sinceroutersmay belongto multiple areasit is not possible
to colorthegraphsvertices.
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4 Functional Summary

A separateopyof OSPFsbasicroutingalgorithmrunsin eacharea.Routershavinginterfacego multiple areasun
multiple copiesof the algorithm. A brief summaryof the routingalgorithmfollows.

Whena routerstarts,it firstinitializestherouting protocoldatastructuresThe routerthenwaitsfor indicationsfrom
thelower-level protocolsthatits interfacesarefunctional.

A routerthenusesthe OSPF5Hello Protocolto acquireneighbors TheroutersendsHello packetdo its neighbors,
andin turnreceivegheir Hello packets.On broadcasandpoint-to-pointnetworks the routerdynamicallydetectsts
neighboringroutersby sendingits Hello packetgo the multicastaddres#AllISPFRoutersOn non-broadcast
networks someconfigurationnformationis necessaryjn orderto discovemeighbors.On all multi-accessietworks
(broadcasbr non-broadcastihe Hello Protocolalsoelectsa Designatedouterfor the network.

Therouterwill attemptto form adjacenciesvith someof its newly acquiredneighbors.Topologicaldatabaseare
synchronizedetweerpairsof adjacentouters.On multi-accessietworks the DesignatedRkouterdeterminesvhich
routersshouldbecomeadjacent.

Adjacenciegontrolthedistributionof routing protocolpackets Routingprotocolpacketsaresentandreceivedonly
onadjacenciesln particulay distributionof topologicaldatabasepdategproceedslongadjacencies.

A routerperiodicallyadvertisests state which is alsocalledlink state.Link stateis alsoadvertisedvhenarouters
statechangesA router sadjacenciearereflectedin the contentof its link stateadvertisementsThis relationship
betweeradjacenciesindlink stateallowsthe protocolto detectdeadroutersin atimely fashion.

Link stateadvertisementarefloodedthroughouthearea.Thefloodingalgorithmis reliable,ensuringthatall routers
in anareahaveexactlythe sametopologicaldatabaseThis databaseonsistof thecollectionof link state
advertisementeeceivedfrom eachrouterbelongingto thearea.Fromthis databaseachroutercalculatesa
shortest-pattree,with itself asroot. This shortest-pattreein turnyieldsaroutingtablefor the protocol.

4.1 Inter-arearouting

Theprevioussectiondescribedhe operationof the protocolwithin a singlearea.Forintra-arearouting,no other
routinginformationis pertinent.In orderto beableto routeto destination®utsideof theareatheareaborderrouters
injectadditionalroutinginformationinto thearea.This additionalinformationis a distillation of therestof the
AutonomousSystemstopology

This distillation is accomplishedsfollows: Eachareaborderrouteris by definition connectedo thebackbone.
Eachareaborderroutersummarizeshetopologyof its attachedareador transmissioron thebackboneandhenceto
all otherareaborderrouters.An areaborderrouterthenhascompletetopologicalinformationconcerninghe
backboneandtheareasummariegrom eachof the otherareaborderrouters.Fromthis information,therouter
calculategpathsto all destinationsot containedn its attachedareas.Therouterthenadvertiseghesepathsinto its
attachedareas.This enableghe areasinternalroutersto pick the bestexit routerwhenforwardingtraffic to
destinationsn otherareas.

4.2 AS external routes

RouterghathaveinformationregardingotherAutonomousSystemganflood this informationthroughouthe AS.
This externalroutinginformationis distributedverbatimto everypatrticipatingrouter Thereis oneexception:
externalroutinginformationis notfloodedinto “stub” areagseeSection3.6).

To utilize externalrouting information,the pathto all routersadvertisingexternalinformationmustbe known
throughouthe AS (exceptingthe stubareas) Forthatreasonthelocationsof theseAS boundaryroutersare
summarizedy the (non-stub)areaborderrouters.
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4.3 Routing protocol packets

The OSPFprotocolrunsdirectly overlP, usinglP protocol89. OSPFdoesnot provideany explicit
fragmentation/reassembdyipport. Whenfragmentations necessaryP fragmentation/reassembiyused.OSPF
protocolpacketshavebeendesignedothatlarge protocolpacketcangenerallybe split into severaksmaller
protocolpackets.This practiceis recommendedp fragmentatiorshouldbe avoidedwhenevempossible.

Routingprotocolpacketshouldalwaysbe sentwith the IP TOSfield setto O. If atall possible routingprotocol
packetshouldbegivenpreferenceverregularlP datatraffic, bothwhenbeingsentandreceived.As anaid to
accomplishinghis, OSPFprotocolpacketsshouldhavetheir IP precedencéeld setto the valuelnternetwork
Control(see[RFC 791]).

All OSPFprotocolpacketssharea commonprotocolheadethatis describedn AppendixA. The OSPFpackettypes
arelistedbelowin Table8. Theirformatsarealsodescribedn AppendixA.

Type | Packethame Protocolfunction
1 Hello Discover/maintaimeighbors
2 Databas®escription| Summarizedatabaseontents
3 Link StateRequest | Databaselownload
4 Link StateUpdate Databaseipdate
5 Link StateAck Floodingacknowledgment

Table8: OSPFpackettypes.

OSPFsHello protocolusesHello packetdo discoverandmaintainneighborrelationships The Database
DescriptionandLink StateRequespacketsareusedin theforming of adjacenciesOSPFsreliableupdate
mechanisns implementedy theLink StateUpdateandLink StateAcknowledgmenpackets.

EachLink StateUpdatepacketcarriesa setof newlink stateadvertisementenehopfurtherawayfrom their point of
origination. A singleLink StateUpdatepacketmay containthelink stateadvertisementef severakouters.Each
advertisemenis taggedwith theID of the originatingrouteranda checksunof its link statecontents.Thefive
differenttypesof OSPHink stateadvertisementarelistedbelowin Table9.

As mentionedabove OSPFrouting packetqwith theexceptionof Hellos) aresentonly overadjacenciesNote that
this meanghatall OSPFprotocolpacketdravela singlelP hop,exceptthosethataresentovervirtual adjacencies.
ThelP sourceaddres®f anOSPFprotocolpacketis oneendof a routeradjacencyandthe IP destinatioraddresss
eitherthe otherendof theadjacencyor anIP multicastaddress.

4.4 Basicimplementation requirements
An implementatiorof OSPFrequireghefollowing piecesof systemsupport:

Timers Two differentkind of timersarerequired.Thefirst kind, calledsingleshottimers,fire onceandcausea
protocoleventto be processedT he secondkind, calledintervaltimers,fire at continuoudntervals. Theseare
usedfor thesendingof packetsatregularintervals.A goodexampleof thisis theregularbroadcasof Hello
packetqon broadcashetworks).The granularityof bothkindsof timersis onesecond.
Intervaltimersshouldbeimplementedo avoid drift. In somerouterimplementationspacketprocessingan
affecttimer execution.Whenmultiple routersareattachedo a singlenetwork,all doingbroadcastshis can
leadto the synchronizatiorof routing packetgwhich shouldbeavoided).If timerscannotbeimplementedo
avoiddrift, smallrandomamountsshouldbe addedo/subtractedrom thetimer intervalat eachfiring.
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LStype | Advertisementame | Advertisemendescription

1 Router links | Originatedby all routers. This advertisementlescribesthe
advertisements collectedstatesof the routers interfacesto an area. Flooded
throughouta singleareaonly.
2 Network links | Originatedfor multi-accessietworksby theDesignatedrouter
advertisements This advertisementontainsthelist of routersconnectedo the
network. Floodedthroughouta singleareaonly.
3,4 Summary link | Originated by area border routers, and flooded throughout
advertisements the advertisemen$ associatedarea. Each summary link

advertisementlescribesa route to a destinationoutside the
area, yet still inside the AS (i.e., an inter-arearoute). Type
3 advertisementsdescribe routes to networks. Type 4
advertisementdescriberoutesto AS boundaryrouters.

5 AS external link | Originatedby AS boundaryrouters,and flooded throughout
advertisements the AS. EachAS externallink advertisementlescribes route
to a destinationin another Autonomous System. Default
routesfor the AS canalso be describedby AS externallink

advertisements.

Table9: OSPHink stateadvertisements.

IP multicast CertainOSPFpacketdaketheform of IP multicastdatagramsSupportfor receivingandsendinglP
multicastdatagramsalongwith the appropriatdower-level protocolsupport,is required.TheIP multicast
datagramsisedby OSPFnevertravelmorethanonehop. For this reasontheability to forwardIP multicast
datagramss notrequired.Forinformationon IP multicast,see[RFC 1112].

Variable-length subnetsupport Therouter's IP protocolsupportmustincludethe ability to divide asinglelP class
A, B, or C networknumberinto manysubnetsof varioussizes.This is commonlycalledvariable-length
subnettingseeSection3.5for details.

IP supernetting support Therouter'sIP protocolsupportmustincludetheability to aggregateontiguous
collectionsof IP classA, B, andC networksinto largerquantitiescalledsupernetsSupernettindhasbeen
proposedasoneway to improvethe scalingof IP routingin theworldwide Internet.For moreinformationon
IP supernettingsee[RFC 1519].

Lower-level protocol support Thelowerlevel protocolsreferredto herearethe networkaccesgrotocols suchas
the Ethernetdatalink layer. Indicationsmustbe passedrom theseprotocolsto OSPFasthe networkinterface
goesup anddown. Forexample on anetherneit would bevaluableto knowwhentheethernetransceiver
cablebecomesinplugged.

Non-broadcastlower-level protocol support Remembethatnon-broadcastetworksaremulti-accessetworks
suchasa X.25 PDN. Onthesenetworks the Hello Protocolcanbeaidedby providinganindicationto OSPF
whenanattemptis madeto senda packetto a deador non-existentouter For examplepnanX.25PDN a
deadneighboringroutermaybeindicatedby thereceptionof a X.25 clearwith anappropriatecauseand
diagnosticandthis informationwould be passedo OSPFE

List manipulation primitives Much of the OSPFunctionalityis describedn termsof its operationon lists of link
stateadvertisementd-or example the collectionof advertisementthatwill beretransmittedo anadjacent
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routeruntil acknowledgedredescribedasalist. Any particularadvertisementaybe on manysuchlists. An
OSPFmplementatiomeeddo be ableto manipulatehesdists, addinganddeletingconstituent
advertisementasnecessary

Tasking support Certainproceduresliescribedn this specificationnvoke otherproceduresAt times,theseother
procedureshouldbeexecutedn-line, thatis, beforethe currentproceduras finished. Thisis indicatedin the
textby instructiongo executea procedure At othertimes,the otherproceduresreto be executednly when
thecurrentproceduréhasfinished. This is indicatedby instructionsto schedulea task.

4.5 Optional OSPFcapabilities

The OSPFprotocoldefinesseverabptionalcapabilities.A routerindicatesthe optionalcapabilitiesthatit supports
in its OSPFHello packetsDatabas®escriptionpacketsandin its link stateadvertisementsThis enablesouters
supportinga mix of optionalcapabilitieso coexistin a single AutonomousSystem.

Somecapabilitiesmustbe supportedy all routersattachedo a specificarea.In this casea routerwill notaccepta
neighbots Hello Packetunlessthereis a matchin reportedcapabilities(i.e., a capabilitymismatchpreventsa
neighborrelationshipfrom forming). An exampleof this is the ExternalRoutingCapabilit{seebelow).

Othercapabilitiescanbe negotiatedluringthe Databasé&xchangeprocessThis is accomplishedy specifyingthe
optionalcapabilitiesin Databaséescriptionpackets A capabilitymismatchwith aneighborin this casewill result
in only asubseDf link stateadvertisementbeingexchangedetweerthetwo neighbors.

Theroutingtablebuild processanalsobe affectedby the presence/absencé optionalcapabilities.For example,
sincethe optionalcapabilitiesarereportedn link stateadvertisementsputersincapableof certainfunctionscanbe
avoidedwhenbuilding the shortespathtree. An exampleof thisis the TOSrouting capability(seebelow).

The currentOSPFoptionalcapabilitiesarelistedbelow SeeSectionA.2 for moreinformation.

ExternalRoutingCapability Entire OSPFareascanbe configuredas“stubs” (seeSection3.6). AS external
advertisementwill notbefloodedinto stubareas.This capabilityis representetly the E-bit in the OSPF
optionsfield (seeSectionA.2). In orderto ensureconsistentonfigurationof stubareasall routersinterfacing
to suchanareamusthavethe E-bit clearin their Hello packetqseeSection®.5and10.5).

TOS capability All OSPFmplementationsnustbe ableto calculateseparateoutesbasedn IP Typeof Service.
However to saveroutingtablespaceandprocessingesourcesan OSPFroutercanbe configuredo ignore
TOSwhenforwardingpackets.In this casetheroutercalculategoutesfor TOSO0 only. This capabilityis
representedy the T-bit in the OSPFoptionsfield (seeSectionA.2). TOS-capableouterswill attemptto
avoidnon-TOS-capableouterswhencalculatingnon-zeroTOSpaths.

5 Protocol Data Structur es

The OSPFprotocolis describedn this specificationin termsof its operationon variousprotocoldatastructuresThe
following list compriseghe top-levelOSPFdatastructures Any initialization thatneedgo be doneis noted. OSPF
areasjnterfacesandneighborsalsohaveassociatedatastructureghataredescribedaterin this specification.

Router ID A 32-bitnumberthatuniquelyidentifiesthis routerin the AS. Onepossibleimplementatiorstrategy
would beto usethe smallestP interfaceaddresdelongingto therouter If arouters OSPFRouterlD is
changedtherouter s OSPFsoftwareshouldberestartedeforethe newRouterlD takeseffect. Before
restartingn orderto changdts RouterID, theroutershouldflushits self-originatedink stateadvertisements
from theroutingdomain(seeSection14.1),or theywill persistfor upto MaxAgeminutes.
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Ar eastructur es Eachoneof theareago which therouteris connectedasits own datastructure.This data
structuredescribegheworking of the basicalgorithm. Remembethateacharearunsa separateopy of the
basicalgorithm.

Backbone(area)structur e Thebasicalgorithmoperate®nthebackboneasif it wereanarea.Forthis reasorthe
backbonds representedsanareastructure.

Virtual links configured Thevirtual links configuredwith this routerasoneendpoint.In orderto haveconfigured
virtual links, therouteritself mustbe anareaborderrouter Virtual links areidentifiedby the RouterID of the
otherendpoint—whichis anotherareaborderrouter Thesetwo endpointroutersmustbeattachedo a
commonareacalledthevirtual link’ s Transitarea.Virtual links arepartof thebackboneandbehaveasif they
wereunnumberegboint-to-pointnetworksbetweerthetwo routers.A virtual link usesheintra-arearouting of
its Transitareato forward packets.Virtual links arebroughtup anddown throughthe building of the
shortest-patlreesfor the Transitarea.

List of external routes Theseareroutesto destinationgxternalto the AutonomousSystemthathavebeengained
eitherthroughdirectexperienceavith anotherrouting protocol(suchasEGP),or throughconfiguration
information,or througha combinationof the two (e.g.,dynamicexternalinformationto be advertisedy
OSPFRwith configuredmetric). Any routerhavingtheseexternalroutesis calledan AS boundaryrouter These
routesareadvertisedy therouterinto the OSPFroutingdomainvia AS externallink advertisements.

List of AS external link advertisements Partof thetopologicaldatabaseThesehaveoriginatedfrom the AS
boundaryrouters.Theycompriseroutesto destinationgxternalto the AutonomousSystem.Notethat, if the
routeris itself an AS boundaryrouter, someof theseAS externallink advertisementeavebeenself-originated.

The routing table Derivedfrom thetopologicaldatabaseEachdestinatiorthattheroutercanforwardto is
representetly a costanda setof paths.A pathis describedy its type andnexthop. For moreinformation,
seeSectionll.

TOS capability Thisitemindicateswhethertherouterwill calculateseparateéoutesbasecbn TOS. Thisis a
configurableparameterFor moreinformation,seeSections4.5and16.9.

Figure9 showsthecollectionof datastructuregpresenin atypical router Therouterpicturedis RT10,from the map
in Figure6. NotethatRouterRT10 hasa virtual link configuredo RouterRT11, with Area2 asthelink’s Transit
area.Thisis indicatedby thedashedine in Figure9. Whenthevirtual link becomesctive,throughthe building of
theshortespathtreefor Area?2, it becomeaninterfaceto the backbongseethetwo backbonenterfacesdepictedn
Figure9).

6 The AreaData Structure

Theareadatastructurecontainsall theinformationusedto run the basicrouting algorithm. Eachareamaintainsts
owntopologicaldatabaseA networkbelonggo a singlearea,andarouterinterfaceconnectdo a singlearea.Each
routeradjacencyalsobelongsto asinglearea.

The OSPFbackbonéiasall the propertief anarea.For thatreasorit is alsorepresentetdy anareadatastructure.
Notethatsomeitemsin the structureapply differentlyto the backbonghanto non-backbonareas.

Theareatopological(or link state)databaseonsistof the collectionof routerlinks, networklinks andsummary
link advertisementthathaveoriginatedfrom theareasrouters.This informationis floodedthroughouta singlearea
only. Thelist of AS externalink advertisementéeeSection5) is alsoconsideredo be partof eachareas
topologicaldatabase.
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ArealD A 32-bitnumberidentifyingthearea.0. 0. 0. 0 is reservedor the ArealD of thebackbonelf assigning
subnettedhetworksasseparatareasthelP networknumbercouldbeusedasthe ArealD.

List of componentaddressranges Theaddressangeghatdefinethearea.Eachaddressangeis specifiedby an
[address,maskjair anda statusindicationof eitherAdvertiseor DoNotAdvertise(seeSection12.4.3).Each
networkis thenassignedo anareadependingn theaddressangethatit falls into (specifiedaddressanges
arenotallowedto overlap).As anexamplejf anlP subnettedhetworkis to beits own separat®©SPFareathe
areais definedto consistof a singleaddresgange- an|P networknumberwith its natural(classA, B or C)
mask.

Associatedr outer interfaces Thisrouter sinterfacesconnectingo thearea.A routerinterfacebelonggo oneand
only onearea(or thebackbone) Forthe backbonestructurethislist includesall thevirtual links. A virtual link
is identifiedby the RouterID of its otherendpoint;its costis the costof the shortesintra-aregpaththroughthe
Transitareathatexistsbetweerthetwo routers.

List of router links advertisements A routerlinks advertisemenis generatedby eachrouterin thearea.lt
describeshe stateof therouter sinterfacedo thearea.

List of network links advertisements Onenetworklinks advertisemeris generatedor eachtransitmulti-access
networkin thearea.A networklinks advertisementiescribeshe setof routerscurrentlyconnectedo the
network.

List of summary link advertisements Summarylink advertisementeriginatefrom theareas areaborderrouters.
Theydescriberoutesto destinationsnternalto the AutonomousSystemyet externalto the area.

Shortest-pathtr ee The shortest-patlreefor the areawith this routeritself asroot. Derivedfrom thecollected
routerlinks andnetworklinks advertisementby the Dijkstra algorithm(seeSection16.1).

AuType Thetypeof authenticatiorusedfor this area.Authenticationtypesaredefinedin AppendixD. All OSPF
packetexchangesireauthenticatedDifferentauthenticatiorschemesnay be usedin differentareas.

TransitCapability Setto TRUEif andonly if thereareoneor moreactivevirtual links usingthe areaasa Transit
area.Equivalently this parametemdicatesvhethertheareacancarry datatraffic thatneitheroriginatesnor
terminatesn theareaitself. This parameters calculatedvhenthe areas shortest-pathreeis built (see
Sectionl6.1),andis usedasaninputto a subsequergtepof the routingtablebuild procesgseeSection16.3).

ExternalRoutingCapability WhetherAS externaladvertisementwill befloodedinto/throughouthearea.Thisisa
configurableparameterlf AS externaladvertisementareexcludedrom theareatheareais calleda “stub”.
Internalto stubareasroutingto AS externaldestinationsvill bebasedsolely on adefaultsummaryroute. The
backbonecannotbe configuredasa stubarea.Also, virtual links cannotbe configuredhroughstubareas For
moreinformation,seeSection3.6.

StubDefaultCost If theareahasbeenconfiguredasa stubareaandtherouteritself is anareaborderrouter, thenthe
StubDefaultCosindicatesthe costof thedefaultsummarylink thattheroutershouldadvertiseinto thearea.
Therecanbea separateostconfiguredfor eachlP TOS. SeeSection12.4.3for moreinformation.

Unlessotherwisespecifiedthe remainingsectionsof this documenteferto the operationof the protocolin asingle
area.
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7 Bringing Up Adjacencies

OSPFcreatesaadjacenciedetweemeighboringoutersfor the purposeof exchangingoutinginformation. Not every
two neighboringrouterswill becomeadjacent.This sectioncoversthe generalitiesnvolvedin creatingadjacencies.
For furtherdetailsconsultSection10.

7.1 The Hello Protocol

TheHello Protocolis responsibldor establishingandmaintainingneighborrelationshipsit alsoensureghat
communicatiorbetweemeighbords bidirectional.Hello packetsaresentperiodicallyoutall routerinterfaces.
Bidirectionalcommunicationis indicatedwhentherouterseesdtself listedin the neighbots Hello Packet.

On multi-accessetworks the Hello Protocolelectsa Designatedrouterfor the network. Amongotherthings,the
Designatedroutercontrolswhatadjacenciesvill be formedoverthe network(seebelow).

TheHello Protocolworksdifferentlyon broadcashetworks,ascomparedo non-broadcastetworks.On broadcast
networks eachrouteradvertisestself by periodicallymulticastingHello PacketsThis allowsneighborgo be
discoveredlynamically TheseHello Packetsontainthe router sview of the DesignatedRouters identity, andthe
list of routerswhoseHello Packetdhavebeenseernrecently

On non-broadcastetworkssomeconfigurationinformationis necessarjor the operationof the Hello Protocol.
Eachrouterthatmay potentiallybecomeDesignatedRouterhasallist of all otherroutersattachedo the network. A
router, havingDesignatedRouterpotential,sendsHello Packetgo all otherpotentialDesignatedrkouterswvhenits
interfaceto thenon-broadcastetworkfirst become®perational This is anattemptto find the DesignatedRouterfor
thenetwork. If therouteritself is electedDesignatedrouter it beginssendingHello Packetdo all otherrouters
attachedo the network.

After a neighborhasbeendiscoveredbidirectionalcommunicatiorensuredand(if onamulti-accessietwork)a
Designatedrouterelecteda decisionis maderegardingwhetheror not anadjacencyshouldbeformedwith the
neighbor(seeSection10.4). An attemptis alwaysmadeto establishadjacenciesver point-to-pointnetworksand
virtual links. Thefirst stepin bringingup anadjacencys to synchronizehe neighborstopologicaldatabasesThis
is coveredin the nextsection.

7.2 The Synchronization of Databases

In alink-staterouting algorithm,it is very importantfor all routers’topologicaldatabase® staysynchronized.
OSPFEsimplifiesthis by requiringonly adjacentoutersto remainsynchronized The synchronizatiorprocesegins
assoonastheroutersattemptto bring up theadjacencyEachrouterdescribests databaséy sendinga sequencef
Databas®escriptionpacketgo its neighbor EachDatabaséescriptionPacketescribes setof link state
advertisementbelongingto the router s databaseWhentheneighborseesalink stateadvertisementhatis more
recentthanits own databaseopy, it makesa notethatthis neweradvertisemenghouldberequested.

This sendingandreceivingof Databasé®escriptionpacketds calledthe “DatabaseéExchangdProcess” During this
processthetwo routersform a master/slaveelationship.EachDatabaséescriptionPacketasa sequenc@umber
Databas®escriptionPacketsentby the master(polls) areacknowledgedby the slavethroughechoingof the
sequencaumber Both polls andtheir responsesontainsummarie®f link statedata. Themasteris theonly one
allowedto retransmitDatabasdescriptionPacketslt doessoonly atfixed intervals,thelengthof which is the
configuredconstanRxmtinterval.

EachDatabasé®escriptioncontainsanindicationthattherearemorepacketso follow — the M-bit. The Database
ExchangeProcesss overwhenarouterhasreceivedandsentDatabasé@escriptionPacketsvith the M-bit off.
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During andafterthe Databasé&xchangeProcesseachrouterhasa list of thoselink stateadvertisementir which
theneighborhasmoreup-to-datdnstancesTheseadvertisementarerequestedn Link StateRequesPacketsLink
StateRequespacketghatarenot satisfiedareretransmittedht fixed intervalsof time Rxmtinterval.Whenthe
Databas®escriptionProcesdhiascompletedandall Link StateRequestfiavebeensatisfiedthe databaseare
deemedsynchronizedndthe routersaremarkedfully adjacentAt thistime the adjacencys fully functionalandis
advertisedn thetwo routers’link stateadvertisements.

Theadjacencys usedby theflooding procedureassoonasthe DatabaséxchangeProcesdegins.This simplifies
databassynchronizationandguaranteeshatit finishesin a predictableperiodof time.

7.3 The DesignatedRouter

Everymulti-accessetworkhasa DesighatedRouter The Designatedrouterperformstwo mainfunctionsfor the
routing protocol:

e TheDesignatedRouteroriginatesa networklinks advertisemenbon behalfof the network. This advertisement
lists the setof routers(includingthe DesignatedRouteritself) currentlyattachedo the network. The Link
StatelD for thisadvertisemenfseeSection12.1.4)is thelP interfaceaddres®f the Designatedrouter ThelP
networknumbercanthenbe obtainedby usingthe subnet/networknask.

e TheDesignatedrkouterbecomesadjacento all otherrouterson the network. Sincethelink statedatabaseare
synchronizedcrossadjacenciegthroughadjacencyring-upandthentheflooding procedure)the Designated
Routerplaysacentralpartin the synchronizatiormprocess.

TheDesignatedRouteris electedby the Hello Protocol.A router sHello Packettontaingts RouterPriority, whichis
configurableon a perinterfacebasis.In generalwhenarouter sinterfaceto a networkfirst becomedunctional,it
checkgo seewhetherthereis currentlya Designatedrouterfor the network. If thereis, it acceptghatDesignated
Router regardlessf its RouterPriority. (This makest harderto predicttheidentity of the Designatedrouter but
ensureshatthe Designatedrkouterchangedessoften. Seebelow) Otherwise therouteritself become®esignated
Routerif it hasthe highestRouterPriority onthe network. A moredetailed(andmoreaccuratedescriptionof
Designatedrouterelectionis presentedn Section9.4.

The DesignatedRouteris the endpointof manyadjacenciesln orderto optimizethefloodingprocedureonbroadcast
networks the DesignatedRoutermulticaststs Link StateUpdatePacketdo theaddressA\ISPFRoutersratherthan
sendingseparat@acketovereachadjacency

Section2 of this documentiscusseshedirectedgraphrepresentationf anarea.Routernodesarelabelledwith

their RouterID. Multi-accessetworknodesareactuallylabelledwith the IP addres®f their DesignatedRouter It
follows thatwhenthe Designatedrouterchangesit appearssif the networknodeonthe graphis replacedoy an
entirelynewnode.Thiswill causeéhenetworkandall its attachedoutersto originatenewlink stateadvertisements.
Until thetopologicaldatabaseagainconvege,sometemporarylossof connectivitymayresult. This mayresultin
ICMP unreachablenessagebeingsentin responseo datatraffic. Forthatreasonthe DesignatedRoutershould
changeonly infrequently RouterPrioritiesshouldbe configuredsothatthe mostdependableouteron a network
eventuallybecome®Designatedrouter

7.4 The Backup DesignatedRouter
In orderto makethetransitionto a new Designatedrkoutersmootherthereis a BackupDesignatedrouterfor each

multi-accessetwork. The BackupDesignatedRouteris alsoadjacento all routerson the network,andbecomes
Designatedrouterwhenthe previousDesignatedRouterfails. If therewereno BackupDesignatedrouter whena
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newDesignatedRouterbecamenecessarnewadjacenciesvould haveto beformedbetweerthe new Designated
Routerandall otherroutersattachedo the network. Partof theadjacencyforming processs the synchronizingof
topologicaldatabasesyhich canpotentiallytakequite along time. During thistime, the networkwould not be
availablefor transitdatatraffic. The BackupDesignateabviateshe needto form theseadjacenciessincethey
alreadyexist. This meanghe periodof disruptionin transittraffic lastsonly aslong asit takesto flood the newlink
stateadvertisementévhich announcehe newDesignatedRouter).

TheBackupDesignatedrouterdoesnot generatea networklinks advertisementfor the network. (If it did, the
transitionto a new Designatedrouterwould be evenfaster However this is atradeof betweerdatabasaizeand
speeddf convegencevhenthe DesignatedRouterdisappears.)

TheBackupDesignatedrouteris alsoelectedby the Hello Protocol.EachHello Packethasafield thatspecifieghe
BackupDesignatedrouterfor the network.

In somestepsof theflooding procedurethe BackupDesignatedRouterplaysa passiverole, letting the Designated
Routerdo moreof thework. This cutsdownon theamountof local routingtraffic. SeeSection13.3for more
information.

7.5 The graph of adjacencies

An adjacencys boundto thenetworkthatthe two routershavein common.If two routershavemultiple networksin
common they mayhavemultiple adjacenciebetweerthem.

Onecanpicturethe collectionof adjacencie®n a networkasforming anundirectedgraph. Theverticesconsistof
routerswith anedgejoining two routersif theyareadjacent.Thegraphof adjacencieslescribesheflow of routing
protocolpacketsandin particularLink StateUpdatePacketsthroughthe AutonomousSystem.

Two graphsarepossible dependingon whetherthe commonnetworkis multi-accessOn physicalpoint-to-point
networks(andvirtual links), thetwo routersjoined by the networkwill beadjacentaftertheir databasesavebeen
synchronizedOn multi-accessetworks boththe DesignatedRouterandthe BackupDesignatedRouterare
adjacento all otherroutersattachedo the network,andtheseaccounfor all adjacencies.

Thesegraphsareshownin Figure10. It is assumedhatRouterRT7 hasbecomethe DesignatedRouter andRouter
RT3 the BackupDesignatedRouter for the networkN2. The BackupDesignatedrouterperformsa lesseifunction
duringthefloodingprocedurghanthe Designatedrouter(seeSection13.3). Thisis thereasorfor the dashedines
connectinghe BackupDesignatedRouterRT3.

8 Protocol PacketProcessing

This sectiondiscusseghe generaprocessingf OSPFrouting protocolpackets .t is very importantthatthe router
topologicaldatabasesemainsynchronizedFor this reasonrouting protocolpacketsshouldgetpreferential
treatmenbverordinarydatapacketspothin sendingandreceiving.

Routingprotocolpacketsaresentalongadjacenciesnly (with the exceptionof Hello packetswhich areusedto
discoverthe adjacencies)This meanghatall routing protocolpacketdravelasinglelP hop,excepthosesentover
virtual links.

All routing protocolpacketdbeginwith a standarcheader The sectiondbelowgive thedetailson howto fill in and
verify this standarcheader Then,for eachpackettype,the sectionis listed thatgivesmoredetailson thatparticular
packettype’s processing.
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8.1 Sendingprotocol packets

Whena routersendsarouting protocolpacketit fills in thefieldsof the standardDSPFpacketheaderasfollows.
For moredetailson theheaderfformatconsultSectionA.3.1:

Version#  Setto 2, theversionnumberof the protocolasdocumentedn this specification.
Packettype Thetypeof OSPFpacketsuchasLink stateUpdateor Hello Packet.

Packetlength Thelengthof the entireOSPFpacketin bytes,includingthe standarddSPFpacketheader
Router ID  Theidentity of therouteritself (who is originatingthe packet).

ArealD The OSPFareathatthe packetis beingsentinto.

Checksum ThestandardP 16-bitone'scomplementhecksunof the entireOSPFpacketexcludingthe 64-bit
authenticatiorfield. This checksunshouldbe calculatedbeforehandingthe packetto the appropriate
authenticatiomprocedure.

AuTypeand Authentication EachOSPFpacketexchanges authenticatedAuthenticationtypesareassignedy
theprotocolanddocumentedn AppendixD. A differentauthenticatiorschemecanbeusedfor each
OSPFarea.The 64-bitauthenticatiorield is setby the appropriateauthenticatiomprocedure
(determinedy AuType). This procedureshouldbethelastcalledwhenforming the packetto besent.
Thesettingof the authenticatiorield is determinedy the packetcontentsandthe authenticatiorkey
(whichis configurableon a perinterfacebasis).

ThelP destinatioraddresdor the packetis selectedasfollows. On physicalpoint-to-pointnetworks the IP
destinatioris alwayssetto theaddresAlISPFRouters On all othernetworktypes(includingvirtual links), the
majority of OSPFpacketsaresentasunicastsj.e., sentdirectly to theotherendof theadjacencyln this casethelP
destinationis justthe Neighbor IP addressassociateavith the otherendof theadjacencyseeSection10). Theonly
packetsnot sentasunicastsareon broadcashetworks;on thesenetworksHello packetsaresentto the multicast
destinatioMAlISPFRoutersthe Designatedrouterandits BackupsendbothLink StateUpdatePacketsandLink
StateAcknowledgmenPacketgo the multicastaddresAllISPFRouterswhile all otherrouterssendboththeir Link
StateUpdateandLink StateAcknowledgmenPacketdo the multicastaddresAlIDRouters.

Retransmissionsf Link StateUpdatepacketsare ALWAY'S sentasunicasts.

ThelP sourceaddresshouldbe setto the IP addres®of the sendinginterface.Interfaceso unnumbered
point-to-pointnetworkshaveno associatedP addressOn theseinterfacesthe IP sourceshouldbe setto anyof the
otherlP addressebelongingto therouter For thisreasontheremustbe atleastonelP addressassignedo the
router 2 Notethat,for mostpurposesyirtual links actpreciselythe sameasunnumberegboint-to-pointnetworks.
However eachvirtual link doeshavean|P interface address(discoverediuringtheroutingtablebuild process)
whichis usedasthe P sourcewhensendingpacketverthevirtual link.

For moreinformationon theformatof specificOSPFpackettypes,consultthe sectiondistedin Table10.

2|t is possiblefor all of aroutersinterfacesto be unnumberegoint-to-pointlinks. In this case anlP addressnustbe assignedo theroutet
Thisaddreswill thenbe advertisedn therouter srouterlinks advertisemenasa hostroute.
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Type | Packethame detailedsection(transmit)
1 Hello Section9.5
2 Databaselescription| Section10.8
3 Link staterequest Section10.9
4 Link stateupdate Section13.3
5 Link stateack Sectionl3.5

Table10: SectiongdescribingOSPFprotocolpackettransmission.

8.2 Receivingprotocol packets

March1994

Wheneveia protocolpacketis receivedby therouterit is markedwith theinterfaceit wasreceivedon. For routers
thathavevirtual links configuredjt maynotbeimmediatelyobviouswhich interfaceto associatéhe packetwith.
ForexampleconsideitherouterRT11 depictedin Figure6. If RT11 receivesan OSPFprotocolpacketon its
interfaceto NetworkN8, it maywantto associatéhe packetwith theinterfaceto Area?2, or with thevirtual link to
RouterRT10 (whichis partof thebackbone)In thefollowing, we assumehatthe packetis initially associatedvith

the non-virtuallink. 3

In orderfor the packetto be acceptedt thelP level, it mustpassa numberof tests,evenbeforethe packetis passed

to OSPFor processing:

e ThelP checksunmustbecorrect.

e Thepackets P destinatioraddressnustbe thelP addresof the receivinginterface,or oneof the IP multicast
addressesllISPFRoutersor AlIDRouters.

e ThelP protocolspecifiedmustbe OSPF89).

¢ Locally originatedpacketshouldnotbepassednto OSPFE Thatis, the sourcelP addresshouldbe examined
to makesurethisis nota multicastpacketthattherouteritself generated.

Next,the OSPFpacketheadets verified. Thefields specifiedn the heademustmatchthoseconfiguredfor the
receivinginterface.If theydo not, thepacketshouldbe discarded:

e Theversionnumberfield mustspecifyprotocolversion?2.

e Thel6-bitone'scomplementhecksunof the OSPFpackets contentanustbe verified. Remembethatthe
64-bitauthenticatioriield mustbe excludedrom the checksuntalculation.

e TheArealD foundin the OSPFheademustbeverified. If bothof the following casedail, the packetshould
bediscardedThe ArealD specifiedn the heademusteither:

1. Matchthe ArealD of thereceivinginterface In this case the packethasbeensentovera singlehop.
Therefore the packets IP sourceaddressnustbeon the samenetworkasthereceivinginterface.This
canbedeterminedy comparinghe packets IP sourceaddresgo theinterfaces IP addressafter
maskingbothaddressewith theinterfacemask.This comparisorshouldnotbe performedon
point-to-pointnetworks.On point-to-pointnetworks theinterfaceaddressesf eachendof thelink are
assignedndependentlyif theyareassignedtall.

3Notethatin thesecasesothinterfacesthe non-virtualandthe virtual, would havethe samelP address.
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2. Indicatethe backboneln this case the packethasbeensentoveravirtual link. Thereceivingrouter
mustbeanareaborderrouter, andthe RouterlD specifiedn the packet(the sourcerouter)mustbethe
otherendof a configuredvirtual link. Thereceivinginterfacemustalsoattachto thevirtual link’ s
configuredTransitarea.If all of thesecheckssucceedthepacketis acceptedandis from nowon
associatedavith thevirtual link (andthebackbonearea).

e PacketsvhoselP destinatioris AlIDRoutersshouldonly beacceptedf the stateof thereceivinginterfaceis
DR or Backup (seeSection9.1).

e TheAuTypespecifiedn the packetmustmatchthe AuTypespecifiedfor the associatearea.

Next, the packetmustbe authenticatedThis depend®on the AuTypespecified(seeAppendixD). Theauthentication
proceduramay usean Authenticatiorkey, which canbe configuredon a perinterfacebasis.If the authentication
fails, the packetshouldbediscarded.

If the packettypeis Hello, it shouldthenbefurtherprocessetby the Hello Protocol(seeSection10.5). All other
packettypesaresent/receive@nly on adjacenciesThis meanghatthe packetmusthavebeensentby oneof the
routersactiveneighborslf thereceivinginterfaceis a multi-accessietwork(eitherbroadcasor non-broadcasthe
sendeis identifiedby the IP sourceaddresgoundin the packets IP headerlf thereceivinginterfaceis a
point-to-pointlink or avirtual link, the sendets identifiedby the RouterlD (sourcerouter)foundin the packets
OSPFheader Thedatastructureassociatedvith the receivinginterfacecontaingthelist of activeneighborsPackets
notmatchinganyactiveneighborarediscarded.

At this pointall receivedprotocolpacketsareassociateavith anactiveneighbor For thefurtherinput processingf
specificpackettypes,consultthe sectiondistedin Table11.

Type | Packethame detailedsection(receive)
1 Hello Section10.5

2 Databaselescription| Section10.6

3 Link staterequest Sectionl10.7

4 Link stateupdate Section13

5 Link stateack Sectionl3.7

Tablell: SectiongdescribingDSPFprotocolpacketreception.

9 The Interface Data Structur e

An OSPFinterfaceis the connectiorbetweerarouteranda network. Thereis a singleOSPFinterfacestructurefor
eachattachechetwork;eachinterfacestructurehasat mostonelP interfaceaddresgseebelow). The supportfor
multiple addresseen a singlenetworkis a matterfor future consideration.

An OSPFinterfacecanbe consideredo belongto theareathatcontainghe attachechetwork. All routingprotocol
packetriginatedby therouteroverthis interfacearelabelledwith theinterfaces Ar ealD . Oneor morerouter
adjacenciesnaydevelopoveraninterface.A router slink stateadvertisementeeflectthe stateof its interfacesand
theirassociateédjacencies.

Thefollowing dataitemsareassociatedvith aninterface.Note thata numberof theseitemsareactually
configuratiorfor theattachechetwork;thoseitemsmustbe the samefor all routersconnectedo the network.
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Type Thekind of networkto which theinterfaceattacheslts valueis eitherbroadcastnon-broadcastet still
multi-accesspoint-to-pointor virtual link.

State Thefunctionallevel of aninterface.Statedeterminesvhetheror notfull adjacenciesreallowedto form over
theinterface.Stateis alsoreflectedin therouterslink stateadvertisements.

IP interface address ThelP addressssociatedvith theinterface.This appearsasthe IP sourceaddressn all
routing protocolpacketriginatedoverthis interface.Interfaceso unnumberegboint-to-pointnetworksdo
nothaveanassociatedP address.

IP interface mask Also referredto asthe subnetmask,thisindicateshe portionof the IP interfaceaddresshat
identifiesthe attachechetwork. Maskingthe IP interfaceaddressvith the IP interfacemaskyieldsthe IP
networknumberof the attachedhetwork. On point-to-pointnetworksandvirtual links, the IP interfacemaskis
notdefined.On thesenetworks thelink itself is notassignedn P networknumber andsotheaddressesf
eachsideof thelink areassignedndependentlyif theyareassigneatall.

ArealD TheArealD of theareato which theattachechetworkbelongs.All routing protocolpacketsoriginating
from theinterfacearelabelledwith this ArealD.

Hellolnterval Thelengthof time,in secondsbetweertheHello packetghatthe routersendontheinterface.
Advertisedin Hello packetssentoutthis interface.

RouterDeadInterval Thenumberof seconddeforetherouter sneighborswill declareit down,whenthey stop
hearingthe routersHello Packets Advertisedin Hello packetssentoutthisinterface.

InfT ransDelay Theestimatechumberof secondst takesto transmita Link StateUpdatePacketverthisinterface.
Link stateadvertisementsontainedn theLink StateUpdatepacketwill havetheirageincrementedy this
amountbeforetransmissionThis valueshouldtakeinto accountransmissiorandpropagatiordelays;it must
begreaterthanzero.

Router Priority An 8-bit unsignednteger Whentwo routersattachedo a networkbothattemptto become
Designatedrouter theonewith the highestRouterPriority takesprecedenceA routerwhoseRouterPriority
is setto O is ineligible to becomeDesignatedrkouteron the attachedetwork. Advertisedin Hello packetssent
outthisinterface.

Hello Timer An intervaltimerthatcausegheinterfaceto senda Hello packet.Thistimer fireseveryHellolnterval
secondsNotethaton non-broadcastetworksa separatédello packetis sentto eachqualifiedneighbor

Wait Timer A singleshottimer thatcausegheinterfaceto exit the Waiting state andasa consequencselecta
DesignatedRouteron the network. The lengthof thetimeris RouterDeadIntervedeconds.

List of neighboring routers The otherroutersattachedo this network. On multi-accessietworks thislist is
formedby theHello Protocol. Adjacencieswill beformedto someof theseneighbors.Thesetof adjacent
neighborscanbe determinedy anexaminatiorof all of theneighbors’states.

DesignatedRouter The DesignatedRouterselectedor the attachechetwork. The DesignatedRouteris selectedn
all multi-accessietworksby the Hello Protocol. Two piecesof identificationarekeptfor the Designated
Router:its RouterID andits IP interfaceaddres®nthe network. The Designatedrouteradvertisedink state
for the network;this networklink stateadvertisemenis labelledwith the DesignatedRoutersIP addressThe
DesignatedRouteris initializedto 0. 0. 0. 0, which indicateshe lack of a Designatedrouter

Backup DesignatedRouter TheBackupDesignatedRouteris alsoselectedn all multi-accessetworksby the
Hello Protocol.All routersonthe attachedhetworkbecomeadjacento boththe DesignatedRouterandthe
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BackupDesignatedrouter The BackupDesignatedRouterbecome®esignatedRouterwhenthe current
Designatedrouterfails. The BackupDesignatedRouteris initializedto 0. 0. 0. 0, indicatingthe lack of a
BackupDesignatedrouter

Interface output cost(s) Thecostof sendinga datapacketon theinterface expresseth thelink statemetric. This
is advertisedasthelink costfor thisinterfacein therouterlinks advertisementTheremaybea separateost
for eachlP Typeof Service.Thecostof aninterfacemustbe greaterthanzero.

Rxmtinterval Thenumberof secondbetweerink stateadvertisementetransmissiongpr adjacenciebelonging
to this interface.Also usedwhenretransmittingDatabaséescriptionandLink StateRequesPackets.

Authentication key This configureddataallowstheauthenticatiorprocedurdo generatend/orverify the
Authenticatiorfield in the OSPFheader The Authenticationkey canbe configuredon a perinterfacebasis.
Forexamplejf the AuTypeindicatessimplepasswordthe Authenticationkey would be a 64-bit password.
This key would beinserteddirectly into the OSPFheademhenoriginatingrouting protocolpacketsandthere
couldbe a separat@asswordor eachnetwork.

9.1 Interface states

Thevariousstateghatrouterinterfacesnay attainis documentedh this section.The statesarelistedin orderof
progressindunctionality. For exampletheinoperativestateis listedfirst, followed by alist of intermediatestates
beforethefinal, fully functionalstateis achieved.The specificatiormakesuseof this orderingby sometimesnaking
referencesuchas“thoseinterfacesn stategreaterthanX”.

Figure11 showsthe graphof interfacestatechangesThearcsof thegrapharelabelledwith the eventcausinghe
statechange.Theseeventsaredocumentedn Section9.2. Theinterfacestatemachineis describedn moredetailin
Section9.3.

Down Thisis theinitial interfacestate.In this state thelower-level protocolshaveindicatedthattheinterfaceis
unusableNo protocoltraffic atall will be sentor receivedon suchainterface.In this state interface
parametershouldbesetto theirinitial values.All interfacetimersshouldbe disabled andthereshouldbe no
adjacenciesssociatedavith theinterface.

Loopback In this state therouter sinterfaceto the networkis loopedback. The interfacemay beloopedbackin
hardwareor software.Theinterfacewill beunavailablefor regulardatatraffic. However it may still be
desirableo gaininformationon the quality of this interface eitherthroughsending CMP pingsto the
interfaceor throughsomethindike abit errortest. For this reason|P packetanaystill beaddressetb an
interfacein Loopbackstate.To facilitate this, suchinterfacesareadvertisedn routerlinks advertisementas
singlehostroutes whosedestinatioris the IP interfaceaddress?

Waiting In this state therouteris trying to determingheidentity of the (Backup)DesignatedRouterfor the
network. To do this, theroutermonitorsthe Hello Packetst receives.Therouteris notallowedto electa
BackupDesignatedrouternor a DesignatedRouteruntil it transitionsout of Waiting state.This prevents
unnecessarghange®f (Backup)Designatedrouter

Point-to-point In this state theinterfaceis operationalandconnectsitherto a physicalpoint-to-pointnetworkor
to avirtual link. Uponenteringthis state the routerattemptdo form anadjacencywith the neighboringrouter
Hello Packetsaresentto the neighboreveryHellolntervalseconds.

4Note that no hostrouteis generatedor, andno IP packetscanbe addressedo, interfacesto unnumberedboint-to-pointnetworks. This is
regardles®f suchaninterfaces state.
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DR Other Theinterfaceis to a multi-accessietworkonwhich anotherouterhasbeenselectedo bethe Designated
Router In this state therouteritself hasnot beenselectedBackupDesignatedRoutereither Therouterforms
adjacencie$o boththe DesignatedRouterandthe BackupDesignatedRouter(if theyexist).

Backup In this state therouteritself is the BackupDesignatedrouteron the attachechetwork. It will be promoted
to Designatedrouterwhenthe presenDesignatedRouterfails. Therouterestablishesadjacencieso all other
routersattachedo the network. The BackupDesignatedRouterperformsslightly differentfunctionsduring
theFloodingProcedureascomparedo the DesignatedRouter(seeSection13.3). SeeSection7.4for more
detailson thefunctionsperformedby the BackupDesignatedrouter

DR In this state this routeritself is the DesignatedRouteron the attachedetwork. Adjacenciesareestablishedo
all otherroutersattachedo the network. The routermustalsooriginatea networklinks advertisemenfor the
networknode.Theadvertisementvill containlinks to all routers(includingthe DesignatedRouteritself)
attachedo the network. SeeSection7.3for moredetailson thefunctionsperformedby the Designatedrouter

9.2 Eventscausinginterface statechanges

Statechangeganbe effectedby a numberof events.Theseeventsarepicturedasthelabelledarcsin Figurell. The
labeldefinitionsarelistedbelow For a detailedexplanatiorof the effect of theseeventson OSPFprotocoloperation,
consultSection9.3.

InterfaceUp Lower-level protocolshaveindicatedthatthe networkinterfaceis operational.This enableghe
interfaceto transitionout of Down state.On virtual links, the interfaceoperationaindicationis actuallya
resultof the shortespathcalculation(seeSectionl16.7).

WaitTimer TheWait Timerhasfired, indicatingthe endof thewaiting periodthatis requiredbeforeelectinga
(Backup)DesignatedRouter

BackupSeen Therouterhasdetectedhe existenceor non-existencef a BackupDesignatedRouterfor the network.
Thisis donein oneof two ways. First,anHello Packetmaybereceivedirom aneighborclaimingto beitself
theBackupDesignatedRouter Alternatively, anHello Packetmaybereceivedfrom a neighborclaimingto be
itself the DesighatedRouter andindicatingthatthereis no BackupDesignatedRouter In eithercasethere
mustbe bidirectionalcommunicatiorwith theneighbori.e., theroutermustalsoappeain the neighbots
Hello Packet.This eventsignalsan endto the Waiting state.

NeighborChange Therehasbeena changen the setof bidirectionalneighborsassociatedvith theinterface.The
(Backup)DesignatedRkouterneeddo berecalculated The following neighborchangedeadto the
NeighborChangeevent.For an explanatiorof neighborstatesseeSection10.1.

e Bidirectionalcommunicatiorhasbeenestablishedo a neighbor In otherwords,the stateof the neighbor
hastransitionedo 2-Way or highet

e Thereis nolongerbidirectionalcommunicatiorwith aneighbor In otherwords,the stateof the neighbor
hastransitionedo Init or lower.

e Oneof thebidirectionalneighbords newly declaringitself aseitherDesignatedRkouteror Backup
DesignatedRouter Thisis detectedhroughexaminatiorof thatneighbots Hello Packets.

e Oneof thebidirectionalneighbords nolongerdeclaringitself asDesignatedrouter or is nolonger
declaringitself asBackupDesignatedRouter Thisis againdetectedhroughexaminatiorof that
neighbots Hello Packets.
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e TheadvertisedRouter Priority for abidirectionalneighborhaschangedThisis againdetectedhrough
examinatiorof thatneighbots Hello Packets.

Loopind An indicationhasbeenreceivedthatthe interfaceis nowloopedbackto itself. Thisindicationcanbe
receivedeitherfrom networkmanagementr from thelower level protocols.

Unloopind An indicationhasbeenreceivedhattheinterfaceis nolongerloopedback. As with the Loopind event,
thisindicationcanbereceivedeitherfrom networkmanagementr from the lower level protocols.

InterfaceDown Lower-level protocolsindicatethatthis interfaceis nolongerfunctional. No matterwhatthe current
interfacestateis, thenewinterfacestatewill be Down.

9.3 The Interface statemachine

A detaileddescriptionof theinterfacestatechangegollows. Eachstatechangds invokedby anevent(Section9.2).
This eventmay producedifferenteffects,dependingn the currentstateof the interface.For this reasonthestate
machinebelowis organizedby currentinterfacestateandreceivedevent.Eachentryin the statemachinedescribes
theresultingnewinterfacestateandthe requiredsetof additionalactions.

Whenaninterfaces statechangesit maybenecessaryo originatea newrouterlinks advertisementSee
Sectionl2.4for moredetails.

Someof therequiredactionsbelowinvolve generatingeventsfor the neighborstatemachine.For examplewhenan
interfacebecomesnoperative all neighborconnectionsssociateavith the interfacemustbe destroyedFor more
informationon the neighborstatemachine seeSection10.3.

State(s): Down
Event:  InterfaceUp
Newstate:  Dependaiponactionroutine

Action:  StarttheintervalHello Timer, enablingthe periodicsendingof Hello packetsutthe
interface.If the attachedhetworkis a physicalpoint-to-pointnetworkor virtual link,
theinterfacestatetransitionsto Point-to-Point. Else,if therouteris noteligible to
becomeDesignatedRoutertheinterfacestatetransitionsto DR Other.
Otherwisethe attachedhetworkis multi-acces@andtherouteris eligible to become
DesignatedRouter In this casejn anattemptto discoverthe attachedchetwork’s
Designatedroutertheinterfacestateis setto Waiting andthe singleshotWait
Timer is started.If in additionthe attachedetworkis non-broadcasgexaminethe
configuredist of neighbordor this interfaceandgeneratehe neighboreventStart
for eachneighborthatis alsoeligible to becomeDesignatedRouter

State(s): Waiting
Event:  BackupSeen
Newstate:  Dependaiponactionroutine.

Action:  Calculatethe attachechetwork’s BackupDesignatedRkouterandDesignatedrouter
asshownin Section9.4. As aresultof this calculation the new stateof theinterface
will beeitherDR Other, Backup or DR.

State(s): Waiting
Event: WaitTimer

Moy [Page37]



RFC1583 OSPFVersion2 March1994

Newstate:  Dependaiponactionroutine.

Action:  Calculatethe attachechetwork’s BackupDesignatedRkouterandDesignatedrouter
asshownin Section9.4. As aresultof this calculation the new stateof theinterface
will beeitherDR Other, Backup or DR.

State(s): DR Other, Backup or DR
Event:  NeighborChange
Newstate:  Dependaiponactionroutine.

Action: Recalculatehe attachedhetwork’s BackupDesignatedrouterandDesignated
Router asshownin Section9.4. As aresultof this calculation the new stateof the
interfacewill beeitherDR Other, Backup or DR.

State(s): Any State
Event: InterfaceDown
Newstate: Down

Action:  All interfacevariablesareresetandinterfacetimersdisabled.Also, all neighbor
connectiong@ssociatedvith theinterfacearedestroyedThisis doneby generating
theeventKillNbr onall associatesheighborgseeSection10.2).

State(s): Any State
Event:  Loopind
Newstate:  Loopback

Action:  Sincethis interfaceis nolongerconnectedo the attachechetworktheactions
associateavith theabovelnterfaceDown eventareexecuted.

State(s): Loopback
Event:  Unloopind
Newstate:  Down

Action: No actionsarenecessaryor exampletheinterfacevariableshavealreadybeen
resetuponenteringthe Loopback state.Notethatreceptionof aninterfaceUp event
is necessarpeforetheinterfaceagainbecomedully functional.

9.4 Electing the DesignatedRouter

This sectiondescribeshe algorithmusedfor calculatinga network’s DesignatedRkouterandBackupDesignated
Router This algorithmis invokedby the Interfacestatemachine.Theinitial time arouterrunstheelectionalgorithm
for a network,the network’s DesignatedRouterandBackupDesignatedRouterareinitializedto 0. 0. 0. 0. This
indicateghelack of botha DesignatedRouteranda BackupDesignatedRouter

The DesignatedRouterelectionalgorithmproceedssfollows: Call therouterdoingthe calculationRouterX. The
list of neighborsattachedo the networkandhavingestablishedbidirectionalcommunicatiorwith RouterX is
examined.Thislist is preciselythe collectionof RouterX’ sneighborgon this network)whosestateis greaterthan
or equalto 2-Way (seeSection10.1). RouterX itself is alsoconsideredo beon thelist. Discardall routersfrom the
list thatareineligible to becomeDesignatedRouter (RoutershavingRouterPriority of 0 areineligible to become
Designatedrouter.) Thefollowing stepsarethenexecutedconsideringonly thoseroutersthatremainon thelist:
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1. Notethecurrentvaluesfor the network’s DesignatedRkouterandBackupDesignatedRouter Thisis usedater
for comparisorpurposes.

2. CalculatethenewBackupDesignatedRouterfor the networkasfollows. Only thoseroutersonthelist that
havenot declaredhemselves$o be DesignatedRouterareeligible to becomeBackupDesignatedRouter If
oneor moreof theseroutershavedeclaredhemselve8ackupDesignatedrouter(i.e., theyarecurrently
listing themselvessBackupDesignatedRouter but notasDesignatedrouter in their Hello Packetstheone
havinghighestRouterPriority is declaredo be BackupDesignatedrouter In caseof atie, theonehavingthe
highestRouterID is chosenlf noroutershavedeclaredhemselve8ackupDesignatedrkouter choosehe
routerhavinghighestRouterPriority, (againexcludingthoserouterswho havedeclaredhemselve®esignated
Router),andagainusethe RouterlD to breakties.

3. Calculatethenew DesignatedRouterfor the networkasfollows. If oneor moreof theroutershavedeclared
themselve®esignatedrouter(i.e., theyarecurrentlylisting themselvessDesignhatedRouterin their Hello
Packets}he onehavinghighestRouterPriority is declaredo be Designatedrouter In caseof atie, theone
havingthe highestRouterID is chosenlIf noroutershavedeclaredhemselve®esignatedrouter assigrthe
Designatedrouterto bethe sameasthe newly electedBackupDesignatedRouter

4. If RouterX is now newly the DesignatedRouteror newly the BackupDesignatedRouter or is now no longer
the DesignatedRouteror no longerthe BackupDesignatedRouter repeatsteps?2 and3, andthenproceedo
step5. Forexamplejf RouterX is nowthe Designatedrkouter whenstep? is repeateX will nolongerbe
eligible for BackupDesignatedrouterelection.Amongotherthings,thiswill ensurehatno routerwill
declareitself bothBackupDesignatedrouterand DesignatedRouter °

5. As aresultof thesecalculationstherouteritself maynow be Designatedrouteror BackupDesignatedRouter
SeeSections/.3and7.4for the additionaldutiesthis would entail. Therouter sinterfacestateshouldbe set
accordingly If therouteritself is now Designatedrouter thenewinterfacestateis DR. If therouteritself is
now BackupDesignatedrouter the newinterfacestateis Backup. Otherwisethe newinterfacestateis DR
Other.

6. If theattachecdhetworkis non-broadcasgndtherouteritself hasjust becomeeitherDesignatedrouteror
BackupDesignatedRouter it muststartsendingHello Packetgo thoseneighborghatarenot eligible to
becomeDesignatedRouter(seeSection9.5.1). Thisis doneby invoking theneighboreventStart for each
neighborhavinga Router Priority of 0.

7. If theabovecalculationshavecausedheidentity of eitherthe Designatedrouteror BackupDesignated
Routerto changethe setof adjacenciesissociateavith thisinterfacewill needto be modified. Some
adjacenciesnay needto be formed,andothersmay needto be broken.To accomplistthis, invokethe event
AdjOK? onall neighboravhosestateis atleast2-Way. Thiswill causeheir eligibility for adjacencyto be
reexaminedseeSectionsl0.3and10.4).

Thereasorbehindtheelectionalgorithm’s complexityis the desirefor anorderlytransitionfrom BackupDesignated
Routerto Designatedrouter whenthe currentDesignatedRouterfails. This orderlytransitionis ensuredhroughthe
introductionof hysteresisno newBackupDesignatedRoutercanbe choseruntil the old Backupacceptsts new
DesignatedRouterresponsibilities.

5|t is instructiveto seewhathappensvhenthe DesighatedRouterfor thenetworkcrashesCall the DesignatedRouterfor the networkRT1, and
theBackupDesignatedRouterRT2. If RouterRT1 crashegor maybeits interfaceto the networkdies),theotherrouterson the networkwill detect
RT1'sabsencevithin RouterDeadIntervadecondsAll routersmaynot detecthis at preciselythe sametime; theroutersthatdetectRT1'sabsence
beforeRT2 doeswill, for atime, selectRT2 to be both Designatedrouterand BackupDesignatedRouter WhenRT2 detectshat RT1 is gone
it will moveitself to DesignhatedRouter At this time, the remainingrouterhavinghighestRouterPriority will be selectedasBackupDesignated
Router
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Theaboveproceduranay electthe samerouterto be both DesignatedrkouterandBackupDesignatedRouter
althoughthatrouterwill neverbethe calculatingrouter(RouterX) itself. The electedDesignatedRoutermay notbe
therouterhavingthe highestRouterPriority, nor will the BackupDesignatedRouternecessariljhhavethesecond
highestRouterPriority. If RouterX is notitself eligible to becomeDesignatedroutet it is possiblethatneithera
BackupDesignatedrouternor a DesignatedRouterwill be selectedn theaboveprocedure Note alsothatif Router
X is theonly attachedouterthatis eligible to becomeDesignatedRouter it will selectitself asDesignatedrouter
andtherewill benno BackupDesignatedRouterfor the network.

9.5 SendingHello packets

Hello packetsaresentout eachfunctioningrouterinterface.Theyareusedto discoverandmaintainneighbor
relationships® Onmulti-accessetworks Hello Packetsarealsousedto electthe DesignatedRouterandBackup
DesignatedRouter andin thatway determinevhatadjacencieshouldbe formed.

Theformatof anHello packetis detailedin SectionA.3.2. TheHello Packettontainstherouters Router Priority
(usedin choosinghe DesignatedRouter),andtheinterval betweerHello Packetsentout theinterface
(Hellolnterval). TheHello Packetalsoindicateshow oftenaneighbormustbe heardfrom to remainactive
(RouterDeadInterval). Both HellolntervalandRouterDeadIntervahustbethe samefor all routersattachedo a
commonnetwork. TheHello packetalsocontaingthe P addressnaskof the attachedetwork(Network Mask). On
unnumberegboint-to-pointnetworksandon virtual links this field shouldbe setto 0. 0. 0. O.

TheHello packets Options field describegherouter s optional OSPFcapabilities.Therearecurrentlytwo optional
capabilitiesdefined(seeSectionsA.5andA.2). TheT-bit of the Options field shouldbe setif therouteris capableof
calculatingseparateoutesfor eachlP TOS. The E-bit shouldbesetif andonly if the attachedareais capableof
processincAS externaladvertisement§.e., it is nota stubarea).If the E-bit is setincorrectlytheneighboring
routerswill refuseto acceptheHello Packet(seeSection10.5). Therestof the Hello Packets Options field should
besetto zero.

In orderto ensurgwo-way communicatiorbetweeradjacentouters the Hello packetcontainghelist of all routers
from which Hello Packetdhavebeenseernrecently The Hello packetalsocontaingherouter s currentchoicefor
DesignatedRouterandBackupDesignatedRouter A valueof 0. 0. 0. 0 in thesefields meanghatonehasnot yet
beenselected.

On broadcashetworksandphysicalpoint-to-pointnetworks,Hello packetsaresenteveryHellolntervalsecondgo
thelP multicastaddresllISPFRoutersOnvirtual links, Hello packetsaresentasunicastgaddressedirectly to the
otherendof thevirtual link) everyHellolntervalsecondsOn non-broadcastetworks the sendingof Hello packets
is morecomplicated.Thiswill becoveredn thenextsection.

9.5.1 SendingHello packetson non-broadcastnetworks

Staticconfigurationinformationis necessaryn orderfor the Hello Protocolto functionon non-broadcastetworks
(seeSectionC.5). Everyattachedouterwhichis eligible to becomeDesignatedrouterhasa configuredist of all of
its neighborson the network. Eachlisted neighboris labelledwith its DesignatedRoutereligibility .

TheinterfacestatemustbeatleastWaiting for any Hello Packetdo be sent.Hello Packetarethensentdirectly (as
unicasts}o somesubsebf arouter sneighbors.SometimesanHello Packetis sentperiodicallyon atimer; at other
timesit is sentasaresponseo areceivedHello Packet.A router s hello-sendingbehaviorvariesdependingpn
whethertherouteritself is eligible to becomeDesignatedrouter

60n point-to-pointnetworks,the lower level protocolsindicatewhetherthe neighboris up andrunning. Likewise, existenceof the neighbor
on virtual links is indicatedby the routing table calculation. However in both thesecasesthe Hello Protocolis still used. This ensureghat
communicatiorbetweertheneighbords bidirectional,andthateachof the neighborshasa functioningrouting protocollayer.
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If therouteris eligible to becomeDesignatedrouter it mustperiodicallysendHello Packetgo all neighborghatare
alsoeligible. In addition,if therouteris itself the Designatedrouteror BackupDesignatedRouter it mustalsosend
periodicHello Packetdo all otherneighbors.This meanghatanytwo eligible routersarealwaysexchanging-ello
Packetswhich is necessaryor the correctoperationof the Designatedrouterelectionalgorithm. To minimizethe
numberof Hello Packetsent,thenumberof eligible routerson anon-broadcastetworkshouldbe keptsmall.

If therouteris noteligible to becomeDesignatedrouter it mustperiodicallysendHello Packetdo boththe
Designatedrouterandthe BackupDesignatedrouter(if theyexist). It mustalsosendanHello Packetin replyto an
Hello Packetreceivedrom anyeligible neighbor(otherthanthe currentDesignatedrouterandBackupDesignated
Router).Thisis neededo establishaninitial bidirectionalrelationshipwith anypotentialDesignatedRouter

WhensendingHello packetgeriodicallyto any neighbor theintervalbetweerHello Packetss determinedy the
neighbots state.If theneighboris in stateDown, Hello PacketaresenteveryPollintervalsecondsOtherwise,
Hello PacketsaaresenteveryHellointervalseconds.

10 The Neighbor Data Structure

An OSPFrouterconversesvith its neighboringrouters.Eachseparateonversatiorns describedy a “neighbordata
structure”.Eachconversations boundto a particularOSPFrouterinterface andis identifiedeitherby the
neighboringoutef s OSPFRouterID or by its NeighborlP addresgseebelow). Thusif theOSPFrouterandanother
routerhavemultiple attachechetworksin common,multiple conversationgnsuegachdescribedy a unique
neighbordatastructure.Eachseparateonversatioris looselyreferredto in thetext asbeinga separaténeighbofr’.

Theneighbordatastructurecontainsall informationpertinentto theforming or formedadjacencyetweerthe two
neighbors (However remembethatnot all neighbordbecomeadjacent.)An adjacencycanbe viewedasa highly
developedconversatiorbetweertwo routers.

State Thefunctionallevel of the neighborconversationThis is describedn moredetailin Section10.1.

Inactivity Timer A singleshottimerwhosefiring indicateshatno Hello Packethasbeenseerfrom this neighbor
recently Thelengthof thetimeris RouterDeadIntervadeconds.

Master/Slave Whenthe two neighborsareexchanginglatabasegheyform amaster/slaveelationship.The master
sendghefirst Databas®escriptionPacketandis the only partthatis allowedto retransmit.The slavecan
only respondo the mastets DatabasdescriptionPackets The master/slaveelationships negotiatedn state
ExStart.

DD SequenceéNumber A 32-bitnumberidentifying individual Databas@®escriptionpackets Whenthe neighbor
stateExStartis enteredthe DD sequenc&umbershouldbe setto avaluenot previouslyseenby the
neighboringouter Onepossibleschemas to usethe machinestime of daycounter TheDD sequence
numberis thenincrementedy the mastewith eachnew Databas®escriptionpacketsent. Theslaves DD
sequencaumberindicateghelastpacketreceivedfrom the master Only onepacketis allowedoutstandingat
atime.

Neighbor ID The OSPFRouterID of the neighboringrouter TheNeighborlD is learnedwhenHello packetsare
receivedrrom the neighbor or is configuredf thisis a virtual adjacencyseeSectionC.4).

Neighbor Priority The RouterPriority of the neighboringrouter Containedn the neighbois Hello packetsthis
itemis usedwhenselectingthe Designatedrouterfor theattachechetwork.
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Neighbor IP address TheIP addres®f the neighboringrouter sinterfaceto theattachechetwork. Usedasthe
DestinationlP addressvhenprotocolpacketsaresentasunicastsalongthis adjacencyAlso usedin router
links advertisementastheLink ID for theattachechetworkif the neighboringouteris selectedo be
Designatedrouter(seeSection12.4.1). The NeighborlP addresss learnedwhenHello packetsarereceived
from the neighbor For virtual links, the NeighborlP addresss learnedduringthe routingtablebuild process
(seeSectionl5).

Neighbor Options The optionalOSPFcapabilitiessupportedy theneighbor Learnedduringthe Database
ExchangeprocesqseeSection10.6). The neighbois optional OSPFcapabilitiesarealsolistedin its Hello
packets.This enableseceivedHello Packetgo berejected(i.e., neighborrelationshipswill notevenstartto
form) if thereis amismatchin certaincrucial OSPFcapabilitiegseeSection10.5). The optional OSPF
capabilitiesaredocumentedn Section4.5.

Neighbor's DesignatedRouter Theneighbotsideaof the DesignatedRouter If thisis the neighboritself, thisis
importantin thelocal calculationof the DesignatedRkouter Definedonly on multi-accessietworks.

Neighbor's Backup DesignatedRouter Theneighbotsideaof the BackupDesignatedRouter If thisis the
neighboritself, thisis importantin thelocal calculationof the BackupDesignatedRkouter Definedonly on
multi-accessetworks.

Thenextsetof variablesarelists of link stateadvertisementsThesdists describesubset®f the areatopological
databaseTherecanbefive distincttypesof link stateadvertisements anareatopologicaldatabaserouterlinks,
networklinks, and Type 3 and4 summarylinks (all storedin theareadatastructure) andAS externallinks (storedin
theglobal datastructure).

Link stateretransmissionlist Thelist of link stateadvertisementthathavebeenfloodedbut notacknowledgean
thisadjacencyThesewill beretransmittedatintervalsuntil they areacknowledgedor until the adjacencys
destroyed.

Databasesummary list Thecompletdist of link stateadvertisementthatmakeup the areatopologicaldatabaseat
themomentthe neighborgoesinto Databasd&xchangestate. Thislist is sentto theneighborin Database
Descriptionpackets.

Link staterequestlist Thelist of link stateadvertisementthatneedto bereceivedirom this neighborin orderto
synchronizehetwo neighborstopologicaldatabasesThislist is createcasDatabas@®escriptionpacketsare
receivedandis thensentto the neighborin Link StateRequespackets.Thelist is depletedasappropriate
Link StateUpdatepacketsarereceived.

10.1 Neighbor states

The stateof a neighbor(really, the stateof a conversatiorbeingheldwith a neighboringrouter)is documentedn the
following sections.The statesarelistedin orderof progressindunctionality Forexampletheinoperativestateis
listedfirst, followed by alist of intermediatestatesbeforethefinal, fully functionalstateis achieved.The
specificatiormakesuseof this orderingby sometimesnakingreferencesuchas“thoseneighbors/adjacenciés
stategreaterthanX”. Figures12 and13showthegraphof neighborstatechangesThearcsof thegraphsare
labelledwith the eventcausinghe statechange . The neighboreventsaredocumentedn Section10.2.

Thegraphin Figure12 showsthe statechange®ffectedby theHello Protocol. The Hello Protocolis responsibldor
neighboracquisitionandmaintenanceandfor ensuringtwo way communicatiorbetweemeighbors.

Thegraphin Figure 13 showsthe forming of anadjacencyNot everytwo neighboringroutershecomeadjacen{see
Sectionl10.4). Theadjacencystartsto form whentheneighboris in stateExStart. After thetwo routersdiscover
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their master/slavastatus the statetransitionsto Exchange At this pointthe neighborstartsto beusedin theflooding
procedureandthetwo neighboringroutersbeginsynchronizingheir databasesWhenthis synchronizations
finished the neighboris in stateFull andwe saythatthetwo routersarefully adjacentAt this pointtheadjacencys
listedin link stateadvertisements.

Foramoredetaileddescriptionof neighborstatechangestogethemvith theadditionalactionsinvolvedin each
changeseeSection10.3.

Down Thisis theinitial stateof a neighborconversationlt indicatesthattherehasbeenno recentinformation
receivedrrom the neighbor On non-broadcastetworks,Hello packetamaystill besentto “Down” neighbors,
althoughat areducedrequency(seeSection9.5.1).

Attempt This stateis only valid for neighborsattachedo non-broadcastetworks.It indicatesthatnorecent
informationhasbeenreceivedrom theneighborbutthatamoreconcertedffort shouldbe madeto contactthe
neighbor This is doneby sendinghe neighborHello packetsatintervalsof Hellolnterval(seeSection9.5.1).

Init In this state,anHello packethasrecentlybeenseenfrom the neighbor However bidirectionalcommunication
hasnot yetbeenestablishedvith the neighbor(i.e., therouteritself did not appeatn the neighbots Hello
packet).All neighbordn this state(or higher)arelistedin the Hello packetssentfrom the associatedhterface.

2-Way In this state,communicatiorbetweerthetwo routersis bidirectional. This hasbeenassuredy the operation
of theHello Protocol. Thisis themostadvancedtateshortof beginningadjacencyestablishmentThe
(Backup)DesignatedRouteris selectedrom the setof neighbordn state2-Way or greater

ExStart Thisis thefirst stepin creatinganadjacencybetweerthetwo neighboringrouters.The goal of this stepis
to decidewhich routeris the masterandto decideupontheinitial DD sequenc@umber Neighbor
conversationin this stateor greaterarecalledadjacencies.

Exchange In this statetherouteris describingits entirelink statedatabasdy sendingDatabas®escriptionpackets
to the neighbor EachDatabas@®escriptionPackethasa DD sequenc&umberandis explicitly
acknowledgedOnly oneDatabaséescriptionPackets allowedoutstandingat any onetime. In this state,
Link StateRequesPacketsnayalsobe sentaskingfor theneighbots morerecentadvertisementsAll
adjacencieth Exchangestateor greaterareusedby thefloodingprocedureln fact, theseadjacenciesre
fully capableof transmittingandreceivingall typesof OSPFrouting protocolpackets.

Loading In this state Link StateRequespacketsaresentto the neighboraskingfor the morerecentadvertisements
thathavebeendiscoveredbut notyetreceived)n the Exchangestate.

Full In this state the neighboringroutersarefully adjacent.Theseadjacenciesvill how appeain routerlinks and
networklinks advertisements.

10.2 Eventscausingneighbor statechanges

Statechangeganbe effectedby a numberof events.Theseeventsareshownin thelabelsof the arcsin Figures12
and13. Thelabeldefinitionsareasfollows:

HelloReceived A Hello packethasbeenreceivedrom aneighbor

Start Thisis anindicationthatHello Packetshouldnow be sentto the neighboratintervalsof Hellolnterval
secondsThis eventis generate@nly for neighborsassociateavith non-broadcastetworks.

2-WayReceivedBidirectionalcommunicatiorhasbeenrealizedbetweerthetwo neighboringrouters.Thisis
indicatedby thisrouterseeingtself in the other's Hello packet.
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NegotiationDone The Master/SlaveelationshiphasbeennegotiatedandDD sequenc&umbershavebeen
exchangedThis signalsthe startof the sending/receivingf Databas@®escriptionpackets.For more
informationon the generatiorof this event,consultSection10.8.

ExchangeDoneBoth routershavesuccessfullyransmitteda full sequencef Databasé@escriptionpacketsEach
routernow knowswhatpartsof its link statedatabasareout of date.For moreinformationon thegeneration
of this event,consultSection10.8.

BadLSReq A Link StateRequeshasbeenreceivedfor alink stateadvertisementot containedn thedatabase.
Thisindicatesanerrorin the Databasd&xchangegrocess.

Loading Done Link StateUpdateshavebeenreceivedfor all out-of-dateportionsof the databaseThisis indicated
by theLink staterequestlist becomingemptyafterthe Databasd&xchangegrocesshascompleted.

AdjOK? A decisionmustbe made(again)asto whetheranadjacencyshouldbe established/maintainesith the
neighbor This eventwill startsomeadjacencie$orming,anddestroyothers.

Thefollowing eventscausewell developedeighbordo revertto lesserstates Unlike theaboveeventstheseevents
may occurwhenthe neighborconversations in any of a numberof states.

SegNumberMismatch A Databaséescriptionpackethasbeenreceivedthateithera) hasanunexpectedD
sequencaumber b) unexpectedhhasthe Init bit setor ¢) hasan Optionsfield differing from the lastOptions
field receivedn a Databaséescriptionpacket.Any of theseconditionsindicatethat someerrorhasoccurred
duringadjacencyestablishment.

1-Way An Hello packethasbeenreceivedirom the neighborin which this routeris not mentioned.Thisindicates
thatcommunicatiorwith the neighboris not bidirectional.

KillNbr Thisis anindicationthatall communicatiorwith the neighboris now impossibleforcing the neighborto
revertto Down state.

InactivityT imer Theinactivity Timer hasfired. This meanghatno Hello packetshavebeenseerrecentlyfrom the
neighbor The neighbomrevertsto Down state.

LLDown Thisis anindicationfrom thelowerlevel protocolsthatthe neighboris now unreachablel-or example on
anX.25 networkthis could beindicatedby anX.25 clearindicationwith appropriatecauseanddiagnostic
fields. This eventforcestheneighborinto Down state.

10.3 The Neighbor statemachine

A detaileddescriptionof the neighborstatechangedollows. Eachstatechanges invokedby anevent
(Sectionl10.2). This eventmay producedifferenteffects,dependingon the currentstateof the neighbor For this
reasonthe statemachinebelowis organizedby currentneighborstateandreceivedevent.Eachentryin thestate
machinedescribesheresultingnewneighborstateandthe requiredsetof additionalactions.

Whena neighbois statechangesit maybe necessaryo rerunthe DesignatedRouterelectionalgorithm. This is
determinedy whethertheinterfaceNeighborChangeeventis generatedseeSection9.2). Also, if the Interfaceis
in DR state(therouteris itself Designatedrouter),changesn neighborstatemay causea newnetworklinks
advertisemento beoriginated(seeSection12.4).

Whenthe neighborstatemachineneedgo invoketheinterfacestatemachinejt shouldbe doneasa scheduledask
(seeSectiond.4). This simplifiesthings,by ensuringthatneitherstatemachinewill be executedecursively
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State(s): Down
Event:  Start
Newstate:  Attempt

Action:  SendanHello Packeto theneighbor(this neighboris alwaysassociateavith a
non-broadcagtetwork)andstartthe Inactivity Timerfor theneighbor Thetimer's
laterfiring would indicatethatcommunicatiorwith the neighborwasnot attained.

State(s): Attempt
Event: HelloReceived
Newstate: Init

Action: Restarthe Inactivity Timerfor the neighbor sincethe neighborhasnow beenheard
from.

State(s): Down
Event: HelloReceived
Newstate: Init

Action:  Startthelnactivity Timerfor theneighbor Thetimer slaterfiring would indicatethat
theneighboris dead.

State(s):  Init orgreater
Event:  HelloReceived
Newstate:  No statechange.

Action: Restarthe Inactivity Timerfor the neighbor sincethe neighborhasagainbeenheard
from.

State(s):  Init
Event: 2-WayReceived
Newstate:  Dependsiponactionroutine.

Action: Determinewhetheranadjacencyshouldbe establishedvith the neighbor(see
Sectionl10.4).If not,the newneighborstateis 2-Way.
Otherwisg(anadjacencyshouldbe establisheddhe neighborstatetransitionso
ExStart. Uponenteringthis state therouterincrementshe DD sequencaumberfor
this neighbor If thisis thefirst time thatanadjacencyhasbeenattemptedthe DD
sequencaumbershouldbe assignedomeuniquevalue(like thetime of dayclock).
It thendeclarestself master(setsthe master/slavéit to master) andstartssending
Databas®escriptionPacketswith theinitialize (1), more(M) andmaster(MS) bits
set. This DatabasdescriptionPacketshouldbe otherwiseempty This Database
DescriptionPacketshouldbe retransmittecat intervalsof Rxmtintervaluntil the next
stateis entered'seeSection 10.8).

State(s): ExStart
Event:  NegotiationDone
Newstate:  Exchange

Action:  Theroutermustlist the contentf its entirearealink statedatabasén theneighbor
Databasesummary list. Thearealink statedatabaseonsistof therouterlinks,
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networklinks andsummarylinks containedn theareastructure alongwith the AS
externallinks containedn theglobalstructure AS externalink advertisementare
omittedfrom avirtual neighbots Databasesummary list. AS external
advertisementareomittedfrom the Databasesummary list if theareahasbeen
configuredasa stub(seeSection3.6). Advertisementsvhoseageis equalto MaxAge
areinsteadaddedo theneighbotsLink stateretransmissionlist. A summaryof
the Databasesummary list will be sentto the neighborin Databaséescription
packets EachDatabasdescriptionPackethasa DD sequencaumberandis
explicitly acknowledgedOnly oneDatabaséescriptionPackeis allowed
outstandingat anyonetime. For moredetail on the sendingandreceivingof
Databas®escriptionpacketsseeSectionsl0.8and10.6.

State(s): Exchange
Event: ExchangeDone
Newstate:  Dependaiponactionroutine.

Action: If theneighborlLink staterequestlist is empty the newneighborstateis Full. No
otheractionis required.This is anadjacencys final state.

Otherwisethe newneighborstateis Loading. Start(or continue)sendingLink State
Requespacketgo the neighbor(seeSection10.9). Thesearerequestdor the
neighbots morerecentadvertisementévhich werediscoveredut notyetreceived
in the Exchangestate). Theseadvertisementarelistedin theLink staterequestlist
associateavith theneighbor

State(s): Loading
Event:  Loading Done
Newstate:  Full
Action: No actionrequired.Thisis anadjacencysfinal state.

State(s): 2-Way
Event:  AdjOK?
Newstate:  Dependaiponactionroutine.

Action: Determinewhetheranadjacencyshouldbeformedwith the neighboringrouter(see
Sectionl10.4).If not,the neighborstateremainsat 2-Way. Otherwisetransitionthe
neighborstateto ExStart andperformthe actionsassociatedavith the abovestate
machineentryfor statelnit andevent2-WayReceived

State(s): ExStart or greater
Event:  AdjOK?
Newstate:  Dependaiponactionroutine.

Action: Determinewhetherthe neighboringroutershouldstill beadjacentlIf yes,thereis no
statechangeandno furtheractionis necessary

Otherwisethe (possiblypartially formed)adjacencymustbe destroyed The
neighborstatetransitiongo 2-Way. ThelLink stateretransmissionlist, Database
summary list andLink staterequestlist areclearedof link stateadvertisements.

State(s): Exchangeor greater
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Event:  SegNumberMismatch
Newstate:  ExStart

Action:  The(possiblypartially formed)adjacencys torn down,andthenanattemptis made
atreestablishmenfThe neighborstatefirst transitionso ExStart. ThelLink state
retransmissionlist, Databasesummary list andLink staterequestlist arecleared
of link stateadvertisementsThentherouterincrementdheDD sequencaumberfor
this neighbor declaresdtself master(setsthe master/slavéit to master) andstarts
sendingDatabasd®escriptionPacketswith theinitialize (1), more(M) andmaster
(MS) bits set. This DatabaséescriptionPacketshouldbe otherwiseempty(see
Section10.8).

State(s): Exchangeor greater
Event: BadLSReq
Newstate:  ExStart

Action:  Theactionfor eventBadLSReqis exactlythe sameasfor theneighborevent
SegNumberMismatch The(possiblypartially formed)adjacencys torn down,and
thenanattemptis madeat reestablishmentor moreinformation,seethe neighbor
statemachineentrythatis invokedwheneventSeqNumberMismatchis generated
in stateExchangeor greater

State(s): Any state
Event: KillNbr
Newstate: Down

Action:  ThelLink stateretransmissionlist, Databasesummary list andLink staterequest
list areclearedof link stateadvertisementsAlso, thelnactivity Timeris disabled.

State(s):  Any state
Event: LLDown
Newstate: Down

Action:  ThelLink stateretransmissionlist, Databasesummary list andLink staterequest
list areclearedof link stateadvertisementsAlso, thelnactivity Timeris disabled.

State(s):  Any state
Event:  InactivityT imer
Newstate:  Down

Action:  ThelLink stateretransmissionlist, Databasesummary list andLink staterequest
list areclearedof link stateadvertisements.

State(s): 2-Way or greater
Event:  1-WayReceived
Newstate:  Init

Action:  ThelLink stateretransmissionlist, Databasesummary list andLink staterequest
list areclearedof link stateadvertisements.

State(s): 2-Way or greater
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Event:  2-Wayreceived
Newstate:  No statechange.
Action: No actionrequired.

State(s):  Init
Event:  1-WayReceived
Newstate:  No statechange.
Action: No actionrequired.

10.4 Whether to becomeadjacent

Adjacenciesareestablisheavith somesubsebf therouter sneighbors Routersconnectedy point-to-point
networksandvirtual links alwaysbecomeadjacentOn multi-accessietworks all routersbecomeadjacento both
the Designatedrouterandthe BackupDesignatedrouter

Theadjacency-forminglecisionoccursin two placesin the neighborstatemachine First, whenbidirectional
communications initially establishedvith the neighborandsecondlywhentheidentity of the attachechetwork’s
(Backup)Designatedrouterchangeslf thedecisionis madeto notattemptan adjacencythe stateof the neighbor
communicatiorstopsat 2-Way.

An adjacencyshouldbe establishedvith a bidirectionalneighborwhenatleastoneof thefollowing conditionsholds:

- Theunderlyingnetworktypeis point-to-point

- Theunderlyingnetworktypeis virtual link

- Therouteritself is the Designatedrouter

- Therouteritself is the BackupDesignatedrouter

- Theneighboringrouteris the Designatedrouter

- The neighboringrouteris the BackupDesignatedrouter

10.5 ReceivingHello Packets

This sectionexplainsthe detailedprocessingf areceivedHello Packet.(SeeSectionA.3.2 for theformatof Hello
packets.)Thegenericinput processingf OSPFpacketawill havecheckedhevalidity of theIP headerandthe
OSPFpacketheaderNext, thevaluesof the Network Mask, HelloInterval , andRouterDeadlnterval fieldsin the
receivedHello packetmustbe checkedagainsthe valuesconfiguredfor thereceivinginterface.Any mismatch
causegprocessingo stopandthe packetto be dropped.In otherwords,theabovefieldsarereally describinghe
attachedhetwork’s configuration However thereis oneexceptionto the aboverule: on point-to-pointnetworksand
onvirtual links, the Network Mask in thereceivedHello Packetshouldbeignored.

Thereceivinginterfaceattacheso a singleOSPFarea(this could bethe backbone) The settingof the E-bit foundin
theHello Packets Optionsfield mustmatchthis areas ExternalRoutingCapabilityf AS externaladvertisementare
notfloodedinto/throughouthe area(i.e, the areais a“stub”) the E-bit mustbeclearin receivedHello Packets,
otherwisethe E-bit mustbeset. A mismatchcauseprocessindo stopandthe packetto be dropped.The settingof
therestof thebitsin the Hello Packets Optionsfield shouldbeignored.

At this point, anattemptis madeto matchthe sourceof the Hello Packeto oneof thereceivinginterfaces
neighbors.If thereceivinginterfaceis amulti-accessetwork(eitherbroadcasor non-broadcasthe sourceis
identifiedby the IP sourceaddres$oundin the Hello’s IP headerIf the receivinginterfaceis a point-to-pointlink or
avirtual link, the sourceis identifiedby the RouterlD foundin the Hello’'s OSPFpacketheader Theinterfaces
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currentlist of neighbords containedn theinterfaces datastructure.lf a matchingneighborstructurecannotbe
found,(i.e., thisis thefirst time the neighborhasbeendetected)pneis created.Theinitial stateof a newly created
neighboris setto Down.

WhenreceivinganHello Packeffrom a neighboron amulti-accessetwork(broadcasor non-broadcastketthe
neighborstructures NeighborlD equalto the RouterID foundin the packets OSPFheader Whenreceivingan
Hello on a point-to-pointnetwork(but not on a virtual link) settheneighborstructures NeighborlP addresso the
packets P sourceaddress.

Now therestof the Hello Packetis examinedgeneratingeventsto be givento the neighborandinterfacestate
machinesThesestatemachinesarespecifiedeitherto beexecutedr scheduledseeSection4.4). For example py
specifyingbelowthatthe neighborstatemachinebe executedn line, severaheighborstatetransitionsmay be
effectedby a singlereceivedHello:

e EachHello Packettausegheneighborstatemachineto beexecutedvith theeventHelloReceived

e Thenthelist of neighborscontainedn the Hello Packets examinedlf therouteritself appearsn thislist, the
neighborstatemachineshouldbe executedvith theevent2-WayReceived Otherwisetheneighborstate
machineshouldbe executedvith theeventl-WayReceived andthe processingf the packetstops.

e Next,theHello Packets RouterPriority field is examined If thisfield is differentthanthe onepreviously
receivedrrom the neighborthereceivinginterfaces statemachineis scheduledvith theevent
NeighborChange In anycasethe RouterPriority field in theneighbordatastructureshouldbe updated
accordingly

¢ Nextthe Designatedrouterfield in the Hello Packetis examinedIf the neighboris bothdeclaringitself to be
Designatedrouter(DesignatedRouterfield = NeighborlP addressandthe BackupDesignatedRouterfield in
thepacketis equalto 0. 0. 0. 0 andthereceivinginterfaceis in stateWaiting, thereceivinginterfaces state
machines scheduledvith the eventBackupSeen Otherwise jf the neighboris declaringitself to be
Designatedrouterandit hadnot previously or the neighboris not declaringitself DesignatedRouterwhereit
hadpreviously thereceivinginterfaces statemachineis scheduledwvith theeventNeighborChange In any
casetheNeighbots DesignatedRouteritem in the neighborstructureis updatedaccordingly

¢ Finally, theBackupDesighatedRouterfield in the Hello Packetis examined If the neighboris declaringitself
to be BackupDesignatedrouter(BackupDesignatedrouterfield = NeighborlP addressandthereceiving
interfaceis in stateWaiting, thereceivinginterfaces statemachines scheduledvith theeventBackupSeen
Otherwisejf theneighboris declaringitself to be BackupDesignatedrkouterandit hadnot previously or the
neighboris not declaringitself BackupDesignatedRouterwhereit hadpreviously thereceivinginterfaces
statemachineis scheduledvith the eventNeighborChange In anycase the Neighbots BackupDesignated
Routeritem in the neighborstructureis updatedaccordingly

Onnon-broadcaghulti-accessmetworks receiptof anHello PacketmayalsocauseanHello Packeto besentback
to theneighborin responseSeeSection9.5.1for moredetails.

10.6 ReceivingDatabaseDescription Packets

This sectionexplainsthe detailedprocessingf areceivedDatabas®escriptionPacket. TheincomingDatabase
DescriptionPackethasalreadybeenassociateavith aneighborandreceivinginterfaceby the genericinput packet
processindSection8.2). Thefurtherprocessingf the Databas®escriptionPacketdepend®n the neighborstate.
If theneighbots stateis Down or Attempt the packetshouldbeignored.Otherwisejf the stateis:
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Init Theneighborstatemachineshouldbe executedvith the event2-WayReceived This causesanimmediatestate
changeo eitherstate2-Way or stateExStart. If thenewstateis ExStart,theprocessingf thecurrentpacket
shouldthencontinuein this newstateby falling throughto caseExStartbelow

2-Way The packetshouldbeignored.Databas@®escriptionPacketsareusedonly for the purposeof bringingup
adjacencies’

ExStart If thereceivedpacketmatchesneof thefollowing casesthenthe neighborstatemachineshouldbe
executedvith theeventNegotiationDone(causingthe stateto transitionto Exchange, the packets Options
field shouldberecordedn theneighborstructures Neighbor Options field andthe packetshouldbeaccepted
asnextin sequencandprocessedurther (seebelow). Otherwisethe packetshouldbeignored.

e Theinitialize(l), more(M) andmaster(MShits areset,the contentf the packetareempty andthe
neighbots RouterID is largerthantheroutefsown. In this casetherouteris now Slave.Setthe
master/slavdit to slave,andsetthe DD sequenc@umberto thatspecifiedby the master

e Theinitialize(l) andmaster(MSits areoff, the packets DD sequenc@umberequalstherouters own
DD sequenc@aumber(indicatingacknowledgmentandtheneighbots RouterlD is smallerthanthe
routersown. In this casetherouteris Master

Exchange If the stateof the MS-bit is inconsistentvith the master/slavetateof the connectiongeneratehe
neighboreventSegNumberMismatchandstopprocessinghe packet.Otherwise:

o If theinitialize(l) bit is set,generatehe neighboreventSegNumberMismatchandstopprocessinghe
packet.

o If thepackets Optionsfield indicatesa differentsetof optional OSPFcapabilitiesthanwerepreviously
receivedfrom the neighbor(recordedn the Neighbor Options field of theneighborstructure)generate
the neighboreventSegNumberMismatchandstopprocessinghe packet.

o If therouteris masterandthe packets DD sequenc@umberequalsheroutersown DD sequence
number(this packetis the nextin sequencethe packetshouldbe acceptedndits contentgprocessed
(below).

o If therouteris masteyandthe packets DD sequencaumberis onelessthantherouters DD sequence
numberthepacketis a duplicate.Duplicatesshouldbe discardedy the master

¢ If therouteris slave,andthe packets DD sequencaumberis onemorethanthe routersown DD
sequencaumber(this packetis the nextin sequencedhe packetshouldbe acceptedndits contents
processedbelow).

o If therouteris slave,andthe packets DD sequenc&umberis equalto therouters DD sequenc@umber
thepacketis aduplicate.Theslavemustrespondo duplicatesy repeatinghelastDatabas@®escription
packetthatit hadsent.

¢ Else,generatehe neighboreventSeqNumberMismatchandstopprocessindghe packet.

Loading or Full In this state therouterhassentandreceivedan entiresequencef Databas@®escriptionPackets.
Theonly packetgeceivedshouldbeduplicateqseeabove).In particular the packets Optionsfield should
matchthe setof optional OSPFcapabilitiespreviouslyindicatedby the neighbor(storedin the neighbor
structures Neighbor Options field). Any otherpacketseceivedjncludingthereceptionof a packetwith the
Initialize(l) bit set,shouldgenerate¢he neighboreventSegNumberMismatch & Duplicatesshouldbe

“Whenthe identity of the DesignatedRouteris changing,it may be quite commonfor a neighborin this stateto sendthe routera Database
Descriptionpacket;this meanghatthereis somemomentarydisagreemern the DesignatedRouter sidentity.

8Notethatit is possiblefor a routerto resynchronizeny of its fully establishechdjacenciedy settingthe adjacencys statebackto ExStart.
Thiswill causeheotherendof the adjacencyo processa SegNumber Mismatch event,andthereforeto alsogo backto ExStart state.
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discardedy the master The slavemustrespondo duplicatesy repeatinghelastDatabasd®escription
packetthatit hadsent.

WhentherouteracceptsareceivedDatabasdescriptionPacketasthe nextin sequencéhe packetcontentsare
processea@sfollows. Foreachlink stateadvertisemerntisted,the advertisemens$'LS typeis checkedor validity. If
theLS type is unknown(e.g.,not oneof theLS types1-5 definedby this specification)pr if thisis a AS external
advertisemenfl_S type = 5) andthe neighboris associatedvith a stubarea,generatehe neighborevent
SegNumberMismatchandstopprocessinghe packet.Otherwisethe routerlooks up theadvertisemenin its
databas¢o seewhetherit alsohasaninstanceof thelink stateadvertisementlf it doesnot, or if the databaseopyis
lessrecent(seeSection13.1),thelink stateadvertisemenits putonthelink staterequestlist sothatit canbe
requestedimmediatelyor at somelatertime) in Link StateRequesPackets.

WhentherouteracceptsareceivedDatabasé®escriptionPacketasthe nextin sequenceit alsoperformsthe
following actions,dependingon whetherit is masteror slave:

Master Incrementghe DD sequencaumber If therouterhasalreadysentits entiresequencef Database
DescriptionPacketsandthe just acceptegackethasthe morebit (M) setto 0, the neighborevent
ExchangeDonds generatedOtherwisejt shouldsenda newDatabaséescriptionto the slave.

Slave Setsthe DD sequenc@umberto theDD sequenc@umberappearingn thereceivedoacket.Theslavemust
senda Databas®escriptionPacketin reply. If the receivedpackethasthe morebit (M) setto 0, andthe
packetto be sentby the slavewill alsohavethe M-bit setto 0, the neighboreventExchangeDones
generatedNotethatthe slavealwaysgenerateshis eventbeforethe master

10.7 ReceivingLink StateRequestPackets

This sectionexplainsthe detailedprocessin®f receivedLink StateRequespacketsReceived.ink StateRequest
Packetspecifyalist of link stateadvertisementthattheneighborwishesto receive.Link StateRequesPackets
shouldbe acceptedvhentheneighboris in statesExchange Loading, or Full. In all otherstated ink StateRequest
Packetshouldbeignored.

Eachlink stateadvertisemenspecifiedn the Link StateRequespacketshouldbelocatedin the routersdatabase,
andcopiedinto Link StateUpdatepacketdor transmissiorio the neighbor Theselink stateadvertisementshould
NOT beplacedonthelLink stateretransmissionlist for theneighbor If alink stateadvertisementannotbefound
in the databasesomethinghasgonewrongwith the Databasé&xchangeprocessandneighboreventBadLSReq
shouldbe generated.

10.8 SendingDatabaseDescription Packets

This sectiondescribediow Databas@®escriptionPacketaresentto a neighbor Therouter s optional OSPF
capabilitiegseeSectiond.5) aretransmittedo the neighborin the Options field of the Databaséescriptionpacket.
Theroutershouldmaintainthe samesetof optionalcapabilitieghroughoutthe Databaséxchangeandflooding
procedureslf for somereasortherouters optionalcapabilitieschangethe Databasd&xchanggrocedureshouldbe
restartedy revertingto neighborstateExStart. Therearecurrentlytwo optionalcapabilitiesdefined.The T-bit
shouldbe setif andonly if therouteris capableof calculatingseparateoutesfor eachlP TOS. The E-bit shouldbe
setif andonly if theattachechetworkbelongsto a non-stubarea.Therestof the Options field shouldbe setto zero.

The sendingof Databasdescriptionpacketsdepend®nthe neighbois state.In stateExStart theroutersends
emptyDatabaséescriptionpacketswith theinitialize (1), more(M) andmaster(MS) bits set. Thesepacketsare
retransmittecvery Rxmtintervalseconds.
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In stateExchangethe Databas®escriptionPacketsactuallycontainsummarie®f thelink stateinformation
containedn therouter's databaseEachlink stateadvertisemenin theareastopologicaldatabaséatthetime the
neighbortransitionsinto Exchangestate)is listedin the neighborDatabasesummary list. Whena newDatabase
DescriptionPackets to be sent,the packets DD sequenc&umberis incrementedandthe (new)top of the
Databasesummary list is describedy the packet.ltemsareremovedrom the Databasesummary list whenthe
previouspacketis acknowledged.

In stateExchange the determinatiorof whento senda Databasdescriptionpacketdependonwhethertherouter
is masteror slave:

Master Databas®escriptionpacketsaresentwheneithera)the slaveacknowledgeshe previousDatabase
Descriptionpacketby echoingthe DD sequenc@&umberor b) Rxmtintervalsecond®lapsewithout an
acknowledgmenin which casethe previousDatabas®escriptionpacketis retransmitted.

Slave Databasdescriptionpacketsaresentonly in responséo Databasd®escriptionpacketgeceivedrom the
master If the Databasdescriptionpacketreceivedirom the mastelis new; a new Databasdescription
packetis sent,otherwisethe previousDatabasé®escriptionpacketis resent.

In stated oading andFull the slavemustresendts last Databas@®escriptionpacketin responseo duplicate
Databas®escriptionpacketseceivedfrom themaster For this reasorthe slavemustwait RouterDeadInterval
seconddeforefreeingthe lastDatabas®escriptionpacket.Receptiorof a Databas@®escriptionpacketfrom the
masterafterthisintervalwill generat@a SeqNumberMismatchneighborevent.

10.9 SendingLink StateRequestPackets

In neighborstate€Exchangeor Loading, theLink staterequestlist containsalist of thoselink stateadvertisements
thatneedto be obtainedrom the neighbor To requestheseadvertisements routersendghe neighborthe
beginningof theLink staterequestlist, packagedn aLink StateRequespacket.

Whenthe neighborresponddo theserequestswith the properLink StateUpdatepacket(s)theLink staterequest
list is truncatedanda newLink StateRequespacketis sent.This processontinuesuntil the Link staterequestist
become&mpty Unsatisfied_ink StateRequespacketsareretransmittedatintervalsof Rxmtinterval. Thereshould
beatmostonelLink StateRequespacketoutstandingatany onetime.

WhenthelLink staterequestlist become&mpty andthe neighborstateis Loading (i.e., acompletesequencef
Databas®escriptionpacketshasbeensentto andreceivedfrom the neighbor) the Loading Done neighboreventis
generated.

10.10 An Example

Figure14 showsanexampleof anadjacencyorming. RoutersRT1 andRT2 areboth connectedo a broadcast
network. It is assumedhatRT2 is the Designatedrouterfor thenetwork,andthatRT2 hasahigherRouterID than
RouterRT1.

Theneighborstatechangesealizedby eachrouterarelisted on the sidesof thefigure.

At the beginningof Figure14, RouterRT1's interfaceto the networkbecome®perational It beginssendingHello
Packetsalthoughit doesnt know the identity of the DesignatedRouteror of any otherneighboringrouters.Router
RT2 hearghis hello (movingtheneighborto Init state),andin its nextHello Packetindicatesthatit is itself the
Designatedrouterandthatit hasheardHello Packetdrom RT1. Thisin turn causedRT1 to goto stateExStart, asit
startsto bring up theadjacency
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RT1 beginsby assertingtself asthemaster Whenit seeghatRT2 is indeedthe masterbecaus®f RT2's higher
RouterlD), RT1 transitiongo slavestateandadoptsts neighbots DD sequencaumber Databas@®escription
packetarethenexchangedwith polls comingfrom the maste(RT2) andresponsefrom the slave(RT1). This
sequencef Databas®escriptionPacketendswhenboththe poll andassociatedesponsdasthe M-bit off.

In this examplejt is assumedhatRT2 hasa completelyup to datedatabaseln thatcase RT2 goesimmediatelyinto
Full state.RT1will gointo Full stateafterupdatingthe necessarpartsof its databaseThis is doneby sendingLink
StateRequesPacketsandreceivingLink StateUpdatePacketsn responseNotethat, while RT1 haswaiteduntil a
completesetof DatabaséescriptionPacketdasbeenreceived(from RT2) beforesendinganyLink StateRequest
Packetsthis neednot bethecase.RT1 could haveinterleavedhe sendingof Link StateRequesPacketswith the
receptionof Databas®escriptionPackets.

11 The Routing Table Structure

Theroutingtabledatastructurecontainsall theinformationnecessaryo forwardanIP datapackettowardits
destination Eachroutingtableentry describeshecollectionof bestpathsto a particulardestination When
forwardingan IP datapackettheroutingtableentry providingthe bestmatchfor the packets IP destinatioris
located.Thematchingroutingtableentrythenprovidesthe nexthoptowardsthe packets destination OSPFalso
providesfor theexistenceof adefaultroute(DestinationlD = DefaultDestinationAddressMask= 0x00000000).
Whenthe defaultrouteexists,it matchesall IP destinationgalthoughanyothermatchingentryis a bettermatch).
FindingtheroutingtableentrythatbestmatchesanIP destinationis furtherdescribedn Section11.1.

Thereis asingleroutingtablein eachrouter Two sampleroutingtablesaredescribedn Sectionsl1.2and11.3. The
building of theroutingtableis discussedn Sectionl6.

Therestof this sectiondefineghefieldsfoundin aroutingtableentry. Thefirst setof fieldsdescribesherouting
tableentry’s destination.

Destination Type Thedestinatiorcanbe oneof threetypes.Only thefirst type, Network,is actuallyusedwhen
forwardinglP datatraffic. Theotherdestination@reusedsolelyasintermediatestepsin theroutingtablebuild
process.

Network A rangeof IP addressedp which IP datatraffic maybeforwarded.This includeslP networks(class
A, B, or C), IP subnets|P supernetandsinglelP hosts.Thedefaultroutealsofalls in this category

Areaborder router Routerghatareconnectedo multiple OSPFareas.Suchroutersoriginatesummarylink
advertisementsTheseroutingtableentriesareusedwhencalculatingthe inter-arearoutes(see
Sectionl6.2). Theseroutingtableentriesmayalsobe associatedvith configuredvirtual links.

AS boundary router RouterghatoriginateAS externallink advertisementsTheseroutingtableentriesare
usedwhencalculatingthe AS externalroutes(seeSection16.4).

DestinationID Thedestinations identifieror name.This depend®n the DestinationType. For networks the
identifieris their associatedP addressFor all othertypes theidentifieris the OSPFRouterID. °

AddressMask Only definedfor networks.The network’s IP addresgogethemwith its addressnaskdefinesarange
of IP addressed-or IP subnetsthe addressnaskis referredto asthe subneimask.For hostroutes the maskis
“all ones”(Oxffffffff).

9Theaddresspaceof IP networksandthe addresspaceof OSPFRouterlDs mayoverlap. Thatis, anetworkmayhavean|P addressvhichis
identical(whenconsideredsa 32-bitnumber)to somerouter's RouteriD.
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Optional Capabilities Whenthedestinatioris arouter(eitheranareaborderrouteror an AS boundaryrouter)this
field indicateshe optional OSPFcapabilitiessupportedy the destinatiorrouter Thetwo optionalcapabilities
currentlydefinedby this specificatiorarethe ability to routebasedn IP TOSandthe ability to procesAS
externallink advertisementd-or afurtherdiscussiorof OSPFS optionalcapabilities seeSection4.5.

Thesetof pathsto usefor adestinatiormayvary basedn IP Typeof Serviceandthe OSPFareato which the paths
belong.This meanghattheremaybe multiple routingtableentriesfor the samedestinationdependingnthevalues
of the nexttwo fields.

Typeof Service Therecanbe aseparatesetof routesfor eachlP Type of Service.Theencodingof TOSin OSPF
link stateadvertisementis describedn Section12.3.

Ar ea Thisfield indicategheareawhoselink stateinformationhasled to theroutingtableentry’s collectionof paths.
Thisis calledtheentry’s associate@rea.For setsof AS externalpaths this field is not defined.For
destination®f type“areaborderrouter’, theremay be separatesetsof paths(andthereforeseparateouting
tableentries)associateavith eachof severalareasThiswill happerwhentwo areaborderroutersshare
multiple areasn common.For all otherdestinationtypes,only the setof pathsassociateavith thebestarea
(theoneprovidingthe shortestoute)is kept.

Therestof theroutingtableentry describeshe setof pathsto the destination.Thefollowing fields pertainto the set
of pathsasawhole. In otherwords,eachoneof the pathscontainedn aroutingtableentryis of the samepath-type
andcost(seebelow).

Path-type Therearefour possibletypesof pathsusedto routetraffic to the destinationjisted herein orderof
preferenceintra-areajnter-areatype 1 externalor type 2 external.Intra-aregpathsindicatedestinations
belongingto oneof therouters attachedireas.Inter-areapathsarepathsto destinationsn otherOSPFareas.
Thesearediscoveredhroughthe examinatiorof receivedsummarylink advertisementsAS externalpathsare
pathsto destinationgxternalto the AS. Thesearedetectedhroughthe examinatiorof receivedAS external
link advertisements.

Cost Thelink statecostof the pathto the destinationFor all pathsexcepttype 2 externalpathsthis describeghe
entirepath’s cost. For Type2 externalpaths this field describeghe costof the portion of the pathinternalto
the AS. This costis calculatedasthe sumof the costsof the path's constituentinks.

Type 2 cost Only valid for type 2 externalpaths.Forthesepaths this field indicateshe costof the path'sexternal
portion. This costhasbeenadvertisedby an AS boundaryrouter, andis the mostsignificantpartof thetotal
pathcost. Forexample atype 2 externalpathwith type 2 costof 5 is alwayspreferredovera pathwith type 2
costof 10, regardles®f the costof thetwo paths’internalcomponents.

Link StateOrigin Valid only for intra-aregpathsthisfield indicateshelink stateadvertisemenfrouterlinks or
networklinks) thatdirectly referenceshedestination For examplejf the destinatioris atransitnetwork,this
is thetransitnetwork’s networklinks advertisementlf the destinatioris a stubnetwork,thisis therouterlinks
advertisemenfor theattachedouter Theadvertisemenis discoveredluringthe shortest-patireecalculation
(seeSection16.1). Multiple advertisementmay referencehe destinationhowevera tie-breakingscheme
alwaysreduceghechoiceto asingleadvertisementTheLink StateOrigin field is notusedby the OSPF
protocol,butit is usedby theroutingtablecalculationin OSPFs Multicastroutingextension§MOSPF).

Whenmultiple pathsof equalpath-typeandcostexistto a destinationcalledelsewheréequal-cost’paths) theyare
storedin asingleroutingtableentry. Eachoneof the“equal-cost’pathsis distinguishedy the following fields:
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Next hop Theoutgoingrouterinterfaceto usewhenforwardingtraffic to the destination.On multi-accessietworks,
thenexthopalsoincludesthelP addres®f thenextrouter(if any)in the pathtowardsthe destination.This
nextrouterwill alwaysbe oneof theadjacennheighbors.

Advertising router Valid only for inter-areaandAS externalpaths.This field indicateshe RouterlD of therouter
advertisinghe summarnylink or AS externallink thatled to this path.

11.1 Routing table lookup

Whenan IP datapacketis receivedan OSPFrouterfindstheroutingtableentrythatbestmatcheghe packets
destination.This routingtableentrythenprovidesthe outgoinginterfaceandnexthoprouterto usein forwardingthe
packet.This sectiondescribeshe procesf finding the bestmatchingroutingtableentry. The processonsistof a
numberof stepswhereinthe collectionof routingtableentriesis progressivelyruned.In the end,the singlerouting
tableentryremainingis the calledbestmatch.

Notethatthe stepsdescribedelowmayfail to producea bestmatchroutingtableentry(i.e.,all existingrouting
tableentriesareprunedfor somereasoror another).In this casethe packets IP destinatioris considered
unreachablelnsteadof beingforwarded the packetshouldbe droppedandanICMP destinatiorunreachable
messageshouldbereturnedto the packets source.

1. Selecthecompletesetof “matching” routingtableentriesfrom theroutingtable. Eachroutingtableentry
describes (setof) path(s)to arangeof IP addressedf the datapackets IP destinatiorfalls into anentry’s
rangeof IP addressegheroutingtableentryis calledamatch.(It is quitelikely thatmultiple entrieswill
matchthe datapacket.Forexample a defaultroutewill matchall packets.)

2. Supposehatthe packets IP destinatiorfalls into oneof therouter s configuredareaaddressranges(see
Section3.5),andthatthe particularareaaddressrange is active. This meanghatthereareoneor more
reachabl€by intra-aregpaths)networkscontainedn theareaaddressange.The packets IP destinatioris
thenrequiredto belongto oneof theseconstituennetworks.For this reasonpnly matchingroutingtable
entrieswith path-type of intra-areaareconsideredall othersarepruned).If no suchmatchingentriesexist,
thedestinations unreachabléseeabove).Otherwise skip to step4.

3. Reduceahesetof matchingentriesto thosehavingthe mostpreferentialpath-type (seeSection11). OSPFhas
afour level hierarchyof paths.Intra-aregpathsarethe mostpreferredfollowed in orderby inter-areatype 1
externalandtype 2 externalpaths.

4. Selectheremainingroutingtableentrythatprovidesthelongest(mostspecificymatch. Anotherway of saying
thisis to choosethe remainingentrythatspecifieshe narrowesrangeof IP addresses?® Forexamplethe
entryfor theaddress/masgair of (128. 185. 1. 0, Oxff ff ff 00) is morespecificthananentryfor the
pair(128. 185. 0. 0, Oxffff0000). Thedefaultrouteis theleastspecificmatch,sinceit matchesall
destinations.

5. At this point, theremay still bemultiple routingtableentriesremaining.Eachroutingentrywill specifythe
samerangeof IP addressedjuta differentlP Typeof Service.SelecttheroutingtableentrywhoseTOSvalue
matcheghe TOSfoundin the packetheader|f thereis noroutingtableentryfor this TOS, selectthe routing
tableentryfor TOSO. In otherwords,packetsequestingTOSX areroutedalongthe TOSO0 pathif a TOSX
pathdoesnot exist.

101t is assumedhat, for two differentaddressangesmatchingthe destinationpnerangeis morespecificthanthe other Non-contiguousubnet
maskscanbe configuredo violatethis assumptionSuchsubnetmaskconfigurationsannotbe handledby the OSPFprotocol.
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11.2 Samplerouting table, without areas

Considetthe AutonomousSystempicturedin Figure2. No OSPFareashavebeenconfigured.A singlemetricis
shownperoutboundnterface,indicatingthatrouteswill notvary basedon TOS.The calculationof RouterRT6’s
routingtableproceedssdescribedn Section2.1. Theresultingroutingtableis shownin Table12. Destination
typesareabbreviatedNetworkas“N”, areaborderrouteras“BR” andAS boundaryrouteras“ASBR”".

Therearenoinstance®f multiple equal-cosshortespathsin this example Also, sincethereareno areasthereare
nointer-areapaths.

RoutersRT5 andRT7 areAS boundaryrouters.Intra-areaouteshavebeencalculatedo RoutersRT5 andRT7. This
allowsexternalroutesto becalculatedo thedestinationadvertisedy RT5andRT7 (i.e., NetworksN12,N13,N14
andN15). It is assumeall AS externaladvertisementsriginatedby RT5 andRT7 areadvertisingtype 1 external
metrics. Thisresultsin type 1 externalpathsbeingcalculatedo destinationdN12-N15.

Type | Dest| Area Path Type Cost | NextHop(s) | AdvertisingRouter(s)
N N1 0 intra-area 10 RT3 *
N N2 0 intra-area 10 RT3 *
N N3 0 intra-area 7 RT3 *
N N4 0 intra-area 8 RT3 *
N Ib 0 intra-area 7 * *
N la 0 intra-area 12 RT10 *
N N6 0 intra-area 8 RT10 *
N N7 0 intra-area 12 RT10 *
N N8 0 intra-area 10 RT10 *
N N9 0 intra-area 11 RT10 *
N N10 0 intra-area 13 RT10 *
N N11 0 intra-area 14 RT10 *
N H1 0 intra-area 21 RT10 *
ASBR | RT5 0 intra-area 6 RT5 *
ASBR | RT7 0 intra-area 8 RT10 *
N N12 * typelexternal| 10 RT10 RT7
N N13 * typelexternal| 14 RT5 RT5
N N14 * typelexternal| 14 RT5 RT5
N N15 * typelexternal| 17 RT10 RT7

Table12: Theroutingtablefor RouterRT6 (no configuredareas).

11.3 Samplerouting table, with areas

Considetthe previousexample thistime split into OSPFareas An OSPFareaconfigurationis picturedin Figure6.
RouterRT4'sroutingtablewill bedescribedor this areaconfiguration.RouterRT4 hasa connectiorto Areal anda
backboneconnection.This causeskouterRT4 to view the AS astheconcatenationf thetwo graphsshownin
Figures7 and8. Theresultingroutingtableis displayedin Table13.

Again, RoutersRT5 andRT7 areAS boundaryrouters.RoutersRT3, RT4,RT7,RT10andRT11 areareaborder
routers.Notethattherearetwo routingtableentries(in this casehavingidenticalpaths)for RouterRT7,in its dual
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capacitieasanareaborderrouterandanAS boundaryrouter Notealsothattherearetwo routing entriesfor the
areaborderrouterRT3, sinceit hastwo areasn commonwith RT4 (Area 1l andthebackbone).

Backbonepathshavebeencalculatedo all areaborderrouters(BR). Theseareusedwhendeterminingtheinter-area
routes.Notethatall of theinter-arearoutesareassociatedavith the backbonethisis alwaysthe casewhenthe
calculatingrouteris itself anareaborderrouter Routinginformationis condensedt areaboundarieslin this
examplewe assumehat Area 3 hasbeendefinedsothat networksN9-N11 andthe hostrouteto H1 areall
condensedb a singleroutewhenadvertisednto the backbongby RouterRT11). Notethatthe costof this routeis
theminimum of the setof coststo its individual components.

Thereis avirtual link configuredbetweerRoutersRT10andRT11. Withoutthis configuredvirtual link, RT11 would
beunableto advertisearoutefor networksN9-N11 andHostH1 into the backboneandtherewould notbe anentry
for thesenetworksin RouterRT4’s routingtable.

In this exampletherearetwo equal-cospathsto NetworkN12. However theyboth usethe samenexthop (Router
RT5).

Type Dest Area Path Type Cost | NextHop(s) | AdvertisingRouter(s)

N N1 1 intra-area 4 RT1 *

N N2 1 intra-area 4 RT2 *

N N3 1 intra-area 1 * *

N N4 1 intra-area 3 RT3 *
BR RT3 1 intra-area 1 * *

N Ib 0 intra-area 22 RT5 *

N la 0 intra-area 27 RT5 *
BR RT3 0 intra-area 21 RT5 *
BR RT7 0 intra-area 14 RT5 *
BR RT10 0 intra-area 22 RT5 *
BR RT11 0 intra-area 25 RT5 *

ASBR RT5 0 intra-area 8 * *
ASBR RT7 0 intra-area 14 RT5 *

N N6 0 inter-area 15 RT5 RT7

N N7 0 inter-area 19 RT5 RT7

N N8 0 inter-area 18 RT5 RT7

N N9-N11,H1 0 inter-area 26 RT5 RT11

N N12 * typelexternal| 16 RT5 RT5,RT7

N N13 * typelexternal| 16 RT5 RT5

N N14 * typelexternal| 16 RT5 RT5

N N15 * typel external| 23 RT5 RT7

Table13: RouterRT4’sroutingtablein the presencef areas.

RouterRT4’sroutingtablewould improve(i.e., someof the pathsin the routingtablewould becomeshorter)if an
additionalvirtual link wereconfiguredbetweerRouterRT4 andRouterRT3. Thenewvirtual link woulditself be
associateavith thefirst entryfor areaborderrouterRT3 in Table13 (anintra-aregpaththroughAreal). Thiswould
yield a costof 1 for thevirtual link. Theroutingtableentrieschangeshatwould be causedy the additionof this
virtual link areshownin Table14.
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| Type|  Dest | Area| PathType | Cost| NextHop(s) | AdvertisingRouter(s)]

N Ib 0 intra-area| 16 RT3 *

N la 0 intra-area| 21 RT3 *
BR RT3 0 intra-area| 1 * *
BR RT10 0 intra-area| 16 RT3 *
BR RT11 0 intra-area| 19 RT3 *

N N9-N11,H1 0 interrarea| 20 RT3 RT11

Table14: Changesesultingfrom anadditionalvirtual link.

12 Link StateAdvertisements

Eachrouterin the AutonomousSystemoriginatesoneor morelink stateadvertisementsTherearefive distincttypes
of link stateadvertisementsyhich aredescribedn Section4.3. The collectionof link stateadvertisement®rmsthe
link stateor topologicaldatabaseEachseparatdéype of advertisementasa separatéunction. Routerlinks and
networklinks advertisementdescribehow anareas routersandnetworksareinterconnectedSummarylink
advertisementprovideaway of condensin@nareasroutinginformation. AS externaladvertisementprovidea
way of transparenthadvertisingexternally-derivedoutinginformationthroughouthe AutonomousSystem.

Eachlink stateadvertisemenbeginswith a standard0-byteheaderThis link stateheadeiis discussedbelow

12.1 ThelLink StateAdvertisementHeader

Thelink stateadvertisementeadeicontainghe LS type,Link StatelD andAdvertisingRouterfields. The
combinationof thesethreefieldsuniquelyidentifiesthelink stateadvertisement.

Theremaybe severainstance®f anadvertisemenpresenin the AutonomousSystemall atthe sametime. It must
thenbedeterminedvhich instances morerecent.This determinatioris madeby examiningthe LS sequence, S
checksumandLS agefields. Thesefieldsarealsocontainedn the 20-bytelink stateadvertisemenheader

Severabf the OSPFpackettypeslist link stateadvertisements/Nhentheinstancds notimportant,anadvertisement
is referredto by its LS type, Link StatelD andAdvertisingRouter(seelLink StateRequesPackets)Otherwisethe
LS sequenc@umber LS ageandLS checksunfieldsmustalsobereferenced.

A detailedexplanatiorof thefields containedn thelink stateadvertisemeneaderfollows.

12.1.1 LS age

Thisfield is theageof thelink stateadvertisemenin secondslt shouldbe processe@sanunsignedl6-bitinteger It
is setto 0 whenthelink stateadvertisemenis originated.lt mustbeincrementedy InfTransDelayon everyhop of
thefloodingprocedurelLink stateadvertisementarealsoagedastheyareheldin eachroutersdatabase.

Theageof alink stateadvertisemenis neverincrementegastMaxAge. AdvertisementhavingageMaxAgeare
notusedin theroutingtablecalculation.Whenanadvertisemens agefirst reachedviaxAge, it is reflooded.A link
stateadvertisemendf ageMaxAgeis finally flushedfrom the databasevhenit is nolongerneededo ensure
databassynchronizationFor moreinformationon theagingof link stateadvertisementsonsultSectionl4.

ThelLS agefield is examinedvhenarouterreceivegwo instance®f alink stateadvertisementyothhavingidentical
LS sequenc@umbersandLS checksumsAn instanceof ageMaxAgeis thenalwaysacceptecasmostrecent;this

Moy [Page60]



RFC1583 OSPFVersion2 March1994

allowsold advertisement® beflushedquickly from the routingdomain.Otherwisejf theagesdiffer by morethan
MaxAgeDiff, theinstancehavingthe smallerageis acceptedismostrecent.’! SeeSection13.1for moredetails.

12.1.2 Options

The Optionsfield in thelink stateadvertisemenheadelindicateswhich optionalcapabilitiesareassociateavith the
advertisementOSPF5 optionalcapabilitiesaredescribedn Section4.5. Therearecurrentlytwo optional
capabilitiesdefined;theyarerepresentetly the T-bit andE-bit foundin the Optionsfield. Therestof the Options
field shouldbesetto zero.

TheE-bit represent© SPF5 ExternalRoutingCapabilityT his bit shouldbe setin all advertisementassociatedvith
thebackboneandall advertisementassociateavith non-stubareagseeSection3.6). It shouldalsobesetin all AS
externallink advertisementdt shouldberesetin all routerlinks, networklinks andsummarylink advertisements
associateavith astubarea.Forall link stateadvertisementghe settingof the E-bit is for informationalpurposes
only; it doesnot affecttheroutingtablecalculation.

TheT-bit represent©SPF5 TOSrouting capability This bit shouldbe setin arouterlinks advertisemenf andonly
if therouteris capableof calculatingseparateoutesfor eachlP TOS (seeSection2.4). The T-bit shouldalwaysbe
setin networklinks advertisementdt shouldbesetin summarylink andAS externallink advertisementi$ andonly
if the advertisemendescribegpathsfor all TOSvalues,insteadof justthe TOSO path. Notethat,with the T-bit set,
theremay still be only a singlemetricin theadvertisemenfthe TOS 0 metric). Thiswould meanthat pathsfor
non-zerol OSexist,but areequivalento the TOSO path. A link stateadvertisemens T-bit is examinedvhen
calculatingthe routingtable’s non-zeroT OSpaths(seeSection16.9).

12.1.3 LStype

ThelLS typefield dictategheformatandfunction of thelink stateadvertisementAdvertisement®f differenttypes
havedifferentnamege.g.,routerlinks or networklinks). All advertisementypes,exceptthe AS externallink
advertisementd_S type= 5), arefloodedthroughouta singleareaonly. AS externallink advertisementareflooded
throughouthe entire AutonomousSystem exceptingstubareagseeSection3.6). Eachseparate@dvertisementype
is briefly describedelowin Table15.

12.1.4 Link StatelD

Thisfield identifiesthe pieceof the routingdomainthatis beingdescribedy theadvertisementDependingon the
advertisemen$LS type,theLink StatelD takesonthevalueslistedin Table16.

Actually, for Type3 summarylink (LS type= 3) advertisementandAS externalink (LS type= 5) advertisements,
theLink StatelD mayadditionallyhaveoneor moreof thedestinatiometwork’s “host” bits set. For example when
originatingan AS externallink for thenetwork10. 0. 0. 0 with maskof 255. 0. 0. 0, theLink StatelD canbe set
to anythingin therangel0. 0. 0. 0 through10. 255. 255. 255 inclusive(although10. 0. 0. 0 shouldbeused
whenevelpossible).Thefreedomto setcertainhostbits allows arouterto originateseparat@advertisementir two
networkshavingthe sameaddresdut differentmasks.SeeAppendixF for details.

Whenthelink stateadvertisemenis describinganetwork(LS type= 2, 3 or 5), thenetwork’s IP addresss easily
derivedby maskingthe Link StatelD with the network/subnetmaskcontainedn the bodyof thelink state

MaxAgeDiff is anarchitecturatonstantlt indicateshe maximumdispersiorof agesjn secondsthatcanoccurfor asinglelink stateinstance
asit is floodedthroughoutthe routing domain. If two advertisementdiffer by morethanthis, they areassumedo be differentinstancesf the
sameadvertisementThis canoccurwhena routerrestartsandlosestrack of the advertisemeng previousLS sequenc@umber SeeSection13.4
for moredetails.
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LStype | Advertisementlescription

1 Thesearethe routerlinks advertisements.They describethe
collectedstatef therouter sinterfaces.Formoreinformation,
consultSection12.4.1.

2 Thesearethe networklinks advertisementsTheydescribethe
setof routersattachedo the network. For moreinformation,
consultSection12.4.2.

3or4 Theseare the summarylink advertisements.They describe
inter-area routes, and enable the condensationof routing
informationat areaborders.Originatedby areaborderrouters,
theType3 advertisementdescribeoutesto networkswhile the
Type4 advertisementdescriberoutesto AS boundaryrouters.

5 Theseare the AS externallink advertisements. Originated
by AS boundaryrouters,they describeroutesto destinations|
externalto the AutonomousSystem. A defaultroute for the

AutonomousSystemcan alsobe describedoy an AS external
link advertisement.

Tablel5: OSPHink stateadvertisements.

LSType | Link StatelD

Theoriginatingrouter s RouterID.

ThelP interfaceaddres®f the network’s Designatedrouter
Thedestinatiometwork's IP address.

TheRouterlD of thedescribedAS boundaryrouter
Thedestinatiometwork's IP address.

abhwNRE

Tablel16: Theadvertisemens$Link StatelD.

advertisementWhenthelink stateadvertisemernis describingarouter(LS type= 1 or 4), theLink StatelD is
alwaysthe describedouters OSPFRouterID.

Whenan AS externaladvertisemenfL S Type= 5) is describinga defaultroute,its Link StatelD is setto
DefaultDestinatiorf0. 0. 0. 0).

12.1.5 Advertising Router

Thisfield specifieshe OSPFRouterID of theadvertisemeng originator For routerlinks advertisementshis field
is identicalto the Link StatelD field. Networklink advertisementareoriginatedby the network’s Designated
Router Summarylink advertisementareoriginatedby areaborderrouters.AS externallink advertisementare
originatedby AS boundaryrouters.
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12.1.6 LS sequencenumber

Thesequencaumberfield is asigned32-bitinteger It is usedto detectold andduplicatelink stateadvertisements.
Thespaceof sequenc@umberss linearly ordered.Thelargerthe sequenceumber(whencomparedssigned
32-bitintegers)themorerecentthe advertisementTo describeo sequencaumberspacanorepreciselylet N refer
in the discussiorbelowto the constane®’,

Thesequencaumber— N (0x80000000) is reservedandunused).Thisleaves— N + 1 (0x80000001) asthe
smallest(andthereforeoldest)sequencaumber A routeruseshis sequencaumberthefirst timeit originatesany
link stateadvertisementAfterwards,the advertisement'sequencaumberis incrementecachtime therouter
originatesa newinstanceof theadvertisementWhenanattemptis madeto incrementhe sequenc@umberpastthe
maximumvalueof N — 1 (Ox7f f f f f f f ), thecurrentinstanceof theadvertisementustfirst be flushedfrom the
routingdomain.Thisis doneby prematurelyagingthe advertisemenfseeSectionl4.1)andrefloodingit. As soonas
thisflood hasbeenacknowledgedby all adjacennheighborsanewinstancecanbe originatedwith sequencaumber
of —N + 1 (0x80000001).

Theroutermaybeforcedto promotethe sequenc@umberof oneof its advertisement&henamorerecentinstance
of theadvertisemeris unexpectedlyeceivedduringtheflooding processThis shouldbe arareevent. This may
indicatethatanout-of-dateadvertisemenpriginatedby therouteritself beforeits lastrestart/reloadstill existsin the
AutonomousSystem.For moreinformationseeSection13.4.

12.1.7 LS checksum

Thisfield is the checksumnof the completecontentsof the advertisemengxceptinghe LS agefield. ThelS age
field is exceptedsothatanadvertisemeng agecanbeincrementedvithout updatingthe checksumThe checksum
usedis the samethatis usedfor ISO connectionlesdatagramsit is commonlyreferredto asthe Fletcherchecksum.
It is documentedn AnnexB of [RFC 905]. Thelink stateadvertisementheademlsocontainghelengthof the
advertisemenin bytes;subtractinghesizeof theLS agefield (two bytes)yieldstheamountof datato checksum.

The checksunis usedto detectdatacorruptionof anadvertisementThis corruptioncanoccurwhile an
advertisemenis beingflooded,or while it is beingheldin arouters memory ThelLS checksunfield cannottakeon
thevalueof zero;theoccurrencef sucha valueshouldbe consideredi checksunfailure. In otherwords,
calculationof the checksunis not optional.

Thechecksunof alink stateadvertisemernis verifiedin two casesa) whenit is receivedn aLink StateUpdate
Packetandb) attimesduringthe agingof thelink statedatabaseThe detectionof a checksunfailure leadsto
separat@ctionsin eachcase.SeeSectionsl3 and14 for moredetails.

Whenevethe LS sequenc@umberfield indicatesthattwo instance®f anadvertisemenarethesamethelLS
checksunfield is examinedlf thereis a differencetheinstancewith thelargerLS checksumis consideredo be
mostrecent.’? SeeSection13.1for moredetails.

12.2 Thelink statedatabase

A routerhasa separatéink statedatabaséor everyareato whichit belongs.Thelink statedatabaséasbeen
referredto elsewheren thetextasthetopologicaldatabaseAll routersbelongingto the sameareahaveidentical
topologicaldatabasefor thearea.

2whentwo advertisementhavedifferentLS checksumstheyareassumedo be separaténstancesThis canoccurwhenarouterrestartsand
losestrackof the advertisemens previousLS sequencaumber In the casewherethetwo advertisementhavethesamel S sequenceumber it
is notpossibleto determinewnhichlink stateis actuallynewer If thewrongadvertisemens acceptedisnewer theoriginatingrouterwill originate
anotherinstance SeeSectionl3.4for furtherdetails.
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Thedatabasefor eachindividual areaarealwaysdealtwith separatelyThe shortespathcalculationis performed
separatelyor eacharea(seeSection16). Component®f the areatopologicaldatabasarefloodedthroughouthe
areaonly. Finally, whenanadjacencybelongingto AreaA) is beingbroughtup, only the databaséor AreaA is
synchronizedetweerthetwo routers.

Theareadatabasés composedf routerlinks advertisements)etworklinks advertisementgndsummarylink
advertisementg&ll listedin theareadatastructure).In addition,externalroutes(AS externaladvertisementsjre
includedin all non-stubareadatabaseéseeSection3.6).

An implementatiorof OSPFmustbeableto accessndividual piecesof anareadatabaseThislookupfunctionis
basedn anadvertisemen$LS type,Link StatelD andAdvertisingRouter 3 Therewill bea singleinstancethe
mostup-to-date)f eachlink stateadvertisemenin the databaseThe databaséookupfunctionis invokedduringthe
link statefloodingprocedurgSection13) andtheroutingtablecalculation(Section16). In addition,usingthis
lookupfunctiontheroutercandeterminenvhetherit hasitself everoriginateda particularlink stateadvertisement,
andif so,with whatLS sequenc&umber

A link stateadvertisemenis addedo arouter sdatabasa&heneithera) it is receivedduringthefloodingprocess
(Sectionl13)or b) it is originatedby the routeritself (Section12.4). A link stateadvertisemenis deletedrom a
routers databasavheneithera) it hasbeenoverwrittenby a newerinstanceduringtheflooding procesgSection13)
or b) therouteroriginatesa newerinstanceof oneof its self-originatedadvertisementéSection12.4)or c) the
advertisemenagesout andis flushedfrom theroutingdomain(Section14). Whenevemlink stateadvertisemenis
deletedrom the databasé@ mustalsoberemovedfrom all neighbors’Link stateretransmissionlists (see
Section10).

12.3 Representationof TOS

All OSPFink stateadvertisementgwith the exceptionof networklinks advertisementspecifymetrics.In router
links advertisementghe metricsindicatethe costsof the describednterfaces.In summarylink andAS externallink
advertisementshe metricindicatesthe costof thedescribedrath. In all of theseadvertisements separatenetric
canbe specifiedfor eachlP TOS. Theencodingof TOSin OSPHink stateadvertisements specifiedn Tablel17.
Thattablerelateshe OSPFencodingo thelP packetheadets TOSfield (definedin [RFC 1349]). The OSPF
encodings expressedsadecimalinteger andthe IP packetheades TOSfield is expressedh thebinary TOS
valuesusedin [RFC 1349].

EachOSPHIink stateadvertisemenmustspecifythe TOS 0 metric. OtherTOSmetrics,if they appearmustappear
in orderof increasingTl OSencoding.For examplethe TOS 8 (maximizethroughputmetric mustalwaysappear
beforethe TOS 16 (minimize delay)metricwhenbotharespecified.If ametricfor somenon-zeroTOSis not
specifiedjts costdefaultsto thecostfor TOSO, unlessthe T-bit is resetin theadvertisemens Optionsfield (see
Section12.1.2for moredetails).

12.4 Originating link stateadvertisements

Into any givenOSPFareaarouterwill originateseveralink stateadvertisementsEachrouteroriginatesa router
links advertisementlf therouteris alsothe Designatedrouterfor anyof theareas networks,it will originate
networklinks advertisementfor thosenetworks.

Areaborderroutersoriginatea singlesummarylink advertisemenfor eachknowninter-areadestination AS
boundaryroutersoriginatea single AS externallink advertisemenfor eachknownAS externaldestination.

13Thereis oneinstancewherea lookup mustbe donebasedon partialinformation. This is duringtherouting tablecalculation whena network
links advertisemenmustbe found basedsolely on its Link StatelD. The lookupin this caseis still well defined,sinceno two networklinks
advertisementsanhavethesamelink StatelD.
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OSPFencoding| RFC1349TOSvalues
0 0000normalservice
2 0001minimize monetarycost
4 0010maximizereliability
6 001
8 0100maximizethroughput
10 0101
12 0110
14 0111
16 1000minimizedelay
18 1001
20 1010
22 on
24 1100
26 1101
28 1110
30 1111

Tablel7: RepresentingOSin OSPE

Destinationsreadvertisebneat atime sothatthe changan anysingleroutecanbefloodedwithout refloodingthe
entirecollectionof routes.During thefloodingproceduremanylink stateadvertisementsanbe carriedby a single
Link StateUpdatepacket.

As anexampleconsiderRouterRT4 in Figure®6. It is anareaborderrouter havinga connectiorto Areal andthe
backboneRouterRT4 originates5 distinctlink stateadvertisementsto the backbongonerouterlinks, andone
summanylink for eachof thenetworksN1-N4). RouterRT4 will alsooriginate8 distinctlink stateadvertisements
into Area 1 (onerouterlinks andsevensummarylink advertisementaspicturedin Figure7). If RT4 hasbeen
selectedaisDesignatedrouterfor NetworkN3, it will alsooriginatea networklinks advertisemerfor N3 into Areal.

In this samefigure, RouterRT5 will be originating3 distinctAS externallink advertisementnefor eachof the
networksN12-N14). Thesewill befloodedthroughoutheentireAS, assuminghatnoneof the areashavebeen
configuredasstubs.However if area3 hasbeenconfiguredasa stubareatheexternaladvertisementfor networks
N12-N214will notbefloodedinto area3 (seeSection3.6). Instead RouterRT11 would originatea defaultsummary
link advertisementhatwould be floodedthroughoutarea3 (seeSection12.4.3).Thisinstructsall of area3’sinternal
routersto sendtheir AS externaltraffic to RT11.

Whenevea newinstanceof alink stateadvertisemenis originated,its LS sequenc@umberis incrementedits LS
ageis setto 0, its LS checksunis calculatedandthe advertisemeris addedo thelink statedatabas@ndflooded
outthe appropriaténterfaces.SeeSection13.2for detailsconcerningheinstallationof theadvertisemeninto the
link statedatabaseSeeSection13.3for detailsconcerninghefloodingof newly originatedadvertisements.

Theteneventghatcancausea newinstanceof alink stateadvertisemento be originatedare:

1. TheLSagefield of oneof therouters self-originatedadvertisementseacheghevalueLSRefeshTme. In this
caseanewinstanceof thelink stateadvertisemenis originated eventhoughthecontentf theadvertisement
(apartfrom thelink stateadvertisementieader)will bethesame.This guaranteeperiodicoriginationsof all
link stateadvertisementsThis periodicupdatingof link stateadvertisementaddsrobustnesso thelink state
algorithm. Link stateadvertisementthatsolely describeunreachablelestinationshouldnot berefreshedput
shouldinsteadbe flushedfrom theroutingdomain(seeSection14.1).
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Whenwhatevelis beingdescribedy alink stateadvertisementhangesa newadvertisemenis originated.
However two instance®f thesamelink stateadvertisementnaynot be originatedwithin thetime period
MinLSlInterval. This mayrequirethatthe generatiorof the nextinstancebedelayedby up to MinLSInterval. The
following eventsmaycausehecontentf alink stateadvertisemento change . Theseeventsshouldcausenew
originationsif andonly if the contentsf the newadvertisementvould bedifferent:

2. Aninterfaces statechangeqseeSection9.1). This maymeanthatit is necessaryo producea newinstanceof
therouterlinks advertisement.

3. Anattachednetworks DesignatedRouterchangesA newrouterlinks advertisemenshouldbe originated.
Also, if therouteritself is now the DesignatedRouter a newnetworklinks advertisemernshouldbe produced.
If therouteritself is nolongerthe Designatedrouter any networklinks advertisementhatit mighthave
originatedfor the networkshouldbe flushedfrom the routingdomain(seeSection14.1).

4. Oneoftheneighboringrouterschangedo/fromthe FULL state.This may meanthatit is necessaryo produce
anewinstanceof therouterlinks advertisementAlso, if therouteris itself the DesignatedRouterfor the
attachedhetwork,anewnetworklinks advertisemenshouldbe produced.

Thenextfour eventsconcernareaborderroutersonly:

5. Anintra-arearoutehasbeenadded/deleted/modified theroutingtable. This may causea newinstanceof a
summanylinks advertisemenffor this route)to beoriginatedin eachattachedarea(possiblyincludingthe
backbone).

6. Aninter-arearoutehasbeenadded/deleted/modified theroutingtable. This maycausea newinstanceof a
summanylinks advertisemenffor this route)to be originatedin eachattachedarea(but NEVER for the
backbone).

7. Therouterbecomesewlyattachedo an area. The routermustthenoriginatesummarylink advertisements
into the newly attachedareafor all pertinentintra-areaandinter-arearoutesin therouter sroutingtable. See
Sectionl12.4.3for moredetails.

8. Whenthestateof oneof therouters configuedvirtual links changesit maybe necessaryo originatea new
routerlinks advertisemeninto the virtual link’ stransitarea(seethe discussiorof therouterlinks
advertisemeng'bit V in Section12.4.1),aswell asoriginatinganewrouterlinks advertisemeninto the
backbone.

Thelasttwo eventsconcernAS boundaryrouters(andformer AS boundaryrouters)only:

9. Anexternalroutegainedthroughdirectexperiencevith anexternalroutingprotocol(like EGP)changesThis
will causeanAS boundaryrouterto originatea newinstanceof anAS externallink advertisement.

10. Arouterceasedo bean ASboundaryrouter, perhapsafterrestarting.In this situationthe routershouldflush
all AS externallink advertisementthatit hadpreviouslyoriginated.Theseadvertisementsanbeflushedvia
theprematureagingprocedurespecifiedin Section14.1.

The constructiorof eachtype of link stateadvertisemenis explainedn detailbelow In generalthesesections
describehe contentof theadvertisemenbody (i.e., the partcomingafterthe 20-byteadvertisemenheader) For
informationconcerninghebuilding of thelink stateadvertisementheaderseeSection12.1.
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12.4.1 Router links

A routeroriginatesa routerlinks advertisemenfor eachareathatit belongso. Suchanadvertisementlescribeshe
collectedstatesof therouter slinks to thearea.The advertisemenis floodedthroughoutheparticulararea,andno
further.

Theformatof arouterlinks advertisemenits shownin AppendixA (SectionA.4.2). Thefirst 20 bytesof the
advertisementonsistof the generidink stateadvertisemeniieadethatwasdiscussedn Section12.1. Routerlinks
advertisementlavel S type = 1. Therouterindicateswhetherit is willing to calculateseparateoutesfor eachlP
TOSby setting(or resettingkhe T-bit of thelink stateadvertisemens Options field.

A routeralsoindicateswhetherit is anareaborderrouter, or an AS boundaryrouter, by settingthe appropriatebits
(bit B andbit E, respectivelyjn its routerlinks advertisementsT his enablegpathsto thosetypesof routersto be
savedn theroutingtable,for later processingf summarylink advertisementandAS externallink advertisements.
Bit B shouldbe setwhenevetherouteris activelyattachedo two or moreareasgvenif therouteris notcurrently
attachedo the OSPFbackbonearea.Bit E shouldneverbesetin arouterlinks advertisemenfor a stubarea(stub
areasannotcontainAS boundaryrouters).In addition,theroutersetsbit V in its routerlinks advertisemenfor Area
A if andonly if it is theendpointof anactivevirtual link usingAreaA asits Transitarea.This enableghe other
routersattachedo AreaA to discoverwhetherthe areasupportsanyvirtual links (i.e.,is atransitarea).

Therouterlinks advertisementhendescribeshe routef s working connectiongi.e., interfacesor links) to the area.

Eachlink is typedaccordingo thekind of attachechetwork.Eachlink is alsolabelledwith its Link ID. ThisLink ID
givesa nameto theentity thatis on the otherendof thelink. Table18 summarizeshevaluesusedfor the Typeand

Link 1D fields.

Link type | Description Link ID
1 Point-to-pointlink NeighborRouterlD
2 Link to transitnetwork | Interfaceaddres®f Designatedrouter
3 Link to stubnetwork IP networknumber
4 Virtual link NeighborRouterlD

Tablel18: Link descriptionsn therouterlinks advertisement.

In addition,theLink Datafield is specifiedfor eachlink. Thisfield gives32 bits of extrainformationfor thelink. For
links to transitnetworks numberedinks to routersandvirtual links, this field specifieghe P interfaceaddres®f the
associatedouterinterface(this is neededy theroutingtablecalculation seeSection16.1.1).For links to stub
networks this field specifieghe network’s IP addressnask.Forunnumberegboint-to-pointnetworks theLink Data
field shouldbe setto theunnumberednterfaces MIB-11 [RFC 1213]ifIndex value.

Finally, the costof usingthelink for output(possiblyspecifyinga differentcostfor eachTypeof Service)is
specified.The outputcostof alink is configurable It mustalwaysbenon-zero.

To furtherdescribethe procesf building thelist of link descriptionssuppose routerwishesto build arouterlinks
advertisemenfor AreaA. Therouterexaminests collectionof interfacedatastructuresFor eachinterface the
following stepsaretaken:

¢ If theattachechetworkdoesnot belongto Area A, no links areaddedto the advertisementandthe next
interfaceshouldbe examined.

o Else,if thestateof theinterfaceis Down, nolinks areadded.
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e Else,if thestateof theinterfaceis Point-to-Point, thenaddlinks accordingo thefollowing:

— If theneighboringrouteris fully adjacentadda Type1 link (point-to-point)if thisis aninterfaceto a
point-to-pointnetwork,or adda Type4 link (virtual link) if thisis avirtual link. TheLink ID shouldbe
setto theRouterID of theneighboringrouter For virtual links andnumberedoint-to-pointnetworks,
theLink Datashouldspecifythe IP interfaceaddressFor unnumberegboint-to-pointnetworks the Link
Datafield shouldspecifytheinterfaces MIB-II [RFC 1213]ifIndex value.

— If thisis anumberedoint-to-pointnetwork(i.e, notavirtual link andnotanunnumberegboint-to-point
network)andthe neighboringrouter s 1P addresss known,adda Type 3 link (stubnetwork)whoseLink
ID istheneighbotsIP addresswhoseLink Datais themaskOxf f f f f f f f indicatinga hostroute,and
whosecostis the interfaces configuredoutputcost.

¢ Elseif thestateof theinterfaceis Loopback, adda Type3 link (stubnetwork)aslong asthisis notan
interfaceto anunnumberederialline. TheLink ID shouldbe setto the P interfaceaddressthe Link Dataset
tothemaskOxf f f f f f f f (indicatingahostroute),andthe costsetto 0.

o Elseif thestateof theinterfaceis Waiting, adda Type 3 link (stubnetwork)whoseLink ID is thelP network
numberof theattachechetworkandwhoseLink Datais the attachechetwork's addressnask.

e Else therehasbeenaDesignatedRouterselectedor theattachechetwork. If therouteris fully adjacento the
Designatedrouter or if therouteritself is DesignatedRouterandis fully adjacento atleastoneotherrouter,
addasingleType?2 link (transitnetwork)whoseLink ID is thelP interfaceaddres®f theattachechetwork’s
Designatedrouter(which maybetherouteritself) andwhoseLink Datais the routefsown IP interface
addressOtherwiseadda link asif theinterfacestatewereWaiting (seeabove).

Unlessotherwisespecifiedthe costof eachlink generatedy the aboveproceduras equalto the outputcostof the
associatethterface.Notethatin the caseof seriallines, multiple links maybegeneratedy a singleinterface.

After consideratiorof all therouterinterfaceshostlinks areaddedto theadvertisemeniby examiningthelist of
attachedosts.A hostrouteis representedsa Type3 link (stubnetwork)whoseLink ID is thehost'sIP addressnd
whoselink Datais themaskof all ones(Oxf f ffffff).

As anexample considertherouterlinks advertisementgeneratedy RouterRT3, aspicturedin Figure6. Thearea
containingRouterRT3 (Areal) hasbeenredrawn with actualnetworkaddressesn Figure15. Assumethatthelast
byteof all of RT3'sinterfaceaddresseis 3, giving it theinterfaceaddresse$92.1.1.3and192.1.4.3andthatthe
otherroutershavesimilar addressingchemesln addition,assumehatall links arefunctional,andthatRouterIDs
areassignedasthe smallestP interfaceaddress.

RT3 originateswo routerlinks advertisementfnefor Areal andonefor thebackbone AssumethatRouterRT4
hasbeenselectedasthe Designatedouterfor network192. 1. 1. 0. RT3'srouterlinks advertisementfor Areal is
thenshownbelow It indicatesthatRT3 hastwo connectiondo Areal, thefirst alink to thetransitnetwork

192. 1. 1. 0 andthesecondalink to thestubnetwork192. 1. 4. 0. Notethatthetransitnetworkis identifiedby
thelP interfaceof its DesignatedRouter(i.e.,theLink ID = 192. 1. 1. 4 whichis the DesignatedRouterRT4's P
interfaceto 192. 1. 1. 0). NotealsothatRT3 hasindicatedthatit is capableof calculatingseparateoutesbasedn
IP TOS, throughsettingthe T-bit in the Optionsfield. It hasalsoindicatedthatit is anareaborderrouter

; RT3"s router |inks advertisenent for Area 1

LS age = 0 ;always true on origination
ptions = (T-bit|E-bit) ; TOS- capabl e

LS type = 1 ;indicates router |inks
Link State ID = 192.1.1.3 :RT3’s Router |ID
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Advertising Router = 192.1.1.3 ;RT3's Router |ID

bit E=0 ;not an AS boundary router
bit B=1 ;RT3 is an area border router
#links = 2
Link ID=192.1.1.4 ;1 P address of Designhated Router
Link Data = 192.1.1.3 cRT3’s IP interface to net
Type = 2 ;connects to transit network
# other nmetrics =0
TOS O netric =1
Link ID=192.1.4.0 ;1 P Networ k nunber
Link Data = OxffffffO0O0 : Net wor k mask
Type = 3 ;connects to stub network

# other nmetrics =0
TOS O netric = 2

NextRT3'srouterlinks advertisemenfor thebackbonds shown. It indicatesthatRT3 hasa singleattachmento the
backboneThis attachmenis via anunnumberegboint-to-pointlink to RouterRT6. RT3 hasagainindicatedthatit is
TOS-capableandthatit is anareaborderrouter

; RT3'"s router |inks adverti senent for the backbone

LS age = 0 ;always true on origination
ptions = (T-bit|E-bit) ; TOS- capabl e
LS type = 1 ;indicates router |inks
Link State ID = 192.1.1.3 :RT3's router I D
Advertising Router = 192.1.1.3 ;RT3’s router |ID
bit E=0 ;not an AS boundary router
bit B=1 :RT3 is an area border router
#links = 1
Link 1D = 18.10.0.6 ; Nei ghbor’s Router |ID
Link Data = 0.0.0.3 MB-Il iflndex of P-P link
Type = 1 ;connects to router

1
o

# other netrics
TOS O netric = 8

EventhoughRouterRT3 hasindicatedthatit is TOS-capablén the aboveexamplespnly a singlemetric (the TOSO
metric) hasbeenspecifiedfor eachinterface.Differentmetricscanbe specifiedfor eachTOS. Theencodingof TOS
in OSPFlink stateadvertisementts describedn Section12.3.

As anexample supposehe point-to-pointlink betweerRoutersRT3 andRT6 in Figure15is a satellitelink. The AS
administratomaywantto encouragehe useof theline for high bandwidthtraffic. Thiswould be doneby settingthe
metricartificially low for theappropriateT OSvalue. RouterRT3 would thenoriginatethefollowing routerlinks
advertisemenfor thebackbong TOS8 = maximizethroughput):

; RT3'"s router |inks adverti senent for the backbone

LS age = 0 ;always true on origination
ptions = (T-bit|E-bit) ; TOS- capabl e
LS type = 1 ;indicates router |inks

Link State ID = 192.1.1.3 :RT3’s Router |ID
Advertising Router = 192.1.1.3

Moy [Page70]



RFC1583 OSPFVersion2 March1994

bit E=0 ;not an AS boundary router
bit B=1 ;RT3 is an area border router
#links = 1
Link 1D = 18.10.0.6 ; Nei ghbor’s Router |ID
Link Data = 0.0.0.3 MB-Il iflndex of P-P link
Type = 1 ;connects to router

# other netrics =1

TOS O netric = 8
TS = 8 ; Maxi m ze t hroughput
metric =1 ;traffic preferred

12.4.2 Network links

A networklinks advertisemenits generatedor everytransitmulti-accessietwork. (A transitnetworkis a network
havingtwo or moreattachedouters).The networklinks advertisementlescribesll the routersthatareattachedo
thenetwork.

The DesignatedRouterfor the networkoriginatestheadvertisementThe DesignatedRouteroriginatesthe
advertisemenonly if it is fully adjacento atleastoneotherrouteron the network. The networklinks advertisement
is floodedthroughouthe areathatcontainsthetransitnetwork,andno further. The networkslinks advertisement
liststhoseroutersthatarefully adjacento the DesignatedRouter;eachfully adjacentouteris identifiedby its OSPF
RouterlD. TheDesignatedRouterincludesitself in this list.

ThelLink StatelD for anetworklinks advertisemenis the IP interfaceaddres®f the Designatedrouter Thisvalue,
maskedy the network’'saddressnask(which is alsocontainedn the networklinks advertisementyieldsthe
network’sIP address.

A routerthathasformerly beenthe Designatedrouterfor a network,butis nolonger, shouldflushthenetworklinks
advertisementhatit hadpreviouslyoriginated.This advertisemenis no longerusedin theroutingtablecalculation.
It is flushedby prematurelyincrementinghe advertisemensageto MaxAge andreflooding(seeSection14.1). In
addition,in thoserarecasesvherearoutef s RouterlD haschangedany networklinks advertisementthatwere
originatedwith therouter's previousRouterID mustbeflushed.Sincetheroutermayhavenoideawhatit’ s previous
RouterlD mighthavebeenthesenetworklinks advertisementareindicatedby havingtheir Link StatelD equalto
oneof theroutersIP interfaceaddresseandtheir AdvertisingRouternot equalto therouter s currentRouterlD (see
Sectionl13.4for moredetails).

As anexampleof a networklinks advertisementagainconsidetthe areaconfigurationin Figure6. Networklinks
advertisementareoriginatedfor NetworkN3in Areal, NetworksN6 andN8in Area2, andNetworkN9 in Area3.
Assumingthat RouterRT4 hasbeenselectedasthe DesignatedRouterfor Network N3, thefollowing networklinks
advertisemenis generatedy RT4 on behalfof NetworkN3 (seeFigurel5 for theaddresgssignments):

; network |inks adverti senent for Network N3

LS age = 0 ;always true on origination
ptions = (T-bit|E-bit) ; TOS- capabl e

LS type = 2 ;indi cates network |inks

Link State |D = 192.1.1. 4 ;1 P address of Designated Router

Advertising Router = 192.1.1.4 ;RT4’s Router |ID
Net wor k Mask = OxffffffO0O0

Attached Router = 192.1.1.4 :Router ID
Attached Router = 192.1.1.1 ;Router ID
Attached Router = 192.1.1.2 ;Router ID
Attached Router = 192.1.1.3 ;Router ID
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12.4.3 Summary links

Eachsummarylink advertisementlescribes routeto asingledestinationSummaryink advertisementareflooded
throughouita singleareaonly. Thedestinatiordescribeds onethatis externalto theareayet still belongingto the
AutonomousSystem.

Summarnylink advertisementareoriginatedby areaborderrouters.The precisesummaryroutesto advertiseénto an
areaaredeterminedy examiningtheroutingtablestructure(seeSection11) in accordancevith thealgorithm
describedelow Notethatonly intra-areaoutesareadvertisednto the backbonewhile bothintra-areaand
inter-arearoutesareadvertisednto the otherareas.

To determinewhich routesto advertiseinto anattachedAreaA, eachroutingtableentryis processeasfollows.
Remembethateachroutingtableentrydescribes setof equal-cosbestpathsto a particulardestination:

e Only DestinationTypesof networkandAS boundaryrouterareadvertisedn summaryink advertisementdf
theroutingtableentry’s Destination Type is areaborderrouter examinethe nextroutingtableentry.

e AS externalroutesareneveradvertisedn summaryink advertisementdf theroutingtableentryhas
Path-type of type 1 externalor type 2 external examinethe nextroutingtableentry,

e Else,if theareaassociatedvith this setof pathsis the AreaA itself, do notgeneratea summarylink
advertisemenfor theroute. 4

e Else,if thenexthopsassociateavith this setof pathsbelongto AreaA itself, do not generatea summarylink
advertisemenfor theroute.™® Thisis thelogical equivalentf a DistanceVectorprotocol's split horizonlogic.

¢ Else,if theroutingtablecostequalsor exceedshevalueLSInfinity, a summarylink advertisementannotbe
generatedor thisroute.

e Else,if thedestinatiorof thisrouteis anAS boundaryrouter, generatea Type4 link stateadvertisemenfior the
destinationwith Link StatelD equalto the AS boundaryrouters RouterlD andmetricequalto therouting
tableentry’s cost. Theseadvertisementshouldnot begeneratedf AreaA hasbeenconfiguredasastubarea.

¢ Else,theDestinationtypeis network.If thisis aninter-arearoute,generata Type 3 advertisemenfor the
destinationwith Link StatelD equalto the network'saddresgif necessarythelink StatelD canalsohave
oneor moreof the network’s “host” bits set;seeAppendixF for details)andmetricequalto theroutingtable
cost.

e Theoneremainingcaseis anintra-areaouteto a network. This meanghatthe networkis containedn oneof
therouter sdirectly attachedareas.In generalthis informationmustbe condensetbeforeappearingn
summanfink advertisementRemembethatanareahasbeendefinedasalist of addressangesgachrange
consistingof an[address,maskjair anda statusndicationof eitherAdvertiseor DoNotAdvertise At mosta
singleType 3 advertisemenis madefor eachrange.Whenthe ranges statusndicatesAdvertise,a Type3
advertisemenis generatedvith Link StatelD equalto therangesaddresgif necessarythelLink StatelD can
alsohaveoneor moreof theranges “host” bits set;seeAppendixF for details)andcostequalto thesmallest
costof anyof the componennetworks.Whentheranges statusindicatesDoNotAdvertisethe Type3
advertisemenis suppressedndthe componenhetworksremainhiddenfrom otherareas.

14This clausecoversthe case:Inter-arearoutesarenot summarizedo thebackboneThis is becausénter-arearoutesarealwaysassociateghith
thebackbonearea.

B5This clauses only invokedwhenAreaA is a Transitareasupportingoneor morevirtual links. Forexamplejn theareaconfiguratiorof Figure
6, RouterRT11 needonly originatea singlesummarylink havingthe (collapsed)destinationN9-N11,H1 into its connectedlransitareaArea 2,
sinceall of its othereligible routeshavenexthopsbelongingto Area 2 (andassuchonly needbe advertisedby otherareaborderrouters;in this
caseRoutersRT10andRT7).
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By default,if anetworkis notcontainedn anyexplicitly configuredaddressange,a Type 3 advertisemeris

generatedvith Link StatelD equalto the network’saddresgif necessarythelink StatelD canalsohaveone
or moreof thenetwork’s “host” bits set;seeAppendixF for details)andmetric equalto the network'srouting
tablecost.

If virtual links arebeingusedto provide/increaseonnectivityof the backboneroutinginformation
concerninghe backbonenetworksshouldnot be condensetheforebeingsummarizednto thevirtual links’
Transitareas.Nor shouldthe advertisemendf backbonenetworksinto Transitareade suppressedn other
words,thebackbones configuredrangesshouldbe ignoredwhenaoriginatingsummanyinks into Transitareas.
Theexistenceof virtual links is determinediuringthe shortespathcalculationfor the Transitareagsee
Sectionl6.1).

If arouteradvertisesa summaryadvertisementor a destinatiorwhich thenbecomesinreachabletheroutermust
thenflushtheadvertisemenirom theroutingdomainby settingits ageto MaxAgeandreflooding(seeSection14.1).
Also, if thedestinatioris still reachableyet cannolongerbeadvertisedaccordingto the aboveprocedurde.g.,it is
now aninter-arearoute,whenit usedto beanintra-arearouteassociateavith somenon-backbonarea;it would thus
nolongerbe advertisabléo the backbone)the advertisemenshouldalsobe flushedfrom therouting domain.

Foranexampleof summarylink advertisementsonsideragaintheareaconfigurationin Figure6. RoutersRT3,
RT4,RT7,RT10andRT11 areall areaborderrouters,andthereforeareoriginatingsummarylink advertisements.
Considerin particularRouterRT4. Its routingtablewascalculatedastheexamplein Sectionl1.3. RT4 originates
summanlink advertisementito boththebackboneandAreal. Into thebackboneRouterRT4 originatesseparate
advertisement®r eachof thenetworksN1-N4. Into Areal, RouterRT4 originatesseparat@dvertisementfor
networksN6-N8 andthe AS boundaryroutersRT5,RT7. It alsocondenseblostroutesla andlb into asingle
summanfink advertisementFinally, the routesto networksN9,N10,N11 andHostH1 areadvertisedy a single
summanfink advertisementThis condensatiomvasoriginally performedby the RouterRT11.

Theseadvertisementareillustratedgraphicallyin Figures7 and8. Two of thesummarylink advertisements
originatedby RouterRT4 follow. TheactuallP addressefor the networksandroutersin questiorhavebeen
assignedn Figurel5.

; summary |ink advertisenent for Network Ni,
; originated by Router RT4 into the backbone

LS age = 0 ;always true on origination
ptions = (T-bit|E-bit) ; TOS- capabl e
LS type = 3 ;indicates summary link to | P net
Link State |D = 192.1.2.0 :N1's | P network nunber
Advertising Router = 192.1.1.4 'RT4’s I D

TS = 0

nmetric = 4

; summary |ink advertisenent for AS boundary Router RT7
; originated by Router RT4 into Area 1

LS age = 0 ;always true on origination
ptions = (T-bit|E-bit) ; TOS- capabl e
LS type = 4 ;indicates summary |ink to ASBR
Link State ID = Router RT7’s ID
Advertising Router = 192.1.1.4 'RT4’s I D

TS = 0

netric = 14

Moy [Page73]



RFC1583 OSPFVersion2 March1994

Summarylink advertisementpertainto a singledestination(IP networkor AS boundaryrouter). However for a
singledestinatiortheremay be separataetsof paths,andthereforeseparateoutingtableentries for eachType of
Service.All theseentriesmustbe consideredvhenbuilding the summarylink advertisementor the destinationa
singleadvertisemenmustspecifythe separateosts(if theyexist)for eachTOS.Theencodingof TOSin OSPHink
stateadvertisementis describedn Section12.3.

Clearingthe T-bit in the Optionsfield of asummarylink advertisemenindicatesthatthereis aTOSO pathto the
destinationput no pathsfor non-zeroTOS. This canhapperwhennon-TOS-capableoutersexistin therouting
domain(seeSection2.4).

12.4.4 Originating summary links into stub areas

Thealgorithmin Section12.4.3is optionalwhenAreaA is anOSPFstubarea.Areaborderroutersconnectingo a
stubareacanoriginatesummarylink advertisementsto the areaaccordingto theaboveSections algorithm,or can
chooseo originateonly a subsebf theadvertisementgossiblyunderconfigurationcontrol. Thefewer
advertisementeriginated thesmallerthe stubareaslink statedatabasefurtherreducingthedemand®nits routers’
resourcesHowever omitting advertisementmay alsoleadto sub-optimalinter-arearouting, althoughroutingwill
continueto function.

As specifiedn Section12.4.3,Type4 link stateadvertisementéASBR summarylinks) areneveroriginatedinto stub
areas.

In a stubarea,insteadof importing externalrouteseachareaborderrouteroriginatesa “default summarylink” into
thearea.ThelLink StatelID for thedefaultsummarylink is setto DefaultDestinationandthe metricsetto the
(per-area)configurablegparameteStubDefaultCostNote that StubDefaultCosheednot be configureddenticallyin
all of thestubareas areaborderrouters.

12.4.5 AS external links

AS externallink advertisementdescribeoutesto destinationgxternalto the AutonomousSystem.MostAS
externallink advertisementdescriberoutesto specificexternaldestinationsin thesecasegheadvertisemens Link
StatelD is setto thedestinatiometwork’s IP addresgif necessarytheLink StatelD canalsohaveoneor moreof
thenetwork’s “host” bits set;seeAppendixF for details). However a defaultroutefor the AutonomousSystemcan
bedescribedn anAS externallink advertisemenby settingthe advertisemens'Link StatelD to
DefaultDestinatiorf0. 0. 0. 0). AS externalink advertisementareoriginatedby AS boundaryrouters.An AS
boundaryrouteroriginatesa singleAS externallink advertisemenfor eachexternalroutethatit haslearnedgither
throughanothemroutingprotocol(suchasEGP),or throughconfigurationinformation.

In general AS externallink advertisementarethe only typeof link stateadvertisementthatarefloodedthroughout
theentire AutonomousSystemjall othertypesof link stateadvertisementarespecificto a singlearea.However AS
externallink advertisementarenotfloodedinto/throughoustubareagseeSection3.6). This enablesa reductionin
link statedatabassizefor routersinternalto stubareas.

Themetricthatis advertisedor an externalroutecanbe oneof two types. Type 1 metricsarecomparabldo the link
statemetric. Type2 metricsareassumedo belargerthanthe costof anyintra-AS path. As with summarylink
advertisementsf separat@athsexistbasecon TOS,separatd OS costscanbeincludedin the AS externallink
advertisementTheencodingof TOSin OSPFlink stateadvertisements describedn Section12.3.1f the T-bit of
theadvertisemens Options field is clear no non-zeroTOSpathsto the destinatiorexist.

If arouteradvertiseainAS externallink advertisementfor a destinationrwhichthenbecomesinreachabletherouter
mustthenflushthe advertisemenfrom the routingdomainby settingits ageto MaxAgeandreflooding(see
Sectionl4.1).
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Foranexampleof AS externallink advertisementg;onsideronceagainthe AS picturedin Figure6. Therearetwo
AS boundaryrouters:RT5 andRT7. RouterRT5 originateshreeexternallink advertisementdpr networks
N12-N14.RouterRT7 originateswo externallink advertisementdpr networksN12 andN15. AssumethatRT7 has
learnedts routeto N12 via EGP andthatit wishesto advertisea Type2 metricto the AS. RT7 would thenoriginate
thefollowing advertisemenfior N12:

;. AS external |ink advertisement for Network N12,
originated by Router RT7

1

LS age = 0 ;always true on origination
ptions = (T-bit|E-bit) ; TOS- capabl e
LS type = 5 ;indicates AS external |ink

Link State ID = N12's | P network nunber
Advertising Router = Router RT7's ID
bit E=1 ; Type 2 metric
TOS = 0
netric = 2
Forwar di ng address = 0.0.0.0

In the aboveexample theforwarding addressfield hasbeensetto 0. 0. 0. 0, indicatingthatpacketdor the
externaldestinatiorshouldbe forwardedto the advertisingDSPFrouter(RT7). Thisis not alwaysdesirable.
Considetthe examplepicturedin Figure16. TherearethreeOSPFrouters(RTA, RTB andRTC) connectedo a
commonnetwork. Only oneof theserouters RTA, is exchangingeGPinformationwith thenon-OSPRouterRTX.
RTA mustthenoriginateAS externallink advertisementfr thosedestinationst haslearnedrom RTX. By using
the AS externallink advertisemensforwarding addressfield, RTA canspecifythatpacketdor thesedestinations
beforwardeddirectly to RTX. Withoutthis feature RoutersRTB andRTC would takeanextrahopto getto these
destinations.

Notethatwhentheforwarding addressfield is non-zerojt shouldpointto arouterbelongingto another
AutonomousSystem.

A forwarding addresscanalsobe specifiedfor the defaultroute. For examplejn figure 16 RTA maywantto
specifythatall externally-destinegacketshouldby defaultbe forwardedto its EGPpeerRTX. TheresultingAS
externallink advertisemenis picturedbelow NotethattheLink StatelD is setto DefaultDestination.

; Default route, originated by Router RTA
Packets forwarded through RTX

1

LS age = 0 ;always true on origination
ptions = (T-bit|E-bit) ; TOS- capabl e
LS type = 5 ;indicates AS external 1ink

Link State | D = DefaultDestination ; default route
Advertising Router = Router RTA's |ID

bit E=1 ; Type 2 metric

TS = 0

netric = 1

Forwar di ng address = RTX' s | P address

In figure 16, supposensteadthatboth RTA andRTB exchang&GPinformationwith RTX. In this case RTA and
RTB would originatethe samesetof AS externallink advertisementsTheseadvertisementsf theyspecifythe same
metric,would befunctionally equivalentsincetheywould specifythe samedestinatiorandforwardingaddress
(RTX). Thisleadsto a clearduplicationof effort. If only oneof RTA or RTB originatedthe setof external
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advertisementghe routingwould remainthe same andthe sizeof thelink statedatabasevould decreaseHowever
it mustbe unambiguoushdefinedasto which routeroriginateshe advertisementétherwiseneithermay; or the
identity of the originatormay oscillate). Thefollowing rule is therebyestablishedif two routers,bothreachable
fromoneanother originate functionallyequivalentASexternaladvertisement§.e., samedestination costand
non-zeo forwarding address) thenthe advertisementriginatedby therouterhavingthe highestOSPFRouterID is
used Therouterhavingthelower OSPFRouterID canthenflushits advertisementFlushingalink state
advertisemenis discussedh Sectionl4.1.

13 The Flooding Procedure

Link StateUpdatepacketprovidethe mechanisnior floodinglink stateadvertisementsA Link StateUpdatepacket
may containseveraldistinctadvertisement@ndfloodseachadvertisemenbnehopfurtherfrom its point of
origination. To maketheflooding procedureeliable,eachadvertisementustbe acknowledgedeparately
Acknowledgmentaretransmittedn Link StateAcknowledgmenpackets Many separatacknowledgmentsan
alsobe groupedogethelinto a singlepacket.

Theflooding procedurestartswhenaLink StateUpdatepackethasbeenreceived.Many consistencycheckshave
beenmadeonthereceivedpacketbeforebeinghandedo the flooding procedurgseeSection8.2). In particular the
Link StateUpdatepackethasbeenassociatedvith a particularneighboranda particulararea.lf the neighboris in a
lesserstatethanExchange the packetshouldbe droppedwithout further processing.

All typesof link stateadvertisementtherthanAS externallinks, areassociatedavith a specificarea.However link
stateadvertisementdo not containanareafield. A link stateadvertisemensareamustbededucedrom theLink
StateUpdatepacketheader

Foreachlink stateadvertisementontainedn the packetthefollowing stepsaretaken:

1. Validatethe advertisemens$' LS checksumlf thechecksunturnsoutto beinvalid, discardthe advertisement
andgetthenextonefrom theLink StateUpdatepacket.

2. Examinethelink stateadvertisemens$LS type. If theLS typeis unknown,discardtheadvertisemenandget
thenextonefrom the Link StateUpdatePacket.This specificatiordefined S typesl1-5 (seeSectiord.3).

3. Elseif thisis a AS externalink advertisemenfl S type= 5), andthe areahasbeenconfiguredasa stubarea,
discardthe advertisemeraindgetthe nextonefrom theLink StateUpdatePacket.AS externallink
advertisementarenotfloodedinto/throughoustubareagseeSection3.6).

4. Elseif theadvertisemen$'LS ageis equalto MaxAge,andthereis currentlynoinstanceof the advertisement
in therouterslink statedatabasethentakethefollowing actions:

(a) Acknowledgethereceiptof theadvertisemenby sendinga Link StateAcknowledgmenpacketbackto
the sendingneighbor(seeSection13.5).

(b) Pumgeall outstandingequestdor equalor previousinstance®f theadvertisemenfrom the sending
neighbotsLink State Requestlist (seeSectionl0).

(c) If thesendingneighboris in stateExchangeor in statelL oading, theninstall the MaxAge advertisement
in thelink statedatabaseOtherwise simply discardtheadvertisementln eithercase gxaminethe next
advertisementif any)listedin theLink StateUpdatepacket.

5. Otherwisefind theinstanceof this advertisementhatis currentlycontainedn therouterslink statedatabase.
If thereis no databaseopy, or thereceivedadvertisemenis morerecenthanthe databaseopy (see
Sectionl13.1belowfor the determinatiorof which advertisemenis morerecent)thefollowing stepsmustbe
performed:
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(a) If thereis alreadya databaseopy, andif thedatabaseopywasinstalledlessthanMinLSInterval
secondsgo,discardthe newadvertisemenfwithout acknowledgingt) andexaminethe next
advertisementif any)listedin theLink StateUpdatepacket.

(b) Otherwiseémmediatelyflood thenewadvertisemenbvutsomesubsebf theroutersinterfacegsee
Sectionl13.3).1n somecaseqe.g.,the stateof thereceivinginterfaceis DR andtheadvertisementvas
receivedfrom arouterotherthanthe BackupDR) theadvertisemenwill be floodedbackoutthe
receivinginterface.This occurrenceshouldbe notedfor lateruseby the acknowledgmenprocess
(Section13.5).

(c) Removethe currentdatabaseopyfrom all neighbors’Link stateretransmissionlists.

(d) Installthenewadvertisemenin thelink statedatabaséreplacingthe currentdatabaseopy). This may
causeheroutingtablecalculationto be scheduledIn addition,timestamphe newadvertisemenivith
thecurrenttime (i.e., thetime it wasreceived).Theflooding procedurecannotoverwritethe newly
installedadvertisemenaintil MinLSInterval second$iaveelapsedThe advertisemennstallation
processs discussedurtherin Section13.2.

(e) Possiblyacknowledgehereceiptof theadvertisemenby sendinga Link StateAcknowledgmenpacket
backoutthereceivinginterface.Thisis explainedbelowin Section13.5.

() If thisnewlink stateadvertisemenindicateshatit wasoriginatedby thereceivingrouteritself (i.e., is
consideredh self-originatecadvertisementtheroutermusttakespecialaction,eitherupdatingthe
advertisemenor in somecasedlushingit from the routingdomain.For adescriptionof how
self-originatedadvertisementaredetectecandsubsequentlyrandled seeSection13.4.

6. Else,if thereis aninstanceof theadvertisemendnthesendingneighbotsLink staterequestlist, anerrorhas
occurredn the Databas&xchangeprocessin this caserestartthe Databas&xchanggrocesdy generating
theneighboreventBadLSReqfor thesendingneighborandstopprocessinghe Link StateUpdatepacket.

7. Else,if thereceivedadvertisemenis the sameinstanceasthe databaseopy (i.e., neitheroneis morerecent)
thefollowing two stepsshouldbe performed:

(a) If theadvertisemenis listedin theLink stateretransmissionlist for thereceivingadjacencytherouter
itself is expectingan acknowledgmenfor this advertisementTheroutershouldtreatthereceived
advertisemenasanacknowledgmentyy removingtheadvertisemenfrom theLink state
retransmissionlist. Thisis termedan“implied acknowledgment”lts occurrenceshouldbe notedfor
lateruseby the acknowledgmenprocesgSection13.5).

(b) Possiblyacknowledgehereceiptof theadvertisemenity sendinga Link StateAcknowledgmenpacket
backoutthereceivinginterface.Thisis explainedbelowin Section13.5.

8. Else,thedatabaseopyis morerecent.Noteanunusuakventto networkmanagementliscardthe
advertisemer@indprocesghenextlink stateadvertisementontainedn theLink StateUpdatepacket.

13.1 Determining which link stateis newer

Whena routerencounterswo instance®f alink stateadvertisemenit mustdeterminewhichis morerecent.This
occurredabovewhencomparingareceivedadvertisemento its databaseopy This comparisormustalsobedone
duringthe Databasé&xchangeprocedurewvhich occursduringadjacencybring-up.

A link stateadvertisemernis identifiedby its LS type, Link StatelD andAdvertisingRouter Fortwo instance®f the
sameadvertisementhe LS sequenc@umber LS age,andLS checksunfieldsareusedto determinevhichinstance
is morerecent:

Moy [Page77]



RFC1583 OSPFVersion2 March1994

e Theadvertisementavingthe newerLS sequencaumberis morerecent.SeeSection12.1.6for an
explanatiorof the LS sequenc@umberspace If bothinstancehavethesamel S sequencaumberthen:

¢ If thetwo instancedavedifferentLS checksumsthentheinstancehavingthelargerLS checksumwhen
considerechsa 16-bitunsignednteger)is consideredanorerecent.

e Else,if only oneof theinstancedasits LS agefield setto MaxAge,theinstanceof ageMaxAgeis considered
to bemorerecent.

e Else,if thelLS agefieldsof thetwo instancedliffer by morethanMaxAgeDiff, theinstancehavingthe smaller
(younger)LS ageis consideredo be morerecent.

e Else,thetwo instancesreconsideredo beidentical.

13.2 Installing link stateadvertisementsin the database

Installinga newlink stateadvertisemenin the databasegitherastheresultof floodingor anewly self-originated
advertisementnay causehe OSPFroutingtablestructureto be recalculatedThe contentf the newadvertisement
shouldbe comparedo theold instancejf presentlf thereis no differencethereis no needto recalculataherouting
table. (Notethatevenif the contentarethesamethelLS checksunmwill probablybedifferent,sincethe checksum
coverstheLS sequencaumber)

If the contentsaredifferent,thefollowing piecesof theroutingtablemustberecalculateddependingonthe new
advertisemen$ LS typefield:

Router links and network links advertisements Theentireroutingtablemustberecalculatedstartingwith the
shortespathcalculationdor eacharea(not justthe areawhosetopologicaldatabaséaschanged) Thereason
thatthe shortespathcalculationcannotbe restrictedo the singlechangedareahasto dowith thefactthatAS
boundaryroutersmaybelongto multiple areas A changen the areacurrentlyprovidingthe bestroutemay
forcetherouterto useanintra-areaouteprovidedby adifferentarea.*®

Summary link advertisements Thebestrouteto thedestinatiordescribedy the summarylink advertisementust
berecalculatedseeSectionl16.5). If this destinationis anAS boundaryrouter, it may alsobe necessaryo
re-examinall the AS externallink advertisements.

AS external link advertisements Thebestrouteto thedestinatiordescribedy the AS externallink advertisement
mustberecalculatedseeSection16.6).

Also, anyold instanceof theadvertisementnustbe removedirom the databas&vhenthe newadvertisemenis
installed. This old instancemustalsoberemovedfrom all neighbors’Link stateretransmissionlists (see
Section10).

13.3 Nextstepin the flooding procedure

Whena new(andmorerecent)advertisementasbeenreceivedjt mustbefloodedout somesetof therouters
interfaces.This sectiondescribeshe secondpartof flooding procedurgthefirst partbeingthe processinghat
occurredn Section13), namely selectingthe outgoinginterfacesandaddingthe advertisemento the appropriate

16By keepingmoreinformationin the routing table, it is possiblefor animplementatiorto recalculatethe shortestpathtreeonly for a single
area.In fact, thereareincrementahlgorithmsthatallow animplementatiorto recalculateonly a portionof asingleareas shortespathtree[BBN].
However thesealgorithmsarebeyondthe scopeof this specification.
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neighbors’Link stateretransmissionlists. Also includedin this partof the flooding procedurds the maintenance
of theneighbors'Link staterequestlists.

This sectionis equallyapplicableto the flooding of anadvertisementhattherouteritself hasjust originated(see
Section12.4). For theseadvertisementghis sectionprovidesthe entiretyof theflooding procedurdi.e., the
processingf Sectionl3is not performedsince for examplethe advertisemenhasnot beenreceivedfrom a
neighborandthereforedoesnot needto beacknowledged).

DependingupontheadvertisemensLS type,theadvertisementanbe floodedout only certaininterfaces These
interfacesdefinedby thefollowing, arecalledtheeligible interfaces

AS external link advertisements(LS Type= 5) AS externallink advertisementarefloodedthroughoutheentire
AS, with theexceptionof stubareaqseeSection3.6). Theeligible interfacesareall therouter' s interfaces,
excludingvirtual links andthoseinterfacesattachingto stubareas.

All other LS types All othertypesarespecificto asinglearea(AreaA). Theeligible interfacesareall those
interfacesattachingto the AreaA. If AreaA isthebackbonethisincludesall thevirtual links.

Link statedatabasemustremainsynchronizedverall adjacenciesissociatedvith theaboveeligible interfaces
Thisis accomplishedby executinghefollowing stepson eacheligible interface.lt shouldbe notedthatthis
proceduremay decidenotto flood alink stateadvertisemendut aparticularinterface,if thereis a high probability
thatthe attachedheighborshavealreadyreceivedthe advertisementHowever in thesecaseghefloodingprocedure
mustbeabsolutelysurethatthe neighborsventuallydo receivethe advertisemensotheadvertisemernis still added
to eachadjacencysLink stateretransmissionlist. For eacheligible interface:

1. Eachof the neighborsattachedo thisinterfaceareexaminedto determinewvhetherthey mustreceivethe new
advertisementThefollowing stepsareexecutedor eachneighbor:

(a) If theneighboris in alesserstatethanExchange it doesnot participatein flooding,andthe next
neighborshouldbe examined.

(b) Else,if theadjacencys notyetfull (neighborstateis Exchangeor Loading), examinetheLink state
requestlist associatedvith this adjacencylf thereis aninstanceof the newadvertisemenon thelist, it
indicatesthatthe neighboringrouterhasaninstanceof theadvertisemenalready Compareghe new
advertisemento theneighbotscopy:

¢ If thenewadvertisemenis lessrecentthenexaminethe nextneighbor

o If thetwo copiesarethesameinstancethendeletethe advertisemenfrom the Link staterequest
list, andexaminethe nextneighbor */

e Else ,thenewadvertisemenis morerecent.Deletetheadvertisementrom theLink staterequest
list.

(c) If thenewadvertisementvasreceivedrom this neighbor examinethe nextneighbor

(d) At thispointwe arenot positivethatthe neighborhasan up-to-datdénstanceof this newadvertisement.
Add thenewadvertisemento the Link stateretransmissionlist for theadjacencyThis ensureghatthe
flooding procedures reliable;theadvertisementvill beretransmittedatintervalsuntil an
acknowledgmenis seenfrom the neighbor

2. Theroutermustnow decidewhetherto flood thenewlink stateadvertisemenbutthis interface.If in the
previousstep,thelink stateadvertisementvasNOT addedo anyof theLink stateretransmissionlists, there
is no needto flood the advertisemendut the interfaceandthe nextinterfaceshouldbe examined.

"Thisis howtheLink staterequest list is emptied which eventuallycausesghe neighborstateto transitionto Full. SeeSection10.9for more
details.
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3. If thenewadvertisemenivasreceivedon this interface andit wasreceivedrom eitherthe DesignatedRouter
or the BackupDesignatedRouter chancesrethatall the neighborshavereceivedtheadvertisemenalready
Therefore examinethe nextinterface.

4. If thenewadvertisemenivasreceivedonthis interface andtheinterfacestateis Backup (i.e., therouteritself
is the BackupDesignatedRouter),examinethe nextinterface.The Designatedrouterwill dothefloodingon
thisinterface.If the DesignatedRouterfails, this routerwill endup retransmittinghe updates.

5. If this stepis reachedtheadvertisemenmustbefloodedouttheinterface.SendaLink StateUpdatepacket
(with the newadvertisemerascontentsputtheinterface. Theadvertisemen$ LS agemustbeincremented
by InfTransDelaywhich mustbe> 0) whencopiedinto theoutgoingLink StateUpdatepacket(until theLS
agefield reachesdts maximumvalueof MaxAge).

OnbroadcashetworksthelLink StateUpdatepacketsaremulticast. The destinationP addresspecifiedfor
theLink StateUpdatePacketdepend®n the stateof theinterface.If theinterfacestateis DR or Backup, the
addres\ISPFRoutershouldbe used.Otherwise theaddressAlIDRoutersshouldbe used.

Onnon-broadcastnulti-accessietworks separaté.ink StateUpdatepacketamustbe sent,asunicaststo
eachadjacenneighbor(i.e.,thosein stateExchangeor greater).The destinationP addresse®r these
packetaretheneighbors’IP addresses.

13.4 Receivingself-originated link state

It is acommonoccurrencdor arouterto receiveself-originatedink stateadvertisementsia the floodingprocedure.
A self-originatedadvertisemenis detectedvheneitherl) the advertisemens AdvertisingRouteris equalto the
routers own RouterlD or 2) theadvertisemenis anetworklinks advertisemenandits Link StatelD is equalto one
of theroutefsown IP interfaceaddresses.

However if thereceivedself-originatedadvertisemenits newerthanthelastinstancehattherouteractually
originated the routermusttakespecialaction. The receptionof suchanadvertisemenindicateshattherearelink
stateadvertisements the routingdomainthatwereoriginatedbeforethe lasttime the routerwasrestartedIn most
casestheroutermustthenadvanceahe advertisemensLS sequence@umberonepastthereceived.S sequence
number andoriginatea newinstanceof the advertisement.

It maybethe casetherouternolongerwishesto originatethereceivedadvertisementPossibleexamplesnclude: 1)
theadvertisemenis a summarylink or AS externallink andtherouterno longerhasan(advertisablejouteto the
destination?) theadvertisemenis a networklinks advertisemenut the routeris no longerDesignatedRouterfor
thenetworkor 3) theadvertisemeris a networklinks advertisementvhoselLink StatelD is oneof theroutefsown
IP interfaceaddressebut whoseAdvertisingRouteris not equalto therouters own RouterID (thislattercase
shouldberare,andit indicateghattherouter sRouterlD haschangedsinceoriginatingthe advertisement)in all
thesecasesinsteadof updatingthe advertisementhe advertisemenshouldbe flushedfrom the routingdomainby
incrementinghereceivedadvertisemensLS ageto MaxAgeandreflooding(seeSection14.1).

13.5 SendingLink State Acknowledgmentpackets

Eachnewly receivedink stateadvertisemenmustbeacknowledgedThis is usuallydoneby sendingLink State
Acknowledgmenpackets However acknowledgmentsanalsobe accomplishedmplicitly by sendingLink State
Updatepacketqseestep7aof Section13).

Many acknowledgmentmaybe groupedtogetheiinto a singleLink StateAcknowledgmenpacket.Sucha packetis
sentbackouttheinterfacethathasreceivedhe advertisementsThe packetcanbesentin oneof two ways: delayed
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andsenton anintervaltimer, or sentdirectly (asa unicast)to a particularneighbor The particularacknowledgment
strategyuseddepend®n the circumstancesurroundinghereceiptof the advertisement.

Sendingdelayedacknowledgmentaccomplisheseverathings: it facilitatesthe packagingof multiple
acknowledgments asingleLink StateAcknowledgmenpacket;it enablesa singleLink StateAcknowledgment
packetto indicateacknowledgment® severaheighborsat once(throughmulticasting);andit randomizeghe Link
StateAcknowledgmenpacketssentby the variousroutersattachedo a multi-accessietwork. Thefixed interval
betweerarouter sdelayedransmissionsnustbe short(lessthanRxmtinterval)or needlessetransmissionsill
ensue.

Directacknowledgmentaresentto a particularneighborin responséeo thereceiptof duplicatelink state
advertisementsTheseacknowledgmentaresentasunicastsandaresentimmediatelywhenthe duplicateis
received.

Thepreciseprocedurdor sendingLink StateAcknowledgmenpacketds describedn Table19. The circumstances
surroundinghereceiptof theadvertisemenarelistedin theleft column. The acknowledgmeractionthentakenis
listedin oneof thetwo right columns.This actiondepend®n the stateof the concernednterface;interfacedn state
Backup behavelifferentlyfrom interfacedn all otherstates.

Actiontakenin state
All otherstates
No acknowledgmensgent.

Circumstances
Advertisement has
beenfloodedbackoutreceiving
interface(seeSection13, step
5b).

Advertisementis more recent

Backup
No acknowledgmensgent.

than databasecopy, but was
not floodedback out receiving
interface

Delayedacknowledgmensent
if advertisementeceivedfrom
DesignatedRouter otherwise
do nothing.

Delayedacknowledgmergent.

Advertisement

is a duplicate,and wastreated
asanimplied acknowledgment
(seeSectionl3, step7a).

Delayedacknowledgmensent
if advertisementeceivedfrom
DesignatedRouter otherwise
do nothing.

No acknowledgmensgent.

Advertisementis a duplicate,
and was not treated as an
implied acknowledgment.

Directacknowledgmensent.

Directacknowledgmensent.

Advertisemens

LS ageis equalto MaxAge,
andthereis no currentinstance
of the advertisemenin thelink
statedatabasdseeSection13,

stepd).

Directacknowledgmensent.

Directacknowledgmensent.

Table19: Sendingdink stateacknowledgements.

Delayedacknowledgmentmustbe deliveredto all adjacentoutersassociateavith theinterface.Onbroadcast
networks this is accomplishedy sendinghe delayed_ink StateAcknowledgmenpacketsaasmulticasts.The
DestinationlP addressiseddepend®nthe stateof theinterface.If the stateis DR or Backup, thedestination
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AlISPFRouterss used.In otherstatesthedestinationAlIDRoutersis used.On non-broadcastetworks delayed
Link StateAcknowledgmenpacketanustbeunicastseparatelyvereachadjacency(i.e., neighborwhosestateis
>= Exchangs.

Thereasoningehindsendinghe abovepacketsasmulticastss bestexplainedoy anexample.Considerthe network
configurationdepictedin Figure15. SupposdrT4 hasbeenelectedasDesignatedrkouter andRT3 asBackup
Designatedrouterfor the networkN3. WhenRouterRT4 floodsa newadvertisemenio NetworkN3, it is received
by routersRT1, RT2, andRT3. Theserouterswill notflood the advertisemenibackontonetN3, buttheystill must
ensureghattheirtopologicaldatabasesemainsynchronizedvith their adjacenheighbors.SoRT1, RT2,andRT4 are
waiting to seeanacknowledgmenfrom RT3. Likewise,RT4 andRT3 arebothwaiting to seeacknowledgments
from RT1andRT2. Thisis bestachievedy sendingthe acknowledgmentasmulticasts.

Thereasorthatthe acknowledgmenbgic for BackupDRsis slightly differentis becauseheyperformdifferently
duringthefloodingof link stateadvertisementéseeSection13.3,step4).

13.6 Retransmitting link stateadvertisements

Advertisementfloodedout anadjacencyareplacedonthe adjacencys Link stateretransmissionlist. In orderto
ensurghatfloodingis reliable ,theseadvertisementareretransmittedintil they areacknowledgedThelengthof
time betweerretransmissions a configurableperinterfacevalue,Rxmtinterval.If thisis settoolow for an
interface needlessetransmissionwill ensuelf thevalueis settoo high, the speedf theflooding,in thefaceof lost
packetsmay beaffected.

Severalretransmittecadvertisementsayfit into a singleLink StateUpdatepacket.Whenadvertisementareto be
retransmittedonly the numbefrfitting in a singleLink StateUpdatepacketshouldbetransmitted Anotherpacketof
retransmissionsanbe sentwhensomeof the advertisementareacknowledgedor on the nextfiring of the
retransmissiomimer.

Link StateUpdatePacketsarryingretransmissionarealwayssentasunicastydirectly to the physicaladdresof
theneighbor).Theyareneversentasmulticasts.Eachadvertisemen$ LS agemustbeincrementedy
InfTransDelaywhichmustbe > 0) whencopiedinto the outgoingLink StateUpdatepacket(until the LS agefield
reachests maximumvalueof MaxAge).

If theadjacentoutergoesdown,retransmissionmayoccuruntil the adjacencys destroyedy OSPFsHello
Protocol. Whenthe adjacencys destroyedthelLink stateretransmissionlist is cleared.

13.7 Receivinglink stateacknowledgments

Many consistencyheckshavebeenmadeon areceivedLink StateAcknowledgmenpacketbeforeit is handedo
theflooding procedureln particular it hasbeenassociatedvith a particularneighbor If this neighboris in alesser
statethanExchange the Link StateAcknowledgmenpacketis discarded.

Otherwisefor eachacknowledgmenin theLink StateAcknowledgmenpacketthefollowing stepsareperformed:

e Doestheadvertisemenacknowledgedhaveaninstanceonthelink stateretransmissionlist for the
neighbor?f not, examinethe nextacknowledgmentOtherwise:

¢ If theacknowledgmeris for the samenstancehatis containedon thelist, removetheitem from thelist and
examinethe nextacknowledgmentOtherwise:

e Logthequestionablecknowledgmentndexaminethenextone.
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14 Aging The Link State Database

Eachlink stateadvertisemenhasanLsS agefield. TheLS ageis expresseth secondsAn advertisemensLS age
field is incrementedvhile it is containedn aroutef s databaseAlso, whencopiedinto aLink StateUpdatePacket
for flooding outa particularinterface the advertisemen$ LS ageis incrementedy InfTransDelay

An advertisemens$'LS ageis neverincrementegastthevalueMaxAge. AdvertisementfavingageMaxAgearenot
usedin theroutingtablecalculation.As arouteragesits link statedatabaseanadvertisemensLS agemayreach
MaxAge. ¥ At thistime, the routermustattemptto flushthe advertisemenirom the routingdomain.Thisis done
simply by refloodingthe MaxAge advertisemenjust asif it wasanewly originatedadvertisemenfseeSection13.3).

Whencreatinga Databasesummary list for anewly forming adjacencyany MaxAge advertisementpresenin the
link statedatabasareaddedo the neighboisLink stateretransmissionlist insteadof the neighbots Database
summary list. SeeSection10.3for moredetails.

A MaxAge advertisementustbe removedmmediatelyfrom therouterslink statedatabas@assoonasbotha)it is
nolongercontainedn anyneighborlLink stateretransmissionlists andb) noneof therouter sneighborsarein
state€Exchangeor Loading.

When,in theproces®f agingthelink statedatabaseanadvertisemens'LS agehits a multiple of CheckAgeijts LS
checksunshouldbeverified. If theLS checksumis incorrect,a programor memoryerrorhasbeendetectedandat
thevery leasttherouteritself shouldberestarted.

14.1 Premature aging of advertisements

A link stateadvertisementanbeflushedfrom the routingdomainby settingits LS ageto MaxAgeandreflooding
theadvertisementThis procedurdollows the samecourseasflushinganadvertisemenivhoselL S agehasnaturally
reachedhevalueMaxAge (seeSectionl4). In particular the MaxAgeadvertisemenis removedrom therouter s
link statedatabas@ssoonasa) it is nolongercontainedn anyneighborLink stateretransmissionlists andb)
noneof therouter's neighborsarein statesExchangeor Loading. We call the settingof anadvertisemen$LS age
to MaxAge premature aging.

Prematuregingis usedwhenit is time for a self-originatedadvertisemens' sequenca@umberfield to wrap. At this
point, the currentadvertisemeninstancghavingLS sequenc@umberof Ox 7f f f f f f f ) mustbeprematurelyaged
andflushedfrom the routingdomainbeforea newinstancewith sequencaumber0x80000001 canbe originated.
SeeSection12.1.6for moreinformation.

Prematuregingcanalsobe usedwhen,for example oneof therouter's previouslyadvertisedexternalroutesis no
longerreachableln this circumstancetheroutercanflushits externaladvertisemenfrom theroutingdomainvia
prematureaging. This procedurads preferableo the alternativewhich is to originatea newadvertisemenfor the
destinatiorspecifyinga metric of LSInfinity. Prematureagingis alsobe usedwhenunexpectedlyeceiving
self-originatedadvertisementduringthe flooding procedurgseeSection13.4.

A routermayonly prematurelyageits own self-originatedink stateadvertisementsTheroutermay not prematurely
ageadvertisementthathavebeenoriginatedby otherrouters.An advertisemeris consideredself-originatedvhen
eitherl) theadvertisemeng AdvertisingRouteris equalto the router s own RouterID or 2) theadvertisemenis a
networklinks advertisemenandits Link StatelD is equalto oneof theroutersown IP interfaceaddresses.

18]t shouldbe a relatively rare occurrencdor an advertisemens LS ageto reachMaxAgein this fashion. Usually, the advertisemenwill be
replacedoy amorerecentinstancebeforeit agesout.
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15 Virtual Links

Thesinglebackbonearea(ArealD = 0. 0. 0. 0) cannotbe disconnectedyr someareasof the AutonomousSystem
will becomeunreachableTo establish/maintaiconnectivityof the backboneyirtual links canbe configured
throughnon-backbonareas Virtual links serveto conneciphysicallyseparateomponent®f thebackboneThe
two endpointf avirtual link areareaborderrouters.Thevirtual link mustbe configuredn bothrouters.The
configurationinformationin eachrouterconsistof theothervirtual endpoint(the otherareaborderrouter),andthe
non-backbonareathe two routershavein common(calledthetransitarea).Virtual links cannotbe configured
throughstubareaqseeSection3.6).

Thevirtual link is treatedasif it wereanunnumberegboint-to-pointnetwork(belongingto the backbone)oining the
two areaborderrouters.An attemptis madeto establishanadjacencyverthevirtual link. Whenthis adjacencys
establishedthevirtual link will beincludedin backboneouterlinks advertisementgndOSPFpacketpertainingto
thebackbonereawill flow overtheadjacencySuchanadjacencyhasbeenreferredto in thisdocumentasa “virtual
adjacency”.

In eachendpointrouter, thecostandviability of thevirtual link is discoveredy examiningtheroutingtableentry
for theotherendpointrouter (Theentry’sassociate@éreamustbethe configuredransitarea).Actually, theremaybe
aseparateoutingtableentryfor eachTypeof Service.Thesearecalledthevirtual link’ s correspondingoutingtable
entries.ThelnterfaceUp eventoccursfor avirtual link whenits correspondind OS0 routingtableentrybecomes
reachableConverselythe InterfaceDown eventoccurswhenits TOSO routingtableentry becomesinreachable!®
In otherwords,the virtual link’ sviability is determinedy the existenceof anintra-aregpath,throughthetransit
areabpetweerthetwo endpoints Notethata virtual link whoseunderlyingpathhascostgreatethanhexadecimal
Ooxf f f f (themaximumsizeof aninterfacecostin arouterlinks advertisement3houldbe considerednoperational
(i.e.,treatedthe sameasif the pathdid notexist).

The otherdetailsconcerningvirtual links areasfollows:

e AS externallinks areNEVER floodedovervirtual adjacenciesThis would be duplicationof effort, sincethe
sameAS externallinks arealreadyfloodedthroughouthe virtual link’ stransitarea.For this samereasonAS
externallink advertisementarenot summarizedvervirtual adjacenciesluringthe Databasdéxchange
process.

e Thecostof avirtual link is NOT configured.lt is definedto bethe costof theintra-aregpathbetweerthe two
definingareaborderrouters.This costappearsn thevirtual link’ scorrespondingoutingtableentry. Whenthe
costof avirtual link changesa newrouterlinks advertisemerghouldbe originatedfor thebackbonearea.

¢ Justasthevirtual link’ s costandviability aredeterminedy the routingtablebuild procesgthrough
constructiorof theroutingtableentryfor the otherendpoint) soarethe IP interfaceaddresdor thevirtual
interfaceandthevirtual neighbots IP addressTheseareusedwhensendingOSPFprotocolpacketsoverthe
virtual link. Notethatwhenone(or both)of thevirtual link endpointsconnecto thetransitareavia an
unnumberegboint-to-pointlink, it maybeimpossibleto calculateeitherthevirtual interfaces IP address
and/orthe virtual neighbots IP addresstherebycausingthe virtual link to fail.

¢ In eachendpointsrouterlinks advertisemenrfior thebackbonethevirtual link is representedsa Type 4 link
whoselLink ID is setto thevirtual neighbots OSPFRouterID andwhoseLink Data is setto thevirtual
interfaces IP addressSeeSectionl12.4.1for moreinformation. Notethatit maybethe casethatthereisaTOS
0 path,butno non-zeroT OS paths betweerthe two endpointrouters.In this case bothroutersmustrevertto
beingnon-TOS-capableclearingthe T-bit in the Options field of their backboneouterlinks advertisements.

190nly the TOSO routesareimportantherebecausall OSPFprotocolpacketsaresentwith TOS= 0. SeeAppendixA.
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e Whenvirtual links areconfiguredfor the backboneinformationconcerningpackbonenetworksshouldnot be
condensetbeforebeingsummarizednto thetransitareas.In otherwords,eachbackbonenetworkshouldbe
advertisednto thetransitareasn a separatsummarylink advertisementegardles®f the backbones
configuredareaaddressranges SeeSection12.4.3for moreinformation.

e Thetime betweerlink stateretransmission®Rxmtinterval,is configuredfor a virtual link. Thisshouldbewell
overtheexpectedound-tripdelaybetweerthetwo routers.This maybehardto estimatedor avirtual link; it is
betterto erronthe sideof makingit toolarge.

16 Calculation Of The Routing Table

This sectiondetailsthe OSPFroutingtablecalculation.Usingits attachedireas’ink statedatabaseasinput, a
routerrunsthefollowing algorithm,building its routingtablestepby step.At eachstep,theroutermustaccess
individual piecesof thelink statedatabasege.g.,arouterlinks advertisemenoriginatedby a certainrouter). This
accesss performedby thelookupfunctiondiscussedn Section12.2. Thelookup processnayreturnalink state
advertisemenivhoseL S ageis equalto MaxAge. Suchanadvertisemernshouldnot be usedin theroutingtable
calculation andis treatedjust asif thelookup processhadfailed.

The OSPFroutingtable's organizationis explainedn Section1l. Two examplef theroutingtablebuild process
arepresentedn Sectionsl1.2and11.3. This processanbebrokeninto thefollowing steps:

1. Thepresentoutingtableis invalidated.Theroutingtableis built againfrom scratch.Theold routingtableis
savedsothatchangesn routingtableentriescanbeidentified.

2. Theintra-arearoutesare calculatedby building the shortest-pathreefor eachattachedarea. In particular all
routingtableentrieswhoseDestinationTypeis “areaborderroutef’ arecalculatedn this step.This stepis
describedn two parts.At first thetreeis constructedy only consideringhoselinks betweerroutersand
transitnetworks.Thenthe stubnetworksareincorporatednto thetree. During the areas shortest-pathree
calculation the areas TransitCapability is alsocalculatedor laterusein Step4.

3. Theinter-arearoutesare calculated throughexaminatiorof summarnylink advertisementdf therouteris
attachedo multiple areaqi.e., it is anareaborderrouter),only backbonesummarylink advertisementare
examined.

4. In areaborder routersconnectingo oneor moretransitareas(i.e, non-backbonareasvhose
TransitCapability is foundto be TRUE), thetransitareas’summarylink advertisementareexaminedo see
whetherbetterpathsexistusingthetransitareaghanwerefoundin Steps?2-3 above.

5. Routedo externaldestinationsare calculated throughexaminatiorof ASexternallink advertisementsThe
locationsof the AS boundaryrouters(which originatethe AS externallink advertisementd)avebeen
determinedn steps2-4.

Steps2-5 areexplainedin furtherdetailbelow Theexplanationslescribehe calculationdor TOSO only. It may
alsobe necessaryo performeachstep(separatelyjor eachof thenon-zeraTOSvalues.?® For moreinformation
concerninghe building of non-zeroT OSroutesseeSection16.9.

Changesnadeto routingtableentriesasaresultof thesecalculationscancausethe OSPFprotocolto takefurther
actions.Forexampleachangeo anintra-arearoutewill causeanareaborderrouterto originatenewsummaryink
advertisementéseeSectionl2.4). SeeSectionl6.7for acompletelist of the OSPFprotocolactionsresultingfrom
routingtablechanges.

201t may be the casethat pathsto certaindestinationglo not vary basedon TOS. For thesedestinationsthe routing calculationneednot be
repeatedor eachTOSvalue. In addition,thereneedonly bea singleroutingtableentryfor thesedestinationginsteadof a separatentryfor each
TOSvalue).
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16.1 Calculating the shortest-pathtr eefor an area

This calculationyieldsthe setof intra-arearoutesassociatedavith anarea(calledhereafterfAreaA). A router
calculateghe shortest-pattreeusingitself astheroot. 2 Theformationof the shortespathtreeis doneherein two
stagesin thefirst stage only links betweerroutersandtransitnetworksareconsideredUsingthe Dijkstra
algorithm,atreeis formedfrom this subsebf thelink statedatabaseln the secondstage Jeavesareaddedo thetree
by consideringhelinks to stubnetworks.

Theprocedurewill be explainedusingthe graphterminologythatwasintroducedn Section2. Theareaslink state

databasés representedsadirectedgraph. The graphsverticesarerouters transitnetworksandstubnetworks.The
first stageof the procedureconcernonly thetransitvertices(routersandtransitnetworks)andtheir connectindinks.
Throughouthe shortespathcalculation thefollowing datais alsoassociateavith eachtransitvertex:

Vertex (node)ID A 32-bit numberuniquelyidentifying the vertex. For routerverticesthis is therouter s OSPF
RouterlD. For networkvertices thisis the P addres®f the network’s DesignatedRouter

A link stateadvertisement Eachtransitvertexhasanassociatetink stateadvertisementtor routerverticesthisis
arouterlinks advertisementFor transitnetworks this is a networklinks advertisemenfwhich is actually
originatedby thenetwork’s DesignatedRouter).In anycasetheadvertisemeng'Link StatelD is alwaysequal
to theaboveVertexID.

List of next hops Thelist of nexthopsfor the currentsetof shortespathsfrom therootto this vertex. Therecanbe
multiple shortespathsdueto the equal-cosmultipathcapability Eachnexthopindicatesthe outgoingrouter
interfaceto usewhenforwardingtraffic to the destination.On multi-accessietworks the nexthop also
includesthe IP addres®f thenextrouter(if any)in the pathtowardsthe destination.

Distancefromroot Thelink statecostof the currentsetof shortespathsfrom therootto thevertex. Thelink state
costof a pathis calculatedasthe sumof the costsof the path's constituentinks (asadvertisedn routerlinks
andnetworklinks advertisementsOnepathis saidto be“shortef’ thananotheiif it hasa smallerlink state
cost.

Thefirst stageof the procedurdi.e., the Dijkstra algorithm)cannow be summarizedsfollows. At eachiterationof
thealgorithm,thereis alist of candidatevertices.Pathsfrom theroot to theseverticeshavebeenfound, but not
necessarilghe shortesbnes.However the pathsto the candidatevertexthatis closesto theroot areguaranteedo
be shortestthis vertexis addedo the shortest-pattree,removedrom the candidatdist, andits adjacenwerticesare
examinedor possibleadditionto/modificationof the candidatdist. The algorithmtheniteratesagain.It terminates
whenthe candidatdist becomegmpty

Thefollowing stepsdescribahealgorithmin detail. Remembethatwe arecomputingthe shortespathtreefor Area
A. All referenceso link statedatabaséookupbelowarefrom AreaA’sdatabase.

1. Initialize thealgorithm's datastructures Clearthelist of candidatevertices.Initialize the shortest-patireeto
only theroot (whichis therouterdoingthe calculation).SetAreaA’s TransitCapability to FALSE.

2. Callthevertexjustaddedo thetreevertexV. Examinethelink stateadvertisemerdssociatedvith vertexV.
Thisis alookupin the AreaA’'slink statedatabasdéasedonthe Vertex ID. If thisis arouterlinks
advertisemengndbit V of therouterlinks advertisemenfseeSectionA.4.2) is set,setAreaA’s
TransitCapability to TRUE. In any case gachlink describedy theadvertisemengivesthe costto an
adjacentwertex. Foreachdescribedink, (sayit joinsvertexV to vertexW):

2Lstrictly speakingbecausef equal-cosmultipath,thealgorithmdoesnot createatree. We continueto usethe“tree” terminologybecause¢hat
is whatoccursmostoftenin theexistingliterature.
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(a) If thisis alink to a stubnetwork,examinethenextlink in V’ sadvertisementLinks to stubnetworkswill
be consideredn the secondstageof the shortesipathcalculation.

(b) OtherwiseW is atransitvertex(routeror transitnetwork). Look up thevertexW’slink state
advertisemengrouterlinks or networklinks) in AreaA’slink statedatabaself theadvertisementdoes
not exist,or its LS ageis equalto MaxAge,or it doesnot havea link backto vertexV, examinethe next
link in V' sadvertisement??

(c) If vertexW is alreadyon the shortest-patiree,examinethe nextlink in theadvertisement.

(d) Calculatethelink statecostD of theresultingpathfrom therootto vertexW. D is equalto the sumof the
link statecostof the (alreadycalculatedshortespathto vertexV andtheadvertisedcostof thelink
betweerverticesV andW. If D is:

e Greaterthanthevaluethatalreadyappeardor vertexW on the candidatdist, thenexaminethe next
link.

e Equalto thevaluethatappeardor vertexW onthe candidatdist, calculatethe setof nexthopsthat
resultfrom usingtheadvertisedink. Inputto this calculationis the destination(W), andits parent
(V). This calculationis shownin Section16.1.1.This setof hopsshouldbe addedo thenexthop
valuesthatappearfor W onthe candidatdist.

e Lessthanthevaluethatappeardor vertexW onthecandidatdist, or if W doesnotyetappeaiwonthe
candidatdist, thensetthe entryfor W onthe candidatdist to indicatea distanceof D from theroot.
Also calculatethelist of nexthopsthatresultfrom usingthe advertisedink, settingthenexthop
valuesfor W accordingly The nexthopcalculationis describedn Section16.1.1;it takesasinput
thedestinationW) andits parent(V).

3. If atthis stepthe candidatdist is empty the shortest-pathree (of transitvertices)hasbeencompletelybuilt
andthis stageof the proceduragerminates Otherwise choosethe vertexbelongingto the candidatdist thatis
closesto theroot,andaddit to the shortest-patlree(removingit from the candidatdist in the process)Note
thatwhenthereis a choiceof verticesclosestto theroot, networkverticesmustbe choserbeforerouter
verticesin orderto necessarilfiind all equal-cospaths.Thisis consistentvith thetie-breakershatwere
introducedn the modifiedDijkstra algorithmusedby OSPF5 Multicastroutingextension§MOSPF).

4. Possiblymodify theroutingtable. Forthoseroutingtableentriesmodified,theassociatedreawill be setto
AreaA, thepathtypewill besetto intra-areaandthe costwill besetto thenewly discoveredshortesipath's
calculateddistance.

If thenewly addedvertexis anareaborderrouter(call it ABR), aroutingtableentryis addedwhose
destinatiortypeis “areaborderroutef’. TheOptions field foundin theassociatedouterlinks advertisemenis
copiedinto theroutingtableentry’s Optional capabilities field. If in additionABR is the endpointof oneof
thecalculatingrouter s configuredvirtual links thatusesArea A asits Transitarea:thevirtual link is declared
up,the IP addres®f thevirtual interfaceis setto the IP addres®of the outgoinginterfacecalculatedabovefor
ABR, andthevirtual neighbots P addresss setto the ABR interfaceaddresgcontainedn ABR’srouter
links advertisementihatpointsbackto the root of the shortest-patiree;equivalentlythisis theinterfacethat
pointsbackto ABR’s parentvertexon the shortest-pattree(similarto the calculationin Section16.1.1).

If thenewly addedvertexis an AS boundaryrouter, theroutingtableentryof type“AS boundaryrouter’ for
thedestinations located.Sincerouterscanbelongto morethanoneareai,it is possiblethatseveralketsof
intra-aregpathsexistto the AS boundaryrouter eachsetusinga differentarea.However the AS boundary
routef sroutingtableentry mustindicatea setof pathswhich utilize asinglearea.Thearealeadingto the
routingtableentryis selectedasfollows: The areaprovidingthe shortespathis alwayschosenjf morethan

2Notethatthe presencef anylink backto V is sufficient; it neednot bethe matchinghalf of thelink underconsideratiodrom V to W. Thisis
enoughto ensurehat,beforedatatraffic flows betweera pair of neighboringrouters theirlink statedatabasewill besynchronized.
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oneareaprovidespathswith the sameminimumcost,theareawith thelargestOSPFArealD (when
considerecisanunsigned32-bitinteger)is chosen Notethatwheneveran AS boundaryrouter sroutingtable
entryis added/modifiedthe Options foundin theassociatedouterlinks advertisemenis copiedinto the
routingtableentry’s Optional capabilities field.

If thenewly addedvertexis atransitnetwork,theroutingtableentryfor thenetworkis located.Theentry’s
DestinationD is theIP networknumberwhich canbe obtainedoy maskingthe Vertex ID (Link StatelD)
with its associatedubnetmask(foundin the body of theassociatethetworklinks advertisement)lf the
routingtableentryalreadyexists(i.e., thereis alreadyanintra-areaouteto the destinatiorinstalledin the
routingtable), multiple verticeshavemappedo the samelP network. For examplethis canoccurwhenanew
Designatedrouteris beingestablishedln this case the currentrouting tableentry shouldbe overwrittenif
andonly if the newly found pathis just asshortandthe currentroutingtableentry’s Link State Origin hasa
smallerLink StatelD thanthennewly addedvertex’ link stateadvertisement

If thereis no routingtableentryfor the network(theusualcase)a routingtableentryfor the IP network
shouldbe added.Theroutingtableentry’sLink State Origin shouldbesetto thenewly addedvertex’link
stateadvertisement

5. Iteratethealgorithmby returningto Step2.

Thestubnetworksareaddedo thetreein theprocedures secondstage.In this stage all routerverticesareagain
examined.Thosethathavebeendeterminedo be unreachablé theabovefirst phasearediscardedForeach
reachableoutervertex(call it V), the associatedouterlinks advertisemenis foundin thelink statedatabaseEach
stubnetworklink appearingn the advertisemenis thenexaminedandthefollowing stepsareexecuted:

1. CalculatethedistanceD of stubnetworkfrom theroot. D is equalto the distancefrom theroot to therouter
vertex(calculatedn stagel), plusthe stubnetworklink’ sadvertisedcost. Comparethis distanceo the current
bestcostto thestubnetwork. This is doneby looking up the stubnetwork’s currentroutingtableentry. If the
calculateddistanceD is larger, go onto examinethe nextstubnetworklink in theadvertisement.

2. If this stepis reachedthe stubnetwork’s routingtableentry mustbe updated Calculatethe setof nexthops
thatwould resultfrom usingthe stubnetworklink. This calculationis shownin Section16.1.1;inputto this
calculationis thedestination(the stubnetwork)andthe parentvertex(the routervertex). If thedistanceD is
thesameasthe currentroutingtablecost,simply addthis setof nexthopsto theroutingtableentry’slist of
nexthops.In this casetheroutingtablealreadyhasa Link StateOrigin. If thisLink StateOrigin is arouter
links advertisemenivhoselink StatelD is smallerthanV’s RouterID, resettheLink StateOrigin toV's
routerlinks advertisement.

OtherwiseD is smallerthantheroutingtablecost. Overwritethe currentroutingtableentryby settingthe
routingtableentry’s costto D, andby settingthe entry’slist of nexthopsto thenewly calculatedset. Setthe
routingtableentry’'sLink State Origin to V' srouterlinks advertisementThengo onto examinethe nextstub
networklink.

Forall routingtableentriesadded/modifiedn the secondstage the associatedreawill besetto AreaA andthe path
typewill besetto intra-areaWhenthelist of reachableouterlinks is exhaustedthe secondstagels completed At
thistime, all intra-arearoutesassociateavith AreaA havebeendetermined.

The specificatiordoesnot requirethatthe abovetwo stagemethodbe usedto calculatethe shortespathtree.
However if anotheralgorithmis used,anidenticaltreemustbe produced For this reasonit is importantto notethat
links betweertransitverticesmustbebidirectionalin orderedto beincludedin the abovetree. It shouldalsobe
mentionedhat moreefficient algorithmsexistfor calculatingthetree;for examplethe incrementaSPFalgorithm
describedn [BBN].
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16.1.1 The nexthop calculation

This sectionexplainshow to calculatethe currentsetof nexthopsto usefor a destination Eachnexthop consistof
theoutgoinginterfaceto usein forwardingpacketdo thedestinatiortogethemwith the nexthoprouter(if any). The
nexthop calculationis invokedeachtime a shorterpathto the destinatioris discovered This canhappenn either
stageof theshortest-pattreecalculation(seeSectionl6.1). In stagel of the shortest-pathreecalculationa shorter
pathis foundasthedestinatioris addedo the candidatdist, or whenthe destinations entry onthe candidatdist is
modified(Step2d of Stagel). In stage? a shorterpathis discoveredeachtime thedestinations routingtableentryis
modified(Step2 of Stage?).

Thesetof nexthopsto usefor the destinatiommay berecalculatedeveratimesduring the shortest-patiree
calculation asshorterandshortempathsarediscoveredin the end,the destinations routingtableentrywill always
reflectthe nexthopsresultingfrom the absoluteshortespath(s).

Inputto thenexthopcalculationis a) the destinatiorandb) its parentin the currentshortespathbetweerthe root
(thecalculatingrouter)andthe destination.The parentis alwaysatransitvertex(i.e., alwaysarouteror a transit
network).

If thereis atleastoneinterveningrouterin the currentshortespathbetweerthe destinatiorandtheroot, the
destinatiorsimply inheritsthe setof nexthopsfrom the parent.Otherwisetherearetwo casesln thefirst casethe
parentvertexis theroot (the calculatingrouteritself). This meanghatthe destinationis eithera directly connected
networkor directly connectedouter The nexthopin this caseis simply the OSPFinterfaceconnectingo the
network/routerno nexthoprouteris required.If the connectingDSPFinterfacein this caseis a virtual link, the
settingof the nexthopshouldbe deferreduntil the calculationin Section16.3.

In the secondtase the parentvertexis a networkthatdirectly connectghe calculatingrouterto the destination
router Thelist of nexthopsis thendeterminedy examiningthe destinations routerlinks advertisementt-or each
link in theadvertisementhatpointsbackto the parentnetwork,thelink’ sLink Datafield providesthe P addres®f
anexthoprouter Theoutgoinginterfaceto usecanthenbederivedfrom thenexthopIP addresgor it canbe
inheritedfrom the parentnetwork).

16.2 Calculating the inter-arearoutes

Theinter-arearoutesarecalculatedoy examiningsummarylink advertisementdf the routerhasactiveattachments
to multiple areaspnly backbonesummarnylink advertisementareexamined Routersattachedo asinglearea
examinethatareas summaryinks. In eithercasethe summarylinks examinedelowareall partof a singleareas
link statedatabasécall it AreaA).

Summarylink advertisementareoriginatedby the areaborderrouters.Eachsummaryink advertisemenin AreaA
is consideredn turn. Remembethatthe destinatiordescribedy a summarylink advertisemeris eithera network
(Type3 summanylink advertisementg)r anAS boundaryrouter(Type4 summarylink advertisements)-oreach
summanfink advertisement:

1. If thecostspecifiedoy theadvertisemenis LSInfinity, or if the advertisemens$LS ageis equalto MaxAge,
thenexaminethenextadvertisement.

2. If theadvertisementvasoriginatedby the calculatingrouteritself, examinethe nextadvertisement.

3. If thecollectionof destinationslescribedy the summarnylink advertisemenfalls into oneof therouters
configuredareaaddressranges(seeSection3.5) andthe particularareaaddressrange s active,the
summanyink advertisemenghouldbe ignored.Active meanghatthereareoneor morereachablgby
intra-aregpaths)networkscontainedn thearearange.In this caseall addresse thearearangeareassumed
to beeitherreachableia intra-aregpaths,or elseto be unreachabléy any othermeans.
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4. Else,call thedestinatiordescribedy theadvertisemeni (for Type3 summarylinks, N's addresss obtained
by maskingtheadvertisemengLink StatelD with the network/subnemaskcontainedn thebody of the
advertisementandtheareaborderoriginatingthe advertisemenBR. Look up theroutingtableentryfor BR
havingAreaA asits associatedrea.lf nosuchentryexistsfor routerBR (i.e., BR is unreachablén AreaA),
do nothingwith this advertisemenandconsiderthenextin thelist. Else,this advertisemendescribesan
inter-areapathto destinationN, whosecostis the distancao BR plusthe costspecifiedn theadvertisement.
Call thecostof thisinter-areapathIAC.

5. Next,look up theroutingtableentryfor thedestinationN. (The entry’s DestinationTypeis eitherNetwork or
AS boundaryrouter) If noentryexistsfor N or if theentry’s pathtypeis “type 1 external”or “type 2
external”,theninstall theinter-areapathto N, with associatedreaAreaA, costlIAC, nexthopequalto thelist
of nexthopsto routerBR, andAdvertisingrouterequalto BR.

6. Else,if the pathspresenin thetableareintra-aregpaths,do nothingwith the advertisemenintra-aregpaths
arealwayspreferred).

7. Else,thepathspresenin theroutingtablearealsointer-areapaths.Install the newpaththroughBR if it is
cheaperoverridingthe pathsin theroutingtable. Otherwisejf the new pathis the samecost,addit to thelist
of pathsthatappeain theroutingtableentry.

16.3 Examining transit areas’summary links

This stepis only performedby areaborderroutersattachedo oneor moretransitareas.Transitareasarethoseareas
supportingoneor morevirtual links; their TransitCapability parametehasbeensetto TRUE in Step2 of the
Dijkstraalgorithm(seeSection16.1). Theyarethe only non-backbonareaghatcancarrydatatraffic thatneither
originatesnor terminatesn theareaitself.

The purposeof the calculationbelowis to examinethetransitareago seewhetherthey provideanybetter(shorter)
pathsthanthe pathspreviouslycalculatedn Sectionsl6.1and16.2. Any pathsfoundthatarebetterthanor equalto
previouslydiscoveredpathsareinstalledin theroutingtable.

Thecalculationproceedssfollows. All thetransitareas’summanylink advertisementareexaminedn turn. Each
suchsummarylink advertisementlescribes routethrougha transitareaAreaA to aNetworkN (N'saddresss
obtainedby maskingthe advertisemens$'Link StatelD with the network/subnetaskcontainedn the body of the
advertisementdr in thecaseof aType4 summanylink advertisementp anAS boundaryrouterN. Supposelsothat
thesummarylink advertisementvasoriginatedby anareaborderrouterBR.

1. If thecostadvertisedy thesummarnyink advertisemenis LSInfinity, or if theadvertisemen$LS ageis equal
to MaxAge,thenexaminethe nextadvertisement.

2. If thesummarylink advertisemenivasoriginatedby the calculatingrouteritself, examinethe next
advertisement.

3. Look uptheroutingtableentryfor N. If it doesnot exist,or if theroutetypeis otherthanintra-areaor
inter-areaor if theareaassociateavith theroutingtableentryis notthe backbonereathenexaminethe next
advertisementln otherwords,this calculationonly updatedackbonentra-arearoutesfoundin Section16.1
andinter-arearoutesfoundin Section16.2.

4. Look uptheroutingtableentryfor the advertisingrouterBR associatedvith the AreaA. If it is unreachable,
examinethe nextadvertisementOtherwisethe costto destinationN is thesumof thecostin BR'sAreaA
routingtableentryandthe costadvertisedn the advertisementCall this costIAC.
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Figure 17: Routing through transit areas

5. If this costis lessthanthe costoccurringin N’sroutingtableentry, overwriteN’slist of nexthopswith those
usedfor BR, andsetN’sroutingtablecostto IAC. Else,if IAC is thesameasN’s currentcost,addBR’slist of
nexthopsto N’slist of nexthops.In anycasetheareaassociatedvith N'sroutingtableentry mustremainthe
backbonearea,andthe pathtype (eitherintra-areaor inter-area)mustalsoremainthe same.

It is importantto notethatthe abovecalculationnevermakesunreachablelestinationseachablebutinsteadjust
potentiallyfinds betterpathsto alreadyreachablelestinationsAlso, unlike Section16.3of [RFC 1247],theabove
calculationinstallsanybettercostfoundinto theroutingtableentry, from which it may bereadvertisednh summary
link advertisement® otherareas.

As anexampleof the calculation,considerthe AutonomousSystempicturedin Figurel7. Thereis asingle
non-backbonarea(Areal) thatphysicallydividesthe backbonénto two separat@ieces.To maintainconnectivity
of thebackbonea virtual link hasbeenconfiguredbetweerRoutersRT1 andRT4. Ontheright sideof thefigure,
NetworkN1 belongso thebackbone Thedottedlinesindicatethatthereis amuchshorterintra-areabackbongath
betweerrouterRT5 andNetwork N1 (cost20) thanthereis betweerRouterRT4 andNetwork N1 (cost100). Both
RouterRT4 andRouterRT5 will inject summarylink advertisementfor NetworkN1 into Areal.

After the shortest-patlreehasbeencalculatedor the backbonen Section16.1,RouterRT1 (left endof thevirtual
link) will havecalculateda paththroughRouterRT4 for all datatraffic destinedor NetworkN1. However since
RouterRT5 is somuchcloserto Network N1, all routersinternalto Areal (e.g.,RoutersRT2 andRT3) will forward
their Network N1 traffic towardsRouterRT5, insteadof RT4. And indeed afterexaminingAreal’s summarylink
advertisementby theabovecalculation RouterRT1 will alsoforward NetworkN1 traffic towardsRT5. Notethatin
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this examplethevirtual link enableNetwork N1 traffic to be forwardedthroughthetransitareaAreal, butthe
actualpaththe datatraffic takesdoesnotfollow thevirtual link. In otherwords,virtual links allow transittraffic to be
forwardedthroughanarea but do not dictatethe precisepaththatthetraffic will take.

16.4 Calculating AS external routes

AS externalroutesarecalculatedby examiningAS externallink advertisements=achof the AS externallink
advertisementss consideredn turn. MostAS externalink advertisementdescriberoutesto specificlP destinations.
An AS externaliink advertisementanalsodescribea defaultroutefor the AutonomousSystem(DestinationlD =
DefaultDestinationpetwork/subneimask= 0x00000000). ForeachAS externallink advertisement:

1. If thecostspecifiedoy theadvertisemenis LSInfinity, or if the advertisemens$LS ageis equalto MaxAge,
thenexaminethenextadvertisement.

2. If theadvertisementvasoriginatedby the calculatingrouteritself, examinethe nextadvertisement.

3. Callthedestinatiordescribedy theadvertisemenil. N’'saddresss obtainedby maskingthe advertisemeng
Link StatelD with the network/subnemaskcontainedn thebody of theadvertisementLook up therouting
tableentryfor the AS boundaryrouter(ASBR) that originatedthe advertisementlf no entryexistsfor router
ASBR (i.e., ASBRis unreachable)jo nothingwith this advertisemenandconsiderthe nextin thelist.

Else,this advertisementlescribesan AS externalpathto destinatiorN. Examinetheforwarding address
specifiedn the externaladvertisementThis indicateshe IP addresso which packetdor the destination
shouldbeforwarded.If forwarding addressis setto 0. 0. 0. 0, packetshouldbe sentto the ASBRitself.
OtherwiseJook up theforwarding addressin theroutingtable?® An intra-areeor inter-areapathmustexist
to the forwardingaddresslf no suchpathexists,do nothingwith the advertisemeréandconsiderthenextin
thelist.

Call theroutingtabledistanceo theforwarding addressX (whentheforwardingaddresss setto 0. 0. 0. 0O,
thisis thedistanceo the ASBR itself), andthe costspecifiedin theadvertisemenY. X is in termsof the link
statemetric,andY is atypel or 2 externalmetric.

4. Next,look up theroutingtableentryfor thedestinatiorN. If no entryexistsfor N, installthe AS externalpath
to N, with nexthop equalto thelist of nexthopsto theforwarding address andadvertisingrouterequalto
ASBR.If theexternalmetrictypeis 1, thenthe path-types setto type 1 externalandthe costis equalto X+Y.
If the externalmetrictypeis 2, the path-typeis setto type 2 external thelink statecomponentf theroute's
costis X, andthetype?2 costis Y.

5. Else,if the pathspresentn thetablearenottypel1 or type 2 externalpaths,do nothing(AS externalpathshave
thelowestpriority).

6. Otherwisecomparehe costof thisnewAS externalpathto the onespresenin thetable. Type 1 external
pathsarealwaysshorterthantype 2 externalpaths.Type 1 externalpathsarecomparedy looking atthesum
of thedistanceo theforwarding addressandthe advertisedype 1 metric(X+Y). Type2 externalpathsare
comparedy looking atthe advertisedype 2 metrics,andthenif necessarythe distanceo theforwarding
addresses

If thenewpathis shorterit replaceghe presenpathsin theroutingtableentry. If thenew pathis thesame
cost,it is addedo theroutingtableentry’slist of paths.

2Whenthe forwar ding addr essis non-zerojt shouldpointto arouterbelongingto anotherAutonomousSystem.SeeSection12.4.5for more
details.
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16.5 Incrementalupdates— summary link advertisements

Whena newsummarylink advertisemenis receivedijt is not necessaryo recalculategheentireroutingtable. Call
thedestinatiordescribedy the summarylink advertisemeni (N’s addresss obtainedby maskingthe
advertisemengLink StatelD with the network/subnemaskcontainedn the body of the advertisementgndlet
AreaA betheareato which theadvertisemenielongs.Therearethentwo separateases:

Casel: AreaA is the backboneand/or the router is not an areaborder router. In this case thefollowing
calculationanustbe performed.First, if thereis presentlyaninter-arearouteto the destinatiorN, N’srouting
tableentryis invalidated savingthe entry’s valuesfor later comparisonsThenthecalculationin Section16.2
is run againfor the singledestinationN. In this calculation,all of AreaA’s summarylink advertisementthat
describearouteto N areexaminedIn addition,if therouteris anareaborderrouterattachedo oneor more
transitareasthe calculationin Section16.3mustberun againfor thesingledestinationIf theresultsof these
calculationshavechangedhecost/pathto an AS boundaryrouter(aswould bethe casefor a Type4 summary
link advertisementdr to anyforwardingaddressesll AS externallink advertisementwill haveto be
reexaminedy rerunningthe calculationin Section16.4. Otherwisejf N is now newly unreachablehe
calculationin Sectionl16.4mustbererunfor the singledestinatiorlN, in caseanalternateexternalrouteto N
exists.

Case2: AreaA is atransit areaand the router is an areaborder router. In this casethefollowing calculations
mustbe performed.First, if N’'sroutingtableentry presentlycontainsoneor moreinter-areapathsthatutilize
thetransitareaAreaA, thesepathsshouldberemoved.If thisremovesall pathsfrom theroutingtableentry
theentryshouldbeinvalidated.The entry’s old valuesshouldbe savedor latercomparisonsNextthe
calculationin Section16.3mustberunagainfor the singledestinatiorN. If theresultsof this calculationhave
causedhe costto N to increasethecompleteroutingtablecalculationmustbe rerunstartingwith the Dijkstra
algorithmspecifiedn Sectionl6.1. Otherwise|f the cost/pathto anAS boundaryrouter(aswould bethecase
for a Type4 summanylink advertisementr to anyforwardingaddressehaschangedall AS externallink
advertisementwill haveto bereexaminedy rerunningthe calculationin Section16.4. Otherwisejf N is now
newly unreachablethe calculationin Section16.4mustbe rerunfor the singledestinationN, in casean
alternateexternalrouteto N exists.

16.6 Incrementalupdates— AS external link advertisements

WhenanewAS externalink advertisemenis receivedjt is notnecessaryo recalculateheentireroutingtable. Call
thedestinatiordescribedy the AS externallink advertisemeni. N’s addresss obtainedby maskingthe
advertisemengLink StatelD with the network/subnemaskcontainedn the body of the advertisementf thereis
alreadyanintra-areeor inter-arearouteto thedestinationno recalculatioris necessaryinternalroutestake
precedence).

Otherwisethe proceduren Section16.4will haveto be performedputonly for thoseAS externallink
advertisementehosedestinatioris N. Beforethis proceduras performedthe presentoutingtableentryfor N
shouldbeinvalidated.

16.7 Eventsgeneratedasa resultof routing table changes

Changedo routingtableentriessometimesausehe OSPFareaborderroutersto takeadditionalactions.These
routersneedto actonthefollowing routingtablechanges:
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e Thecostor pathtypeof aroutingtableentryhaschangedIf thedestinatiordescribedy thisentryis a
Networkor AS boundaryrouter, andthisis not simply a changeof AS externalroutes,newsummarylink
advertisementmay haveto be generateqpotentiallyonefor eachattachedarea,includingthe backbone) See
Section12.4.3for moreinformation. If apreviouslyadvertisedentryhasbeendeleted or is nolonger
advertisabldo a particulararea the advertisemenmustbe flushedfrom the routingdomainby settingits LS
ageto MaxAgeandreflooding(seeSection14.1).

¢ A routingtableentryassociateavith a configuredvirtual link haschangedThe destinatiorof sucha routing
tableentryis anareaborderrouter Thechangandicatesa modificationto thevirtual link’ s costor viability.

If theentryindicateghattheareaborderrouteris newly reachabldvia TOSO0), the correspondingirtual link
is now operational An InterfaceUp eventshouldbe generatedor thevirtual link, whichwill causeavirtual
adjacencyo beginto form (seeSection10.3). At thistime thevirtual link’ sIP interfaceaddresandthevirtual
neighbois NeighborlP addressarealsocalculated.

If theentryindicateghattheareaborderrouteris nolongerreachabldvia TOSO0), thevirtual link andits
associate@djacencyshouldbe destroyedThis meansan InterfaceDown eventshouldbe generatedor the
associatedirtual link.

If the costof the entryhaschangedandthereis afully establishedirtual adjacencyanewrouterlinks
advertisemenfor thebackbonenustbe originated.This in turn may causdurtherroutingtablechanges.

16.8 Equal-costmultipath

The OSPFprotocolmaintainsmultiple equal-costoutesto all destinationsThis canbe seenn the stepsusedabove
to calculatetheroutingtable,andin the definition of the routingtablestructure.

Eachoneof the multiple routeswill beof thesametype (intra-areajnter-areatype 1 externalor type 2 external),
cost,andwill havethesameassociate@rea.However eachroutespecifiesa separateexthopandAdvertising
router

Thereis norequirementhatarouterrunningOSPFkeeptrack of all possibleequal-costoutesto adestination An
implementatiormay chooseo keeponly a fixed numberof routesto anygivendestination.This doesnot affectany
of thealgorithmspresentedn this specification.

16.9 Building the non-zero-TOS portion of the routing table

The OSPFprotocolcancalculatea differentsetof routesfor eachlP TOS(seeSection2.4). Supportfor TOS-based
routingis optional. TOS-capabl@ndnon-TOS-capableouterscanbe mixedin anOSPFroutingdomain.Routers
notsupportingTOS calculateonly the TOSO0 routeto eachdestination.Theseroutesarethenusedto forwardall data
traffic, regardles®f the TOSindicationsin the datapacketsIP headerA routerthatdoesnot supportTOSindicates
thisfact to the otherOSPFroutersby clearingthe T-bit in the Options field of its routerlinks advertisement.

Theabovesectiondetailingtheroutingtablecalculationshandlethe TOS 0 caseonly. In generalfor routers
supportingT OS-basedouting,eachpieceof theroutingtablecalculationmustbererunseparatelyor the non-zero
TOSvalues.Whencalculatingroutesfor TOS X, only TOSX metricscanbeused.Any link stateadvertisementay
specifya separateostfor eachTOS (a costfor TOS0 mustalwaysbespecified).Theencodingof TOSin OSPHink
stateadvertisementis describedn Section12.3.

An advertisementanspecifythatit is restrictedto TOSO (i.e.,non-zeroT OSis nothandled)oy clearingthe T-bit in
thelink stateadvertisemensOption field. Suchadvertisementarenotusedwhencalculatingroutesfor non-zero
TOS. For thisreasonit is possiblethata destinatioris unreachabléor somenon-zerol OS. In this casethe TOS0
pathis usedwhenforwardingpacketqseeSection11.1).
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Thefollowing lists the modificationsneededvhenrunningthe routingtable calculationfor a non-zeroTOSvalue
(calledTOSX). In generalyoutersandadvertisementthatdo not supportTOSareomittedfrom the calculation.

Calculating the shortest-pathtr ee(Section16.1). Routersthatdo not supportTOS-basedouting shouldbe
omittedfrom the shortest-patlreecalculation.Theseroutersareidentifiedasthosehavingthe T-bit resetin
the Options field of their routerlinks advertisementsSuchroutersshouldneverbe addedo the Dijktra
algorithm's candidatdist, nor shouldtheir routerlinks advertisementbe examinedvhenaddingthe stub
networksto thetree.In particular if the T-bit is resetin the calculatingrouter s own routerlinks
advertisemenit doesnotrun the shortest-pattreecalculationfor non-zeroTOSvalues.

Calculating the inter-arearoutes(Section16.2). Inter-areapathsarethe concatenationf a pathto anareaborder
routerwith asummarnylink. WhencalculatingTOS X routes bothpathcomponentsnustalsospecifyTOS X.
In otherwords,only TOS X pathsto theareaborderrouterareexaminedandthe areaborderroutermustbe
advertisinga TOSX routeto the destination Notethatthis meanghatsummarylink advertisementiaving
the T-bit resetin their Options field arenot considered.

Examining transit areas’summary links (Section16.3). This calculationagainconsiderghe concatenationf a
pathto anareaborderrouterwith asummarylink. As with inter-arearoutes,only TOSX pathsto thearea
borderrouterareexaminedandtheareaborderroutermustbeadvertisinga TOS X routeto the destination.

Calculating AS external routes(Section16.4). This calculationconsiderghe concatenationf a pathto a
forwarding addresswith anAS externallink. Only TOSX pathsto theforwarding addressareexamined,
andthe AS boundaryroutermustbeadvertisinga TOS X routeto thedestinationNotethatthis meanghatAS
externallink advertisementlavingthe T-bit resetin their Options field arenot considered.

In addition,theadvertisingAS boundaryroutermustalsobereachabldor its advertisementi be considered
(seeSection16.4).However if theadvertisingrouterandthe forwarding addressarenot onein the samethe
advertisingrouterneedonly bereachablevia TOSO.
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A OSPFdataformats

This appendixdescribeshe formatof OSPFprotocolpacketsandOSPFlink stateadvertisementsThe OSPF
protocolrunsdirectly overtheIP networklayer. Beforeanydataformatsaredescribedthe detailsof the OSPF
encapsulatiomareexplained.

Nextthe OSPFOptionsfield is describedThis field describewvariouscapabilitieshat mayor maynot be supported
by piecesof the OSPFroutingdomain. The OSPFOptionsfield is containedn OSPFHello packetsDatabase
Descriptionpacketsandin OSPHink stateadvertisements.

OSPFpacketformatsaredetailedin SectionA.3. A descriptionof OSPHink stateadvertisementappearsn
SectionA.4.

A.1 Encapsulationof OSPFpackets

OSPFrunsdirectly overtheInternetProtocols networklayer. OSPFpacketsarethereforeencapsulatedolelyby IP
andlocal data-linkheaders.

OSPFdoesnotdefineaway to fragmentts protocolpacketsanddepend®n IP fragmentatiorwhentransmitting
packetdargerthanthe networkMTU. The OSPFpackettypesthatarelikely to belarge (Databaséescription
PacketsLink StateRequestLink StateUpdate,andLink StateAcknowledgmenpacketstanusuallybesplit into
severakeparatgrotocolpacketswithout lossof functionality. Thisis recommendedp fragmentatiorshouldbe
avoidedwheneveipossible.Usingthis reasoninganattemptshouldbe madeto limit the sizesof packetssentover
virtual links to 576 bytes.However if necessarythelengthof OSPFpacketscanbeup to 65,535bytes(including
thelP header).

The otherimportantfeaturesof OSPF5IP encapsulatioare:

¢ Useof IP multicast SomeOSPFmessagearemulticast,whensentover multi-accessetworks.Two distinct
IP multicastaddresseareused.Packetsentto thesemulticastaddresseshouldneverbeforwarded;theyare
meantto travelasinglehoponly. To ensurghatthesepacketswill nottravelmultiple hops,theirIP TTL must
besetto 1.

AlISPFRouters This multicastaddres$iasbeenassignedhevalue224. 0. 0. 5. All routersrunningOSPF
shouldbe preparedo receivepacketssentto this addressHello packetsarealwayssentto this
destination Also, certainOSPFprotocolpacketsaresentto this addressluringthefloodingprocedure.

AlIDRouters This multicastaddressiasbeenassignedhevalue224. 0. 0. 6. Boththe Designatedrouter
andBackupDesignatedRoutermustbe preparedo receivepacketslestinedo this addressCertain
OSPFprotocolpacketsaresentto this addressluringtheflooding procedure.

e OSPFis IP protocolnumber89. This numberhasbeenregisteredvith the Network InformationCenter IP
protocolnumberassignmentaredocumentedn [RFC 1340].

e Routingprotocolpacketsare sentwith IP TOSof 0. The OSPFprotocolsupportsTOS-basedouting. Routes
to any particulardestinatiormayvary basedon TOS.However all OSPFrouting protocolpacketsaresent
usingthe normalserviceTOSvalueof binary0000definedin [RFC 1349].

¢ Routingprotocolpacketsare sentwith IP precedenceetto InternetworkControl. OSPFprotocolpackets
shouldbe givenprecedenceverregularlP datatraffic, in both sendingandreceiving.Settingthe P
precedencéeld in theIP headeto InternetworkControl [RFC 791] may helpimplementthis objective.
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A.2 The Options field

The OSPFOptionsfield is presenin OSPFHello packetsDatabasdescriptionpacketsandall link state
advertisementsThe Optionsfield enableDSPFroutersto support(or not support)optionalcapabilitiesandto
communicateheir capabilitylevel to otherOSPFrouters.Throughthis mechanismoutersof differing capabilities
canbe mixedwithin anOSPFroutingdomain.

Whenusedin Hello packetsthe Optionsfield allowsarouterto rejecta neighborbecausef a capabilitymismatch.
Alternatively, whencapabilitiesareexchangedh Databas@®escriptionpacketsaroutercanchoosenotto forward
certainlink stateadvertisementt aneighborbecausef its reducedunctionality. Lastly, listing capabilitiesn link
stateadvertisementallowsroutersto routetraffic aroundreducedunctionalityrouters,by excludingthemfrom
partsof theroutingtablecalculation.

Two capabilitiesarecurrentlydefined.For eachcapability the effect of the capability'sappearancéor lack of
appearancdh Hello packetsDatabas®escriptionpacketsandlink stateadvertisements specifiecbelow. For
examplethe ExternalRoutingCapabilitghelow calledthe E-bit) hasmeaningonly in OSPFHello PacketsRouters
shouldreset(i.e. clear)the unassignegartof thecapabilityfield whensendingHello packetsor Database
Descriptionpacketsandwhenoriginatinglink stateadvertisements.

Additional capabilitiesmaybe assignedn the future. Routersencounteringinrecognizedapabilitiesn received
Hello PacketsPatabaséescriptionpacketsor link stateadvertisementshouldignorethe capabilityandprocesshe
packet/advertisemenbrmally.

The options field

T-bit Thisdescribesherouters TOScapability If theT-bit is reset thentheroutersupportonly asingleTOS
(TOSO0). Sucharouteris alsosaidto beincapableof TOS-routingandelsewherén this documenteferredto
asa TOS-0-onlyroutetr Theabsencef the T-bit in arouterlinks advertisementausegherouterto be
skippedwhenbuilding a non-zeroT OS shortest-patlree(seeSection16.9). In otherwords,routersincapable
of TOSroutingwill beavoidedasmuchaspossiblevhenforwardingdatatraffic requestinganon-zeroTOS.
Theabsencef the T-bit in asummarylink advertisementr anAS externallink advertisemenindicatesthat
theadvertisemenits describinga TOSO0 routeonly (andnot routesfor non-zeraTOS).

E-bit Thisbit reflectstheassociatedreas ExternalRoutingCapabilityAS externalink advertisementarenot
floodedinto/throughOSPFstubareaqseeSection3.6). The E-bit ensureshatall memberf astubarea
agreeon thatareas configuration.The E-bit is meaningfulonly in OSPFHello packets Whenthe E-bit is
resetin theHello packetsentout a particularinterface it meanghattherouterwill neithersendnorreceive
AS externallink stateadvertisementen thatinterface(in otherwords,theinterfaceconnectdo a stubarea).
Two routerswill notbecomeneighboraunlessheyagreeon the stateof the E-bit.
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A.3 OSPFPacketFormats

Therearefive distinct OSPFpackettypes.All OSPFpackettypesbeginwith a standard24 byte header This header
is describedirst. Eachpackettypeis thendescribedn a succeedingection.In thesesectionseachpacketsdivision
into fieldsis displayed andthenthefield definitionsareenumerated.

All OSPFpackettypes(otherthanthe OSPFHello packetsdealwith lists of link stateadvertisementd-or example,
Link StateUpdatepacketdmplementtheflooding of advertisementthroughouthe OSPFroutingdomain.Because
of this, OSPFprotocolpacketsannotbe parsedunlesstheformatof link stateadvertisementis alsounderstood.
Theformatof Link stateadvertisements describedn SectionA.4.

Thereceiveprocessinggf OSPFpacketds detailedin Section8.2. The sendingof OSPFpacketds explainedn
Section8.1.
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A.3.1 The OSPFpacketheader

Every OSPFpacketstartswith acommon24 byte header This headercontainsall the necessarynformationto
determinewvhetherthe packetshouldbe acceptedor further processingThis determinatioris describedn
Section8.2 of the specification.

0 8 16 24 32
I
Version # Type Packet |ength
Router 1D
Area I D
Checksum Aut ype
Aut henti cati on

Version# The OSPFversionnumber This specificatiordocumentwersion2 of the protocol.

Type The OSPFpackettypesareasfollows. Theformatof eachof thesepackettypesis describedn a
succeedingection.

Type | Description
1 Hello
2 Databas®escription
3 Link StateRequest
4 Link StateUpdate
5 Link StateAcknowledgment

Packetlength Thelengthof the protocolpacketin bytes. This lengthincludesthe standardDSPFheader

Router ID The RouterlD of the packets source.ln OSPF the sourceanddestinatiorof arouting protocol
packetarethe two endsof an(potential)adjacency

ArealD A 32bit numberidentifying the areathatthis packetbelonggo. All OSPFpacketsareassociated
with asinglearea.Mosttravelasinglehoponly. Packetdravellingoveravirtual link arelabelled
with thebackboneArealD of 0. 0. 0. 0.

Checksum  ThestandardP checksunof the entirecontentf the packet,startingwith the OSPFpacketheader
butexcludingthe 64-bitauthenticatiorfield. This checksumis calculatedasthe 16-bitone's
complemenbf the one'scomplemensumof all the 16-bitwordsin the packetexceptingthe
authenticatiorfield. If the packets lengthis notanintegralnumberof 16-bitwords,the packetis
paddedwith a byteof zerobeforechecksumming.

AuType Identifiesthe authenticatiorschemeo be usedfor the packet.Authenticationis discussedn
AppendixD of the specification.ConsultAppendixD for alist of the currentlydefined
authenticatiorypes.

Authentication A 64-bitfield for useby the authenticatiorscheme.
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A.3.2 TheHello packet

Hello packetsareOSPFpackettype 1. Thesepacketsaresentperiodicallyon all interfacegincludingvirtual links)
in orderto establisrandmaintainneighborrelationshipsin addition,Hello Packetsaremulticaston thosephysical
networkshavinga multicastor broadcastapability enablingdynamicdiscoveryof neighboringouters.

All routersconnectedo acommonnetworkmustagreeon certainparametergNetworkmask,HelloIntervaland
RouterDeadInterval)Theseparametergreincludedin Hello packetssothatdifferencesaninhibit the forming of
neighborrelationships A detailedexplanatiorof thereceiveprocessindor Hello packetds presentedn
Section10.5. The sendingof Hello packetss coveredn Section9.5.

0 8 16 24 32
[ 1 ] |

OSPF packet header

Net wor k mask
Hel | ol nt er val Opti ons Rtr Pri
Rout er Deadl nt er val

Desi gnat ed Rout er

Backup Desi gnated Router
Nei ghbor

Repeat ed
for each
nei ghbor

Network mask Thenetworkmaskassociatedvith thisinterface.Forexamplejf theinterfaceis to a classB
networkwhosethird byteis usedfor subnettingthe networkmaskis Oxf f f f f f 00.

Options The optionalcapabilitiessupportedy therouter asdocumentedn SectionA.2.
Hellolnterval Thenumberof secondbetweerthisrouter s Hello packets.

Rtr Pri Thisrouter sRouterPriority. Usedin (Backup)Designatedrouterelection.If setto 0, therouterwill
beineligible to becomgBackup)DesignatedRkouter

RouterDeadInterval Thenumberof seconddeforedeclaringa silentrouterdown.

DesignatedRouter Theidentity of the DesignatedRouterfor this network,in the view of theadvertisingrouter
TheDesignatedRouteris identifiedhereby its IP interfaceaddres®n the network. Setto 0. 0. 0. 0 if
thereis no DesignatedRouter

Backup DesignatedRouter Theidentity of the BackupDesignatedRouterfor this network,in theview of the
advertisingouter The BackupDesignatedRouteris identifiedhereby its IP interfaceaddres®n the
network. Setto 0. 0. 0. O if thereis no BackupDesignatedRouter

Neighbor  TheRouterlDs of eachrouterfrom whomvalid Hello packetshavebeenseerrecentlyon the network.
Recentlymeansn thelastRouterDeadIntervadeconds.
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A.3.3 The DatabaseDescription packet

Databas®escriptionpacketaare OSPFpackettype 2. Thesepacketsareexchangeadvhenanadjacencys being
initialized. Theydescribethe contentsf thetopologicaldatabaseMultiple packetamaybeusedto describehe
databaseForthis purposea poll-respons@rocedurds used.Oneof theroutersis designatedo be mastertheother
aslave.The mastersendDatabasd®escriptionpacketqpolls) which areacknowledgedby Databas@®escription
packetssentby the slave(responses)Theresponsearelinked to the polls via the packetsDD sequencaumbers.

Theformatof the Databasd®escriptionpacketis very similar to boththeLink StateRequestandLink State
Acknowledgmenpackets Themain partof all threeis a list of items,eachitem describinga pieceof the topological
databaseThesendingof DatabaséescriptionPacketss documentedn Section10.8. Thereceptionof Database
Descriptionpacketds documentedn Section10.6.

0 8 16 24 32
[ 2 ] |

OSPF packet header

— 1 bit
— M bi t
0 0 options | bl T[]/4 mve bit
DD sequence nunber .
T Adverti senment for each
— Header LS adv.

0 Thesefieldsarereserved TheymustbeO.

Options Theoptionalcapabilitiessupportedy therouter, asdocumentedn SectionA.2.

I-bit  Thelnit bit. Whensetto 1, this packetis thefirst in the sequencef DatabaséescriptionPackets.
M-bit  TheMore bit. Whensetto 1, it indicatesghatmoreDatabas®escriptionPacketsareto follow.

MS-bit TheMaster/Slavebit. Whensetto 1, it indicateghattherouteris the masterduringthe Databasé=xchange
processOtherwisetherouteris the slave.

DD sequencenumber Usedto sequencéhecollectionof Databas®escriptionPacketsTheinitial value(indicated
by the Init bit beingset)shouldbeunique.TheDD sequenc@umberthenincrementauntil thecomplete
databaselescriptionhasbeensent.

Therestof the packetconsistof a (possiblypartial) list of thetopologicaldatabase pieces.Eachlink state
advertisemenin thedatabasés describedy its link stateadvertisementheader Thelink stateadvertisemenheader
is documentedn SectionA.4.1. It containsall theinformationrequiredto uniquelyidentify boththeadvertisement
andtheadvertisemeng currentinstance.
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A.3.4 Thelink StateRRequestpacket

Link StateRequespacketsareOSPFpackettype3. After exchangingddatabasé®escriptionpacketswith a
neighboringrouter, aroutermayfind thatpartsof its topologicaldatabasareout of date.The Link StateRequest
packetis usedto requesthe piecesof the neighbots databas¢hataremoreupto date.Multiple Link StateRequest
packetanayneedto beused.Thesendingof Link StateRequespacketds thelaststepin bringingup anadjacency

A routerthatsendsaLink StateRequespackethasin mindthe preciseinstanceof thedatabas@iecesit is
requestingdefinedby LS sequenc@umber LS checksumandLS age,althoughthesefieldsarenot specifiedn the
Link StateRequesPackeitself. Theroutermayreceiveevenmorerecentinstancesn response.

Thesendingof Link StateRequespacketds documentedn Section10.9. Thereceptionof Link StateRequest
packetss documentedn Section10.7.

0 8 16 24 32
[ 3 ] |

OSPF packet header

LS type Repeat ed
Link State ID for each
LS adv.

Advertisi ng Router

Eachadvertisementequesteds specifiedby its LS type, Link StatelD, andAdvertisingRouter This uniquely
identifiesthe advertisementyut notits instance Link StateRequespacketsareunderstoodo berequestgor the
mostrecentinstancgwhateverthatmightbe).
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A.3.5 Thelink StateUpdate packet

Link StateUpdatepacketsareOSPFpackettype4. Thesepacketamplementthe floodingof link state
advertisements€EachLink StateUpdatepacketcarriesa collectionof link stateadvertisementenehopfurtherfrom
its origin. Severalink stateadvertisementsaybeincludedin asinglepacket.

Link StateUpdatepacketsaremulticaston thosephysicalnetworksthatsupportmulticast/broadcastn orderto
makethefloodingprocedureeliable,floodedadvertisementareacknowledgedn Link StateAcknowledgment
packetsIf retransmissioof certainadvertisementis necessarythe retransmittechdvertisementarealwayscarried
by unicastLink StateUpdatepackets.For moreinformationon thereliablefloodingof link stateadvertisements,
consultSection13.

0 8 16 24 32
[ 4 ] |

OSPF packet header

# advertisenents

Repeat ed

Li nk state adverti senent # adverti sements

tinmes

# advertisements The numberof link stateadvertisementscludedin thisupdate.

Thebodyof theLink StateUpdatepacketconsistsf alist of link stateadvertisementsEEachadvertisemenbegins
with acommon20 byteheaderthelink stateadvertisementieader This headelis describedn SectionA.4.1.
Otherwisetheformatof eachof thefive typesof link stateadvertisementis different. Theirformatsaredescribedn
SectionA.4.
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A.3.6 Thelink State Acknowledgmentpacket

Link StateAcknowledgmenPacketareOSPFpackettype5. To makethefloodingof link stateadvertisements
reliable,floodedadvertisementareexplicitly acknowledgedThis acknowledgmenis accomplishedhroughthe
sendingandreceivingof Link StateAcknowledgmenpackets Multiple link stateadvertisementsanbe
acknowledgedh asingleLink StateAcknowledgmenpacket.

Dependingon the stateof the sendinginterfaceandthe sourceof theadvertisementbeingacknowledgeda Link
StateAcknowledgmenpacketis senteitherto the multicastaddresAlISPFRoutersto the multicastaddress
AlIDRouters,or asa unicast.Thesendingof Link StateAcknowledgemenpacketss documentedn Section13.5.
Thereceptionof Link StateAcknowledgemenpacketds documentedn Section13.7.

Theformatof this packetis similar to thatof the DataDescriptionpacket. The body of bothpacketds simply alist
of link stateadvertisemenheaders.
0 8 16 24 32

L5 | |

OSPF packet header

Link state Repeat ed

Adverti senent for each
- LS adv.
Header

Eachacknowledgedink stateadvertisemernis describedy its link stateadvertisemeritieader Thelink state
advertisemernihieadeiis documentedn SectionA.4.1. It containsall theinformationrequiredto uniquelyidentify
boththe advertisemenandtheadvertisemeng currentinstance.
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A.4 Link stateadvertisementformats

Therearefive distincttypesof link stateadvertisementsEachlink stateadvertisemenbeginswith a standard
20-bytelink stateadvertisementieader This headets explainedn SectionA.4.1. Succeedingectionghendiagram
theseparatdink stateadvertisementypes.

Eachlink stateadvertisemendescribes pieceof the OSPFroutingdomain.Everyrouteroriginatesarouterlinks
advertisementln addition,whenevetherouteris electedDesignatedrouter it originatesa networklinks
advertisementOthertypesof link stateadvertisementmay alsobe originated(seeSection12.4). All link state
advertisementarethenfloodedthroughouthe OSPFroutingdomain. The floodingalgorithmis reliable,ensuring
thatall routershavethe samecollectionof link stateadvertisementgSeeSection13for moreinformation
concerninghefloodingalgorithm). This collectionof advertisementss calledthelink state(or topological)database.

Fromthelink statedatabasegachrouterconstructsa shortespathtreewith itself asroot. This yieldsaroutingtable
(seeSection11). For thedetailsof theroutingtablebuild processseeSectionl16.
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A.4.1 Thelink State Advertisementheader

All link stateadvertisementbeginwith acommon20 byte header This headercontainsenoughinformationto
uniquelyidentify theadvertisemenfLS type,Link StatelD, andAdvertisingRouter).Multiple instance®f thelink
stateadvertisemenmayexistin theroutingdomainat thesametime. It is thennecessaryo determinevhich
instancds morerecent.Thisis accomplishedy examiningthe LS age,LS sequenc@&umberandLS checksum
fieldsthatarealsocontainedn thelink stateadvertisementeader
0 8 16 24 32
I

LS age Opti ons LS type
Link State ID
Advertising Router

LS sequence nunber

LS checksum | engt h

LS age Thetimein secondsincethelink stateadvertisemenivasoriginated.

Options Theoptionalcapabilitiessupportedy thedescribedportionof theroutingdomain.OSPFs optional
capabilitiesaredocumentedn SectionA.2.

LS type Thetypeof thelink stateadvertisementEachlink statetype hasa separat@advertisemenformat. Thelink
statetypesareasfollows (seeSection12.1.3for furtherexplanation):

LS Type | Description
1 Routerlinks
2 Networklinks
3 Summarylink (IP network)
4 Summarnylink (ASBR)
5 AS externallink

Link StatelD Thisfield identifiesthe portion of theinternetenvironmenthatis beingdescribedy the
advertisementT he contentf thisfield dependonthe advertisemens$'LS type. For examplejn network
links advertisementtheLink StatelD is setto the IP interfaceaddres®of the network’s Designatedrouter
(fromwhichthenetwork’s IP addresanbederived).TheLink StatelD is furtherdiscussedn
Sectionl2.1.4.

Advertising Router The RouterlD of therouterthatoriginatedthelink stateadvertisementiForexamplejn
networklinks advertisementthis field is setto the RouterID of the network’s DesignatedRouter

LS sequencenumber Detectsold or duplicatelink stateadvertisementsSuccessivénstance®f alink state
advertisemendiregivensuccessivéS sequenceumbers.SeeSection12.1.6for moredetails.

LS checksum The Fletcherchecksunof the completecontentof thelink stateadvertisemenincludingthelink
stateadvertisemenheadebut exceptingthe LS agefield. SeeSection12.1.7for moredetails.

length Thelengthin bytesof thelink stateadvertisementThisincludesthe 20 bytelink stateadvertisement
header
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A.4.2 Router links advertisements

Routerlinks advertisementarethe Type 1 link stateadvertisements€Eachrouterin anareaoriginatesa routerlinks
advertisementTheadvertisementdescribeshe stateandcostof therouter slinks (i.e., interfaces}o thearea.All of
therouter slinks to theareamustbe describedn a singlerouterlinks advertisementt-or detailsconcerninghe
constructiorof routerlinks advertisementseeSection12.4.1.

In routerlinks advertisementgheLink StatelD field is setto therouter sOSPFRouterID. The T-bit is setin the
advertisemens Option field if andonly if therouteris ableto calculatea separateetof routesfor eachlP TOS.
Routerlinks advertisementarefloodedthroughouta singleareaonly.

0 8 16 24 32
| |

Li nk St ate header

"0 |[VEE 0o # 1inks
Link I D
Li nk Dat a
Type # TOS TOS 0 netric # 1inks
: times
# TOS TCS 0 metric
times :
TGS 0 metric

bit V Whenset,therouteris anendpointof anactivevirtual link thatis usingthedescribedareaasa Transitarea
(V isfor virtual link endpoint).

bit E Whenset,therouteris an AS boundaryrouter(E is for external)
bit B Whenset,therouteris anareaborderrouter(B is for border)

#links  Thenumberof routerlinks describedy this advertisementThis mustbethetotal collectionof router
links (i.e.,interfaces}o the area.

Thefollowing fieldsareusedto describesachrouterlink (i.e., interface).Eachrouterlink is typed(seethebelow
Typefield). The Typefield indicateghekind of link beingdescribedlt maybealink to atransitnetwork,to another
routeror to a stubnetwork. Thevaluesof all theotherfieldsdescribinga routerlink dependnthelink’ s Type. For
examplegachlink hasanassociate®2-bit datafield. For links to stubnetworksthis field specifieghe network's IP
addressnask.For otherlink typestheLink Dataspecifiegherouters associatedP interfaceaddress.
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Type A quick descriptionof therouterlink. Oneof thefollowing. Notethathostroutesareclassifiedaslinks to
stubnetworkswhosenetworkmaskis Oxf fff f f f f .

Type | Description
1 Point-to-pointconnectiorto anothemrouter
2 Connectiorto atransitnetwork
3 Connectiorto astubnetwork
4 Virtual link

Link ID Identifiestheobjectthatthis routerlink connectdo. Valuedepend®nthelink’s Type. Whenconnecting
to anobjectthatalsooriginatesalink stateadvertisementi.e.,anotherouteror atransitnetwork)the Link
ID is equalto the neighboringadvertisemeng Link StatelD. This providesthekey for looking up said
advertisemenin thelink statedatabaseSeeSection12.2for moredetails.

Type | LinkID

1 Neighboringrouter sRouterlD
2 IP addres®of DesignatedRouter
3 IP network/subnehumber
4 Neighboringrouter sRouterlD

Link Data Contentsagaindependnthelink’ s Typefield. For connectiongo stubnetworks,it specifieghe
network’s IP addressnask.For unnumberegboint-to-pointconnectionsit specifiegheinterfaces MIB-I
[RFC 1213)ifIndex value.Forthe otherlink typesit specifiegherouter s associatedP interfaceaddress.
This latter pieceof informationis needediuring theroutingtablebuild processwhencalculatingthe IP
addres®f thenexthop. SeeSection16.1.1for moredetails.

#TOS Thenumberof differentTOS metricsgivenfor this link, notcountingtherequiredmetricfor TOSO. For
examplejf no additionalTOS metricsaregiven,thisfield shouldbe setto 0.

TOSO0 metric Thecostof usingthisrouterlink for TOSO.

Foreachlink, separatenetricsmaybe specifiedfor eachTypeof Service(TOS). The metricfor TOS0 mustalways
beincluded,andwasdiscusse@bove.Metricsfor non-zeroT OSaredescribedelow Theencodingof TOSin
OSPHink stateadvertisementis describedn Section12.3. Note thatthe costfor non-zeroTOSvaluesthatarenot

specifieddefaultsto the TOSO0 cost. Metricsmustbe listedin orderof increasingrOSencoding.Forexamplethe
metricfor TOS 16 mustalwaysfollow the metricfor TOS 8 whenbotharespecified.

TOS IP Typeof Servicethatthis metricrefersto. The encodingof TOSin OSPHink stateadvertisementis
describedn Section12.3.

metric  Thecostof usingthis outboundrouterlink, for traffic of the specifiedT OS.
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A.4.3 Network links advertisements

Networklinks advertisementarethe Type 2 link stateadvertisementsA networklinks advertisemeris originated
for eachtransitnetworkin thearea.A transitnetworkis a multi-accessietworkthathasmorethanoneattached
router Thenetworklinks advertisemeris originatedby the network’s DesignatedRouter Theadvertisement
describesll routersattachedo the network,includingthe DesignatedRouteritself. TheadvertisemengLink State
ID field liststhe IP interfaceaddres®f the Designatedrouter

Thedistancefrom the networkto all attachedoutersis zero,for all Typesof Service.Thisis why the TOSand
metricfields neednot be specifiedn the networklinks advertisementt-or detailsconcerninghe constructiorof
networklinks advertisementseeSectionl2.4.2.

0 8 16 24 32
| |

Li nk St ate header

Net wor k Mask Repeat ed

At t ached Rout er for each
attached
rout er

Network Mask  ThelP addressnaskfor the network. Forexample aclassA networkwould havethe mask
0xf f 000000.

Attached Router The RouterlDs of eachof theroutersattachedo the network. Actually, only thoseroutersthat
arefully adjacento the DesignatedRouterarelisted. The DesignatedRouterincludesitself in
this list. The numberof routersincludedcanbededucedrom thelink stateadvertisement
headetslengthfield.
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A.4.4 Summary link advertisements

Summarnylink advertisementarethe Type 3 and4 link stateadvertisementsTheseadvertisementareoriginatedby
areaborderrouters.A separatsummarylink advertisemens madefor eachdestinationknownto therouter)which
belonggo the AS, yetis outsidethe area.For detailsconcerninghe constructiorof summarylink advertisements,
seeSection12.4.3.

Type3link stateadvertisementareusedwhenthedestinatioris anIP network. In this casetheadvertisemeng Link
StatelD field is anIP networknumber(if necessaryheLink StatelD canalsohaveoneor moreof the network’s
“host” bits set;seeAppendixF for details). Whenthe destinatioris an AS boundaryrouter a Type4 advertisement
is used,andtheLink StatelD field is the AS boundaryrouters OSPFRouterID. (To seewhy it is necessarjo
advertisehe locationof eachASBR, consultSection16.4.) Otherthanthedifferencein theLink StatelD field, the
formatof Type3 and4 link stateadvertisementis identical.

For stubareas;Type 3 summarylink advertisementsanalsobe usedto describea (perarea)defaultroute. Default
summaryroutesareusedin stubareasnsteadof floodinga completesetof externalroutes.Whendescribinga
defaultsummaryroute,the advertisemeng'Link StatelD is alwayssetto DefaultDestinatior{f0. 0. 0. 0) andthe
NetworkMaskis setto 0. 0. 0. O.

Separateostsmaybe advertisedor eachlP Typeof Service.Theencodingof TOSin OSPFlink state
advertisementis describedn Section12.3. Notethatthe costfor TOS0 mustbeincluded,andis alwayslistedfirst.
If the T-bit is resetin theadvertisemens Option field, only aroutefor TOSO is describedy theadvertisement.
Otherwiseyoutesfor the otherTOSvaluesarealsodescribedif acostfor acertainTOSis notincluded,its cost
defaultsto thatspecifiedfor TOSO.

0 8 16 24 32
| |

3 or 4

Li nk St ate header

Net wor k Mask Repeat ed
TOS nmetric for each
TOS

Network Mask For Type3 link stateadvertisementghisindicatesthe destinatiometwork’s IP addressnask.For
examplewhenadvertisingthelocationof a classA networkthevalueOxf f 000000 would be used.This
field is not meaningfulandmustbe zerofor Type4 link stateadvertisements.

For eachspecifiedTypeof Service thefollowing fieldsaredefined.The numberof TOSroutesincludedcanbe
calculatedrom thelink stateadvertisementeaderslengthfield. Valuesfor TOS0 mustbe specifiedtheyarelisted
first. Othervaluesmustbelistedin orderof increasingTOSencoding.For examplethecostfor TOS16 must
alwaysfollow the costfor TOS8 whenbotharespecified.

TOS TheTypeof Servicethatthefollowing costconcernsThe encodingof TOSin OSPHink state
advertisements describedn Section12.3.
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metric Thecostof this route. Expressedn the sameunitsastheinterfacecostsin the routerlinks advertisements.
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A.4.5 ASexternallink advertisements

AS externallink advertisementarethe Type5 link stateadvertisementsTheseadvertisementareoriginatedby AS
boundaryrouters.A separatadvertisemenis madefor eachdestination(knownto therouter)which is externalto
the AS. For detailsconcerninghe constructiorof AS externallink advertisementseeSection12.4.3.

AS externallink advertisementasuallydescribea particularexternaldestination For theseadvertisementthe Link
StatelD field specifiesanIP networknumber(if necessarythe Link StatelD canalsohaveoneor moreof the
network’s “host” bits set;seeAppendixF for details).AS externallink advertisementarealsousedto describea
defaultroute. Defaultroutesareusedwhenno specificroute existsto the destination Whendescribinga default
route,the Link StatelD is alwayssetto DefaultDestinatiorf0. 0. 0. 0) andthe Network Maskis setto 0. 0. 0. O.

Separateostsmaybe advertisedor eachlP Typeof Service.Theencodingof TOSin OSPFlink state
advertisementis describedn Section12.3. Notethatthe costfor TOS0 mustbeincluded,andis alwayslistedfirst.
If the T-bit is resetin theadvertisemens Option field, only aroutefor TOSO is describedy theadvertisement.
Otherwiseyoutesfor the otherTOSvaluesarealsodescribedif acostfor acertainTOSis notincluded,its cost
defaultsto thatspecifiedfor TOSO.

0 8 16 24 32
| |

Li nk St ate header

Net wor k Mask
. T T T T 11 )
bit E — TOS metric Repeat ed
Forwar di ng address for each
TCS

Ext ernal Route Tag

Network Mask ThelP addressnaskfor the advertisediestination.For example whenadvertisinga classA
networkthemaskOxf f 000000 would beused.

ForeachspecifiedTypeof Service thefollowing fieldsaredefined.The numberof TOSroutesincludedcanbe
calculatedrom thelink stateadvertisementeaderslengthfield. Valuesfor TOS0 mustbe specifiedtheyarelisted
first. Othervaluesmustbelistedin orderof increasingTOSencoding.For examplethecostfor TOS16 must
alwaysfollow the costfor TOS8 whenbotharespecified.

bit E Thetypeof externalmetric. If bit E is set,themetricspecifiedis a Type 2 externalmetric. This meanghe
metricis consideredargerthananylink statepath. If bit E is zero,thespecifiedmetricis a Type 1 external
metric. This meanghatis is comparablalirectly (without translation}o the link statemetric.

Forwarding address Datatraffic for theadvertiseddestinatiorwill beforwardedto thisaddresslf the Forwarding
addresss setto 0. 0. 0. 0, datatraffic will beforwardedinsteado the advertisemengoriginator(i.e.,the
responsibléAS boundaryrouter).
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TOS TheTypeof Servicethatthefollowing costconcernsThe encodingof TOSin OSPHink state
advertisements describedn Section12.3.

metric Thecostof thisroute. Interpretatiordepend®n the externaltypeindication(bit E above).

External Route Tag A 32-bitfield attachedo eachexternalroute. Thisis not usedby the OSPFprotocolitself. It
may be usedto communicaténformationbetweenAS boundaryrouters;the precisenatureof such
informationis outsidethe scopeof this specification.
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B Architectural Constants

SeveralOSPFprotocolparametertavefixed architecturalalues.Theseparametersavebeenreferredto in thetext
by namessuchasLSRefreshime. The samenamingconventionis usedfor the configurableprotocolparameters.
Theyaredefinedin AppendixC.

Thenameof eacharchitecturatonstanfollows, togethemwith its valueanda shortdescriptiornof its function.

LSRefreshTime The maximumtime betweerdistinctoriginationsof any particularlink stateadvertisementWhen
theLS agefield of oneof therouter's self-originatecadvertisementseacheshevalueLSRefreshime,anew
instanceof thelink stateadvertisemenis originated eventhoughthe contentof theadvertisemenfapartfrom
thelink stateheaderwill bethe same.Thevalueof LSRefreshimeis setto 30 minutes.

MinLSInterval Theminimumtime betweerdistinctoriginationsof anyparticularlink stateadvertisementThe
valueof MinLSIntervalis setto 5 seconds.

MaxAge Themaximumagethatalink stateadvertisementanattain. WhenanadvertisemensLS agefield reaches
MaxAge, it is refloodedn anattemptto flushtheadvertisementrom theroutingdomain(SeeSection14).
Advertisement®f ageMaxAgearenot usedin theroutingtablecalculation.The valueof MaxAge mustbe
greatetthanL SRefreshime. Thevalueof MaxAgeis setto 1 hour.

CheckAge Whentheageof alink stateadvertisemenfthatis containedn thelink statedatabasefits amultiple of
CheckAgethe advertisemens checksunis verified. An incorrectchecksumatthis time indicatesa serious
error. Thevalueof CheckAges setto 5 minutes.

MaxAgeDiff Themaximumtime dispersiorthatcanoccur, asalink stateadvertisemeris floodedthroughouthe
AS. Most of thistime is accountedor by thelink stateadvertisementsitting on routeroutputqueuegand
thereforenot aging)duringthe flooding processThe valueof MaxAgeDiff is setto 15 minutes.

LSInfinity Themetricvalueindicatingthatthedestinatiordescribedy alink stateadvertisemenis unreachable.
Usedin summarylink advertisementandAS externalink advertisementasanalternativeto prematureaging
(seeSection14.1). 1t is definedto bethe24-bitbinaryvalueof all ones:Oxf f f f f f .

DefaultDestination TheDestinationlD thatindicatesthe defaultroute. This routeis usedwhenno othermatching
routingtableentrycanbefound. The defaultdestinatiorcanonly beadvertisedn AS externallink
advertisementandin stubareas'type 3 summarylink advertisementdts valueis thelP addres$. 0. 0. 0.
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C Configurable Constants

The OSPFprotocolhasquiteafew configurablegparametersTheseparametersrelisted below Theyaregrouped
into generaffunctionalcategoriegareaparameterdanterfaceparametersgtc.). Samplevaluesaregivenfor someof
theparameters.

Someparametesettingsneedto be consistenamonggroupsof routers.Forexampleall routersin anareamust
agreeon thatareas parametersandall routersattachedo a networkmustagreeon thatnetwork’s IP network
numberandmask.

Someparametersnay be determinedy routeralgorithmsoutsideof this specificatione.g.,the addres®f a host
connectedo theroutervia a SLIP line). From OSPF5 point of view, theseatemsarestill configurable.

C.1 Global parameters

In generala separateopyof the OSPFprotocolis run for eacharea.Becausef this, mostconfigurationparameters
aredefinedon a perareabasis.Thefew globalconfigurationparametersrelisted below

Router ID Thisis a32-bitnumberthatuniquelyidentifiestherouterin the AutonomousSystem.Onealgorithmfor
RouterlD assignmenis to choosehelargestor smallestP addressassignedo therouter If aroutersOSPF
RouterlD is changedtherouters OSPFsoftwareshouldberestartedeforethe newRouterlD takeseffect.
Beforerestartingin orderto changdts RouterlD, theroutershouldflushits self-originatedink state
advertisementfom theroutingdomain(seeSection14.1),or theywill persistfor up to MaxAge minutes.

TOS capability Thisitemindicateswhethertherouterwill calculateseparateoutesbasecn TOS. For more
information,seeSectionst.5and16.9.

C.2 Areaparameters

All routersbelongingto anareamustagreeon thatareas configuration.Disagreementbetweertwo routerswill
leadto aninability for adjacencie$o form betweerthem,with aresultinghindranceto the flow of routing protocol
anddatatraffic. Thefollowing itemsmustbeconfiguredfor anarea:

ArealD Thisis a32-bitnumberthatidentifiesthearea.TheArealD of 0. 0. 0. O is reservedor thebackbonelf
thearearepresenta subnettedetwork,the IP networknumberof the subnettedhetworkmaybe usedfor the
ArealD.

List of addressranges An OSPFareais definedasallist of addressanges Eachaddressangeconsistof the
following items:

[IP addressmask] Describeghecollectionof IP addressesontainedn theaddressange.Networksand
hostsareassignedo anareadependingon whethertheiraddressefall into oneof the areas defining
addressanges Routersareviewedasbelongingto multiple areasdependingn their attachedetworks
areamembership.

Status Setto eitherAdvertiseor DoNotAdvertise.Routinginformationis condensedt areaboundaries.
Externalto thearea,at mosta singlerouteis advertisedvia a summarylink advertisementior each
addressange.Therouteis advertisedf andonly if theaddressanges Statuss setto Advertise.
Unadvertisedangesallow the existenceof certainnetworksto beintentionallyhiddenfrom otherareas.
Statusis setto Advertiseby default.

Moy [Pagells]



RFC1583 OSPFVersion2 March1994

As anexample supposean IP subnettedhetworkis to beits own OSPFarea.The areawould be configuredas
asingleaddressange whoselP addresss the addres®f the subnettedhetwork,andwhosemaskis the natural
classA, B, or C addressnask.A singleroutewould beadvertisecexternalto the areadescribingtheentire
subnettedetwork.

AuType Eachareacanbeconfiguredfor a separatéype of authenticationSeeAppendixD for a discussiorof the
definedauthenticatiortypes.

ExternalRoutingCapability WhetherAS externaladvertisementwill befloodedinto/throughouthearea.lf AS
externaladvertisementareexcludedrom theareatheareais calleda“stub”. Internalto stubareasroutingto
externaldestinationsvill bebasedsolelyon adefaultsummaryroute. Thebackbonecannotbe configuredasa
stubarea.Also, virtual links cannotbe configuredthroughstubareas For moreinformation,seeSection3.6.

StubDefaultCost If theareahasbeenconfiguredasa stubareaandtherouteritself is anareaborderrouter, thenthe
StubDefaultCosindicatesthe costof thedefaultsummarylink thattheroutershouldadvertiseinto thearea.
Therecanbea separateostconfiguredfor eachlP TOS. SeeSection12.4.3for moreinformation.

C.3 Router interface parameters

Someof theconfigurablerouterinterfaceparameterg¢suchas|P interfaceaddresandsubnetmask)actuallyimply
propertiesof theattachechetworks,andthereforemustbe consistentaicrossall theroutersattachedo thatnetwork.
Theparametershatmustbe configuredfor arouterinterfaceare:

IP interface address ThelP protocoladdresdor this interface.This uniquelyidentifiesthe routerovertheentire
internet.An IP addresss not requiredon seriallines. Sucha serialline is called“unnumbered”.

IP interface mask Also referredto asthe subnetmask,thisindicateshe portionof the IP interfaceaddresshat
identifiesthe attachechetwork. Maskingthe IP interfaceaddressvith the IP interfacemaskyieldsthe IP
networknumberof the attachedhetwork. On point-to-pointnetworksandvirtual links, the IP interfacemaskis
notdefined.On thesenetworks thelink itself is notassignedn P networknumber andsotheaddressesf
eachsideof thelink areassignedndependentlyif theyareassigneatall.

Interface output cost(s) Thecostof sendinga packeton theinterface expressedh thelink statemetric. Thisis
advertisedasthelink costfor this interfacein theroutersrouterlinks advertisementTheremaybe a separate
costfor eachlP Typeof Service.Theinterfaceoutputcost(s)mustalwaysbegreaterthanO.

Rxmtinterval Thenumberof secondbetweerink stateadvertisementetransmissiongpr adjacenciebelonging
to this interface.Also usedwhenretransmittingDatabaséescriptionandLink StateRequesPacketsThis
shouldbewell overthe expectedound-tripdelaybetweeranytwo routerson the attachechetwork. The
settingof this valueshouldbe conservativeor needlessetransmissionwill result. It will needto belargeron
low speedseriallinesandvirtual links. Samplevaluefor a local areanetwork: 5 seconds.

InfT ransDelay Theestimatechumberof secondst takesto transmita Link StateUpdatePacketverthisinterface.
Link stateadvertisementsontainedn theupdatepacketmusthavetheirageincrementedy thisamount
beforetransmissionThis valueshouldtakeinto accounthetransmissiorandpropagatiordelaysof the
interface.lt mustbe greatethan0. Samplevaluefor alocal areanetwork: 1 second.

Router Priority An 8-bit unsignednteger Whentwo routersattachedo a networkbothattemptto become
Designatedrouter theonewith the highestRouterPriority takesprecedencelf thereis still atie, therouter
with the highestRouterID takesprecedenceA routerwhoseRouterPriority is setto 0 is ineligible to become
Designatedrouteron the attachechetwork. RouterPriority is only configuredfor interfaceso multi-access
networks.

Moy [Pagell?]



RFC1583 OSPFVersion2 March1994

Hellolnterval Thelengthof time,in secondsbetweertheHello Packetghatthe routersendsontheinterface.This
valueis advertisedn therouters Hello Packetslt mustbethesamefor all routersattachedo acommon
network. Thesmallerthe HelloInterval,the fastertopologicalchangewill be detectedbut moreOSPF
routing protocoltraffic will ensue. Samplevaluefor a X.25 PDN network: 30 secondsSamplevaluefor a
local areanetwork: 10 seconds.

RouterDeadInterval After ceasingo heararoutersHello Packetsthe numberof secondbeforeits neighbors
declaretherouterdown. Thisis alsoadvertisedn therouter sHello Packetsn their RouterDeadIntervdleld.
This shouldbe somemultiple of the Hellolnterval(say4). This valueagainmustbethe samefor all routers
attachedo a commonnetwork.

Authentication key This configureddataallowstheauthenticatiorprocedurdo generatend/orverify the
authenticatiorfield in the OSPFheader This valueagainmustbe the samefor all routersattachedo a
commonnetwork. Forexamplejf the AuTypeindicatessimplepasswordthe Authenticatiorkey would be a
64-bit passwordThis key would be inserteddirectly into the OSPFheademwhenoriginatingrouting protocol
packets.Therecouldbe a separatgpasswordor eachnetwork.

C.4 Virtual link parameters

Virtual links areusedto restore/increaseonnectivityof thebackbone Virtual links may be configuredbetweerany
pair of areaborderroutershavinginterfaceso a common(non-backbonegrea.Thevirtual link appearasan
unnumberegboint-to-pointlink in thegraphfor thebackbone Thevirtual link mustbe configuredn both of thearea
borderrouters.

A virtual link appearsn routerlinks advertisementgor thebackbonepsif it werea separateouterinterfaceto the
backboneAs such,it hasall of the parameterassociatedavith arouterinterface(seeSectionC.3). Althougha
virtual link actslike anunnumberegboint-to-pointlink, it doeshaveanassociatedP interface address This
addresss usedasthelP sourcein OSPFprotocolpacketdt sendsalongthevirtual link, andis setdynamically
duringtheroutingtablebuild processinterface output costis alsosetdynamicallyon virtual links to bethe costof
theintra-aregpathbetweernthetwo routers.The parameteRxmtinterval mustbe configuredandshouldbewell
overtheexpectedound-tripdelaybetweerthetwo routers.This maybehardto estimateor avirtual link; it is better
to err onthe sideof makingit too large. Router Priority is not usedon virtual links.

A virtual link is definedby thefollowing two configurableparametersthe RouterID of thevirtual link’s other
endpointandthe (non-backbonegreathroughwhich thevirtual link runs(referredto asthevirtual link’ s Transit
ared). Virtual links cannotbe configuredthroughstubareas.

C.5 Non-broadcast,multi-accessnetwork parameters

OSPFtreatsa non-broadcasimulti-accesmetworkmuchlike it treatsa broadcashetwork. Sincetheremaybe many
routersattachedo the network,a DesignatedRouteris selectedor the network. This DesignatedRouterthen
originatesa networkslinks advertisementyhich lists all routersattachedo the non-broadcastetwork.

However dueto thelack of broadcastapabilitiesjt is necessaryo useconfigurationparameter#n the Designated
Routerselection.Theseparameterseedonly be configuredin thoseroutersthatarethemselvegligible to become
Designatedrouter(i.e.,thoserouter swhoseRouterPriority for the networkis non-zero):

List of all other attachedrouters Thelist of all otherroutersattachedo the non-broadcastetwork. Eachrouteris
listedby its IP interfaceaddres®n the network. Also, for eachrouterlisted, thatrouter s eligibility to become
Designatedroutermustbedefined.Whenaninterfaceto a non-broadcastetworkcomesup, theroutersends
Hello Packetonly to thoseneighborsligible to becomeDesignatedrouter until theidentity of the
Designatedrouteris discovered.
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Pollinterval If aneighboringouterhasbecomeanactive(Hello Packetdhavenotbeenseenfor RouterDeadInterval
seconds)it maystill be necessaryo sendHello Packetgo thedeadneighbor TheseHello Packetsill besent
atthereducedatePollinterval,which shouldbemuchlargerthanHellolnterval. Samplevaluefor aPDN
X.25 network: 2 minutes.

C.6 Hostroute parameters

Hostroutesareadvertisedn routerlinks advertisementasstubnetworkswith maskOxf f f f f f f f . Theyindicate
eitherrouterinterfacedo point-to-pointnetworks Joopedrouterinterfacesor IP hoststhataredirectly connectedo
therouter(e.g.,via aSLIP line). For eachhostdirectly connectedo therouter, thefollowing itemsmustbe
configured:

Host IP address ThelP addres®f thehost.

Costof link to host Thecostof sendinga packetto the host,in termsof thelink statemetric. Theremaybemultiple
costsconfigured pnefor eachlP TOS. However sincethe hostprobablyhasonly a singleconnectiorto the
internet,the actualconfiguredcost(s)in manycasess unimportan{i.e.,will haveno effecton routing).
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D Authentication

All OSPFprotocolexchangesreauthenticatedThe OSPFpacketheadel(seeSectionA.3.1) includesan
authenticationtypefield, and64-bitsof datafor useby the appropriateauthenticatiorschemgdeterminedy the
typefield).

Theauthenticationtypeis configurableon a perareabasis.Additional authenticatiordatais configurableon a
perinterfacebasis.For examplejf anareausesa simplepasswordgchemdor authenticationa separatgpassword
may be configuredfor eachnetworkcontainedn the area.

AuthenticationtypesO and1 aredefinedby this specification All otherauthenticatiortypesarereservedor
definitionby the IANA (iana@ISI.EDU)Thecurrentlist of authenticationtypesis describedelowin Table20.

AuType | Description
0 No authentication
1 Simplepassword
All others| Reservedor assignmenby thelANA (iana@ISI.EDU)

Table20: OSPFauthenticatiortypes.

D.1 AuTypeO- No authentication

Useof this authenticatiortype meanghatroutingexchange# the areaarenot authenticatedT he 64-bit field in the
OSPFheadercancontainanything;it is notexaminedon packetreception.

D.2 AuTypel- Simplepassword

Usingthis authenticationype,a 64-bitfield is configuredon a pernetworkbasis.All packetssenton aparticular
networkmusthavethis configuredvaluein their OSPFheadei64-bit authenticatioriield. This essentiallyservesasa
“clear’ 64-bitpassword.

This guardsagainstroutersinadvertentlyjoining the area. Theymustfirst be configuredwith their attached
networks’password®eforethey canparticipatein theroutingdomain.
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E DifferencedromRFC 1247

This sectiondocumentshe differencedetweerthis memoandRFC 1247. Thesedifferencesncludeafix for a
probleminvolving OSPFvirtual links, togethemwith minor enhancementsndclarificationsto the protocol. All
differencesarebackward-compatibldmplementation®f this memoandof RFC 1247will interoperate.

E.1 Afix for a problemwith OSPFVirtual links

In RFC 1247 ,certainconfiguration®f OSPFvirtual links cancauseroutingloops. Theroot of the problemis that
while thereis aninformationmismatchat the boundaryof anyvirtual link’ s Transitarea,a backbongyathcanstill
crosstheboundary RFC 1247attemptedo compensatéor thisinformationmismatchby adjustinganybackbone
pathasit entersthetransitarea(seeSection16.3in RFC1247).However this provednot to be enough.Thismemo
fixesthe problemby havingall areaborderroutersdeterminepy looking at summarylinks, whetherbetterbackbone
pathscanbefoundthroughthetransitareas.

Thisfix simplifiesthe OSPFvirtual link logic, andconsistf thefollowing components:

¢ A newbit hasbeendefinedin therouterlinks advertisementalledbit V. Bit V is setin arouter srouterlinks
advertisemenfor AreaA if andonly if therouteris anendpointof anactivevirtual link thatusesAreaA asits
Transitarea(seeSectionsl2.4.1andA.4.2). This enablegheotherroutersattachedo AreaA to discover
whetherthe areasupportsanyvirtual links (i.e., is atransitarea).This discoveryis doneduringthe calculation
of AreaA’sshortest-patliree(seeSectionl16.1).

e Toaidin thedescriptionof thealgorithm,a newparametehasbeenaddedo the OSPFareastructure:
TransitCapability . This parametemdicateswhetherthe areasupportsany activevirtual links. Equivalently
it indicateswhethertheareacancarrytraffic thatneitheroriginatesnor terminatesn the areaitself.

e Thecalculationin Section16.3of RFC1247hasbeenreplaced.Thenewcalculationperformedby area
borderroutersonly, examineghe summarylinks belongingto all attachedransitareago seewhetherthe
transitareascanprovidebetterpathsthanthosealreadyfoundin Sectionsl6.1and16.2.

e Theincrementakalculationdn Sectionl6.5havebeenupdatedasa resultof the newcalculationsn
Sectionl6.3.

E.2 Supporting supernetting and subnetO

In RFC 1247,an OSPFroutercannotoriginateseparaté\S externallink advertisementér separatsummarylink
advertisementdpr two networksthathavethe sameaddres$ut differentmasks.This situationcanarisewhen
subne® of a networkhasbeenassigneda practicethatis generallydiscouraged)or whenusingsupernettin@s
describedn [RFC 1519](a practicethatis generallyencouragedbo reducethe sizeof routingtables),or evenwhen
in transitionfrom onemaskto anotheron a subnet.Usingsupernettingagsanexample you might wantto aggregate
thefour classC networks192. 9. 4. 0- 192. 9. 7. 0, advertisingoneroutefor the aggregatiorandanotherfor the
singleclassC network192. 9. 4. 0.

Thereasorbehindthis limitation is thatin RFC 1247 ,the Link StatelD of AS externalink advertisementand
summanlink advertisementis setequalto thedescribechetwork’s IP addressin theaboveexample RFC 1247
would assignbothadvertisementthe Link StatelD of 192. 9. 4. 0, makingthemin essencé¢hesame
advertisementThis memofixesthe problemby relaxingthesettingof the Link StatelD sothatanyof the“host” bits
of the networkaddressanalsobe set. This allowsyouto disambiguatedvertisement®r networkshavingthe
sameaddresdut differentmasks.Givenan AS externallink advertisementor asummarylink advertisementthe
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describedhetwork’s addresg€annow beobtainedby maskingthe Link StatelD with the networkmaskcarriedin the
bodyof theadvertisementAgain usingtheaboveexamplethe aggregateannow beadvertisedusinga Link State
ID of 192. 9. 4. 0 andthesingleclassC networkadvertisedsimultaneouslysingtheLink StatelD of 192.9.4.255.

AppendixF givesonepossiblealgorithmfor settingoneor more“host” bitsin theLink StatelD in orderto
disambiguatadvertisementdt shouldbe notedthatthisis alocal decision.Eachrouterin anOSPFsystemis freeto
useits own algorithm,sinceonly thoseadvertisementsriginatedby the routeritself areaffected.

It is believedthatthis changewill be moreor lesscompatiblewith implementation®f RFC 1247. Implementations
of RFC1247will probablyeithera)installroutingtableentriesthatwon’t beusedor b) do thecorrectprocessin@s
outlinedin thismemoor c) markthe advertisemenasunusablavhenpresentedvith aLink StatelD thathasoneor
moreof the hostbits set. However in theinterestof interoperabilityimplementation®f this memoshouldonly set
thehostbitsin Link StatelDs whenabsolutelynecessary

ThechangeaffectsSectionsl2.1.4,12.4.3,12.4.5,16.2, 16.3,16.4, 16.5,16.6, A.4.4andA.4.5.

E.3 ObsoletingLSInfinity in router links advertisements

Themetric of LSInfinity cannolongerbeusedin routerlinks advertisementt indicateunusabldinks. Thisis
beingdonefor severakeasons:

e First,it removesanypossibleconfusionin an OSPFareaasto justwhich routers/networkarereachablen the
area.Forexampletheabovevirtual link fix relieson detectingthe existenceof virtual links whenrunningthe
Dijkstra. However whenone-directionalinks (i.e., costof LSInfinity in onedirection,but notthe other)are
possible someroutersmaydetectthe existenceof virtual links while othersmaynot. This may defeatthe fix
for thevirtual link problem.

e Secondit alsohelpsOSPFs Multicastrouting extensiongMOSPF) becaus@ne-wayreachabilitycanleadto
placeshatarereachablevia unicastout not multicast,or vice versa.

Thetwo prior justificationsfor usingLSInfinity in routerlinks advertisementaerel) it wasa way to not support
TOSbeforeTOSwasoptionaland?) it wentalongwith strongTOSinterpretationsThesgustificationsareno
longervalid. However LSInfinity will continueto mean’unreachable’in summarylink advertisementandAS
externallink advertisementgssomeimplementationsisethis asanalternativeto the prematureagingprocedure
specifiedn Section14.1.

This changehasoneothersideeffect. Whentwo routersareconnectediia a virtual link whoseunderlyingpathis
non-TOS-capabletheymustnow revertto beingnon-TOS-capableoutersthemselvesinsteadof the previous
behaviorof advertisinghe non-zerol OS costsof thevirtual link asLSInfinity. SeeSectionl5 for details.

E.4 TOSencodingupdated
Theencodingof TOSin OSPFlink stateadvertisementhasbeenupdatedo reflectthenew TOSvalue(minimize

monetarycost)definedby [RFC 1349]. The OSPFencodings definedin Section12.3,whichis identicalin content
to SectionA.5 of [RFC 1349].

E.5 Summarizingroutesinto transit areas

RFC1247mandatedhatroutesassociateavith AreaA areneversummarizedackinto AreaA. However this
memofurtherreduceghe numberof summarylinks originatedby refusingto summarizento AreaA thoseroutes
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havingnexthopsbelongingto AreaA. Thisis anoptimizationoverRFC1247behaviorwhenvirtual links are
presentForexamplejn theareaconfigurationof Figure6, RouterRT11 needonly originatea singlesummarylink
havingthe (collapseddestinationN9-N11,H1 into its connectedransitareaArea?2, sinceall of its othereligible
routeshavenexthopsbelongingto Area2 (andassuchonly needbe advertisedby otherareaborderrouters;in this
caseRoutersRT10andRT7). Thisis the logical equivalentof a DistanceVectorprotocol’s split horizonlogic.

Thischangeappearsn Section12.4.3.

E.6 Summarizing routesinto stub areas

RFC1247mandatedhatareaborderroutersattachedo stubareasnustsummarizeall inter-arearoutesinto the stub
areasHowever while areaborderroutersconnectedo OSPFstubareasmustoriginatedefaultsummarylinks into
thestubareatheyneednot summarizeotherroutesinto the stubarea. Theamountof summarizatiordoneinto stub
areasaninsteadbe put underconfigurationcontrol. The networkadministratoicanthenmakethetrade-of between
optimalroutinganddatabaseize.

Thischangeappearsn Sectionsl2.4.3and12.4.4.

E.7 Flushing anomalousnetwork links advertisements

Textwasaddedndicatingthata networklinks advertisementvhoseLink StatelD is equalto oneof theroutersown
IP interfaceaddresseshouldbe consideredo beself-originatedregardles®f the settingof theadvertisemeng
AdvertisingRouter If the AdvertisingRouterof suchanadvertisemenis notequalto therouter sown RouterlD,
theadvertisemenshouldbe flushedfrom the routingdomainusingthe prematureagingprocedurespecifiedn
Sectionl4.1. This caseshouldberare,andit indicatesthattherouter sRouterlD haschangedsinceoriginatingthe
advertisement.

Failureto flushtheseanomalousdvertisementsouldleadto multiple networklinks advertisementlavingthe same
Link StatelD. Thisin turncould causehe Dijkstra calculationin Section16.1to fail, sinceit would beimpossibleto
tell which networklinks advertisemeris valid (i.e., morerecent).

Thischangeappearsn Sectionsl3.4and14.1.

E.8 Required Statisticsappendix deleted

AppendixD of RFC 1247,which specifiedalist of requiredstatisticsfor an OSPFHmplementationhasbeendeleted.
Thatappendixhasbeensupersedeby the two documentsthe OSPFV/ersion2 ManagemeninformationBaseand
the OSPFVersion2 Traps.

E.9 Other changes
Thefollowing smallchangesverealsomadeto RFC 1247:

e Whenrepresentinginnumberegboint-to-pointnetworksin routerlinks advertisementghe corresponding
Link Data field shouldbe setto theunnumberednterfaces MIB-II [RFC 1213]ifIndex value.

¢ A commentwasaddedo Step3 of the Dijkstraalgorithmin Section16.1. Whenremovingverticesfrom the
candidatdist, andwhenthereis a choiceof verticesclosesto theroot, networkverticesmustbechoserbefore
routerverticesin orderto necessariljind all equal-cospaths.
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e A commentwasaddedo Section12.4.3notingthata summarylink advertisementannotexpressa reachable
destinationwhosepathcostequalsor exceedd Sinfinity.

e A commentwasaddedo Sectionl5 notingthatavirtual link whoseunderlyingpathhascostgreaterthan
hexadecimaDxf f f f (themaximumsizeof aninterfacecostin arouterlinks advertisement3houldbe
considerednoperational.

e An optionwasaddedto the definitionof areaaddressangesallowing the networkadministratoto specify
thata particularrangeshouldnot be advertisedo otherOSPFareas.This enableghe existenceof certain
networksto be hiddenfrom otherareas.This changeappearsn Sectionsl2.4.3andC.2.

e A notewasaddedremindingimplementorghatbit E (the AS boundaryrouterindication)shouldneverbe set
in arouterlinks advertisementfor a stubarea,sincestubareasannotcontainAS boundaryrouters.This
changeappearsn Section12.4.1.
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F An algorithm for assigningLink StatelDs

In RFC 1247 theLink StatelD in AS externalink advertisementandsummarylink advertisements setto the
describedhetwork’s IP addressThis memorelaxeghatrequirementallowing oneor moreof the network’s hostbits
to besetin theLink StatelD. This allowstherouterto originateseparatadvertisementfor networkshavingthe
sameaddressegjet differentmasks.Suchnetworkscanoccurin the presencef supernettingandsubnes (see
SectionE.2 for moreinformation).

This appendixgivesonepossiblealgorithmfor settingthe hostbitsin Link StatelDs. Thechoiceof suchan
algorithmis alocal decision.Separateoutersarefreeto usedifferentalgorithms sincethe only advertisements
affectedaretheonesthatthe routeritself originates. The only requiremenbn the algorithmsusedis thatthe
network’s IP addresshouldbe usedastheLink StatelD (the RFC 1247behavior)whenevempossible.

Thealgorithmbelowis statedfor AS externallink advertisementsThisis only for clarity; the exactsamealgorithm
canbeusedfor summanylink advertisementsSupposehatthe routerwishesto originatean AS externallink
advertisemenfior a networkhavingaddressNA andmaskNM1. Thefollowing stepsarethenusedto determinghe
advertisemen$’Link StatelD:

1. Determinewhethertherouteris alreadyoriginatingan AS externalink advertisemenuith Link StatelD equal
to NA (in suchanadvertisementhe routeritself will belisted asthe advertisemens AdvertisingRouter).If
not, settheLink StatelD equalto NA (theRFC1247behavior)andthealgorithmterminates Otherwise,

2. Obtainthe networkmaskfrom the body of the alreadyexistingAS externallink advertisementCall this mask
NM2. Therearethentwo cases:

e NM1islonger(i.e., morespecific)thanNM2. In this casesettheLink StatelD in thenewadvertisement
to bethe network[NA,NM1] with all thehostbits set(i.e., equalto NA or'ed togethemwith all thebits
thatarenotsetin NM1, whichis network[NA,NM1]' sbroadcasaddress).

e NM2 islongerthanNML1. In this casechangethe existingadvertisementhavingLink StatelD of NA)
to referencehe newnetwork[NA,NM1] by incrementinghe sequenc@umberchanginghe maskin the
bodyto NM1 andusingthe costfor the newnetwork. Thenoriginatea new advertisemenfor theold
network[NA,NM2], with Link StatelD equalto NA or'ed togethemwith thebitsthatarenot setin NM2
(i.e.,network[NA,NM2] sbroadcasaddress).

Theabovealgorithmassumeshatall masksarecontiguousthis ensureghatwhentwo networkshavethesame
addresspnemaskis morespecificthanthe other Thealgorithmalsoassumeshatno networkexistshavingan
addres®qualto anothemetwork’s broadcasaddressGiventhesetwo assumptionshe abovealgorithmalways
producesuniqueLink StatelDs. Theabovealgorithmcanalsoberewordedasfollows: WhenoriginatinganAS
externallink stateadvertisementyy to usethe networknumberasthelLink StatelD. If thatproduces conflict,
examinethe two networksin conflict. Onewill bea subsebf the other For thelessspecificnetwork,usethe
networknumberasthe Link StatelD andfor themorespecificusethe network’s broadcasaddressnstead(i.e., flip
all the”host” bitsto 1). If the mostspecificnetworkwasoriginatedfirst, this will causeyou to originatetwo link
stateadvertisementatonce.

As anexampleof thealgorithm,considerits operatiorwhenthefollowing sequencef eventsoccursin asingle
router(RouterA).

1. RouterA wantsto originatean AS externallink advertisemenfor [10. 0. 0. 0, 255. 255. 255. 0]:
(a) A Link StatelD of 10. 0. 0. 0 is used.
2. RouterA thenwantsto originatean AS externallink advertisemenfor [10. 0. 0. 0, 255. 255. 0. 0]:
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(a) Theadvertisemenfor [10. 0. 0, 0, 255. 255. 255. 0] is reoriginatedusinganewLink StatelD of
10. 0. 0. 255.

(b) A Link StatelD of 10. 0. 0. O isusedfor [10. 0. 0. 0, 255. 255. 0. 0].
3. RouterA thenwantsto originatean AS externallink advertisemenfor [10. 0. 0. 0, 255. 0. 0. 0]:

(a) Theadvertisementfor [10. 0. 0. 0, 255. 255. 0. 0] isreoriginatedusinganewLink StatelD of
10. 0. 255. 255.
(b) A Link StatelD of 10. 0. 0. 0 isusedfor [10. 0. 0. 0, 255. 0. 0. 0].

(c) Thenetwork[10. 0. 0. 0, 255. 255. 255. 0] keepsits Link StatelD of 10. 0. 0. 255.
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Security Considerations

All OSPFprotocolexchangesreauthenticatedThis is accomplishedhroughauthenticatiorfields containedn the
OSPFpacketheaderFor moreinformation,seeSections3.1,8.2,andAppendixD.
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