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An Echo Function for |SO 8473
Status of this Menp

This meno defines an echo function for the connection-Iess network
| ayer protocol. This nmenmpo is not intended to conpete with an | SO
standard. This is a Proposed El ective Standard for the Internet.
Distribution of this nmenop is unlimted.

Abstract

This menmo defines an echo function for the connection-I|ess network

| ayer protocol. Two nechanisns are introduced that nay be used to

i mpl ement the echo function. The first nmechanismis recomrended as
an interimsolution for the Internet community. The second mechani sm
will be progressed to the ANSI X3S3.3 working group for consideration
as a work item

When an | SO standard is adopted that provides functionality simlar
to that described by this neno, then this nenmo will become obsol ete
and superceded by the | SO standard.

1. Introduction

The OSI Connection-less network | ayer protocol (1SO 8473) defines a
nmeans for transmtting and relaying data and error report PDUs
through an OSI internet. Unfortunately, the world that these packets
travel through is inperfect. Gateways and links may fail. This meno
defines an echo function to be used in the debuggi ng and testing of
the CGSI network | ayer.

Net wor k management protocols can be used to determine the state of a
gateway or link. However, since these protocols thenselves utilize a
protocol that may experience packet |oss, it cannot be guaranteed
that the network managerment applications can be utilized. A sinple
nmechani smin the network layer is required so that systens can be
probed to determine if the | owest |evels of the networking software
are operating correctly. This mechanismis not intended to compete
with or replace network nmanagement; rather it should be viewed as an
addition to the facilities offered by network nanagement.

There are three inportant issues to consider when defining an echo
extension to | SO 8473: conplexity, code-path divergence, and backward
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conpatibility. The conplexity of the echo facility nmust be kept | ow
If it is not, then there is a good chance that the facility will not
be universally provided. The code-path consideration requires that
the echo path through a systemis identical (or very close) to the
path used by normal data. An echo path nust succeed and fail in
unison with the normal data path or else it will not provide a usefu
di agnosti c tool

Backward compatibility is an inmportant consideration whenever a
change is made to a protocol. For this reason, this nmeno defines two
i mpl enent ati on nechani sns: the short term approach and the long term
approach. The short term approach will produce echo packets that are
i ndi stinguishable fromnornal data | SO 8473 PDUs. These echo packets
may be switched through |1 SO 8473 routers that do not inplenent the

echo function. The short term approach will be adopted as an
El ective Internet Standard because it is backward conpatible with | SO
8473. However, due to its nature, the short term approach will never

be incorporated into future versions of |SO 8473.

The long term approach will produce echo packets that are not
conpatible with the existing standard. However, the long term
approach may be acceptable by | SO as an addendumto |1 SO 8473. In
this event, backward conpatibility will no | onger be an issue. At
that juncture, the short term approach defined by this nemo will be
obsol ete and superseded by the | SO addendum

2. The Generic Echo Function

The following section will describe the echo function in a generic
fashion. This menpo defines an echo-request entity. The function of
the echo-request entity is to accept an incom ng echo-request PDU
perform sone processing, and generate an echo-reply PDU.  Dependi ng
on the echo inplenentation, the echo-request entity may be thought of
as an entity that exists above the network layer, or as an entity
that co-exists with the network [ ayer. Subsequent sections wll
detail the short and I ong termi npl enentati on nechani sns.

For the purposes of this meno, the term"ping" shall be used to nean
the act of transmitting an echo-request PDU to a renpte system (with
the expectation that an echo-reply PDU will be sent back to the
transmtter).

2.1 The Echo Request
When a system decides to ping a renpte system an echo-request is
built. Al fields of the PDU header are assigned normal val ues

(see inmplenmentation specific sections for nmore information). The
address of the systemto be pinged is inserted as the destination
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3.

NSAP address. The rules of segnentation defined for a DT PDU al so
apply to the echo-request PDU

The echo-request is switched through the network toward its
destination. Upon reaching the destination system the PDU s
processed according to nornal processing rules. At the end of the
i nput processing, the echo-request PDU is delivered to the echo-
request entity.

The echo-request entity will build and dispatch the echo-reply
PDU. This is a new PDU. Except as noted below, this second PDU
is built using the normal construction procedures. The
destinati on address of the echo-reply PDU is taken fromthe source
address of the echo-request PDU. Most options present in the
echo-request PDU are copied into the echo-reply PDU (see

i mpl enentati on notes for nore information).

2.2 The Echo Reply

The entire echo-request PDU is included in the data portion of the
echo-reply PDU. This includes the echo-request PDU header as well
as the any data that acconpani es the echo-request PDU. The entire
echo-request PDU is included in the echo-reply so that fields such
as the echo-request lifetinme may be exam ned when the reply is
received. After the echo-reply PDUis built, it is transmtted
toward the new destination (the original source of the echo-
request). The rules of segnmentation defined for a DT PDU al so
apply to the echo-reply PDU

The echo-reply PDU is relayed through the network toward its
destination. Upon reaching its destination, it is processed by
the PDU i nput function and delivered to the entity that created
the echo-request.

The Short Term | npl ement ati on Mechani sm

The short terminplenmentati on nechanism wll use an | SO 8473 nor nal
data PDU as the echo-request and echo-reply PDU. A special NSAP

sel ector value will be used to identify the echo-request and insure
that it reaches the echo-request entity. This selector value is
known as the echo-request selector. 1In addition, an echo-reply

sel ector is defined so that the echo-reply PDU may be identified at
the destination system It is inportant to note that (except for the
NSAP sel ector) the echo-request PDU and the echo-reply PDU are

i ndi stingui shable froma DT PDU

Thi s approach has the advantage that it is sinple and does not allow
any code-path divergence. |In addition, this approach requires that
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4.

only the systenms which wish to generate an echo-reply PDU nust

change. Systens that do not adhere to this nmenp will not generate an
echo-reply PDU, but will still switch other echo-request and echo-
reply PDUs.

3.1 The Echo Request

An echo-request is built using the normal DT PDU construction
procedures. Al fields of the PDU header are assigned nornma

val ues (see inplementation notes). The address of the systemto
be pinged is inserted as the destinati on NSAP address. The
selector field of the destination NSAP address must contain the
echo-request selector. The selector field of the source NSAP
address nust contain the echo-reply sel ector.

3.2 The Echo Reply

Except as noted bel ow (see inplenentation notes), an echo-reply is
built using the nornmal DT PDU construction procedures. The
destinati on NSAP address is taken fromthe source address of the
echo-request PDU

3.3 Use of NSAP Sel ectors

The choi ce of echo-request and echo-reply NSAP selectors is a

| ocal matter. However, to insure interoperability, and as an
interimmeasure until use of the directory service becones

wi despread, this meno will recomend the follow ng default val ues
(specified in decimal):

Echo Request Sel ector - 30
Echo Reply Selector - 31

The Long Term | mpl enent ati on Mechani sm

The long terminpl enentati on mechanismw ||l define two new 8473 PDU
types: ERQ (echo-request) and ERP (echo-reply). Wth the exception
of a new type code, these PDUs will be identical to the DT PDU in
every respect.
4.1 The Echo Request

The type code for the ERQ PDU is deci nal 30.

4.2 The Echo Reply

The type code for the ERP PDU is deci mal 31.
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5. Inplenentation Notes

The following notes are an integral part of meno. It is inportant
that inplenmentors take heed of these points.

5.1 Discarding PDUs

The rul es used for discarding a DT PDU (8473, sec 6.9 - sec 6.10)
are applied when an echo-request or echo-reply is discarded.

5.2 FError Report Flag

The error report flag nay be set on the echo-request PDU, the
echo-reply PDU, or both. |If an echo-request is discarded, the
associated ER PDU will be sent to the echo-request source address
on the originating machine. |f an echo-reply is discarded, the
associated ER PDU will be sent to the echo-reply source address.
In general, this will be the address of the echo-request entity.
It should be noted that the echo-request entity and the originator
of the echo-request PDU are not required to process ER PDUs.

5.3 Use of the Lifetime Field

The lifetinme field of the echo-request and echo-reply PDU shoul d
be set to the value nornally used for a DT PDU. Note: although
this nmeno does not prohibit the generation of a PDUwith a

smal l er-than-normal lifetime field, this menp explicitly does not
attenpt to define a nechanismfor varying the lifetinme field set
in the echo-reply PDU. This neno recomends that the normal DT
lifetinme value should be set in the echo-request and echo-reply
PDU.

5.4 Transfer of Options fromthe echo-request
PDU to the echo-reply PDU

Wth two exceptions, all options present in the echo-request
header are copied directly into the echo-reply header. The two
exceptions are the record route option and the source route
option. A record route option present in an echo-request PDU is
copied into the echo-reply PDU, but the routes recorded in the
option are "erased" by resetting the second octet of the option to
3. This allows the entire record route option space to be used by
the echo-reply PDU. Note: the record route present on the echo-
request is not |ost because the echo-request PDU is wholly
contained in the data part of the echo-reply PDU

The second exception concerns the source route option. A source
route option present on the echo-request PDU is not copied into
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the echo-reply PDU
5.5 Use of the Priority Option

If the priority option is included, it will normally be set to
value 0 (default priority). This neno allows for priority val ues
hi gher than 0 to be set in the echo-request or echo-reply header
but cautions against this practice.

5.6 Use of the Source Route Option

Use of the source route option in |1SO 8473 may cause packets to
loop until their lifetine expires. For this reason, this nmeno
recomends agai nst the use of the source route option in either an
echo-request or echo-reply PDU. If the source route option is
used to specify the route that the echo-request PDU takes toward
its destination, this menmo does not recommend the use of an
automatically generated source route on the echo-reply PDU

5.7 Transnission of Miultiple Echo Requests
The echo function may be utilized by nore than one process on any
i ndi vi dual machine. The mechani sm by which nultiple echo-requests
and echo-replies are correl ated between multiple processes on a
single machine is a |l ocal matter and not defined by this nmeno.
Security Consi derations
Security issues are not addressed in this nmenp.
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