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Status of this Meno

This menmo is intended to expl ore how Type-of-Service m ght be

i mpl enented in the Internet. The proposal describes a nethod of
gueui ng whi ch can provide the different classes of service. The
techni que al so prohibits one class of service from consumn ng
excessi ve resources or excluding other classes of service. This is
an "idea paper" and discussion is strongly encouraged. Distribution
of this menmo is unlimnted.

| nt roducti on

The Type-of-Service (TOS) field in IP headers allows one to chose
fromnone to all the followi ng service types; |ow delay, high
throughput, and high reliability. It also has a portion allowing a
priority selection fromO-7. To date, there is nothing describing
what shoul d be done with these parameters. This discussion proposes
an approach to providing the different classes of service and
priorities requestable in the TGOS field.

Desired Attributes

We should first consider how we want these services to perform W
must first assune that there is a demand for service that exceeds
current capabilities. |If not, significant queues do not form and
gueui ng al gorithnms becone superfl uous.

The | ow del ay class of service should have the ability to pass data
through the net faster than regular data. |If a request is for |ow
del ay class of service only, not high throughput or high reliability,
the Internet should provide |low delay for relatively |ess throughput,
with less than high reliability. The requester is nore concerned

wi th pronptness of delivery than guaranteed delivery. The Internet
shoul d provi de a Maxi mum Guar ant eed Delay (M3D) per node, or better,
if the datagram successfully traverses the Internet. |In the worst
case, a datagranmis arrival will be M3 tines the nunber of nodes
traversed. A node is any packet switching elenment, including IP
gat eways and ARPANET | MP's. The MED bound will not be affected by
the anmobunt of traffic in the net. During non-busy hours, the del ay
provi ded shoul d be better than the guarantee. |If the delay a
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satellite link introduces is |ess than the Ma, that |ink should be

considered in the route. |If however, the M@ is |less than the
satellite link can provide, it should not be used. For this
di scussion it is assumed that delay for individual |inks are | ow

enough that a sendi ng node can provide the M3D service.

Low del ay class of service is not the same as | ow Round Trip Tine
(RTT). dass of service is unidirectional. The datagrans respondi ng
to low delay traffic (i.e., Acking the data) might be sent with a
high reliability class of service, but not |ow del ay.

The performance of TCP might be significantly inmproved with an
accurate estimate of the round trip tine and the retransm ssion
timeout. The TCP retransm ssion tinmeout could be set to the nmaxi num
delay for the current route (if the current route could be

determ ned). The tineout val ue would have to be redeterm ned when
the nunber of hops in the route changes.

Hi gh t hroughput class of service should get a |large volune of data
through the Internet. Requesters of this class are |ess concerned
with the delay the datagranms have crossing the Internet and the
reliability of their delivery. This type of traffic mght be served
well by a satellite link, especially if the bandwidth is high

Anot her attribute this class m ght have is consistent one way
traversal tinme for a given burst of datagranms. This class of service

will have its traversal tines affected by the anpunt of |nternet
load. As the Internet |oad goes up, the throughput for each source
will go down.

High reliability class of service should see nobst of its datagrans
delivered if the Internet is not too heavily |oaded. Source Quenches
(SQ should not be sent only when datagrans are discarded. SQs
shoul d be sent well before the queues becone full, to advise the
sender of the rate that can be currently supported.

Priority service should allow data that has a higher priority to be
gueued ahead of other lower priority data. It is inportant to limt
the amobunt of priority data. The amount of preenption a | ower
priority datagram suffers nust also be linited.

It is assumed that a queuing al gorithm provides these cl asses of
service. For one facility to be used over another, that is, naking
di fferent routing decisions based upon the TGOS, requires a nore
sophi sticated routing algorithmand | arger routing database. These
i ssues are not discussed in this docunent.
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Applications for Cass of Service

The foll owi ng are exanpl es of how cl asses of service might be used.
They do not necessarily represent the best choices, but are presented
only to illustrate how the different classes of service m ght be used
t o advant age.

Interactive tinmesharing access using a line-at-a-tinme or character-
at-a-tine termnal (TTY) type of access is typically |ow vol une
typing speed input with [ ow or high volune output. Sone I|nternet
applications use echopl ex or character by character echoing of user

i nput by the destination host. PC devices also have |ocal files that
may be upl oaded to renpbte hosts in a streanm ng nbde. Supporting such
traffic can require several types of service. User keyboard i nput
shoul d be forwarded with Iow delay. |If echoplex is used, all user
characters sent and echoed should be | ow delay to mninize the
echoi ng delay. The conputer responses should be regular or high

t hroughput dependi ng upon the vol une of data sent and the speed of
the out put device. |f the conputer response is a single datagram of
data, the user should get |ow delay for the response, to mnimze the
hurman/ conputer interaction time. |f however the output takes a while
to read and digest, |ow delay conputer responses are a waste of
Internet resources. Wen streaming input is being sent the data
shoul d be sent requesting high throughput or regular class of

servi ce.

The 1 BM 3270 class of ternminals typically have traffic vol unes
greater than TTY access. Echoplex is not needed. The output devices
usual | y handl e hi gher speed output streanms and nbst sites do not have
the ability to streaminput. Input is typically a screen at a tineg,
but sonme PC inplenmentations of 3270 use a variation of the protoco

to effectively streamin volunes of data. Low delay for |ow volune

i nput and output is appropriate. High throughput is appropriate for
the higher volume traffic.

Applications that transfer high volumes of data are typically
streaming in one direction only, with acks for the data, on the
return path. The data transfer should be high throughput and the
acks shoul d probably be regular class of service. Transfer
initiation and term nation m ght be served best with | ow delay class
of service

Requests to, and responses froma tine service nmght use | ow del ay
class of service effectively.

These suggestions for class of service usage inplies that the

application sets the service based on the know edge it has during the
session. Thus, the application should have control of this setting
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dynam cally for each send data request, not just on a per

sessi on/ conversation/transaction basis. It would be possible for the
transport level protocol to guess (i.e., TCP), but it would be sub-
opti mal

Al gorithm

When we provide class of service queuing, one class may be nore
desirable than the others. W nust linmt the anpbunt of resources
each class consunes when there is contention, so the other classes
may al so operate effectively. To be fair, the algorithm provides the
requested service by reducing the other service attributes. A
request for multiple classes of service is an OR type of request not
an AND request. For exanple, one can not get |ow delay and high

t hroughput unless there is no contention for the avail able resources.

Low Del ay Queui ng

To support |ow delay, use a linmted queue so requests will not wait

| onger than the MED on the queue. The |ow del ay queue should be
serviced at a lower rate than other classes of service, so | ow del ay
requests will not consune excessive resources. |f the nunber of |ow
del ay dat agrams exceeds the queue limt, discard the datagrams. The
service rate should be | ow enough so that other data can still get
through. (See discussion of service rates below.) Mke the queue
[imt small enough so that, if the datagramis queued, it will have a
guaranteed transit time (M3). It seens unlikely that Source Quench
flow control nechanisns will be an effective nethod of flow contro
because of the small size of the queue. It should not be done for
this class of service. Instead, datagrans should just be discarded
as required. |If the bandwi dth or percentage allocated to | ow del ay
is such that a |arge queue is possible (see formula below), S
shoul d be reconsi dered.

The maxi mum del ay a datagramwith | ow del ay cl ass of service will
experience (M3a), can be determined with the follow ng infornmation

N = Queue size for |ow delay queue
P = Percentage of link resources allocated to | ow del ay
R = Link rate (in datagrams/sec.)
N
Max Delay =  -----
P* R

If Max Delay is held fixed, then as P and R go up, so does N. It is
probabl e that | ow del ay service datagrans will prove to be, on the
average, smaller than other traffic. This neans that the nunber of
dat agrans that can be sent in the allocated bandw dth can be | arger
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Hi gh Reliability Queuing

To support high reliability class of service, use a queue that is

| onger than normal (1longer queue means hi gher potential delay). Send
SQ earlier (smaller percentage of max queue | ength) and don’t discard
datagrans until the queue is full. This queue should have a | ower
service rate than high throughput class of service.

Users of this class of service should specify a Tinme-to-Live (TTL)
which is made appropriately longer so that it will survive |onger
gueueing times for this class of service.

Thi s queuing procedure will only be effective for Internet
unreliability due to congestion. Qher Internet unreliability
probl ems such as high error rate links or reliability features such
as forward error correcting nodems nust be dealt with by nore

sophi sticated routing al gorithns.

H gh Throughput Queui ng

To support high throughput class of service have a queue that is
treated like current IP queuing. It should have the highest service
rate. It will experience higher average through node delay than | ow
del ay because of the | arger queue size.

Anot her thing that nmight be done, is to keep datagrans of the sane
burst together when possible. This nust be done in a way that wll
not block other traffic. The idea is to deliver all the data to the
other end in a contiguous burst. This could be an advantage by

al | owi ng pi ggybacki ng acks for the whole burst at one tine. This
nmakes sone assunptions about the overlying protocol which may be

i nappropri ate.

Regul ar Servi ce Queui ng

For datagrans which request none of the three classes of service,
gueue the datagrans on the queue representing the |east delay between
the two queues, the high throughput queue or the high reliability
gqueue. |f one queue becones full, queue on the other. |If both
gueues are full, follow the source quench procedure for regul ar class
of service (see RFC- 1016), not the procedure for the queue the
datagramfailed to attain

In the discussion of service rates described below, it is proposed
that the high throughput queue get service three times for every two
times for the high reliability queue. Therefore, the queue | ength of
the high reliability queue should be increased by 50% (in this
exanpl e) to conpare the lengths of the two queues nore accurately. A
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sinmplification to this nmethod is to just queue new data on the queue
that is the shortest. The slower service rate queue will quickly
exceed the size of the faster service rate queue and new data will go
on the proper queue. This however, would |l ead to nore packet
reordering than the first nethod.

Servi ce Rates

Pr

In this discussion, a higher service rate neans that a queue, when
non-enpty, will consune a | arger percentage of the avail able

bandwi dth than a | ower service rate queue. It will not block a | ower
service rate queue even if it is always full

For exanple, the service pattern could be; send | ow delay 17% of the
time, high throughput 50% of the time, and high reliability 33% of
the time. Throughput requires the nmost bandw dth and high
reliability requires nedi um bandw dth. One could achieve this split
using a pattern of L, RR T, T, T, where low delay is "L", high
reliability is "R', and high throughput is "T'. W want to keep the
hi gh throughput datagrans together. W therefore send all of the
hi gh t hroughput data at one time, that is, not interspersed with the
ot her classes of service. By keeping all of the high throughput data
together, we may hel p higher |evel protocols, such as TCP, as

descri bed above. This would still be done in a way to not exceed the
al l oned service rate of the avail abl e bandwi dt h.

These service rates are suggestions. Sone sinplifications can be
consi dered, such as having only two routing classes; |ow delay, and
ot her.

ority

There is the ability to select 8 levels of priority 0-7, in addition
to the class of service selected. To provide this w thout bl ocking
the least priority requests, we nust give preenpted datagrans
frustration points every tinme a higher priority request cuts in |line
in front of it. Thus if a datagramwith low priority waits, it wll
al ways get through even when conpeting agai nst the highest priority
requests. This assunmes the TTL (Time-to-Live) field does not expire.

When a datagramwith priority arrives at a node, the node will queue
the datagram on the appropriate queue ahead of all datagrans with
lower priority. Each datagramthat was preenpted gets its priority

raised (locally). The priority data will not bunp a |l ower priority
dat agram of f its queue, discarding the data. |If the queue is full
the newest data (priority or not) will be discarded. The priority
preenmption will preenpt only within the class of service queue to
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which the priority data is targeted. A request specifying regul ar
class of service, will contend on the queue where it is placed, high
t hroughput or high reliability.

An i mpl enentation strategy is to multiply the requested priority by 2
or 4, then store the value in a buffer overhead area. Each tine the
datagramis preenpted, increnent the value by one. Looking at an
exanpl e, assunme we use a nultiplier of 2. A priority 6 buffer wll
have an initial |ocal value of 12. A new priority 7 datagram would
have a |l ocal value of 14. If 2 priority 7 datagrams arrive
preenpting the priority 6 datagram its local value is increnented to
14. 1t can no longer be preenpted. After that, it has the sane

| ocal value as a priority 7 datagramand will no | onger be preenpted
within this node. 1In our exanple, this neans that a priority O

dat agram can be preenpted by no nore than 14 higher priority
datagrans. The priority is raised only locally in the node. The

dat agram coul d agai n be preenpted in the next node on the route.

Priority queuing changes the effects we were obtaining with the | ow
del ay queui ng descri bed above. Once a buffer was queued, the del ay
that a datagram woul d see coul d be determ ned. Wen we accepted | ow
del ay data, we could guarantee a certain maxi mumdelay. Wth this
addition, if the datagramrequesting | ow delay does not al so request
high priority, the guaranteed delay can vary a lot nmore. It could be
1 up to 28 tines as nuch as without priority queuing.

Di scussion and Details

If a low delay queue is for a satellite Iink (or any high del ay
link), the max queue size should be reduced by the nunber of

dat agrans that can be forwarded fromthe queue during the one way
delay for the link. That is, if the service rate for the | ow del ay
gqueue is L datagrams per second, the delay added by the hi gh del ay
link is D seconds and Mis the nax del ay per node allowed (M3D) in
seconds, then the maxi num queue size shoul d be:

Max Queue Size =L ( M- D, M>D
=0 , M<=D

If the result is negative (Mis less than the delay introduced by the
link), then the maxi mum queue size should be zero because the |ink

could never provide a delay |ess than the guaranteed Mvalue. |f the
bandwi dth is high (as in Tl links), the delay introduced by a
terrestrial link and the termnating equi pment coul d be significant
and greater than the average service tine for a single datagram on
the | ow del ay queue. If so, this fornula should be used to reduce
the queue size as well. Note that this is reducing the queue size

and is not the sane as the allocated bandwi dth. Even though the
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gueue size is reduced, the chit schene described below wi Il give | ow
del ay requesters a chance to use the all ocated bandwi dt h.

If a datagramrequests multiple classes of service, only one class
can be provided. For exanple, when both | ow delay and high
reliability classes are requested, and if the | ow delay queue is
full, queue the data on the high reliability queue instead. If we
are able to queue the data on the | ow del ay queue, then the datagram
gets part of the high reliability service it also requested, because,
once data is queued, data will not be discarded. However, the
datagramwi ||l be routed as a | ow del ay request. The same schene is
used for any other conbinations of service requested. The order of
sel ection for classes of service when nore than one is requested
woul d be | ow del ay, high throughput, then high reliability. If a

bl ock of datagrams request multiple classes of service, it is quite
possi bl e that datagramreordering will occur. |f one queue is ful
causi ng the other queue to be used for sone of the data, data will be
forwarded at different service rates. Requesting nmultiple classes of
service gives the data a better chance of making it through the net
because they have nultiple chances of getting on a service queue.
However, the datagrans pay the penalty of possible reordering and
nore variability in the one way transm ssion tines.

Besi des total buffer consunption, individual class of service queue
sizes should be used to SQ those asking for service except as noted
above.

A request for regular class of service is handled by queuing to the
high reliability or high throughput queues evenly (proportional to
the service rates of queue). The |ow delay queue should only receive
data with the | ow delay service type. |Its queue is too snmall to
accept other traffic.

Because of the small queue size for |ow delay suggested above, it is
difficult for |ow delay service requests to consune the bandw dth

all ocated. To do so, |ow delay users nust keep the small queue
continuously non-enpty. This is hard to do with a small queue.
Traffic flow has been shown to be bursty in nature. In order for the
| ow del ay queue to be able to consunme the allocated bandw dth, a
count of the various types being forwarded shoul d be kept. The
service rate should increase if the actual percentage falls too | ow
for the | ow del ay queue. The neasure of service rates would have to
be snoot hed over tine.

Wil e this does sound conplicated, a reasonably efficient way can be
descri bed. Every Q seconds, where Qis less than or equal to the
MED, each class gets NMP chits proportional to their all owed
percentage. Send data for the | ow del ay queue up to the nunber of
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chits it receives decrenenting the chits as datagrans are sent. Next
send fromthe high reliability queue as nany as it has chits for.
Finally, send fromthe high throughput queue. At this point, each
gueue gets N MP chits again. |If the | ow delay queue does not
consume all of its chits, when a | ow del ay datagram arrives, before
chit replenishment, send fromthe | ow delay queue i mediately. This
provi des sonme snoot hing of the actual bandw dth nade avail able for
low delay traffic. |f operational experience shows that |ow del ay
requests are experienci ng excessive congestion | oss but still not
consum ng the classes allocated bandw dth, adjustnents should be
made. The service rates should be nmade | arger and the queue sizes
adj usted accordingly. This is nore inmportant on | ower speed |inks
where the above fornul a nakes the queue small.

What we shoul d see during the Q seconds is that |ow delay data wll
be sent as soon as possible (as long as the volume is below the

al  owed percentage). Al so, the tendency will be to send all the high
t hroughput datagrans contiguously. This will give a nore regul ar
neasured round trip tinme for bursts of datagrams. C asses of service
will tend to be grouped together at each internedi ate node in the
route. If all of the queues with datagrams have consunmed all of
their allocated chits, but one or nore classes with enpty queues have
unused chits then a percentage of these left over chits should be
carried over. Divide the remaining chit counts by two (with round
down), then add in the refresh chit counts. This allows a 50%carry
over for the next interval. The carry over is self limting to |less
than or equal to the refresh chit count. This prevents excessive
build up. It provides some snoothing of the percentage allocation
over tinme but will not allow an unused queue to build up chits
indefinitely. No tinmer is required.

If only a sinple subset of the described algorithmis to be

i mpl enented, then | ow del ay queui ng woul d be the best choice. One
shoul d use a small queue. Service the queue with a high service rate
but restrict the bandwidth to a small reasonabl e percentage of the
avai | abl e bandwidth. Currently, wi de area networks with high traffic
vol unmes do not provide | ow del ay service unless | ow del ay requests
are able to preenpt other traffic.

Applicability

When t he out put speed and vol une match the i nput speed and vol une,
gueues don't get large. |If the queues never grow |l arge enough to
exceed the guaranteed | ow del ay performance, no queuing al gorithm
other than first in, first out, should be used.

The al gorithm could be turned on when the main queue size exceeds a
certain threshold. The routing node can periodically check for queue
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build up. This queuing algorithmcan be turned on when the naximum
del ays will exceed the all owed nodal delay for |ow delay class of
service. It can also be turned off when queue sizes are no |longer a
pr obl em

| ssues

Several issues need to be addressed before type of service queuing as
descri bed shoul d be inplenented. Wat percentage of the bandwi dth
shoul d each cl ass of service consume assuming an infinite supply of
each cl ass of service datagrans? Wat maxi num delay (M3D) shoul d be
guar ant eed per node for |ow del ay datagrans?

It is possible to provide a nore optinal route if the queue sizes for
each class of service are considered in the routing decision. This,
however, adds additional overhead and conplexity to each routing
node. This may be an unacceptabl e additional conplexity.

How are we going to limt the use of nore desirable classes of
service and higher priorities? The algorithmlinits use of the
various classes by restricting queue sizes especially the | ow del ay
gueue size. This helps but it seenms likely we will want to

i nstrument the nunber of datagrams requesting each Type-of-Service
and priority. Wen a datagramrequests nmultiple classes of service,
i ncrenent the instrunentation count once based upon the queue
actual ly used, selecting, |ow delay, high throughput, high
reliability, then regular. If instrumentation reveals an excessive
i mbal ance, Internet operations can give this to adnministrators to
handle. This instrumentation will show the distribution for types of
service requested by the Internet users. This information can be
used to tune the Internet to service the user denmands.

WIIl the routing algorithms in use today have probl ems when routing
data with this algorithn? Simulation tests need to be done to node
how the Internet will react. |If, for exanple, an application
requests multiple classes of service, round trip tinmes may fluctuate
significantly. Wuld TCP have to be nore sophisticated in its round
trip tinme estimator?

An objection to this type of queuing algorithmis that it is making
the routing and queuing nore conplicated. There is current interest
in high speed packet swi tches which have very little protoco

over head when handling/routing packets. This algorithmconplicates
not sinplifies the protocol. The bandw dth being rmade available is
increasing. Mre T1 (1.5 Mips) and hi gher speed |inks are being used
all the time. However, in the history of comrunications, it seens
that the demand for bandw dth has al ways exceeded the supply. Wen
there is wide spread use of optical fiber we nay tenporarily
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experience a glut of capacity. As soon as 1 gigabit optical fiber
i nk becomes reasonably priced, new applications will be created to
consunme it all. A single full notion high resolution color image
system can consume, as an upper limt, nearly a gigabit per second
channel (30 fps X 24 b/pixel X 1024 X 1024 pi xel s).

In the study of one gateway, Dave O ark di scovered that the per

dat agram processi ng of the |P header constituted about 20% of the
processing tine. Mich of the time per datagramwas spent on
restarting input, starting output and queui ng datagrams. He thought
that a snmall additional anmount of processing to support Type-of -
Service woul d be reasonable. He suggests that even if the code does
sl ow t he gateway down, we need to see if TOS is good for anything, so
this experinent is valuable. To support the new high speed
comuni cati ons of the near future, Dave wants to see switches which
will run one to two orders of magnitude faster. This can not be done
by trimmng a few instructions here or there.

From a practical perspective, the problemthis algorithmis trying to
solve is the lack of |ow delay service through the Internet today.

I mpl ementing only the | ow del ay queuing portion of this algorithm
woul d allow the Internet to provide a class of service it otherw se
could not provide. Requesters of this class of service would not get
it for free. Low delay class of datagram streans get |ow delay at
the cost of reliability and throughput.
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