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Status of This Menp

This menmo provides information for the Internet community. It does
not specify an Internet standard. Distribution of this meno is
unlimted.

Abst r act

This FYl RFC docunent is intended for existing Internet Network
Informati on Center (NI C) personnel, people interested in establishing
a new NIC, Internet Network Operations Centers (NOCs), and fundi ng

agencies interested in contributing to user support facilities. The
docunent strives to:

- Define a basic set of essential services that Network
Information Centers (NICs) will provide to Internet users,
i ncl udi ng new nechanisns that will facilitate the tinely
di ssem nation of information to the Internet community and
encour age cooperation anong NI Cs.

- Describe existing NIC services as an aid to Internet users
and as a nodel for organizations establishing new NI Cs.
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1. PURPCSE

The purpose of this docunent is to define the role of NICs in the
Internet and establish guidelines for new and existing Nl Cs regarding
the user services they provide. This docunent is also a nove toward
standardi zing NIC services, which will aid in the devel opment of an
overall information infrastructure that will allow NICs to easily and
routinely cooperate in assisting users.

Nl Cs for networks that are part of the Internet may be called upon to
serve users of the greater Internet as well as those of their own
networks. This responsibility brings with it the added chal | enge of
coordi nating services with other NICs to better serve the genera
Internet conmunity. Toward that end, this docunent al so proposes
some easily inplenented changes to facilitate the exchange of

i nformati on and services between NI Cs.
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2.

3.

DEVELOPMENT GUI DELI NES

The NI SI working group observed several guidelines when devel opi ng
this FYlI RFC

1. Wiile recognizing that the new infrastructure should be built
on existing services, prograns, and technol ogy, the working group
did not want to limt its thinking to the present, preferring to
consi der new approaches and to think toward the future. The goa
is to nmove in the direction of an information services
infrastructure for the National Research and Educati on Network

( NREN) .

2. The working group recogni zes that a user support system nust
accommodat e a diverse user popul ation, fromnovice to network
sophi sti cat e.

3. The working group recognizes that not all NICs are interested
in providing service at the Internet |evel nor in providing service
directly to end users. Sonme N Cs have special areas of interest
and serve a nore limted conmmunity. Many campus N Cs, for exanple,
restrict the scope of their efforts to canpus conputing activities.
Therefore, an Internet N C nust have policies, procedures, and
delivery nechanisns in place to serve not only end-users, but to
aid other infornmation providers and user support agencies.

DEFINITION OF A NI C AND OF A NCC

A Network Information Center is an organi zati on whose goal is to
provide informational, admnistrative, and procedural support,
primarily to users of its network and, secondarily, to users of the
greater Internet and to other service agencies.

A Network Operations Center (NOC) is an organization whose goal is to
oversee and maintain the daily operations of a network. Although
soneti nmes one organization may fulfill the duties of both a NIC and a
NCC, this docunent assunes NI C functions to be separate from NOC
functions and addresses NI C functions only. GCbviously, however, a
NI C must work closely with its NOC to ensure users get the best
servi ce possible.

H STORY

When the original Advanced Research Projects Agency Network (ARPANET)
was formed, SRl was assigned the essential adninistrative task of
regi stering every host on the network and maintaining the Oficia
Host Table. This host table was needed to interconnect the hosts
into a network. SRl also becane the repository for the RFCs, nobst of
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whi ch were only avail able in paper copies because a file transfer
protocol had yet to be specified. Because of its role as a centra
i nformati on repository in these ways, SRl becane the natural place
for users to call with questions, and the first NI C was born.

In 1984, the original network split into two networks: the ARPANET
and the MLNET. The ARPANET was laid to rest in 1990, and the
original N C becane the Defense Data Network NIC (DDN-NIC). This NC
was sonetimes referred to as the "SRI-NIC' or sonetinmes sinply as
"the NIC'. Today this NIC is nmaintained by Government Systems, Inc.,
and provides information services to the MLNET portion of the DDN

as well as performng several admnistrative duties that serve the
entire Internet community. SRl continues to provide general I|nternet
i nformati on services and mai ntains an FTP repository.

The days of having just one or two networks are | ong gone. Today,
the Internet is an international collection of thousands of networks
i nterconnected with the TCP/IP protocols. Users of any one of these
networ ks can use the network services provided by TCP/IP to reach any
of the other networks.

There are other major wi de area networks, such as BI TNET and DECnet
networ ks, that are not based on the TCP/IP protocols and are thus not
considered part of the Internet itself. However, users can
comuni cat e between these networks and the Internet via electronic
mail, so Internet NICs often answer questions regarding these

net wor ks.

NI Cs exist for many of the networks that nake up today’s Internet.
For exanple, in addition to the MLNET, in the United States there
are the National Science Foundation Network (NSFNET), the Energy

Sci ence Network (ESnet), and the NASA Science Internet (NSI). Al of
these networks provide NI Cs.

BI TNET is a non-TCP/IP network that is accessible to the Internet via
electronic mail. |Its admnistrative organization, the Corporation
for Research and Educational Networking (CREN), supports N C services
for BITNET users.

Many networks in countries other than the United States al so provide
NI C services. For exanple, such services exist for NORDUnet, which
connects national networks in the Nordic countries, and JANet, the
Joi nt Academic Network in the United Kingdom The BI TNET
counterparts in Europe and Canada are the European Academ ¢ and
Research Network (EARN) and NetNorth, respectively.
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5.

ESSENTI AL NI C FUNCTI ONS

Network Information Centers exist to provide services that nake using
the network easier and nore attractive to users.

To help nmeet this goal, four essential N C functions have been
identified as those that every Internet NIC should perform These
are the basic functions that define the mnimmlevel of Internet

i nformati on service. Each Internet N C shoul d:

- Provide information resources.

- Support end-users through direct contact.

- Collect and maintain NIC referral information.
- Support the NIC infrastructure.

The | evel of each service and the exact nechani sns for providing
these services depend on the needs of the particul ar network user
conmunity. Funding, staffing, and inplenentation issues related to
these functions are left up to individual N C organi zati ons.

Presently, only the first two functions, providing information
resources and directly supporting end-users, are routinely perforned
by Internet NICs. The variety of ways in which these services are
provided is described nore fully in the section on, "Exanples of
Present N C Services".

The last two functions, collecting information about other N Cs and
supporting the NIC infrastructure, are new roles that have evol ved as
the Internet community and the nunmber of NI Cs have grown.

Each of these four essential functions is discussed in sone depth in
this section.

5.1 Provide Informati on Resources

Information resources refers to both online and hard-copy resources,
such as online files, narketing information, and newsletters. N Cs
hel p users gain access to relevant information in several ways.

- btain information online fromother sites and store
it at the local NIC where users may access it.

- Refer users to information stored at other |ocations
around the Internet. This option requires that each
NI C rmai ntain up-to-date information regarding such
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I nternet resources.

- Create information, such as newsletters, nmarketing
information, tutorial files or documents, and make
it available to users. 1In this case, the "creating
NIC' is solely responsible for the content and
accuracy of the information provided.

In all of the cases above, users need a way to verify the
authenticity and currentness of the information. Accordingly, each
NI C shoul d provide the following information for everything it nakes
available to its users and the Internet comunity: 1) a tinme stanp,

2) a revision nunber, and 3) the nanme of the NIC that produced the
document. The NI C should al so naintain contact information regarding
the source of a file, but does not necessarily have to include such a
contact in the online file.

5.2 Support End-Users

A NI C serves as the principle source of network information for its
end users. N Cs field a variety of user inquiries, such as requests
for how to get connected to the Internet, howto |l ocate and access a
particul ar application on the network, how to determ ne an e-nai
address, and how to sol ve operational problens. Each NIC nust take a
best effort approach to responding to these inquiries and take
responsibility for a user inquiry until it is resolved in sone way.
Resol uti on may be answering the question, referring the user to the
appropriate information source, or coordinating with a NOC to resol ve
a user connectivity problem

To facilitate this role of information provider, the follow ng
del i very nechani sns are used

- Tel ephone "hotline" support. Al NCs need to be
avai |l abl e to answer phone inquiries during the
busi ness day.

- Electronic mail. An electronic nmail address acts as
an electronic help desk. For consistency, the
el ectronic mail address should be of the form
Nl C@lomain (e.g., NIC@DN. ML). Such a common

addr essing convention will nove toward

st andardi zati on of these "electronic help desks" and
will increase the chance that users will know where
to ask for help. In addition, a user inquiry to a

Nl C e-mai | address should either produce a human
response or an up-to-date nmachi ne response that
perforns a triage function by advising the user
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where to go for particular categories of problens.
For exanple, a nessage to NI CAGNSF. NET could return a
nmessage alerting the user to the NNSC@GNSC. NSF. NET
and t he NSFNET-I| NFO@Q/ERI T. EDU nmi | boxes, both of

whi ch provide information for NSFNET.

- Electronic information transfer. N Cs shoul d
provide information in electronic form and nake it
avai | abl e across the Internet through nechani sns
such as anonynous file transfer, electronic mail
and renote dat abases.

5.3 Collect and Maintain NIC Referral |nformation

Wth the recent dramatic increase in the nunber of networks, users,
and applications accessible via the Internet, it is inmpossible for
any one NIC to maintain conprehensive, up-to-date information of al
the services and information available. Because such information is
di stributed anong many NICs, it is essential for each NNC to be aware
of other NICs and their areas of expertise. Such shared infornmation
among NI Cs ensures that Internet users will be referred pronptly to
the correct information resource.

In an effort to gather data about NICs and their resources,
information will be solicited fromeach NIC and placed in a database
called "nic-profiles". This database will be available to all NI Cs.
Such shared informati on anong NI Cs ensures that Internet users wll
be referred pronptly to the correct information resource. For

i nformation regarding joining or using the nic-profiles database,
send a nmessage to nic-forumrequest @erit.edu

5.4 Support the NIC Infrastructure

It is essential that each NIC take an active part in supporting the
Nl C/Internet infrastructure. Two neans of providing such support are
suggest ed here.

- Attend the | ETF User Services Wrking Goup (USWS .
Nl Cs are encouraged to participate in the USW5 an
ongoi ng wor ki ng group of the IETF, which is
chartered to identify, discuss, and recomend
solutions to user service issues. The group neets
regularly at the |ETF neetings. (Infornmation about
| ETF neeting schedules, etc., is available for
anonynous FTP from nnsc.nsf.net. The directory is
ietf.) The USWG has spawned a variety of working
groups dealing with specific user service topics.
To join the USWG nailing |ist send an e-mail request
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to uswg-request @nsc. nsf. net.

- Participate in nic-forum An electronic mailing
list, "nic-forunmt, will provide NI C personnel with a
means of soliciting information from other NI Cs,
of fering solutions to common probl enms, and posting
i nformati on of general interest. A N C can register
inthe nic-forum as well as provide infornmation for
the nic-profil es database, by sending a nmessage to
ni c-f orumrequest @sf. net.

EXAMPLES OF PRESENT NI C SERVI CES

There are a variety of ways through which existing NICs fulfill the
basi ¢ requirenents previously indicated under "Essential N C
Functi ons".

Today's Internet NICs provide network users with a wide array of

val ue- added services. The types and |evels of services vary for any
particul ar NI C dependi ng on a nunber of issues such as funding,

audi ence served, avail able resources, and mi ssion of the network

or gani zati on.

An overvi ew of sone of the services offered today by Internet NICs is
listed below. This overview provides exanpl es of the essentia

servi ces recomended earlier, and also gives a flavor of the many
avenues through whi ch val ue-added user services are provided. This
section provi des exanpl es, not reconmendations.

6.1 Direct User Support

The main objective of a Network Information Center is to provide
support for network users. Most N Cs provide both tel ephone and

el ectronic mail hotlines for conveni ent user access. Existing N Cs
al so often serve as internediaries between users and the technica
experts who provide specific information. Because N Cs interact
directly with end-users, they can frequently evaluate their services,
and nodify themto acconmodat e changi ng user needs.

6.1.1 Referrals. Today’'s NICs are aware of other Internet resources

6.

1

and keep such referral information as up-to-date as possible.

2 User-to-User Conmunication. N Cs can facilitate interactions
bet ween network users. Oten this is done through conferencing
or electronic mail. For exanple, a NIC can set up a conputer
conference dealing with a specific discipline or perhaps a
specific topic so that users can share ideas and information
with each other. Sonme NI Cs establish special interest groups and
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6.2

6.3

6.3

6.4

Sit

hol d i n-person neetings to pronote the exchange of infornmation
bet ween their users.

.3 Application Support. N Cs often provide user support for
specific host applications in addition to providing information
and support about the network to which the host is attached.

.4 Technical Support. Technical experts are available at NIC
| ocati ons or el sewhere to trouble shoot user problens. The range
and variety of technical expertise varies with the organi zation.

.5 Energency Services. Mst N Cs provide imediate notification to
users of inpending events that nay affect their network usage.
This is often done through electronic mail bulletins which state
the particular event, its inpact, and its duration

User Training Services

NI Cs sponsor sem nars, classes, and training workshops intended to
assi st users in understandi ng the network environnment. These
training events range fromgeneral "what is the Internet" to

wor kshops on specific topics such as how to use a super-conputer
applicati on.

Mar keti ng and Public Rel ations Services

.1 Newsletters. Sone Internet N Cs publish newsletters which are
used to inform subscribers about network devel opments and tool s,
and as marketing documents to try to get nore organizations to
attach to the network.

.2 Gther Publications. Many N Cs al so produce a variety of
general purpose brochures and "howto" docunents which are
distributed to potential network users.

.3 PR Activities. N GCs nay be involved in a variety of public
relations activities fromwiting and distributing press rel eases
about new networ k devel opnents to hol ding press conferences to
announce significant technol ogi cal events.

I nformati on Repository Services

An inportant activity of NICs is produci ng and/ or collecting
information of interest to their users. Mst N Cs provide
hardware to store such information online and distribute the
information to their users both electronically and in hard-copy
form
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6.5 Admnistrative Services

Many NI Cs performregistration services, such as registering user
information in a white pages database, keeping a record of hosts on
their networks, or keeping a record of contacts for hosts, networks,
or donai ns.

7. EXAMPLES OF PRESENT | NFORVATI ON DELI VERY MECHANI SMS

Information is delivered to network users via a wide variety of
mechani sms. The nost common nethods are electronic mail and file
transfer protocol (FTP); however, information is also relayed via the
t el ephone, FAX machines, U. S. nmail, and in-person sem nars, as well
as via electronic bulletin boards and renote database access. N Cs
are always | ooking for ways of making information broadly accessible
so that the maxi mum nunber of network users can use it effectively.

The following table lists the various information delivery nethods
used in the Internet today, and notes the kind of information
di stributed using each nethod.

Tabl e 1: AVAI LABLE | NFORVATI ON AND DELI VERY MECHANI SMS

Del i very Mechani sm Type of Information Avail abl e

FTP Net wor k maps, functional specs,
draft RFCs, newsletters,
protocol s, any information in
afile: ASCll, binary, etc.

el ectroni c nuil Ceneral information, newsletters,
announcenents, security alerts,
network status information

bull etin board Ceneral information, announcenents,
source code

hard copy Newsl etters, user guides, resource

gui des, press rel eases, pronotiona
i nformati on
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presentations/semn nars Net wor k applications, technol ogy
trends, technical overviews,
general information about I nternet
environnent, TCP/IP overvi ews

Tel net Renot e systens, applications

per son-t o- person Answers to specific questions,
contact information, referrals

el ectroni c conference O her users, discipline-specific
i nformation

i nformation services General information, pronotiona
i nformation, local interest
i nformation

directory services Phone book information (white
pages, and eventually yell ow pages)

library services Bi bl i ographi es, full text,
ref erences

phone Speci fic requests, contacts,
referrals, connecting assistance

US nail Newsl etters, user guides
FAX Variety of printed materia
Fi nger, whois User data

8. DATABASE ACCURACY | SSUES

As has been nentioned el sewhere in this paper, NICs often are the
sites of databases of various types of information, which are

mai nt ai ned for various reasons. It is recommended that N Cs
enphasi ze the inportance of keeping such data as accurate as
possible. In addition, it is inportant to all ow people sone contro
over personal information about themthat nmay reside in a NIC

dat abase, especially if the information will be available publicly.

It is recomended that, as part of the process of collecting
informati on for a database, a N C should disclose the foll ow ng
infornmation to those supplying data
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- Wy the infornation is being collected and howit will be used.

- What the consequences are of not providing the asked for data or
of revoking data in a database.

- Wiich information asked for is nmandatory and which is optional

- Wiich information will be made public.

- How the data can be updated and who may provi de updates.

- How and how often the NNC will solicit for data updates.

A NI C should actively seek updates to its data at |east once a year
The date publicly avail able data was | ast updated should be part of
the public information avail abl e about that data. |In general, users
shoul d know when personal information about themis available in a
publ i c database, and have the opportunity to change it or revoke it.

9. SECURI TY CONSI DERATI ONS

Because NICs interact directly with network users, they will have to
deal with network and host security issues at tines. N Cs should be
awar e of those agencies and groups on the Internet that have the
responsibility of handling security incidents so that users can be
properly referred when necessary, and so the NI Cs thensel ves have
resources to call on should a major incident occur. N Cs should be
aware of security issues and security information resources, such as
network mailing lists and the Site Security Handbook (FYl 8, RFC
1244), and advocate the inmportance of security considerations to
their users. N GCs should have explicit procedures in place to follow
in the event of a security incident. Such procedures will probably

i nclude the means of interacting with both response centers and NOCs,
as well as with users.
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