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1. Introduction

Management information is viewed as a collection of nanaged objects,
residing in a virtual information store, terned the Managenent
Informati on Base (MB). Collections of related objects are defined
in MB nodul es. These nodules are witten using an adapted subset of
CSl's Abstract Syntax Notation One, ASN.1 (1988) [1]. It is the
purpose of this docunent, the Structure of Managenent |nformation
(SM), to define that adapted subset, and to assign a set of

associ ated adm ni strative val ues.

The SM is divided into three parts: nodule definitions, object
definitions, and, notification definitions.

(1) Module definitions are used when describing information nodul es.
An ASN. 1 macro, MODULE-IDENTITY, is used to concisely convey the
semantics of an information nodul e.

(2) nject definitions are used when descri bi ng nanaged objects. An
ASN. 1 macro, OBJECT-TYPE, is used to concisely convey the syntax
and semantics of a managed object.

(3) Notification definitions are used when describing unsolicited
transm ssi ons of managenent information. An ASN. 1 macro
NOTI FI CATI ON-TYPE, is used to concisely convey the syntax and
semantics of a notification.
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1.1. A Note on Term nol ogy
For the purpose of exposition, the original Structure of Managenent
Information, as described in RFCs 1155 (STD 16), 1212 (STD 16), and
RFC 1215, is ternmed the SM version 1 (SMv1l). The current version
of the Structure of Managenment Information is terned SM version 2
(SMv2).

2. Definitions

SNVPv2-SM DEFINITIONS ::= BEG N

-- the path to the root

org OBJECT IDENTIFIER ::= { is0o 3} ~-- "iso" =1
dod OBJECT IDENTIFIER ::= { org 6 }

i nt ernet OBJECT IDENTIFIER ::={ dod 1 }
directory OBJECT IDENTIFIER ::={ internet 1}
ngnt OBJECT IDENTIFIER ::= { internet 2}
m b- 2 OBJECT IDENTIFIER ::={ ngnt 1}
transm ssi on OBJECT IDENTIFIER ::={ mb-2 10 }
experi ment al OBJECT IDENTIFIER ::={ internet 3}
private OBJECT IDENTIFIER ::= { internet 4}
enterprises OBJECT IDENTIFIER ::= { private 1}
security OBJECT IDENTIFIER ::= { internet 5}
snnmpV2 OBJECT IDENTIFIER ::={ internet 6 }
-- transport donains

snipDomai ns OBJECT IDENTIFIER ::={ snnmpV2 1 }
-- transport proxies

snnpPr oxys OBJECT IDENTIFIER ::={ snmpV2 2 }
-- nodule identities

snmpModul es OBJECT IDENTIFIER ::= { snnmpV2 3 }

-- Extended UTCTine, to allow dates with four-digit years
-- (Note that this definition of ExtUICTine is not to be | MPORTed
-- by MB nodul es.)
Ext UTCTi ne ::= OCTET STRI NG SI ZE(11 | 13))
-- format is YYMVDDHHWE or YYYYMVDDHHMVE
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YY - last two digits of year (only years
bet ween 1900- 1999)

YYYY - last four digits of the year (any year)
-- MM - month (01 through 12)

DD - day of nmonth (01 through 31)

HH - hours (00 through 23)

MM - mnutes (00 through 59)

Z - denotes GMII (the ASCI| character 2)

-- For exanple, "9502192015Z" and "199502192015Z" represent

-- 8:15pm GMI' on 19 February 1995. Years after 1999 nust use
-- the four digit year format. Years 1900-1999 may use the

-- two or four digit format.

-- definitions for informati on nodul es

MODULE- | DENTI TY MACRO :: =
BEG N

END

TYPE NOTATION :: =
"LAST- UPDATED' val ue( Updat e Ext UTCTi ne)
" ORGANI ZATI ON' Text
" CONTACT- | NFO' Text
" DESCRI PTI ON' Text
Revi si onPar t

VALUE NOTATION :: =
val ue( VALUE OBJECT | DENTI FI ER)

Revi sionPart ::=

Revi si ons
| enpty
Revisions ::=
Revi si on
| Revisions Revision
Revision ::=

"REVI SI ON' val ue( Updat e Ext UTCTi nre)
" DESCRI PTI ON' Text

-- a character string as defined in section 3.1.1
Text ::= value(lA5String)

OBJECT-1 DENTI TY MACRO :: =
BEG N

TYPE NOTATION :: =
"STATUS" St atus
"DESCRI PTI ON' Text

Mcd oghrie, et al. St andards Track
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Ref er Par t

VALUE NOTATION :: =
val ue( VALUE OBJECT | DENTI FI ER)

Status ::=
“current"
| "deprecated"
| "obsol ete"
ReferPart ::=

" REFERENCE" Text
| enpty

-- a character string as defined in section 3.1.1
Text ::= value(lA5String)
END

-- nanmes of objects
-- (Note that these definitions of CbjectNane and Notifi cati onNane
-- are not to be I MPORTed by M B nodul es.)

oj ect Name :: =
OBJECT | DENTI FI ER

Noti ficati onNanme ::=
OBJECT | DENTI FI ER

-- syntax of objects

-- the "base types" defined here are:

-- 3 built-in ASN. 1 types: |INTEGER, OCTET STRI NG OBJECT | DENTI FI ER
-- 8 application-defined types: |Integer32, |pAddress, Counter 32,

-- Gauge32, Unsigned32, TineTicks, Opaque, and Counter 64

hj ect Syntax ::=
CHO CE {
sinmpl e
Si npl eSynt ax,

-- note that SEQUENCEs for conceptual tables and
-- rows are not nentioned here...

application-w de
Appl i cati onSynt ax
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-- built-in ASN. 1 types

Si npl eSyntax ::=
CHO CE {
-- INTEGERs with a nore restrictive range
-- may al so be used
i nt eger-val ue -- includes Integer32
| NTEGER (-2147483648..2147483647),

-- OCTET STRINGs with a nore restrictive size
-- may al so be used
string-val ue

OCTET STRING (SI ZE (0..65535)),

obj ect | D-val ue
OBJECT | DENTI FI ER

}

-- indistinguishable from | NITEGER, but never needs nore than
-- 32-bits for a two’s conpl enent representation
Integer32 ::=

| NTEGER (-2147483648..2147483647)

-- application-w de types

ApplicationSyntax ::=
CHO CE {
i pAddr ess-val ue
| pAddr ess,

count er - val ue
Count er 32,

tinmeticks-val ue
Ti meTi cks,

arbitrary-val ue
Opaque,

bi g- count er - val ue
Count er 64,

unsi gned-integer-value -- includes Gauge32
Unsi gned32

}

-- in network-byte order
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-- (this is a tagged type for historical reasons)
| pAddress ::=
[ APPLI CATI ON 0]
| MPLICI T OCTET STRING (SIZE (4))

-- this waps
Counter32 ::=
[ APPLI CATI ON 1]
| MPLICI T | NTEGER (0. .4294967295)

-- this doesn't wap
Gauge32 :: =
[ APPLI CATI ON 2]
| MPLICI T | NTEGER (0..4294967295)

-- an unsigned 32-bit quantity
-- indistinguishable from Gauge32
Unsi gned32 :: =
[ APPLI CATI ON 2]
| MPLICI T | NTEGER (0. .4294967295)

-- hundredths of seconds since an epoch
Ti meTicks ::=
[ APPLI CATI ON 3]
| MPLICI T | NTEGER (0. .4294967295)

-- for backward-conpatibility only
Opaque :: =
[ APPLI CATI ON 4]
| MPLICI' T OCTET STRI NG

-- for counters that wap in less than one hour with only 32 bits
Counter64 ::=
[ APPLI CATI ON 6]
| MPLICI T | NTEGER (0..18446744073709551615)

-- definition for objects

OBJECT- TYPE MACRO :: =
BEG N
TYPE NOTATION :: =

" SYNTAX" Synt ax
Uni tsPart
" MAX- ACCESS" Access
"STATUS" St atus
" DESCRI PTI ON' Text
Ref er Par t

1999
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| ndexPar t
Def Val Par t

VALUE NOTATION :: =
val ue( VALUE bj ect Nane)

Syntax ::= -- Must be one of the foll ow ng:
-- a base type (or its refinenent),
-- a textual convention (or its refinenent), or
-- a BITS pseudo-type

type
| "BITS" "{" NanmedBits "}"
NanedBits ::= NanedBit
| NanedBits "," NamedBit
NanedBit ::= identifier "(" nunber ")" -- nunber is nonnegative
UnitsPart ::=
"UNI TS" Text
| enmpty
Access :: =

"not - accessi bl e"
| "accessible-for-notify"
| "read-only"
| "read-wite"
| "read-create"

Status ::=
"current"”
| "deprecated"
| "obsol ete"
ReferPart ::=
" REFERENCE" Text
| enpty
| ndexPart ::=
"1 NDEX" “{" IndexTypes "}"
| "AUGVENTS' "{" Entry "1
| enpty
| ndexTypes ::=
| ndexType
| I'ndexTypes "," | ndexType
| ndexType ::=

"1 MPLI ED" | ndex
| 1 ndex
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Entry ::

Def Val Par t

Def val ue :

Bi t sVal ue :

Bi t Names :

Bi t Name ::

-- a character string as defined in section 3.1.1

SM v2

-- use the SYNTAX val ue of the

-- correspondent OBJECT- TYPE i nvocation

val ue( Obj ect Nane)

-- use the | NDEX val ue of the

-- correspondent OBJECT- TYPE i nvocati on

val ue( Obj ect Nane)

.= "DEFVAL" "{" Defvalue "}"
| enpty

= =-- nmust be valid for the type specified in
-- SYNTAX cl ause of sanme OBJECT- TYPE nacro

val ue( Obj ect Synt ax)
| "{" Bitsvalue "}"

: = Bi t Names
| enpty

;= BitNane

| BitNanmes "," BitNane

identifier

Text ::= value(lA5String)

END

-- definitions for notifications

NOTI FI CATI ON- TYPE MACRO : : =

BEGA N

TYPE NOTATION :: =

hj ect sPart
"STATUS" St at us
"DESCRI PTI ON' Text
Ref er Par t

VALUE NOTATION :: =

Ooj ect sPart

oj ects ::

Mcd oghrie, et al.
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| Objects "," Object
oj ect =
val ue( Obj ect Nane)
Status ::=
"current"
| "deprecated”
| "obsol ete"
ReferPart ::=

" REFERENCE" Text
| enpty
-- a character string as defined in section 3.1.1
Text ::= value(lA5String)
END
-- definitions of adm nistrative identifiers

zer oDot Zer o OBJECT- | DENTI TY

STATUS current
DESCRI PTI ON
"A value used for null identifiers."
:={ 00}
END
3. Information Mdul es

An "information nodule"” is an ASN. 1 nodul e defining informtion
relating to network managenent.

The SM describes how to use an adapted subset of ASN. 1 (1988) to
define an information nodule. Further, additional restrictions are
pl aced on "standard" information nmodules. It is strongly recomended
that "enterprise-specific" informati on nodul es al so adhere to these
restrictions.

Typically, there are three kinds of infornmation nodul es:

(1) M™MB nodul es, which contain definitions of inter-related rmanaged
obj ects, make use of the OBJECT- TYPE and NOTI FI CATI ON- TYPE nacr os;

(2) conpliance statenents for M B nodul es, which nake use of the
MODULE- COVPLI ANCE and OBJECT- GROUP nmcros [2]; and,

(3) capability statements for agent inplenmentations which nake use of
t he AGENT- CAPABI LI TI ES macros [2].

Mcd oghrie, et al. St andards Track [ Page 11]
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This classification schene does not inply a rigid taxonony. For
exanpl e, a "standard" information nodule will normally include
definitions of nanaged objects and a conpliance statenent.

Simlarly, an "enterprise-specific" information nodul e might include
definitions of nmanaged objects and a capability statement. O
course, a "standard" information nodule may not contain capability
stat enents.

The constructs of ASN.1 allowed in SMv2 informati on nodul es incl ude:
the | MPORTS cl ause, value definitions for OBJECT | DENTI FI ERs, type
definitions for SEQUENCEs (with restrictions), ASN. 1 type assignnents
of the restricted ASN.1 types allowed in SMv2, and instances of
ASN. 1 macros defined in this document and its conpani on docunments [2,
3]. Additional ASN. 1 macros nust not be defined in SMv2 infornmation
nodul es. SMv1l nacros nust not be used in SMv2 information nodul es.

The nanes of all standard information nodul es nust be uni que (but

di fferent versions of the sane information nodul e shoul d have the
same name). Developers of enterprise information nodules are
encouraged to choose names for their information nodules that wll
have a | ow probability of colliding with standard or other enterprise
i nformati on nmodul es. An informati on nodul e may not use the ASN. 1
construct of placing an object identifier value between the nodul e
nane and the "DEFI NI TI ONS" keyword. For the purposes of this
specification, an ASN. 1 nodul e nanme begins with an upper-case letter
and continues with zero or nore letters, digits, or hyphens, except
that a hyphen can not be the | ast character, nor can there be two
consecutive hyphens.

Al information nodules start with exactly one invocation of the
MODULE- | DENTI TY macro, which provides contact information as well as
revision history to distinguish between versions of the sane

i nformati on nmodul e. This invocation nust appear inmediately after
any | MPORTs statenents.

3.1. Macro Invocation
Wthin an information nodul e, each macro invocation appears as:
<descri ptor> <macro> <cl auses> ::= <val ue>
wher e <descriptor> corresponds to an ASN. 1 identifier, <macro> nanes
the macro being invoked, and <cl auses> and <val ue> depend on the

definition of the macro. (Note that this definition of a descriptor
applies to all nacros defined in this nenmo and in [2].)
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For the purposes of this specification, an ASN. 1 identifier consists
of one or nore letters or digits, and its initial character nmust be a
| ower-case letter. Note that hyphens are not allowed by this
specification (except for use by infornmation nodul es converted from
SM vl which did all ow hyphens).

For all descriptors appearing in an information nodule, the
descriptor shall be unique and mmenonic, and shall not exceed 64
characters in length. (However, descriptors |onger than 32
characters are not recomended.) This pronotes a common | anguage for
humans to use when di scussing the information nodul e and al so
facilitates sinple table mappings for user-interfaces.

The set of descriptors defined in all "standard" information nobdul es
shal I be uni que.

Finally, by convention, if the descriptor refers to an object with a
SYNTAX cl ause val ue of either Counter32 or Counter64, then the
descriptor used for the object should denote plurality.

3.1.1. Textual Values and Strings

Sone clauses in a macro invocation may take a character string as a
textual value (e.g., the DESCRI PTION clause). Oher clauses take
bi nary or hexadecimal strings (in any position where a non-negative
nunber is allowed).

A character string is preceded and foll owed by the quote character
("), and consists of an arbitrary nunmber (possibly zero) of:

- any 7-bit displayable ASCII characters except quote ("),
- tab characters,

- spaces, and

- line term nator characters (\n or \r\n).

The value of a character string is interpreted as ASCl |

A binary string consists of a nunber (possibly zero) of zeros and
ones preceded by a single (') and followed by either the pair ('B) or
(" b), where the nunber is a multiple of eight.

A hexadeci mal string consists of an even number (possibly zero) of
hexadeci mal digits, preceded by a single (') and foll owed by either
the pair ("H or ("h). Digits specified via letters can be in upper
or | ower case.

Note that ASN.1 conments can not be enclosed inside any of these
types of strings.

Mcd oghrie, et al. St andards Track [ Page 13]



RFC 2578 SM v2 April 1999

3.2. | MPORTi ng Synbol s

To reference an external object, the | MPORTS statenent nust be used
to identify both the descriptor and the nodule in which the
descriptor is defined, where the nodule is identified by its ASN. 1
nodul e nare.

Not e t hat when synbols from"enterprise-specific" information nodul es
are referenced (e.g., a descriptor), there is the possibility of
collision. As such, if different objects with the sanme descriptor
are | MPORTed, then this anbiguity is resolved by prefixing the
descriptor with the nane of the information nmodule and a dot ("."),
i.e.,

"modul e. descri ptor™
(AI'l descriptors nust be unique within any information nodul e.)

O course, this notation can be used to refer to objects even when
there is no collision when | MPORTIi ng synbol s.

Finally, if any of the ASN. 1 naned types and macros defined in this
document, specifically:

Count er 32, Counter64, Gauge32, |nteger32, |pAddress, MODULE-
| DENTI TY, NOTI FI CATI ON- TYPE, Opaque, OBJECT- TYPE, OBJECT-
| DENTI TY, TinmeTicks, Unsigned32,

or any of those defined in [2] or [3], are used in an informtion
nmodul e, then they nust be inported using the | MPORTS stat enent.
However, the foll owi ng nust not be included in an | MPORTS st at enment:

- naned types defined by ASN.1 itself, specifically: |NTEGER
OCTET STRI NG OBJECT | DENTI FI ER, SEQUENCE, SEQUENCE COF type
- the BITS construct.
3.3. Exporting Synbols
The ASN. 1 EXPORTS statenent is not allowed in SMv2 information
modul es. All itenms defined in an information nodule are
automatical ly exported.
3.4, ASN 1 Comrents
ASN. 1 comments can be included in an infornation nodule. However, it

is recoomended that all substantive descriptions be placed within an
appropri ate DESCRI PTI ON cl ause.
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3. 5.

3. 6.

(1)

(2)

ASN. 1 conmments commrence with a pair of adjacent hyphens and end with
the next pair of adjacent hyphens or at the end of the |ine,

whi chever occurs first. Comments ended by a pair of hyphens have the
ef fect of a single space character.

OBJECT | DENTI FI ER val ues

An OBJECT | DENTI FIER value is an ordered list of non-negative
nunmbers. For the SMv2, each nunber in the list is referred to as a
sub-identifier, there are at nbst 128 sub-identifiers in a value, and
each sub-identifier has a maxi mum val ue of 2732-1 (4294967295

deci mal ).

Al'l OBJECT | DENTI FI ER val ues have at |east two sub-identifiers, where
the value of the first sub-identifier is one of the follow ng well-
known nanes:

Val ue Nane

0 ccitt
1 i so
2 joint-iso-ccitt

(Note that this SM does not recognize "new' well-known nanes, e.g.
as defined when the CCITT becane the I TU.)

OBJECT | DENTI FI ER usage
OBJECT | DENTI FIERs are used in informati on nodules in two ways:

registration: the definition of a particular itemis registered as
a particul ar OBJECT | DENTI FI ER val ue, and associated with a
particul ar descriptor. After such a registration, the senmantics
thereby associated with the value are not allowed to change, the
OBJECT | DENTI FI ER can not be used for any other registration, and
the descriptor can not be changed nor associated with any other
registration. The followi ng macros result in a registration:

OBJECT- TYPE, MODULE-I1 DENTI TY, NOTI FI CATI ON- TYPE, OBJECT- GROUP,
OBJECT- | DENTI TY, NOTI FI CATI ON- GROUP, MODULE- COVPLI ANCE
AGENT- CAPABI LI TI ES.

assignment: a descriptor can be assigned to a particul ar OBJECT

| DENTI FI ER val ue. For this usage, the semantics associated with
the OBJECT | DENTI FIER value is not allowed to change, and a
descriptor assigned to a particular OBJECT | DENTI FI ER val ue cannot
subsequently be assigned to another. However, multiple descriptors
can be assigned to the sane OBJECT | DENTI FI ER val ue. Such
assignments are specified in the foll owi ng nanner
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3.

4.

mb OBJECT IDENTIFIER ::={ ngmt 1} -- from RFCl1156
m b- 2 OBJECT IDENTIFIER ::= { ngnmt 1} -- from RFC1213
fredRouter OBJECT IDENTIFIER ::={ flintStones 1 1}
barneySwi tch OBJECT IDENTIFIER ::= { flintStones bedrock(2) 1}

Note while the above exanmples are legal, the following is not:
di noHost OBJECT IDENTIFIER ::= { flintStones bedrock 2 }

A descriptor is allowed to be associated with both a registration and
an assignnent, providing both are associated with the sane OBJECT
| DENTI FI ER val ue and senmanti cs.

7. Reserved Keywords

The foll owing are reserved keywords which nust not be used as
descriptors or nodul e namnes:

ABSENT ACCESS ACGENT- CAPABI LI TI ES ANY APPLI| CATI ON AUGMVENTS BEGQ N
BIT BITS BOOLEAN BY CHO CE COVPONENT COVPONENTS CONTACT- | NFO
CREATI ON- REQUI RES Count er 32 Count er 64 DEFAULT DEFI NED
DEFI NI TI ONS DEFVAL DESCRI PTI ON DI SPLAY- HI NT END ENUMERATED
ENTERPRI SE EXPLI CI T EXPORTS EXTERNAL FALSE FROM GROUP Gauge32

I DENTIFIER I MPLICI T | MPLI ED | MPORTS | NCLUDES | NDEX | NTEGER

I nt eger 32 | pAddr ess LAST- UPDATED MANDATCRY- GROUPS MAX MAX- ACCESS
M N M N-ACCESS M NUS- I NFI NI TY MODULE MODULE- COVPLI ANCE MODULE-

| DENTI TY NOTI FI CATI ON- GROUP NOTI FI CATI ON- TYPE NOTI FI CATI ONS NULL
OBJECT OBJECT- GROUP OBJECT- | DENTI TY OBJECT- TYPE OBJECTS OCTET OF
OPTI ONAL CORGANI ZATI ON Opaque PLUS-I NFI NI TY PRESENT PRI VATE
PRODUCT- RELEASE REAL REFERENCE REVI SI ON SEQUENCE SET SI ZE STATUS
STRI NG SUPPCORTS SYNTAX TAGS TEXTUAL- CONVENTI ON TRAP- TYPE TRUE

Ti meTi cks UNI TS UNI VERSAL Unsi gned32 VARI ABLES VARI ATI ON W TH
VRI TE- SYNTAX

Nani ng Hi erarchy

The root of the subtree adm nistered by the Internet Assigned Nunbers
Authority (1 ANA) for the Internet is:

i nternet OBJECT IDENTIFIER ::={ iso 3 6 1}

That is, the Internet subtree of OBJECT | DENTI FIERs starts with the
prefix:

1.3.6.1.

Several branches underneath this subtree are used for network
managemnent :
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nmgnt OBJECT IDENTIFIER ::={ internet 2 }
experi ment al OBJECT IDENTIFIER ::={ internet 3}
private OBJECT IDENTIFIER ::={ internet 4 }
enterprises OBJECT IDENTIFIER ::= { private 1}

However, the SM does not prohibit the definition of objects in other
portions of the object tree.

The ngnt (2) subtree is used to identify "standard" objects.

The experinmental (3) subtree is used to identify objects being

desi gned by working groups of the IETF. If an information nodul e
produced by a working group becomes a "standard" information nodul e,
then at the very beginning of its entry onto the Internet standards
track, the objects are nmoved under the ngnt(2) subtree.

The private(4) subtree is used to identify objects defined
unilaterally. The enterprises(l) subtree beneath private is used,
among other things, to permt providers of networking subsystens to
regi ster nodels of their products.

5. Mappi ng of the MODULE-IDENTITY nmacro

The MODULE-I DENTITY macro is used to provide contact and revision
history for each information nmodule. It nust appear exactly once in
every information nodule. It should be noted that the expansion of
the MODULE-IDENTITY macro i s sonething which conceptual |y happens
during inplenentation and not during run-tine.

Note that reference in an | MPORTS cl ause or in clauses of SMv2
macros to an information nmodule is NOT through the use of the
"descriptor’ of a MODULE-IDENTITY nacro; rather, an information
nodul e is referenced t hrough specifying its nodul e nane.

5.1. Mapping of the LAST- UPDATED cl ause

The LAST- UPDATED cl ause, which nmust be present, contains the date and
time that this information nodul e was | ast edited.

5.2. Mapping of the ORGANI ZATI ON cl ause
The ORGANI ZATI ON cl ause, which rmust be present, contains a textua

description of the organization under whose auspices this information
nodul e was devel oped.
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5.3. Mapping of the CONTACT-1NFO cl ause

The CONTACT- 1 NFO cl ause, which nust be present, contains the naneg,
postal address, tel ephone nunber, and electronic nail address of the
person to whom technical queries concerning this information nodul e
shoul d be sent.

5.4. Mapping of the DESCRI PTI ON cl ause

The DESCRI PTI ON cl ause, which nust be present, contains a high-Ileve
textual description of the contents of this information nodule.

5.5. Mapping of the REVISION cl ause

The REVI SION cl ause, which need not be present, is repeatedly used to
describe the revisions (including the initial version) nmade to this

i nformati on nmodul e, in reverse chronol ogi cal order (i.e., npbst recent
first). Each instance of this clause contains the date and tinme of
the revision.

5.5.1. Mapping of the DESCRI PTI ON sub-cl ause

The DESCRI PTI ON sub-cl ause, which rmust be present for each REVI SI ON
cl ause, contains a high-level textual description of the revision
identified in that REVI SION cl ause.

5.6. Mapping of the MODULE-IDENTITY val ue

The val ue of an invocation of the MODULE-IDENTITY macro is an OBJECT
| DENTI FI ER.  As such, this value may be authoritatively used when
speci fying an OBJECT | DENTI FIER value to refer to the information
nodul e contai ning the invocation.

Note that it is a comon practice to use the value of the MODULE-

| DENTI TY nacro as a subtree under which other OBJECT | DENTI FlI ER

val ues assigned within the nmodul e are defined. However, it is lega
(and occasionally necessary) for the other OBJECT | DENTI FI ER val ues
assigned within the nodule to be unrelated to the OBJECT | DENTI FI ER
val ue of the MODULE-IDENTITY macro.

5.7. Usage Exanple

Consi der how a skeletal M B nodule m ght be constructed: e.g.
FIZBIN-M B DEFINITIONS ::= BEG N
| MPORTS

MODULE- | DENTI TY, OBJECT- TYPE, experinenta
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FROM SNWPv2- SM ;

fizbin MODULE-I| DENTI TY
LAST- UPDATED " 19950524181127"
ORGANI ZATI ON "I ETF SNMPv2 Wor ki ng Group”
CONTACT- | NFO
" Marshall T. Rose

Post al : Dover Beach Consulting, Inc.
420 Whi snan Court
Mountain View, CA 94043-2186
us

Tel: +1 415 968 1052
Fax: +1 415 968 2510

E-mai |l : nrose@lbc. ntvi ew. ca. us"
DESCRI PTI ON
"The M B nodule for entities inplenmenting the xxxx
protocol ."
REVI SI ON "95052418112"
DESCRI PTI ON
"The | atest version of this MB nodule."
REVI SI ON "9210070433z"
DESCRI PTI ON
"The initial version of this MB nodule, published in
RFC yyyy."

-- contact | ANA for actual nunber
c:= { experimental xx }

END
6. Mapping of the OBJECT-IDENTITY macro

The OBJECT-IDENTITY macro is used to define information about an
OBJECT | DENTI FI ER assignment. All administrative OBJECT | DENTI FI ER
assi gnments which define a type identification value (see

Aut ononobusType, a textual convention defined in [3]) should be
defined via the OBJECT-I1DENTITY macro. |t should be noted that the
expansi on of the OBJECT-1DENTITY nacro i s sonethi ng which
conceptual | y happens during inplenentati on and not during run-tine.

6.1. Mapping of the STATUS cl ause
The STATUS cl ause, which nust be present, indicates whether this

definition is current or historic.
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The value "current” means that the definition is current and valid.
The val ue "obsol ete" neans the definition is obsolete and should not
be i mpl enented and/or can be renoved if previously inplenented.
Wil e the val ue "deprecated" al so indicates an obsol ete definition
it permits new continued inplenmentation in order to foster
interoperability with ol der/existing inplenmentations.

6.2. Mapping of the DESCRI PTI ON cl ause

The DESCRI PTI ON cl ause, which nust be present, contains a textua
description of the object assignment.

6.3. Mapping of the REFERENCE cl ause

The REFERENCE cl ause, which need not be present, contains a textua
cross-reference to sone ot her docunent, either another information
nodul e whi ch defines a related assignment, or some ot her docunent

whi ch provides additional information relevant to this definition.

6.4. Mapping of the OBJECT-I1DENTITY val ue

The val ue of an invocation of the OBJECT-IDENTITY macro is an OBJECT
| DENTI FI ER

6.5. Usage Exanple
Consi der how an OBJECT | DENTI FI ER assi gnment mi ght be nade: e.g.,

fizbi n69 OBJECT- | DENTI TY
STATUS current
DESCRI PTI ON
"The authoritative identity of the Fizbin 69 chipset."
o= { fizbinChipSets 1}

7. Mapping of the OBJECT- TYPE macro

The OBJECT-TYPE macro is used to define a type of managed object. It
shoul d be noted that the expansion of the OBJECT-TYPE nmacro is
sonet hi ng whi ch conceptual |y happens during inplenmentation and not
during run-time.

For | eaf objects which are not col umar objects (i.e., not contained
within a conceptual table), instances of the object are identified by
appending a sub-identifier of zero to the name of that object.
Q herwi se, the I NDEX cl ause of the conceptual row object superior to
a columar object defines instance identification information
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7.1. Mapping of the SYNTAX cl ause

The SYNTAX cl ause, which nmust be present, defines the abstract data
structure corresponding to that object. The data structure nust be
one of the follow ng: a base type, the BITS construct, or a textua
convention. (SEQUENCE OF and SEQUENCE are al so possible for
conceptual tables, see section 7.1.12). The base types are those
defined in the OhjectSyntax CHO CE. A textual convention is a

new y-defined type defined as a sub-type of a base type [3].

An extended subset of the full capabilities of ASN. 1 (1988) sub-
typing is allowed, as appropriate to the underlying ASN.1 type. Any
such restriction on size, range or enunerations specified in this

cl ause represents the maxi mal | evel of support which nmakes "protoco
sense". Restrictions on sub-typing are specified in detail in
Section 9 and Appendix A of this neno.

The semantics of ObjectSyntax are now descri bed.
7.1.1. Integer32 and | NTEGER

The I nteger32 type represents integer-valued information between
-2731 and 2731-1 inclusive (-2147483648 to 2147483647 decinmal). This
type is indistinguishable fromthe I NTEGER type. Both the | NTEGER
and Integer32 types may be sub-typed to be nore constrained than the
I nt eger 32 type.

The | NTEGER type (but not the Integer32 type) may al so be used to
represent integer-valued information as named- nunber enumnerations.

In this case, only those naned-nunmbers so enunerated nay be present
as a value. Note that although it is recommended that enumerated

val ues start at 1 and be nunbered contiguously, any valid value for
Integer32 is allowed for an enunerated val ue and, further, enunerated
val ues needn’t be contiguously assigned.

Finally, a |abel for a named-nunber enuneration nmust consist of one
or nore letters or digits, up to a maxi mum of 64 characters, and the
initial character nust be a |ower-case letter. (However, |abels

| onger than 32 characters are not recommended.) Note that hyphens
are not allowed by this specification (except for use by infornmation
nodul es converted from SM vl which did allow hyphens).

7.1.2. COCTET STRI NG
The OCTET STRING type represents arbitrary binary or textual data.
Al though the SM-specified size limtation for this type is 65535

octets, MB designers should realize that there may be inplenmentation
and interoperability limtations for sizes in excess of 255 octets.
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7.1.3. OBJECT | DENTI FI ER

The OBJECT | DENTI FI ER type represents adm nistratively assigned
nanes. Any instance of this type nmay have at nobst 128 sub-
identifiers. Further, each sub-identifier rmust not exceed the val ue
2732-1 (4294967295 decimal).

7.1.4. The BITS construct

The BI TS construct represents an enuneration of named bits. This
collection is assigned non-negative, contiguous (but see bel ow)

val ues, starting at zero. Only those naned-bits so enunerated nay be
present in a value. (Thus, enunerations nust be assigned to
consecutive bits; however, see Section 9 for refinenents of an object
with this syntax.)

As part of updating an information nodule, for an object defined
using the BITS construct, new enunerations can be added or existing
enuner ati ons can have new | abel s assigned to them After an
enuneration is added, it m ght not be possible to distinguish between
an inplenentation of the updated object for which the new enuneration
is not asserted, and an inplenentati on of the object prior to the
addition. Depending on the circunstances, such an anbiguity could

ei ther be desirable or could be undesirable. The nmeans to avoid such
an anbiguity is dependent on the encoding of values on the wire;
however, one possibility is to define new enunerations starting at
the next multiple of eight bits. (O course, this can also result in
the enunerations no | onger being contiguous.)

Al though there is no SM-specified Iimtation on the nunber of
enunerations (and therefore on the length of a value), except as may
be i mposed by the limt on the length of an OCTET STRING MB

desi gners should realize that there may be inplenentation and
interoperability limtations for sizes in excess of 128 bits.

Finally, a |abel for a named-nunber enuneration nmust consist of one
or nore letters or digits, up to a maxi mum of 64 characters, and the
initial character nust be a |ower-case letter. (However, |abels

| onger than 32 characters are not recommended.) Note that hyphens
are not allowed by this specification

7.1.5. | pAddress

The | pAddress type represents a 32-bit internet address. It is
represented as an OCTET STRING of length 4, in network byte-order
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Note that the | pAddress type is a tagged type for historical reasons.
Net wor k addr esses shoul d be represented using an invocation of the
TEXTUAL- CONVENTI ON nmacro [ 3].

7.1.6. Counter32

The Counter32 type represents a non-negative integer which
nonotonically increases until it reaches a maxi nrum val ue of 2732-1
(4294967295 decinmal ), when it waps around and starts increasing
again from zero

Counters have no defined "initial" value, and thus, a single value of
a Counter has (in general) no information content. Discontinuities
in the nonotonically increasing value normally occur at re-
initialization of the managenent system and at other tines as
specified in the description of an object-type using this ASN. 1 type.
I f such other tines can occur, for exanple, the creation of an object
instance at times other than re-initialization, then a corresponding
obj ect should be defined, with an appropriate SYNTAX cl ause, to
indicate the last discontinuity. Exanples of appropriate SYNTAX
clause include: TinmeStanp (a textual convention defined in [3]),

Dat eAndTi me (anot her textual convention from[3]) or TimeTicks.

The val ue of the MAX- ACCESS cl ause for objects with a SYNTAX cl ause
val ue of Counter32 is either "read-only" or "accessible-for-notify".

A DEFVAL clause is not allowed for objects with a SYNTAX cl ause val ue
of Counter 32.

7.1.7. (Gauge32

The Gauge32 type represents a non-negative integer, which may

i ncrease or decrease, but shall never exceed a maxi num val ue, nor
fall below a m ni mumvalue. The maxi nrum val ue can not be greater
than 2732-1 (4294967295 decinal), and the m ni mum val ue can not be
smal l er than 0. The value of a Gauge32 has its naxi mum val ue
whenever the information being nodeled is greater than or equal to
its maxi mum value, and has its m ni num val ue whenever the infornmation
being nodeled is snaller than or equal to its mnimmvalue. |If the
i nformati on bei ng nbdel ed subsequently decreases bel ow (increases
above) the maxi mum (m ni mum) val ue, the Gauge32 al so decreases
(increases). (Note that despite of the use of the term"latched" in
the original definition of this type, it does not become "stuck" at
its maxi mum or m ni num val ue.)
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7.1.8. TinmeTicks

The Ti neTicks type represents a non-negative integer which represents
the time, modul o 27232 (4294967296 decimal), in hundredths of a second
bet ween two epochs. Wen objects are defined which use this ASN. 1
type, the description of the object identifies both of the reference
epochs.

For exanple, [3] defines the TineStanp textual convention which is
based on the TineTicks type. Wth a TineStanp, the first reference
epoch is defined as the time when sysUpTine [5] was zero, and the
second reference epoch is defined as the current value of sysUpTi nme.

The Ti neTicks type may not be sub-typed.
7.1.9. Opaque

The Opaque type is provided solely for backward-conpatibility, and
shal |l not be used for new y-defined object types.

The Opaque type supports the capability to pass arbitrary ASN 1
syntax. A value is encoded using the ASN. 1 Basi c Encodi ng Rul es [4]
into a string of octets. This, in turn, is encoded as an OCTET
STRING in effect "doubl e-wapping" the original ASN. 1 val ue.

Note that a conform ng inplenentation need only be able to accept and
recogni ze opaquel y-encoded data. It need not be able to unwap the
data and then interpret its contents.

A requirement on "standard®" M B nodules is that no object may have a
SYNTAX cl ause val ue of Opaque.

7.1.10. Counter64

The Counter64 type represents a non-negative integer which
nmonotoni cally increases until it reaches a maxi mum val ue of 2764-1
(18446744073709551615 decimal ), when it waps around and starts

i ncreasing again from zero.

Counters have no defined "initial" value, and thus, a single value of
a Counter has (in general) no information content. Discontinuities
in the nonotonically increasing value normally occur at re-
initialization of the managenent system and at other times as
specified in the description of an object-type using this ASN. 1 type.
If such other tines can occur, for exanple, the creation of an object
instance at tinmes other than re-initialization, then a corresponding
obj ect should be defined, with an appropriate SYNTAX cl ause, to
indicate the last discontinuity. Exanples of appropriate SYNTAX
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clause are: TinmeStanp (a textual convention defined in [3]),
Dat eAndTi e (anot her textual convention from[3]) or TineTicks.

The val ue of the MAX- ACCESS cl ause for objects with a SYNTAX cl ause
val ue of Counter64 is either "read-only" or "accessible-for-notify".

A requirement on "standard®" M B nodules is that the Counter64 type
may be used only if the information being nodeled would wap in |ess
than one hour if the Counter32 type was used instead.

A DEFVAL clause is not allowed for objects with a SYNTAX cl ause val ue
of Count er 64.

7.1.11. Unsigned32

The Unsi gned32 type represents integer-valued information between 0
and 2732-1 inclusive (0 to 4294967295 decinmal).

7.1.12. Conceptual Tables
Managenent operations apply exclusively to scal ar objects. However,
it is sonetines convenient for devel opers of management applications
to i mpose an imagi nary, tabular structure on an ordered coll ection of
objects within the MB. Each such conceptual table contains zero or
nore rows, and each row may contain one or nore scal ar objects,
terned col ummar objects. This conceptualization is formalized by
using the OBJECT-TYPE macro to define both an object which
corresponds to a table and an object which corresponds to a row in
that table. A conceptual table has SYNTAX of the form

SEQUENCE OF <EntryType>

where <EntryType> refers to the SEQUENCE type of its subordinate
conceptual row. A conceptual row has SYNTAX of the form

<EntryType>
where <EntryType> is a SEQUENCE type defined as foll ows:
<EntryType> ::= SEQUENCE { <typel> ... , <typeN> }

where there is one <type> for each subordi nate object, and each
<type> is of the form

<descri ptor> <synt ax>
where <descriptor> is the descriptor nam ng a subordinate object, and

<syntax> has the val ue of that subordi nate object’s SYNTAX cl ause,
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except that both sub-typing information and the nanmed val ues for
enunerated integers or the naned bits for the BITS construct, are
omtted from <syntax>

Further, a <type> is always present for every subordinate object.
(The ASN. 1 DEFAULT and OPTI ONAL cl auses are disallowed in the
SEQUENCE definition.) The MAX- ACCESS cl ause for conceptual tables
and rows is "not-accessible".

7.1.12.1. Creation and Del etion of Conceptual Rows

For new y-defined conceptual rows which allow the creation of new
obj ect instances and/or the deletion of existing object instances,
there should be one colummar object with a SYNTAX cl ause val ue of
RowSt atus (a textual convention defined in [3]) and a MAX- ACCESS
cl ause val ue of read-create. By convention, this is terned the
status columm for the conceptual row

7.2. Mapping of the UNITS cl ause

This UNITS cl ause, which need not be present, contains a textua
definition of the units associated with that object.

7.3. Mapping of the MAX- ACCESS cl ause

The MAX- ACCESS cl ause, which nmust be present, defines whether it
nmakes "protocol sense" to read, wite and/or create an instance of
the object, or toinclude its value in a notification. This is the
maxi mal | evel of access for the object. (This maximal |evel of
access is independent of any admi nistrative authorization policy.)

The value "read-wite" indicates that read and wite access make
"protocol sense", but create does not. The value "read-create"

i ndicates that read, wite and create access nmake "protocol sense"
The val ue "not-accessible" indicates an auxiliary object (see Section
7.7). The value "accessible-for-notify" indicates an object which is
accessible only via a notification (e.g., snnpTrapO D [5]).

These val ues are ordered, fromleast to greatest: "not-accessible",
"accessible-for-notify", "read-only", "read-wite", "read-create".

I f any colummar object in a conceptual row has "read-create" as its
maxi mal | evel of access, then no other columar object of the sane
conceptual row nay have a maxi mal access of "read-wite". (Note that
"read-create" is a superset of "read-wite".)
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7.4. Mapping of the STATUS cl ause

The STATUS cl ause, which nust be present, indicates whether this
definition is current or historic.

The val ue "current" neans that the definition is current and valid.
The val ue "obsol ete” nmeans the definition is obsolete and shoul d not
be i nmpl emented and/or can be renoved if previously inplenented.
Wil e the val ue "deprecated" al so indicates an obsol ete definition
it permits new continued inplenmentation in order to foster
interoperability with ol der/existing inplenentations.

7.5. Mapping of the DESCRI PTION cl ause

The DESCRI PTI ON cl ause, which nust be present, contains a textua
definition of that object which provides all semantic definitions
necessary for inplenentation, and shoul d enbody any information which
woul d ot herwi se be conmuni cated in any ASN.1 conmentary annotations
associ ated with the object.

7.6. Mapping of the REFERENCE cl ause

The REFERENCE cl ause, which need not be present, contains a textua
cross-reference to sonme other docunent, either another informtion
nodul e whi ch defines a related assignment, or sonme ot her docunent
whi ch provides additional information relevant to this definition

7.7. WMapping of the | NDEX cl ause

The | NDEX cl ause, which nust be present if that object corresponds to
a conceptual row (unless an AUGVENTS cl ause is present instead), and

must be absent otherw se, defines instance identification infornmation
for the columar objects subordinate to that object.

The instance identification information in an | NDEX cl ause mnust
speci fy object(s) such that value(s) of those object(s) wll

unanbi guousl y di stinguish a conceptual row. The objects can be

col umar objects fromthe sane and/ or anot her conceptual table, but
nust not be scal ar objects. Miltiple occurrences of the same object
in a single INDEX clause is strongly di scouraged.

The syntax of the objects in the INDEX cl ause indicate howto form
the instance-identifier:

(1) integer-valued (i.e., having INTEGER as its underlying primtive

type): a single sub-identifier taking the integer value (this
wor ks only for non-negative integers);
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(2)

(3)

(4)

(5)

(6)

string-valued, fixed-length strings (or variable-length preceded by
the I MPLI ED keyword): ‘n’ sub-identifiers, where ‘n’ is the length
of the string (each octet of the string is encoded in a separate
sub-identifier);

string-val ued, variable-length strings (not preceded by the | MPLIED
keyword): ‘n+1’ sub-identifiers, where ‘n’ is the length of the
string (the first sub-identifier is ‘n" itself, followi ng this,

each octet of the string is encoded in a separate sub-identifier);

obj ect identifier-valued (when preceded by the | MPLI ED keyword):
‘n’ sub-identifiers, where ‘n’ is the nunber of sub-identifiers in
the val ue (each sub-identifier of the value is copied into a
separate sub-identifier);

obj ect identifier-valued (when not preceded by the | MPLI ED
keyword): ‘n+1’" sub-identifiers, where ‘n’ is the nunber of sub-
identifiers in the value (the first sub-identifier is ‘n" itself,
following this, each sub-identifier in the value is copied);

| pAddr ess-val ued: 4 sub-identifiers, in the famliar a.b.c.d
not ati on.

Note that the | MPLI ED keyword can only be present for an object
havi ng a variable-length syntax (e.g., variable-length strings or
object identifier-valued objects), Further, the | MPLIED keyword can
only be associated with the I ast object in the | NDEX cl ause.
Finally, the | MPLIED keyword may not be used on a variable-length
string object if that string m ght have a value of zero-Iength.

Since a single value of a Counter has (in general) no information
content (see section 7.1.6 and 7.1.10), objects defined using the
syntax, Counter32 or Counter64, nust not be specified in an | NDEX

clause. If an object defined using the BITS construct is used in an
| NDEX cl ause, it is considered a variable-length string.

I nstances identified by use of integer-valued objects should be
nunbered starting fromone (i.e., not fromzero). The use of zero as
a value for an integer-valued i ndex object should be avoi ded, except
in special cases.

hj ects which are both specified in the I NDEX cl ause of a conceptua
row and al so col umar objects of the sane conceptual row are terned
auxiliary objects. The MAX-ACCESS clause for auxiliary objects is
"not - accessi bl e", except in the follow ng circunstances:
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(1) wthin a MB nmodule originally witten to conformto SMv1l, and
| ater converted to conformto SMv2; or

(2) a conceptual row nust contain at |east one columar object which is
not an auxiliary object. |In the event that all of a conceptua
row s colummar objects are also specified in its INDEX clause, then
one of them nust be accessible, i.e., have a MAX- ACCESS cl ause of
"read-only". (Note that this situation does not arise for a
conceptual row allow ng create access, since such a roww ll have a
status colum which will not be an auxiliary object.)

Note that objects specified in a conceptual row s | NDEX cl ause need
not be col umar objects of that conceptual row. In this situation
the DESCRI PTI ON cl ause of the conceptual row nust include a textua
expl anati on of how the objects which are included in the I NDEX cl ause
but not columar objects of that conceptual row, are used in uniquely
i dentifying instances of the conceptual row s col umar objects.

7.8. Mapping of the AUGMVENTS cl ause

The AUGMVENTS cl ause, which nust not be present unl ess the object
corresponds to a conceptual row, is an alternative to the | NDEX

cl ause. Every object corresponding to a conceptual row has either an
| NDEX cl ause or an AUGMVENTS cl ause.

If an object corresponding to a conceptual row has an | NDEX cl ause,
that rowis termed a base conceptual row, alternatively, if the

obj ect has an AUGMENTS cl ause, the rowis said to be a conceptual row
augnent ati on, where the AUGMVENTS cl ause nanes the object
correspondi ng to the base conceptual row which is augmented by this
conceptual row augmentation. (Thus, a conceptual row augmentation
cannot itself be augnented.) |Instances of subordinate col umar

obj ects of a conceptual row augnmentation are identified according to
the I NDEX cl ause of the base conceptual row corresponding to the

obj ect nanmed in the AUGVENTS cl ause. Further, instances of

subordi nate col umar objects of a conceptual row augmentation exi st
according to the same semantics as instances of subordinate col umar
obj ects of the base conceptual row being augnented. As such, note
that creation of a base conceptual row inplies the correspondent
creation of any conceptual row augnentations.

For exanple, a MB designer mght wish to define additional colums
in an "enterprise-specific® MB which logically extend a conceptua
rowin a "standard* MB. The "standard®" MB definition of the
conceptual row would include the | NDEX cl ause and the "enterprise-
specific" MB would contain the definition of a conceptual row using
the AUGMENTS cl ause. On the other hand, it would be incorrect to use
the AUGMENTS cl ause for the relationship between RFC 2233’ s ifTable
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and the many medi a-specific MBs which extend it for specific nedia
(e.g., the dot3Table in RFC 2358), since not all interfaces are of
t he same nedi a.

Note that a base conceptual row may be augmented by nultiple
conceptual row augmentations.

7.8.1. Relation between | NDEX and AUGVENTS cl auses

When defining instance identification information for a conceptua
tabl e:

(1) If there is a one-to-one correspondence between the conceptual rows
of this table and an existing table, then the AUGVENTS cl ause
shoul d be used.

(2) Oherwise, if there is a sparse relationship between the conceptua
rows of this table and an existing table, then an I NDEX cl ause
shoul d be used which is identical to that in the existing table.
For exanple, the relationship between RFC 2233's ifTable and a
nedi a-specific MB which extends the ifTable for a specific nedia
(e.g., the dot3Table in RFC 2358), is a sparse relationship

(3) Oherwise, if no existing objects have the required syntax and
semantics, then auxiliary objects should be defined within the
conceptual row for the new table, and those objects should be used
within the | NDEX cl ause for the conceptual row.

7.9. Mapping of the DEFVAL cl ause

The DEFVAL cl ause, which need not be present, defines an acceptable
default val ue which nay be used at the discretion of an agent when an
object instance is created. That is, the value is a "hint" to

i mpl ement ors.

During conceptual row creation, if an instance of a col umar object
is not present as one of the operands in the correspondent managenent
protocol set operation, then the value of the DEFVAL cl ause, if
present, indicates an acceptable default value that an agent nmight
use (especially for a read-only object).

Note that with this definition of the DEFVAL clause, it is
appropriate to use it for any columar object of a read-create table.
It is also permtted to use it for scalar objects dynamcally created
by an agent, or for columar objects of a read-wite table

dynam cally created by an agent.

Mcd oghrie, et al. St andards Track [ Page 30]



RFC 2578 SM v2 April 1999

The val ue of the DEFVAL cl ause nust, of course, correspond to the
SYNTAX cl ause for the object. |If the value is an OBJECT | DENTI FI ER
then it nust be expressed as a single ASN. 1 identifier, and not as a
col l ection of sub-identifiers.

Note that if an operand to the nanagenent protocol set operation is
an instance of a read-only object, then the error ‘notWitable [6]
will be returned. As such, the DEFVAL cl ause can be used to provide
an acceptable default value that an agent m ght use.

By way of example, consider the follow ng possible DEFVAL cl auses:

hj ect Synt ax DEFVAL cl ause
I nt eger 32 DEFVAL { 1}

-- same for Gauge32, Ti neTicks, Unsigned32
| NTEGER DEFVAL { valid } -- enunerated val ue
OCTET STRI NG DEFVAL { "ffffffffffff H}

Di spl ayString DEFVAL { "SNWP agent” }

| pAddr ess DEFVAL { '¢c0210415°H } -- 192.33.4.21
OBJECT | DENTI FI ER DEFVAL { sysDescr }

BI TS DEFVAL { { primary, secondary } }

-- enunerated val ues that are set
BI TS DEFVAL { { } }

-- no enunerated val ues are set

A binary string used in a DEFVAL clause for an OCTET STRI NG nust be
either an integral nultiple of eight or zero bits in |ength;
simlarly, a hexadecinmal string nust be an even nunber of hexadeci ma
digits. The value of a character string used in a DEFVAL cl ause nust
not contain tab characters or line term nator characters.

oj ect types with SYNTAX of Counter32 and Counter64 nmay not have
DEFVAL cl auses, since they do not have defined initial values.
However, it is recommended that they be initialized to zero.

7.10. Mapping of the OBJECT-TYPE val ue

(1)

The val ue of an invocation of the OBJECT-TYPE nmacro is the nanme of
the object, which is an OBJECT | DENTIFIER, an adnministratively
assi gned nare.

VWhen an OBJECT | DENTIFIER is assigned to an object:

If the object corresponds to a conceptual table, then only a single
assignment, that for a conceptual row, is present inmrediately
beneat h that object. The adm nistratively assigned name for the
conceptual row object is derived by appending a sub-identifier of
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"1" to the administratively assigned name for the conceptual table.

(2) If the object corresponds to a conceptual row, then at |east one
assi gnment, one for each colum in the conceptual row, is present
beneat h that object. The adm nistratively assigned nane for each
colum is derived by appendi ng a uni que, positive sub-identifier to
the admi nistratively assigned nane for the conceptual row

(3) Oherwise, no other OBJECT | DENTI FI ERs which are subordinate to the
obj ect nay be assigned.

Note that the final sub-identifier of any adm nistratively assigned
nane for an object shall be positive. A zero-valued final sub-
identifier is reserved for future use.

7.11. Usage Exanple
Consi der how one m ght define a conceptual table and its
subordinates. (This exanple uses the RowStatus textual convention
defined in [3].)

eval Sl ot OBJECT- TYPE

SYNTAX I nteger32 (0..2147483647)
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The i ndex nunber of the first unassigned entry in the
evaluation table, or the value of zero indicating that
all entries are assigned.

A managenent station should create new entries in the
eval uation table using this algorithm first, issue a
nmanagenent protocol retrieval operation to determine the
val ue of eval Slot; and, second, issue a nmanagenent
protocol set operation to create an instance of the

eval St at us object setting its value to createAndGo(4) or
createAndWait (5). If this latter operation succeeds,
then the managenent station may continue nodi fying the

i nstances corresponding to the newy created conceptua
row, without fear of collision with other managenent

stations.”
:={ eval 1}
eval Tabl e OBJECT- TYPE
SYNTAX SEQUENCE OF Eval Entry
MAX- ACCESS not-accessi bl e
STATUS current
DESCRI PTI ON

Mcd oghrie, et al. St andards Track [ Page 32]



RFC 2578

SM v2 1999

April

"The (conceptual) evaluation table.”

o= { eval 2}

eval Entry OBJECT- TYPE
SYNTAX
MAX- ACCESS
STATUS
DESCRI PTI ON

"An entry (conceptua
{ eval I ndex }

| NDEX
::={ evalTable 1}

Eval Entry :: =
SEQUENCE {
eval | ndex
eval String
eval Val ue
eval St at us

Eval Entry
not - accessi bl e
current

in the eval uation table.

r ow)

I nt eger 32,
Di spl ayStri ng,
I nt eger 32,
RowsSt at us

Mcd oghri e,

}

eval | ndex OBJECT- TYPE

SYNTAX I nteger32 (1..2147483647)

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The auxiliary variable used for
the columar objects in the evaluation table."

::={ evalEntry 1}

eval String OBJECT- TYPE
SYNTAX Di spl ayString
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The string to evaluate."
::={ evalEntry 2 }

eval Val ue OBJECT- TYPE
SYNTAX I nt eger 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The val ue when eval String was | ast eval uated, or
no such value is available."
DEFVAL { 0}
::={ evalEntry 3}

eval St at us OBJECT- TYPE

et al. St andards Track
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SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The status colum used for creating, nodifying, and
del eting instances of the columar objects in the
eval uation table.”
DEFVAL { active }
.= { evalEntry 4 }

8. Mappi ng of the NOTIFI CATI ON- TYPE macro

The NOTI FI CATI ON- TYPE nmacro is used to define the information
contained within an unsolicited transm ssion of nmanagenent
information (i.e., within either a SNMPv2-Trap- PDU or | nfornmRequest -
PDU). It should be noted that the expansion of the NOTIFI CATI ON- TYPE
macro i s somet hing which conceptual |y happens during inplenmentation
and not during run-time.

8.1. Mapping of the OBIJECTS cl ause

The OBJECTS cl ause, which need not be present, defines an ordered
sequence of M B object types. One and only one object instance for
each occurrence of each object type nust be present, and in the
specified order, in every instance of the notification. |If the sane
obj ect type occurs multiple tines in a notification’ s ordered
sequence, then an object instance is present for each of them An
obj ect type specified in this clause nmust not have an MAX- ACCESS

cl ause of "not-accessible". The notification s DESCRI PTI ON cl ause
nmust specify the information/ meani ng conveyed by each occurrence of
each object type in the sequence. The DESCRI PTI ON cl ause nmust al so
speci fy which object instance is present for each object type in the
notification.

Note that an agent is allowed, at its own discretion, to append as
many additional objects as it considers useful to the end of the
notification (i.e., after the objects defined by the OBJECTS cl ause).

8.2. Mapping of the STATUS cl ause

The STATUS cl ause, which nust be present, indicates whether this
definition is current or historic.

The value "current" nmeans that the definition is current and valid.
The val ue "obsol ete" neans the definition is obsol ete and shoul d not
be i npl enented and/ or can be renoved if previously inplenented.
Wil e the val ue "deprecated" also indicates an obsol ete definition
it permits new continued inplenmentation in order to foster
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interoperability with ol der/existing inplementations.
8.3. Mapping of the DESCRI PTI ON cl ause

The DESCRI PTI ON cl ause, which nust be present, contains a textua
definition of the notification which provides all semantic
definitions necessary for inplenmentation, and should enbody any

i nformati on whi ch woul d ot herwi se be conmunicated in any ASN. 1
conmentary annotati ons associated with the notification. In
particul ar, the DESCRI PTI ON cl ause shoul d docurment whi ch instances of
the objects nmentioned in the OBJECTS cl ause shoul d be contai ned
within notifications of this type.

8.4. Mapping of the REFERENCE cl ause
The REFERENCE cl ause, which need not be present, contains a textua
cross-reference to sonme other document, either another information
nmodul e whi ch defines a related assignment, or some ot her docunent
whi ch provides additional information relevant to this definition
8.5. Mapping of the NOTIFI CATI ON- TYPE val ue

The val ue of an invocation of the NOTIFI CATI ONTYPE macro is the nane
of the notification, which is an OBJECT | DENTI FI ER, an

adm ni stratively assigned nane. 1In order to achieve conpatibility
with SNWPv1l traps, both when converting SMvl information nodul es
to/fromthis SM, and in the procedures enpl oyed by multi-Ilingual

systens and proxy forwardi ng applications, the next to |ast sub-
identifier in the nane of any new y-defined notification nust have
the val ue zero.

Sections 4.2.6 and 4.2.7 of [6] describe how the NOTI FI CATI ON- TYPE
nmacro i s used to generate a SNWPv2- Trap- PDU or | nf or nRequest - PDU
respectively.

8.6. Usage Exanple

Consi der how a configuration change notification m ght be described:

entityM BTraps OBJECT | DENTI FI ER ::
entityM BTrapPrefix OBJECT | DENTI FIER : :

={ entityMB 2}
={ entityMBTraps 0 }
ent Conf i gChange NOTI FI CATI ON- TYPE
STATUS current
DESCRI PTI ON
"An ent ConfigChange trap is sent when the val ue of
ent Last ChangeTi ne changes. It can be utilized by an NM5 to
trigger |ogical/physical entity table maintenance polls.
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An agent nust not generate nore than one ent Confi gChange
"trap-event’ in a five second period, where a 'trap-event’
is the transmission of a single trap PDUto a list of
trap destinations. |f additional configuration changes
occur within the five second "throttling’ period, then
these trap-events shoul d be suppressed by the agent. An
NVMS shoul d periodically check the val ue of
ent Last ChangeTi ne to detect any m ssed ent Confi gChange
trap-events, e.g. due to throttling or transm ssion | oss.
c:={ entityMBTrapPrefix 1}

According to this invocation, the notification authoritatively
identified as

{ entityMBTrapPrefix 1}

is used to report a particular type of configuration change.

9. Refined Syntax
Sone macros have clauses which allows syntax to be refined,
specifically: the SYNTAX cl ause of the OBJECT- TYPE nmacro, and the
SYNTAX/ VRl TE- SYNTAX cl auses of the MODULE- COVPLI ANCE and AGENT-
CAPABI LI TIES macros [2]. However, not all refinements of syntax are
appropriate. In particular, the object’s primtive or application
type nust not be changed.
Further, the followi ng restrictions apply:

Restrictions to Refinenment of

obj ect syntax range enuner ati on si ze
| NTEGER (1) (2) -
I nt eger 32 (1) - -
Unsi gned32 (1) - -
OCTET STRI NG - - (3)
OBJECT | DENTI FI ER - - -
BI TS - (2) -
| pAddr ess - - -
Count er 32 - - -
Count er 64 - - -
Gauge32 (1) - -
Ti meTi cks - - -
wher e:
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(1)

(2)

(3)

10.

the range of permtted values may be refined by raising the | ower-
bounds, by reducing the upper-bounds, and/or by reducing the
al ternative val ue/range choi ces;

the enuneration of naned-val ues may be refined by renoving one or
nore nanmed-val ues (note that for BITS, a refinenent nmay cause the
enunerations to no | onger be contiguous); or

the size in octets of the value nay be refined by raising the
| ower - bounds, by reducing the upper-bounds, and/or by reducing the
alternative size choices.

No ot her types of refinements can be specified in the SYNTAX cl ause.
However, the DESCRI PTION clause is available to specify additiona
restrictions which can not be expressed in the SYNTAX cl ause.
Further details on (and exanpl es of) sub-typing are provided in
Appendi x A.

Ext endi ng an I nformation Mdul e

As experience is gained with an infornmation nodule, it nmay be
desirable to revise that information nodule. However, changes are
not allowed if they have any potential to cause interoperability
probl ems "over the wire" between an inplenentation using an origina
specification and an inplenmentati on using an updated
specification(s).

For any change, the invocation of the MODULE-|1DENTITY nacro nust be
updated to include information about the revision: specifically,
updating the LAST- UPDATED cl ause, adding a pair of REVISION and
DESCRI PTI ON cl auses (see section 5.5), and maki ng any necessary
changes to existing clauses, including the ORGANI ZATI ON and CONTACT-
I NFO cl auses.

Note that any definition contained in an information nmodule is

avail able to be | MPORT-ed by any other information nodule, and is
referenced in an | MPORTS cl ause via the nodul e nane. Thus, a nodul e
nane should not be changed. Specifically, the nbdule nane (e.g.
"FIZBIN-MB" in the exanple of Section 5.7) should not be changed
when revising an informati on nodul e (except to correct typographica
errors), and definitions should not be noved from one information
nodul e to anot her

Al so note that obsolete definitions nmust not be renoved fromMB
nodul es since their descriptors may still be referenced by other

i nformati on nodul es, and the OBJECT | DENTI FI ERs used to nanme them
must never be re-assigned.

Mcd oghrie, et al. St andards Track [ Page 37]



RFC 2578 SM v2 April 1999

10.1. (Object Assignnents

If any non-editorial change is made to any cl ause of a object

assi gnment, then the OBJECT | DENTI FI ER val ue associated with that
obj ect assignment mnust al so be changed, along with its associ ated
descri ptor.

10.2. (Object Definitions
An object definition nmay be revised in any of the follow ng ways:

(1) A SYNTAX cl ause contai ning an enunerated | NTEGER nay have new
enuner ati ons added or existing | abels changed. Simlarly, nanmed
bits nay be added or existing |abels changed for the BITS
construct.

(2) The value of a SYNTAX clause may be replaced by a textua
convention, providing the textual convention is defined to use the
same primtive ASN. 1 type, has the sane set of values, and has
i dentical semantics.

(3) A STATUS cl ause value of "current" may be revised as "deprecated"
or "obsolete". Simlarly, a STATUS cl ause val ue of "deprecated"
may be revised as "obsolete". Wen naking such a change, the
DESCRI PTI ON cl ause shoul d be updated to explain the rationale.

(4) A DEFVAL clause may be added or updat ed.

(5) A REFERENCE cl ause may be added or updat ed.

(6) A UNITS clause may be added.

(7) A conceptual row may be augrmented by addi ng new col umar objects at
the end of the row, and naking the correspondi ng update to the

SEQUENCE defi nition.

(8) darifications and additional information may be included in the
DESCRI PTI ON cl ause.

(9) Entirely new objects may be defined, nanmed with previously
unassi gned OBJECT | DENTI FI ER val ues.

O herwise, if the semantics of any previously defined object are
changed (i.e., if a non-editorial change is nmade to any cl ause ot her
than those specifically allowed above), then the OBIJECT | DENTI FI ER
val ue associated with that object nust also be changed.
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Not e that changing the descriptor associated with an existing object
is considered a senmantic change, as these strings may be used in an
| MPORTS st at enent .

10.3. Notification Definitions

A notification definition my be revised in any of the follow ng
ways:

(1) A REFERENCE cl ause may be added or updat ed.

(2) A STATUS cl ause value of "current" may be revised as "deprecated"
or "obsolete". Simlarly, a STATUS cl ause val ue of "deprecated"
may be revised as "obsolete". Wen naking such a change, the
DESCRI PTI ON cl ause shoul d be updated to explain the rationale.

(3) A DESCRIPTION clause may be clarified.

O herwise, if the semantics of any previously defined notification
are changed (i.e., if a non-editorial change is made to any cl ause
ot her those specifically allowed above), then the OBIJECT | DENTI FI ER
val ue associated with that notification nust al so be changed.

Not e that changing the descriptor associated with an existing

notification is considered a semantic change, as these strings may be
used in an | MPORTS st at enent.
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11. Appendi x A Detail ed Sub-typing Rul es

11.1. Syntax Rules

The syntax rules for sub-typing are given below. Note that while
this syntax is based on ASN. 1, it includes sone extensions beyond
what is allowed in ASN. 1, and a nunber of ASN. 1 constructs are not
al l owed by this syntax.

<i nt eger SubType>
D= <enpty>
| n ( n <r ange> [ n | n <r ange>] . II) n

<octet StringSubType>

11 = <enpty>
| n ( n n SI ZEII n ( n <r ange> [ n | n <r ange>] . Il) n Il) n
<range>
;1= <val ue>
| <value> ".." <val ue>
<val ue>
co="-" <nunber>
| <number >
| <hexString>
| <binString>
wher e:
<enpty> is the enpty string
<number > i S a non-negative integer

<hexString> is a hexadecimal string (e.g., 'OFOF H)
<binString> is a binary string (e.g, '1010' B)

<range> is further restricted as foll ows:

- any <value> used in a SIZE cl ause nust be non-negative.

- when a pair of values is specified, the first value
nust be | ess than the second val ue.

- when nultiple ranges are specified, the ranges may
not overlap but may touch. For exanple, (1..4 | 4..9)
isinvalid, and (1..4 | 5..9) is valid.

- the ranges must be a subset of the maxi numrange of the
base type.
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11. 2. Exanples

Sone exanpl es of |egal sub-typing:
I nt eger 32 (-20..100)
I nteger32 (0..100

I nt eger 32 (300..500
Integer32 (0| 2| 4] 6
OCTET STRI NG (SI ZE(O..100))
OCTET STRI NG (Sl ZE(0. . 100
OCTET STRING (SIZE(O | 2 |
SYNTAX  Tinmelnterva
SYNTAX

4
(0..100)
Di splayString (SIZE(O..32))

April 1999

300. . 500)
0..100)
8

10)

300. . 500))

6| 8] 10))

(Note the | ast two exanples above are not valid in a TEXTUAL

CONVENTI ON, see [3].)

Sone exanples of illegal sub-typing:
I nt eger 32 (150..100) --
Integer32 (0..100 | 50..500) --
Integer32 (0| 2] 0) --
Integer32 (MN..-1 | 1..MAX) --
I nteger32 (Sl ZE (0..34)) --
OCTET STRING (0..100) --
OCTET STRING (SI ZE(-10..100)) --

12. Security Considerations

first greater than second
ranges overl ap
val ue duplicated

M N and MAX not all owed
must not use S| ZE

must use SIZE

negative Sl ZE

Thi s docunent defines a | anguage with which to wite and read

descriptions of managenent
security inmpact on the Internet.
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McCl oghrie, et al
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15. Full Copyright Statenent
Copyright (C The Internet Society (1999). Al Rights Reserved.

Thi s docunent and translations of it may be copied and furnished to
ot hers, and derivative works that conment on or otherw se explain it
or assist in its inmplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
document itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
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1. Introduction

Managenent information is viewed as a collection of nanaged objects,
residing in a virtual information store, terned the Managenent
Informati on Base (MB). Collections of related objects are defined
in MB nodul es. These nodules are witten using an adapted subset of
OSl’s Abstract Syntax Notation One, ASN.1 (1988) [1], terned the
Structure of Managenent Information (SM) [2].

When designing a MB nodule, it is often useful to define new types
simlar to those defined in the SM. |In conparison to a type defined
in the SM, each of these new types has a different nane, a simlar
syntax, but a nore precise semantics. These newWy defined types are
terned textual conventions, and are used for the conveni ence of

humans reading the MB nodule. It is the purpose of this docunent to
define the initial set of textual conventions available to all MB
nodul es.

nj ects defined using a textual convention are always encoded by
means of the rules that define their primtive type. However,
textual conventions often have special semantics associated with
them As such, an ASN. 1 nacro, TEXTUAL- CONVENTION, is used to
conci sely convey the syntax and semantics of a textual convention

1.1. A Note on Term nol ogy

For the purpose of exposition, the original Structure of Managenent
Information, as described in RFCs 1155 (STD 16), 1212 (STD 16), and
RFC 1215, is termed the SM version 1 (SMv1l). The current version
of the Structure of Managenment Information is terned SM version 2
(SMv2).

2. Definitions

SNWVPv2-TC DEFINITIONS ::= BEG N
| MPORTS
Ti meTi cks FROM SNWPv2- SM ;

-- definition of textual conventions

TEXTUAL- CONVENTI ON MACRO : : =
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BEGQ N
TYPE NOTATION :: =
Di spl ayPart
"STATUS" St atus
"DESCRI PTI ON' Text
Ref er Par t
" SYNTAX" Synt ax

VALUE NOTATION :: =

val ue( VALUE Synt ax) -- adapted ASN. 1
Di spl ayPart ::=
" DI SPLAY- HI NT" Text
| enpty
St at us =
"“current"
| "deprecated"
| "obsol ete"
ReferPart ::=
"REFERENCE" Text
| enpty
-- a character string as defined in [2]
Text ::= value(lA5String)
Syntax ::= -- Must be one of the follow ng:

-- a base type (or its refinement), or
-- a BITS pseudo-type

type
| "BITS" "{" NanmedBits "}"
NamedBits ::= NanedBit
| NanedBits "," NanmedBit
NanedBit ::= identifier "(" nunber ")" -- nunber is nonnegative
END
Di splayString ::= TEXTUAL- CONVENTI ON
DI SPLAY- HI NT "255a"
STATUS current
DESCRI PTI ON

"Represents textual information taken fromthe NVT ASCI
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character set, as defined in pages 4, 10-11 of RFC 854.
To summari ze RFC 854, the NVT ASCI| repertoire specifies:

- the use of character codes 0-127 (decimal)

the graphics characters (32-126) are interpreted as
US ASCI |

- NUL, LF, CR BEL, BS, HT, VT and FF have the specia
nmeani ngs specified in RFC 854

- the other 25 codes have no standard interpretation
- the sequence 'CR LF neans new i ne
- the sequence 'CR NUL' means carriage-return

- an 'LF not preceded by a 'CR neans noving to the
sane colum on the next |ine.

- the sequence 'CR x' for any x other than LF or NUL is
illegal. (Note that this also neans that a string may
end with either "CR LF or "CR NUL', but not with CR)

Any obj ect defined using this syntax nay not exceed 255
characters in length."

SYNTAX OCTET STRING (S| ZE (0. . 255))
PhysAddress ::= TEXTUAL- CONVENTI ON

DI SPLAY- HI NT "1x:"

STATUS current

DESCRI PTI ON

"Represents nedia- or physical-level addresses."

SYNTAX OCTET STRI NG
MacAddr ess ::= TEXTUAL- CONVENTI ON

Dl SPLAY- HI NT "1x:"

STATUS current

DESCRI PTI ON

"Represents an 802 MAC address represented in the

‘canoni cal’ order defined by |IEEE 802.1a, i.e., as if it

were transmitted |l east significant bit first, even though

802.5 (in contrast to other 802.x protocols) requires MAC

addresses to be transmitted nost significant bit first."
SYNTAX OCTET STRING (SI ZE (6))
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Trut hVal ue :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"Represents a bool ean val ue. "
SYNTAX | NTEGER { true(1), false(2) }
Test Andl ncr :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"Represents integer-valued information used for atonic
operations. Wen the managenent protocol is used to specify
that an object instance having this syntax is to be
nodi fi ed, the new val ue supplied via the nanagenent protoco
nust precisely match the value presently held by the
instance. |If not, the nanagenent protocol set operation
fails with an error of ‘inconsistentValue’. Oherwi se, if
the current value is the nmaxi num value of 2731-1 (2147483647
decimal ), then the value held by the instance is wapped to
zero; otherw se, the value held by the instance is
i ncrenented by one. (Note that regardl ess of whether the
managenent protocol set operation succeeds, the variable-
bi nding in the request and response PDUs are identical.)
The val ue of the ACCESS cl ause for objects having this
syntax is either ‘read-wite’ or ‘read-create’. Wen an
i nstance of a colummar object having this syntax is created,
any val ue may be supplied via the nmanagenent protocol
When the network managenent portion of the systemis re-
initialized, the value of every object instance having this
syntax must either be increnented fromits value prior to
the re-initialization, or (if the value prior to the re-
initialization is unknown) be set to a pseudo-randomy
generated val ue."
SYNTAX | NTEGER (0. .2147483647)
Aut ononmousType :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"Represents an independently extensible type identification
value. It may, for exanple, indicate a particular sub-tree
with further MB definitions, or define a particul ar type of
prot ocol or hardware."
SYNTAX OBJECT | DENTI FI ER
I nst ancePoi nter ::= TEXTUAL- CONVENTI ON
STATUS obsol et e
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DESCRI PTI ON
"A pointer to either a specific instance of a MB object or
a conceptual row of a MB table in the managed device. In
the latter case, by convention, it is the nanme of the
particul ar instance of the first accessible col umar object
in the conceptual row.

The two uses of this textual convention are replaced by
Vari abl ePoi nter and RowPoi nter, respectively."

SYNTAX OBJECT | DENTI FI ER
Vari abl ePoi nter ::= TEXTUAL- CONVENTI ON

STATUS current

DESCRI PTI ON

"A pointer to a specific object instance. For exanple,
sysContact.0 or iflnCctets. 3."

SYNTAX OBJECT | DENTI FI ER

RowPoi nt er ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"Represents a pointer to a conceptual row. The value is the
nane of the instance of the first accessible columar object
in the conceptual row.

For exanple, iflndex.3 would point to the 3rd rowin the
ifTable (note that if iflndex were not-accessible, then
i fDescr.3 would be used instead)."

SYNTAX OBJECT | DENTI FI ER

RowSt at us : : = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"The RowStatus textual convention is used to manage the
creation and del eti on of conceptual rows, and is used as the
val ue of the SYNTAX clause for the status columm of a
conceptual row (as described in Section 7.7.1 of [2].)
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The status column has six defined val ues:

- ‘active’, which indicates that the conceptual rowis
avai |l abl e for use by the nanaged devi ce;

- ‘notlnService’, which indicates that the conceptua
row exists in the agent, but is unavailable for use by
the managed devi ce (see NOTE bel ow); 'notlnService' has
no inmplication regarding the internal consistency of
the row, availability of resources, or consistency with
the current state of the managed device;

- ‘notReady’, which indicates that the conceptual row
exists in the agent, but is missing information
necessary in order to be available for use by the
managed device (i.e., one or nore required columms in
the conceptual row have not been instanciated);

- ‘createAndGo’, which is supplied by a managenent
station wishing to create a new i nstance of a
conceptual row and to have its status automatically set
to active, naking it available for use by the nmanaged
devi ce;

- ‘createAndWait’, which is supplied by a managenent
station wishing to create a new instance of a
conceptual row (but not make it avail able for use by
the managed device); and,

- ‘destroy’, which is supplied by a managenent station
wi shing to delete all of the instances associated with
an exi sting conceptual row.

Whereas five of the six values (all except ‘notReady’) nmay
be specified in a nanagenent protocol set operation, only
three values will be returned in response to a nanagenent
protocol retrieval operation: ‘notReady’ , ‘notlnService or
‘active’. That is, when queried, an existing conceptual row
has only three states: it is either available for use by
the managed device (the status columm has value ‘active’);
it is not available for use by the managed device, though
the agent has sufficient information to attenpt to make it
so (the status colum has value ‘notlnService’); or, it is
not avail able for use by the managed device, and an attenpt
to nake it so would fail because the agent has insufficient
i nformation (the state colum has val ue ‘ not Ready’).
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NOTE WELL

This textual convention may be used for a MB tabl e,

i rrespective of whether the values of that table’'s
conceptual rows are able to be nodified while it is
active, or whether its conceptual rows must be taken
out of service in order to be nodified. That is, it is
the responsibility of the DESCRI PTION cl ause of the
status colum to specify whether the status col unm nust
not be ‘active’ in order for the value of sone other
col um of the same conceptual rowto be nodified. |If
such a specification is made, affected colums may be
changed by an SNMP set PDU if the RowStatus woul d not
be equal to ‘active’ either imrediately before or after
processing the PDU. In other words, if the PDU al so
contai ned a varbind that woul d change t he RowSt at us

val ue, the colum in question may be changed if the
RowSt at us was not equal to ‘active’ as the PDU was
received, or if the varbind sets the status to a val ue
ot her than 'active’.

Al so note that whenever any elenments of a row exist, the
RowSt at us col utm nust al so exi st.
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To summari ze the effect of having a conceptual rowwith a
status colum having a SYNTAX cl ause val ue of RowSt at us,
consider the follow ng state diagram

STATE

oo TSR S S

| A | B | C | D

| | status col .| status col um|

| status col um | is | is | status col um

ACTI ON | does not exist| notReady | notlnService| is active

-------------- T
set status | noError ->D| i nconsi st- |inconsistent-]|inconsistent-
colum to | or | ent Val ue| Val ue| Val ue
creat eAndGo | i nconsi stent- | | |

| Val ue| |
-------------- T T Ly
set status | noError see 1]inconsist- |inconsistent-]|inconsistent-
colum to | or | ent Val ue| Val ue| Val ue
creat eAndWait | wongVal ue | | |
-------------- T T JEJE Sy
set status | i nconsistent- |inconsist- | noError | noError
colum to | Val ue| ent Val ue|
active | | | |

| | or | |

| | | |

| | see 2 ->D| see 8 - >Dj ->D
-------------- T T Y
set status | i nconsistent- |inconsist- | noError | noError ->C
colum to | Val ue| ent Val ue| |
not I nService | | | |

| | or | | or

| | | |

| | see 3 ->C ->C| see 6
-------------- T T Ly
set status | noError | noError | noError | noError ->A
colum to | | | | or
destr oy | - >A| - >A| ->A| see 7
-------------- T T JEJE Sy
set any other |see 4 | noError | noError | see 5
colum to sone| | | |
val ue | | see 1] ->(C| ->D
-------------- T T T I,

(1) goto B or C, depending on information available to the
agent .

(2) if other variable bindings included in the sane PDU
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provi de values for all colums which are m ssing but
required, and all colums have acceptabl e val ues, then
return noError and goto D

(3) if other variable bindings included in the sane PDU,
provide | egal values for all colums which are nissing but
required, then return noError and goto C

(4) at the discretion of the agent, the return value may be
ei ther:

i nconsi st ent Name: because the agent does not choose to
create such an instance when the correspondi ng
RowSt at us i nstance does not exist, or

i nconsi stentValue: if the supplied value is
i nconsistent with the state of some other MB object’s
val ue, or

noError: because the agent chooses to create the
i nstance.

If noError is returned, then the instance of the status
colum nust al so be created, and the new state is B or C,
dependi ng on the information available to the agent. |If

i nconsi stent Name or inconsistentValue is returned, the row
remains in state A

(5) depending on the MB definition for the colum/table,
ei ther noError or inconsistentValue nmay be returned.

(6) the return value can indicate one of the follow ng
errors:

wr ongVal ue: because the agent does not support
notl nService (e.g., an agent which does not support
createAndWait), or

i nconsi st ent Val ue: because the agent is unable to take
the row out of service at this time, perhaps because it
is in use and cannot be de-activated.

(7) the return value can indicate the follow ng error
i nconsi st ent Val ue: because the agent is unable to

renove the row at this time, perhaps because it is in
use and cannot be de-acti vat ed.
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(8) the transition to D can fail, e.g., if the values of the
conceptual row are inconsistent, then the error code would
be i nconsi stent Val ue.

NOTE: O her processing of (this and other varbinds of) the
set request may result in a response other than noError
bei ng returned, e.g., wongVal ue, noCreation, etc.

Conceptual Row Creation

There are four potential interactions when creating a
conceptual row. selecting an instance-identifier which is
not in use; creating the conceptual row, initializing any
objects for which the agent does not supply a default; and,
maki ng the conceptual row avail able for use by the nanaged
devi ce.

Interaction 1: Selecting an Instance-ldentifier

The al gorithmused to select an instance-identifier varies
for each conceptual row. In sone cases, the instance-
identifier is semantically significant, e.g., the
destinati on address of a route, and a nanagenent station
sel ects the instance-identifier according to the semantics.

In other cases, the instance-identifier is used solely to

di stingui sh conceptual rows, and a nanagenent station

wi t hout specific know edge of the conceptual row m ght

exam ne the instances present in order to determ ne an
unused instance-identifier. (This approach may be used, but
it is often highly sub-optinmal; however, it is also a

guesti onabl e practice for a naive nmanagenent station to
attenpt conceptual row creation.)

Alternately, the MB nodul e which defines the conceptual row
m ght provide one or nore objects which provide assistance
in determ ning an unused instance-identifier. For exanple,
if the conceptual row is indexed by an integer-value, then
an obj ect having an integer-val ued SYNTAX cl ause mni ght be
defined for such a purpose, allow ng a nmanagenent station to
i ssue a management protocol retrieval operation. |In order
to avoi d unnecessary collisions between conpeti ng nanagenent
stations, ‘adjacent’ retrievals of this object should be
different.

Finally, the managenment station could select a pseudo-random
nunber to use as the index. 1In the event that this index

et al. St andards Track [ Page 11]



RFC 2579

Mcd oghri e,

Textual Conventions for SMv2 April 1999

was already in use and an inconsistentValue was returned in
response to the managenent protocol set operation, the
managenent station should sinply select a new pseudo-random
nunber and retry the operation

A M B desi gner shoul d choose between the two latter

al gorithms based on the size of the table (and therefore the
efficiency of each algorithm. For tables in which a |arge
nunber of entries are expected, it is recommended that a MB
obj ect be defined that returns an acceptabl e i ndex for
creation. For tables with small nunbers of entries, it is
recormended that the latter pseudo-random i ndex mechani sm be
used.

Interaction 2: Creating the Conceptual Row

Once an unused instance-identifier has been selected, the
management station determines if it wishes to create and
activate the conceptual row in one transaction or in a
negoti ated set of interactions.

Interaction 2a: Creating and Activating the Conceptual Row

The managenment station nust first determne the colum
requirenents, i.e., it nust determ ne those colums for
which it nmust or nust not provide values. Depending on the
conplexity of the table and the managenent station's

know edge of the agent’'s capabilities, this determ nation
can be nade locally by the managenent station. Alternately,
the managenment station issues a managenent protocol get
operation to examne all colums in the conceptual row that
it wishes to create. |n response, for each colum, there
are three possible outcones:

- a value is returned, indicating that sone ot her
management station has already created this conceptua
row. We return to interaction 1.

- the exception ‘noSuchlnstance’ is returned,

i ndicating that the agent inplenents the object-type
associated with this colum, and that this colum in at
| east one conceptual row would be accessible in the MB
view used by the retrieval were it to exist. For those
colums to which the agent provides read-create access,
the ‘noSuchl nstance’ exception tells the managenent
station that it should supply a value for this colum
when the conceptual rowis to be created
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- the exception ‘noSuchObject’ is returned, indicating
that the agent does not inplenent the object-type
associated with this colum or that there is no
conceptual row for which this col um woul d be
accessible in the MB view used by the retrieval. As
such, the management station can not issue any
management protocol set operations to create an

i nstance of this colum.

Once the columm requirenents have been determ ned, a
managenment protocol set operation is accordingly issued.
Thi s operation al so sets the new i nstance of the status
colum to ‘createAndGo’

When the agent processes the set operation, it verifies that
it has sufficient information to nmake the conceptual row
avai l abl e for use by the nanaged device. The information
available to the agent is provided by two sources: the
managemnment protocol set operation which creates the
conceptual row, and, inplenentation-specific defaults
supplied by the agent (note that an agent must provide

i mpl enent ati on-specific defaults for at |east those objects
which it inplements as read-only). |If there is sufficient

i nformation avail abl e, then the conceptual rowis created, a
‘noError’ response is returned, the status colum is set to
‘active’, and no further interactions are necessary (i.e.
interactions 3 and 4 are skipped). |If there is insufficient
i nformation, then the conceptual rowis not created, and the
set operation fails with an error of ‘inconsistentVal ue’

On this error, the managenent station can i ssue a managenent
protocol retrieval operation to determne if this was
because it failed to specify a value for a required col um,
or, because the selected instance of the status colum
already existed. In the latter case, we return to
interaction 1. 1In the forner case, the managenent station
can re-issue the set operation with the additiona

i nformati on, or begin interaction 2 again using
‘createAndWait’ in order to negotiate creation of the
conceptual row.
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NOTE WELL

Regardl ess of the nethod used to determi ne the colum
requirenents, it is possible that the managenent
station mght deem a columm necessary when, in fact,
the agent will not allow that particul ar col umar
instance to be created or witten. In this case, the
managenent protocol set operation will fail with an
error such as ‘noCreation’ or ‘notWitable’ . In this
case, the managenent station deci des whether it needs
to be able to set a value for that particul ar col umar
instance. |If not, the nanagenment station re-issues the
management protocol set operation, but w thout setting
a value for that particular columar instance;

ot herwi se, the nanagenent station aborts the row
creation algorithm

Interaction 2b: Negotiating the Creation of the Conceptua
Row

The managenent station i ssues a nmanagenent protocol set
operation which sets the desired instance of the status
colum to ‘createAndWait’. If the agent is unwilling to
process a request of this sort, the set operation fails with
an error of ‘wongValue’. (As a consequence, such an agent
nust be prepared to accept a single nmanagenent protocol set
operation, i.e., interaction 2a above, containing all of the
colums indicated by its colum requirenments.) O herw se,
the conceptual rowis created, a ‘noError’ response is
returned, and the status colum is inmediately set to either
‘notlnService or ‘notReady’ , depending on whether it has
sufficient information to (attenpt to) nake the conceptua
row avail abl e for use by the managed device. |If there is
sufficient information available, then the status colum is
set to ‘notlnService ; otherwise, if there is insufficient

i nformation, then the status colum is set to ‘notReady’.
Regardl ess, we proceed to interaction 3.

Interaction 3: Initializing non-defaulted Objects

The management station nmust now determ ne the colum
requirenments. It issues a managenent protocol get operation
to exam ne all columms in the created conceptual row. In
the response, for each columm, there are three possible

out comes:
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- a value is returned, indicating that the agent

i npl enents the object-type associated with this col um
and had sufficient information to provide a value. For
those colums to which the agent provides read-create
access (and for which the agent allows their values to
be changed after their creation), a value return tells
the managenent station that it may issue additiona
managenent protocol set operations, if it desires, in
order to change the val ue associated with this col um.

- the exception ‘noSuchlnstance’ is returned,

i ndicating that the agent inplenents the object-type
associated with this colum, and that this colum in at
| east one conceptual row would be accessible in the MB
view used by the retrieval were it to exist. However,
the agent does not have sufficient infornation to
provide a value, and until a value is provided, the
conceptual row may not be made avail able for use by the
managed device. For those colums to which the agent
provi des read-create access, the ‘noSuchl nstance
exception tells the nanagenent station that it mnust

i ssue additional managenent protocol set operations, in
order to provide a value associated with this colum.

- the exception ‘noSuchObject’ is returned, indicating
that the agent does not inplenent the object-type
associated with this colum or that there is no
conceptual row for which this col um woul d be
accessible in the MB view used by the retrieval. As
such, the managenment station can not issue any
management protocol set operations to create an

i nstance of this colum.

If the value associated with the status colum is

‘not Ready’, then the managenent station nust first deal with
all ‘noSuchl nstance’ colums, if any. Having done so, the
val ue of the status columm becones ‘notlnService , and we
proceed to interaction 4.
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Interaction 4: Mking the Conceptual Row Avail abl e

Once the managenent station is satisfied with the val ues
associated with the colums of the conceptual row, it issues
a management protocol set operation to set the status colum
to ‘active’. If the agent has sufficient information to
make t he conceptual row available for use by the managed
devi ce, the nanagenent protocol set operation succeeds (a
‘noError’ response is returned). Qherw se, the nmanagenent
protocol set operation fails with an error of

‘i nconsi st ent Val ue’

NOTE WELL

A conceptual row having a status columm wth val ue
‘notInService’ or ‘notReady’ is unavailable to the
managed device. As such, it is possible for the
managed device to create its own instances during the
ti me between the managenent protocol set operation

whi ch sets the status colum to ‘createAndWait’ and the
nmanagenent protocol set operation which sets the status
colum to ‘active’. |In this case, when the managenent
protocol set operation is issued to set the status
colum to ‘active’, the values held in the agent

super sede those used by the managed devi ce.

If the managenent station is prevented fromsetting the
status colum to ‘active’ (e.g., due to nanagenent station
or network failure) the conceptual row will be left in the
‘notlnService or ‘notReady’ state, consum ng resources
indefinitely. The agent nust detect conceptual rows that
have been in either state for an abnormally | ong period of
time and renbve them It is the responsibility of the
DESCRI PTI ON cl ause of the status columm to indicate what an
abnormal ly long period of tine would be. This period of
time should be | ong enough to allow for human response tine
(including ‘think tine’) between the creation of the
conceptual row and the setting of the status to ‘active'.
In the absence of such information in the DESCRI PTI ON
clause, it is suggested that this period be approximtely 5
mnutes in length. This renoval action applies not only to
newl y-created rows, but also to previously active rows which
are set to, and left in, the notlnService state for a

prol onged period exceeding that which is considered nornal
for such a conceptual row
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Concept ual Row Suspensi on

When a conceptual rowis ‘active', the nanagenent station
may i ssue a managenent protocol set operation which sets the
i nstance of the status colum to ‘notlnService'. |If the
agent is unwilling to do so, the set operation fails with an
error of ‘wrongValue' or ‘inconsistentValue’ . Oherw se,
the conceptual rowis taken out of service, and a ‘noError’
response is returned. It is the responsibility of the
DESCRI PTI ON cl ause of the status colum to indicate under
what circunmstances the status colum shoul d be taken out of
service (e.g., in order for the value of sone other colum
of the sane conceptual row to be nodified).

Concept ual Row Del eti on

For del etion of conceptual rows, a managenent protocol set
operation is issued which sets the instance of the status
colum to ‘destroy’. This request may be nmade regardl ess of
the current value of the status colum (e.g., it is possible
to del ete conceptual rows which are either ‘notReady’,
‘notlnService’ or ‘active’.) |If the operation succeeds,
then all instances associated with the conceptual row are
i medi ately renoved. "
| NTEGER {

-- the following two val ues are states:

-- these values nmay be read or witten

active(l),

not I nServi ce(2),

-- the following value is a state
-- this value may be read, but not witten
not Ready( 3),

-- the followi ng three values are

-- actions: these values may be witten,
-- but are never read

creat eAndGo( 4),

creat eAndWai t (5),

destroy(6)

}

: = TEXTUAL- CONVENTI ON

current

DESCRI PTI ON

Mcd oghri e,

"The val ue of the sysUpTine object at which a specific
occurrence happened. The specific occurrence nust be
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defined in the description of any object defined using this
type.

If sysUpTinme is reset to zero as a result of a re-
initialization of the network managenent (sub)system then
the values of all TimeStanp objects are al so reset.

However, after approximately 497 days w thout a re-
initialization, the sysUpTine object will reach 2*732-1 and
then increment around to zero; in this case, existing val ues
of TimeStanp objects do not change. This can lead to
anbiguities in the value of TineStanp objects.”

SYNTAX Ti meTi cks
Ti mel nterval ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"A period of tinme, measured in units of 0.01 seconds."
SYNTAX | NTEGER (0..2147483647)
Dat eAndTi ne ::= TEXTUAL- CONVENTI ON
DI SPLAY-HI NT "2d-1d-1d, 1d: 1d: 1d. 1d, 1ald: 1d"
STATUS current
DESCRI PTI ON
"A date-time specification.
field octets contents range
1 1-2 year* 0..65536
2 3 nmont h 1..12
3 4 day 1..31
4 5 hour 0..23
5 6 m nut es 0..59
6 7 seconds 0..60
(use 60 for |eap-second)
7 8 deci - seconds 0..9
8 9 direction from UTC B Y B
9 10 hours from UTC* 0..13
10 11 m nutes from UTC 0..59
* Not es:

- the value of year is in network-byte order
- daylight saving tine in New Zeal and is +13

For exanple, Tuesday May 26, 1992 at 1:30:15 PM EDT woul d be
di spl ayed as:

1992-5-26, 13: 30: 15.0,-4: 0
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Note that if only local tinme is known, then tinezone
information (fields 8-10) is not present.”
OCTET STRING (SIZE (8 | 11))

: = TEXTUAL- CONVENTI ON
current

DESCRI PTI ON

SYNTAX

Mcd oghri e,

"Describes the nenory realization of a conceptual row. A
row which is volatile(2) is |ost upon reboot. A row which
is either nonVol atile(3), permanent(4) or readOnly(5), is
backed up by stable storage. A row which is permanent (4)
can be changed but not deleted. A row which is readOnly(5)
cannot be changed nor del et ed.

If the value of an object with this syntax is either

per manent (4) or readOnly(5), it cannot be witten.
Conversely, if the value is either other(1l), volatile(2) or
nonVol atile(3), it cannot be nodified to be pernmanent(4) or
readOnly(5). (Al illegal nodifications result in a
"wrongVal ue’ error.)

Every usage of this textual convention is required to
specify the columar objects which a pernmanent(4) row nust
at a mnimumallowto be witable."

| NTEGER {
ot her (1), -- eh?
vol atile(2), -- e.g., in RAM
nonVol atile(3), -- e.g., in NVRAM
per manent (4), -- e.g., partially in ROV
readOnl y(5) -- e.g., conpletely in ROM
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TDomai n :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"Denotes a kind of transport service.

Sone possi bl e val ues, such as snnmpUDPDomai n, are defined in
the SNWPv2-TM M B nodul e. O her possible values are defined
in other MB nodul es."

REFERENCE "The SNMPv2-TM M B npdul e is defined in RFC 1906."
SYNTAX OBJECT | DENTI FI ER
TAddr ess :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"Denotes a transport service address.

A TAddress value is always interpreted within the context of a
TDomai n val ue. Thus, each definition of a TDomain val ue nust
be acconpanied by a definition of a textual convention for use
with that TDomain. Some possible textual conventions, such as
SnnpUDPAddr ess for snnpUDPDonai n, are defined in the SNMPv2-TM
M B nodul e. Qher possible textual conventions are defined in
ot her M B nodul es. "

REFERENCE "The SNWPv2-TM M B nodule is defined in RFC 1906. "
SYNTAX OCTET STRING (SIZE (1..255))

END

3. Mapping of the TEXTUAL- CONVENTI ON nacr o

The TEXTUAL- CONVENTI ON nmacro is used to convey the syntax and
semantics associated with a textual convention. It should be noted
that the expansion of the TEXTUAL- CONVENTI ON nacro i s sonet hi ng which
conceptual |y happens during inplenentation and not during run-tine.

The nane of a textual convention nust consist of one or nore letters
or digits, with the initial character being an upper case letter.

The nane nust not conflict with any of the reserved words listed in
section 3.7 of [2], should not consist of all upper case letters, and
shal | not exceed 64 characters in length. (However, names |onger
than 32 characters are not recommended.) The hyphen is not allowed
in the name of a textual convention (except for use in information
nodul es converted from SM vl which all owed hyphens in ASN. 1 type
assignments). Further, all nanes used for the textual conventions
defined in all "standard" information nodul es shall be unique.
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3. 1.

(1)

Mappi ng of the DI SPLAY-HI NT cl ause

The DI SPLAY-HI NT cl ause, which need not be present, gives a hint as
to how the value of an instance of an object with the syntax defined
using this textual convention night be displayed. The DI SPLAY-HI NT
cl ause nust not be present if the Textual Convention is defined with
a syntax of: OBJECT | DENTIFI ER, |pAddress, Counter32, Counter64, or
any enunerated syntax (BITS or INTEGER). The determ nation of

whet her it nakes sense for other syntax types is dependent on the
specific definition of the Textual Convention

VWhen the syntax has an underlying prinmtive type of INTEGER the hint
consi sts of an integer-format specification, containing two parts.
The first part is a single character suggesting a display fornmat,
either: ‘x’ for hexadecimal, or ‘d for decimal, or ‘0o for octal, or
‘b’ for binary. For all types, when rendering the val ue, |eading
zeros are omtted, and for negative values, a mnus sign is rendered
i medi ately before the digits. The second part is always omtted for
‘x’, ‘0’ and ‘b’, and need not be present for ‘d . |If present, the
second part starts with a hyphen and is foll owed by a deci mal nunber,
whi ch defines the inplied decimal point when rendering the val ue.

For exanpl e:

Hundr edt hs ::= TEXTUAL- CONVENTI ON
DI SPLAY- HI NT "d-2"

SYNTAX | NTEGER (0. . 10000)

suggests that a Hundredths val ue of 1234 be rendered as "12. 34"

When the syntax has an underlying primtive type of OCTET STRING the
hi nt consists of one or nore octet-format specifications. Each
specification consists of five parts, with each part using and
renovi ng zero or nmore of the next octets fromthe val ue and produci ng
the next zero or more characters to be displayed. The octets within
the value are processed in order of significance, nost significant
first.

The five parts of a octet-format specification are:

the (optional) repeat indicator; if present, this part is a ‘*’,
and indicates that the current octet of the value is to be used as
the repeat count. The repeat count is an unsigned integer (which
may be zero) which specifies how many tinmes the remainder of this
octet-format specification should be successively applied. |If the
repeat indicator is not present, the repeat count is one.
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(2) the octet length: one or nore decimal digits specifying the nunber
of octets of the value to be used and fornatted by this octet-
specification. Note that the octet |Iength can be zero. |If less
than this nunber of octets remain in the value, then the |esser
nunber of octets are used.

(3) the display format, either: ‘x’ for hexadecimal, ‘d for decinal
‘o’ for octal, ‘a for ascii, or ‘t’ for UTF-8. |If the octet
length part is greater than one, and the display format part refers
to a nunmeric format, then network-byte ordering (big-endian
encoding) is used interpreting the octets in the value. The octets
processed by the ‘t’ display format do not necessarily form an
i ntegral number of UTF-8 characters. Trailing octets which do not
forma valid UTF-8 encoded character are discarded.

(4) the (optional) display separator character; if present, this part
is a single character which is produced for display after each
application of this octet-specification; however, this character is
not produced for display if it would be immediately foll owed by the
di splay of the repeat term nator character for this octet-
specification. This character can be any character other than a
decimal digit and a ‘*’.

(5) the (optional) repeat term nator character, which can be present
only if the display separator character is present and this octet-
specification begins with a repeat indicator; if present, this part
is a single character which is produced after all the zero or nore
repeated applications (as given by the repeat count) of this
octet-specification. This character can be any character other
than a decimal digit and a ‘*’'.

Qut put of a display separator character or a repeat termnator
character is suppressed if it would occur as the |ast character of
t he displ ay.

If the octets of the value are exhausted before all the octet-fornat
speci fication have been used, then the excess specifications are
ignored. |If additional octets remain in the value after interpreting
all the octet-format specifications, then the |ast octet-format
specification is re-interpreted to process the additional octets,
until no octets renmain in the val ue.

3.2. Mapping of the STATUS cl ause

The STATUS cl ause, which nust be present, indicates whether this
definition is current or historic.

The value "current" nmeans that the definition is current and valid.
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The val ue "obsol ete” nmeans the definition is obsolete and shoul d not
be i nmpl emented and/or can be renoved if previously inplenented.
Wil e the val ue "deprecated" al so indicates an obsol ete definition
it permits new continued inplenmentation in order to foster
interoperability with ol der/existing inplenentations.

3.3. Mapping of the DESCRI PTI ON cl ause

The DESCRI PTI ON cl ause, which nust be present, contains a textua
definition of the textual convention, which provides all senantic
definitions necessary for inplenmentation, and should enbody any

i nformati on whi ch woul d ot herwi se be conmunicated in any ASN. 1
conment ary annot ati ons associated with the object.

3.4. Mapping of the REFERENCE cl ause

The REFERENCE cl ause, which need not be present, contains a textua
cross-reference to sonme other docunent, either another informtion
nodul e whi ch defines a related assignment, or sonme ot her docunent
whi ch provides additional information relevant to this definition

3.5. Mapping of the SYNTAX cl ause

The SYNTAX cl ause, which nust be present, defines abstract data
structure corresponding to the textual convention. The data
structure nust be one of the alternatives defined in the (bjectSyntax
CHO CE or the BITS construct (see section 7.1 in [2]). Note that
this neans that the SYNTAX cl ause of a Textual Convention can not
refer to a previously defined Textual Convention

An extended subset of the full capabilities of ASN. 1 (1988) sub-
typing is allowed, as appropriate to the underlying ASN. 1 type. Any
such restriction on size, range or enunerations specified in this

cl ause represents the nmaxi mal | evel of support which makes "protoco
sense". Restrictions on sub-typing are specified in detail in
Section 9 and Appendix A of [2].

4. Sub-typing of Textual Conventions
The SYNTAX cl ause of a TEXTUAL CONVENTI ON nacro may be sub-typed in
the same way as the SYNTAX cl ause of an OBJECT- TYPE nacro (see
section 11 of [2]).

5. Revising a Textual Convention Definition
It may be desirable to revise the definition of a textual convention

after experience is gained with it. However, changes are not allowed
if they have any potential to cause interoperability problens "over
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(1)

(2)

(3)
(4)
(5)

(6)

the wire" between an inplenentation using an original specification
and an i npl enentation using an updated specification(s). Such
changes can only be accommobdat ed by defining a new textual convention
(i.e., a new nane).

The foll owi ng revisions are all owed:

A SYNTAX cl ause containing an enunerated | NTEGER may have new
enuner ati ons added or existing | abels changed. Sinmilarly, naned
bits nay be added or existing |abels changed for the BITS
construct.

A STATUS cl ause val ue of "current" may be revised as "deprecated”
or "obsolete". Simlarly, a STATUS cl ause val ue of "deprecated"
may be revised as "obsolete". Wen naking such a change, the

DESCRI PTI ON cl ause shoul d be updated to explain the rationale.
A REFERENCE cl ause may be added or updat ed.
A DI SPLAY-HI NTS cl ause may be added or updat ed.

Clarifications and additional information may be included in the
DESCRI PTI ON cl ause.

Any editorial change.

Note that with the introduction of the TEXTUAL- CONVENTI ON macr o,
there is no longer any need to define types in the foll owi ng nanner

Di splayString ::= OCTET STRING (S| ZE (0..255))

When revising an information nodule containing a definition such as
this, that definition should be replaced by a TEXTUAL- CONVENTI ON
macr o.

Security Consi derations

Thi s docunent defines the nmeans to define new data types for the
| anguage used to wite and read descriptions of managenent

i nformati on. These data types have no security inpact on the

I nternet.
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9. Full Copyright Statenent
Copyright (C The Internet Society (1999). Al Rights Reserved.

Thi s docunent and translations of it may be copied and furnished to
ot hers, and derivative works that conment on or otherw se explain it
or assist in its inmplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
document itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the infornmation contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENGQ NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE. "
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1. I nt roducti on

Managenent information is viewed as a collection of nanaged objects,
residing in a virtual information store, terned the Managenent

I nformati on Base (MB). Collections of related objects are defined
in MB nodul es. These nodules are witten using an adapted subset of
OSl’s Abstract Syntax Notation One, ASN.1 (1988) [1], terned the
Structure of Managenent Information (SM) [2].

It may be useful to define the acceptabl e | ower-bounds of

i mpl ementation, along with the actual |evel of inplenentation
achieved. It is the purpose of this docunent to define the notation
used for these purposes.

1.1. A Note on Ternm nol ogy

For the purpose of exposition, the original Structure of Managenent
I nformation, as described in RFCs 1156 (STD 16), 1212 (STD 16), and
RFC 1215, is termed the SM version 1 (SMv1l). The current version
of the Structure of Managenent Information is terned SM version 2
(SMv2).

2. Definitions
SNIVPv2- CONF DEFI NI TIONS :: = BEG N

| MPORTS Obj ect Nane, Notificati onNane, Cbject Syntax
FROM SNWMPv2- SM ;

-- definitions for confornmance groups

OBJECT- GROUP MACRO : : =
BEG N
TYPE NOTATION :: =
hj ect sPar t
"STATUS' St atus
"DESCRI PTI ON' Text
Ref er Par t

VALUE NOTATION :: =
val ue( VALUE OBJECT | DENTI FI ER)

hj ectsPart ::=
"OBJECTS" "{" (bjects "}"
hj ects ::=
hj ect
| Objects "," Object
hject ::=
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val ue( Obj ect Name)

Status ::=
"current"
| "deprecated"
| "obsol ete"
ReferPart ::=

" REFERENCE" Text
| enpty

-- a character string as defined in [2]
Text ::= value(lA5String)
END

-- nore definitions for conformance groups

NOTI FI CATI ON- GROUP MACRO : : =
BEG N
TYPE NOTATION :: =
Noti fi cati onsPart
"STATUS" St atus
"DESCRI PTI ON' Text
Ref er Par t

VALUE NOTATION :: =
val ue( VALUE OBJECT | DENTI FI ER)

NotificationsPart ::=

"NOTI FI CATIONS" "{" Notifications "}"

Notifications ::=
Noti fi cati on
| Notifications "," Notification
Notification ::=
val ue(Noti fi cati onNane)

Status ::=
“current"
| "deprecated"
| "obsol ete"
ReferPart ::=

" REFERENCE" Text
| enpty
-- a character string as defined in [2]

Text ::= value(lA5String)
END
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-- definitions for conpliance statenents

MODULE- COVPLI ANCE MACRO : : =
BEG N
TYPE NOTATION :: =
"STATUS" St at us
"DESCRI PTI ON' Text
Ref er Par t
Modul ePar t

VALUE NOTATION :: =
val ue( VALUE OBJECT | DENTI FI ER)

Status ::=
“current"
| "deprecated"
| "obsol ete"
ReferPart ::=
" REFERENCE" Text
| enmpty
Modul ePart :: =
Modul es
Modul es :: =
Modul e
| Modul es Modul e
Modul e :: =
-- nane of nodule --
"MODULE" Mbdul eNane
Mandat or yPar t
Conpl i ancePar t
Modul eNamre :: =

April 1999

-- identifier must start with uppercase letter

identifier Mdul eldentifier
-- must not be enpty unless contained
-- in MB Mdul e

| enmpty
Modul el dentifier ::=
val ue( OBJECT | DENTI FI ER)

| enpty

Mandat oryPart ::=
" MANDATORY- GROUPS" "{" Groups "}"

| enmpty
Goups ::=
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G oup
| Goups "," Goup
Goup ::=
val ue( OBJECT | DENTI FI ER)

Conpl i ancePart ::=

Conpl i ances
| enpty
Conpl i ances :: =
Conpl i ance
| Compliances Conpliance
Conpl i ance :: =

Conpl i anceG oup
| Object

Conpl i anceG oup ::=
" GROUP" val ue( OBJECT | DENTI FI ER)
" DESCRI PTI ON' Text

ohject ::=
"OBJECT" val ue( Obj ect Nane)
Synt axPart
Wit eSynt axPart
AccessPart
" DESCRI PTI ON' Text

-- must be a refinement for object’s SYNTAX cl ause
SyntaxPart ::= "SYNTAX" Syntax

| enpty

-- nmust be a refinement for object’s SYNTAX cl ause
WiteSyntaxPart ::= "WRI TE- SYNTAX" Synt ax

| enpty

Syntax ::= -- Must be one of the foll ow ng:
-- a base type (or its refinenent),
-- a textual convention (or its refinenent), or
-- a BITS pseudo-type

type
| n BI TSII n { n '\brT.EdBi t S n } n
NanedBi ts ::= NanmedBit
| NanedBits "," NanmedBit
NanedBit ::=identifier "(" nunmber ")" -- nunber is nonnegative

AccessPart ::=

Mcd oghrie, et al. St andards Track [ Page 6]



RFC 2580 Conf ormance Statenents for SMv2 April 1999

"M N- ACCESS" Access
| enpty
Access ::=
"not - accessi bl e"
| "accessible-for-notify"
| "read-only"
| "read-wite"
| "read-create"

-- a character string as defined in [2]
Text ::= value(lA5String)
END

-- definitions for capabilities statenents

AGENT- CAPABI LI TIES MACRO :: =
BEG N
TYPE NOTATION :: =

" PRODUCT- RELEASE" Text
"STATUS" St at us
"DESCRI PTI ON' Text
Ref er Par t
Modul ePar t

VALUE NOTATION :: =
val ue( VALUE OBJECT | DENTI FI ER)

Status ::=
"current"
| "obsol ete"
ReferPart ::=
" REFERENCE" Text
| enpty
Modul ePart :: =
Modul es
| enpty
Modul es :: =
Modul e
| Modul es Modul e
Modul e :: =
-- nane of module --
" SUPPORTS" Modul eNane
"I NCLUDES" "{" Groups "}"
Vari ati onPart
Modul eNane :: =
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-- identifier nmust start with uppercase letter
identifier Mduleldentifier

Modul el dentifier ::=
val ue( OBJECT | DENTI FI ER)

| enpty
Goups ::=
G oup
| Goups "," G oup
Goup ::=

val ue( OBJECT | DENTI FI ER)

VariationPart ::=
Vari ati ons
o | enmpty
Variations ::=
Vari ation
| Variations Variation

Variation ::=
oj ect Vari ati on
| NotificationVariation

NotificationVariation ::=
"VARI ATI ON' val ue(Noti ficati onNane)
AccessPart
" DESCRI PTI ON' Text

oj ectVariation ::=
"VARI ATI ON' val ue( Obj ect Nane)
Synt axPar t
Wit eSynt axPart
AccessPart
Creati onPart
Def Val Part
" DESCRI PTI ON' Text

-- nmust be a refinement for object’s SYNTAX cl ause

SyntaxPart ::= "SYNTAX" Syntax
| enmpty
WiteSyntaxPart ::= "WRl TE- SYNTAX" Synt ax
| enpty
Syntax ::= -- Must be one of the follow ng:

-- a base type (or its refinenent),
-- a textual convention (or its refinenent), or
-- a BITS pseudo-type
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type
| "BITS" "{" NanmedBits "}"
NamedBits ::= NanedBit
| NamedBits "," NamedBit
NanedBit ::= identifier "(" nunber ")" -- nunber is nonnegative

AccessPart ::=
" ACCESS" Access

| enpty

Access :
"not -i nmpl ement ed"
-- only "not-inplenmented" for notifications
| "accessible-for-notify"
| "read-only"
| "read-wite"
| "read-create"
-- following is for backward-conpatibility only
| "write-only"

CreationPart ::=
" CREATI ON- REQUI RES" "{" Cells "}"

| enpty
Cells ::=
Cel
| Cells "," Cel
Cell ::=
val ue( Obj ect Nane)
Def Val Part ::= "DEFVAL" "{" Defvalue "}"
| enmpty
Defvalue ::= -- must be valid for the object’s syntax
-- in this macro’s SYNTAX cl ause, if present,
-- or if not, in object’s OBJECT- TYPE nacro
val ue( Obj ect Synt ax)
| "{" Bitsvalue "}"
Bi t svVal ue ::= BitNanes
| enpty
Bi t Names ::= BitNane
| BitNanmes "," BitNane
BitName ::= identifier
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-- a character string as defined in [2]
Text ::= value(lA5String)
END

END

3. Mapping of the OBJECT- GROUP macro

For confornmance purposes, it is useful to define a collection of
rel at ed managed objects. The OBJECT-GROUP macro is used to define
each such collection of related objects. It should be noted that the
expansi on of the OBJECT- GROUP nmacro i s sonething which conceptually
happens during inplenentation and not during run-tine.

To "inplenent" an object, an agent nust return a reasonably accurate
val ue for managenent protocol retrieval operations; simlarly, if the
object is witable, then in response to a managenent protocol set
operation, an agent nust accordingly be able to reasonably influence
the underlying managed entity. |If an agent can not inplenent an

obj ect, the nanagenent protocol provides for it to return an
exception or error, e.g, noSuchObject [4]. Under no circumstances
shal | an agent return a value for objects which it does not inplenent
-- it must always return the appropriate exception or error, as
described in the protocol specification [4].

Note that the OBJECT-GROUP nacro itself provides no conformance
informati on. Rather, confornmance infornmation is specified through
the inclusion of defined groups in a MODULE- COMPLI ANCE nacr o.

3.1. Mapping of the OBJECTS cl ause

The OBJECTS cl ause, which nust be present, is used to specify each
obj ect contained in the conformance group. Each of the specified
obj ects nmust be defined in the sane informati on nodul e as the
OBJECT- GROUP macro appears, and rmust have a MAX- ACCESS cl ause val ue
of "accessible-for-notify", "read-only", "read-wite", or "read-
Create".

It is required that every object defined in an information nodul e
with a MAX- ACCESS cl ause ot her than "not-accessible" be contained in
at | east one object group. This avoids the conmon error of adding a
new object to an information nodule and forgetting to add the new
object to a group.
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3.2. Mapping of the STATUS cl ause

The STATUS cl ause, which nust be present, indicates whether this
definition is current or historic.

The value "current" means that the definition is current and valid.
The val ue "obsol ete” nmeans the definition is obsolete and the group
shoul d no | onger be used for defining conformance. Wile the val ue
"deprecated" al so indicates an obsolete definition, it pernmits
new continued use of confornmance definitions using this group

3.3. Mapping of the DESCRI PTION cl ause

The DESCRI PTI ON cl ause, which nust be present, contains a textua
definition of that group, along with a description of any relations
to other groups. Note that generic conpliance requirenents shoul d
not be stated in this clause. However, inplenmentation relationships
bet ween this group and other groups nmay be defined in this clause.

3.4. Mapping of the REFERENCE cl ause

The REFERENCE cl ause, which need not be present, contains a textua
cross-reference to sonme other document, either another information
nmodul e whi ch defines a related assignnment, or some ot her docunent
whi ch provides additional information relevant to this definition

3.5. Mapping of the OBJECT- GROUP val ue
The val ue of an invocation of the OBJECT-GROUP nacro is the nane of

the group, which is an OBJECT | DENTI FI ER, an admi nistratively
assi gned narne.
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3.6. Usage Exanple
The SNVMP Group [3] is described:

snnmpG oup OBJECT- GROUP
OBJECTS { snnpl nPkts,
snmpl nBadVer si ons,
snnpl nASNPar seErr s,
snnpBadQper at i ons,
snnpSi | ent Dr ops,
snnpPr oxyDr ops,
snipEnabl eAut henTr aps }
STATUS current
DESCRI PTI ON
"A collection of objects providing basic instrunmentation
and control of an agent."
::={ snmpM BG oups 8 }

According to this invocation, the conformance group naned
{ snnmpM BGroups 8 }
contains 7 objects.
4. Mappi ng of the NOTI FI CATI ON- GROUP nacr o
For confornmance purposes, it is useful to define a collection of
notifications. The NOTIFI CATI ON GROUP nacro serves this purpose. It
shoul d be noted that the expansion of the NOTIFI CATI ON GROUP nacro is

somet hi ng whi ch conceptual |y happens during inplementation and not
during run-tine.

4.1. WMapping of the NOTIFI CATI ONS cl ause
The NOTI FI CATI ONS cl ause, which nust be present, is used to specify
each notification contained in the confornmance group. Each of the
specified notifications nust be defined in the sane infornmation
nodul e as the NOTI FI CATI ON- GROUP nacro appears.

It is required that every notification defined in an information
nodul e be contained in at |east one notification group.
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4.2. Mapping of the STATUS cl ause

The STATUS cl ause, which nust be present, indicates whether this
definition is current or historic.

The value "current" means that the definition is current and valid.

The val ue "obsol ete” nmeans the definition is obsolete and this group
shoul d no | onger be used for defining conformance. Wile the val ue
"deprecated" al so indicates an obsolete definition, it pernmits

new continued use of confornmance definitions using this group

4.3. Mapping of the DESCRI PTI ON cl ause

The DESCRI PTI ON cl ause, which nust be present, contains a textua
definition of the group, along with a description of any relations to
ot her groups. Note that generic conpliance requirenents shoul d not
be stated in this clause. However, inplenentation relationships

bet ween this group and other groups nmay be defined in this clause.

4. 4. Mapping of the REFERENCE cl ause
The REFERENCE cl ause, which need not be present, contains a textua
cross-reference to sonme other document, either another information
nmodul e whi ch defines a related assignnment, or some ot her docunent
whi ch provides additional information relevant to this definition
4.5. Mappi ng of the NOTIFI CATI ON- GROUP val ue
The val ue of an invocation of the NOTIFI CATI ON-GROUP nmacro i s the
nane of the group, which is an OBJECT | DENTI FI ER, an administratively
assi gned narne.
4.6. Usage Exanpl e

The SNWMP Basic Notifications Goup [3] is described:
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snnpBasi cNot i fi cati onsG oup NOTI FI CATI ON- GROUP
NOTI FI CATIONS { coldStart, authenticationFailure }

STATUS current

DESCRI PTI ON
"The two notifications which an agent is required to
i mpl enent . "

2= { snnpM BG oups 7 }
According to this invocation, the conformance group naned
{ snmpM BG oups 7 }
contains 2 notifications.
5.  Mappi ng of the MODULE- COVPLI ANCE macro

The MODULE- COVPLI ANCE nacro is used to convey a nminimum set of

requirements with respect to inplenentati on of one or nore MB
nodul es. It should be noted that the expansion of the MODULE-

COVPLI ANCE macro i s sonething which conceptual | y happens during
i mpl enentati on and not during run-tine.

A requirenent on all "standard" MB nodules is that a corresponding
MODULE- COVPLI ANCE specification is also defined, either in the sane
i nformati on nmodul e or in a conpani on informati on nodul e.

5.1. Mapping of the STATUS cl ause

The STATUS cl ause, which nust be present, indicates whether this
definition is current or historic.

The value "current" nmeans that the definition is current and valid.
The val ue "obsol ete" neans the definition is obsolete, and this
MODULE- COVPLI ANCE specification no |onger specifies a valid
definition of confornmance. Wile the value "deprecated" al so

i ndi cates an obsolete definition, it permts new continued use of the
MODULE- COVPLI ANCE speci fi cati on.

5.2. Mapping of the DESCRI PTI ON cl ause
The DESCRI PTI ON cl ause, which nust be present, contains a textual
definition of this conpliance statenent and shoul d enbody any

i nformati on whi ch woul d ot herwi se be conmunicated in any ASN. 1
conment ary annot ati ons associated with the statenent.
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5.3. Mapping of the REFERENCE cl ause

The REFERENCE cl ause, which need not be present, contains a textua
cross-reference to sonme ot her docunent, either another information
nodul e whi ch defines a related assignment, or some ot her docunent

whi ch provides additional information relevant to this definition.

5.4. Mapping of the MODULE cl ause

The MODULE cl ause, which nust be present, is repeatedly used to nane
each M B nodul e for which conpliance requirenments are being
specified. Each MB nodule is naned by its nmodul e nane, and
optionally, by its associated OBJECT | DENTI FIER as well. The nodul e
name can be omtted when the MODULE- COVPLI ANCE i nvocation occurs
inside a MB nodule, to refer to the enconpassi ng M B nodul e.

5.4.1. Mapping of the MANDATORY- GROUPS cl ause

The MANDATORY- GROUPS cl ause, which need not be present, nanes the one
or nore object or notification groups within the correspondent MB
nodul e which are unconditionally mandatory for inplenentation. [|f an
agent clains conpliance to the MB nodule, then it nust inplenent
each and every object and notification within each conformance group
listed. That is, if an agent returns a noSuchCbject exception in
response to a managenent protocol get operation [4] for any object

wi thi n any nandatory conformance group for every possible MB view,

or if the agent cannot generate each notification listed in any
conformance group under the appropriate circunstances, then that

agent is not a conformant inplenentation of the MB nodul e.

5.4.2. Mapping of the GROUP cl ause

The GROUP cl ause, which need not be present, is repeatedly used to
name each object and notification group which is conditionally
mandatory for conpliance to the MB nodule. The GROUP cl ause can

al so be used to name unconditionally optional groups. A group named
in a GROUP cl ause nust be absent fromthe correspondent MANDATORY-
GROUPS cl ause.

Conditionally mandatory groups include those which are nmandatory only
if a particular protocol is inplemented, or only if another group is
i mpl enented. A GROUP cl ause’ s DESCRI PTI ON specifies the conditions
under which the group is conditionally nandatory.

A group which is naned in neither a MANDATORY- GROUPS cl ause nor a

GROUP cl ause, is unconditionally optional for conpliance to the MB
nodul e.
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5.4.3. Mapping of the OBJECT cl ause

The OBJECT cl ause, which need not be present, is repeatedly used to
speci fy each M B object for which conpliance has a refined
requirement with respect to the MB nodule definition. The MB

obj ect nust be present in one of the confornmance groups named in the
correspondent MANDATORY- GROUPS cl ause or GROUP cl auses.

By definition, each object specified in an OBJECT cl ause foll ows a
MODULE cl ause whi ch nanes the information nodule in which that object
is defined. Therefore, the use of an | MPORTS statenment, to specify
fromwhere such objects are inported, is redundant and is not
required in an informtion nodul e.

5.4.3.1. Mapping of the SYNTAX cl ause

The SYNTAX cl ause, which need not be present, is used to provide a
refi ned SYNTAX for the object named in the correspondent OBJECT
clause. Note that if this clause and a WRI TE- SYNTAX cl ause are both
present, then this clause only applies when instances of the object
naned in the correspondent OBJECT cl ause are read.

Consult Section 9 of [2] for nore information on refined syntax.
5.4.3.2. Mapping of the WRI TE- SYNTAX cl ause

The WRI TE- SYNTAX cl ause, which need not be present, is used to

provide a refined SYNTAX for the object named in the correspondent

OBJECT cl ause when instances of that object are witten.

Consult Section 9 of [2] for nmore information on refined syntax.

5.4.3.3. Mapping of the M N ACCESS cl ause

The M N ACCESS cl ause, which need not be present, is used to define
the minimal |evel of access for the object naned in the correspondent

OBJECT clause. |If this clause is absent, the mnimal |evel of access
is the sanme as the maxi mal | evel specified in the correspondent
i nvocation of the OBJECT-TYPE macro. |f present, this clause nust

not specify a greater level of access than is specified in the
correspondent invocation of the OBJECT- TYPE nacro.

The | evel of access for certain types of objects is fixed according
to their syntax definition. These types include: conceptual tables
and rows, auxiliary objects, and objects with the syntax of

Count er32, Counter64 (and possibly, certain types of textua
conventions). A M N ACCESS cl ause should not be present for such
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obj ect s.

An inplenentation is conpliant if the level of access it provides is
greater or equal to the mninmal level in the MODULE- COVPLI ANCE macro
and less or equal to the nmaximal |evel in the OBJECT- TYPE macro.

5.4.4. Mapping of the DESCRI PTION cl ause

The DESCRI PTI ON cl ause nust be present for each use of the GROUP or
OBJECT cl ause. For an OBJECT clause, it contains a textual
description of the refined conpliance requirement. For a GROUP
clause, it contains a textual description of the conditions under
which the group is conditionally mandatory or unconditionally
optional .

5.5. Mapping of the MODULE- COVPLI ANCE val ue

The val ue of an invocation of the MODULE- COVPLI ANCE macro is an
OBJECT I DENTI FIER. As such, this value may be authoritatively used
when referring to the conpliance statenent enbodi ed by that

i nvocation of the nacro.

5.6. Usage Exanple

The conpliance statement contained in the (hypothetical) XYZv2-M B
m ght be:

xyzM BConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statement for XYZv2 entities which
i mpl enent the XyYzZv2 MB."
MODULE -- conpliance to the containing MB nodul e
MANDATORY- GROUPS { xyzSyst enG oup,
xyzSt at sG oup, xyzTrapG oup,
xyzSet G oup,
xyzBasi cNoti ficati onsGoup }

CGROUP  xyzV1G oup
DESCRI PTI ON
"The xyzV1 group is nandatory only for those
XYzZv2 entities which also inplement Xyzvl."
.= { xyzM BConpl i ances 1 }

According to this invocation, to claimalignment with the conpliance
st at enent named

{ xyzM BComnpl i ances 1 }
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a system nust inplenment the XYZv2-M B s xyzSyst en(s oup,

xyzSt at sG oup, xyzTrapG oup, and xyzSet Group object confornmance
groups, as well as the xyzBasicNotificationsGoup notifications
group. Furthernore, if the XYZv2 entity al so inplenents XYzZvl, then
it must al so support the XYZvliGoup group, if conmpliance is to be

cl ai med.
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6. Mapping of the AGENT- CAPABI LI TI ES nacro

The AGENT- CAPABI LI TIES nmacro is used to convey a set of capabilities
present in an agent. It should be noted that the expansion of the
AGENT- CAPABI LI TIES nmacro i s somet hing which conceptual |y happens
during inplenentation and not during run-time.

Wien a MB nodule is witten, it is divided into units of confornance
terned groups. |If an agent clains to inplenent a group, then it nust
i mpl enent each and every object, or each and every notification
within that group. O course, for whatever reason, an agent night

i mpl enent only a subset of the groups within a MB nodule. In
addition, the definition of sone MB objects/notifications | eave sone
aspects of the definition to the discretion of an inplenentor.

Practical experience has denonstrated a need for concisely describing
the capabilities of an agent with respect to one or nore M B nodul es.
The AGENT- CAPABI LI TIES macro all ows an agent inplenmentor to describe
the precise |level of support which an agent clains in regards to a

M B group, and to bind that description to the value of an instance
of sysORID [3]. |In particular, sonme objects nmay have restricted or
augnment ed syntax or access-|evels.

I f the AGENT- CAPABILITIES invocation is given to a managenent-station
i mpl enentor, then that inplenentor can build managenent applications
whi ch optim ze thensel ves when communicating with a particul ar agent.
For exanple, the managenent-station can nmintain a database of these
i nvocations. Wen a nanagenent-station interacts with an agent, it
retrieves fromthe agent the values of all instances of sysORID [3].
Based on this, it consults the database to |ocate each entry matching
one of the retrieved values of sysORID. Using the |ocated entries,
the managenent application can now optim ze its behavior accordingly.

Not e that the AGENT- CAPABI LI TIES macro specifies refinenents or
variations with respect to OBJECT- TYPE and NOTI FI CATI ON- TYPE nacr 0s
in MB nodul es, NOT with respect to MODULE- COMPLI ANCE macros in
conpl i ance statenents.

6.1. Mapping of the PRODUCT- RELEASE cl ause
The PRODUCT- RELEASE cl ause, which rmust be present, contains a textua
description of the product release which includes this set of
capabilities.

6.2. Mapping of the STATUS cl ause

The STATUS cl ause, which nust be present, indicates whether this
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definition is current or historic.

The value "current" neans that the definition is current and valid.
The val ue "obsol ete" neans the definition is obsolete and this
capabilities statement is no |onger in use.

6.3. Mapping of the DESCRI PTI ON cl ause

The DESCRI PTI ON cl ause, which nust be present, contains a textua
description of this set of capabilities.

6.4. Mapping of the REFERENCE cl ause

The REFERENCE cl ause, which need not be present, contains a textua
cross-reference to sone other docunment, either another information
nodul e which defines a related assignnment, or some ot her docunent
whi ch provides additional information relevant to this definition

6.5. Mapping of the SUPPORTS cl ause

The SUPPORTS cl ause, which need not be present, is repeatedly used to
name each M B nodul e for which the agent clainms a conplete or partia
i mpl ementation. Each MB nodule is nanmed by its nodul e nanme, and
optionally, by its associated OBJECT | DENTI FIER (as regi stered by the
MODULE- | DENTI TY macro, see [2]) as well.

6.5.1. Mapping of the I NCLUDES cl ause

The | NCLUDES cl ause, which nust foll ow each and every use of the
SUPPORTS cl ause, is used to nane each M B group associated with the
SUPPORTS cl ause, which the agent clainms to inplenent.

6.5.2. Mapping of the VARI ATI ON cl ause

The VARI ATI ON cl ause, which need not be present, is repeatedly used
to nanme each object or notification which the agent inplenments in
some variant or refined fashion with respect to the correspondent

i nvocation of the OBJECT- TYPE or NOTI FI CATI ON- TYPE nacr o.

Note that the variation concept is meant for generic inplementation
restrictions, e.g., if the variation for an object depends on the

val ues of other objects, then this should be noted in the appropriate
DESCRI PTI ON cl ause.

By definition, each object specified in a VAR ATION cl ause follows a
SUPPORTS cl ause whi ch names the informati on nmodul e in which that
object is defined. Therefore, the use of an | MPORTS statenent, to
specify fromwhere such objects are inported, is redundant and is not
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required in an informtion nodul e.
6.5.2.1. Mapping of the SYNTAX cl ause

The SYNTAX cl ause, which need not be present, is used to provide a
refi ned SYNTAX for the object named in the correspondent VARI ATI ON
clause. Note that if this clause and a WRI TE- SYNTAX cl ause are both
present, then this clause only applies when instances of the object
naned in the correspondent VARI ATI ON cl ause are read.

Consult Section 9 of [2] for nore information on refined syntax.

Note that for enunerated | NTEGERs and for the BITS construct, the
changes al | owed when updating a M B nodul e i nclude the addition of
enuner ati ons and/ or changing the | abels of existing enunerations (see
Section 10.2 of [2]). This type of change can cause problens for an
AGENT- CAPABI LI TIES macro witten against the old revision of a MB
nodule. One way to avoid such problenms is to explicitly list al

obj ects having an enumerated syntax in a VAR ATI ON cl ause, even when
all enunerations are currently supported.

6.5.2.2. Mapping of the WRI TE- SYNTAX cl ause
The WRI TE- SYNTAX cl ause, which need not be present, is used to
provide a refined SYNTAX for the object named in the correspondent
VARI ATI ON cl ause when instances of that object are witten.
Consult Section 9 of [2] for nore information on refined syntax.
6.5.2.3. Mapping of the ACCESS cl ause
The ACCESS cl ause, which need not be present, is used to indicate the
agent provides less than the maxi nal |evel of access to the object or
notification naned in the correspondent VARI ATI ON cl ause.
The only val ue applicable to notifications is "not-inplenented".
The val ue "not-inpl emented" indicates the agent does not i nplenment
the object or notification, and in the ordering of possible values is
equi val ent to "not-accessible".
The value "wite-only" is provided solely for backward conpatibility,
and shall not be used for new y-defined object types. 1In the

ordering of possible values, "wite-only" is |less than "not-
accessi bl e".
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6.5.2.4. Mapping of the CREATI ON- REQUI RES cl ause

The CREATI ON- REQUI RES cl ause, which need not be present, is used to
nane t he col unmar objects of a conceptual row to which val ues nust be
explicitly assigned, by a managerment protocol set operation, before
the agent will allow the instance of the status colum of that rowto
be set to ‘active’. (Consult the definition of RowStatus [5].)

If the conceptual row does not have a status colum (i.e., the

obj ects corresponding to the conceptual table were defined using the
mechanisns in [6,7]), then the CREATI ON- REQUI RES cl ause, whi ch need
not be present, is used to nane the col umar objects of a conceptua
row to which values nust be explicitly assigned, by a nanagenent
protocol set operation, before the agent will create new instances of
objects in that row

This clause must not be present unless the object named in the

correspondent VARI ATION cl ause is a conceptual row, i.e., has a
syntax which resolves to a SEQUENCE cont ai ni ng col umar objects. The
objects named in the value of this clause usually will refer to

col umar objects in that row However, objects unrelated to the
conceptual row nay al so be specified

Al'l objects which are naned in the CREATI ON REQUI RES cl ause for a
conceptual row, and which are col umar objects of that row, mnust have
an access |evel of "read-create".

6.5.2.5. Mapping of the DEFVAL cl ause

The DEFVAL cl ause, which need not be present, is used to provide a

al ternate DEFVAL val ue for the object named in the correspondent

VARI ATI ON cl ause. The semantics of this value are identical to those
of the OBJECT- TYPE nmacro’s DEFVAL cl ause.

6.5.2.6. Mapping of the DESCRI PTI ON cl ause

6.

6.

The DESCRI PTI ON cl ause, which nust be present for each use of the
VARI ATI ON cl ause, contains a textual description of the variant or
refined inplenentati on of the object or notification

Mappi ng of the AGENT- CAPABI LI TI ES val ue
The val ue of an invocation of the AGENT- CAPABI LI TIES nacro i s an

OBJECT | DENTI FI ER, whi ch nanmes the value of sysORID [3] for which
this capabilities statenent is valid.
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6.7. Usage Exanple

Consi der how a capabilities statenent for an agent m ght be
descri bed:

exanpl eAgent AGENT- CAPABI LI TI ES

PRODUCT- RELEASE "ACME Agent release 1.1 for 4BSD."
STATUS current
DESCRI PTI ON "ACME agent for 4BSD."
SUPPORTS SNVPv2- M B
I NCLUDES { systenmGroup, snmpG oup, snmpSet G oup,
snnpBasi cNot i fi cati onsG oup }
VARI ATl ON col dStart
DESCRI PTION "A coldStart trap is generated on all
reboots. "
SUPPORTS IF-M B
| NCLUDES { ifGeneral Goup, ifPacketG oup }
VARI ATI ON i f Adm nSt at us
SYNTAX I NTEGER { up(1), down(2) }
DESCRI PTION "Unable to set test node on 4BSD."
VARI ATI ON i f Oper St at us
SYNTAX I NTEGER { up(1), down(2) }
DESCRIPTION "Information limted on 4BSD."
SUPPORTS |P-MB
| NCLUDES { ipGoup, icnpGoup }
VARI ATl ON i pDefaul t TTL
SYNTAX | NTEGER ( 255. . 255)
DESCRI PTI ON  "Hard-wired on 4BSD."
VARI ATl ON i pl nAddr Errors
ACCESS not - i npl enent ed

DESCRI PTION "I nformati on not avail able on 4BSD. "

VARI ATI ON i pNet ToMedi aEntry
CREATI ON- REQUI RES { i pNet ToMedi aPhysAddr ess }
DESCRI PTI ON " Addr ess mappi ngs on 4BSD require
bot h protocol and nedi a addresses."

SUPPORTS TCP-M B
| NCLUDES { tcpGoup }
VARI ATI ON tcpConnSt at e
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ACCESS read-only
DESCRI PTION "Unable to set this on 4BSD."
SUPPORTS UDP- M B
| NCLUDES { udpG oup }
SUPPORTS EVAL-M B
| NCLUDES { functionsG oup, expressionsG oup }
VARI ATI ON exprEntry

CREATI ON- REQUI RES { eval String, eval Status }
DESCRI PTI ON "Conceptual row creation is supported.”

::= { acneAgents 1 }

According to this invocation, an agent with a sysORI D val ue of
{ acmeAgents 1 }

supports objects defined in six MB nodul es.

From SNMPv2- M B, five confornmance groups are supported.

FromIF-MB, the ifGeneral Goup and ifPacket Group groups are
supported. However, the objects ifAdm nStatus and if Oper Status have
a restricted syntax.

FromIP-MB, all objects in the i pGoup and i cnpGoup are supported
except iplnAddrErrors, while ipDefault TTL has a restricted range, and
when creating a new instance in the i pNet ToMedi aTabl e, the set-
request must create an instance of ipNet ToMedi aPhysAddr ess.

From TCP-M B, the tcpGoup is supported except that tcpConnState is
avail able only for reading.

From UDP-M B, the udpGoup is fully supported.

Fromthe EVAL-M B, all the objects contained in the functionsG oup
and expressi onsG oup conformance groups are supported, w thout
variation. |In addition, creation of new instances in the expr table
is supported, and requires both of the objects: eval String and

eval Status, to be assigned a val ue.
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7.

7.

Ext endi ng an I nformation Mdul e

As experience is gained with a published infornmation nodule, it may
be desirable to revise that information nodul e.

Section 10 of [2] defines the rules for extending an information
nodul e. The remai nder of this section defines how confornance
groups, conpliance statenents, and capabilities statements may be
ext ended.

1. Conformance G oups

It may be desirable to revise the definition of a conformance group
(an OBJECT- GROUP or a NOTI FI CATI ON- GROUP) after experience is gained
with it. However, conformance groups can be referenced by conpliance
and/or capabilities definitions. Therefore, a change to a
conformance group is not allowed if it has the potential to cause a
reference to the group’s original definition to be different froma
reference to the updated definition. Such changes can only be
accommodat ed by defining a new conformance group with a new
descriptor and a new OBJECT | DENTI FI ER val ue.

The foll owing revisions are all owed:

(1) A STATUS cl ause value of "current"” may be revised as "deprecated”

or "obsolete". Simlarly, a STATUS cl ause val ue of "deprecated"
may be revised as "obsolete". Wen naking such a change, the
DESCRI PTI ON cl ause shoul d be updated to explain the rationale.

(2) A REFERENCE cl ause may be added or updat ed.

(3) Cdarifications and additional information nmay be included in the

DESCRI PTI ON cl ause.

(4) Any editorial change.

7.

It is not necessary to change the STATUS val ue of a confornance group
when the status of a nenber of the group is changed.

2. Conpliance Definitions

It may be desirable to revise the definition of a conpliance
definition (MODULE- COMPLI ANCE) after experience is gained with it.
However, changes are not allowed if they cause the requirenents
specified by the original definition to be different fromthe
requi rements of the updated definition. Such changes can only be
accommodat ed by defining a new conpliance definition with a new
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descriptor and a new OBJECT | DENTI FI ER val ue.
The foll owi ng revisions are all owed:

(1) A STATUS cl ause value of "current" may be revised as "deprecated"
or "obsolete". Simlarly, a STATUS cl ause val ue of "deprecated"
may be revised as "obsolete". Wen naking such a change, the
DESCRI PTI ON cl ause shoul d be updated to explain the rationale.

(2) A REFERENCE cl ause may be added or updat ed.

(3) darifications and additional information may be included in the
DESCRI PTI ON cl ause(s) .

(4) Any editorial change.

It is not necessary to change the STATUS val ue of a conpliance
definition due to a change in the STATUS value of a definition it
ref erences.

7.3. Capabilities Definitions

It may be desirable to revise the definition of a capabilities
definition (AGENT-CAPABILITIES) after experience is gained with it.
However, changes are not allowed if they cause the capabilities
specified by the original specification to be different fromthe
capabilities of the updated specification. Such changes can only be
accommodat ed by defining a new capabilities definition with a new
descriptor and a new OBJECT | DENTI FI ER val ue.

The foll owing revisions are all owed:
(1) A STATUS cl ause value of "current" may be revised as "obsol ete".
When maki ng such a change, the DESCRI PTI ON cl ause shoul d be updated
to explain the rationale.

(2) A REFERENCE cl ause may be added or updat ed.

(3) Cdarifications and additional information nmay be included in the
DESCRI PTI ON cl ause(s) .

(4) Any editorial change.
It is not necessary to change the STATUS val ue of a capabilities

definition due to a change in the STATUS value of a definition it
ref erences.
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11. Full Copyright Statenent
Copyright (C The Internet Society (1999). Al Rights Reserved.

Thi s docunent and translations of it may be copied and furnished to
ot hers, and derivative works that conment on or otherw se explain it
or assist in its inmplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
document itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the infornmation contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENGQ NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE. "
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