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1. Status of this Menp

This RFC is a re-rel ease of RFC 1065, with a changed "Status of this
Menmo", plus a few m nor typographical corrections. The technical
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content of the docunment is unchanged from RFC 1065.

This meno provides the common definitions for the structure and
identification of nanagement information for TCP/IP-based internets.
In particular, together with its conpani on menos whi ch describe the
managenent i nformati on base along with the network managenent
protocol, these docunents provide a sinple, workable architecture and
system for managi ng TCP/ I P-based internets and in particular, the

I nt ernet.

This menmo specifies a Standard Protocol for the Internet conmunity.
Its status is "Reconmended". TCP/IP inplenentations in the Internet
whi ch are network manageabl e are expected to adopt and inplenent this
speci fication.

The Internet Activities Board recommends that all |P and TCP

i mpl enent ati ons be network manageable. This inplies inplementation
of the Internet MB (RFC-1156) and at |east one of the two
recormended managenent protocols SNWP (RFC-1157) or CMOT ( RFC- 1095).
It should be noted that, at this tinme, SNWP is a full Internet
standard and CMOT is a draft standard. See also the Host and Gat eway
Requi rements RFCs for nore specific information on the applicability
of this standard.

Pl ease refer to the latest edition of the "I AB Oficial Protoco
St andards” RFC for current information on the state and status of
standard | nternet protocols.

Distribution of this meno is unlimted.
2. Introduction

This meno describes the conmon structures and identification schene
for the definition of managenment information used in nanagi ng
TCP/ 1 P-based internets. Included are descriptions of an object

i nformati on nmodel for network managenent along with a set of generic
types used to descri be managenent information. Fornmal descriptions
of the structure are given using Abstract Syntax Notation One (ASN. 1)

[1].

This memo is |largely concerned with organi zati onal concerns and
adm nistrative policy: it neither specifies the objects which are
nmanaged, nor the protocols used to nanage those objects. These
concerns are addressed by two conpani on nmenps: one describing the
Management | nformati on Base (MB) [2], and the other describing the
Si npl e Network Management Protocol (SNWP) [3].

This menpo is based in part on the work of the Internet Engi neering
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Task Force, particularly the working note titled "Structure and
Identification of Management Information for the Internet” [4]. This
meno uses a skeletal structure derived fromthat note, but differs in
one very significant way: that note focuses entirely on the use of
0S| -styl e network managenent. As such, it is not suitable for use

Wi th SNWVP.

This menp attenpts to achieve two goals: sinplicity and
extensibility. Both are notivated by a common concern: although the
management of TCP/I| P-based internets has been a topic of study for
some time, the authors do not feel that the depth and breadth of such
understanding is conplete. Mre bluntly, we feel that previous
experiences, while giving the comunity insight, are hardly
conclusive. By fostering a sinple SM, the mnimal nunber of
constraints are inposed on future potential approaches; further, by
fostering an extensible SM, the maxi mal nunmber of potentia
approaches are avail able for experinmentation

It is believed that this nmeno and its two comnpani ons conply with the
gui delines set forth in RFC 1052, "I AB Reconmendations for the

Devel opment of Internet Network Managenent Standards" [5] and RFC
1109, "Report of the Second Ad Hoc Network Managenent Revi ew G oup"
[6]. In particular, we feel that this neno, along with the neno
descri bi ng the nmanagenent informati on base, provide a solid basis for
net wor k managenent of the Internet.
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3.

3.

Structure and ldentification of Managenent I|nformation

Managed objects are accessed via a virtual information store, terned
the Managerent Information Base or MB. bjects in the MB are
defined using Abstract Syntax Notation One (ASN. 1) [1].

Each type of object (termed an object type) has a nane, a syntax, and
an encodi ng. The name is represented uni quely as an OBJECT

| DENTI FI ER. An OBJECT IDENTIFIER is an adm nistratively assigned
nane. The adnministrative policies used for assigning nanes are

di scussed later in this nmeno.

The syntax for an object type defines the abstract data structure
corresponding to that object type. For exanple, the structure of a
gi ven object type might be an I NTEGER or OCTET STRING Al though in
general, we should permt any ASN.1 construct to be available for use
in defining the syntax of an object type, this nenp purposely
restricts the ASN. 1 constructs which may be used. These restrictions
are nmade solely for the sake of sinplicity.

The encodi ng of an object type is sinply how instances of that object
type are represented using the object’s type syntax. Inplicitly tied
to the notion of an object’s syntax and encoding is how the object is
represented when being transmtted on the network. This neno
specifies the use of the basic encoding rules of ASN. 1 [7].

It is beyond the scope of this menp to define either the MB used for
net wor k management or the network nmanagement protocol. As mentioned
earlier, these tasks are left to conpanion nenos. This nmeno attenpts
to mnimze the restrictions placed upon its conpanions so as to
nmaxi m ze generality. However, in sone cases, restrictions have been
made (e.g., the syntax which nmay be used when defining object types
inthe MB) in order to encourage a particular style of managenent.
Future editions of this meno may renove these restrictions.

1. Names

Nanes are used to identify managed objects. This nmenp specifies
nanes which are hierarchical in nature. The OBJECT | DENTI FlI ER
concept is used to nodel this notion. An OBJECT | DENTIFIER can be
used for purposes other than nam ng nanaged object types; for
exanpl e, each international standard has an OBJECT | DENTI FlI ER
assigned to it for the purposes of identification. |In short, OBJECT
| DENTI FI ERs are a neans for identifying sone object, regardl ess of
the semantics associated with the object (e.g., a network object, a
st andards docunent, etc.)

An OBJECT IDENTIFIER is a sequence of integers which traverse a
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3.

1

global tree. The tree consists of a root connected to a nunber of

| abel ed nodes via edges. Each node may, in turn, have children of
its own which are labeled. In this case, we may termthe node a
subtree. This process may continue to an arbitrary |evel of depth.
Central to the notion of the OBJECT IDENTIFIER is the understanding
that admnistrative control of the nmeanings assigned to the nodes may
be del egated as one traverses the tree. A label is a pairing of a
brief textual description and an integer.

The root node itself is unlabeled, but has at | east three children
directly under it: one node is admnistered by the Internationa
Organi zation for Standardi zation, with | abel iso(l); another is

adm ni strated by the International Tel egraph and Tel ephone

Consul tative Conmittee, with label ccitt(0); and the third is jointly
administered by the 1SO and the CCITT, joint-iso-ccitt(2).

Under the iso(1) node, the | SO has designated one subtree for use by
other (inter)national organizations, org(3). O the children nodes
present, two have been assigned to the U S. National Institutes of

St andards and Technol ogy. One of these subtrees has been transferred
by the NIST to the U S. Departnment of Defense, dod(6).

As of this witing, the DoD has not indicated howit will manage its
subtree of OBJECT | DENTIFIERs. This menpo assunes that DoD wil |
allocate a node to the Internet community, to be adm nistered by the
Internet Activities Board (I AB) as follows:

i nt ernet OBJECT IDENTIFIER ::={ iso org(3) dod(6) 1}

That is, the Internet subtree of OBJECT |IDENTIFIERs starts with the
prefix:

1.3.6.1.

This menmo, as a standard approved by the | AB, now specifies the
policy under which this subtree of OBJECT I DENTIFIERs is

adm nistered. Initially, four nodes are present:
directory OBJECT IDENTIFIER ::= { internet 1}
ngnt OBJECT IDENTIFIER ::={ internet 2}
experimental OBJECT IDENTIFIER ::= { internet 3}
private OBJECT IDENTIFIER ::={ internet 4 }
1. Directory

The directory(l) subtree is reserved for use with a future meno that
di scusses how the OSI Directory may be used in the Internet.
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3.1.2. Mm
The ngnt (2) subtree is used to identify objects which are defined in
| AB- approved documents. Administration of the ngm (2) subtree is
del egated by the IAB to the Internet Assigned Numbers Authority for
the Internet. As RFCs which define new versions of the Internet-
standard Managenent |nformati on Base are approved, they are assigned
an OBJECT | DENTI FI ER by the Internet Assigned Numbers Authority for
i dentifying the objects defined by that neno.
For exanple, the RFC which defines the initial Internet standard M B

woul d be assi gned managenent docunent nunmber 1. This RFC woul d use
t he OBJECT | DENTI FI ER

{ mgnmt 1}
or
1.3.6.1.2.1
in defining the Internet-standard M B
The generation of new versions of the Internet-standard MB is a
ri gorous process. Section 5 of this nmenp describes the rul es used
when a new version is defined.
3.1.3. Experinental
The experimental (3) subtree is used to identify objects used in
Internet experinments. Administration of the experinental (3) subtree
is delegated by the |AB to the Internet Assigned Numbers Authority of

the I nternet.

For exanple, an experinmenter mght received number 17, and woul d have
avai |l abl e the OBJECT | DENTI FI ER

{ experinental 17 }
or

1.3.6.1.3.17
for use.

As a part of the assignment process, the Internet Assigned Nunbers
Authority may make requirenments as to how that subtree is used.
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3.1.4. Private

The private(4) subtree is used to identify objects defined
unilaterally. Administration of the private(4) subtree is del egated
by the IAB to the Internet Assigned Numbers Authority for the
Internet. Initially, this subtree has at |east one child:

enterprises OBJECT IDENTIFIER ::= { private 1}

The enterprises(l) subtree is used, anmong other things, to permt
parties providing networking subsystenms to regi ster nodels of their
products.

Upon receiving a subtree, the enterprise may, for exanple, define new
M B objects in this subtree. |In addition, it is strongly recomended
that the enterprise will also register its networking subsystens
under this subtree, in order to provide an unanbi guous identification
mechani sm for use in nmanagenent protocols. For exanmple, if the
"Flintstones, Inc." enterprise produced networking subsystens, then
they coul d request a node under the enterprises subtree fromthe

I nternet Assigned Nunmbers Authority. Such a node m ght be nunbered:

1.3.6.1.4.1.42

The "Flintstones, Inc." enterprise mght then register their "Fred
Rout er” under the nane of:

1.3.6.1.4.1.42.1.1
3.2. Syntax
Syntax is used to define the structure corresponding to object types.
ASN. 1 constructs are used to define this structure, although the ful

generality of ASN.1 is not permtted.

The ASN. 1 type hjectSyntax defines the different syntaxes which may
be used in defining an object type.

3.2.1. Primtive Types
Only the ASN.1 primtive types | NTEGER, OCTET STRI NG, OBJECT
| DENTI FI ER, and NULL are permitted. These are sonetines referred to
as non- aggregate types.

3.2.1.1. cuidelines for Enumerated | NTEGERs

If an enumerated INTEGER is |listed as an object type, then a naned-
nunber having the value 0 shall not be present in the list of
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enunerations. Use of this value is prohibited.
3.2.2. Constructor Types

The ASN. 1 constructor type SEQUENCE is permtted, providing that it
is used to generate either lists or tables.

For lists, the syntax takes the form
SEQUENCE { <typel>, ..., <typeN> }
where each <type> resolves to one of the ASN.1 primtive types listed
above. Further, these ASN. 1 types are al ways present (the DEFAULT
and OPTI ONAL cl auses do not appear in the SEQUENCE definition).
For tables, the syntax takes the form
SEQUENCE OF <entry>

where <entry> resolves to a list constructor.
Lists and tables are sonetimes referred to as aggregate types.

3.2.3. Defined Types
In addition, new application-wi de types nay be defined, so |ong as
they resolve into an IMPLICITly defined ASN.1 primtive type, list,
table, or some other application-wide type. Initially, few
application-wi de types are defined. Future nenos will no doubt
define others once a consensus is reached.

3.2.3.1. NetworkAddress
This CHO CE represents an address from one of possibly severa
protocol famlies. Currently, only one protocol famly, the Internet
famly, is present in this CHO CE

3.2.3.2. | pAddress

This application-w de type represents a 32-bit internet address. It
is represented as an OCTET STRING of length 4, in network byte-order

When this ASN. 1 type is encoded using the ASN. 1 basic encodi ng rules,
only the primtive encoding formshall be used.

3.2.3. 3. Count er

This application-w de type represents a non-negative integer which
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nonotonically increases until it reaches a maxi nrum val ue, when it
wraps around and starts increasing again fromzero. This neno
specifies a maxi num val ue of 2732-1 (4294967295 decimal) for
counters.

3.2.3.4. (auge

This application-w de type represents a non-negative integer, which
may i ncrease or decrease, but which |atches at a nmaxi mum value. This
meno specifies a maxi num val ue of 2732-1 (4294967295 deci mal) for
gauges.

3.2.3.5. TinmeTicks

This application-w de type represents a non-negative integer which
counts the time in hundredths of a second since some epoch. When
object types are defined in the MB which use this ASN.1 type, the
description of the object type identifies the reference epoch

3.2.3.6. Opaque

This application-w de type supports the capability to pass arbitrary
ASN. 1 syntax. A value is encoded using the ASN.1 basic rules into a
string of octets. This, in turn, is encoded as an OCTET STRING in
ef fect "doubl e-wrappi ng" the original ASN. 1 val ue.

Note that a conform ng inplenentation need only be able to accept and
recogni ze opaquel y-encoded data. It need not be able to unwap the
data and then interpret its contents.

Further note that by use of the ASN. 1 EXTERNAL type, encodi ngs ot her
than ASN. 1 nay be used in opaquel y-encoded dat a.

3.3. Encodi ngs
Once an instance of an object type has been identified, its val ue may

be transmtted by applying the basic encoding rules of ASN.1 to the
syntax for the object type.
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4. Managed nbjects

Al though it is not the purpose of this nmeno to define objects in the
M B, this nenmo specifies a format to be used by other nenos which
define these objects.

An object type definition consists of five fields:

A textual name, terned the OBJECT DESCRI PTOR, for the object type,
along with its correspondi ng OBJECT | DENTI FI ER

Synt ax:
The abstract syntax for the object type. This nmust resolve to an
i nstance of the ASN. 1 type hjectSyntax (defined bel ow).

Definition:
A textual description of the semantics of the object type.
| npl enent ati ons shoul d ensure that their instance of the object
fulfills this definition since this MB is intended for use in
mul ti-vendor environments. As such it is vital that objects have
consi stent meani ng across all machi nes.

Access:
One of read-only, read-wite, wite-only, or not-accessible.

St at us:
One of mandatory, optional, or obsolete.

Future nenos nay al so specify other fields for the objects which they
defi ne.

4.1. Cuidelines for Cbject Nanes

No object type in the Internet-Standard M B shall use a sub-
identifier of O inits nane. This value is reserved for use with
future extensions.

Each OBJECT DESCRI PTOR corresponding to an object type in the
i nternet-standard M B shall be a unique, but mmenonic, printable
string. This pronotes a common | anguage for humans to use when
di scussing the MB and also facilitates sinple table mappings for
user interfaces.

4.2. (Object Types and | nstances

An object type is a definition of a kind of managed object; it is
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declarative in nature. |In contrast, an object instance is an
instantiation of an object type which has been bound to a value. For
exanpl e, the notion of an entry in a routing table m ght be defined
inthe MB. Such a notion corresponds to an object type; individua
entries in a particular routing table which exist at some tinme are
obj ect instances of that object type.

A col lection of object types is defined in the MB. Each such

subj ect type is uniquely naned by its OBJECT | DENTI FI ER and al so has
a textual nane, which is its OBJECT DESCRI PTOR. The neans wher eby
obj ect instances are referenced is not defined in the MB. Reference
to object instances is achieved by a protocol -specific nechanism it
is the responsibility of each managenent protocol adhering to the SM
to define this mechanism

An object type may be defined in the MB such that an instance of
that object type represents an aggregation of information also
represented by instances of sone nunber of "subordinate" object
types. For exanpl e, suppose the follow ng object types are defined
inthe MB

atlndex { atEntry 1}

Synt ax:
| NTEGER

Definition:
The interface nunber for the physical address.

Access:
read-wite.

St at us:
nmandat ory.

at PhysAddress { atEntry 2 }

Synt ax:
OCTET STRI NG

Definition:
The nedi a- dependent physi cal address.
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Access:
read-wite.

St at us:
mandat ory.

at Net Address { atEntry 3 }

Synt ax:
Net wor kAddr ess

Definition:
The network address corresponding to the medi a- dependent physica
address.

Access:
read-wite.

St at us:
mandat ory.

Then, a fourth object type mght also be defined in the MB

atEntry { atTable 1}

Synt ax:

AtEntry ::= SEQUENCE {
at | ndex
| NTEGER
at PhysAddr ess
OCTET STRI NG
at Net Addr ess
Net wor kAddr ess

}

Definition:
An entry in the address translation table.

Access:
read-wite.
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St at us:
mandat ory.

Each instance of this object type conprises information represented
by instances of the forner three object types. An object type
defined in this way is called a list.

Simlarly, tables can be forned by aggregations of a list type. For
exanple, a fifth object type might also be defined in the MB:

atTable { at 1}

Synt ax:
SEQUENCE OF AtEntry

Definition:
The address translation table.

Access:
read-wite.

St at us:
mandat ory.

such that each instance of the atTable object conprises information
represented by the set of atEntry object types that collectively
constitute a given atTable object instance, that is, a given address
transl ation table.

Consi der how one mght refer to a sinple object within a table.
Continuing with the previous exanple, one might name the object type

{ at PhysAddress }
and specify, using a protocol -specific nechanism the object instance
{ atNet Address } = { internet "10.0.0.52" }
This pairing of object type and object instance would refer to al
i nstances of atPhysAddress which are part of any entry in sone
address translation table for which the associ ated at Net Address val ue
is { internet "10.0.0.52" }.

To continue with this exanple, consider how one mght refer to an
aggregate object (list) within a table. Nam ng the object type
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{ atEntry }

and specifying, using a protocol-specific mechanism the object
i nstance

{ atNet Address } = { internet "10.0.0.52" }

refers to all instances of entries in the table for which the
associ ated at Net Address value is { internet "10.0.0.52" }.

Each management protocol mnust provide a mechani smfor accessing

si mpl e (non-aggregate) object types. Each nanagenent protoco

speci fies whether or not it supports access to aggregate object
types. Further, the protocol must specify which instances are
"returned" when an object type/instance pairing refers to nore than
one instance of a type.

To afford support for a variety of nanagenent protocols, al

i nformati on by which instances of a given object type may be usefully
di stingui shed, one fromanother, is represented by instances of

obj ect types defined in the MB

4.3. Macros for Managed bjects

In order to facilitate the use of tools for processing the definition
of the MB, the OBJECT-TYPE nacro nmay be used. This macro pernits
the key aspects of an object type to be represented in a formal way.

OBJECT- TYPE MACRO :: =
BEG N
TYPE NOTATI ON :

"SYNTAX" type (TYPE Obj ect Synt ax)
" ACCESS" Access

" STATUS" St atus

VALUE NOTATION ::= val ue (VALUE Obj ect Name)

Access ::= "read-only"
| "read-wite"
| "wite-only"
| "not-accessible"

Status ::= "nandatory"
| "optional™
| "obsol ete"
END

G ven the object types defined earlier, we mght inmagine the
followi ng definitions being present in the MB

at | ndex OBJECT- TYPE
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SYNTAX | NTEGER
ACCESS read-wite
STATUS mandat ory
c:={ atEntry 1}

at PhysAddr ess OBJECT- TYPE
SYNTAX OCTET STRI NG
ACCESS read-wite
STATUS mandat ory
c:={ atEntry 2}

at Net Addr ess OBJECT- TYPE
SYNTAX Net wor KAddr ess
ACCESS read-wite
STATUS mandat ory
c:={ atEntry 3}

atEntry OBJECT-TYPE
SYNTAX AtEntry
ACCESS read-wite
STATUS mandat ory
c:={ atTable 1}

at Tabl e OBJECT- TYPE
SYNTAX SEQUENCE OF AtEntry
ACCESS read-wite
STATUS mandat ory

= { at 1}
AtEntry ::= SEQUENCE {
at | ndex
| NTEGER,

at PhysAddr ess
OCTET STRI NG,
at Net Addr ess
Net wor kAddr ess
}

The first five definitions describe object types, relating, for
exanpl e, the OBJECT DESCRI PTOR atlndex to the OBJECT | DENTI FI ER {
atEntry 1 }. In addition, the syntax of this object is defined
(INTEGER) along with the access permtted (read-wite) and status

(mandatory). The sixth definition describes an ASN. 1 type called
AtEntry.
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5. Extensions to the MB

Every Internet-standard M B docunent obsol etes all previous such
docunents. The portion of a name, terned the tail, follow ng the
OBJECT | DENTI FI ER

{ mgnmt version-nunber }

used to nane objects shall remain unchanged between versions. New
versi ons may:

(1) declare old object types obsolete (if necessary), but not
del ete their nanes;

(2) augnent the definition of an object type corresponding to a
list by appendi ng non-aggregate object types to the object types
inthe list; or,

(3) define entirely new object types.
New versions may not:

(1) change the senmantics of any previously defined object without
changi ng the nane of that object.

These rules are inportant because they adnit easier support for

mul tiple versions of the Internet-standard MB. |In particular, the
semantics associated with the tail of a nane remain constant
throughout different versions of the MB. Because multiple versions
of the MB may thus coincide in "tail-space," inplenentations
supporting nmultiple versions of the MB can be vastly sinplified.

However, as a consequence, a mamnagenent agent mght return an

i nstance corresponding to a superset of the expected object type.
Fol I owi ng the principle of robustness, in this exceptional case, a
manager should ignore any additional information beyond the
definition of the expected object type. However, the robustness
principle requires that one exercise care with respect to contro
actions: if an instance does not have the same syntax as its
expected object type, then those control actions nust fail. In both
the monitoring and control cases, the nane of an object returned by
an operation nmust be identical to the nanme requested by an operation
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6. Definitions
RFC1155-SM DEFINITIONS ::= BEG N

EXPORTS -- EVERYTHI NG
internet, directory, ngnt,
experimental, private, enterprises,
OBJECT- TYPE, nj ect Nanme, Obj ect Syntax, Sinpl eSyntax,
Appl i cati onSynt ax, Networ kAddr ess, | pAddress,
Counter, Gauge, TimeTicks, Opaque;

-- the path to the root

i nt er net OBJECT IDENTIFIER ::= { iso org(3) dod(6) 1}
directory OBJECT IDENTIFIER ::={ internet 1}
ngnt OBJECT IDENTIFIER ::={ internet 2}
experimental OBJECT IDENTIFIER ::={ internet 3}
private OBJECT IDENTIFIER ::= { internet 4 }
enterprises OBJECT IDENTIFIER ::= { private 1 }
-- definition of object types
OBJECT- TYPE MACRO :: =
BEG N
TYPE NOTATION :: = "SYNTAX" type (TYPE Object Synt ax)
" ACCESS" Access
" STATUS" St atus
VALUE NOTATION ::= val ue (VALUE Obj ect Nane)
Access ::= "read-only"
| "read-wite"
| "write-only"
| "not-accessible"
Status ::= "nandatory"
| "optional™
| "obsol ete"
END

-- names of objects in the MB

oj ect Namre :: =
OBJECT | DENTI FI ER
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-- syntax of objects in the MB

hj ect Syntax ::=
CHO CE {
simpl e
Si npl eSynt ax,

-- note that sinple SEQUENCEs are not directly
-- nentioned here to keep things sinple (i.e.

-- prevent ms-use). However, application-w de
-- types which are IMPLICITly encoded sinple

-- SEQUENCEs mmy appear in the foll owing CHO CE

application-w de
Appl i cati onSynt ax
}

Si npl eSyntax ::=
CHO CE {
numnber
| NTEGER

string
OCTET STRI NG

obj ect
OBJECT | DENTI FI ER

enpty
NUL L

}

ApplicationSyntax ::=
CHO CE {
addr ess
Net wor kAddr ess,

count er
Count er,

gauge
Gauge,

ticks
Ti meTi cks,

arbitrary
Opaque
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-- other application-w de types, as they are
-- defined, will be added here

}

-- application-w de types

Net wor kAddr ess :: =
CHO CE {
i nt er net
| pAddr ess

}

| pAddress :: =
[ APPLI CATI ON 0] -- in network-byte order
| MPLICI T OCTET STRING (Sl ZE (4))

Counter ::=
[ APPLI CATI ON 1]
| MPLICI' T | NTEGER (0..4294967295)

Gauge ::=
[ APPLI CATI ON 2]
| MPLICI T | NTEGER (0. .4294967295)

Ti meTi cks :: =
[ APPLI CATI ON 3]
| MPLICI T | NTEGER (0. .4294967295)

Opaque :: =
[ APPLI CATI ON 4] -- arbitrary ASN. 1 val ue
| MPLICI T OCTET STRING -- "doubl e- w apped"
END
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1. Abstract

This menmo describes a straight-forward approach toward producing
conci se, yet descriptive, MB nodules. It is intended that al
future MB nodules be witten in this format.

2. Historical Perspective

As reported in RFC 1052, | AB Recommendati ons for the Devel opnent of

I nternet Network Managenment Standards [1], a two-prong strategy for
net wor k managenent of TCP/|P-based internets was undertaken. In the
short-term the Sinple Network Management Protocol (SNWP), defined in
RFC 1067, was to be used to nanage nodes in the Internet comunity.
In the long-term the use of the OSI network management framework was
to be exam ned. Two docunents were produced to define the managenent
i nformati on: RFC 1065, which defined the Structure of Managenent
Information (SM), and RFC 1066, which defined the Managenent

I nformati on Base (MB). Both of these documents were designed so as
to be conpatible with both the SNMP and the OSI network managemnent

f ramewor k

This strategy was quite successful in the short-term |Internet-based
net wor k managenent technol ogy was fiel ded, by both the research and
conmercial communities, within a few nonths. As a result of this,
portions of the Internet community becane network manageable in a
timely fashion.

As reported in RFC 1109, Report of the Second Ad Hoc Network
Managenent Review Group [2], the requirenents of the SNWP and the CSI
net wor k managenent frameworks were nore different than anticipated.
As such, the requirenment for conpatibility between the SM/M B and
bot h frameworks was suspended. This action pernmitted the operationa
net wor k management framework, based on the SNMP, to respond to new
operational needs in the Internet conmunity by producing MB-I1

In May of 1990, the core docunents were elevated to "Standard
Protocol s" with "Recommended" status. As such, the Internet-standard
net wor k management framework consists of: Structure and
Identification of Managenent Information for TCP/IP-based internets,
RFC 1155 [3], which describes how managed objects contained in the
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M B are defined; Managenent |Information Base for Network Managenent
of TCP/|P-based internets, which describes the nmanaged objects
contained in the MB, RFC 1156 [4]; and, the Sinple Network
Management Protocol, RFC 1157 [5], which defines the protocol used to
manage these objects. Consistent with the IAB directive to produce
sinmpl e, workable systens in the short-term the |ist of nanaged
objects defined in the Internet-standard M B was derived by taking
only those el ements which are considered essential. However, the SM
defined three extensibility nmechani sns: one, the addition of new
standard obj ects through the definitions of new versions of the MB
two, the addition of w dely-avail abl e but non-standard objects
through the experinental subtree; and three, the addition of private
obj ects through the enterprises subtree. Such additional objects can
not only be used for vendor-specific elenents, but also for
experimentation as required to further the know edge of which other
obj ects are essenti al

As nore objects are defined using the second net hod, experience has
shown that the resulting M B descriptions contain redundant
information. |In order to provide for MB descriptions which are nore
conci se, and yet as informative, an enhancenent is suggested. This
enhancenent allows the author of a MB to renpve the redundant
information, while retaining the inportant descriptive text.

Bef ore presenting the approach, a brief presentation of col umar
obj ect handling by the SNWP is necessary. This explains and further
notivates the value of the enhancenent.

3. Columar njects

The SNWMP supports operations on MB objects whose syntax is

oj ect Syntax as defined in the SM. Informally stated, SNW
operations apply exclusively to scalar objects. However, it is
conveni ent for devel opers of managenent applications to inpose

i magi nary, tabular structures on the ordered collection of objects
that constitute the MB. Each such conceptual table contains zero or
nore rows, and each row may contain one or nore scal ar objects,
ternmed col ummar objects. Historically, this conceptualization has
been formalized by using the OBJECT-TYPE nacro to define both an

obj ect which corresponds to a table and an object which corresponds
to arowin that table. (The ACCESS cl ause for such objects is

"not -accessi bl e", of course.) However, it nust be enphasized that, at
the protocol |evel, relationships anong columar objects in the sane
rowis a matter of convention, not of protocol

Note that there are good reasons why the tabular structure is not a

matter of protocol. Consider the operation of the SNMP Get- Next - PDU
acting on the last columar object of an instance of a conceptua
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row, it returns the next colum of the first conceptual row or the
first object instance occurring after the table. 1In contrast, if the
rows were a matter of protocol, then it would instead return an
error. By not returning an error, a single PDU exchange inforns the
manager that not only has the end of the conceptual row table been
reached, but also provides information on the next object instance,
thereby increasing the information density of the PDU exchange.

3.1. Row Del etion

Nonet hel ess, it is highly useful to provide a nmeans whereby a

conceptual row nay be renoved froma table. In MB-I1, this was
achi eved by defining, for each conceptual row, an integer-val ued
col umar object. |If a managenent station sets the value of this

object to sone value, usually terned "invalid", then the effect is
one of invalidating the corresponding rowin the table. However, it
is an inplementation-specific matter as to whether an agent renoves
an invalidated entry fromthe table. Accordingly, nmanagenent
stations nust be prepared to receive tabular information from agents
that corresponds to entries not currently in use. Proper
interpretation of such entries requires exami nation of the col umar
obj ect indicating the in-use status.

3.2. Row Addition

It is also highly useful to have a cl ear understandi ng of how a

conceptual row nmay be added to a table. 1In the SNWP, at the protoco
| evel , a managenent station issues an SNMP set operation containing
an arbitrary set of variable bindings. In the case that an agent

detects that one or nore of those variable bindings refers to an
obj ect instance not currently available in that agent, it may,
according to the rules of the SNWP, behave according to any of the
foll owi ng paradi gns:

(1) It may reject the SNVP set operation as referring to
non- exi stent object instances by returning a response
with the error-status field set to "noSuchNanme" and the
error-index field set to refer to the first vacuous
ref erence.

(2) It may accept the SNVP set operation as requesting the
creation of new object instances corresponding to each
of the object instances nanmed in the variable bindings.
The val ue of each (potentially) newy created object
instance is specified by the "value" conponent of the
rel evant variable binding. In this case, if the request
specifies a value for a newWy (or previously) created
object that it deens inappropriate by reason of val ue or
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syntax, then it rejects the SNVP set operation by
responding with the error-status field set to badVal ue
and the error-index field set to refer to the first

of f endi ng vari abl e bi ndi ng.

(3) It may accept the SNMP set operation and create new
obj ect instances as described in (2) above and, in
addition, at its discretion, create supplenmental object
instances to conplete a rowin a conceptual table of
whi ch the new object instances specified in the request
may be a part.

It should be enphasi zed that all three of the above behaviors are
fully conformant to the SNWP specification and are fully acceptabl e,
subject to any restrictions which may be i nposed by access contro
and/ or the definitions of the MB objects thensel ves.

4. Defining Objects
The Internet-standard SM enpl oys a two-|evel approach towards object
definition. A MB definition consists of two parts: a textual part,
in which objects are placed into groups, and a M B nodul e, in which
objects are described solely in terms of the ASN.1 macro OBJECT- TYPE
which is defined by the SM.

An exampl e of the forner definition mght be:

sysLocation { system6 }

Synt ax:
Di splayString (SIZE (0..255))

Definition:
The physical l|location of this node (e.g., "tel ephone
closet, 3rd floor").

Access:
read-only.

St at us:
nmandat ory.

An example of the latter definition mght be:

sysLocati on OBJECT- TYPE
SYNTAX DisplayString (Sl ZE (0..255))
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In the interests of brevity and to reduce the chance of

editing errors, it would seem useful
definitions.

extension to the OBJECT- TYPE nmacr o:

to conbine the two
Thi s can be acconplished by defining an

| MPORTS
hj ect Namre

FROM RFC1155- SM

Di splayString

FROM RFC1158- M B;

OBJECT- TYPE MACRO ::
BEG N
TYPE NOTATI ON ::

VALUE NOTATI ON :

-- must conformto

-- RFC1155’ s (bj ect Synt ax
type( Obj ect Synt ax)
Access
St at us

" SYNTAX"
" ACCESS"
" STATUS"
Descr Part
Ref er Par t
| ndexPart
Def Val Par t

val ue (VALUE Obj ect Nane)

Access ::= "read-only"
| "read-wite"
| "wite-only"
| "not-accessible"
Status ::= "nandatory"
| "optional™
| "obsol ete"
| "deprecated"
DescrPart ::=
"DESCRI PTI ON' val ue (description D splayString)
| enpty
ReferPart ::=
"REFERENCE" val ue (reference DisplayString)
| enpty
I ndexPart ::=

SNVP Wor ki ng Group
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| enmpty
| ndexTypes ::=
| ndexType | IndexTypes "," |IndexType
| ndexType :: =
-- i f indexobject, use the SYNTAX
-- value of the correspondent
-- OBJECT-TYPE i nvocation
val ue (i ndexobject Object Nane)
-- otherw se use named SM type
-- must conformto | ndexSyntax bel ow
| type (indextype)
Def Val Part ::=
"DEFVAL" "{" val ue (defvalue njectSyntax) "}"
| enpty
END
| ndexSyntax ::=
CHO CE {
numnber
| NTEGER (0.. MAX),
string
OCTET STRI NG
obj ect
OBJECT | DENTI FI ER
addr ess
Net wor kAddr ess,
i pAddr ess
| pAddr ess
}

4.1. Mapping of the OBJECT- TYPE macro

It should be noted that the expansion of the OBJECT-TYPE macro is
sonet hi ng whi ch conceptual |y happens during inplenmentation and not
during run-time.

4.1.1. W©Mapping of the SYNTAX cl ause

The SYNTAX cl ause, which nust be present, defines the abstract data
structure corresponding to that object type. The ASN. 1 | anguage [ 6]
is used for this purpose. However, the SM purposely restricts the
ASN. 1 constructs which may be used. These restrictions are nade
expressly for sinmplicity.
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4.1.2. WMapping of the ACCESS cl ause

The ACCESS cl ause, which nust be present, defines the mninmumleve
of support required for that object type. As a local matter,

i mpl enent ati ons may support other access types (e.g., an

i npl enentation may elect to permtting witing a variable marked as
read-only). Further, protocol-specific "views" (e.g., those
indirectly inplied by an SNMP conmunity) may make further
restrictions on access to a variable.

4.1.3. Mapping of the STATUS cl ause

The STATUS cl ause, which nust be present, defines the inplenentation
support required for that object type.

4.1.4. WMapping of the DESCRI PTION cl ause

The DESCRI PTI ON cl ause, which need not be present, contains a textua
definition of that object type which provides all semantic
definitions necessary for inplenmentation, and shoul d enbody any

i nformati on whi ch woul d ot herwi se be conmunicated in any ASN. 1
conment ary annot ati ons associated with the object. Note that, in
order to conformto the ASN.1 syntax, the entire value of this clause
nust be encl osed in doubl e quotation marks, although the value may be
mul ti-1ine.

Further, note that if the MB npdul e does not contain a textua

description of the object type el sewhere then the DESCRI PTI ON cl ause
nmust be present.

4.1.5. Mapping of the REFERENCE cl ause

The REFERENCE cl ause, which need not be present, contains a textua
cross-reference to an object defined in some other MB nmodule. This
is useful when de-osifying a M B produced by sone other organization

4.1.6. Mapping of the I NDEX cl ause

The | NDEX cl ause, which may be present only if that object type
corresponds to a conceptual row, defines instance identification
information for that object type. (H storically, each MB definition
contained a section entitled "ldentification of OBJECT instances for
use with the SNMP'. By using the INDEX cl ause, this section need no
| onger occur as this clause concisely captures the precise semantics
needed for instance identification.)

If the INDEX clause is not present, and the object type corresponds
to a non-columar object, then instances of the object are identified
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by appending a sub-identifier of zero to the nane of that object.
Further, note that if the MB nodul e does not contain a textua
description of how instance identification information is derived for
col umar objects, then the I NDEX cl ause nmust be present.

To define the instance identification information, determ ne which
obj ect value(s) w Il unanbi guously distinguish a conceptual row. The
syntax of those objects indicate howto formthe instance-identifier

(1) integer-valued: a single sub-identifier taking the

i nteger value (this works only for non-negative

i ntegers);
(2) string-valued, fixed-length strings: ‘n’ sub-identifiers,
where ‘n’ is the length of the string (each octet of the
string is encoded in a separate sub-identifier);

(3) string-valued, variable-length strings: ‘n+l1" sub-
identifiers, where ‘n’ is the length of the string (the
first sub-identifier is ‘n” itself, following this, each
octet of the string is encoded in a separate sub-
identifier);

(4) object identifier-valued: ‘n+l’ sub-identifiers, where
‘n" is the nunber of sub-identifiers in the value (the
first sub-identifier is ‘n’ itself, following this, each
sub-identifier in the value is copied);

(5) Networ kAddr ess-val ued: ‘n+1" sub-identifiers, where ‘n’
depends on the kind of address being encoded (the first
sub-identifier indicates the kind of address, value 1
i ndi cates an | pAddress); or

(6) |IpAddress-valued: 4 sub-identifiers, in the famliar
a.b.c.d notation.

Note that if an "indextype" value is present (e.g., |NTEGER rather

than iflndex), then a DESCRI PTI ON cl ause nust be present; the text
contained therein indicates the semantics of the "indextype" val ue.
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By way of exanple, in the context of MB-II1 [7], the follow ng | NDEX
cl auses m ght be present:

obj ect s under | NDEX cl ause
ifEntry { iflndex }
atEntry { at Netlflndex,
at Net Addr ess }
i pAddr Entry { i1 pAdEnt Addr }
i pRout eEntry { i pRouteDest }
i pNet ToMedi aEntry { i1 pNet ToMedi al f I ndex,
i pNet ToMedi aNet Addr ess }
{ tcpConnLocal Addr ess,
t cpConnLocal Port,
t cpConnRenot eAddr ess,
t cpConnRenot ePort }

tcpConnEntry

udpEntry { udpLocal Address,
udpLocal Port }
egpNei ghEntry { egpNei ghAddr }

4.1.7. W©Mapping of the DEFVAL cl ause

The DEFVAL cl ause, which need not be present, defines an acceptable
default val ue which nay be used when an object instance is created at
the discretion of the agent acting in conformance with the third

par adi gm descri bed in Section 4.2 above.

During conceptual row creation, if an instance of a col umar object
is not present as one of the operands in the correspondent SNWVP set
operation, then the value of the DEFVAL clause, if present, indicates
an acceptable default value that the agent m ght use.

The val ue of the DEFVAL cl ause nust, of course, correspond to the
SYNTAX cl ause for the object. Note that if an operand to the SNW
set operation is an instance of a read-only object, then the error
noSuchNane will be returned. As such, the DEFVAL cl ause can be used
to provide an acceptabl e default value that the agent m ght use.

It is possible that no acceptable default value may exist for any of
the columar objects in a conceptual row for which the creation of
new obj ect instances is allowed. 1In this case, the objects specified
in the INDEX cl ause nust have a correspondi ng ACCESS cl ause val ue of
read-wite.
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4.

4.

1.

By way of exanple, consider the follow ng possi ble DEFVAL cl auses:

2.

8.

hj ect Synt ax DEFVAL cl ause

| NTEGER 1 -- sane for Counter, Gauge, Ti meTicks
OCTET STRI NG ffffffffffff ' h

Di splayString "any NVT ASCI| string"

OBJECT | DENTI FI ER sysDescr

OBJECT | DENTI FI ER { system 2 }

NULL NULL

Net wor kAddr ess { internet ’'c0210415 h }

| pAddr ess 'c0210415' h -- 192.33.4.21

Mappi ng of the OBJECT- TYPE val ue

The val ue of an invocation of the OBIJECT-TYPE macro is the nane of
the object, which is an object identifier.

Usage Exanpl e

Consi der how the i pNet ToMedi aTable fromMB-11 might be fully
descri bed:

-- the IP Address Transl ati on tables

-- The Address Translation tables contain | pAddress to

-- "physical" address equival ences. Some interfaces do not

-- use translation tables for determ ning address equival ences
-- (e.g., DDN-X. 25 has an algorithmc nethod); if all

-- interfaces are of this type, then the Address Transl ation
-- table is enpty, i.e., has zero entries.

i pNet ToMedi aTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF | pNet ToMedi aEntry
ACCESS not -accessible
STATUS nmandat ory
DESCRI PTI ON
"The I P Address Transl ation table used for mapping
fromI|P addresses to physical addresses."

o= { ip 22}

i pNet ToMedi aEntry OBJECT- TYPE
SYNTAX | pNet ToMedi aEntry
ACCESS not -accessi bl e
STATUS mandat ory
DESCRI PTI ON
"Each entry contains one | pAddress to ’physical’

SNVP Wor ki ng Group [ Page 11]



RFC 1212 Conci se M B Definitions March 1991

address equi val ence. "
I NDEX { i pNet ToMedi al f | ndex,
i pNet ToMedi aNet Addr ess '}
::={ ipNet ToMedi aTable 1 }

| pNet ToMedi aEntry :: =
SEQUENCE {

i pNet ToMedi al f | ndex
| NTEGER

i pNet ToMedi aPhysAddr ess
OCTET STRI NG

i pNet ToMedi aNet Addr ess
| pAddr ess,

i pNet oToMedi aType
| NTEGER

}

i pNet ToMedi al f I ndex OBJECT- TYPE

SYNTAX | NTEGER

ACCESS read-write

STATUS mandat ory

DESCRI PTI ON
"The interface on which this entry’s equival ence
is effective. The interface identified by a
particul ar value of this index is the sane
interface as identified by the same val ue of
i flndex."

::={ ipNetToMedi abntry 1 }

i pNet ToMedi aPhysAddr ess OBJECT- TYPE
SYNTAX OCTET STRI NG
ACCESS read-write
STATUS mandat ory
DESCRI PTI ON
"The medi a- dependent ' physical’ address.”
;.= { ipNetToMedi abntry 2 }

i pNet ToMedi aNet Addr ess OBJECT- TYPE

SYNTAX | pAddr ess

ACCESS read-wite

STATUS mandat ory

DESCRI PTI ON
"The | pAddress corresponding to the nedia-
dependent ' physical’ address."

::={ ipNetToMedi abEntry 3 }

i pNet ToMedi aType OBJECT- TYPE
SYNTAX | NTECGER {
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ot her (1), -- none of the follow ng
invalid(2), -- an invalidated mappi ng
dynam c(3),

static(4)

}
ACCESS read-write
STATUS nmandat ory
DESCRI PTI ON
"The type of mapping.

Setting this object to the value invalid(2) has
the effect of invalidating the corresponding entry
in the i pNet ToMedi aTable. That is, it effectively
di sassoci ates the interface identified with said
entry fromthe mapping identified with said entry.
It is an inplementation-specific matter as to
whet her the agent renoves an invalidated entry
fromthe table. Accordingly, nanagenent stations
nmust be prepared to receive tabular information
from agents that corresponds to entries not
currently in use. Proper interpretation of such
entries requires exam nation of the rel evant
i pNet ToMedi aType object.™

;.= { ipNetToMedi abntry 4 }

5.  Appendi x: DE-osifying M Bs

There has been an increasing anount of work recently on taking MBs
defined by other organizations (e.g., the | EEE) and de-osifying them
for use with the Internet-standard network managenent framework. The
steps to achieve this are straight-forward, though tedious.
course, it is helpful to already be experienced in witing MB
nmodul es for use with the Internet-standard network managenent

f r amewor k.

The first step is to construct a skeletal MB nodule, e.g.
RFC1213-M B DEFINITIONS ::= BEGA N
| MPORTS
experimental, OBJECT-TYPE, Counter
FROM RFC1155- SM ;

-- contact | ANA for actual nunber
r oot OBJECT IDENTIFIER ::= { experinental xx }

END
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The next step is to categorize the objects into groups. For
experimental M Bs, optional objects are permtted. However, when a
M B nodule is placed in the Internet-standard space, these optiona
objects are either renmoved, or placed in a optional group, which, if

i mpl enented, all objects in the group nmust be inplenmented. For the
first pass, it is wisest to sinply ignore any optional objects in the
original MB: experience shows it is better to define a core MB
nodul e first, containing only essential objects; later, if experience
demands, other objects can be added.

It nust be enphasized that groups are "units of conformance” within a
M B: everything in a group is "mandatory” and inplenentations do
ei t her whol e groups or none.

5.1. Managed Object Mapping

Next for each managed object class, determ ne whether there can exi st
nmul tiple instances of that nmanaged object class. |If not, then for
each of its attributes, use the OBJECT-TYPE macro to make an

equi val ent definition

O herwise, if multiple instances of the managed object class can

exi st, then define a conceptual table having conceptual rows each
contai ning a columar object for each of the managed object class’s
attributes. If the managed object class is contained within the
contai nnent tree of another nanaged object class, then the assignnent
of an object type is normally required for each of the "distinguished
attributes" of the containing nmanaged object class. |I|f they do not
already exist within the MB nodul e, then they can be added via the
definition of additional columar objects in the conceptual row
correspondi ng to the contai ned nanaged obj ect cl ass.

In defining a conceptual row, it is useful to consider the

optim zati on of network managenent operations which will act upon its
col umar objects. |In particular, it is wisest to avoid defining nore
col umar objects within a conceptual row, than can fit in a single
PDU. As a rule of thunb, a conceptual row should contain no nore
than approximately 20 objects. Simlarly, or as a way to abide by
the "20 object guideline", columar objects should be grouped into
tabl es according to the expected groupi ng of network managenent
operations upon them As such, the content of conceptual rows should
refl ect typical access scenarios, e.g., they should be organized

al ong functional |ines such as one row for statistics and another row
for paraneters, or along usage |lines such as commonl y- needed objects
versus rarely-needed objects.

On the other hand, the definition of conceptual rows where the number
of col ummar objects used as indexes outnunbers the nunber used to
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hol d i nformation, should also be avoided. |In particular, the
splitting of a managed object class’s attributes into many concept ual
tabl es should not be used as a way to obtain the sanme degree of
flexibility/complexity as is often found in MB s with a nyriad of
optional s.

5.1.1. Mapping to the SYNTAX cl ause
When nmapping to the SYNTAX cl ause of the OBJECT-type macro:

(1) An object with BOOLEAN syntax becomes an | NTEGER t aki ng
either of values true(l) or false(2).

(2) An object with ENUVERATED syntax becones an | NTECER,
taki ng any of the val ues given.

(3) An object with BIT STRING syntax containing no nore than
32 bits becomes an | NTEGER defined as a sum otherw se if
nore than 32 bits are present, the object becones an
OCTET STRING, with the bits nunbered fromleft-to-right,
in which the least significant bits of the |ast octet may
be "reserved for future use".

(4) An object with a character string syntax becones either
an OCTET STRING or a DisplayString, depending on the
repertoire of the character string.

(5) An non-tabular object with a conplex syntax, such as REAL
or EXTERNAL, must be deconposed, usually into an OCTET
STRING (if sensible). As a rule, any object with a
conplicated syntax shoul d be avoi ded.

(6) Tabul ar objects must be deconposed into rows of col ummar
obj ect s.

5.1.2. Mapping to the ACCESS cl ause
This is straight-forward.

5.1.3. Mapping to the STATUS cl ause
This is usually straight-forward; however, sone osified-MBs use the
term"recomended". In this case, a choice nmust be made between
"mandat ory" and "optional ".

5.1.4. Mapping to the DESCRI PTI ON cl ause

This is straight-forward: sinply copy the text, naking sure that any
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enbedded doubl e quotation marks are sanitized (i.e., replaced with
si ngl e-quotes or renoved).

5.1.5. Mapping to the REFERENCE cl ause
This is straight-forward: sinply include a textual reference to the
obj ect bei ng mapped, the docunent which defines the object, and
per haps a page nunber in the docunent.

5.1.6. Mapping to the I NDEX cl ause

Deci de how i nstance-identifiers for columar objects are to be forned
and define this clause accordingly.

5.1.7. Mapping to the DEFVAL cl ause

Decide if a meaningful default value can be assigned to the object
bei ng mapped, and if so, define the DEFVAL cl ause accordingly.

5.2. Action Mapping

Actions are nodel ed as read-wite objects, in which witing a
particul ar value results in the action taking place.

5.2.1. Mapping to the SYNTAX cl ause
Usual |y an I NTEGER syntax is used with a distinguished val ue provided
for each action that the object provides access to. |In addition,
there is usually one other distinguished value, which is the one
returned when the object is read.

5.2.2. Mapping to the ACCESS cl ause
Al ways use read-wite.

5.2.3. Mapping to the STATUS cl ause
This is straight-forward.

5.2.4. Mapping to the DESCRI PTI ON cl ause
This is straight-forward: sinply copy the text, naking sure that any
enbedded doubl e quotation marks are sanitized (i.e., replaced with
si ngl e-quotes or renoved).

5.2.5. Mapping to the REFERENCE cl ause

This is straight-forward: sinply include a textual reference to the
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action bei ng mapped, the docunent which defines the action

per haps a page nunber in the docunent.
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