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Toward an Internet Standard Schenme for Subnetting

STATUS OF TH S MEMO

Thi s RFC di scusses standardi zing the protocol used in subnetted
environnents in the ARPA-Internet. Distribution of this nmeno is
unlimted.

The author of this RFC is the Gateway Al gorithnms and Data Structures
(GADS) Task Force, chaired by David L. MIIs.

I NTRODUCTI ON

Several sites now contain a conplex of |ocal |inks connected to the
Internet via a gateway. The details of the internal connectivity are
of little interest to the rest of the Internet.

One way of organizing these |ocal conplexes of links is to use the
same strategy as the Internet uses to organize networks, that is, to
declare each link to be an entity (like a network) and to

i nterconnect the links with devices that performrouting functions
(l'i ke gateways). This general schene is called subnetting, the

i ndividual links are called subnets, and the connecting devices are
cal | ed subgat eways (or bridges, or gateways).

Al hosts in the Internet nust make a deci si on when sending a
datagram that is, they nust answer the question "Is this datagram
addressed to a host on a directly connected network, or nmust it be
sent to a gateway?". In a subnetted environnment, this question is
extended to "Is this datagram addressed to a host on a directly
connected subnet, or rnust it be sent to a (sub)gateway?'. Let us
call answering this question "making the routing decision".

Because the hosts used in a subnetted environnment nust inplenent in
their IP or network interface software procedures for making the
routing deci sion, and because such hosts nay be acquired from various
sources, it is inportant that a standard subnetting schene be
identified so that different suppliers can provide compatible hosts
(that is, hosts compatible with the conplexes at different sites and
each other). Wthout a designated standard for a subnetting schene
suppliers can not create conpatibl e hosts.

The potential problemis that if different subnetting schenes are

devel oped by different suppliers a customer that installs hosts from
two or nore suppliers may find that they do not work together
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This topic has been discussed in a set of RFCs [1,2,3,4] and in a
flurry of messages in the Gateway Al gorithns and Data Structures Task
Force. It is strongly suggested that if subnetting is used at all

it be according this new standard schene.

APPROACH

An Internet address currently consists of a two-layer hierarchy, a
"network’ and a per-network 'rest’ field. This subnet schenme adds an
optional ’'subnet’ |ayer and field.

The subnet field is created by stealing some bits fromthe rest (or
host) field of the address. The details of the subnet field are site
specific. Al three classes (A B, and C) of networks may be
subnet t ed.

The use of subnets is an optional |ocal decision. The fact that a
networ k has subnets is invisible outside that network, and the change
is local and can be instituted at a site wi thout any gl obal Internet
perturbations. A conplex of links is assigned a single |IP network
nunber, and outside that conplex it appears as a single network with
that nunmber. Only inside does |ocal structure appear

However, while the decision to use subnets at a site is optional, any
| P i mpl enentation which nay possibly be used in a potentially
subnetted environnent, should provide for subnet field configuration
as descri bed above. Such an inplenentation will function properly in
environnents with or w thout subnetting. On the other hand,

i mpl enentations lacking this provision will not function in a
subnetted environnent, and are thus potentially |ess useful.

This specifications is not intended to require a particul ar

i npl enentati on techni que inside the host, but rather to define the

external behavior of the host in a subnetted environment. It does

not specify how routing is done or the details of host construction
Not e t hat gateways are hosts, too

However, it seens easiest to explain the approach by describing one
possi bl e host inplenentation

Exanpl e | npl enent ati on:

Let us use "subnet" to nean the locally attached transm ssion
medi um

The key decision to be nade is "Is the destination |IP address
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on ny subnet or not?". Once this decision is nade the host
knows to whether to send the datagramdirectly to the
destination on the subnet or to send the datagramto a gateway.

The host uses a 32-bit mask, along with the host’s own IP
address, to determ ne whether or not destination |IP addresses
are on its subnet.

The mask can be configured at boot tine as a static quantity or
di stributed by a protocol that is beyond the scope of this
meno.

If the bitwise AND of the mask with the destination | P address
mat ches the bitwi se AND of the mask with the host’s own IP
address, the destination is assuned on its subnet; if not, the
destination is assumed on a subnet or network reachable only
via a gateway.

Note: if the mask is all zeros, all destinations will appear
to be on this subnet; while, if the mask is all ones, only
the sending host itself will appear to be on this subnet.

If the mask contains ones in the network field and zeros in
the rest field, subnets are not in use.

The above procedure must be treated as a per interface
procedure for multihoned hosts.

For further information on background and rationale, see RFC 917,
"I nternet Subnets" [1].
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