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This note describes the Exterior Gateway Protocol used to connect Stub

Gat eways to an Autonompus System of core Gateways. This docunment specifies
the working protocol, and defines an ARPA official protocol. Al

i mpl enenters of Gateways should carefully review this document.
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1 | NTRODUCTI ON



The DARPA Catenet is expected to be a continuously expandi ng
system with nore and nore hosts on nore and nore networks
participating init. O course, this will require nore and nore
gat eways. In the past, such expansion has taken place in a
relatively unstructured manner. New gateways, often containing
radically different software than the existing gateways, would be
added and woul d i medi ately begin participating in the comon
routing algorithmvia the GGP protocol. However, as the internet
grows |larger and larger, this sinple nmethod of expansion becones

| ess and | ess feasible. There are a nunber of reasons for this:

- the overhead of the routing al gorithmbeconmes excessively

| ar ge;

- the proliferation of radically di fferent gat eways
participating in a single comon routing al gorithm makes
mai nt enance and fault isolation nearly inpossible, since
it becones inpossible to regard the internet as an

i ntegrated conmuni cati ons system

- the gateway software and algorithns, especially the

routing algorithm beconme too rigid and inflexible, since
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any proposed change nust be made in too nany different

pl aces and by too many di fferent peopl e

In the future, the internet is expected to evolve into a set
of separate sections or "autonompbus systens", each of which
consists of a set of one or nore relatively honbgeneous gat eways.
The protocols, and in particular the routing algorithm which
these gateways use anong thenselves, will be a private matter,
and need never be inplenented in gateways outside the particular

sections or system

In the sinplest case, an autononmous system m ght consist of
just a single gateway connecting, for exanple, a |ocal network to
the ARPANET. Such a gateway mght be called a "stub gateway",
since its only purpose is to interface the |ocal network to the
rest of the internet, and it is not intended to be wused for
handling any traffic which neither originated in nor is destined
for that particular |local network. |In the near-term future, we
will begin to think of the internet as a set of autononous
systenms, one of which consists of the DARPA gateways on ARPANET
and SATNET, and the others of which are stub gateways to | oca

net wor ks. The former system which we shall call the "core"
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system wll be used as a transport or "long-haul" system by the

latter systemns.

Utimately, the internet may consi st of a nunber of co-equa
aut onomous systens, any of which nay be used as a transport
medium for traffic originating in any system and destined for any
system This nore general case is still the subject of research
Thi s paper describes only how stub gateways connect to the core

system using the Exterior Gateway Protocol (EGP).
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2 DEFINITIONS AND OVERVI EW

For the purposes of this paper, a "stub gateway" is defined

as foll ows:

- it is not a core gateway

- it shares a network with at | east one core gateway (has an
interface on the sane network as some core gateway)

- it has interfaces to one or nore networks which have no
core gateways

- all other nets which are reachable from the core system
via the stub have no other path to the core system except

via the stub

The stub gateway is expected to fully execute the Internet
Control Message Protocol (I1CWP), as well as the EGP protocol. In
particular, it nust respond to | CMP echo requests, and nmust send
|CVP destination dead nessages as appropriate. It is also

required to send | CMP Redirect nessages as appropriate.

Aut ononpbus systens will be assigned 16-bit identification
nunbers (in rmuch the sane ways as network and protocol nunbers

are now assigned), and every EGP nessage header contains a field
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for this nunber. Zero will not be assigned to any aut ononous
system the use of zero as an autonompus system nunber s

reserved for future use

We call two gateways "neighbors" if there is a network to
which each has an interface. |If two neighbors are part of the
sanme autononous system we call them INTERIOR NEl GHBORS; for
exanple, any two core gateways on the sanme network are interior
nei ghbors of each other. |If two neighbors are not part of the
sanme autononmpbus system we call them EXTERI OR NEl GHBORS; for
exanpl e, a stub gateway and any core gateway that share a network
are exterior neighbors of each other. |In order for one systemto
use another as a transport nedium gateways which are exterior
nei ghbors of each other nust be able to find out which networks
can be reached through the other. The Exterior Gateway Protoco
enables this informati on to be passed between exterior neighbors.
Since it is a polling protocol, it also enables each gateway to
control the rate at which it sends and receives network
reachability information, allow ng each systemto control its own
over head. It also enables each systemto have an independent
routing al gorithm whose operation cannot be disrupted by failures

of other systens.
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The Exterior Gateway Protocol has three parts: (a) Neighbor
Acqui sition Protocol, (b) Neighbor Reachability Protocol, and (c)
Network Reachability determ nation. Note that all nessages
defined by EGP are intended to travel only a single "hop". That
is, they originate at one gateway and are sent to a neighboring
gat eway without the nediation of any intervening gateway.
Therefore, the tine-to-live field should be set to a very snall
val ue. Gat eways which encounter EGP nmessages in their nessage

streanms which are not addressed to them may discard them

Each EGP nessage contains a sequence nunber. The gat eway

shoul d mai ntai n one sequence number per nei ghbor
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3 NEI GHBOR ACQUI SI TI ON

Before it is possible to obtain routing information from an
exterior gateway, it s necessary to acquire that gateway as a
direct neighbor. (The distinction between direct and indirect
nei ghbors wll be nmade in a later section.) |In order for two
gat eways to becone direct neighbors, they nust be neighbors, in
the sense defined above, and they nust execute the NEl GHBOR
ACQUI SITION PROTOCOL, which is sinply a standard t wo- way

handshake.

A gateway that wishes to initiate neighbor acquisition wth
another sends it a Neighbor Acquisition Request. This nessage
shoul d be repeatedly transmitted (at a reasonable rate, perhaps
once every 30 seconds or so) until a Neighbor Acquisition Reply
or a Neighbor Acquisition Refusal is received. The Request will
contain an identification nunber which is copied into the reply

so that request and reply can be matched up

A gateway receiving a Neighbor Acquisition Request nust
deternmine whether it wshes to beconme a direct neighbor of the
source of the Request. |If not, it nmay, at its option, respond
with a Nei ghbor Acqui sition Ref usal nessage, optionally

specifying the reason for refusal. QOherwise, it should send a
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Nei ghbor Acquisition Reply nessage.

The gateway that sent the Request should consider the
Nei ghbor Acquisition conplete when it has received the neighbor’s
Reply. The gateway that sent the Reply should consider the

acqui sition conplete when it has sent the Reply.

Unmat ched Replies or Refusals should be discarded after a
reasonable period of time. However, information about any such

unmat ched nessages may be useful for diagnostic purposes.

A Nei ghbor Acquisition Request from a gateway which is

al ready a direct nei ghbor should be responded to with a Reply.

A Nei ghbor Acquisition Request or Reply from gateway G to
gateway G carries the mnimuminterval in seconds with which G
iswlling to answer Nei ghbor Reachability Hell o Messages from G
and the minimuminterval in seconds with which Gis willing to be

pol I ed for NR nessages (see bel ow).

If a gateway w shes to cease being a neighbor of a
particular exterior gateway, it sends a Nei ghbor Cease nessage.
A gateway receiving a Neighbor Cease nessage should always
respond with a Nei ghbor Cease Acknow edgnent. It should cease to

treat the sender of the nessage as a neighbor in any way. Si nce



RFC 888 JANUARY 1984

there is a significant amount of protocol run between direct
nei ghbors (see below), if sone gateway no | onger needs to be a
direct neighbor of sonme other, it is "polite" to indicate this
fact with a Nei ghbor Cease Message. The Nei ghbor Cease Message
should be retransmitted (up to sonme number of times) until an

acknow edgnment for it is received.

Once a Neighbor Cease nessage has been received, the
Nei ghbor Reachability Protocol (below) should cease to be

execut ed.

A stub shoul d have tables configured in with the addresses
of a small nunber of the core gateways (no nore than two or
three) with which it has a comobn network. It will be the

responsibility of the stub to initiate neighbor acquisition with

these gateways. |If the direct neighbors of a stub should al
fail, it wll be the responsibility of the stub to acquire at
| east one new direct neighbor. It can do so by choosing one of

the core gateways which it has had as an indirect neighbor (see
bel ow), and executing the nei ghbor acquisition protocol with it.
(It is possible that no nore than one core gateway will ever
agree to become a direct neighbor with any given stub gateway at

any one tine.)



RFC 888 JANUARY 1984

4 NEI GHBOR REACHABI LI TY PROTOCOL

It is inmportant for a gateway to keep real-tine information
as to the reachability of its neighbors. |If a gateway concl udes
that a particul ar nei ghbor cannot be reached, it should cease
forwarding traffic to that gateway. To make that determ nation,
a NEI GHBOR REACHABI LI TY protocol is needed. The EGP protoco
provi des two nessages types for this purpose -- a "Hello" nessage

and an "l Heard You" message.

When a "Hel |l 0" nmessage is received froma direct neighbor

an "I Heard You" nust be returned to that neighbor "imediatel y".
The del ay between receiving a "Hello" and returning an "I Heard
You" shoul d never be nore than a few seconds.

Core gateways wll use the fol I owi ng algorithm for
determ ning reachablility of an exterior neighbor
A reachabl e neighbor shall be declared unreachable if,

during the tinme in which the core gateway sent its last n
"Hello"s, it received fewer than k "I Heard You"s in return. An
unr eachabl e nei ghbor shall be declared reachable if, during the
time in which the core gateway sent its last m "Hello"s, it

received at least | "I Heard You"s in return
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Stub gateways nmay also send "Hello"s to their direct
nei ghbors and receive "I Heard You"s in return. The algorithm
for determining reachability may be simlar to the algorithm
descri bed above. However, it is not necessary for stubs to send
"Hell 0o"s. The "Hello" and "I Heard You" nessages have a status
field which the sending gateway uses to indicate whether it
thinks the receiving gateway is reachable or not . Thi s
information can be wuseful for diagnhostic purposes. It also
allows a stub gateway to make its reachability determ nation
parasitic on its core neighbor: only the core gateway actually
needs to send "Hell 0" nessages, and the stub can declare it up or
down based on the status field in the "Hello". That is, the stub
gat eway (which sends only "I Heard You"s) declares the core
gateway (which sends only "Hello"s) to be reachable when the
"Hell 0o"s fromthe core indicate that it has declared the stub to

be reachabl e.

The frequency with which the "Hello"s are sent, and the
val ues of the paraneters k, n, j, and mcannot be specified here.
For best results, this will depend on the characteristics of the
nei ghbor and of the network which the nei ghbors have in conmon.
TH' S I MPLI ES THAT THE PROPER PARAMETERS MAY NEED TO BE DETERM NED

JO NTLY BY THE DESI GNERS AND | MPLEMENTERS OF THE TWO NEI GHBORI NG
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GATEWAYS; choosing algorithms and paranmeters in i sol ation
wi thout considering the characteristics of the neighbor and the
connecting network, would not be expected to result in optinmm

reachability determ nations.

However, the Nei ghbor Acquisition Request and Reply nessages
provide neighbors with a way to informeach other of the mninum
frequency at which they are wlling to answer Hellos. When
gateway G sends a Nei ghbor Acquisition Request to gateway G, it
states that it does not wish to answer Hellos from G nore
frequently than once every X seconds. G in its Neighbor
Acqui sition Reply states that it does not wish to answer Hellos
from G nore frequently than once every Y seconds. The two
frequenci es do not have to be the same, but each neighbor nust
conform to the interval requested by the other. A gateway nay

send Hellos | ess frequently than requested, but not nore.

A direct neighbor gateway shoul d al so be decl ar ed
unreachable if the network connecting it supplies |ower |eve
protocol information fromwhich this can be deduced. Thus, for
exanple, if a gateway receives an 1822 Destination Dead nmessage
fromthe ARPANET which indicates that a direct neighbor is dead,

it should declare that nei ghbor unreachable. The nei ghbor shoul d
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not be decl ared reachable again until the requisite nunber of

Hel | o/ | - Hear d- You packets have been exchanged.

A direct neighbor which has becone unreachable does not
thereby cease to be a direct neighbor. The neighbor can be
decl ared reachabl e again without any need to go through the
nei ghbor acquisition protocol again. However, if the nei ghbor
remai ns unreachable for an extrenely | ong period of tine, such as
an hour, the gateway should cease to treat it as a neighbor
i.e., should cease sending Hello nessages to it. The nei ghbor
acquisition protocol would then need to be repeated before it

could becone a direct neighbor again.

"Hel | 0" nessages from sources other than direct neighbors
should sinply be ignored. However, |ogging the presence of any

such nmessages m ght provide useful diagnostic information

A gateway which is going down, or whose interface to the
networ k which connects it to a particul ar nei ghbor is going down,
shoul d send a Nei ghbor Cease nessage to all direct neighbors
which wll no longer be able toreach it. The Cease nmessage
should use the info field to specify the reason as "going down".
It should retransmt that nessage (up to sone nunber of tines)

until it receives a Neighbor Cease Acknow edgnment. This provides
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the neighbors w th an advance warni ng of an outage, and enables
themto prepare for it in a way which will mnininize disruption to

existing traffic.
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5 NETWORK REACHABI LI TY (NR) MESSAGE

Term nol ogy: Let gateway G have an interface to network N
W say that Gis AN APPROPRI ATE FIRST HOP to network Mrel ative
to network N (where Mand N are distinct networks) if and only if

the follow ng condition holds:

Traffic which is destined for network M and which arrives
at gateway G over its network Ninterface, will be forwarded
to Mby G over a path which does not include any other

gateway with an interface to network N.

In short, Gis an appropriate first hop for network M
relative to network N just in case there is no better gateway on
network N through which to route traffic which is destined for
network M For optimal routing, traffic in network N which is
destined for network M ought always to be forwarded to a gateway

which is an appropriate first hop.

In order for exterior neighbors G and G (which are
nei ghbors over network N) to be able to use each other as packet
switches for forwarding traffic to renote networks, each needs to
know the |list of networks for which the other is an appropriate

first hop. The Exterior Gateway Protocol defines a nessage,
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called the Network Reachability Message (or NR nessage), for

transferring this informtion.

Let G be a gateway on network N. Then the NR nessage which

G sends about network N must contain the follow ng information

Alist of all the networks for which G is an appropriate

first hop relative to network N.

If G can obtain this information fromexterior neighbor G then
it knows that no traffic destined for networks which are NOT in
that list should be forwarded to G (It cannot sinply conclude,
however, that all traffic for any networks in that |ist ought to
be forwarded via G since G may al so have ot her nei ghbors which
are also appropriate first hops to network N. For exanple, G and
G’ mght each be neighbors of G, but nmight be "equidistant”

from sone network M Then each could be an appropriate first

hop.)

For each network in the list, the NR message al so specifies
the "distance" (according to sone netric whose definition is left
to the designers of the autonompus system of which gateway Gis a
menber) from G to that network. Core gateways will report

di stances |l ess than 128 for networks that can be reached w thout
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leaving the core system and greater than or equal to 128
ot herwi se. A stub gateway should report distances |less than 128

for all networks listed in its NR nessages.

The maxi mum val ue of distance (255.) shall be taken to nean
that the network is UNREACHABLE. ALL OTHER VALUES W LL BE TAKEN

TO MEAN THAT THE NETWORK | S REACHABLE.

If an NR nmessage from sone gateway G fails to nention sone
network N which was nentioned in the previous NR nessage from G
it is possible that N has becone unreachable fromG |[If several
successive NR nessages from Gonit nmention of N, it should be
taken to mean that N is no |longer reachable from G Thi s
procedure is necessary to ensure that networks which can no
| onger be reached, but which are never explicitly declared
unreachabl e, are timed out and renmoved fromthe |ist of reachable

net wor ks.

It will often be the case that where a core gateway G and a
stub gateway G are direct neighbors on network N, G knows of
many nore gateway nei ghbors on network N, and knows for which
networks those gateway nei ghbors are the appropriate first hop.
Since the stub G may not know about all these other neighbors,

it is convenient and often nore efficient for it to be able to
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obtain this information from G Therefore, the EGP NR nessage
also contains fields which allow the core gateway G to specify

the follow ng information

a) Alist of all neighbors (both interior and exterior) of G
(on network N) which G has reliably determ ned to be
reachable. G may al so include indirect neighbors in this

list (see below.)

b) For each of those neighbors, the list of networks for
whi ch that neighbor is an appropriate first hop (relative

to network N).

c) For each such <nei ghbor, network> pair, the "distance"

fromthat nei ghbor to that network.

Thus the NR nessage provides a means of allowing a gateway
to "discover" new nei ghbors by seeing whether a neighbor that it
al ready knows of has any additional neighbors on the sane
network. This information al so makes possible the inplenmentation

of the | NDI RECT NElI GHBOR strategy defined bel ow.

A nore precise description of the NR nmessage is the

fol | owi ng.
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The data portion of the nessage wll <consist largely of
bl ocks of data. Each block will be headed by a gateway address,
which will be the address either of the gateway sending the

nessage or of one of that gateway’s neighbors. Each gateway
address will be followed by a list of the networks for which that
gateway is an appropriate first hop. Al networks at the same
di stance fromthe gateway will be grouped together in this |Iist,
preceded by the distance itself and the nunber of networks at
that distance. The whole list is preceded by a count of the

di stance-groups in the list.

Preceding the list of data blocks is:

a) The count (one byte) of the nunber of interior neighbors
of G for which this message contains data bl ocks. By
convention, this count will include the data block for G

itself, which should be the first one to appear

b) The count (one byte) of the number of exterior neighbors

of G for which this nessage contains data bl ocks.

c) The address of the network which this nessage is about.
If G and G are neighbors on network N, then in the NR

nmessage going fromG to G, this is the address of
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net wor k N. For convenience, four bytes have been
allocated for this address -- the trailing one, two, or

three bytes shoul d be zero.

Then foll ow the data bl ocks themsel ves, first the block for
Gitself, then the blocks for all the interior neighbors of G (if
any), then the blocks for the exterior neighbors. Since al
gateways nentioned are on the sanme network, whose address has
al ready been given, the gateway addresses are given wth the
network address part (one, two, or three bytes) onmtted, to save

space.

In the list of networks, each network address is either one,
two, or three bytes, depending on whether it is a class A class

B, or class C network. No trailing bytes are used.

The NR nessage sent by a stub should be the sinplest
al | owabl e. That is, it should have only a single data bl ock
headed by its own address (on the network it has in comon wth
the nei ghboring core gateway), listing just the networks to which
it is an appropriate first hop. These will be just the networks

that can be reached no other way, in general
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The core gateways will send conpl ete NR nessages, containing
i nformati on about all other gateways on the conmon network, both
core gateways (which shall be listed as interior neighbors) and
ot her gateways (which shall be listed as exterior neighbors, and
may include the stub itself). This information will enable the
stub to becone an indirect neighbor (see below of all these
ot her gateways. That is, the stub shall forward traffic directly
to these other gateways as appropriate, but shall not becone

di rect nei ghbors with them

The stub should NEVER forward to any (directly or
indirectly) neighboring core gateway any traffic for which that
gateway i s not an appropriate first hop, as indicated in an NR
nessage. O course, this does not apply to datagranms which are
using the source route option; any such datagrans should always
be forwarded as indicated in the source route option field, even
if that requires forwarding to a gateway which is not an

appropriate first hop.
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6 POLLI NG FOR NR MESSAGES

No gateway is required to send NR nessages to any other
gateway, except as a response to an NR Poll froma direct
nei ghbor. However, a gateway is required to respond to an NR
Poll from a direct neighbor within several seconds (subject to
the qualification two paragraphs hence), even if the gateway

bel i eves that nei ghbor to be down.

The EGP NR Poll nessage is defined for this purpose. No
gateway nmay poll another for an NR nessage nore often than once
per minute. A gateway receiving nore than one poll per minute
may sinply ignore the excess polls, or my return an error

message.

The mini muminterval which gateway G wll accept as the
polling interval fromgateway G and the mnimuminterval which
G will accept as the polling interval fromG are specified at
the time that G and G beconme direct neighbors. Both the

Nei ghbor Acqui sition Request and the Neighbor Acquisition Reply

allow the sender to specify, in seconds, its desired mininmm
polling interval. |If Gspecifies to G that its mnimm polling
interval is X, G should not poll G nore frequently than once
every X seconds. Gwll not guarantee to answer nore frequent
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pol | s.

Polls must only be sent to direct neighbors which are

decl ared reachabl e by the nei ghbor reachability protocol

An NR Pol |l nessage contains a sequence number chosen by the
pol Iing gateway. The polled gateway will return this nunber in
the NR nessage it sends in response to the poll, to enable the

polling gateway to match up recei ved NR nessages with polls.

In general, a poll should be retransmtted sone nunber of
times (with a reasonable interval between retransm ssions) unti
an NR nmessage is received. |F NO NR MESSAGE |S RECEIVED AFTER
THE MAXI MUM NUMBER OF RETRANSM SSI ONS, THE POLLI NG GATEWAY SHOULD
ASSUME THAT THE POLLED GATEWAY | S NOT AN APPROPRI ATE FIRST HOP
FOR ANY NETWORK WHATSOEVER. The optinum paraneters for the
polling/retransmssion algorithm wll be dependent on the
characteristics of the two neighbors and of the network

connecting them

Recei ved NR nessages whose identification nunbers do not
match the identification nunber of the nost recently sent pol
shal |l be ignored. There is no provision for nmultiple outstanding

polls to the sane nei ghbor
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7 SENDI NG NR MESSAGES

In general, NR nessages are to be sent only in response to a
pol | . However, between two successive polls froman exterior
nei ghbor, a gateway nmay send one and only one wunsolicited NR
nmessage to that neighbor. This gives it limted ability to
qui ckly announce network reachability changes that may have
occurred in the interval since the last poll. Excess unsolicited

NR messages may be ignored, or an error message may be returned.

An NR nessage should be sent within several seconds after
receipt of a poll. Failure to respond in a tinmely manner to an
NR poll may result in the polling gateway’'s deciding that the

pol |l ed gateway is not an appropriate first hop to any network.

NR messages sent in response to polls carry the sequence
nunber of the poll nessage in their "sequence nunber"” fields.
Unsolicited NR nessages carry the identification nunber of the
last poll received, and have the "unsolicited" bit set. (Note
that this allows for only a single wunsolicited NR nessage per

pol | i ng period.)

Poll's from non-neighbors, from neighbors which are not

declared reachable, or with bad I P source network fields, should
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be responded to with an EGP error nessage wth the appropriate
"reason" field. If G sends an NRpoll to G with IP source
network N, and G is not a neighbor of G on its interface to
network N (or G does not have an interface to network N), then

the source network field is considered "bad".

A gateway is nornmally not required to send nore than one NR
message within the mininmnuminterval specified at the tinme of the
nei ghbor acquisition. An exception to this nmust be made for
duplicate polls (successive polls with the same sequence nunber),
whi ch occur when an NR nessage is lost in transit. A gat eway
should send an NR nessage containing its nost recent information

in response to a duplicate poll
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8 | NDI RECT NEI GHBORS

Becomi ng a "direct neighbor" of an exterior gateway requires
three steps: (a) neighbor acquisition, (b) running a nei ghbor
reachability protocol, and (c) polling the neighbor periodically
for NR nmessages. Suppose, however, that gateway G receives an NR
nessage fromG, in which G indicates the presence of other
nei ghbors Gl, ..., G, each of which is an appropriate first hop
for sonme set of networks to which G itself is not an appropriate

first hop. Then G should be allowed to forward traffic for those

networks directly to the appropriate one of Gl, ..., Gn, wthout
having to send it to G first. 1In this case, G may be consi dered
an | NDI RECT NEI GHBOR of Gl, ..., G, since it is a neighbor of

these other gateways for the purpose of forwarding traffic, but
does not perform nei ghbor acquisition, neighbor reachability, or
exchange of NR nessages wth them Nei ghbor and network

reachability information is obtained indirectly via G, hence the

designation "indirect neighbor". We say that Gis an indirect
nei ghbor of GL, ..., G VIAG.
If Gis an indirect neighbor of G via G’', and then G

receives an NR nessage from G’ which does not nention G, G

should treat G as having becone unreachabl e
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9 LI M TATI ONS

It nust be clearly wunderstood that the Exterior Gateway
Pr ot ocol does not in itself <constitute a network routing
algorithm In addition, it does not provide all the information
needed to inplement a general area routing algorithm |If the
topol ogy does not obey the rules given for stubs above, the
Exterior Gateway Protocol does not provide enough topol ogica

information to prevent | oops.

I f any gateway sends an NR nessage with false information,
claimng to be an appropriate first hop to a network which it in
fact cannot even reach, traffic destined to that network may

never be delivered. Inplenenters nust bear this in mnd
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A APPENDI X A - EGP MESSAGE FORVATS

The Exterior Gateway Protocol runs under Internet Protocol as
prot ocol numnber 8 (decinal).

A1 NElI GHBOR ACQUI SI TI ON MESSAGE

0 1 2 3
01234567890123456789012345678901

i S T i s o i i R SR S S S S
I EGP Version # ! Type ! Code ! I nfo !
T o R i e e e etk ok S e B R R
! Checksum ! Aut ononpbus System # !
B o S T e e e i i TE I TR T S S S S A e i i el it S B R
! Sequence # ! NR Hell o interval !
i T T b i s i i i T S e ks
! NR pol |l interval !

bk ok ok o R S R

Descri pti on:

The Nei ghbor Acquisition nessages are used by interior and
exterior gateways to becone nei ghbors of each other

EGP Version #

2
Type
3
Code
Code = 0 Nei ghbor Acqui sition Request
Code =1 Nei ghbor Acquisition Reply
Code = 2 Nei ghbor Acquisition Refusal (see Info field)
Code = 3 Nei ghbor Cease Message (see Info field)
Code = 4 Nei ghbor Cease Acknow edgnent
Checksum
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The EGP checksumis the 16-bit one’s conpl enent of the one’'s
conpl ement sum of the EGP nessage starting with the EGP
versi on nunber field. For conputing the checksum the
checksum field shoul d be zero

Aut ononous System #

Thi s 16-bit nunber identifies the autononobus system
containing the gateway which is the source of this nessage

Info

For Refusal nessage, gives reason for refusal
0 Unspecified
1 @Qut of table space
2 Admnistrative prohibition

For Cease nessage, gives reason for ceasing to be nei ghbor
0 Unspecified
1 Goi ng down
2 No | onger needed

O herwise, this field MIST be zero.

Sequence Number

A sequence nunber to aid in matching requests and
replies.

NR Hello Interva
M ni mum Hel l o polling interval (seconds).
NR Pol | Interva

M numum NR pol i ng interval (seconds).
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A.2 NEIGHBOR HELLO' | HEARD YOU MESSAGE

0 1 2 3
01234567890123456789012345678901

B s i S i I i S S S i i
I EGP Version # ! Type ! Code ! St at us !
e b i T T e T S s S R S e T O i i Tk i RIS S S
! Checksum ! Aut ononmous System # !
R T i T e e i T S L e e e i T St R S S S S s e I S R
! Sequence # !

e Ik T e s i oI N

Descri pti on:

Exterior neighbors use EG Neighbor Hello and | Heard You
Messages to determ ne nei ghbor connectivity. Wen a gateway
receives an EGP Neighbor Hello nmessage from a nei ghbor it
shoul d respond with an EGP | Heard You nessage.

EGP Version #

2
Type

5
Code

Code = 0 for Hello

Code = 1 for | Heard you
Checksum

The EGP checksumis the 16-bit one’s conpl enment of the one’s
conpl ement sumof the EGP nessage starting with the EGP
versi on nunber field. For conputing the checksum the
checksum field should be zero

Aut ononobus System #

Thi s 16-bit nunber identifies the autononbus system
contai ning the gateway which is the source of this nessage
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Sequence Number
A sequence nunber to aid in matching requests and replies.
St at us

No status given

You appear reachable to ne

You appear unreachable to me due to nei ghbor

reachability protoco

3 You appear unreachable to nme due to network
reachability information (such as 1822 "destination
dead" nessages from ARPANET)

4 You appear unreachable to ne due to probl ens

with ny network interface

NEF, O
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A.3 NR POLL MESSAGE

0 1 2 3
01234567890123456789012345678901
B i T S T T i I i i S I e
EGP Version # ! Type ! Code ! Unused !
T T R i T i i e it N SR S
Checksum ! Aut ononmous System # !
B T T e e R et s o i R e e e =
Sequence # ! Unused !
B i T S T T i I i i S I e
| P Source Network !
T S R e s o i e e N R T ok o =

+

+-
!
+-
!
+-
!
+-
!
+-

Descri pti on:
A gateway that wants to receive an NR nessage from an
Exterior Gateway will send an NR Poll nmessage. Each gateway
mentioned in the NR nessage will have an interface on the
network that is in the IP source network field.

EGP Version #

2

Type

Code
0
Checksum
The EGP checksumis the 16-bit one’s conpl enent of the one’'s
conplemrent sum of the EGP nessage starting with the EGP
versi on nunmber field. For conputing the checksum the
checksum field shoul d be zero

Aut ononobus System #

Thi s 16-bit nunber identifies the autononobus system
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contai ning the gateway which is the source of this nessage
Sequence Number

A sequence nunber to aid in matching requests and
replies.

| P Sour ce Networ k

Each gateway nentioned in the NR nessage wll have an
interface on the network that is in the I[P source network
field. The |IP source network is coded as one byte of

networ k nunber followed by two bytes of zero for <class A
networks, two bytes of network nunber followed by one byte
of zero for class B networks, and three bytes of network
nunber for class C networks.
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A.4 NETWORK REACHABI LI TY MESSACE

0 1 2 3
01234567890123456789012345678901
B s i S i I i S S S i i
I EGP Version # ! Type ! Code Ul Zeroes !
s S S o T i i S S i (i
! Checksum ! Aut ononmous System # !
R Rt i i i i e T I I S S S R i e S R e e i s o
! Sequence # I # of Int Gws ! # of Ext Gws !
B s i S i I i S S S i i

! | P Sour ce Network !
e i T e e i I R o S e O e i T I R S e e R T o ok o
I Gateway 1 | P address (w thout network #) I ; 1, 2 or 3 bytes
B T o e S i ol o T e e S e il I S NI S S

I # Distances !

e Ik T e s i oI N

I' Distance 1 ! # Nets !

e kit T I R S e R i ol T T S R

! net 1,1,1 rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrr 10 2 or 3 bytes
R i i S e e R e t lh i R R S S

! net 1,1,2 prrrerrrerrrrrrrerrrerrrrrrrrrrrr o1, 2 or 3 bytes
T o T e ik i i I N SR i S S e S e s i S S S S 2

R o i e e e R e o

I Distance 2 ! # Nets !

B T o e S i ol o T e e S e il I S NI S S

! net 1,2,1 prrrerrrerrrrrrrerrrerrrrrrrrrrrr o1, 2 or 3 bytes
s S S I T i s s sl (T I S S S S T

! net 1,2,2 prrrerrrrrrrrrrrrrrrrrrrrrrrrrrrr o1, 2 or 3 bytes
B e T T S T e ik i BT T e R S o

T T R i e e e e o S e SRR R
! Gateway n |P address (w thout network #) !
B o S T e e e i i TE I TR T S S S S A e i i el it S B R
I # Distances !

R i T S e e rh

! Di stance 1 I # Nets !

B ik ol T I R S S T T R T T sl it S SR R R S S S T ik ot S

! net n, 1,1 rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrr 10 2 or 3 bytes
B S it oI R SR S S S S S S i eI S SE SR S S S s

! net n, 1,2 rrrrrerrrrrrrerrrrrrrrrrrrerrrrrr 1, 2 or 3 bytes
s o o e i ol T LRI R R S T S S sl T S S S S &

I Distance 2 I # Nets !
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i S T i s o i i R SR S S S S

! net n, 2,1 rrrerrrrrrrrrrrrrrrrrrrrrrrrrrrrr o1, 2 or 3 bytes
e T R e e b i ol o S R

! net n, 2,2 rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrr 10 2 or 3 bytes
s S S I T i s s sl (T I S S S S T

Descri pti on:

The Network Reachability nessage (NR) is used to discover
whi ch networks may be reached through Exterior Gateways. The NR
nessage is sent in response to an NR Poll nessage.

EGP Version #

2

Type

Code
0

Checksum
The EGP checksumis the 16-bit one’s conpl enent of the one’s
conpl ement sum of the EGP nessage starting with the EGP
versi on nunber field. For conputing the checksum the
checksum field should be zero

Aut ononobus System #

Thi s 16-bit nunber identifies the autononobus system
containing the gateway which is the source of this nessage

U (Unsolicited) bit

This bit is set if the NR nessage is being sent unsolicited.
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Sequence Number

The sequence nunber of the last NR poll nessage

recei ved fromthe nei ghbor to whomthis NR nmessage is being
sent . This number is wused to aid in matching polls and
replies.

| P Sour ce Networ k

# of

# of

Each gateway nentioned in the NR nessage wll have an
interface on the network that is in the I[P source network
field.

Interior Gateways

The number of interior gateways that are nentioned in this
nessage.

Exterior Gateways

The number of exterior gateways that are nentioned in this
nmessage.

Gat eway | P address

# of

Di st

1, 2 or 3 bytes of Gateway | P address (without network #).
Di st ances

The nunber of distances in the gateway bl ock.
ance

The di st ance.

# of Nets

The nunber of nets at this distance.

Net wor k addr ess

1, 2, or 3 bytes of network address of network which can be
reached via the precedi ng gateway.
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A.5 EGP ERROR MESSACE

0 1 2 3
01234567890123456789012345678901

B s i S i I i S S S i i
I EGP Version # ! Type ! Code ! Unused !
s S S o T i i S S i (i
! Checksum ! Aut ononmous System # !
R Rt i i i i e T I I S S S R i e S R e e i s o
! Sequence # ! Reason !
B s i S i I i S S S i i
| |
! Error Message Header !
! (first three 32-bit words of EGP header) !
| |
B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S

Descri pti on:
An EGP Error Message is sent in response to an EGP Message
that has a bad checksum or has an incorrect value in one of
its fields.

EGP Version #

2

Type

Code
0
Checksum
The EGP checksumis the 16-bit one’'s conpl enent of the one’s
conplerent sum of the EGP nmessage starting with the EGP
versi on nunmber field. For conputing the checksum the

checksum field should be zero

Aut ononpbus System #
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Thi s 16-bit nunber identifies the autononobus system
containing the gateway which is the source of this nessage

Sequence Number

A sequence nunber assigned by the gateway sending the error
nmessage.

Reason

The reason that the EGP nessage was in error. The follow ng
reasons are defined:

- unspecified

- Bad EGP checksum

- Bad IP Source address in NR Poll or Response
- Undefined EGP Type or Code

Recei ved poll from non-nei ghbor

- Received excess unsolicted NR nessage

- Received excess pol

- Erroneous counts in received NR nessage

- No response received to NR pol

O~NOUITRRWNEFO
1






