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Vol untary Application Server ldentification (VAPID) for Wb Push
Abst r act

An application server can use the Voluntary Application Server

I dentification (VAPI D) nethod described in this document to
voluntarily identify itself to a push service. The "vapid"

aut hentication schenme allows a client to include its identity in a
signed token with requests that it nakes. The signature can be used
by the push service to attribute requests that are made by the sane
application server to a single entity. The identification

i nformati on can allow the operator of a push service to contact the
operator of the application server. The signature can be used to
restrict the use of a push nessage subscription to a single
application server.

Status of This Menp
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841.

I nformati on about the current status of this docunment, any errata,

and how to provide feedback on it nmay be obtained at
https://wwv. rfc-editor.org/info/rfc8292
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1. Introduction

The Web Push protocol [RFC8030] describes how an application server
is able to request that a push service deliver a push nessage to a
user agent.

As a consequence of the expected deploynent architecture, there is no
basis for an application server to be known to a push service prior
to requesting delivery of a push nessage. Requiring that the push
service be able to authenticate application servers places an
unwant ed constraint on the interactions between user agents and
application servers, who are the ultinmate users of a push service.
That constraint would al so degrade the privacy-preserving properties
the protocol provides. For these reasons, [RFC8030] does not define
a mandatory system for authentication of application servers.

An unfortunate consequence of the design of [RFC3030] is that a push
service is exposed to a greater risk of denial-of-service attacks.
Wil e requests fromapplication servers can be indirectly attributed
to user agents, this is not always efficient or even sufficient.
Providing nore information about the application server directly to a
push service allows the push service to better distinguish between

| egiti mat e and bogus requests.

Additionally, the design of [RFC8030] relies on naintaining the
secrecy of push nessage subscription URIs. Any application server in
possessi on of a push nessage subscription URI is able to send
nmessages to the user agent. |If use of a subscription could be
l[imted to a single application server, this would reduce the inpact
of the push nessage subscription URI being | earned by an unauthori zed

party.
1.1. Voluntary ldentification

Thi s docunent describes a system whereby an application server can
vol unteer information about itself to a push service. At a m ninmm
this provides a stable identity for the application server, though
this could also include contact information, such as an enai

addr ess.

A consistent identity can be used by a push service to establish
behavi oral expectations for an application server. Significant
devi ations froman established normcan then be used to trigger
exception-handl i ng procedures.
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Vol untarily provided contact information can be used to contact an
application server operator in the case of exceptional situations.

Experience with push service depl oynent has shown that software
errors or unusual circunstances can cause | arge increases in push
nmessage volume. Contacting the operator of the application server
has proven to be val uabl e.

Even in the absence of usable contact information, an application
server that has a well-established reputation night be given
preference over an unidentified application server when choosing
whet her to discard a push nessage.

1.2. Notational Conventions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB8174] when, and only when, they appear in al
capitals, as shown here.

The terms "push message”, "push service", "push nessage
subscription", "application server", and "user agent" are used as
defined in [ RFC38030] .

2. Application Server Self-ldentification

Application servers that wish to self-identify generate and maintain
a signing key pair. This key pair MIST be usable with the Elliptic
Curve Digital Signature Al gorithm (ECDSA) over the P-256 curve

[ FIPS186]. Use of this key when sendi ng push nmessages establishes an
identity for the application server that is consistent across
mul ti pl e messages.

VWhen requesting delivery of a push message, the application includes
a JSON Wb Token (JWI) [RFC7519], signed using its signing key. The
token includes a nunber of clainms as follows:

o An "aud" (Audience) claimin the token MJST include the Unicode
serialization of the origin (Section 6.1 of [RFC6454]) of the push
resource URL. This binds the token to a specific push service and
ensures that the token is reusable for all push resource URLs that
share the same origin.

0 An "exp" (Expiry) claimMJIST be included with the time after which

the token expires. This limts the time over which a token is
valid. An "exp" claimMJIST NOT be nore than 24 hours fromthe
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time of the request. Liniting this to 24 hours bal ances the need
for reuse against the potential cost and likelihood of theft of a
val i d token.

This JWI is included in an Authorization header field, using an
aut hentication schenme of "vapid". A push service MAY reject a
request with a 403 (Forbi dden) status code [RFC7231] if the JWI
signature or its claims are invalid. A push service MJST NOT use
information froman invalid token

The JWI MUST use a JSON Web Signature (JW5) [RFC7515]. The signature
MUST use ECDSA on the NI ST P-256 curve [FIPS186], which is identified
as "ES256" [RFC7518].

2.1. Application Server Contact |Infornation

If the application server wishes to provide contact details, it MAY
i nclude a "sub" (Subject) claimin the JWI. The "sub" clai m SHOULD
i nclude a contact URI for the application server as either a
"mailto:" (email) [RFC6068] or an "https:" [RFC2818] URI.

2.2. Additional Cains

An application server MAY include additional clainms using public or
private nanes (see Sections 4.2 and 4.3 of [RFC7519]). Since the JWI
is in a header field, the size of additional clains SHOULD be kept as
smal | as possi bl e.

2.3. Cryptographic Agility

The "vapi d" HTTP aut hentication schenme (Section 3) is used to
identify the specific profile of JW defined in this document. A

di fferent authentication scheme is needed to update the signature

al gorithm or other paraneters. This ensures that existing nechanisns
for negotiating authenticati on schemes can be used rather than
defi ni ng new paraneter negotiation mechani smns.

2.4. Exanple
An application server requests the delivery of a push nessage as
described in [RFC8030]. |If the application server wi shes to self-

identify, it includes an Authorization header field with credentials
that use the "vapi d" authentication schene.
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PCST / p/ JzL@3r azJf FBROaqvOVsLrt 54w4r JUsV HTTP/ 1. 1
Host: push. exanpl e. net
TTL: 30
Content-Length: 136
Cont ent - Encodi ng: aes128gcm
Aut hori zation: vapid
t =eyJ0eXAi O JKV1Q LCIhbCeci G JFUzI 1Ni J9. eyJhdWQ G JodHRwczovL3
Blc2guzZXhhbXBsZS5uzXQ LCII eHAi G EONTMLM M3Nj gs| nNL1Yi | 61 nilha
WO0bz pwdXNoQGV4AYWLWb GUUY29t | n0. i 3CYb7t 4xf xCDgupt FOepCOGAU_H
L&KM MuCGSK2r pi Uf nK9oj FwDXb1Jr Ert nysazNj j vW2L9Ok SSHzvoD10A,
k=BAlHxzyi 1IRUMLb5wW xsn7nGxAszw2u61ml64i 3M Al xHF6YK5h4SDYi c- dR
uU_RCPCf A5aq90j Swk5Y2EnCl BPs
{ encrypted push nessage }

Figure 1: Requesting Push Message Delivery with JWI

Note that the exanple header fields in this document include extra
line wapping to neet formatting constraints.

The "t" paranmeter of the Authorization header field contains a JWI;
the "k" paraneter includes the base64url-encoded key that signed that
token. The JW input values and the JSON Wb Key (JWK) [RFC7517]
corresponding to the signing key are shown in Figure 2 with
addi ti onal whitespace added for readability purposes. This JW would
be valid until 2016-01-23T04: 36: 08Z.

JWI' header = { "typ": "JWI", "alg": "ES256" }
JWI' body = { "aud": "https://push. exanmpl e.net",
"exp": 1453523768,
"sub": "nmmilto: push@xanpl e. cont' }
JWK = { "crv":"P-256",
"kty":"EC',
"x": " DUF HPKLVFQz WnCPGyf ucbECzPDa7r W Xri LcysAj Ec",
"y":"F6YK5h4SDYi c- dRuU_RCPCf A5aq90j Swk5Y2EnC! BPs" }

Figure 2: Decoded Exanpl e Val ues
3. VAPID Aut hentication Schene
Thi s docunent defines a new HTTP aut hentication scheme [ RFC7235]
naned "vapid". This authentication scheme carries a signed JW, as
described in Section 2, plus the key that signed that JW.
Thi s authentication schenme is for origin-server authentication only.

Therefore, this authenticati on scheme MUST NOT be used with the
Pr oxy- Aut henti cate or Proxy-Authorization header fields.
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The chal l enge for the "vapid' authentication schene contains only the
"aut h- schenme" production. No paraneters are currently defined.

Two paraneters are defined for this authentication schenme: "t" and
"k". Al unknown or unsupported paraneters to "vapid" authentication
credentials MUST be ignored. The "realnm paraneter is ignored for
this authenticati on schene.

Thi s authentication schene is intended for use by an application
server when using the Web Push protocol [RFC8030].

3.1. Token Paraneter ("t")

The "t" parameter of the "vapid" authentication scheme carries a JW
as described in Section 2.

3.2. Public Key Paraneter ("k")

In order for the push service to be able to validate the JWI, it
needs to |l earn the public key of the application server. A "k"
paraneter is defined for the "vapid' authentication scheme to carry
this informtion.

The "k" parameter includes an ECDSA public key [FIPS186] in
unconpressed form[X9.62] that is encoded using base64url encoding
[ RFC7515] .

Note: X9.62 encoding is used over JW [ RFC7517] for two reasons. A
JWK does not have a canonical form so X9.62 encodi ng makes it
easi er for the push service to handl e conpari son of keys from
di fferent sources. Secondarily, the X9.62 encoding is al so
consi derably snaller.

Sone elliptic curve inplenentations pernmit the same P-256 key to be
used for signing and key exchange. An application server MJST sel ect
a different private key for the key exchange [ RFC8291] and si gning
the aut hentication token. Though a push service is not obligated to
check either paraneter for every push nessage, a push service SHOULD
rej ect push nmessages that have identical values for these paraneters
with a 400 (Bad Request) status code.

4. Subscription Restriction
The public key of the application server serves as a stable

identifier for the server. This key can be used to restrict a push
nmessage subscription to a specific application server.
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Subscription restriction reduces the reliance on endpoint secrecy by
requiring that an application server provide a signed token when
requesting delivery of a push nmessage. This provides an additiona

| evel of protection against |eaking of the details of the push
message subscription.

4.1. Creating a Restricted Push Message Subscription

A user agent that wishes to create a restricted subscription includes
the public key of the application server when requesting the creation
of a push message subscription. This restricts use of the resulting

subscription to application servers that are able to provide a valid

JWI' signed by the correspondi ng private key.

The user agent then adds the public key to the request to create a
push nessage subscription. The push nessage subscription request is
extended to include a body. The body of the request is a JSON object
as described in [RFC7159]. The user agent adds a "vapid" nenber to
this JSON object that contains a public key on the P-256 curve,
encoded in the unconpressed form [ X9.62] and base64url encoded

[ RFC7515]. The nedia type of the body is set to "application/
webpush- opti ons+j son" (see Section 6.3 for registration of this media

type).

A push service MJST ignore the body of a request that uses a
different nedia type. For the "application/webpush-options+json”
nmedi a type, a push service MJST ignore any nmenbers on this object
that it does not understand.

The exanple in Figure 3 shows a restriction to the key used in
Figure 1. Extra whitespace is added to neet formatting constraints.

POST /subscribe/ HTITP/ 1.1

Host: push. exanpl e. net

Cont ent - Type: appl i cati on/ webpush-opti ons+j son

Content-Lengt h: 104

{ "vapid": "BAlHxzyi 1IRUMLb5W Xsn7nGxAszw2u61ml64i 3M Al xH
F6YK5h4SDYi c- dRuU_RCPCf A5aq90j Swk5Y2EnT BPs" }

Figure 3: Exanpl e Subscribe Request

An application mght use the Push APl [API] to provide the user agent
with a public key.
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4.2. Using Restricted Subscriptions

When a push message subscription has been restricted to an
application server, the request for push nessage delivery MJST
i nclude a JW signed by the private key that corresponds to the
public key used when creating the subscription

A push service MJST reject a nessage sent to a restricted push
nmessage subscription if that nmessage includes no "vapid"

aut hentication or invalid "vapid" authentication. A 401
(Unaut hori zed) status code might be used if the authentication is
absent; a 403 (Forbidden) status code m ght be used if authentication
is invalid.

"vapi d" authentication is invalid if:

o either the authentication token or public key is not included in
the request,

0o the signature on the JW cannot be successfully verified using the
i ncl uded public key,

o the current tine is later than the tinme identified in the "exp"
(Expiry) claimor nore than 24 hours before the expiry tine,

o the origin of the push resource is not included in the "aud"
(Audi ence) claim or

o the public key used to sign the JW doesn’t match the one that was
included in the creation of the push nessage subscription

A push service MJST NOT forward the JWI or public key to the user
agent when delivering the push nessage.

An application server that needs to replace its signing key needs to
request the creation of a new subscription by the user agent that is
restricted to the updated key. Application servers need to renenber
the key that was used when requesting the creation of a subscription

5. Security Considerations

Thi s authentication schene is vulnerable to replay attacks if an
attacker can acquire a valid JW. Sending requests using HTTPS as
requi red by [ RFC8030] provides confidentiality. Additionally,
applying narrow limts to the period over which a repl ayabl e token
can be reused limts the potential value of a stolen token to an
attacker and can increase the difficulty of stealing a token
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An application server mght offer falsified contact information. The
application server asserts its email address or contact URI w thout
any evidence to support the claim A push service operator cannot
use the presence of unvalidated contact information as input to any
security-critical decision-nmaking process.

Validation of a signature on the JW requires a non-trivial anount of
conputation. For sonething that mght be used to identify legitinmate
requests under denial -of-service attack conditions, this is not

ideal. Application servers are therefore encouraged to reuse tokens,
whi ch permts the push service to cache the results of signature

val i dati on.

An application server that changes its signing key breaks linkability
bet ween push messages that it sends under different keys. A push
service that relies on a consistent identity for application servers
m ght categorize requests nade wi th new keys differently. G adua
mgration to a new signing key reduces the chances that requests that
use the new key will be categorized as abusive.

6. | ANA Consi derations

Thi s docunent registers a new authentication scheme, a registry for
paraneters of that schene, and a nedia type for push options.

6.1. VAPID Authentication Scheme Registration

Thi s docunent registers the "vapid" authentication scheme in the
"Hypertext Transfer Protocol (HTTP) Authentication Scheme Registry”
est abl i shed by [ RFC7235].

Aut henti cati on Scheme Nane: vapid
Pointer to specification text: Section 3 of this docunent
6.2. VAPID Authentication Schene Paraneters

Thi s docunment creates a "VAPID Aut hentication Schene Paraneters"”
registry for parameters to the "vapid" authentication scheme. These
paranmeters are defined for use in requests (in the Authorization
header field) and for challenges (in the WWVAut henticate header
field). This registry is under the "Wb Push Paraneters" grouping.
The registry operates on the "Specification Required" policy

[ RFC8126] .
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Regi strations MJST include the foll owi ng information:

Parameter Name: A nane for the paraneter, which conforns to the
"t oken" grammar [ RFC7230]

Purpose (optional): Brief text identifying the purpose of the
par anmet er

Header Field(s): The header field(s) in which the paranmeter can be
used

Specification: A link to the specification that defines the fornat
and semantics of the paraneter

This registry initially contains the follow ng entries:

S o e e e e e oo - Fom e e e oo - o e e e e e oo - +
| Parameter | Purpose | Header | Specification

| Nane | | Field(s) | |
. e . e +
| t | JWr | Authorization | [RFC38292], |
| | authentication | | Section 3.1

| | token | | |
| | | | |
| k | signing key | Authorization | [RFC8292],

| | | | Section 3.2 |
. . . . +

6.3. application/webpush-options+j son Media Type Regi stration
Thi s docunent registers the "applicati on/webpush-options+json" nedia
type in the "Media Types" registry following the process described in
[ RFC6838] .
Type name: application
Subt ype name: webpush-options+json
Requi red parameters: none
Optional parameters: none

Encodi ng considerations: binary (JSON is UTF-8-encoded text)

Security considerations: See [RFC7159] for security considerations
specific to JSON
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Interoperability considerations: See [RFC7159] for interoperabi
consi derations specific to JSON

Publ i shed specification: [RFC8292]

Applications that use this nmedia type: Wb browsers, via the Wb

Push protocol [RFC8030]

Fragment identifier considerations: none

Addi ti ona

i nformati on:

Deprecated alias nanes for this type: n/a

Magi ¢ nunber(s): n/a

File extension(s): .json

Maci ntosh file type code(s): TEXT

Person & email address to contact for further information: Marti
Thonmson (martin.thonson@mail . con

I ntended usage: LIM TED USE

2017

ity

n

Restrictions on usage: For use with the Wb Push protocol [RFC3030]

Aut hor: See "Authors’ Addresses" section of [RFC8292].

Change controller: Internet Engineering Task Force
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