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Abst r act

One of the nost inportant Qperations, Adm nistration, and M ntenance
(OAM capabilities for transport-network operation is fault

| ocalization. An in-service, on-demand path segnent nonitoring
function of a transport path is indispensable, particularly when the
service nmonitoring function is activated only between endpoints.
However, the current segment nonitoring approach defined for MPLS
(including the MPLS Transport Profile (MPLS-TP)) in RFC 6371
"Operations, Adninistration, and Mai ntenance Framework for MPLS-Based
Transport Networ ks" has drawbacks. This document provides an

anal ysis of the existing MPLS-TP OAM nechani sms for the path segnent
noni toring and provides requirenents to guide the devel opnent of new
OAM tools to support Hitless Path Segment Monitoring (HPSM

Status of This Menp

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Group (IESG. Not all docunents
approved by the I ESG are a candidate for any |level of Internet

St andard; see Section 2 of RFC 7841.

I nformati on about the current status of this docurment, any errata,

and how to provide feedback on it may be obtained at
https://ww. rfc-editor.org/infol/rfc8256
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1. Introduction

According to the MPLS-TP QAM requi rerment s [ RFC5860], nechani sns MJST
be available for alerting service providers of faults or defects that
affect their services. |In addition, to ensure that faults or service
degradati on can be localized, operators need a function to di agnose
the detected problem Using end-to-end nonitoring for this purpose
is insufficient in that an operator will not be able to localize a
fault or service degradation accurately.

A segnent nmonitoring function that can focus on a specific segment of
a transport path and that can provide a detailed analysis is

i ndi spensabl e to pronptly and accurately localize the fault. A
function for nonitoring path segnents has been defined to perform
this task for MPLS-TP. However, as noted in the MPLS-TP OAM
Framewor k [ RFC6371], the current method for segnent nonitoring of a
transport path has inplications that hinder the usage in an operator
net wor k.

After elaborating on the problemstatenent for the path segnent
nonitoring function as it is currently defined, this document

provi des requirenments for an on-demand path segnent nonitoring
function without traffic disruption. Further works are required to
eval uate how proposed requirenents match with current MPLS
architecture and to identify possible sol utions.

2. Conventions Used in This Document

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here.
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2.

3.

1.

Ter m nol ogy

HPSM - Hitless Path Segnent Mnitoring

LSP - Label Switched Path

LSR - Label Switching Router

ME - Mai ntenance Entity

MEG - Mai ntenance Entity G oup

MEP - Mai ntenance Entity G oup End Point

M P - Maintenance Entity Goup Internediate Point

OIN - Optical Transport Network

TCM - Tandem Connecti on Mnitoring

SPME - Sub- Path Mai ntenance El enent
Pr obl em St at enent
A Sub- Pat h Mai ntenance El enent (SPME) function to nonitor (and to
protect and/or nmanage) MPLS-TP network segnents is defined in
[ RFC5921]. The SPME is defined between the edges of the segnent of a
transport path that needs to be nonitored, protected, or managed.
SPME is created by stacking the shimheader (MPLS header), according
to [RFC3031]; it is defined as the segnent where the header is
stacked. OAM nessages can be initiated at the edge of the SPMVE
They can be sent to the peer edge of the SPME or to a MP along the
SPME by setting the TTL val ue of the Label Stack Entry (LSE) and
interface identifier value at the correspondi ng hierarchical LSP

| evel in case of a per-node nodel

According to Section 3.8 of [RFC6371], MPLS-TP segnent nonitoring
shoul d satisfy two network objectives:

(N1) The nonitoring and mai ntenance of current transport paths has
to be conducted in-service without traffic disruption

(N2) Segnent nonitoring nust not nodify the forwardi ng of the
segment portion of the transport path.
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The SPME function that is defined in [ RFC5921] has the follow ng
dr awbacks:

(P1) It increases network managenent conplexity, because a new sub-
| ayer and new MEPs and M Ps have to be configured for the SPME

(P2) Oiginal conditions of the path change.

(P3) The client traffic over a transport path is disrupted if the
SPME is configured on-demand.

Problem (P1l) is related to the nanagenent of each additional sub-

| ayer required for segnent nonitoring in an MPLS-TP network. When an
SPME is applied to admi nister on-demand OAM functions in MPLS- TP
networks, a rule for operationally differentiating those SPMES wi ||
be required at |l east within an adm nistrative domain. This forces
operators to inplement at |east an additional |ayer into the
managenent systens that will only be used for on-demand path segnent
nonitoring. Fromthe perspective of operation, increasing the nunber
of managed | ayers and nmanaged addresses/identifiers is not desirable
in view of keeping the nanagenent systens as sinple as possible.

Mor eover, using the currently defined methods, on-denmand setting of
SPMEs causes problenms (P2) and (P3) due to additional |abel stacking.

Probl em (P2) arises because the MPLS-exposed | abel value and MPLS
frame | ength change. The monitoring function should nonitor the
status w thout changing any condition of the target segnent or of the
target transport path. Changing the settings of the original shim
header shoul d not be all owed, because this change corresponds to
creating a new segnment of the original transport path that differs
fromthe original one. Wen the conditions of the path change, the
nmeasur ed val ues or observed data will al so change. This may make the
noni t ori ng neani ngl ess because the result of the measurenent woul d no
| onger reflect the performance of the connection where the origina
fault or degradation occurred. As an exanple, setting up an on-
demand SPME will result in the LSRs within the nonitoring segnent
only | ooking at the added (stacked) |abels and not at the |abels of
the original LSP. This neans that problens stemring fromincorrect
(or unexpected) treatnment of |abels of the original LSP by the nodes
within the nonitored segnent cannot be identified when setting up
SPME. This m ght include hardware probl ens during | abel | ookup

m sconfiguration, etc. Therefore, operators have to pay extra
attention to correctly setting and checking the | abel values of the
original LSP in the configuration. O course, the reverse of this
situation is also possible; for exanple, an incorrect or unexpected
treatment of SPME | abels can result in false detection of a fault
where no probl em existed originally.
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Figure 1 shows an exanple of SPME settings. |In the figure, "X' is
the | abel value of the original path expected at the tail end of node
D. "210" and "220" are |abel values allocated for SPME. The | abe
val ues of the original path are nodified as are the values of the
stacked | abels. As shown in Figure 1, SPME changes both the I ength
of MPLS franmes and the | abel value(s). |In particular, performance
noni tori ng nmeasurenents (e.g., Delay Measurenent and Packet Loss
Measurenent) are sensitive to these changes. As an exanple,

i ncreasi ng the packet length may inpact packet |oss due to MIU
settings; nodifying the | abel stack may introduce packet loss, or it
may fix packet |oss depending on the configuration status. Such
changes i nfluence packet delay, too, even if, froma practical point
of view, it is likely that only a few services will experience a
practical inpact.

(Before SPME settings)

A--100--B--110--C-120--D--130--E <= transport path
MEP NEP

(After SPME settings)

A--100--B----------- X---D--130--E <= transport path
MEP MEP
210--GC--220 <= SPME
MEP MEP

Figure 1: SPME Settings Example

Probl em (P3) can be avoided if the operator sets SPMEs in advance and
mai ntains themuntil the end of |life of a transport path: but this
does not support on-demand. Furthernore, SMPES cannot be set
arbitrarily because overlapping of path segnents is linted to
nesting relationships. As a result, possible SPME configurations of
segnents of an original transport path are limted due to the
characteristic of the SPME shown in Figure 1, even if SPMEs are
preconfi gured.
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Al t hough the nake-before-break procedure in the survivability
docunent [ RFC6372] supports configuration for nonitoring according to
the framework docunent [RFC5921], without traffic disruption the
configuration of an SPME i s not possible w thout violating the
networ k objective (N2). These concerns are described in Section 3.8
of [ RFC6371].

Addi tionally, the make-before-break approach typically relies on a
control plane and requires additional functionalities for a
management systemto properly support SPME creation and traffic
switching fromthe original transport path to the SPME

As an exanple, the old and new transport resources (e.g., LSP
tunnel s) might conpete with each other for resources that they have
in common. Depending on availability of resources, this conpetition
can cause adm ssion control to prevent the new LSP tunnel from being
establ i shed as this bandw dth accounting deviates fromthe
traditional (non-control plane) nanagenent-system operation. Wile
SPMES can be applied in any network context (single-domain, nmulti-
domain, single-carrier, multi-carrier, etc.), the nmain applications
are in inter-carrier or inter-domain segnent nonitoring where they
are typically preconfigured or pre-instantiated. SPME instantiates a
hi erarchi cal path (introduci ng MPLS-I| abel stacking) through which QAM
packets can be sent. The SPME nonitoring function is also mainly

i nportant for protecting bundles of transport paths and the carriers’
carrier solutions within an adm nistrative domain

The anal ogy for SPME in other transport technol ogies is Tandem
Connection Mnitoring (TCM. TCMis used in Optical Transport

Net wor ks (OTNs) and Et hernet transport networks. |t supports on-
denmand but does not affect the path. For exanple, in OINs, TCM
allows the insertion and renoval of performance nonitoring overhead
within the frame at intermediate points in the network. It is done
such that their insertion and renoval do not change the conditions of
the path. Though, as the OAM overhead is part of the frane

(desi gnated overhead bytes), it is constrained to a predefined nunber
of nmonitoring segnents.

To summarize: the problemstatement is that the current sub-path

mai nt enance based on a hierarchical LSP (SPME) is problematic for
preconfiguration in terns of increasing the nunber of nanaged objects
by | ayer stacking and identifiers/addresses. An on-denand
configuration of SPME is one of the possible approaches for

m nim zing the inpact of these issues. However, the current
procedure is unfavorabl e because the on-dermand configuration for

noni tori ng changes the condition of the original nonitored path. To
avoid or mnimze the inpact of the drawbacks di scussed above, a nore
efficient approach is required for the operation of an MPLS-TP
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transport network. A nonitoring nmechanism nanmed "Hitless Path
Segnment Monitoring" (HPSM, supporting on-demand path segnent
nonitoring without traffic disruption is needed.

4. Requirenents for HPSM

In the follow ng sections, mandatory (M and optional (O
requirenents for the HPSM function are |isted.

4.1. Backward Conpatibility

HPSM woul d be an additional OAMtool that would not replace SPME. As
such:

(ML) HPSM MUST be conpatible with the usage of SPME
(O1) HPSM SHOULD be applicable at the SPME | ayer too.

(M2) HPSM MUST support both the per-node and per-interface nodel as
specified in [ RFC6371].

4.2. Non-lIntrusive Segment Monitoring
One of the mmjor problens of |egacy SPME highlighted in Section 3 is
that it nay not nonitor the original path and it could disrupt
service traffic when set up on denand.
(MB) HPSM MUST NOT change the original conditions of the transport
path (e.g., the length of MPLS franes, the exposed | abe
val ues, etc.).

(M4) HPSM MUST support on-demand provisioning without traffic
di sruption.
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4.3. Mnitoring Multiple Segnents

Along a transport path, there may be the need to support nonitoring
mul ti pl e segments sinultaneously.

(Mb) HPSM MUST support configuration of nultiple nonitoring segnents
al ong a transport path.

Al I Bl | ¢l | Dl | E|
VEP MEP <= ME of a transport path
R R * <=three HPSM nonit. instances

Figure 2: Miltiple HPSM I nstances Exanpl e
4.4. Monitoring Single and Multiple Levels

HPSM woul d apply mainly for on-demand di agnostic purposes. Wth the
currently defined approach, the nost serious problemis that there is
no way to |l ocate the degraded segnent of a path w thout changing the
conditions of the original path. Therefore, as a first step, a

singl e-1evel, single-segnent nonitoring not affecting the nonitored
path is required for HPSM Mbonitoring sinmultaneous segnents on
multiple levels is the nost powerful tool for accurately diagnosing
the performance of a transport path. However, in the field, a
single-level, nmultiple-segment approach would be | ess conplex for
management and operati ons.

(M6) HPSM MUST support single-level segnment nonitoring.

(2) HPSM MAY support multi-Ilevel segnent nonitoring.

| Al | Bl | €| | Dl | E|
VEP MEP <= ME of a transport path
K o e e e eeeoo-- * <=On-denand HPSM | evel 1
* oo e eeee - * <=On-demand HPSM | evel 2
*_ % <=On-denand HPSM | evel 3

Figure 3: Milti-Level HPSM Exanpl e
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4.5. HPSM and End-to-End Proactive Mnitoring | ndependence

There is a need for sinultaneously using existing end-to-end
proactive nonitoring and on-demand path segment nonitoring.

Normal |y, the on-demand path segment monitoring is configured on a
segnent of a mmintenance entity of a transport path. In such an
envi ronnent, on-demand singl e-level nonitoring should be perforned
wi t hout disrupting the proactive nonitoring of the targeted end-to-
end transport path to avoid affecting nonitoring of user traffic
per f or mance.

(M7) HPSM MUST support the capability of being operated concurrently
to, and independently of, the OAM function on the end-to-end

pat h.
Y R I A N R R A
Al 1Bl [ Cl | DI | E|
VEP MEP <= ME of a transport path
R R R + <= Proactive end-to-end non.
R * <= On-demand HPSM

Figure 4: Independence between Proactive End-to-End Mnitoring and
On- Dermmand HPSM

4.6. Mnitoring an Arbitrary Segnent

The main objective for on-demand path segment monitoring is to

di agnose the fault locations. A possible realistic diagnostic
procedure is to fix one endpoint of a segnent at the MEP of the
transport path under observation and progressively change the |length
of the segnents. It is, therefore, possible to nonitor all the

pat hs, step-by-step, with a granularity that depends on equi prent

i mpl enent ati ons. For exanple, Figure 5 shows the case where the
granularity is at the interface level (i.e., nmonitoring is at each

i nput interface and output interface of each piece of equipnent).
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I N I R R A N R
| Al I Bl [ C| | Dl | E]
VEP MEP <= ME of a transport path
T R R + <= Proactive end-to-end non.
oo * <= 1st on-demand HPSM
oo * <= 2nd on-demand HPSM
| |
——————————————————————— * <= 4th on-demand HPSM
————————————————————————————— * <= 5th on-demand HPSM

Figure 5: Localization of a Defect by Consecutive On-Demand Path
Segnment Monitoring Procedure

Anot her possible scenario is depicted in Figure 6. |In this case, the
operator wants to diagnose a transport path starting at a transit
node because the end nodes (A and E) are |located at custoner sites
and consist of small boxes supporting only a subset of OAM functi ons.
In this case, where the source entities of the diagnostic packets are
l[imted to the position of MEPs, on-demand path segment nonitoring
will be ineffective because not all the segments can be di agnosed
(e.g., segnment nonitoring HPSM 3 in Figure 6 is not available, and it
is not possible to determne the fault |ocation exactly).

(MB) It SHALL be possible to provision HPSM on an arbitrary segment
of a transport path.
I N
Al I Bl [ C| | Dl | EI
VEP MEP <= ME of a transport path
R + <= Proactive end-to-end non.
R * <= On-denmand HPSM 1
R R E * <= On-denmand HPSM 2
Hoeeeeee - * <= On-demand HPSM 3
Figure 6: HPSM Configuration at Arbitrary Segments
4.7. Fault while HPSM Is QOperationa

Node or link failures may occur while HPSMis active. 1In this case,
if no resiliency mechanismis set up on the subtended transport path,
there is no particular requirement for HPSM |If the transport path
is protected, the HPSM function may nonitor unintended segments. The
foll owi ng exanples are provided for clarification
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Protection scenario Ais show in Figure 7. 1In this scenario, a
wor king LSP and a protection LSP are set up. HPSMis activated
bet ween nodes A and E. Wen a fault occurs between nodes B and C,
the operation of HPSMis not affected by the protection switch and
continues on the active LSP.

A-B-C-D-E-F

\ /
G- H-1 - 1L
Wher e:
- end-to-end LSP: A-B-CDE-F
- working LSP: A-B-CDE-F
- protection LSP: AAGHI-L-F
- HPSM A-E

Figure 7: Protection Scenario A

Protection scenario Bis shown in Figure 8. The difference with
scenario Ais that only a portion of the transport path is protected.
In this case, when a fault occurs between nodes B and C on the

wor ki ng sub-path B-C-D, traffic will be switched to protection sub-
path B-G H D. Assum ng that OAM packet term nation depends only on
the TTL val ue of the MPLS | abel header, the target node of the HPSM
changes fromE to D due to the difference of hop counts between the
wor ki ng path route (A-B-C-D-E: 4 hops) and protection path route
(AAB-GHDE 5 hops). Inthis case, the operation of HPSMis
af f ect ed.

A-B-C-D-E-F

\ /
G- H
- end-to-end LSP: A-B-CDE-F
- wor ki ng sub-path: B-C-D
- protection sub-path: B-GHD
- HPSM A-E

Figure 8. Protection Scenario B

(M) The HPSM SHOULD avoi d nonitoring an uni ntended segnent when one
or nore failures occur.

There are potentially different solutions to satisfy such a
requirement. A possible solution may be to suspend HPSM nonitoring
until network restoration takes place. Another possible approach may
be to conpare the node/interface IDin the OAM packet with that at
the node reached at TTL term nation and, if this does not match, a
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suspensi on of HPSM nonitoring should be triggered. The above
approaches are valid in any circunstance, both for protected and
unprotected networks LSPs. These exanpl es should not be taken to
[imt the design of a solution

4.8. HPSM Manageability

From a managi ng perspective, increasing the nunber of managed | ayers
and managed addresses/identifiers is not desirable in view of keeping
the managenment systens as sinple as possible.

(MLO) HPSM SHOULD NOT be based on additional transport |ayers (e.g.
hi erarchi cal LSPs).

(ML1) The same identifiers used for MPs and/or MEPs SHOULD be
applied to mai ntenance points for the HPSM when they are
instantiated in the sanme place along a transport path.

Mai nt enance points for the HPSM may be different fromthe
functional conponents of MPs and MEPs as defined in the QAM
framewor k document [RFC6371]. |Investigating potentia

solutions for satisfying HPSM requirements nmay lead to

i dentifying new functional conponents; these conponents need to
be backward conpatible with MPLS architecture. Solutions are
out side the scope of this docunent.

4.9. Supported OAM Functi ons

A mai nt enance point supporting the HPSM function has to be able to
generate and inject OAM packets. QOAM functions that may be
appl i cabl e for on-denand HPSM are basically the on-demand perfornmance
nmonitoring functions that are defined in the OAM framewor k docunent

[ RFC6371]. The "on-demand" attribute is typically tenmporary for

mai nt enance operati on.

(ML2) HPSM MUST support Packet Loss and Packet Del ay measurenent.

These functions are nornmally only supported at the endpoints of a

transport path. |If a defect occurs, it nmight be quite hard to |ocate
the defect or degradation point w thout using the segnent nonitoring
function. |If an operator cannot |ocate or narrow down the cause of
the fault, it is quite difficult to take pronpt actions to solve the
probl em

O her on-denmand nonitoring functions (e.g., Delay Variation
nmeasurenent) are desirable but not as necessary as the functions
menti oned above.

D Al essandro, et al. I nf or mati onal [ Page 13]



RFC 8256 Hi tl ess Path Segment Monitoring Cct ober 2017

(33) HPSM MAY support Packet Delay variation, Throughput
nmeasur enent, and ot her performance nonitoring and fault
managemnment functi ons.

Support of out-of-service on-demand performance- managenent functions
(e.g., Throughput neasurenent) is not required for HPSM

5. Summary

A new HPSM nechanismis required to provide on-demand path segment
nmonitoring without traffic disruption. 1t shall neet the two network
obj ectives described in Section 3.8 of [RFC6371] and summari zed in
Section 3 of this docunent.

The nmechani sm shoul d mninize the problens described in Section 3,
i.e., (P1), (P2), and (P3).

The solution for the on-demand path segment nonitoring wthout
traffic disruption needs to cover both the per-node nodel and the
per-interface nodel specified in [ RFC6371].

The on-denmand path segnent nonitoring without traffic disruption
solution needs to support on-demand Packet Loss Measurenent and
Packet Del ay Measurenent functions and optionally other perfornmance
noni toring and fault nmanagenent functions (e.g., Throughput

nmeasur enent, Packet Delay variation neasurenent, Diagnostic test,
etc.).

6. Security Considerations
Security is a significant requirenent of the MPLS Transport Profile.
Thi s docunent provides a problem statenent and requirenents to guide
the devel opnent of new CQAMtools to support HPSM Such new tool s
must follow the security considerations provided i n OAM Requi renents
for MPLS-TP in [ RFC5860].

7. |1 ANA Consi derations
Thi s docunent does not require any | ANA acti ons.
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