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Abstract

The | Psec series of protocols nakes use of various cryptographic
algorithnms in order to provide security services. The Internet Key
Exchange (I KE) protocol is used to negotiate the |IPsec Security
Associ ation (I Psec SA) paraneters, such as which algorithms shoul d be
used. To ensure interoperability between different inplenentations,
it is necessary to specify a set of algorithminplenentation

requi renents and usage gui dance to ensure that there is at |east one
algorithmthat all inplenmentations support. This docunent updates
RFC 7296 and obsol etes RFC 4307 in defining the current algorithm

i mpl enent ati on requi rements and usage gui dance for |KEv2, and does

m nor cl eaning up of the IKEv2 | ANA registry. This docunment does not
update the algorithns used for packet encryption using |Psec

Encapsul ating Security Payl oad (ESP).

Status of This Menp
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841.

I nformati on about the current status of this docunment, any errata,

and how to provide feedback on it may be obtained at
https://wwv. rfc-editor.org/info/rfc8247.
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1. Introduction

The I nternet Key Exchange (I KE) protocol [RFC7296] is used to

negoti ate the paraneters of the I Psec SA, such as the encryption and
aut hentication algorithnms and the keys for the protected

conmuni cati ons between the two endpoints. The IKE protocol itself is
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al so protected by cryptographic algorithms, which are negoti ated
bet ween the two endpoints using IKE. Different inplenentations of
| KE may negotiate different algorithns based on their individual

| ocal policy. To ensure interoperability, a set of "mandatory-to-
i mpl ement” | KE cryptographic algorithns is defined.

Thi s docunent describes the paraneters of the | KE protocol and
updates the | KEv2 specification. 1t changes the nandatory-to-

i mpl enent authentication algorithns in Section 4 of [RFC7296] by

sayi ng that RSA key | engths of |ess than 2048 SHOULD NOT be used. It
does not describe the cryptographic parameters of the Authentication
Header (AH) or ESP protocols.

1.1. Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here.

When used in the tables in this docunent, these terns indicate that
the listed al gorithm MJUST, MJST NOT, SHOULD, SHOULD NOT, or MAY be
i mpl enented as part of an IKEv2 inplenmentation. Additional terns
used in this docunment are:

SHOULD+  This term nmeans the same as SHOULD. However, it is likely
that an al gorithm marked as SHOULD+ will be pronoted at
sone future tine to be a MJST.

SHOULD- This term neans the sane as SHOULD. However, an algorithm
mar ked as SHOULD- nay be deprecated to a MAY in a future
versi on of this docunent.

MJST- This term means the sane as MJST. However, it is expected
at sonme point that this algorithmw Il no | onger be a MUST
in a future docunment. Although its status will be

determned at a later tinme, it is reasonable to expect that
if a future revision of a docunment alters the status of a
MJUST- algorithm it will remain at |east a SHOULD or a
SHOULD- | evel .

| oT Thi s abbreviation stands for "Internet of Things".
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1.2. Updating AlgorithmInplenentation Requirenents and Usage Gui dance

The field of cryptography evol ves continuously. New, stronger

al gorithms appear and existing algorithms are found to be | ess secure
than originally thought. Therefore, algorithminplenmentation

requi renents and usage gui dance need to be updated fromtine to tine
to reflect the newreality. The choices for algorithns nust be
conservative to mnimze the risk of algorithm conproni se

Al gorithms need to be suitable for a wide variety of CPU
architectures and devi ce depl oynments ranging from hi gh-end bul k
encryption devices to small | ow power |0T devices.

The al gorithm i npl enentati on requirenments and usage gui dance nay need
to change over tinme to adapt to the changing world. For this reason
the selection of mandatory-to-inplenment algorithnms was renmoved from
the main | KEv2 specification and placed in this separate docunent.

1.3. Updating Al gorithm Requirenent Levels

The mandat ory-to-inpl enent al gorithm of tonorrow should al ready be
avail able in nost inplenentations of IKE by the tine it is nade
mandatory. This docunent attenpts to identify and introduce those
algorithms for future mandatory-to-inplenment status. There is no
guarantee that the algorithns in use today nmay becone mandatory in
the future. Published algorithnms are continuously subjected to
cryptographic attack and nay becone too weak or coul d becone

conpl etely broken before this docunment is updated.

Thi s docunent provides updated reconmendati ons for the mandatory-to-

i npl enent algorithns. As a result, any algorithmlisted at the | KEv2
| ANA registry not nentioned in this docunent MAY be inplenmented. For
clarification and consistency with [ RFC4307], an algorithmw |l be
denoted here as MAY only when it has been downgraded.

Al t hough this docunment updates the algorithnms to keep the | KEv2
conmuni cati on secure over tine, it also ains at providing
recomendati ons so that | KEv2 inplenentations remain interoperable.

| KEv2 interoperability is addressed by an increnmental introduction or
deprecation of algorithns. In addition, this docunment al so considers
the new use cases for | KEv2 depl oynent, such as Internet of Things
(1oT).

It is expected that deprecation of an algorithmis perforned
gradual ly. This provides tine for various inplenentations to update
their inplemented algorithnms while remaining interoperable. Unless
there are strong security reasons, an algorithmis expected to be
downgr aded from MJUST to MJUST- or SHOULD, instead of MJST NOT.
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1

2.

2.

Simlarly, an algorithmthat has not been nentioned as nmandatory-to-
i mpl ement is expected to be introduced with a SHOULD i nstead of a
MUST.

The current trend toward Internet of Things and its adoption of |KEv2
requires this specific use case to be taken into account as well.

| oT devices are resource-constrai ned devices and their choice of
algorithnms are notivated by nminimzing the footprint of the code, the
conputation effort, and the size of the messages to send. This
docunent indicates "(l10oT)" when a specified algorithmis specifically
listed for 10T devices. Requirement |evels that are marked as "IloT"
apply to IoT devices and to server-side inplenentations that m ght
presunably need to interoperate with them including any general -

pur pose VPN gat eways.

4. Docunment Audi ence

The recomendati ons of this docunent nostly target |IKEv2 inplenenters
who need to create inplenentations that nmeet both high security
expectations as well as high interoperability between various vendors
and with different versions. Interoperability requires a snoboth nove
to nore secure cipher suites. This may differ froma user point of
view that may depl oy and configure I1KEv2 with only the safest cipher
suite.

Thi s docunent does not give any recommendations for the use of
algorithms, it only gives inplenmentation recomendati ons regardi ng

i mpl enentati ons. The use of algorithnms by a specific user is
dictated by their own security policy requirenments, which are outside
the scope of this docunent.

| KEvl is out of scope of this document. |KEvl is deprecated and the
reconmendati ons of this docunent must not be considered for |IKEvl, as
nost | KEvl i npl ement ati ons have been "frozen" and will not be able to
update the list of mandatory-to-inplement algorithmns.

Al gorithm Sel ection
1. Type 1 - IKEv2 Encryption Al gorithm Transforns

The algorithnms in the table bel ow are negotiated in the Security
Associ ation (SA) payl oad and used for the Encrypted Payl oad.

Ref erences to the specification defining these algorithns and the
ones in the followi ng subsections are in the | ANA registry

[ KEV2-1 ANA]. Some of these algorithnms are Authenticated Encryption
with Associ ated Data (AEAD) [RFC5282]. Algorithms that are not AEAD
MUST be used in conjunction with one of the integrity algorithns in
Section 2.3.
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Fom e e e aaa oo R Fomm o - . +
| Nane | Status | AEAD? | Comment |
o e e e e oo S R R +
| ENCR_AES CBC | MUST | No | (%) |
| ENCR_CHACHA20_POLY1305 | SHOULD | Yes | |
| ENCR_AES_GCM 16 | SHOULD | VYes | (%) |
| ENCR_AES CCM 8 | SHOULD | Yes | (10T) |
| ENCR_3DES | MAY | No | |
| ENCR_DES | MJUST NOT | No | |
| ENCR_NULL | MUST NOT | No | |
o e e e e e e a oo - TSR Fomm - SR +

(*) This requirement level is for 128-bit and 256-bit keys.
192-bit keys remain at the MAY | evel.

(1oT) This requirement is for interoperability with loT. Only
128-bit keys are at the SHOULD | evel. 192-bit and 256-bit
remain at the MAY |evel.

ENCR_AES CBC i s raised from SHOULD+ for 128-bit keys and MAY for
256-bit keys in [RFC4307] to MJUST. 192-bit keys remain at the MAY
level. ENCR_AES CBC is the only shared mandat ory-to-i nmpl enent
algorithmw th RFC 4307 and as a result, it is necessary for
interoperability with I KEv2 inplenentation conpatible with RFC 4307.

ENCR_CHACHA20 POLY1305 was not ready to be considered at the tinme of
RFC 4307’ s publication. It has been recomended by the Crypto Forum
Research Group (CFRG of the IRTF as an alternative to AES-CBC and
AES-GCM It is also being standardized for |Psec for the sane
reasons. At the tinme of witing, there were not enough | KEv2

i mpl enent ati ons supporting ENCR_CHACHA20 POLY1305 to be able to
introduce it at the SHOULD+ | evel.

ENCR_AES GCM 16 was not considered in RFC 4307. At the time RFC 4307
was witten, AES-GCM was not defined in an | ETF docunent. AES-GCM
was defined for ESP in [ RFC4106] and later for IKEv2 in [ RFC5282].
The main notivation for adopting AES-GCM for ESP is encryption
performance conpared to AES-CBC. This resulted in AES-GCM bei ng
widely inplemented for ESP. As the computation |oad of IKEv2 is
relatively small compared to ESP, nmany | KEv2 inpl enentati ons have not
i mpl enented AES-GCM  For this reason, AES-GCMis not pronoted to a
greater status than SHOULD. The reason for pronotion from MAY to
SHOULD is to pronpote the slightly nore secure AEAD net hod over the
traditional encrypt+auth nmethod. |Its status is expected to be raised
once widely inplemented. As the advantage of the shorter (and
weaker) Integrity Check Values (I1CVs) is mnimal, the 8 and 12-octet
ICVs remain at the MAY |evel.
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ENCR_AES CCM 8 was not considered in RFC 4307. This docunent
considers it as SHOULD be inplenmented in order to be able to interact
with | oT devices. As this case is not a general use case for non-1oT
VPNs, its status is expected to remain as SHOULD. The 8-octet size
of the ICV is expected to be sufficient for nmbst use cases of |KEv2,
as far | ess packets are exchanged in those cases, and |oT devices
want to nake packets as snmall as possible. The SHOULD | evel is for
128-bit keys, 256-bit keys remmins at MAY | evel.

ENCR_3DES has been downgraded from RFC 4307 MJUST- to MAY. Al |KEv2
i mpl enent ati ons al ready i npl ement ENCR_AES CBC, so there is no need
to keep support for the nuch sl ower ENCR 3DES. |In addition,
ENCR_CHACHA20_ POLY1305 provides a nore nodern alternative to AES.

ENCR_DES can be brute-forced using off-the-shelf hardware. It
provi des no meani ngful security whatsoever and, therefore, MJST NOT
be i nmpl enent ed.

ENCR NULL was incorrectly specified as MAY in RFC 4307, even when
[ RFC7296], Section 5 clearly states that it MJST NOT be used. This
was fixed and this document now Iists ENCR _NULL as MJST NOT.

2.2. Type 2 - |1 KEv2 Pseudorandom Functi on Transforns

Transform Type 2 algorithns are pseudorandom functions used to
gener ate pseudorandom val ues when needed.

| PRF_HMAC_SHA2_ 256 | MUST

| PRF_HMAC_SHA2 512 | SHOULD+
| PRF_HVAC_SHA1
|
|

|
PRF_AES128_XCBC | SHOULD (10T)
PRF_HVAC _MD5 | MUST NOT |
oo e e - e e +

(1oT) This requirement is for interoperability with |oT.

As no SHA2- based transforms were referenced in RFC 4307,
PRF HVAC SHA2 256 was not nentioned in RFC 4307. PRF_HVAC SHA2 256
MUST be inplenented in order to replace SHA1 and PRF_HVAC SHAL.

PRF_HVMAC _SHA2 512 SHOULD be inpl emented as a future replacenent for
PRF_HMAC SHA2 256 or when stronger security is required.
PRF_HMAC SHA?2 512 is preferred over PRF_HVAC SHA2 384 as the

addi ti onal overhead of PRF_HMAC SHA2 512 is negligible.
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PRF_HVAC SHA1 has been downgraded from MUST in RFC 4307 to MJST-, as
cryptographi c attacks against SHAL are increasing, resulting in an
i ndustry-wide trend to deprecate its usage.

PRF_AES128 XCBC is only recomended in the scope of 10T, as Internet
of Thi ngs depl oynents tend to prefer AES-based pseudorandom functi ons
in order to avoid inplenenting SHA2. For the non-10T VPN depl oynent,
it has been downgraded from SHOULD in RFC 4307 to MAY as it has not
seen wi de adopti on.

PRF_HVAC MD5 has been downgraded from MAY in RFC 4307 to MJUST NOT.
Cryptographi c attacks agai nst MD5, such as collision attacks
nmentioned in [ TRANSCRI PTION], are resulting in an industry-w de trend
to deprecate and renove MD5 (and thus HVAC- MD5) from cryptographic
libraries.

2.3. Type 3 - IKEv2 Integrity Al gorithm Transforns

The algorithns in the table below are negotiated in the SA payl oad
and used for the Encrypted Payl oad. References to the specification
defining these algorithns are in the ANA registry. Wen an AEAD

al gorithm (see Section 2.1) is proposed, this algorithmtransform
type is not in use.

Fom e e e aaa oo R . +
| Nane | Status | Comment |
o e e e e oo S R +
AUTH HVAC SHA2 256 128 | MJST
AUTH _HVAC SHA2 512 256 | SHOULD
AUTH_HMAC_SHA1 96 MUST-

|
| |
AUTH_AES_XCBC 96 | SHOULD | (loT)
| |
| |
| |

AUTH_HVAC_MD5_96 MUST NOT
AUTH_DES_MAC MUST NOT
AUTH_KPDK_MD5 MUST NOT

oy . o mee o +

(1oT) This requirement is for interoperability with |oT.

AUTH_HMAC_SHA2_256_128 was not nentioned in RFC 4307, as no
SHA2- based transfornms were nmentioned. AUTH HVAC SHA2 256 128 MUST be
i mpl enented in order to replace AUTH HVAC SHA1l 96.

AUTH HVAC SHA2 512 256 SHOULD be inplenented as a future repl acenent
of AUTH HVAC SHA2 256 128 or when stronger security is required.

Thi s val ue has been preferred over AUTH HVAC SHA2 384, as the

addi ti onal overhead of AUTH HVAC SHA2 512 is negligible.
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AUTH HVAC SHA1 96 has been downgraded from MJUST in RFC 4307 to MUST-
as cryptographic attacks agai nst SHAlL are increasing, resulting in an
i ndustry-wide trend to deprecate its usage.

AUTH _AES XCBC 96 is only reconmended in the scope of 10T, as Internet
of Thi ngs depl oynents tend to prefer AES-based pseudorandom functi ons
in order to avoid inplenenting SHA2. For the non-10T VPN depl oynent,
it has been downgraded from SHOULD in RFC 4307 to MAY as it has not
been wi del y adopt ed.

AUTH DES MAC and AUTH KPDK MD5 were not nentioned in RFC 4307, so
their default statuses were MAY. These have been downgraded to MJST
NOT. AUTH HVAC MD5 96 is al so denpted to MUST NOT. This is because
there is an industry-wide trend to deprecate DES and MD5. Note al so
that MD5 support is being renmoved from cryptographic libraries in
general because its non-HVAC use is known to be subject to collision
attacks, for exanple, as nentioned in [ TRANSCRI PTI Q] .

2.4. Type 4 - IKEv2 Diffie-Hellman G oup Transfornms

There are several Mdul ar Exponential (MODP) groups and severa
Elliptic Curve Cryptography (ECC) groups that are defined for use in
| KEv2. These groups are defined in both the base docunment [RFC7296]
and in extension docunents and are identified by group nunber. Note
that it is critical to enforce a secure Diffie-Hellman (DH) exchange
as this exchange provi des keys for the session. |If an attacker can
retrieve one of the private nunbers (a or b) and the conpl enentary
public value (g**b or g**a), then the attacker can compute the secret
and the keys used and then decrypt the exchange and | Psec SA created
inside the KEv2 SA. Such an attack can be perfornmed off-line on a
previously recorded comuni cation, years after the comunication
happened. This differs fromattacks that need to be executed during
the authentication that nust be performed online and in near rea
time.
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Fomm e e o m m e e e e e e e e e e e e e e e eeaao o Fom ek +
| Nunber | Description | Status |
- o o o e e e e e e e e e e e e e e e e e e e e eaa oo T +
| 14 | 2048-bit MODP G oup | MJST |
| 19 | 256-bit random ECP group | SHOULD |
| 5 | 1536-bit MODP G oup | SHOULD NOT |
| 2 | 1024-bit MODP G oup | SHOULD NOT |
| 1 | 768-bit MODP Group | MJUST NOT |
| 22 | 1024-bit MODP Group with 160-bit Prinme | MJUST NOT |
| | Order Subgroup | |
| 23 | 2048-bit MODP Group with 224-bit Prime | SHOULD NOT |
| | Order Subgroup | |
| 24 | 2048-bit MODP Group with 256-bit Prine | SHOULD NOT |
| | Order Subgroup | |
- o o o e e e e e e e e e e e e e e e e e e e e eaa oo T +

Group 14 or the 2048-bit MODP Goup is raised from SHOULD+ in
RFC 4307 to MJUST as a replacenment for the 1024-bit MODP Group. G oup
14 is widely inplenented and consi dered secure.

Group 19 or the 256-bit random ECP group was not specified in
RFC 4307 as this group was not defined at that tine. Goup 19 is
wi dely inplemented and consi dered secure and, therefore, has been
pronoted to the SHOULD | evel .

Group 5 or the 1536-bit MODP Group has been downgraded from MAY in
RFC 4307 to SHOULD NOT. It was specified earlier, but is now

consi dered to be vul nerable to being broken within the next few years
by a nation-state-level attack, so its security margin is considered
t oo narrow.

Group 2 or the 1024-bit MODP Group has been downgraded from MJST- in
RFC 4307 to SHOULD NOT. It is known to be weak agai nst sufficiently
funded attackers using commercially avail abl e mass-conputi ng
resources, so its security margin is considered too narrow. It is
expected in the near future to be downgraded to MJST NOT.

Goup 1 or the 768-bit MODP Group was not nentioned in RFC 4307 and
so its status was MAY. It can be broken w thin hours using cheap

of f-the-shel f hardware. It provides no security whatsoever. It has,
therefore, been downgraded to MJST NOT.

Groups 22, 23, and 24 are MODP groups with Prine O der Subgroups that
are not safe prines. The seeds for these groups have not been
publicly rel eased, resulting in reduced trust in these groups. These
groups were proposed as alternatives for groups 2 and 14 but never
saw wi de deploynment. It has been shown that group 22 with 1024-bit
MODP is too weak and acadeni a have the resources to generate
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mal i ci ous values at this size. This has resulted in group 22 to be
denoted to MUST NOT. G oups 23 and 24 have been denoted to SHOULD
NOT and are expected to be further downgraded in the near future to
MUST NOT. Since groups 23 and 24 have smal|l subgroups, the checks
specified in the first bullet point of Section 2.2 of "Additional
Diffie-Hell man Tests for the Internet Key Exchange Protocol Version 2
(IKEv2)" [RFC6989] MJST be done when these groups are used.

2.5. Summary of Changes from RFC 4307

The foll owi ng table sunmarizes the changes from RFC 4307.

oo oo e - +
| Algorithm | RFC 4307 | RFC 8247 |
oo oo S +
| ENCR_3DES | MUJST- | MAY |
| ENCR_NULL | MUST NOT (per [Err1937]) | MUST NOT |
| ENCR_AES CBC | SHOULD+ | MJST |
| ENCR_AES CTR | SHOULD | MAY(*) |
| PRF_HVAC MD5 | MAY | MJST NOT |
| PRF_HMVAC SHA1 | MUST | MJST- |
| PRF_AES128 XCBC | SHOULD+ | SHOULD |
| AUTH_HVAC MD5_96 | MAY | MJST NOT |
| AUTH_HVAC SHA1_96 | MJST | MJST- |
| AUTH_AES XCBC 96 | SHOULD+ | SHOULD |
| Goup 2 (1024-bit) | MJIST- | SHOULD NOT |
| Goup 14 (2048-bit) | SHOULD+ | MJST |
o m e e e e aa o - o m e e e e e e aa o Fomm e oo - +

(*) This algorithmis not nentioned in the above sections, so it
defaults to MAY.

3. | KEv2 Authentication

| KEv2 aut hentication may involve a signatures verification.
Signatures may be used to validate a certificate or to check the
signature of the AUTH val ue. Cryptographi c reconmendati ons regarding
certificate validation are out of scope of this docunment. What is
mandatory to inplenent is provided by the PKIX community. This
docunent is nostly concerned with signature verification and
generation for the authentication.
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3.1. [|KEv2 Authentication Mt hod

S o m o e e e oo - +
| Number | Description | Status |
Fomm e o e m e e e e e e e e e e e e e e e S +

1 RSA Digital Signature MUST

2 Shared Key Message Integrity Code MUST

3 DSS Digital Signature SHOULD NOT

9

| | |
: o or
| ECDSA with SHA-256 on the P-256 curve | SHOULD |
| | |
| | |
| | |

10 ECDSA wi th SHA-384 on the P-384 curve SHOULD
11 ECDSA with SHA-512 on the P-521 curve SHOULD
14 Digital Signature SHOULD
Fome oo oy oo +

RSA Digital Signature is widely deployed and, therefore, kept for
interoperability. It is expected to be downgraded in the future as
its signatures are based on the ol der RSASSA- PKCS1-v1.5, which is no
| onger recommended. RSA authentication, as well as other specific
aut hentication nethods, are expected to be replaced with the generic
Digital Signature nethod of [RFC7427].

Shared Key Message Integrity Code is wi dely depl oyed and mandatory to
i mpl enent in the KEv2 in RFC 7296. The status remmins MJST.

"DSS Digital Signature" (IANA value 3) signatures are bound to SHA-1
and have the sane | evel of security as 1024-bit RSA. They are
currently at SHOULD NOT and are expected to be downgraded to MJST NOT
in the future.

Aut hentication nmethods that are based on the Elliptic Curve Digital
Signature Al gorithm (ECDSA) are al so expected to be downgraded as
these do not provide hash function agility. Instead, ECDSA (Ilike
RSA) is expected to be performed using the generic Digital Signature
method. |Its status is SHOULD.

Digital Signature [ RFC7427] is expected to be pronbted as it provides

hash function, signature format, and algorithmagility. |Its current
status is SHOULD.
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3.1.1. Recommendations for RSA Key Length

e . +
| Description | Status |
o e e e e e e e e e e e e e e e e e e e e e e e em o - S +
| RSA with key length 2048 | MJST |
| RSA with key length 3072 and 4096 | SHOULD |
| RSA with key |length between 2049 and 4095 | MAY |
| RSA with key length smaller than 2048 | SHOULD NOT |
o m e e e e e e e e e e e m e e e ememamao o Fomm e oo - +

| KEv2 [ RFC7296] nmandates support for the RSA keys of the bit size
1024 or 2048, but key sizes |less than 2048 are updated to SHOULD NOT
as there is an industry-wide trend to deprecate key | engths | ess than
2048 bits. Since these signatures only have value in real tine and
need no future protection, smaller keys were kept at SHOULD NOT

i nstead of MJST NOT.

3.2. Digital Signature Reconmendati ons

When a Digital Signature authentication nethod is inplenmented, the
foll owi ng recomrendati ons are applied for hash functions:

Fomm oo S Fomm e m e R +
| Nunmber | Description | Status | Comment |
Fomm e Fom e S Fomm e +
| 1 | SHA1 | MUST NOT | |
| 2 | SHA2- 256 | MUST | |
| 3 | SHA2-384 | MAY | |
| 4 | SHA2-512 | SHOULD | |
Fomm e e U R . +

When the Digital Signature authentication method is used with RSA
signature al gorithm RSASSA-PSS MJST be supported and RSASSA-
PKCS1-v1.5 MAY be support ed.
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The following table lists reconmendati ons for authentication nethods
in [RFC7427] notation. These reconmendations are applied only if the
Digital Signature authentication nmethod is inplenmented.

o e m e e e e e e e e e e e e e e e TSR SR +
| Description | Status | Comment |
oo e e iaeiiiiiieeiiciaaaaaeas S Ry STy +

RSASSA- PSS wi th SHA- 256 MJUST

ecdsa-wi t h-sha256 SHOULD

shalW t hRSAEncrypti on MUST NOT

| | |
| | |
| dsa-with-shal | MUST NOT |
| | |
| | |
| | |

ecdsa-wi th-shal MUST NOT
RSASSA- PSS with Enmpty Paraneters MUST NOT | (*)
RSASSA- PSS with Default Paraneters MUST NOT | (*)

o m e e e e e e e e e e S R +

(*) Enmpty or Default parameters neans it is using SHAL, which is at
the MUST NOT | evel.

Al gorithms for Internet of Things

Sone algorithms in this docunent are marked for use with the Internet
of Things (l10T). There are several reasons why |oT devices prefer a
different set of algorithns fromregular IKEv2 clients. 10T devices
are usually very constrai ned, neaning that the nenory size and CPU
power is so linmted that these clients only have resources to

i mpl enent and run one set of algorithms. For exanple, instead of

i mpl enenting AES and SHA, these devices typically use AES XCBC as an
integrity algorithmso SHA does not need to be inpl enented.

For exanple, |EEE Std 802.15.4 [|EEE-802-15-4] devices have a

mandat ory-to-i npl ement |ink-level security using AES-CCM with 128-bit
keys. The "I EEE Reconmended Practice for Transport of Key Managenent
Prot ocol (KMP) Datagrans” [|EEE-802-15-9] already provides a way to
use M nimal |KEv2 [ RFC7815] over the 802.15.4 |layer to provide link
keys for the 802.15.4 |ayer.

These devices m ght want to use AES-CCM as their I KEv2 algorithm so
they can reuse the hardware inplenmenting it. They cannot use the
AES- CBC al gorithm as the hardware quite often does not include
support for the AES decryption needed to support the CBC node. So
despite the AES-CCM al gorithmrequiring AEAD [ RFC5282] support, the
benefit of reusing the crypto hardware nakes AES-CCM the preferred
al gorithm

Anot her inportant aspect of 10T devices is that their transfer rates
are usually quite low (in the order of tens of kbit/s), and each bit
they transmt has an energy consunption cost associated with it and
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shortens their battery life. Therefore, shorter packets are
preferred. This is the reason for reconmendi ng the 8-octet |CV over
the 16-octet ICV

Because different 10T devices will have different constraints, this
docunent cannot specify the one mandatory profile for 10T. |nstead,
this docunment points out commonly used algorithns with |IoT devices.

5. Security Considerations

The security of cryptographic-based systens depends on both the
strength of the cryptographic algorithns chosen and the strength of
the keys used with those algorithns. The security al so depends on
the engineering of the protocol used by the systemto ensure that
there are no non-cryptographic ways to bypass the security of the
overall system

The Diffie-Hell man Group paraneter is the nost inportant one to
choose conservatively. Any party capturing all IKE and ESP traffic
that (even years later) can break the selected DH group in IKE, can
gai n access to the symmetric keys used to encrypt all the ESP
traffic. Therefore, these groups nust be chosen very conservatively.
However, specifying an extrenely |large DH group al so puts a

consi derabl e | oad on the device, especially when this is a |arge VPN
gateway or an |oT-constrained device.

Thi s docunent concerns itself with the selection of cryptographic
algorithms for the use of I KEv2, specifically with the selection of
"mandatory-to-inplement" algorithns. The algorithnms identified in
this docunent as "MJUST inplenment” or "SHOULD inpl enent” are not known
to be broken at the current tinme, and cryptographic research so far

| eads us to believe that they will likely remain secure into the
foreseeable future. However, this isn't necessarily forever and it
is expected that new revisions of this document will be issued from

time to time to reflect the current best practice in this area.
6. | ANA Consi derations

Thi s docunent renanes sone of the names in the "Transform Type 1 -
Encryption Al gorithm Transform I Ds" registry of the "lInternet Key
Exchange Version 2 (I KEv2) Paraneters". All the other nanes have
ENCR_prefix except 3, and all other entries use names in the fornat
of uppercase words separated with underscores except 6. This
docunent changes those nanes to match ot hers.
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7.

7.

1.

Per this docunent, | ANA has renanmed the following entries for the
AES- GCM ci pher [ RFC4106] and the Camellia ci pher [RFC5529]:

AES-GCCM with a 8 octet |ICV
AES-CCMwith a 12 octet | CV
AES-GCCM with a 16 octet |ICV

| ENCR_AES_GCM 8
|

| ENCR CAMELLIA CCMwith an 8-octet

I

|

|
| ENCR_AES_GCM 12

| ENCR_AES_GCM 16

| ENCR_CAMELLI A CCM 8
| 1
|

| cV
ENCR_CAMELLIA CCMwith a 12-octet |CV | ENCR CAMELLI A_CCM 12
ENCR_CAMELLIA CCMwith a 16-octet |CV | ENCR CAMELLI A_CCM 16
iy oo +

In addition, | ANA has added this RFC as a reference to both the ESP
Ref erence and | KEv2 Reference columms for ENCR AES GCM entries, while
keeping the existing references there. Also, |ANA has added this RFC
as a reference to the ESP Reference colum for ENCR CAVELLI A CCM
entries, while keeping the existing reference there.

The registry entries currently are:

Nurmber Name ESP Reference | KEv2 Reference
18 ENCR_AES_GCM 8 [ RECA106] [ RFEC8247] [ RFC5282] [ RFC8247]
19 ENCR_AES_GCM 12 [ RECA106] [ RFC8247] [ RFC5282] [ REC8247]
20 ENCR_AES_GCM 16 [ RFC4106] [ RFC8247] [ RFC5282] [ RFC8247]
25  ENCR CAMELLIA CCM 8 [ RFC5529] [ RFC8247] -

26 ENCR CAMELLI A_OCM 12 [ RFC5529] [ RFC8247] -

27 ENCR CAMELLI A_OCM 16 [ RFC5529] [ RFC8247] -
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