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Use of BGP Large Communities
Abst r act

Thi s docunent presents exanples and inspiration for operator
application of BGP Large Communities. Based on operationa
experience with BG® Comunities, this document suggests | ogica
categories of BGP Large Communities and denponstrates an orderly
manner of organi zing community values within themto achieve typica
goals in routing policy. Any operator can consider using the
concepts presented as the basis for their own BGP Large Comunities
repertoire.

Status of This Menp

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the I ESG are a candidate for any |level of Internet

St andard; see Section 2 of RFC 7841.

I nformati on about the current status of this docunment, any errata,

and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc8195
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1

| ntroducti on

BGP Large Comunities [RFC8092] provide a nmechanismto signal opaque
i nformati on between and within Autonomous Systens (ASes). In very
much the same way that [RFC1998] provides a concrete real-world
application for BG Communities [RFC1997], this docunent presents
exanpl es of how operators might utilize BG Large Comrunities to
achi eve various goals. This docunent draws on the experience of
operator comunities such as the North American Network Operators
Group (NANOG) <https://ww. nanog. org/ > and the Netherl ands Network
Operator G oup (NLNOG <https://nlnog.net/>

The Desi gn Overvi ew

BGP Large Comunities are conposed of three 4-octet fields. The
first is the dobal Admnistrator (GA) field, whose value is the

Aut ononmpbus System Nunmber (ASN) of the AS that has defined the nmeaning
of the remaining two 4-octet fields, known as "Local Data Part 1" and
"Local Data Part 2". This docunment describes an approach where the
"Local Data Part 1" field contains a function identifier and the
"Local Data Part 2" contains a paraneter value. Using the canonica
notation this format can be summari zed as "ASN: Functi on: Par anmet er".

o e e e e e oo Fom e e e oo oo - +
| RFC 8092 | this docunent |
. . +
| G obal Administrator | ASN |
| Local Data Part 1 | Functi on

| Local Data Part 2 | Par anet er

o e e e e e oo Fom e e e oo oo - +

Tabl e 1: Field Mapping

The tabl e above shows a mapping table between the fields in BGP Large
Conmuni ti es [ RFC8092] and this docunent.

In contenporary depl oynments of both BGP Communities [RFC1997] and BGP
Large Communities [RFC8092], the function of a comunity can be
divided into two categories:

o Informational Comunities

o Action Comrunities
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Thr oughout the docunent, a topology of four ASes is used to
illustrate the use of communities in the followi ng configuration

AS 65551
|

AN

|
AS 64497
I\
A
/ AN
AS 64498 \

|
‘<->- AS 64499

AS 64497 obtains transit services from(is a custoner of) AS 65551, a
4-octet ASN. AS 64497 provides transit services to both AS 64498 and
AS 64499. AS 64498 and AS 64499 nmintain a peering relationship in
whi ch they only exchange their customer routes.

The opaque nature of BGP Large Communities allows for rapid

depl oyment of new features or changes to their routing policy that
performan action. Operators are encouraged to publicly publish and
mai ntai n docunentati on on the purpose of each BGP Large Community,

both Informational and Action, that they support or that are visible
in BGP RIBs.

2. 1. I nformati onal Communities

I nformational Comunities are labels for attributes such as the
origin of the route announcenent, the nature of the relation with an
External BGP (EBGP) neighbor, or the intended propagati on audi ence.

I nformati onal Communities can al so assist in providing val uabl e

i nformation for day-to-day network operations such as debuggi ng or
capacity pl anni ng.

The d obal Administrator field is set to the ASN of the network that
tags the routes with the Informational Conmunities. For exanple, AS
64497 mght add a conmunity with the GA 64497 to a route accepted
froman Internal BGP (1 BGP) or EBGP nei ghbor as a neans of signaling
that it was inported in a certain geographical region

In general, the intended audi ences of Informational Comunities are

downstream networks and the GA itself, but any AS could benefit from
recei ving these conmuniti es.
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2.2. Action Communities

Action Communities are added as | abels to request that a route be
treated in a particular way within an AS. The operator of the AS
defines a routing policy that adjusts path attributes based on the
conmunity. For exanple, the route’ s propagation characteristics, the
LOCAL_PREF (Il ocal preference), the next hop, or the nunber of AS PATH
prepends to be added when it is received or propagated can be
changed.

The d obal Administrator field is set to the ASN that has defined the
functionality of that BGP Large Community and is the ASN that is
expected to performthe action. For exanple, AS 64499 night |abel a
route with a BGP Large Comunity containing GA 64497 to request that
AS 64497 perform a predefined action on that route.

In general, the intended audi ence of Action Communities are transit
provi ders taking action on behalf of a custoner or the GA itself, but
any AS could take action if they choose and any AS could add an
Action Conmunity with the GA of a non-adjacent ASN. However, note
that an Action Conmmunity could also be Informational. |Its presence
is an indicator that the GA may have performed the action and that an
AS in the AS PATH requested it.

perators are recomrended to publish the relative order in which
Action Communities (both BGP Comunities and BGP Large Comuniti es)
are processed in their routing policy.

3. Exanples of Informational Comunities

3.1. Location
An AS, AS 64497 in these exanples, may inform other networks about
the geographi cal regi on where AS 64497 inported a route by |abeling

it with BGP Large Comunities follow ng one of the foll ow ng schenes
or a conbination of them
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3.1.1. An ISO 3166-1 Numeric Function

AS 64497 could assign a value of 1 to the Function field to designate
the content of the Paranmeter field as an | SO 3166-1 nuneric country
identifier <https://wwviso.org/iso-3166-country-codes. htm >.

e S +
| BGP Large Conmunity | Description |
- e +
| 64497:1: 528 | Route l|earned in the Netherl ands |
| 64497: 1: 392 | Route |earned in Japan |
| 64497: 1: 840 | Route learned in the United States of |
| | Anerica |
- .. +

Table 2: Informational: |SO 3166-1

The tabl e above shows exanpl e docunentation for Infornmationa
Conmuni ti es depl oyed by AS 64497 to describe the |ocation where a
route was inported using | SO 3166-1 nuneric identifiers.

3.1.2. A UN M 49 Region Function

AS 64497 could assign a value of 2 to the Function field to designate
the content of the Paraneter field as the M 49 nuneric code published
by the United Nations Statistics Division (UNSD)
<https://unstats.un. org/unsd/ met hodol ogy/ 49/ > for macro- geographi ca
(continental) regions, geographical sub-regions, or selected economc
and ot her groupi ngs.

e o m e e e e e e eaa oo +
| BGP Large Conmunity | Description |
o e e e o m e e e e e e aaa oo +
| 64497:2: 2 | Route learned in Africa

| 64497:2:9 | Route |earned in Cceania |
| 64497: 2: 145 | Route learned in Western Asia

| 64497: 2: 150 | Route |earned in Europe

o e e e e e oo o e e e e e e e eaa oo +

Table 3: Informational: UNSD Regi ons
The tabl e above shows exanpl e docunentation for Infornmationa

Conmuni ti es depl oyed by AS 64497 to describe the |ocation where a
route was inported using M 49 nuneric codes published by the UNSD
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3.2. Relation Function

An AS, AS 64497 in this exanple, could assign a value of 3 to the
Function field to designate the content of the Paraneter field as a
nunber indicating whether the route originated inside its own network
or was |earned externally, and if |earned externally, it m ght

si mul taneously characterize the nature of the relation with that
speci fi c EBGP nei ghbor

o m e e e e aa o - o m e e e e e e e e e m e e memamao - +
| BGP Large Conmunity | Description

T o e m e e e e e e e e e e m e +
| 64497: 3: 1 | Route originated internally |
| 64497: 3: 2 | Route |earned froma custoner |
| 64497: 3: 3 | Route |earned froma peering partner

| 64497:3: 4 | Route learned froma transit provider
T o e m e e e e e e e e e e e e e e e +

Table 4: Informational: Relation

The tabl e above shows exanpl e docurmentation for Infornationa
Conmuni ti es depl oyed by AS 64497 to describe the relation to the ASN
fromwhich the route was | earned

3.3. Conbining Informational Comunities

A route may be |labeled with nmultiple Informational Conmunities. For
exanple, a route learned in the Netherlands froma custoner m ght be
| abel ed with communities 64497:1:528, 64497:2:150, and 64497:3:2 at
the sane tine.

4. Exanples of Action Comunities
4.1. Selective NO EXPORT

As part of an agreenent, often a comrercial transit agreenent,

bet ween AS 64497 and AS 64498, AS 64497 m ght expose BGP traffic-
engi neering functions to AS 64498. One such BGP traffic-engineering
function could be selective NO EXPORT, which is the selective
filtering of a route |earned fromone AS, AS 64498, to certain EBGP
nei ghbors of the GA, AS 64497.
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4.1.1. ASN Based Sel ective NO EXPORT

AS 64497 could assign a value of 4 to the Function field to designate
the content of the Parameter field as a nei ghboring ASN to which a
route should not be propagat ed.

e . +
| BGP Large Conmunity | Description
- ' +
| 64497: 4: 64498 | Do not export route to AS 64498

| 64497: 4: 64499 | Do not export route to AS 64499

| 64497: 4: 65551 | Do not export route to AS 65551

R LR e +

Tabl e 5: Action: ASN NO _EXPORT

The tabl e above shows exanpl e docunmentation for Action Comunities
depl oyed by AS 64497 to expose a BGP traffic-engineering function
that selectively prevents the propagation of routes to the

nei ghboring ASN specified in the Parameter field.

4.1.2. Location-Based Sel ective NO EXPORT

AS 64497 could assign a value of 5 to the Function field to designate
the content of the Paranmeter field as an | SO 3166-1 nuneric country
identifier within which a | abeled route is not propagated to EBGP

nei ghbors. However, this night not prevent one of those EBGP

nei ghbors fromlearning that route in another country and maeking it
avail able in the country specified by the BGP Large Conmunity.

e o m m e e e e e e e e e e e e e e e e e e e e e e emee——oan +
| BGP Large | Description |
| Conmuni ty | |
o e e e e oo - o m e e e e e e e e e e e e e e e e e e e e e e memamao o +
| 64497:5: 528 | Do not export to EBGP nei ghbors in the |
| | Net herl ands |
| 64497: 5: 392 | Do not export to EBGP nei ghbors in Japan |
| 64497: 5: 840 | Do not export to EBGP neighbors in the United

| | |

States of Anmerica

Tabl e 6: Action: NO EXPORT in Region

The tabl e above shows exanpl e docunentation for Action Comunities
depl oyed by AS 64497 to expose a BGP traffic-engineering function
that selectively prevents the propagation of routes to all EBGP
nei ghbors in the geographical region specified in the Parameter
field.
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4.2. Selective AS PATH Prependi ng

As part of an agreenent between AS 64497 and AS 64498, AS 64497 i ght
expose BGP traffic-engineering functions to AS 64498. One such BGP
traffic-engineering function could be selective prepending of the

AS PATH with AS 64497 to certain EBGP nei ghbors of AS 64497.

4.2.1. ASN Based Sel ective AS_PATH Prependi ng

AS 64497 could assign a value of 6 to the Function field to designate
the content of the Paranmeter field as a neighboring ASN to which
prependi ng of the AS PATH with AS 64497 is requested on propagation
of the route. Additional AS PATH prependi ng functions might also be
defined to support multiples of prepending, that is, two, three, or
nore prepends of AS 64497.

T o e m e e e e e e e e e e e e e e e e e +
| BGP Large Community | Description |
oo o oo +
| 64497 6: 64498 | Prepend 64497 once on export to AS 64498
| 64497: 6: 64499 | Prepend 64497 once on export to AS 64499
| 64497: 6: 65551 | Prepend 64497 once on export to AS 65551
T o e m e e e e e e e e e e e e e e e e e +

Table 7: Action: Prepend to ASN

The tabl e above shows exanpl e docunentation for Action Comunities
depl oyed by AS 64497 to expose a BGP traffic-engineering function
that selectively prepends the AS PATH with AS 64497 when propagati ng
the route to the specified EBGP nei ghbor
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4.2.2. Location-Based Sel ective AS PATH Prependi ng

AS 64497 could assign a value of 7 to the Function field to designate
the content of the Paranmeter field as an | SO 3166-1 nuneric country
identifier to which the prepending of the AS PATH with AS 64497 is
requested on propagation of the route to all EBGP neighbors in that

region.

e e . +
| BGP Large | Description |
| Conmuni ty | |
o e e e e e oo o +
| 64497: 7: 528 | Prepend once to EBGP nei ghbors in the

| | Netherl ands |
| 64497:7: 392 | Prepend once to EBGP nei ghbors in Japan

| 64497: 7: 840 | Prepend once to EBGP nei ghbors in the United

| | States of America |
o e e e e e oo o +

Tabl e 8: Action: Prepend in Region

The tabl e above shows exanpl e docunmentation for Action Comunities
depl oyed by AS 64497 to expose a BGP traffic-engineering function
that selectively prepends the AS PATH with AS 64497 when propagati ng
the route to all EBGP neighbors in the geographical region specified
in the Parameter field.

4.3. Manipulation of the LOCAL_PREF Attribute

As part of an agreenent between AS 64497 and AS 64498, AS 64497 m ght
expose BGP traffic-engineering functions to AS 64498. One such BGP
traffic-engineering function mght allow AS 64498 to nmani pul ate the
val ue of the LOCAL_PREF attribute of routes |learned fromAS 64498

wi thin AS 64497, even though the LOCAL_PREF attribute is
non-transitive and is not propagated to EBGP nei ghbors.

The LOCAL_PREF val ue of routes are locally significant within each AS
and are inpossible to list in this docunent. Instead, the typica
LOCAL_PREF val ues could be classified as a hierarchy, and a BGP Large
Conmuni ty function could be exposed, allow ng an EBGP nei ghbor to
affect the LOCAL_PREF value within the specified GA. The foll ow ng
exanpl e list defines the classes of routes in the order of descendi ng
LOCAL_PREF val ue and assigns a function identifier that could be used
in the Function field of a BGP Large Conmunity.
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| | Normal custoner route |
| | Backup custoner route |
| 10 | Peering route

| | |
| | |
| | |

11 Upstreamtransit route
12 Fal | back route, to be installed if no other path is
avail abl e
S ) +

Table 9: Action: Preference Function ldentifiers
4.3.1. G obal Mnipul ation of LOCAL_PREF

AS 64497 could place one of the previously defined Preference
Function ldentifiers in the Function field and set the value 0 in the
Paranmeter field to designate that the LOCAL_PREF associated with that
function identifier should be applied for that route throughout the
whol e AS.

o m e e e e aa o - et +
| BGP Large Conmunity | Description |

T o e m e e e e e e e e e e e e e e e e e e e +
| 64497:9: 0 | Assign LOCAL PREF for a custoner backup

| | route |

| 64497:10: 0 | Assign LOCAL_PREF for a peering route

| | |

64497:12: 0 Assign LOCAL_PREF for a fallback route

Tabl e 10: Action: dobal LOCAL_PREF Mani pul ation

The tabl e above shows exanpl e docunentation for Action Comunities
depl oyed by AS 64497 to expose a BGP traffic-engineering function
that allows a BGP neighbor to globally manipul ate the LOCAL_PREF
attribute for the route within AS 64497.

4.3.2. Region-Based Mani pul ati on of LOCAL_PREF

AS 64497 could place one of the previously defined Preference
Function ldentifiers in the Function field and use a UN M 49 nuneric
region identifier in the Paranmeter field to designate the

geogr aphi cal region within which the non-default LOCAL_ PREF
associated with that function identifier should be applied to the
route. The value of the LOCAL_PREF attribute should not deviate from
the default for that route class in any regi on not specified by one
or nore of these Action Comrunities.
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oo e m m e e e e e e e e e e e e e e e e e e e e e e e eeao o +

| BGP Large | Description |

| Comunity | |

B o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e mamao +
64497:9: 3 Assign the LOCAL_PREF val ue equivalent to a

| |
| custoner backup class route on BGP routers in the

| North Anmerica region

| Assign the LOCAL_PREF val ue equivalent to a

| peering class route on BGP routers in the South

| Anerica region |
| Assign the LOCAL_PREF val ue equivalent to a

| fallback class route on BGP routers in the Asia

| region

Table 11: Action: Regional LOCAL_PREF Mani pul ation

The tabl e above shows exanpl e docunentation for Action Comunities
depl oyed by AS 64497 to expose a BGP traffic-engineering function
that allows a BGP neighbor to selectively manipul ate the LOCAL_PREF
attribute within AS 64497 in the geographical region specified in the
Pararmeter field.

4.3.3. Note of Caution for LOCAL _PREF Functions

The LOCAL PREF attribute strongly influences the BGP Deci sion
Process, which in turn affects the scope of route propagation.
Operators shoul d take special care when using Action Communities that
decrease the LOCAL_PREF val ue, and the degree of preference, to a

val ue bel ow that of another route class. Sone of the unintended BGP
states that mght arise as a result of these traffic-engineering

deci sions are described as "BGP Wedgi es" in [ RFC4264].

4.4, Route Server Prefix Distribution Control

Rout e servers [RFC7947] use BGP to broker network reachability

i nformati on anong their clients. As not all route server clients may
wi sh to interconnect with each other, the route server operator will
usual 'y inpl enent a mechanismto allow each client to control the
route server’s export routing policy, as described in Section 4.6 of
[ RFC7948]. One widely used nechanismis an adaption of "ASN Based
Sel ective NO EXPORT" (Section 4.1.1) that is specific to route
servers.
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An exanpl e BGP Large Comunities policy that enables client-
controlled prefix distribution for a route server operating as AS
64511 is outlined as foll ows:

o e a o o e m e e e e e e e e e e e e e e e e e e m e mm e ee— o +
| BGP Large | Description |
| Conmmunity | |
o e e o s o m e e e e e e e e e e e e e e e e e e e e e meem oo +
| 64511:0: peer-as | Explicitly prevent announcenent of route to

| | peer-as |
| 64511: 1: peer-as | Explicitly announce route to peer-as |
| 64511:0:0 | Do not announce route to any peers by default

| 64511:1:0 | Announce route to all peers by default
o e e o s o m e e e e e e e e e e e e e e e e e e e e e meem oo +

Tabl e 12: Action: Route Server Prefix Distribution Contro

Mul tiple BG Large Conmunity val ues can be used together to inplenent

fine-grained route distribution control. For exanple, route server
client AS 64500 might wish to use a route server for interconnecting
to all other clients except AS 64509. |In this case, they would | abe

all their outbound routes to the route server with 64511:1:0 (to
announce to all clients by default) and 64511: 0: 64509 (to prevent
announcenent to AS 64509).

Alternatively, route server client AS 64501 may have a selective
routing policy and may wi sh to interconnect with only AS 64505 and AS
64506. This could be inplenmented by announcing routes |abeled with
64511:0: 0 (blocking all distribution by default) and 64511: 1: 64505,
64511: 1: 64506 to instruct the route server to force announcenment to
those two ASNSs.

5. Security Considerations

Operators should note the reconmrendations in Section 11 of "BGP
Qperations and Security" [RFC7454] and handl e BGP Large Comuniti es
with their ASNin the Gobal Administrator field simlarly.

In particular and in the sane respect as BGP Communities [ RFC1997],
operators shoul d be cogni zant that any Large Community can be carried
in a BGP UPDATE. (Operators shoul d recognize that BGP nei ghbors,
particularly custoners and custoners of custonmers, may utilize
conmuni ti es defined by other BGP nei ghbors of the operator. They may
wi sh to send routes with Action Comrunities and receive routes with

I nformati onal Conmunities to or fromthese other neighbors, and it is
beneficial to all to permt this.
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6. | ANA Consi derations

Thi s docunent does not require any | ANA acti ons.
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