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Requi rements for Marking SIP Messages to be Logged
Abst r act

SI P networks use signaling nonitoring tools to debug customer-
reported problens and for regression testing if network or client
software is upgraded. As networks grow and becone interconnected,

i ncludi ng connection via transit networks, it becomes inpractical to
predict the path that SIP signaling will take between clients and,
therefore, inpractical to nonitor SIP signaling end-to-end.

Thi s docunent describes the requirenents for adding an indicator to
the SIP Protocol Data Unit (PDU) or a SIP nessage that narks the PDU
as a candidate for logging. Such a marking will typically be applied
as part of network testing controlled by the network operator and not
used in regular client signaling. However, such a marking can be
carried end-to-end, including the SIP terninals, even if a session
originates and terminates in different networks.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for infornmational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the | ESG are a candidate for any |level of Internet

St andard; see Section 2 of RFC 7841.

I nformati on about the current status of this document, any errata,

and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc8123.
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1

3.

3.

| ntroducti on

Service providers, enterprises, and others who operate networks that
use SIP (see [ RFC3261]) need the ability to debug problenms reported
by end users and also to run regression tests if SIP client software/
hardware is upgraded. Such debuggi ng and testing m ght be confined
to a single service provider or network, or they may occur between
the administrative domains of different network operators, including
domains in different countries that are interconnected through

net wor ks bel onging to one or nore third parties.

A mechanismis needed to mark particular SIP sessions, i.e., those
rel ated to debuggi ng or regression testing, as candi dates for

| ogging; this marking nust be carried within the candidate SIP
nmessages as they are routed across networks (and geographies) to
enabl e 1 ogging at each SIP entity w thout having to know i n advance
the list of SIP entities through which the SIP signaling nmessages
will traverse. Such marking nust take into account that SIP nessages
m ght traverse different network operators, different countries,
regions with different privacy requirenents, and different trust
domai ns. Thi s docunent describes the requirements for such a "l og
me" marker for SIP signaling.

Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119], except that
rather than describing interoperability requirenents, they are used
to describe requirenents to be satisfied by the "log ne" marker

sol uti on.

Ter m nol ogy
1. Network Boundary

A network boundary is the part of a signaling path where nmessages
pass between entities that are under different adm nistrative
control. Figure 2 in [RFC5853] shows a network boundary between the
originating gateway GM A1l in operator A's network and the Session
Border Controller (SBC) in operator B s network. A network boundary
is significant in this docunent because mani pul ati on of signaling at
the boundary coul d prevent end-to-end testing or troubl eshooting.
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Topol ogy hiding and protocol repair (see [RFC5853]) are two conmon
functions that mani pul ate signaling at the network boundary. These
functions are performed by SIP device types (see [RFC7092]) such as a
Sessi on Border Controller and Interconnection Border Control Function

(1BCF).
3.2. Trust Domain

In this docunent, a trust domain is the set of entities that have
been identified by prior agreement as the participating elements in

| ogging, typically for the purpose of debugging or regression
testing. A trust domain contains all SIP entities under
configuration control of the network operator who is performng
regression testing plus all SIP entities that are under configuration
control of peer network operators who have agreed to participate in
that regression testing. The purpose of trust domain requirements is
to prevent network operators frominadvertently triggering logging in
networks that are not part of any testing or troubl eshooting.

3.3. Internediary

The term"intermediary" is defined in Section 2 of [RFC7989]; it
refers to any entity along the call signaling path.

4. Motivating Scenario
4.1. Introduction

Signaling for SIP session setup can cross several networks; these

net wor ks may not have common ownership and may al so be in different
countries. |If a single operator wi shes to performregression testing
or fault debuggi ng end-to-end, the separate ownership of networks
that carry the signaling and the explosion in the nunber of possible
signaling paths through SIP entities fromthe originating to the
term nating user make it inpractical to preconfigure |ogging end-to-
end SIP signaling of a session of interest.
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4.2. Exanpl e Network Arrangenent

The figure bel ow gives an exanple of a signaling path through
mul ti pl e networks.
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Figure 1: Exanple Signaling Path through Miltiple Networks
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4.3. Exanpl e Debuggi ng Procedure

One possible set of steps is outlined belowto illustrate the
debuggi ng procedure.

o The user’s termnal is placed in debug node. The term nal | ogs
its own signaling and inserts a "log me" marker into SIP requests
for session setup.

o Al SIP entities that the signaling traverses, fromthe first
proxy the term nal connects to at the edge of the network to the
destination client terminal, detect that the "log nme" marker is
present and then log SIP requests and responses that contain the
marker if configured to do so.

0 Subsequent responses and requests in the sane dialog are al so
marked with a "l og me" marker. For sonme scenarios, such as cal
transfer, related dialogs my al so be marked with "l og ne" narker.

0 Logging stops, either because the dialog has ended or because a
"stop event", typically expiry of a certain anmount of tine,
occurr ed.

o Logs are retrieved, for exanple, by logging on to the SIP entity
or entities that contain the |ogs.

5. "Log Me" Marking Requirenents
5.1. Message Logs

REQL If a SIP nessage is logged, then the entire SIP nessage (SIP
headers and nmessage body) MJST be | ogged using a standard
| oggi ng format such as SIP Common Log Format (CLF) defined in
[ RFC6873] .

REQ2 Header fields SHOULD be |logged in the formin which they appear
in the nessage; they SHOULD NOT be converted between | ong and
conpact forms as described in [ RFC3261], Section 7.3.3.

VWhen and how signaling logs are retrieved is out of scope of this
docunent. Logs might be retrieved by logging on to the SIP entity
that contains the logs, by sending logs to a central server that is
coordi nati ng debuggi ng, by storing themon renovable nedia for |ater
manual collection, or by some other nethod. Al log retrieva
mechani sns MJST adhere to the authorization and privacy protection
policies set forth by the network adm nistrator.
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5.2. "Log Me" Marking

REQ3: It MJUST be possible to mark a SIP request or response to be
consi dered for logging by inserting a "log ne" marker. This
is known as "log nme" marking.

REQ4: It MUST be possible for a "log me" marker to cross network
boundari es.

REQG: A "log me" marker MAY include an identifier that indicates the
test case that caused it to be inserted, known as a "test case
identifier". The test case identifier does not have any
i mpact on session setup; it is used to collate all |ogged SIP
requests and responses to the initial SIP request in a dialog
or standal one transaction. The local Universally Unique
Identifier (UU D) portion of the Session-ID described in
[ RFC7206] and [RFC7989] could be used as a randomtest case
identifier.

5.3. Processing the "Log Me" Marker

REQ6: A "log me" marker is nost effective if all networks on the
signaling path agree to pass it end-to-end. However, source
net wor ks shoul d behave responsibly and not leave it to a
downstream network to detect and renove a marker that it is
not expecti ng.

REQ7: The presence of a "log me" marker indicates that a request or
response is part of debugging or regression testing.

REQ: It MJST be possible to insert a "log ne" marker in SIP
responses that correspond to SIP requests with a "log ne"
marker in order to ensure that the conplete SIP transaction is
| ogged. This requirenent applies to endpoints, SIP/ Public
Swi t ched Tel ephone Network (PSTN) gat eways, and back-to-back
user agents (B2BUAs).

REQQ: The "log nme" marker mechani sm SHOULD allow a SIP internediary
to request logging SIP requests and responses on behal f of the
originating endpoint. The typical use case for this
requirenment is for conpatibility with User Agents (UAs) that
have not inplenented "log ne" marking, i.e., when a UA has not
mar ked a request or when responses received on a dial og of
interest for logging do not contain an echoed "l og nme" marker
Anot her use case is when the session origination UA that
inserted the "log ne" marker is no longer participating in the
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session (e.g., call transfer scenarios) and the internediary
adds a "log ne" marker in related sessions to enable end-to-
end signaling anal ysis.

REQLO: The mechani sm MUST al | ow st at el ess processing of SIP requests
that contain a "log nme" narker by SIP internmediaries. This
requi renent enables the SIP internediaries to base the
decision to log a SIP request or response solely on the
presence of the "log me" marker

REQL1: The scope of a SIP nessage | ogging request includes al
requests and responses within a given dialog. The scope can
be extended to related dialogs that correspond to an end-to-
end session for scenarios discussed in REQQ. The "log ne"
request MUST be indicated at the beginning of the dial og of
i nterest and SHOULD continue to the dialog end w thout any
stop and restart during the duration of the dial og.

REQL2: The presence of a "log me" nmarker m ght cause sone SIP
entities to log signaling. Therefore, this marker MJUST be
renoved at the earliest opportunity if it has been incorrectly
inserted (e.g., md-dialog or outside the configured start and
stop of "log me" marking).

The definition of types of events that cause |logging to stop and the
configuration of SIP entities to detect such "stop events" is outside
the scope of this document.

6. Security Considerations

In order to prevent any security inplications of a "log nme" nmarker,
the marker itself MJST NOT contain any sensitive information
detecting its presence or absence MJST NOT reveal sensitive

i nformation, and maliciously adding a "log nme" marker MJST NOT
adversely affect a network. This section analyzes how to neet these
requirenents.

6.1. Trust Donmin

Since a "log me" nmarker may cause a SIP entity to log the SIP header
and body of a request or response, the "log me" marker MJST be
renoved at a trust domain boundary. |If a prior agreenent to |og
sessions exists with the next hop network, then the "log ne" narker
SHOULD NOT be renoved.
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6.2. Security Threats
6.2.1. "Log Me" Marking

The "l og ne" marker MJST NOT convey any sensitive information

al t hough the "log me" marker will sonmetines be inserted because a
particul ar device is experiencing problens. The "log nme" marker MJST
NOT reveal any information related to any SIP user or device.

The insertion of the "log me" marker at the endpoint MJUST be approved
by the end user or by the network adm nistrator. Simlarly, network
adm ni strator authorization is required for a SIP internediary to
insert a "log nme" nmarker on behalf of a UA that does not support "l og
me" mar ki ng.

Activating a debug node affects the operation of a term nal
therefore, the debuggi ng configurati on MIST be supplied by an
aut horized party to an authorized term nal through a secure
communi cati on channel

6.2.2. Logged Information

Logged signaling is privacy-sensitive data; therefore, signaling |ogs
MUST NOT be readabl e by an unauthorized third party.

7. 1 ANA Consi derations
Thi s docunent does not require any | ANA acti ons.
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