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Pref ace
Unli ke many RFCs, this is not a specification of a
soon-to-be-inpl emented protocol. Instead this is a true request

for coments on the concepts and suggestions found within this
docunent, witten wth the hope that its content, and any
di scussion which it spurs, will contribute towards the design of
the next generation of conputer-based nessage creation and
del i very systens.

A nunber of people have nade contributions to the form and
content of this docunent. |In particular, | wuld Ilike to thank
Jerry Burchfiel for his general and technical advice and
encour agenent, Bob Thomas for his w sdom about the TIP Login
dat abase and design of a netnmil database, Ted Myer for playing
devil’s advocate, and Charlotte Mooers for her excel | ent
editorial assistance.

Debbi e Deut sch
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1. Introduction

The current ARPAnet nessage handling schenme has evol ved from
rather informal, decentralized beginnings. Early devel opers took

advant age of pre-existing tools -- TECO FTP -- in order to
impl enent their first systems. Later, protocols were devel oped
to codify the conventions already in use. Wi | e t hese

conventions have been able to support an ammzing variety and
amount of service, they have a nunber of shortconi ngs.

One difficulty is the naming/addressing problem which deals
with the need both to identify the recipient and to indicate
correctly a delivery point for the nmessage. The current paradi gm
is deficient in that it lacks a sharp distinction between the
recipient’s nane and the recipient’s address, which is the
delivery point on the net.

The nam ng/ addr essi ng schene does not allow users to address
their nmessages using human nanes, but instead forces themto
enpl oy designations better designed for machine parsing than
hurman identification.

Anot her source of Ilimtations lies in the delivery system
which is sinply an extension of the File Transfer Protocol. The
delivery systemis fairly limted in its operation, handling only
sinple transactions involving the transfer of a single nessage to
a single wuser on the destination host. The ability to bundle
nmessages and the ability to fan-out nessages at the foreign host
woul d i nprove the efficiency and useful ness of the system

An additional drawback to the delivery systemis caused, to
sone extent, by the addressing schene. A change in address, or
incorrect address wusually causes the delivery systemto handle
the nmessage incorrectly. Wile sone hosts support some variety

of a mil forwarding database (MFDB), this solution is at best
i nadequat e and spotty for providing reliable service to the
network as a whole. Because the sane usernane nmay belong to

di fferent people at different hosts, anbiguities which my crop
up when nessages are incorrectly addressed keep even the best
MFDBs from al ways being able to do their job

Thi s proposal envisions a system in which the identity and
address of the recipient are treated as two separate itens. A
net wor k dat abase supports a directory service which supplies
correct address information for all recipients. Additionally,
the schene allows mail delivery to be restricted to authorized
users of the network, should that be a desirable feature.
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2. Nanmes and Addresses

Today’s ARPAnet nami ng and addressi ng schene (as specified in
RFC 733[3]) does not discrimnate between the identity of a user
1

and hi s address . Bot h are expressed the sane way:
USERNAME@HOST. While this should always result in a unique
handl e for that user, it has proved to be inadequate in practice.
Users who change the location of their nail boxes, because of
either a change in affiliation or a sinple shift in host usage,
also get their names changed. |If their old host enploys an MFDB
the problemis not too bad. Miil is sinply forwarded on to the
new address, slightly delayed. Qher less fortunate users who
cannot rely upon an MFDB nust notify all their correspondents of
the change in address/nane. Any nmail addressed to the old
address becones undeliverable. (An excellent discussion of the
di fferences between nam ng, addressing, and routing is found in a
paper by John Shoch [1].)

The desire to use "real" names in the address fields of
nessages is also thwarted by the current system An el aborate
system for using hunman-conpatible vs. machi ne-i nterpretable

2
i nformati on has been evolved for use in message headers . The
nost recent developnents indicate that nmany users would fee
happi est i f the real human nanme could appear
machi ne-interpretable information should not intrude too heavily
into the witer’s work- and thought-space.

The sol ution proposed here calls for a total break between the
way a recipient is named or identified and the way in which his
location is specified. Since the ARPAnet is a regulated
environnent, a unique (and not necessarily human-readable) ID
coul d be assigned to each authorized recipient of network mail
This ID would stay with the user throughout his lifetine on the
networ k, through changes in address and affiliation

A network database (which could be derived from the sane
dat abase that has been proposed to support TIP login) would
associ ate each 1D with one or nore addresses indicating where the
mail for that ID may be delivered. |If nore than one address were

1

See, for exanple, RFC 733's discussion of the senantics of
address fields, in which it is specified that the To: field
"contains the identity of the primary recipients of the nessage"

2

See the "Syntax of General Addressee Itens" section of RFC
733.

RFC 757 Sept enber 1979



Nanes and Addresses Page 4

associated wth an ID, that would indicate an ordered preference

in delivery points. The delivery systemwuld attenpt delivery

to the first addressee, and, if that failed, try the second, and
3

so on . Mst IDs would probably have only one address. Al so

associated w th each ID would be sonme information about the ID s

owner: name, postal address, affiliation, phone nunber, etc.

Rat her than being forced to type sonme awkward character string
in order to name his correspondent, the witer would have to
supply only enough information to all ow some process to determ ne
the unique identity of the recipient. This information mght be
the recipient’s nane or anything else found in the database.

The access to this data would also free the witer from any
need to know the | ocation of the recipient. Once the wunique |ID
were known, the <correct Ilocation for delivery would be only a
| ook-up away.

2.1 A distributed database approach

It is clear that if the network database had only one
instantiation there would be a trenmendous contention problem
Al nessage traffic would be forced to query that one database.
This is extrenmely undesirable, both in terns of reliability and
speed. It is also clear that requiring each host to nmamintain a
conplete local copy of the entire network database is an
undesi rabl e and unnecessary burden on the hosts.

A better approach would be to build sonme sophistication into
the Il ocal delivery system and use |ocal mni-databases which are
based upon the contents of a distributed network database. (It
may be redundant and/or partitioned, etc., but is probably not
resident on the local host.) VWen a | ocal host queries the
net wor k dat abase about an ID (or, in a nore costly operation
asked to supply an ID given enough identification such as nane,
etc.) the database nay be asked to return all its information on
that ID. At this point the local host can enter all or sonme of
that information into a locally naintained database of its own.
It will always refer to that database first when |ooking for a
nane or address, only calling the network database if it cannot
find a local entry. Depending upon the desired |[evel of
sophi stication of the |ocal nmessage handling prograns, additiona
information nay be added to that database, including, for

3
Multiple addresses nmight also be used to indicate that
nultiple deliveries are desired.
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exanpl e, ni cknanes.

The database might be shared by a cluster of hosts (such as
exist at BBN or I1Sl), or it nmight be used by only one. Host s
which originate small anpbunts of nessage traffic mght rely upon
the network database entirely.

The structure and nmai ntenance of the |ocal databases is |left
solely to the local hosts. They may or may not store addresses.
It may be desirable either to garbage collect them or to let
them grow. The |ocal databases mght be linked to smaller, nore
speci al i zed dat abases which are owned by individual users or

groups. These individual databases woul d be the equival ent of
address books in which users mght note special things about
i ndi vi dual s: interests, last tinme seen, nanes of associ ates,

etc. The existence and scope of these databases are not nandated
by this schenme, but it does allow for them

The sane individual databases nay be used by mnessage creation

progr ans in or der to determine the recipient’s |ID from
user-supplied input. For exanple, a user nay address a nessage
to someone naned Nick. The nessage creation program nay

associate "Nick"™ with an ID, and hand that ID off to the delivery
system totally renmoving the matter of address or formal ID from
the user’s world.

2.2 Delivery
The delivery operation consists of three parts:

1. Determining the address to which the nessage nust be
sent,

2. Sendi ng the message,
3. Processing by foreign host.

The first step usually means | ooking up, in either a local or
t he network database, the correct address(es) for nessage
delivery, given the recipient’s ID. Should the ID not be known
at the tinme the nessage is submtted for delivery, any operation
necessary to determne that ID (such as a <call to either the
local or network database) is also perforned as part of this
st ep.

The second step is not too different fromwhat happens today.
The |ocal host establishes a connection to the foreign host. It
is then able to send one or nessages to one or nore people. The
options are:

- Bulk mail. Several recipients all get the same nmessage.

RFC 757 Sept enber 1979



Nanes and Addresses Page 6
- Bundlgd mai | . Several nessages get sent to the sane
recipient.
- A conbination of the above
- One recipient gets one nessage.
The foreign host should be able to accept mail for each ID.

The rejection of mail for a given ID by the foreign host would
usually indicate an inconsistency between the sender’s |oca

dat abase and the network database. 1In this case, the local host
updates its local database from the network database, and
attenpts delivery at the "new' host. (This is mail forwarding.)

If a host taken from the network database is found to be
incorrect, thereis a problem in the network database, and

appropriate authorities are notified. Thus, address changes
propagate out fromthe network database only as the out-of-date
information is referenced. Thi s reduces the nagnitude of the

| ocal dat abase update problem

Once the foreign host recognizes the I1D(s), the nmessage(s) may
be transmtted to t he foreign host . Upon successfu
transm ssion, the job of the |ocal host is done.

The third step requires the foreign host to process the

nessage(s). This is anal ogous to what may occur in a nmail room
A foreign host may have to sort the bundled or bulk mil it
receives. In addition, the foreign host mght performinterna

or external fan-out functions or other special functions, at the
option of the ID owner.

The inplenmention and design of possible functions which may be
performed in the mail roonms are neither mandated nor restricted
by this delivery scheme. Since they are too nunmerous to all ow
even a small portion of themto be described here, only a few
exanpl es will be nentioned.

Fan-out functions might include placing nmessages in nultiple

files, sending copies to one or nor e ot her users, or
rebroadcasting the nessages onto the network. (lIn that |ast
case, the foreign host mght evaluate an ID list, in nmuch the

sanme way that the I TS nail repeater broadcasts nessages addressed
to certain nail boxes.) Special functions m ght include automatic
hard-copy creation or reply generation, processing by various
daenons, or any other service found desirable by the host’'s user
popul ation and administration. The i npl enent ati on of fan-out
functions is up to the Ilocal host, as are any additiona
functions which the user population mght wish of its local "mai
roont'. What ever services are available, the mail roomwl|
distribute the nail to the correct location for each ID.
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2.2.1 Additiona

delivery options

It may be desirable to allow nail roons to accept a usernane in

pl ace

of

an | D.

Use of a usernane is a less reliable nethod of

addressing than use of an ID

- Ausername may not be sufficiently unanbiguous for
getting an I D and host fromthe network database.

- Since a recipient’s usernane my change fromtinme to
time, there is a chance that the username supplied by
4
the sender will be incorrect , or that the host may not
recogni ze it.

Because a recipient’s ID does not change wth tine,
errors such as those caused by username changes cannot
occur if IDs are used. Simlarities or anbiguities can
be di scovered before delivery occurs, and the sender can
be pronpted for additional identifying informtion about
his intended recipient.

- In an even worse case, a correct username can stil
result in an incorrect delivery when it is paired wth
an incorrect host or acted upon by a nmail forwarding

5
dat abase

Because uni que | Ds are unanbi guous, the possibility of
such a situation is elimnated by the use of unique IDs.

4

A particularly insidious source of addressing errors stens
from the inconsistent use of (human) nanes and initials to
generate usernames. The sender can easily guess hi s
recipient’s wusername incorrectly by using, or failing to use
a conbination of initials and | ast narme. (For exanple, a
user wshing to address Jim MIller at BBNA and using the
address "M Iler@BNA" wll have his nmessage successfully
delivered to Duncan MIller at the same site.)

5

The author has observed a mail forwarding database
redirect messages correctly addressed to one JWalker to
di fferent JWal ker at anot her host.
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2.2.2 Failures

The case in which the network database is found to be incorrect
has already been discussed. It may make sense to mark the entry
as "possibly in error” and to notify both the network database

6
and the I D owner when such a situation occurs. In this case nmi
delivery to the IDs owner will not occur, but this is not too
bad, considering that that is what happens today when a host does
not recogni ze a usernane.

One additional failure node, the loss of the network database
from the net, nust be considered, even though a well-designed
di stri buted network database should be robust enough to al nost
rule out this possibility.

If such a failure should occur, the |ocal databases should be
able to handle nost of the traffic. Wat would be lost is the
ability to add new IDs to the network database, the ability to
change hosts for an ID, the ability to update |ocal databases,
and the ability to query the network database. |n essence, there
woul d be a regression to the state we are in today.

A well-admnistered network database should be backed up
frequently. Should a catastrophic series of hardware failures
renmove one or nore of the network database’s hosts fromthe net,
the dat abase coul d be noved el sewhere. Such a change would
entail notification of all hosts on which nail originates.
Sof tware whi ch queries the database should be designed to be able
to easily handle such a nove

6
Such notification would presumably be by hardcopy mail or
t el ephone.
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3. Relationship to TIP Logi n dat abase

A nunber of references to the TIP Login problemand a dat abase
whi ch has been proposed as part of its solution have been nade in
this note. A series of working papers [5] witten by Bob Thomas,
Paul Santos, and Jack Haverty descri be an approach to TIP Login
In brief, the nmethod is to build and maintain a distributed TIP
Logi n dat abase, containing i nformati on necessary to allow a new
entity called a "login-host" to decide whether or not to grant a
user access to a given TIP, and whether or not to allow the user
to nmake various nodifications to the database itself.

The TIP login database is derived froma "network user data
base", which contains information above and beyond that necessary
to support TIP login. This conprehensive database is designed to
support applications other than TIP Login, either directly or by
neans of databases derived fromit.

Contained in the TIP Login database are each user’'s login
string, a list of TIPs the user is authorized to access, the
user’s wunique ID, his password, and any other "pernissions" (in
addition to which TIPs may be accessed). These pernissions nay
indicate that the user may create, delete, or nodify entries in
the dat abase, to assune other user’s roles, and to what extent he
may do so. The notion of permssions as developed by Steve
Warshall is discussed in an NSWneno [2].

It seens entirely reasonable to derive a netmail database from
the sane conprehensive database that is designed to support TIP
Login. The concept of a unique IDis supported by that database.
Muich of the required information for a netnmail database is
al ready included, and the maintenance tools necessary to nodify
it seemwell-suited for the purpose. The concept of perm ssions
extends well to the needs of netmail. Perm ssions specific to
network mail mght include, for exanple, the ability to nodify
the delivery host |list associated with a given user

The nechani sns necessary for the mai nt enance of the
conprehensi ve network database and its derived databases give us
a netmail database very inexpensively. This proposal takes
advant age of that situation.
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4. Relationship to RFC 753

RFC 753 [4] describes an internetwork nessage delivery system
Very briefly, the approach is to locate one or nore "nessage
processing nmodul es" (or MPMs) on each network. These MPMs pass
nmessages across network boundaries, and are also capable of
maki ng deliveries to wusers on the |ocal network. The docunent
al so details a proposed nessage format, along the envelope and
letter paradigm An external "envel ope", read by the delivery
system allows the (unread) message to be <correctly routed and
delivered to the proper recipient. Goups of nmessages passed
between a pair of MPMs are sent together in a "mail bag".

This proposal differs fromRFC 753 in that it is primrily
intended to operate within a network or a concatenation of
networ ks usi ng a common host-host protocol, e.g. TCP. Were RFC
753 addr esses t he problems of internetwork comunication

(differing nessage formats, conplex routing, and correct
identification of the proper recipient), this note concentrates
primarily on what can be done within a single protocol. The two

are not inconpatible. Wile a general internetwork protocol nust
provide general nethods which can be conpatible with different
host - host protocols in different networks, a proposal such as
this one can capitalize on the capabilities, resources, and
policies of a given catenet (catenated network) such as the
ARPAnet / PRnet / SATNET et c.

4.1 Conpatibility

The delivery systemdescribed in RFC 753 is conpatible with the
system outlined here. Let's examine this for each of the three
basi ¢ delivery options performed by the MPMM (In the discussion
that follows, "local networks" means a concatenation of networks
usi ng a conmon host-host protocol, e.g. TCP. "Forei gn network"
means sonme network which wuses a different host-host protocol
e.g. X.25. (See Figure 4-1.)

4.1.1 Qutgoing nmessage

4.1.1.1 RFC 753

The sender’s process hands a nessage to the | ocal network MPM
The nessage may be destined to an address on the | ocal network or
on a foreign network. In the former case, the MPM perforns the
| ocal delivery function (see "lncom ng nessage"). |In the latter
case, the MM passes the nessage along to another MPM which is
"closer" to the end user.

RFC 757 Sept enber 1979



Rel ati onship to RFC 753 Page 11

Fomm e +  Heemem oo - +
| |
| RCCNET | | WDEBAND | ...
| | | NET |
R + | MPM
* T +
SR +  F ¥ ook
| | R + . . Fomm e +
| BBN-NET | ***| | . MPM. ..., | |
| | | ARPANET | ....... . . XXXX| TELENET |
B +***| |***********. G | |
L FEREE L L +
* * * * RO,
Fomeeee - I +oREE L R + . .
|| | . . | |--. MPM .
| SATNET | | PRNET | . G.oooo| DIAL-UP NET | .......
| | R | |
Fomm e e +  He-ea--- + U +
"Local Nets", TCP based | "Foreign Nets", other
(direct addressing using IP) | host - host protocols

*** = TCP  xxx = X. 25 000 = ot her communi cations protoco
G = gat eway

Fi gure 4-1: The Internet Environnent

4.1.1.2 This proposal

The sender’s process determnes the proper host for delivery

given the recipient’s unique ID. If the nessage is destined to
the local network, delivery takes place as described earlier in
this proposal. |If the recipient is not |ocal, the nessage may be

passed to an MPM for foreign delivery. (A discussion of internet
delivery which does not presuppose RFC 753 inplementation is
found later in this note.)

The environment in which the MPM operates does not assune any

know edge on the part of the | ocal networks about addressees on
foreign networks. Thus there are two possibilities which arise:
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- The recipient has an ID known to the | ocal networks.

In this case, the local networks supply the RFC 753
"address". This can take place in the local networks’
MPM or the user’s sending or mail creation process.

- The recipient is unknown to the | ocal networks.
Her e the sender nust supply "mailbox" information
hinsel f, either explicitly or with help of his |oca
host’ s dat abase.
Thus, outgoing mail as described in this neno is conpatible
with RFC 753, with the benefit of reducing the burden on the MM
by handling nail deliveries that are |local to |ocal networks.

4.1.2 Messages in transit

Traffic between two MPMs is not affected by this proposal

4.1.3 Incom ng mai

The MPM on the networks local to the recipient will have access
to the netnail database, allowing it to translate "nail boxes" to
"addresses". It can deternmine the unique ID of the recipient (if
not known), and initiate delivery to that recipient. Here RFC
753 and this proposal conpl enent each other very well.
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5. Inplications of an internetwork nessage environnent

The schene described above is based upon the assunption that a
uni que identifier can be assigned to each registered recipient of
mai |l . \Whether or not this uniqueness can be guaranteed in a
fairly unregulated internetwork environnent is questionable. It
is technically feasible, certainly. The difficulties are nore
political, because it is necessary to gain the cooperation of the
adm nistrators and user popul ations of foreign networks. Let’'s
assume cooperation, however, and see what might happen in an
i nternet environment.

5.1 Birthpl aces

Each set of |local netwirks would have its own database, for
ease in access. It does not seempractical to register each |ID
in every database, however. That woul d be unnecessary, and woul d
create access and storage problens at the network databases.
Here the concept of a "birthplace", or IDorigin, nmay be of use.

Wiile an I D does not inmply where the user is now, it can say
somet hing about who issued it. A sinple systemfor deternining
the address for any I D can be mmintained by having the issuing
network keep a pointer for each ID it issues. One double
indirection would yield the desired address, even if the ID were
not issued on the local nets. A message originating on the |oca
nets wth an ID which is unknown to its database can be handl ed
by determi ning the birthplace of the ID. An inquiry to the
birthpl ace database would return a list of one or nore networks
on which the IDis registered. An inquiry to any of those would
get the requisite information. All that is necessary to support
this is for the birthplace record (small enough!) to be kept,
and for the act of registration at a given net to automatically
cause that net to notify the birthplace of the registration.
(Conversely, a de-registration would cause a simlar notification
of the birthplace.)

5.1.1 ID resol ution
The handling of ID resolution when the IDis not known to the

| ocal net does not seemto have a solution sinpler than querying
foreign nets until sone success is achieved.

5.1.2 Hosts in an internet environment

The substitution of internet host nanes for sinple host nanes
shoul d not cause any difficulty.
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5.1.3 O phans

Shoul d a birthplace cease to exist (usually because its network
is dismantled), it would be necessary for a second birthplace to
"adopt" the first birthplace' s records. Notification of this
change coul d be propagated throughout the internet environment in
much the sane way as the addition of a new birthplace would be
treated.
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6. Concl usi ons

Wiile ARPAnet nessage systens have been amazi ngly successful,
there is nuch roomfor inprovement in the quality and quantity of
the services offered. Current protocols are limting the
devel opnent of new message systems. This paper has discussed a
nmeans of providing the underlying support necessary for building
a new generation of nessage systenms which can be better
human-engi neered in addition to providing nore services and
greater reliability.

Critics may argue that the proposal is too radical, too nuch of

a departure from current practice. After all, today' s nessage
service is extrenely straightforward in design, and therefore has
conparatively few failure nodes. The protocols in wuse have

descended, with relatively few changes, from the first file
transfer and nessage format protocols inplemented on the ARPAnet.
Thi s makes them wel| understood; people are aware of both their
shortcom ngs and wusage. Finally, there are people who will not
feel confortable about requiring a network database, distrusting
the reliability and questioning the possible cost of such a
schene.

On the other hand, it is undeniably true that very little nore
can be done to inprove nessage services while staying within
today’s practices. New nessage systens which will be able to
transmt facsinile, voice, and other media along wth text
require us to rethink nmessage formats and do away with delivery
protocols which are predicated upon the characteristics of ASC
text. The inception of internetwork nessage delivery causes us
to re-evaluate how we handle nessages locally. Finally, the
USERNAME@HOST nami ng schenme has proved to be inadequate, while
the divorce of recipients’ identities fromtheir |ocations seens
a prom sing possibility as a repl acenent.

The ARPAnet will soon have a distributed dat abase for
supporting TIP Login. Only small, increnental costs would be
associated with building and maintaining a netnail database at
the sane tine. It can be argued that TIP Login requires at |east
the level of reliability required by a nmessage delivery system
If the TIP Login database is successful, a netrmail database can
wor k, too.

It is <clear that we will be inplenenting a new set of nessage
format and delivery protocols in the near future, in order to
allow for nmulti-media messages, internetwork nmessage traffic, and
the 1like. New message conposition and delivery systems will be
built to neet those specifications and take advantage of the
avenues of devel opment which they will open. |If there will ever

be an advantageous tine to re-evaluate and re-desi gn how nessages
are addressed and delivered, it is now, when we are about to
enter wupon an entirely new cycle of message conposition and
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delivery programi npl ementati on.
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