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1. Introduction

The MPLS Transport Profile (MPLS-TP) [RFC5921] is the set of protoco
functions that nmeet the requirements [ RFC5654] for the application of
MPLS to the construction and operation of packet-sw tched transport
networks. The MPLS-TP data pl ane consists of those MPLS-TP functions
concerned with the encapsul ati on and forwardi ng of MPLS-TP packets
and i s described in [ RFC5960] .

Thi s docunent presents considerations for |ink-1layer addressing of

Et hernet frames carrying MPLS-TP packets. Since MPLS-TP packets are
MPLS packets, existing procedures ([RFC3032], [RFC5332]) for the
encapsul ati on of MPLS packets over Ethernet apply. Because |IP
functionality is optional in an MPLS-TP network, |P-based protocols
for Media Access Control (MAC) address |earning, such as the Address
Resol uti on Protocol (ARP) [RFC826] and | Pv6 Nei ghbor Discovery

[ RFC4861], mmy not be available. This docunment specifies the options
for the determ nation and sel ection of the next-hop Ethernet MAC
address when MPLS-TP is used between nodes that do not have an IP
dat a pl ane.

1.1. Term nol ogy

Term Definition

ARP Addr ess Resol uti on Protoco
G ACh Ceneri c Associ ated Channe
LSP Label Swi tched Path

LSR Label Switching Router

MAC Medi a Access Control

MPLS- TP MPLS Transport Profile

Addi tional definitions and term nol ogy can be found in [ RFC5960] and
[ RFC5654] .

1.2. Requirenents Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

2. Point-to-Point Link Addressing

When two MPLS- TP nodes are connected by a point-to-point Ethernet
l'ink, the question arises as to what destination Ethernet Media
Access Control (MAC) address should be specified in Ethernet framnes
transmtted to the peer node over the link. The probl em of

determ ning this address does not arise in | P/MPLS networks because
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of the presence of the Ethernet Address Resol ution Protocol (comonly
referred to as the Address Resol ution Protocol and shortened to ARP)
[ RFC826] or |Pv6 Nei ghbor Discovery (ND) protocol [RFC4861], which

al l ow t he uni cast MAC address of the peer device to be |earned
dynam cal | y.

I f existing nmechanisns are available in an MPLS-TP network to
determ ne the destination unicast MAC addresses of peer nodes, for
exanple, if the network al so happens to be an | P/ MPLS network, or if
the Link Layer Discovery Protocol (LLDP) [LLDP] is in use, these

met hods SHOULD be used. |[If ARP, ND, and LLDP are not avail able, and
both peers inplement the procedures in Section 4 of this docunent,
then the GAP nechani sm described in this nenmo SHOULD be used. The
remai nder of this section discusses alternative options that night be
enpl oyed when none of the precedi ng nechani sns for |earning MAC
addresses are avail abl e.

One comon approach is for each node to be statically configured with
the MAC address of its peer. However, static MAC address
configuration can present an adm nistrative burden and lead to
operational problenms. For exanple, replacenent of an Ethernet
interface to resolve a hardware fault when this approach is used
requires that the peer node be nmanually reconfigured with the new MAC
address. This is especially problematic if the peer is operated by
anot her provi der.

Anot her approach that may be considered is to use the Ethernet

br oadcast address FF-FF-FF-FF-FF-FF as the destination MAC address in
frames carrying MPLS-TP packets over a link that is known to be
point-to-point. This may, however, |ead to excessive frane

di stribution and processing at the Ethernet |ayer. Broadcast traffic
may al so be treated specially by sonme devices, and this may not be
desirable for MPLS-TP data frames.

In view of the above considerations, this document reconmmrends that,

if a non-negotiated address is to be used, both nodes are configured
to use as a destination MAC address an Ethernet multicast address
reserved for MPLS-TP for use over point-to-point links. The address
all ocated for this purpose by the Internet Assigned Nunbers Authority
(I ANA) is 01-00-5E-90-00-00. An MPLS-TP inplenentati on MIST defaul t
to passing to the MPLS sub-system any MPLS packets received froma
point-to-point Ethernet Iink with this destination MAC address.

The use of broadcast or nulticast addressing for the purpose

described in this section, i.e., as a placeholder for the unknown
uni cast MAC address of the destination, is applicable only when the
attached Ethernet link is knowmn to be point-to-point. If alink is

not known to be point-to-point, these fornms of broadcast or nulticast
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addressi ng MJUST NOT be used. Thus, the inplenentati on MJST provide a
nmeans for the operator to declare that a link is point-to-point if it
supports these addressing nodes. Moreover, the operator is cautioned
that it is not always clear whether a given link is, or will remain
strictly point-to-point, particularly when the link is supplied by an
external provider; point-to-point declarations therefore need to be
used with care. Because of these caveats, it is RECOMVENDED t hat

i mpl enent ati ons support the procedures in Section 4 so that unicast
addr essi ng can be used.

3. Miltipoint Link Addressing

When a multipoint Ethernet |ink serves as a section [ RFC5960] for a
poi nt-to-mul ti point MPLS-TP LSP, and multicast destination MAC
addressing at the Ethernet layer is used for the LSP, the addressing
and encapsul ati on procedures specified in [ RFC5332] SHALL be used.

When a multipoint Ethernet Iink (that is, alink that is not known to
be point-to-point) serves as a section for a point-to-point MPLS TP
LSP, unicast destination MAC addresses MJST be used for Ethernet
franmes carrying packets of the LSP. According to the discussion in
the previous section, this inplies the use of either static MAC
address configuration or a protocol that enables peer MAC address

di scovery.

4. MAC Address Discovery via the G ACh Advertisenment Protoco

The G ACh Advertisenent Protocol (GAP) [RFC7212] provides a sinmple
means of informng listeners on a link of the sender’s capabilities
and configuration. Wen used for this purpose on an Ethernet |ink
GAP nessages are nulticast to the address 01-00-5e-80-00-0d (see
Section 7 of [RFC7212]). |If these nessages contain the unicast MAC
address of the sender, then listeners can |learn this address and use
it in the future when transmitting frames containing MPLS-TP packets.
Since the GAP does not rely on IP, this provides a neans of unicast
MAC di scovery for MPLS-TP nodes without | P support.

Thi s docunent defines a new GAP application "Ethernet Interface
Par armet er s" (0x0001) to support the advertisement of Ethernet-
specific parameters associated with the sending interface. The
foll owi ng Type-Lengt h-Val ue (TLV) objects are defined for this
application; the TLV format is as defined in [ RFC7212]:

Source MAC Address (type = 0, length = 8): The Value of this
object is an EU -64 [EU -64] unicast MAC address assigned to one
of the interfaces of the sender that is connected to this data
link. The | EEE-defined mapping from48-bit MAC addresses to

EU -64 formis used.
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Maxi mum Frame Size (MFS) (type = 1, length = 4): The Value of this
object is a 32-bit unsigned integer encoded in network byte order
that specifies the maxi mum frame size in octets of an Ethernet
Frame that can be sent over the sending interface. Were MAC
address | earning occurs by some other neans, this TLV group MAY be

used to advertise only the MFS. If nultiple advertisenents are
nmade for the sane paraneter, use of these advertisenments is
undef i ned.

0 1 2 3

01234567890123456789012345678901
B T s i I S e i S i i S S e S
| Type=0 | Reserved | Lengt h=8
s S S i I S R R e h T Tk e S S S o T S
| MAC Address in EU -64 Fornat
I I

B s i S i I i S S S i i
Source MAC Address (bject Format

0 1 2 3
01234567890123456789012345678901
B s i S i I i S S S i i

| Type=1 | Reserved | Lengt h=4

e b i T T e T S s S R S e T O i i Tk i RIS S S
| Maxi mum Frame Size (MFS)

R T i T e e i T S L e e e i T St R S S S S s e I S R

MFS Obj ect For mat

Per [RFC7212], MAC address discovery informati on needs to be
periodically retransmtted and is to be retained by a receiver based
on the period of time indicated by the associated Lifetine field. To
expedite the initialization of a link, it is RECOMENDED that a node
that has been reconfigured, rebooted, or is aware that it has been

di sconnected fromits peer send a GAP Ethernet Interface Paraneters
nessage, and that it issue a GAP Request nessage for the Ethernet
Interface Paraneters of its peers, at the earliest opportunity.

VWhen the MAC address in the received Source MAC Address TLV changes,
the new MAC address MJST be used (see Section 5.2 of [RFC7212]).

If a mnimumMS is configured for a |ink and the MFS advertised by
the peer is lower than that mininum the operator MJST be notified of
the MFS m smatch. Under these circunstances, the operator may choose
to configure the LSR to shut down the link, thereby triggering a
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fault and causing the end-to-end path to be repaired. Alternatively,
the operator may choose to configure the LSRto | eave the link up so
that an OAM nessage can be used to verify the actual MS.

A peer node could cease transm ssion of G ACh advertisenents, or
cease to include a Source MAC Address TLV in advertisenents, or cease
to be connected, any of which will cause the TLV lifetine to expire.
After the Source MAC Address TLV lifetine has expired, this MAC
Address MUST NOT be used as the peer MAC address. The node MUST
return to sel ecting MAC addresses as though no advertisements were
recei ved, using the nethod configured for this eventuality.

5. Manageability Considerations
The val ues sent and received by this protocol MJST be nmade accessible

for inspection by network operators, and where |ocal configuration is
updated by received information, it MJST be clear why the configured

val ue has been changed. |f the received val ues change, the new
val ues MJUST be used and the change namde visible to the network
oper ators.

The Et hernet address and associ ated paraneters advertised for an

i nterface SHOULD be persistent across restarts. In the event of a
systemrestart, any data that has been retained as a consequence of
prior Ethernet Interface Paranmeters advertisenments from GAP peers
MUST be discarded; this prevents incorrect operation on the basis of
stal e data

VWere the link changes to a newtype, i.e., frompoint-to-point to
point-to-multipoint, the network operator SHOULD be infornmed. If the
new link type is inconpatible with the Ethernet addressing nmethod in
use, the system MJUST take the action that is configured under those
ci rcumnst ances.

6. Security Considerations

The use of broadcast or nulticast Ethernet destination MAC addresses
for frames carrying MPLS-TP data packets can potentially result in
such frames being distributed to devices other than the intended
destinati on node or nodes when the Ethernet link is not point-to-
point. The operator should take care to ensure that MPLS-TP nodes
are aware of the Ethernet link type (point-to-point or multipoint).
In the case of multipoint links, the operator should either ensure
that no devices are attached to the link that are not authorized to
receive the frames or take steps to nmitigate the possibility of
excessive frame distribution (for exanple, by configuring the

Et hernet switch to appropriately restrict the delivery of multicast
franes to authorized ports).
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An attacker could disrupt comunications by nodifying the Source MAC
Address or the MFS val ues; however, this is mitigated by the use of
cryptographi c authentication as described in [RFC7212], which al so
descri bes ot her considerations applicable to the GAP protocol
Visibility into the contents of either of the TLVs could provide
information that is useful for an attacker. This is best addressed
by physical security of the |inks.

7. | ANA Consi derations
7.1. Ethernet Multicast Address All ocation

| ANA has all ocated an Ethernet mnulticast address fromthe "I ANA
Mul ti cast 48-bit MAC Addresses" address block in the "Ethernet
Nunbers" registry for use by MPLS-TP LSRs over point-to-point |inks
as described in Section 2. The allocated address is

01- 00- 5E-90-00-00. |1 ANA has updated the reference to point to the
RFC nunber assigned to this docunent.

7.2. G ACh Advertisenent Protocol Allocation

| ANA has allocated a new Application IDin the "G ACh Adverti senent
Prot ocol Application Registry", as follows:

Application | D Description Ref erence

0x0001 Et hernet Interface Paraneters This RFC
7.3. Creation of Ethernet Interface Paraneters Registry
| ANA has created a new registry, "G ACh Advertisenment Protocol

Et hernet Interface Parameters" within the "Generic Associ ated Channe
(G ACh) Paraneters" registry with fields and initial allocations as

foll ows:

Type Nane Type | D Reference
Source MAC Address O This RFC
Maxi mum Franme Size 1 This RFC

The range of the Type ID field is 0 - 255.

The allocation policy for this registry is |IETF Review or | ESG
Appr oval .
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