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Abst r act

The DHCPv6 RADI US option provides a nmechani smto exchange

aut hori zation and identification informati on between the DHCPv6 rel ay
agent and DHCPv6 server. This architecture assunmes that the Network
Access Server (NAS) acts as both a DHCPv6 rel ay agent and RADI US
client. \Wen receiving nessages fromthe DHCPv6 clients, the NAS
consults the RADI US server and adds the RADI US response when
forwarding the DHCPv6 client’s nessages to the DHCPv6 server. The
DHCPv6 server then uses that additional information to generate an
appropriate response to the DHCPv6 client’s requests.

Status of This Menp
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further infornmation on
Internet Standards is available in Section 2 of RFC 5741.

I nformati on about the current status of this document, any errata,

and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc7037.
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1. Introduction

DHCPv6 provi des a nechanismthat allows the server to assign or
del egate both stateful and stateless configuration paraneters to
clients. The stateful configuration paraneters include |Pv6
addresses [ RFC3315] and | Pv6 prefixes [ RFC3633]. The statel ess
configuration paranmeters [ RFC3736] include, for exanple, DNS

[ RFC3646], or a Fully Qualified Domain Nane (FQDN) of an Address
Fam |y Transition Router (AFTR) [RFC6334]. In the scenarios
described in this docunent, the DHCPv6 server is deployed in the
central part of an | SP network.

RADI US [ RFC2865] is widely used as the centralized authentication

aut hori zation, and user managenent mechani smfor service provision in
a Broadband access network. [RFC3162], [RFC4818], [RFC6519], and

[ RFC6911] specify the attributes that support the service provision
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for IPv6-only and I Pv6-transiti on access. The RADI US server

aut horizes the Network Access Server (NAS) to assign an | Pv6 address
or prefix fromthe indicated pool, or to assign an | Pv6 address or
prefix with an explicitly indicated value, and to indicate other
configuration parameters as per the RADIUS attributes for the
subscri bers.

When the NAS acts as the distributed DHCPv6 server and RADI US cli ent
si mul taneously, it comunicates with the RAD US server after
receiving a request fromthe DHCPv6 client. Upon receiving the
Access- Accept message fromthe RADI US server, the NAS then responds
to the DHCPv6 client’s requests per the associated authorization
information indicated by the RADIUS attributes in the Access-Accept
nessage. Wen NAS acts as the DHCPv6 rel ay agent and RADI US client
si mul taneously, and the centralized DHCPv6 server is co-located with
the RADI US server, they nay share the sane database of users.
However, when the centralized DHCPv6 server is not |located in the
sane place as the RADIUS server, a new comruni cati on nechanismis
needed for the DHCPv6 relay agent to transfer the authorization
information indicated by the RADIUS attributes to the DHCPv6 server.

2. Term nol ogy and Language

Thi s docunent specifies a new DHCPv6 option for the DHCPv6 Rel ay
Agent to transfer the authorization information of RADIUS attri butes
received in the Access-Accept nmessage fromthe RAD US server to the
centralized DHCPv6 server. Definitions for terms and acronyms not
specified in this docunent are defined in [ RFC2865] and [ RFC3315].

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [ RFC2119].

3. Network Scenari os

Figures 1 and 2 show the typical network scenarios where the

conmuni cati on nmechanismintroduced in this docunent is necessary. In
these scenarios, the centralized DHCPv6 server is not co-located with
the RADI US server, but both are in the same administrative domain

The NAS acts as the DHCPv6 rel ay agent and the RADIUS client

si mul taneously. Figure 1 shows the sequence of DHCPv6 and RADI US
nmessages for the | P over Ethernet (lIPoE) access nodel, when the
access | oop adopts the direct Ethernet encapsulation. Figure 2 shows
the sequence of DHCPv6 and RADI US nessages for the PPP over Ethernet
(PPPOE) access nodel .
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The nmechani smintroduced in this docunent is a generic nechani sm and
m ght al so be enployed in other network scenarios where the DHCPv6
rel ay agent and the RADIUS client are located in the sane devi ce.

| DHCPV6 | Access Model : | NAS | | RADI US |
| Cient | | PoE | | | Server |
RADI US dient/DHCPv6 Rel ay Agent
---Solicit---------------- >
---Access-Request---------- >

<--Access-Accept------------
e.g. Del egated-1Pv6-Prefix)|

|

|
(e.g., 1A_PD | ---Relay-forward----------- >

| (OPTI ON_RADI US)

|
| <--Relay-reply ------------- |
<--Reply------------u---- | |
(e.g., 1A_PD | |
|

DHCPv6 nessages RADI US nessages

R +
| DHCPv6 |
| Server |
E +

| | |

| | ---Relay-forward----------- >|

| | (OPTI ON_RADI US) |

| | |

| | <--Relay-reply ------------- |

| <--Advertise--------------- | |

| (e.g., A PD) |

| |

| ---Request---------------- > |

| |

| |

| |

|

|

|

|

DHCPv6 nessages DHCPv6 nessages

Figure 1. Network Scenari o and Message Sequence Wien Enpl oyi ng DHCPv6
RADI US Option in | POE Access
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| DHCPVG6 | Access Model : | NAS | | RADI US |
| Cdient | PPPoE | | | Server |

RADI US dient/DHCPv6 Rel ay Agent

- |

--PPP LCP Confi g- Request - -> |
---Access-Request---------- >|
|

<--Access-Accept------------ |
e.g. Del egated-1Pv6-Prefix)]|

|
|
|
I
<----PPP LCP Config-ACK----]|
|

|
|
(e.g., IA_PD) | ---Relay-forward----------- >
| (OPTI ON_RADI US)
|
| <--Relay-reply ------------- |
<--Reply------------------- | |
(e.g., |APD) |
|

PPP nessages RADI US nessages

E +
| DHCPV6 |
| Server |
Fommm o - +

| | |

|---Solicit---------------- >| |

| | ---Relay-forward----------- >|

| | (OPTI ON_RADI US) |

| | |

| | <--Relay-reply ------------- |

| <--Advertise--------------- | |

| (e.g., A PD) |

| |

| ---Request---------------- > |

| |

|

|

|

|

|

|

DHCPv6 nessages DHCPv6 nessages

Figure 2: Network Scenari o and Message Sequence Wien Enpl oyi ng DHCPv6
RADI US Option in PPPoE Access

If the authentication or the authorization through RADIUS fails, the
associ at ed message sequences will stop. The NAS acting as the DHCPv6
relay agent will not forward the nessage received fromthe client to
the DHCPv6 server. |If the authentication or the authorization
through RADI US passes, the NAS MJUST store the information indicated
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in the RADIUS attributes received in the Access-Accept nessage from
the RADI US server during the whole session. How the NAS manages this
i nformati on during the RADI US session is out of the scope of this
docurent .

After receiving a RENEW (5) nmessage fromthe DHCPv6 client, the NAS
SHOULD NOT initiate a new Access- Request/ Access- Accept nessage
exchange with the RADI US server. After receiving a REBIND (6)
nmessage fromthe DHCPv6 client, the NAS MJUST initiate a new Access-
Request/ Access- Accept message exchange with the RADIUS server, unless
RADI US capability is disabled on the NAS

4. DHCPv6 RADI US Option

The OPTION_RADIUS is a DHCPv6 option used by the DHCPv6 rel ay agent
to carry the authorization information of RADI US attributes received
in the Access-Accept nmessage fromthe RADI US server.

The format of the OPTION RADI US option is defined as foll ows:

0 1 2 3
01234567890123456789012345678901
B s i S i I i S S S i i
| OPTI ON_RADI US | option-len |
s S S o T i i S S i (i

| option-data (List of RADIUS Attri butes)
R Rt i i i i e T I I S S S R i e S R e e i s o

opti on-code 81
option-len Length of the option-data in octets
option-data Li st of one or nore RADIUS attributes

The option-data of OPTION RADIUS is a list of one or nore RADI US
attributes received in the Access-Accept nessage fromthe RADIUS
server. The format of RADIUS attributes is defined in Section 5 of

[ RFC2865] as well as Sections 2.1 and 2.2 of [RFC6929]. |If nultiple
attributes with the sane type (including the Long Extended Type
defined in Section 2.2 of [RFC6929]) are present, the order of
attributes with the sane type MUST be the same as that received from
the RADI US server. The OPTI ON_RADI US can only contain the RADIUS
attributes listed in the "RADIUS Attributes Permtted in DHCPv6

RADI US Option" registry.
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According to the network scenarios described in Section 3, the

OPTI ON_RADI US shoul d appear in the RELAY-FORW (12) nessage rel aying
SOLICIT (1), REQUEST (3), and REBIND (6) fromthe DHCPv6 client and
may appear in the RELAY-FORW (12) rel aying any other message fromthe
DHCPv6 client.

4.1. RADIUS Attributes Permitted in DHCPv6 RADI US Option

The RADI US attributes listed in the following table are the initial

attributes registered in the "RADIUS Attributes Permitted i n DHCPv6
RADI US Option" registry. New RADIUS attributes can be added to this
list after Expert Review [ RFC5226].

Type Code Attribute Ref erence
26 Vendor - Speci fic [ RFC2865]
123 Del egat ed- | Pv6- Prefi x [ RFC4818]
144 DS- Li t e- Tunnel - Nane [ RFC6519]
168 Fr amed- | Pv6- Addr ess [ RFC6911]
169 DNS- Ser ver - |1 Pv6- Addr ess [ RFC6911]
171 Del egat ed- | Pv6- Prefi x- Pool [RFC6911]
172 St at ef ul - | Pv6- Addr ess- Pool [ RFC6911]

Note: The RADIUS attribute’'s 'Length’ defined in Section 5 of
[ RFC2865] includes the |l ength of 'Type’ and 'Length’ fields.

5. DHCPv6 Rel ay Agent Behavi or

If the Relay Agent is configured to send OPTI ON_RADI US, and the
Access- Accept nmessage fromthe RADI US server contained RADI US
attributes permitted for use in OPTION RADI US, the Relay Agent MJST
i nclude OPTION RADIUS in the RELAY-FORW (12) nessage. The DHCPv6
rel ay agent adds the permitted RADI US attributes into OPTI ON_RADI US
one by one; if nultiple attributes with the sane type are present,
the order of attributes with the same type MJIST be the sanme as that
received fromthe RADI US server.

6. DHCPv6 Server Behavi or

Upon recei pt of the RELAY-FORW (12) nessage with OPTION_RADIUS from a
rel ay agent, the DHCPv6 server that supports OPTI ON_RADI US SHOULD
extract and interpret the RADIUS attributes in the OPTI ON_RADI US and
use that information to select configuration paraneters for the
requesting client. |If the DHCPv6 server does not support

OPTI ON_RADI US, the DHCPv6 server MUST silently discard this option.
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7.

DHCPv6 Cl i ent Behavi or

OPTION_RADI US is only exchanged between the relay agents and the
servers. DHCPv6 clients are not aware of the usage of OPTI ON_RADI US
DHCPv6 clients MJUST NOT send OPTI ON_RADI US and MUST i gnore

OPTION RADIUS i f received

Security Considerations

Known security vulnerabilities of the DHCPv6 and RADI US protocol s may
apply to their options. Security issues related with DHCPv6 are
described in Section 23 of [RFC3315]. Security issues related with
RADI US are described in Section 8 of [RFC2865], Section 5 of

[ RFC3162], and Section 11 of [RFC6929].

The nechani sm described in this docunment may introduce a new attack
vector against the DHCPv6 server in cases where the DHCPv6 rel ay
agent is conmpronmised. By forging the RADIUS attributes contained in
the OPTI ON _RADI US of the RELAY-FORW (12) nessages, the attacker may

i nfl uence the paraneter assignment on the DHCPv6 server for the
DHCPv6 clients. However, as described in the Section 3, NAS al ways
bel ongs to the same administrative domain of the DHCPv6 server in the
real depl oyment.

Net wor k adm ni strators shoul d be aware that although RAD US nessages
are encrypted, DHCPv6 nessages are always unencrypted. It is
possi bl e that some RADI US vendor-specific attributes might contain
sensitive or confidential information. Network adm nistrators are
strongly advised to prevent such information from being included in
DHCPv6 nessages.

If the use of vendor-specific attributes with confidential content is
required, admnistrators are advised to use IPsec with encryption to
protect the confidentiality of the RADIUS attributes. Relay agents
and servers inmplenenting this specification MJST support the use of

| Psec Encapsul ating Security Payload (ESP) with encryption in
transport node, according to Section 3.1.1 of [RFC4303] and

Section 21.1 of [RFC3315].

| ANA Consi der ati ons

| ANA has assigned OPTION RADIUS (81) in the "DHCP Option Codes"
registry, as defined in Section 4. |In addition, | ANA has created a
new registry entitled "RADIUS Attributes Permitted in DHCPv6 RADI US
Option" in the "Dynam ¢ Host Configuration Protocol for |Pv6
(DHCPv6) " registry, as defined in Section 4.1. The new registry
enunerates the RADIUS Attri butes Types

(http://ww. i ana. org/ assi gnments/radi us-types) that are pernitted for
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10.

11.

11.

inclusion in the DHCPv6 RADI US option. The allocation policy of this
"RADI US Attributes Permitted in DHCPv6 RADIUS Option" registry is
Expert Review per [RFC5226]. Designated experts should carefully
consi der the security inplications of allowing the relay agent to

i nclude new RADIUS attributes to this registry.
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