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Mandat ory Features in a Layer 3 Multicast BGP/ MPLS VPN Sol ution
Abst r act

More that one set of nechanisns to support multicast in a layer 3
BGP/ MPLS VPN has been defined. These are presented in the docunents
that define themas optional building bl ocks.

To enabl e interoperability between inplenentations, this docunent
defines a subset of features that is considered mandatory for a

mul ticast BGP/ MPLS VPN i mpl enentation. This will help inplenenters
and depl oyers understand which L3VPN nul ticast requirenents are best
sati sfied by each option

Status of This Menp

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Group (IESG. Not all docunents
approved by the I ESG are a candidate for any |level of Internet

St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this docurment, any errata,

and how to provide feedback on it may be obtained at
http://ww.rfc-editor.org/info/rfc6517
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1

| ntroducti on

Specifications for nulticast in BGP/ MPLS [ RFC6513] include nultiple
alternative nechani sns for some of the required building bl ocks of
the solution. However, they do not identify which of these
nmechani sns are mandatory to inplenment in order to ensure
interoperability. Not defining a set of mandatory-to-inpl enment
nmechani sns | eads to a situation where inplenmentati ons may support

di fferent subsets of the avail able optional mechanisnms that do not

i nteroperate, which is a problemfor the numerous operators having
mul ti-vendor backbones.

The aimof this docunment is to |everage the already expressed

requi renents [ RFC4834] and study the properties of each approach to
identify mechani sms that are good candi dates for being part of a core
set of mandatory nechani sns that can be used to provide a base for

i nt eroperabl e sol uti ons.

Thi s docunent goes through the different building bl ocks of the
sol ution and concl udes whi ch nmechanisns an inplenentation is required
to inplenment. Section 7 summarizes these requirenents.

Consi dering the history of the multicast VPN proposals and

i npl enentations, it is also useful to discuss how existing
depl oynments of early inplenmentations [ RFC6037] [ MWPN] can be
accommodat ed and provi de suggestions in this respect.

Ter m nol ogy

Pl ease refer to [ RFC6513] and [RFC4834]. As a rem nder, in Section
3.1 of [RFC6513], the "C-" and "P-" notations are used to

di sanbi guat e between the provi der scope and the scope of a specific
VPN customer; for instance, "C-PIM designates a PIM protoco
instance in a VPN or VRF, while "P-PIM woul d designate the instance
of PIM eventual |y depl oyed by the provider across its core between P
and PE routers.

O her acronyms used in this document include the foll ow ng:

0 LSP: Label Switched Path

o P2MP: Point to Multipoint

o MP2MP: Multipoint to Multipoint

0 CGRE: Ceneric Routing Encapsul ation

o nlLDP: Multicast LDP
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o I|-PMBI: Inclusive Provider Miultiservice Interface

o M-PMSI: Multidirectional Inclusive Provider Miltiservice
I nterface

0 S-PMSl: Selective Provider Miultiservice Interface
0 SSM Source-Specific Milticast
o ASM Any-Source Milticast
o PIMSM PIM Sparse Mde
o PIMSSM PIM Sparse Mdde in SSM Mdde
o BIDIR-PIM Bidirectional PIM
0 AS. Autononpbus System
0 ASBR Autononpus System Border Router
o VRF: VPN Routing and Forwardi ng
o PE: Provider Edge
o CE: Custoner Edge
0 RPA: Rendezvous Point Address
o RPL: Rendezvous Point Link
Additionally, the key words "MJST', "MJST NOT*, "REQU RED', "SHALL",
"SHALL NOT*, "SHOULD', "SHOULD NOT", "RECOMVENDED', "MNAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
[ RFC2119] .
3. Examining Alternative Mechanisns for MVPN Functions

3.1. MPN Auto-Di scovery

The current solution docunment [RFC6513] proposes two different
nmechani sns for Milticast VPN (MVPN) auto-discovery:

1. BGP-based auto-di scovery
2. "PIMshared P-tunnel": discovery done through the exchange of PIM

Hell os by CG-PIMinstances, across an M-PMSI inplenented with one
shared P-tunnel per VPN (using ASM or MP2MP LDP)
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Bot h sol utions address Section 5.2.10 of [RFC4834], which states that
“"the operation of a nulticast VPN solution SHALL be as |ight as
possi bl e, and providi ng automati c configuration and di scovery SHOULD
be a priority when designing a nulticast VPN solution. Particularly,
the operational burden of setting up nulticast on a PE or for a VR/
VRF SHOULD be as | ow as possi bl e".

The key consideration is that Pl M based discovery is only applicable
to deployments using a shared P-tunnel to instantiate an M-PMSI (it
is not applicable if only P2P, PIMSSM and P2MP LDP/ RSVP-TE
P-tunnel s are used, because contrary to ASM and MP2MP LDP, buil di ng
these types of P-tunnels cannot happen before the auto-di scovery has
been done). In contrast, the BGP-based auto-di scovery does not place
any constraint on the type of P-tunnel that would have to be used.
BGP- based aut o-di scovery is independent of the type of P-tunnel used,
thus satisfying the requirement in Section 5.2.4.1 of [RFC4A834] that
"a multicast VPN sol ution SHOULD be designed so that control and
forwardi ng planes are not interdependent"”.

Additionally, it is to be noted that a nunber of service providers
have chosen to use SSM based P-tunnels for the default multicast
distribution trees within their current deploynents, therefore
relying already on sone BGP-based auto-di scovery.

Mor eover, when shared P-tunnels are used, the use of BGP auto-

di scovery woul d all ow i nconsi stencies in the addresses/identifiers
used for the shared P-tunnel to be detected (e.g., the sane shared
P-tunnel identifier being used for different VPNs with distinct BGP
route targets). This is particularly attractive in the context of

i nter-AS VPNs where the inmpact of any msconfiguration could be
magni fi ed and where a single service provider may not operate all the
ASes. Note that this technique to detect sone m sconfiguration cases
may not be usable during a transition period froma shared-P-tunne
aut o-di scovery to a BGP-based aut o-di scovery.

Thus, the recommendation is that inplenentation of the BGP-based
aut o-di scovery is mandated and shoul d be supported by all MPN
i mpl ement ati ons.

3.2. S-PMBl Signaling
The current solution docunent [RFC6513] proposes two nechanisns for
signaling that nmulticast flows will be switched to a Sel ective PVS
(S-PMSI):

1. a UDP-based TLV protocol specifically for S-PMSI signaling
(described in Section 7.4.2)
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2. a BGP-based nechanismfor S-PMSI signaling (described in Section
7.4.1)

Section 5.2.10 of [RFC4834] states that "as far as possible, the
design of a solution SHOULD carefully consider the nunber of
protocols within the core network: if any additional protocols are

i ntroduced conpared with the unicast VPN service, the bal ance between
their advantage and operational burden SHOULD be exam ned

t hor oughl y". The UDP-based nmechani sm woul d be an additional protoco
in the M/PN stack, which isn’t the case for the BGP-based S-PMSI

swi tching signaling, since (a) BGP is identified as a requirenent for
aut o-di scovery and (b) the BGP-based S-PMSI switching signaling
procedures are very simlar to the auto-discovery procedures.

Furt hernore, the UDP-based S-PMSI switching signaling mechanism
requires an M-PMSI, while the BGP-based protocol does not. In
practice, this nean that with the UDP-based protocol, a PE will have
tojointo all P-tunnels of all PEs in an MVPN, while in the
alternative where BGP-based S-PMSI switching signhaling is used, it
could delay joining a P-tunnel rooted at a PE until traffic fromthat
PE i s needed, thus reducing the ambunt of state maintained on P
routers.

S-PMSI switching signaling approaches can al so be conpared in an
inter-AS context (see Section 3.5). The proposed BGP-based approach
for S-PMSI switching signaling provides a good fit with both the
segnent ed and non-segrented inter-AS approaches (see Section 3.5).
By contrast, while the UDP-based approach for S-PMSI switching
signaling appears to be usable with segnmented inter-AS tunnels, key
advant ages of the segnmented approach are | ost:

0 ASes are no longer independent in their ability to choose when
S-PMSIs tunnels will be triggered in their AS (and thus contro
the ampbunt of state created on their P routers).

0 ASes are no longer independent in their ability to choose the
tunneling technique for the P-tunnels used for an S-PMSI

o In an inter-AS option B context, an isolation of ASes is obtained
as PEs in one AS don't have (direct) exchange of routing
information with PEs of other ASes. This property is not
preserved if UDP-based S-PMSI switching signaling is used. By
contrast, BGP-based C-nulticast swi tching signaling does preserve
this property.

G ven all the above, it is the recommendati on of the authors that BGP

is the preferred solution for S-PMSI switching signaling and should
be supported by all inplenmentations.
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If nothing prevents a fast-paced creation of S-PVMSI, then S-PMS
switching signaling with BG® woul d possibly inmpact the route
reflectors (RRs) used for MVPN routes. However, such a fast-paced
behavi or woul d have an inpact on P and PE routers resulting from
S-PMSI tunnels signaling, which will be the sane independent of the
S-PMSI signaling approach that is used and which is certainly best to
avoi d by setting up proper mechani sns.

The UDP-based S-PMSI switching signaling protocol can al so be

consi dered, as an option, given that this protocol has been in

depl oyment for sone tinme. |Inplenmentations supporting both protocols
woul d be expected to provide a per-VRF (VPN Routing and Forwar di ng)
configuration knob to allow an inplenmentation to use the UDP-based
TLV protocol for S-PMSI switching signaling for specific VRFs in
order to support the co-existence of both protocols (for exanple,
during migration scenarios). Apart fromsuch mgration-facilitating
mechani sns, the authors specifically do not recommend extending the
al ready proposed UDP-based TLV protocol to new types of P-tunnels.

3.3. PE-PE Exchange of C Milticast Routing

The current solution docunent [RFC6513] proposes multiple nechanisns
for PE-PE exchange of customer multicast routing information
(CGmulticast routing):

1. Full per-MPN PI M peering across an M-PMslI (described in Section
3.4.1.1)

2. Lightweight PIMpeering across an M-PMsI (described in Section
3.4.1.2)

3. The unicasting of PIM CJoin/Prune nmessages (described in Section
3.4.1.3)

4. The use of BGP for carrying G rmulticast routing (described in
Section 3.4.2)

3.3.1. PE-PE CGMilticast Routing Scalability

Scal ability being one of the core requirenents for nulticast VPN, it
is useful to conpare the proposed C-nulticast routing mechanisns from
this perspective: Section 4.2.4 of [RFC4834] recomends that "a

mul ticast VPN sol uti on SHOULD support several hundreds of PEs per

mul ticast VPN, and MAY usefully scale up to thousands" and Section
4.2.5 states that "a solution SHOULD scal e up to thousands of PEs
havi ng mul ti cast service enabl ed".
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Scalability with an increased number of VPNs per PE, or with an

i ncreased amount of nulticast state per VPN, are also inportant but
are not focused on in this section since we didn't identify

di fferences between the various approaches for these matters: al
others things equal, the |load on PE due to Crmulticast routing

i ncreases roughly linearly with the nunmber of VPNs per PE and with
the anmpbunt of multicast state per VPN

This section presents conclusions related to PE-PE C-nulticast
routing scalability. Appendix A provides nore detail ed expl anations
on the differences in ways Pl M based approaches and t he BGP- based
approach handl e the C-nulticast routing load, along with quantified
eval uations of the anpbunt of state and nessages with the different
approaches. Many points nade in this section are detailed in
Appendi x A. 1.

At high scales of multicast deploynent, the first and third

nmechani sns require the PEs to maintain a | arge nunber of PIM

adj acencies with other PEs of the sanme multicast VPN (which inplies
the regul ar exchange of PIMHellos with each other) and to
periodically refresh C Join/Prune states, resulting in an increased
processi ng cost when the nunber of PEs increases (as detailed in
Appendi x A.1). The second approach is |less subject to this, and the
fourth approach is not subject to this.

The third nechani smwoul d reduce the anpbunt of C-Join/Prune
processing for a given nulticast flow for PEs that are not the
upstream nei ghbor for this flow but would require "explicit tracking"
state to be maintained by the upstream PE. It also isn't conpatible
with the "Join suppression” mechanism A possible way to reduce the
amount of signaling with this approach woul d be the use of a PIM
refresh-reducti on mechanism Such a nmechani sm based on TCP, is
bei ng specified by the PIMIETF Working Goup ([PIMPORT]); its use
ina nulticast VPN context is not described in [RFC6513], but it is
expected that this approach will provide a scalability simlar to the
BGP- based approach wit hout RRs.

The second nechani smwoul d operate in a simlar manner to full per-
MVPN Pl M peering except that PIM Hell o messages are not transnitted
and PIM C Join/Prune refresh-reducti on woul d be used, thereby
i mproving scalability, but this approach has yet to be fully

described. In any case, it seens that it only inmproves one thing
among the things that will inpact scalability when the nunber of PEs
i ncreases.

The first and second mechani sms can | everage the "Join suppression”
behavi or and thus inprove the processing burden of an upstream PE
sparing the processing of a Join refresh nmessage for each renote PE
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joined to a nulticast stream This inprovenent requires all PEs of a
mul ticast VPN to process all PIMJoin and Prune nessages sent by any
other PE participating in the same nulticast VPN whether they are the
upstream PE or not.

The fourth nechanism (the use of BGP for carrying C multicast
routing) would have a conparabl e drawback of requiring all PEs to
process a BGP C-rmulticast route only interesting a specific upstream
PE. For this reason, Section 16 of [RFC6514] recomrends the use of
the Route Target constrained BGP distribution [ RFC4684] mechani sis,
which elimnate this drawback by having only the interested upstream
PE receive a BGP Cnulticast route. Specifically, when Route Target
constrained BGP distribution is used, the fourth mechani smreduces
the total anount of the C-rmulticast routing processing |oad put on
the PEs by avoi ding any processing of customer nulticast routing
informati on on the "unrel ated" PEs that are neither the joining PE
nor the upstream PE

Mor eover, the fourth mechani smfurther reduces the total anmount of
nessage processing | oad by avoiding the use of periodic refreshes and
by inheriting BGP features that are expected to inprove scalability
(for instance, providing a neans to offl oad sone of the processing
burden associated with custoner mnulticast routing onto one or nany
BGP route reflectors). The advantages of the fourth nechani sm cone
at a cost of mmintaining an anount of state linear with the nunber of
PEs joined to a stream However, the use of route reflectors allows
this cost to be spread anong nultiple route reflectors, thus
elimnating the need for a single route reflector to maintain al

this state.

However, the fourth nechanismis specific in that it offers the
possibility of offloading custoner nulticast routing processing onto
one or nore BGP route reflector(s). Wen this is used, there is a
drawback of increasing the processing |oad placed on the route
reflector infrastructure. |In the higher scale scenarios, it may be
required to adapt the route reflector infrastructure to the MVPN
routing | oad by using, for exanple:

0 a separation of resources for unicast and nulticast VPN routing:
usi ng dedi cated MVPN route reflector(s) (or using dedi cated MPN
BGP sessions or dedi cated MWPN BGP i nstances), and

o the deploynent of additional route reflector resources, for
exanpl e, increasing the processing resources on existing route
refl ectors or deploynent of additional route reflectors.

The npst straightforward approach is to consider the introduction of
route reflectors dedicated to the M/PN service and di mensi on them
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according to the need of that service (but doing so is not required
and is left as an operator engineering decision).

3.3.2. PE-CE Miulticast Routing Exchange Scal ability

The overhead associated with the PE-CE exchange of C-nulticast
routing is independent of the choice of the nechani smused for the
PE-PE C-nmulticast routing. Therefore, the inpact of the PE-CE

C-nmul ticast routing overhead on the overall systemscalability is

i ndependent of the protocol used for PE-PE signaling and is therefore
not rel evant when conparing the different approaches proposed for the
PE-PE C-nulticast routing. This is true even if in sone operationa
contexts, the PE-CE C-nulticast routing overhead is a significant
factor in the overall system overhead.

3.3.3. Scalability of P Routers

The first and second nechani sns are restricted to use within
nmul ticast VPNs that use an M-PMsI, thereby necessitating:

o the use of a P-tunnel technique that allows shared P-tunnels (for
exanple, PIMSMin ASM node or MP2MP LDP), or

o the use of one P-tunnel per PE per VPN, even for PEs that do not
have sources in their directly attached sites for that VPN

By comparison, the fourth mechani sm doesn’'t inpose either of these
restrictions and, when P2MP P-tunnels are used, only necessitates the
use of one P-tunnel per VPN per PE attached to a site with a

nmul ticast source or Rendezvous Point (RP) (or with a candi date
Bootstrap Router (BSR), if BSR is used).

In cases where there are fewer PEs connected with sources than the
total nunber of PEs, the fourth nechani sminproves the amount of
state maintained by P routers conpared to the amobunt required to
build an M-PVSI with P2MP P-tunnels. Such cases are expected to be
frequent for nulticast VPN depl oynents (see Section 4.2.4.1 of

[ RFC4834]) .

3.3.4. Inpact of CMilticast Routing on Inter-AS Depl oynents
Co-exi stence with unicast inter-AS VPN options, and an equal |evel of
security for multicast and unicast including in an inter-AS context,
are specifically nmentioned in Sections 5.2.6 and 5.2.8 of [RFC4834].
In an inter-AS option B context, an isolation of ASes is obtained as

PEs in one AS don’'t have (direct) exchange of routing informtion
with PEs of other ASes. This property is not preserved if PlIM based
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PE-PE C-nulticast routing is used. By contrast, the fourth option
(BGP-based CG-mnulticast routing) does preserve this property.

Additionally, the authors note that the proposed BGP-based approach
for CGnulticast routing provides a good fit with both the segnented
and non-segnmented inter-AS approaches. By contrast, though the PIM
based C-nulticast routing is usable with segnented inter-AS tunnels,
the inter-AS scalability advantage of the approach is |ost, since PEs
inan AS will see the CGmulticast routing activity of all other PEs
of all other ASes.

3.3.5. Security and Robustness

BGP supports MD5 authentication of its peers for additional security,
t hereby possibly directly benefiting nulticast VPN customer multicast
routi ng, whether for intra-AS or inter-AS conmmunications. By
contrast, with a Pl M based approach, no mechani sm providing a

conpar abl e | evel of security to authenticate communications between
renote PEs has yet been fully described [ RFC5796] and, in any case,
woul d require significant additional operations for the provider to
be usable in a nulticast VPN context.

The robustness of the infrastructure, especially the existing

i nfrastructure providing uni cast VPN connectivity, is key. The
C-nulticast routing function, especially under |oad, will conpete
with the unicast routing infrastructure. Wth the Pl M based
approaches, the unicast and nulticast VPN routing functions are
expected to only conpete in the PE, for control plane processing
resources. In the case of the BGP-based approach, they will compete
on the PE for processing resources and in the route reflectors
(supposing they are used for MVPN routing). |n both cases,

nmechani sns will be required to arbitrate resources (e.g., processing
priorities). |In the case of Pl Mbased procedures, this arbitration
occurs between the different control plane routing instances in the
PE. In the case of the BGP-based approach, this is likely to require
using distinct BGP sessions for nmulticast and unicast (e.g., through
the use of dedicated MVPN BGP route reflectors or the use of a

di stinct session with an existing route reflector).

Mul ticast routing is dynam c by nature, and nulticast VPN routing has
to follow the VPN custonmers’ nulticast routing events. The different
approaches can be conpared on how they are expected to behave in
scenarios where nulticast routing in the VPNs is subject to an
intense activity. Scalability of each approach under such a load is
detailed in Appendix A 2, and the fourth approach (BGP-based) used in
conjunction with the Route Target Constraint mechani sms [ RFC4684] is
the only one having a cost for join/leave operations independent of
the nunber of PEs in the VPN (with one exception detailed in
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Appendi x A 2) and state nai ntenance not concentrated on the upstream
PE.

On the other hand, while the BGP-based approach is likely to suffer a
sl owdown under a load that is greater than the avail abl e processing
resources (because of possibly congested TCP sockets), the Pl M based
approaches woul d react to such a | oad by dropping nessages, wth
failure-recovery obtained through nessage refreshes. Thus, the BGP-
based approach could result in a degradation of join/leave |atency
performance typically spread evenly across all nulticast streans
being joined in that period, while the Pl Mbased approach coul d
result in increased join/leave |atency, for sone random streans, by a
nmultiple of the tine between refreshes (e.g., tens of seconds), and
possibly in sone states, the adjacency nay tinmeout, resulting in

di sruption of multicast streans.

The behavi or of the PI M based approach under such a load is al so
harder to predict, given that the performance of the "Join
suppressi on" mechani sm (an i nportant nmechanismfor this approach to
scale) will itself be inpeded by delays in Join processing. For
these reasons, the BGP-based approach would be able to provide a
snoot her degradati on and nore predictable behavior under a highly
dynam c | oad.

In fact, both an "evenly spread degradation" and an "unevenly spread
| arger degradation" can be problematic, and what seens inportant is
the ability for the VPN backbone operator to (a) limt the amobunt of
mul ticast routing activity that can be triggered by a multicast VPN
customer and (b) provide the best possible i ndependence between
distinct VPNs. It seens that both of these can be addressed through
| ocal inplenmentation inprovenents and that both the BGP-based and

Pl M based approaches coul d be engineered to provide (a) and (b). It
can be noted though that the BGP approach proposes ways to dampen
Cnmulticast route withdrawal s and/or advertisenents and thus al ready
describes a way to provide (a), while nothing conparable has yet been
descri bed for the Pl M based approaches (even though it doesn't appear
difficult). The PIMbased approaches rely on a per-VPN data plane to
carry the MVPN control plane and thus nay benefit fromthis first

| evel of separation to solve (b).

3.3.6. CMilticast VPN Join Latency

Section 5.1.3 of [RFC4834] states that the "group join delay [...] is
al so consi dered one inportant QoS paraneter. It is thus RECOMVENDED
that a nulticast VPN solution be designed appropriately in this
regard". In a nmulticast VPN context, the "group join delay" of
interest is the tine between a CE sending a PIMJoin to its PE and
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the first packet of the corresponding nmulticast stream being received
by the CE

It is to be noted that the C-nulticast routing procedures will only
i mpact the group join latency of a said multicast streamfor the
first receiver that is |located across the provider backbone fromthe
nmul ticast source-connected PE (or the first <n> receivers in the
specific case where a specific Upstream Multicast Hop sel ection
algorithmis used, which allows <n> distinct PEs to be selected as
the Upstream Mul ti cast Hop by distinct downstream PEs).

The different approaches proposed seemto have different
characteristics in how they are expected to inpact join |atency:

o The PI M based approaches ninimze the nunber of control plane
processi ng hops between a new recei ver-connected PE and t he
sour ce-connected PE and, being datagram based, introduce mninma
del ay, thereby possibly having a join |atency as good as possible
dependi ng on i npl enmentation efficiency.

o Under degraded conditions (packet |oss, congestion, or high
control plane |oad) the Pl M based approach may inmpact the |atency
for a given multicast streamin an all-or-nothing manner: if a
C-nulticast routing PIMJoin packet is |lost, latency can reach a
high tinme (a nultiple of the periodicity of PIMJoin refreshes).

o The BGP-based approach uses TCP exchanges, which may introduce an
addi ti onal del ay dependi ng on BGP and TCP inpl ementati on but which
woul d typically result, under degraded conditions (such packet
| oss, congestion, or high control plane |load), in a conparably
| ower increase of |atency spread nore evenly across the streans.

o As shown in Appendi x A the BGP-based approach is particular in
that it renmoves load fromall the PEs (without putting this |oad
on the upstream PE for a stream); this inprovenent of background
| oad can bring inproved performance when a PE acts as the upstream
PE for a stream and thus benefits join | atency.

This qualitative conparison of approaches shows that the BGP-based
approach is designed for a snoother degradation of |atency under
degraded conditions such as packet |oss, congestion, or high contro
pl ane I oad. On the other hand, the Pl M based approaches seemto
structurally be able to reach the shorter "best-case" group join

| atency (especially conpared to depl oynment of the BGP-based approach
where route reflectors are used).

Doing a quantitative conparison of latencies is not possible wthout
referring to specific inplenentations and benchnarki ng procedures and
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woul d possi bly expose different conclusions, especially for best-case
group join latency for which performance is expected to vary with PIM
and BGP inplenentations. W can also note that inproving a BGP

i mpl enentati on for reduced | atency of route processing would not only
benefit multicast VPN group join |atency but the whol e BGP- based
routing, which neans that the need for good BGP/ RR performance is not
specific to nmulticast VPN routing.

Last, Cnulticast join latency will be inpacted by the overall | oad
put on the control plane, and the scalability of the CGmulticast
routing approach is thus to be taken into account. As explained in
Section 3.3.1 and Appendi x A, the BGP-based approach will provide the
best scalability with an increased nunber of PEs per VPN, thereby
benefiting group join latency in such higher-scale scenarios.

3.3.7. Conclusion on G Milticast Routing

The first and fourth approaches are rel evant contenders for
C-nulticast routing. Conparisons froma theoretical standpoint |ead
to identification of sonme advantages as well as possible drawbacks in
the fourth approach. Conparisons froma practical standpoint are
harder to nake: since only reduced depl oynent and inpl ementation
information is available for the fourth approach, advantages woul d be
seen in the first approach that has been applied through nmultiple
depl oyments and shown to be operationally viable.

Mor eover, the first nmechanism (full per-MPN Pl M peering across an
M-PMSI) is the nmechani smused by [ RFC6037]; therefore, it is

depl oyed and operating in MVPNs today. The fourth approach may or
may not end up being preferred for a said depl oynent, but because the
first approach has been in depl oynent for sone tinme, the support for

this nmechanismw |l in any case be helpful to facilitate an eventua
mgration froma depl oynent using nechanismclose to the first
appr oach

Consequently, at the present tinme, inplenentations are reconmmended to
support both the fourth (BGP-based) and first (full per-MWPN PIM
peering) mechani sms. Further experience on deploynents of the fourth
approach is needed before sone best practices can be defined. |In the
meantime, this recomrendati on woul d enabl e a service provider to
choose between the first and the fourth nechanisns, wthout this

choi ce being constrained by vendor inplenentation choices. A service
provi der can also take into account the peculiarities of its own

depl oyment context by pondering the weight of the different factors
into account.
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3.4. Encapsul ation Techniques for P-Milticast Trees

In this section, the authors will not make any restricting
recomendati ons since the appropriateness of a specific provider core
data pl ane technol ogy will depend on a | arge nunmber of factors, for
exanpl e, the service provider's currently depl oyed uni cast data

pl ane, many of which are service provider specific.

However, inplenentations shoul d not unreasonably restrict the data

pl ane technol ogy that can be used and should not force the use of the
same technol ogy for different VPNs attached to a single PE. Initia

i npl enentations may only support a reduced set of encapsul ation
techni ques and data pl ane technol ogi es, but this should not be a
l[imting factor that hinders future support for other encapsul ation
techni ques, data plane technol ogies, or interoperability.

Section 5.2.4.1 of [RFC4834] states, "In a multicast VPN sol ution
extendi ng a unicast |ayer 3 PPVPN sol ution, consistency in the
tunnel i ng technol ogy has to be favored: such a solution SHOULD al | ow
the use of the same tunneling technology for nulticast as for

uni cast. Depl oynent consistency, ease of operation, and potentia

m grations are the main nmotivations behind this requirenment”.

Current uni cast VPN depl oynents use a variety of LDP, RSVP-TE, and
GRE/ | P-Mul ticast for encapsul ati ng custoner packets for transport
across the provider core of VPN services. In order to allow the sane
encapsul ations to be used for unicast and rmulticast VPN traffic, it
is recomrended that multicast VPN standards shoul d reconmend t hat

i mpl enent ati ons support multicast VPNs and all the P2MP variants of
the encapsul ati ons and signaling protocols that they support for

uni cast and for which some nultipoint extension is defined, such as
nLDP, P2MP RSVP-TE, and GRE/| P-nmul ticast.

Al three of the above encapsul ati on techni ques support the buil ding
of P2MP multicast P-tunnels. |In addition, niDP and GRE/

| P-ASM Mul ticast inplenmentations nmay al so support the building of
MP2MP mnul ticast P-tunnels. The use of MP2MP P-tunnels may provide
sone scaling benefits to the service provider as only a single MP2MWP
P-tunnel need be depl oyed per VPN, thus reducing by an order of
magni t ude the anount of multicast state that needs to be naintained
by P routers. This gainin state is at the expense of bandw dth
optim zation, since sites that do not have nulticast receivers for

nmul ticast streans sourced behind a said PE group will still receive
packets of such streans, |eading to non-optinmal bandwi dth utilization
across the VPN core. One thing to consider is that the use of MP2MP
mul ticast P-tunnel will require additional configuration to define
the same P-tunnel identifier or nulticast ASM group address in al

PEs (it has been noted that some auto-configuration could be possible
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for MP2MP P-tunnels, but this is not currently supported by the auto-
di scovery procedures). (It has been noted that C-rmulticast routing
schenes not covered in [RFC6513] coul d expose different advantages of
MP2MP mul ticast P-tunnels; this is out of the scope of this
docunent .)

MVPN services can al so be supported over a unicast VPN core through
the use of ingress PE replication whereby the ingress PE replicates
any nmulticast traffic over the P2P tunnels used to support unicast
traffic. While this option does not require the service provider to
nodify their existing P routers (in terns of protocol support) and
does not require maintaining nulticast-specific state on the P
routers in order for the service provider to be able deploy a

mul ticast VPN service, the use of ingress PE replication obviously

| eads to non-optimal bandwidth utilization, and it is therefore
unlikely to be the |Iong-term solution chosen by service providers.
However, ingress PE replication may be useful during sone mgration
scenarios or where a service provider considers the |evel of
nmulticast traffic on their network to be too lowto justify deploying
mul ticast-specific support within their VPN core.

Al'l proposed approaches for control plane and data pl ane can be used
to provide aggregati on anongst nmulticast groups within a VPN and
amongst different multicast VPNs, and potentially reduce the anount
of state to be nmintained by P routers. However, the latter (the
aggregati on anmongst different nulticast VPNs) will require support
for upstream assigned | abels on the PEs. Support for upstream
assigned | abel s may require changes to the data pl ane processing of
the PEs, and this should be taken into consideration by service
provi ders considering the use of aggregate PMSI tunnels for the
specific platfornms that the service provider has depl oyed.

3.5. Inter-AS Depl oynments Options

There are a nunber of scenarios that |lead to the requirenent for
inter-AS multicast VPNs, including:

1. A service provider may have a large network that it has segnented
into a nunmber of ASes.

2. A service provider’s nulticast VPN may consist of a nunber of
ASes due to acquisitions and nergers with other service
provi ders.

3. A service provider may wish to interconnect its multicast VPN
platformw th that of another service provider
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The first scenario can be considered the "sinplest" because the
network i s wholly nanaged by a single service provider under a single
strategy and is therefore likely to use a consistent set of
technol ogi es across each AS.

The second scenario may be nore conplex than the first because the
strategy and technol ogy choices nade for each AS nmay have been
different due to their differing histories, and the service provider
may not have unified (or may be unwilling to unify) the strategy and
technol ogy choices for each AS.

The third scenario is the nost conplex because in addition to the
conpl exity of the second scenario, the ASes are managed by different
service providers and therefore nay be subject to a different trust
nodel than the other scenari os.

Section 5.2.6 of [RFC4834] states that "a solution MJST support
inter-AS multicast VPNs, and SHOULD support inter-provider multicast
VPNs", "considerations about co-existence with unicast inter-AS VPN
Options A, B, and C (as described in Section 10 of [RFC4364]) are
strongly encouraged", and "a multicast VPN sol uti on SHOULD provi de

i nter-AS mechani sms requiring the | east possible coordi nati on between
provi ders, and keep the need for detail ed know edge of providers’
networks to a mininum-- all this being in conparison with
correspondi ng uni cast VPN options".

Section 8 of [RFC6513] addresses these requirenents by proposing two
approaches for M/PN inter-AS depl oynents:

1. Non-segnented inter-AS tunnels where the nulticast tunnels are
end-to-end across ASes, so even though the PEs belonging to a
given WPN rmay be in different ASes, the ASBRs play no specia
role and function nerely as P routers (described in Section 8.1).

2. Segnented inter-AS tunnels where each AS constructs its own
separate nulticast tunnels that are then 'stitched together by
the ASBRs (described in Section 8.2).

(Note that an inter-AS deploynent can alternatively rely on Option A
-- so-call ed "back-to-back" VRFs -- that option is not considered in
this section given that it can be used without any inter-AS-specific
mechani sm)

Section 5.2.6 of [RFC4834] also states, "Wthin each service

provi der, the service provider SHOULD be able on its own to pick the
nost appropriate tunneling mechanismto carry (nulticast) traffic
among PEs (just like what is done today for unicast)". The segnmented
approach is the only one capable of nmeeting this requirenent.
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The segnmented inter-AS solution would appear to offer the |argest
degree of deploynent flexibility to operators. However, the non-
segnented inter-AS solution can sinplify deploynment in a restricted
nunber of scenarios. [RFC6037] only supports the non-segnented
inter-AS solution; therefore, the non-segnented inter-AS solution is
likely to be useful to sonme operators for backward conpatibility and
during migration from[RFC6037] to [ RFC6513].

The following is a conparison nmatrix between the "segnented inter-AS
P-tunnel s" and "non-segnented inter-AS P-tunnel s" approaches:

o Scalability for I-PMsls: The "segnmented inter-AS P-tunnel s"
approach is nore scal abl e, because of the ability of an ASBR to
aggregate multiple intra-AS P-tunnels used for |-PMSl withinits
own AS into one inter-AS P-tunnel to be used by other ASes. Note
that the I-PMSI scalability inprovement brought by the "segmented
i nter-AS P-tunnel s" approach is higher when segnented P-tunnels
have a granularity of source AS (see item bel ow).

o Scalability for S-PMSIs: The "segmented inter-AS P-tunnel s"
approach, when used with the BGP-based C-nulticast routing
approach, provides flexibility in how the bandw dth/state trade-
off is handled, to help with scalability. Indeed, in that case,
the trade-off made for a said (CGS,CG in a dowstream AS can be
nmade nore in favor of scalability than the trade-off nmamde by the
nei ghbor upstream AS, thanks to the ability to aggregate one or
nore S-PMSIs of the upstream AS in one |-PMSI tunnel in a
downst r eam AS

o Configuration at ASBRs: Dependi ng on whet her segnented P-tunnels
have a granularity of source ASBR or source AS, the "segnented
i nter-AS P-tunnel s" approach woul d require respectively the sane
or additional configuration on ASBRs as the "non-segnented
i nter-AS P-tunnel s" approach

o | ndependence of tunneling technology fromone AS to another: The
"segnented inter-AS P-tunnel s" approach provides this; the "non-
segnented i nter-AS P-tunnel s" approach does not.

o Facilitated coexistence with, and migration from existing
depl oyments and |ighter engineering in sone scenarios: The "non-
segnented inter-AS P-tunnel s" approach provides this; the
"segnented inter-AS P-tunnel s" approach does not.

The applicability of segnmented or non-segnented inter-AS tunnels to a
gi ven depl oynent or inter-provider interconnect will depend on a
nunber of factors specific to each service provider. However, given
the different el enments remi nded above, it is the recomendation of
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the authors that all inplenentations should support the segnented
inter-AS nodel. Additionally, the authors recomrend that

i mpl enent ati ons shoul d consi der supporting the non-segnented inter-AS
nodel in order to facilitate coexistence with, and migration from

exi sting deploynents, and to provide a lighter engineering in a
restricted set of scenarios, although it is recognized that initia

i mpl enentati ons may only support one or the other

3.6. BID R PIM Support

In BIDIR-PIM the packet-forwarding rules have been inproved over
PIMSM allowing traffic to be passed up the shared tree toward the
RPA. To avoid nulticast packet |ooping, BID R Pl Muses a nmechani sm
call ed the designated forwarder (DF) el ection, which establishes a

| oop-free tree rooted at the RPA. Use of this nethod ensures that
only one copy of every packet will be sent to an RPA, even if there
are parallel equal cost paths to the RPA. To avoid |oops, the DF

el ection process enforces a consistent view of the DF on all routers
on network segnment, and during periods of anbiguity or routing
convergence, the traffic forwarding is suspended.

In the context of a multicast VPN solution, a solution for BID R PI M
support must preserve this property of simlarly avoidi ng packet

| oops, including in the case where nmulticast VRFs in a given MVPN
don’'t have a consistent view of the routing to C RPL/C RPA (Custoner -
RPL/ Cust orrer - RPA, i.e., RPL/RPA of a Bidir customer PIMinstance).

Section 11 of the current MVPN specification [ RFC6513] defines three
met hods to support BIDIR-PIM as RECOMMENDED in [ RFC4834]:

1. Standard DF el ection procedure over an M -PNMS

2. VPN Backbone as the RPL (Section 11.1)

3. Partitioned Sets of PEs (Section 11.2)

Method (1) is naturally applied to deploynents using "Full per-WPN
Pl M peering across an M-PMsI" for Cnulticast routing, but as
indicated in [ RFC6513], Section 11, the DF el ection may not work well
in an MVPN environnent, and an alternative to DF el ection would be

desirabl e.

The advant age of nethods (2) and (3) is that they do not require
runni ng the DF el ection procedure anong PEs.

Met hod (2) | everages the fact that in BIDIR-PIM running the DF

el ection procedure is not needed on the RPL. This approach thus has
the benefit of sinplicity of inplenentation, especially in a context
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where BGP-based C-nulticast routing is used. However, it has the
drawback of putting constraints on how BIDIR-PIMis deployed, which
may not always match the requirements of MVPN custoners.

Method (3) treats an MVPN as a collection of sets of multicast VRFs,
all PEs in a set having the sane reachability information towards
C-RPA but distinct fromPEs in other sets. Hence, with this method,
C-Bidir packet loops in M/PN are resolved by the ability to partition
a VPN into disjoint sets of VRFs, each having a distinct view of the
converged network. The partitioning approach to BID R-PIMrequires
ei ther upstream assigned MPLS | abels (to denote the partition) or a
uni que MP2MP LSP per partition. The fornmer is based on PE

Di stingui sher Labels that have to be distributed using auto-di scovery
BGP routes, and their handling requires the support for upstream
assigned | abel s and context |abel |ookups [RFC5331]. The latter,
usi ng MP2MP LSP per partition, does not have these constraints but is
restricted to P-tunnel types supporting MP2MP connectivity (such as
nmLDP [ RFC6388]).

This approach to CG-Bidir can work with Pl Mbased or BGP-based
C-nulticast routing procedures and is also generic in the sense that
it does not inpose any requirenments on the BIDI R Pl Mservice

of f eri ng.

G ven the above considerations, nmethod (3) "Partitioned Sets of PEs"
i s the RECOMVENDED appr oach.

In the event where nethod (3) is not applicable (lack of support for
upstream assigned | abels or for a P-tunnel type providi ng MP2MP
connectivity), then nethod (1) "Standard DF el ection procedure over
an M-PMSI" and (2) "VPN Backbone as the RPL" are RECOMMENDED as
interimsolutions, (1) having the advantage over (2) of not putting
constraints on how BIDIR-PIMis deployed and the drawbacks of only
bei ng applicabl e when Pl M based C-nulticast is used and of possibly
not working well in an MVPN environment.

4. Co-Located RPs

Section 5.1.10.1 of [RFC4834] states, "In the case of PIMSMin ASM
node, engi neering of the RP function requires the depl oynment of
specific protocols and associ ated configurations. A service provider
may of fer to nanage custonmers’ nulticast protocol operation on their
behal f. This inplies that it is necessary to consider cases where a
customer’'s RPs are outsourced (e.g., on PEs). Consequently, a VPN
sol ution MAY support the hosting of the RP function in a VR or VRF"

However, custonmers who have al ready deployed multicast within their
net wor ks and have therefore already deployed their own internal RPs
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are often reluctant to hand over the control of their RPs to their
service provider and make use of a co-located RP nodel, and providing
RP-col l ocation on a PE will require the activation of Milticast
Source Di scovery Protocol (MsSDP) or the processing of PIM Registers
on the PE. Securing the PE routers for such activity requires
special care and additional work and will likely rely on specific
features to be provided by the routers thensel ves.

The applicability of the co-located RP nodel to a given MVPN wil |
thus depend on a nunber of factors specific to each custonmer and
service provider.

It is therefore the recomendation that inplenentations should
support a co-located RP nodel but that support for a co-located RP
nodel wi thin an inplenentation should not restrict deploynents to
using a co-located RP nodel: inplenentations MJST support depl oynents
when activation of a PIMRP function (Pl M Regi ster processing and RP-
specific PIM procedures) or a VRF MSDP instance is not required on
any PE router and where all the RPs are deployed within the
custonmers’ networks or CEs.

5. Avoi di ng Duplicates

It is recormended that inplenmentations support the procedures
described in Section 9.1.1 of [RFC6513] "Di scardi ng Packets from
Wong PE', allowing fully avoiding duplicates.

6. Existing Deploynents

Sone suggestions provided in this docunent can be used to
increnentally nodify currently depl oyed inplenmentations w thout

hi ndering these depl oynments and wi thout hindering the consistency of
t he standardi zed sol ution by providing optional per-VRF configuration
knobs to support nodes of operation conpatible with currently

depl oyed i npl ementati ons, while at the sane tine using the
recomended approach on inpl enentations supporting the standard.

In cases where this may not be easily achieved, a recommended
approach would be to provide a per-VRF configuration knob that all ows
i ncrenental per-VPN migration of the mechani sms used by a PE device,
which woul d allow migration with some per-VPN i nterruption of service
(e.g., during a nmintenance w ndow).

Mechani sns allowing "live" migration by providing concurrent use of

multiple alternatives for a given PE and a given VPN are not seen as
a priority considering the expected inpl enentati on conplexity
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associ ated with such nechani sns. However, if there happen to be
cases where they could be viably inplenented relatively sinmply, such
mechani sns may hel p i nprove m gration managenent.

7. Summary of Recommendati ons

The followi ng |ist sumarizes concl usi ons on the mechani sns t hat
define the set of mandatory-to-inpl enent nechani sns in the context of
[ RFC6513] .

Note well that the inplementation of the non-mandatory alternative
nmechani sns i s not precluded.

Recomrendat i ons are:

o that BGP-based auto-discovery be the mandated sol ution for auto-
di scovery;

o that BGP be the mandated solution for S-PMSI switching signaling;

o that inplenmentations support both the BGP-based and the full per-
MVPN PI M peering solutions for PE-PE exchange of customner
mul ticast routing until further operational experience is gained
with both sol utions;

o that inplenmentations use the "Partitioned Sets of PEsS" approach
for BID R PIM support;

o that inplementations inplenment the P2MP variants of the P2P
protocols that they already inplenent, such as nLDP, P2MP RSVP-TE,
and GRE/I P-Mil ti cast;

o that inplementations support segnented inter-AS tunnels and
consi der supporting non-segrmented inter-AS tunnels (in order to
mai nt ai n backward conpatibility and for mgration);

o that inplenmentations MJST support depl oynents when the activation
of a PIMRP function (PIM Regi ster processing and RP-specific PI'M
procedures) or VRF MSDP instance is not required on any PE router;
and

o that inplenentations support the procedures described in Section
9.1.1 of [RFC6513].

8. Security Considerations

Thi s docunent does not by itself raise any particular security
consi derati ons.
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Appendi x A. Scalability of CGMilticast Routing Processing Load

The main role of nmulticast routing is to let routers determ ne that
they should start or stop forwarding a said multicast streamon a
said link. In an M/PN context, this has to be done for each MPN
and the associated function is thus naned "customer-multicast
routing” or "C-nulticast routing”, and its role is to let PE routers
determ ne that they should start or stop forwarding the traffic of a
said multicast streamtoward the renote PEs, on some PMSI tunnel

VWhen a Join nmessage is received by a PE, this PE knows that it should
be sending traffic for the corresponding nulticast group of the
correspondi ng MWPN. However, the reception of a Prune nessage froma
renote PE is not enough by itself for a PE to know that it shoul d
stop forwarding the corresponding multicast traffic: it has to make
sure that there aren’'t any other PEs that still have receivers for
this traffic.

There are many ways that the "C-nulticast routing"” building block can
be designed, and they differ, anmong other things, in how a PE

determ nes when it can stop forwarding a said nulticast streamtoward
ot her PEs:

Pl M LAN Procedures, by default
By default, when PIMLAN procedures are used when a PE on a LAN
Prunes itself froma multicast tree, all other PEs on that LAN
check their own state to known if they are on the tree, in which
case they send a PIM Join nmessage on that LAN to override the
Prune. Thus, for each PIM Prune nessage, all PE routers on the
LAN work to let the upstream PE determ ne the answer to the "did
the | ast receiver |eave?" question

BGP- based C-multicast routing
VWhen BGP-based procedures are used for G- multicast routing, if no
BGP route reflector is used, the "did the | ast receiver |eave?"
guestion is answered by having the upstream PE mai ntain an up-to-
date list of the PEs that are joined to the tree, thus nmaking it
possible to instantly know the answer to the "did the | ast
recei ver | eave?" question whenever a PE | eaves the said multicast
tree.

However, when a BGP route reflector is used (which is expected to
be the recommended approach), the role of mmintaining an updated
list of the PEs that are part of a said nmulticast tree is taken
care of by the route reflector(s). Using BGP procedures, a route
reflector that had advertised a C-nulticast Source Tree Join route
for a said (CGS, GG to other route reflectors before wll
withdraw this route when there is no of its clients PEs
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advertising this route anynore. Simlarly, a route reflector that
had advertised this route to its client PEs before will withdraw
this route when its (other) client PEs and its route reflectors
peers are no |onger advertising this route. 1In this context, the
"did the last receiver |eave?" question can be said to be answered
by the route reflector(s).

Furthernore, the BGP route distribution can | everage nore than one
route reflector: if nmultiple route reflectors are used with PEs
being distributed (as clients) among these route reflectors, the
"did the last receiver |eave?" question is partly answered by each
of these route reflectors.

We can see that the "last receiver |eaves" question is a part of the
work that the C-nulticast routing building block has to address, and
the different approaches significantly differ. The different
approaches for handling Grmulticast routing can indeed result in a
di fferent amount of processing and how this processing is spread
among the different functions. These differences can be better
estimated by quantifying the anbunt of nessage processing and state
mai nt enance.

Though the type of processing, nessages, and states may vary with the
di fferent approaches, we propose here a rough estimation of the |oad
of PEs, in terms of nunber of nessages processed and nunber of
control plane states mmintained. A "nmessage processed" is a nessage
bei ng parsed, a | ookup bei ng done, and sone action being taken (such
as, for instance, updating a control plane or data plane state or

di scarding the information in the message). A "state nmaintained" is
a nulticast state kept in the control plane nmenory of a PE, related
to an interface or a PE being subscribed to a nulticast stream (note
that a state will be counted on an equi prent as nmany tines as the
nunber of protocols in which it is present, e.g., two times when
present both as a PIMstate and a BGP route). Note that here we
don’t conpare the data plane states on PE routers, which wouldn't
vary between the different options chosen

A 1. Scalability with an Increased Nunber of PEs

The foll owi ng sections evaluate the processing and state mmintenance
| oad for an increasingly high nunmber of PEs in a VPN

A.1.1. SSM Scal ability
The foll owi ng subsections do such an estimation for each proposed

approach for Cnulticast routing, for different phases of the
foll owi ng scenari o:
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0 One SSMnulticast streamis considered.

0 Only the intra-AS case is concerned (with the segnented inter-AS
tunnel s and BGP-based C-nulticast routing, #m/pn_PE and #R _PE
should refer to the PEs of the MVWPN in the AS, not to all PEs of
the MVPN).

0 The scenario is as foll ows:

* One PE joins the multicast stream (because of a new receiver-
connected site has sent a Join on the PE-CE |ink), followed by
a nunber of additional PEs that also join the sane nulticast
stream one after the other; we evaluate the processing
required for the addition of each PE

* A period of time T passes, w thout any PE joining or |eaving
(basel i ne).

* Al PEs |eave, one after the other, until the |ast one | eaves;
we eval uate the processing required for the | eave of each PE

o The paraneters used are:
*  #nvpn_PE. the nunber of PEs in the MVPN
* #R PE: the nunber of PEs joining the nulticast stream
* #RR the nunber of route reflectors

* T PIMr: the tinme between two refreshes of a PIM Join (default
is 60s)

The estimation unit used is the "nessage. equi pnent” (or "me"): one
"message. equi prent " corresponds to "one equi pment processing one
message” (10 me being "10 equi pments processi ng each one message”,
"5 nmessages each processed by 2 equi pnents”, or "1 nessage processed
by 10 equi pnment", etc.). Simlarly, for the ampbunt of control plane
state, the unit used is "state.equipnment" or "s.e". This accounts
for the fact that a nmessage (or a state) can be processed (or

mai nt ai ned) by nore than one node.

We distinguish three different types of equi pnents: the upstream PE

for the considered multicast stream the RR (if any), and the other
PEs (which are not the upstream PE)
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The nunbers or orders of nagnitude given in the tables in the

fo

| owi ng subsections are totals across all equipnents of a sane

type, for each type of equiprment, in the "me" and "s.e" units
defi ned above.

Addi tionally:

o

For PIM only Join and Prune nessages are counted:

* The | oad due to PIMHellos can be easily computed separately
and only depends on the nunber of PEs in the VPN

* Message processing related to the PIM Assert nechanismis also
not taken into account, for the sake of sinplicity.

For BGP, all advertisenents and withdrawals of C-nulticast Source
Tree Join routes are considered (Source-Active auto-discovery
routes are not used in an SSM context); follow ng the
recomendation in Section 16 of [RFC6514], the case where the
Rout e Target Constraint mechani snms [ RFC4684] is not used is not
cover ed.

(Note that for all options provided for Grmulticast routing, the
procedures to set up and maintain a shortest path tree toward the
source of an SSM group are the sanme as the procedures used to set up
and nmaintain a shortest path tree toward an RP or a non- SSM sour ce;
the results of this section are thus re-used in Appendix A 1.2.)
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A.1.1.1. PIMLAN Procedures, by Default

oo oo oo Fome e oo +
| | upstream | other PEs | RR | total across

| | PE (1) | (total across | (none) | all |
| | | (#mvpn_PE-1) | | equiprents

| | | PEs) | | |
oo oo oo e oo +
| first PE | 1 me | #nmvpn_PE-1 | / | #mvpn_PE me

| joins | | me | | |
S S Fom e e e oo - TSR oo +
| for *each* | 1 me | #mvpn_PE-1 | / | #mvpn_PE me

| additional | | me | | |
| PE joining | | | | |
oo e oo oo Fome oo oo +
| baseline | /T PIMr | (T/T_PIMYI) | / | (T/T_PIMY)

| processing | me | (#mvpn_PE-1) | | x #nmvpn_PE

| over a | | me | | me |
| period T | | | | |
oo oo oo e oo +
| for *each* | 2 me | 2(#nvpn_PE-1) | / | 2 x #mvpn_PE

| PE leaving | | me | | me |
S S Fom e e e oo - TSR oo +
| the |ast | 1 me | #mvpn_PE-1 | / | #mvpn_PE me

| PE | eaves | | me | | |
oo oo oo e oo +
| total for | #R PE x 2 | (#mpn_PE-1) | O | #mvpn_PE x (

| #R_ PE PEs | + | x (#R_PE) x 2 | | 3 x #R_ PE + |
| | T/T_PIMr | + T/T_PIMr) | | T/T_PIMTr )

| | me | - | | me |
| | | (#nvpn_PE-1) | | |
| | | me | | |
e oo e oo oo Fome oo oo +
| total | 1 s.e | #R PE s.e | O | #R PE+1 s.e

| state | | | | |
| maintained | | | | |
oo oo oo e oo +

Messages Processing and State Maintenance - PIM LAN Procedures, by
Def aul t

We suppose here that the PIM Join suppression and Prune Override
nechani sns are fully effective, i.e., that a Join or Prune nessage
sent by a PEis instantly seen by other PEs. Strictly speaking, this
is not true, and depending on network delays and timng, there could
be cases where nore nessages are exchanged, and the nunber given in
this table is a | ower bound to the nunber of PIM nmessages exchanged.
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A 1.1.2. BGP-Based C-Milticast Routing

The foll owi ng anal ysis assunes that BGP route reflectors (RRs) are
used, and no hierarchy of RRs (note that the analysis al so assunes
that Route Target Constraint nechani sns are used).

G ven these assunptions, a nessage carrying a Cnulticast route from
a downstream PE woul d need to be processed by the RRs that have that
PE as their client. Due to the use of Route Target Constraint
mechani sns [ RFC4684], these RRs would then send this nmessage to only
the RRs that have the upstream PE as a client. None of the other RRs
and none of the other PEs will receive this nmessage. Thus, for a
nessage associated with a given MVPN, the total nunber of RRs that
woul d need to process this nmessage only depends on the nunber of RRs
that maintain Cnulticast routes for that MV/PN and that have either
the receiver-connected PE or the source-connected PE as their clients
and is independent of the total number of RRs or the total nunber of
PEs.

In practice, for a given WPN, a PE would be a client of just 2 RRs
(for redundancy, an RR cluster would typically have 2 RRs).
Therefore, in practice the nessage woul d need to be processed by at
nost 4 RRs (2 RRs if both the downstream PE and the upstream PE are
the clients of the sane RRs). Thus, the nunber of RRs that have to
process a given nmessage is at nost 4. Since RRs in different RR
clusters have a full Internal BGP (i BGP) nmesh anong thensel ves, each
RR in the RR cluster that contains the upstream PE woul d receive the
message from each of the RRs in the RR cluster that contains the
downstream PE. G ven 2 RRs per cluster, the total nunber of messages
processed by all the RRs is 6.

Additionally, as soon as there is a receiver-connected PE in each RR
cluster, the nunber of RRs processing a CG-rmnulticast route tends
quickly toward 2 (taking into account that a PE peering to RRs wll
be made redundant).
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oo oo oo oo oo +
| | upstream | other PEs | RRs (#RR) | total across |
| | PE (1) | (total | | all equipnents |
| | | across | | |
| | | (#nvpn_PE-1) | | |
| | | PEs) | | |
oo e oo oo oo +
| first PE | 2 me | 2 me | 6 me | 10 me |
| joins | | | | |
Fomm e oo - Fomm oo - Fomm oo o - S oo o - +
| for *each* | between | 2 me | (at npbst) | (at nost) 10 |
| additional | 0 and 2 | | 6 me | me tending |
| PEjoining | me | | tending | toward 4 me |
| | | | toward 2 | |
| | | | me | |
Fomm e oo - Fomm oo - Fomm oo o - S oo o - +
| baseline | O | O | O | O |
| processing | | | | |
| over a | | | | |
| period T | | | | |
oo Fome oo oo e oo +
| for *each* | between | 2 me | (at nost) | (at nost) 10 |
| PEleaving | 0 and 2 | | 6 me | me tending |
| | me | | tending | toward 4 me |
| | | | toward 2 | |
oo e oo e oo +
| the I ast | 2 me | 2 me | 6 me | 10 me |
| PE |l eaves | | | | |
S TSR oo TSR o m e e o +
| total for | at most | #R_PE x 4 | (at most) | at npbst 10 x |
| #R PE PEs | 2 x #RRs | me | 6 x #R PE | #R PE + 2 x |
| | me (see | | me | #RRs m e |
| | note | | (tending | (tending |
| | bel ow) | | toward 2 | toward 6 x |
| | | | x #R_PE | #R_PE + #RRs |
| | | | me) | me) |
oo e oo oo oo +
| total | 4 s.e | 2 x #R_PE | approx. 2 | approx. 4 |
| state | | s.e | #R_PE + | #R_PE + #RRx |
| maintained | | | #RR x | #clusters + 4 |
| | | | #clusters | me |
| | | | s.e | |
oo e oo oo oo +

Message Processing and State Miintenance - BGP-Based Procedures
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Note on the total of me on the upstream PE

o

Mori n,

There are as many "nessage. equi pnent"s on the upstream PE as the
nunber of times the RRs of the cluster of the upstream PE need to
re-advertise the Gmulticast (GS,CG route; such a re-
advertisenent is not useful for the upstream PE, because the
behavi or of the upstream PE for a said (VPN associated to the
Route Target, CGS,CG wll not depend on the precise attributes
carried by the route (other than the Route Target, of course) but
wi Il happen in some cases due to how BGP processes these routes.
I ndeed, a BGP peer will possibly re-advertise a route when its
current best path changes for the said NLRI if the set of
attributes to advertise al so changes.

Let’s look at the different relevant attributes and when they can
i nfl uence when a re-advertisenent of a G rmulticast route wll
happen:

* next-hop and originator-id: A new PE joining will not
mechanically result in a need to re-advertise a C-multicast
route because as the RR aggregates C-nulticast routes with the
same NLRI received fromPEs in its own cluster (Section 11.4 of
[ RFC6514]), the RRrewites the values of these attributes;
however, the advertisenents made by different RRs peering with
the RRs in the cluster of the upstream PE nay | ead to updates
of the value of these attributes.

* cluster-list: The value of this attribute only varies between
clusters, changes of the value of this attributes does not
"foll ow' PE advertisenents, and only advertisenents namde by
different RRs may possibly lead to updates of the value of this
attribute.

* |local -pref: The value of this attribute is deternined |ocally;
this is true both for the routes advertised by each PE (which
could all be configured to use the sane value) and for a route
that results fromthe aggregation by an RR of the route with
the same NLRI advertised by the PEs of his cluster (the RRs
could also be configured to use a | ocal pref independent of the
| ocal _pref of the routes advertised to hin). Thus, this
attribute can be considered to result in a need to re-advertise
a Cmlticast route.

* (Other BGP attributes do not have a particular reason to be set
for CGmulticast routes in intra-AS, and if they were, an RR
(or, for attributes relevant for inter-AS, an ASBR) would al so
overwite these val ues when aggregating these routes.
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o

Mori n,

G ven the above, for a said C-nulticast Source Tree Join (S, G
NLRI, what may force an RRto re-advertise the route with
different attributes to the upstream PE woul d be the case of an RR
of another cluster advertising a route better than its current

best route, because of the values of attributes specific to that
RR (next-hop, originator-id, cluster-list) but not because of
anything specific to the PEs behind that RR |If we consider our
(#R_PE -1) joining a said (CGS,CGQ, one after the other after the
first PE joining, sonme of these events may thus lead to a re-
advertisenent to the upstream PE, but the number of tinmes this can
happen is at worse the number of RRs in clusters having receivers
(pl us one because of the possible advertisenent of the sane route
by a PE of the local cluster).

G ven that we look at scalability with an increased nunber of PEs
in this section, we need to consider the possibility that al
clusters may have a client PE with a receiver. W also need to
consider that the two RRs of the cluster of the upstream PE may
need to re-advertise the route. Wth this in mind, we know that
2x#RRs is an upper bound to the nunber of updates nade by RRs to
the upstream PE, for the considered C-rmnulticast route.

et al. I nf or mati onal [ Page 33]



RFC 6517

Mul ticast VPN Mandat ory Features February 2012

A.1.1.3. Side-by-Side Orders of Magnitude Conparison

Thi s section

concl udes the previous section by considering the orders

of magni tude when the nunmber of PEs in a VPN increases.

| first PE
| joins (in
| me)

| for *each*
| additional

| PE joining
| (in me)

| baseline

| processing
| over a

| period T

| (in me)

| for *each*
| PE | eaving
| (in me)

| the I ast
| PE | eaves
| (in me)

| total for
| #R_PE PEs
| (in me)

states (in
s.e)
not es

o e m e e e e e e e e e oo oo T +
| PI'MLAN Procedures | BGP- based |
oo oo +
I Q #mvpn_PE) I AL I
| | |
o e m e e e e e e e e e oo oo T +
I QO #mvpn_PE) I a1) I
| | |
| | |
o e m e e e e e e e e e T +
| (T/T_PIMr) x Q(#mpn_PE) | O |
| | |
| | |
| | |
| | |
o e m e e e e e e e e e T +
I QO #mvpn_PE) I a1) I
| | |
Fo oo oo +
I QA #mvpn_PE) I a1 I
| | |
oo oo +
| O(#mvpn_PE x #R PE) + | O(#R_PE) |
| (#mvpn_PE x T/T_PIMT) | |
| | |
o e m e e e e e e e e e T +
| O #R_PE) | O #R_PE) |
| | |
| (processing and state | (processing and

| mai ntenance are essentially | state naintenance

| done by, and spread anongst, | is essentially done

| the PEs of the MVPN; | by, and spread

| non-upstream PEs have | anmongst, the RRs)

| processing to do) | |
oo oo +

Conparison of Orders of Magnitude for Message Processing and State

Morin, et al

Mai nt enance (Totals across Al Equi pnents)
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The concl usions that can be drawn fromthe above are as foll ows:

o In the Pl Mbased approach, any nmessage will be processed by al
PEs, including those that are neither upstream nor downstream for
the message; as a result, the total nunmber of messages to process
is in Q#mpn PE x #R PE), i.e., Q(#nvpn_ PE ~ 2) if the proportion
of receiver PEs is considered constant when the nunber of PEs
i ncreases. The refreshes of Join nessages introduce a |inear
factor not changing the order of magnitude, but which can be
significant for long-lived streans;

o The BGP-based approach requires an anmount of nmessage processing in
Q #R_PE) | ower than the Pl M based approach. The amount is
i ndependent of the duration of streans.

o State maintenance is of the sane order of magnitude for al
approaches: Q(#R _PE), but the repartition is different:

*  The PI M based approach fully spreads, and m nimzes, the anount
of state (one state per PE)

* The BGP-based procedures spread all the state on the set of
route reflectors.

A 1.2, ASM Scal ability

The concl usions in Appendix A 1.1 are reused in this section, for the
parts that are common to the setup and nai ntenance of states rel ated
to a source tree or a shared tree.

Wen PIMSMis used in a VPN and an ASM nul ticast group is joined by
some PEs (#R PEs) with sone sources sending toward this nulticast
group address, we can note the foll ow ng:

PEs will generally have to maintain one shared tree, plus one source
tree for each source sending toward G each tree resulting in an
amount of processing and state mmintenance simlar to what is
described in the scenario in Appendix A 1.1, with the sane

di fferences in order of magnitudes between the different approaches
when the nunber of PEs is high

An exception to this is when, for a said group in a VPN anong the PIM
instances in the custonmer routers and VRFs, none would switch to the
shortest path tree (SPT) (SwitchToSptDesired always false): in that
case, the processing and state mmintenance load is the one required
for maintenance of the shared tree only. It has to be noted that
this scenario is dependent on customer policy. To conpare the
resulting load in that case, between PI M based approaches and the
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BGP- based approach configured to use inter-site shared trees, the
scenario in Appendix A 1.1 can be used with #R PEs joining a (C*,
C- G ASM group instead of an SSM group, and the same differences in
order of magnitude remain true. In the case of the BGP-based
approach used without inter-site shared trees, we nust take into
account the load resulting fromthe fact that to build the CPIM
shared tree, each PE has to join the source tree to each source
using the notations of Appendix A 1.1, this adds an anmpount of | oad
(total load across all equipnents) that is proportional to #R PEs and
the nunber of sources. The order of nagnitude with an increasing
nunber of PEs is thus unchanged, and the differences in order of
magni tude al so renmai n the sane.

Additionally, to the nmaintenance of trees, PEs have to ensure sone
processi ng and state naintenance related to individual sources
sending to a multicast group; the related procedures and behaviors
largely may differ depending on which G rmulticast routing protocol is
used, how it is configured, how the nulticast source discovery
nmechani smis used in the customer VPN, and whi ch SwitchToSpt Desired
policy is used. However, the followi ng can be observed:

o Wien BGP-based C-nulticast routing is used:

* Each PE will possibly have to process and maintain a BGP
Sour ce- Active auto-discovery route for (sonme or all) sources of
an ASM group. The nunber of Source-Active auto-discovery
routes will typically be one but may be related to the nunber
of upstream PEs in the followi ng cases: when inter-site shared
trees are used and sinultaneously nore than one PE is used as
the upstream PE for SPT (CG-S,CGGQ trees and when inter-site
shared trees are used and there are nultiple PEs that are
possi bl e upstreamfor this (S, Q.

* This results in nessage processing and state maintenance (tota
across all the equipnents) linearly dependent on the nunber of
PEs in the VPN (#mvpn_PE) for each source, independent of the
nunber of PEs joined to the group

* Dependi ng on whether or not inter-site shared trees are used,
on the SwitchToSptDesired policy in the PIMinstances in the
customer routers and VRFs, and on the relative | ocations of
sources and RPs, this will happen for all (S, G of an ASM group
or only for some of themand will be done in parallel to the
mai nt enance of shared and/or source trees or at the first join
of a PE on a source tree.
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o Wen PIMbased C-nulticast routing is used, depending on the
Swi tchToSpt Desired policy in the PIMinstances in the custoner
routers and VRFs and depending on the relative |ocations of
sources and RPs, there are:

* Possible control plane state transitions triggered by the
reception of (S, G packets. Such events would induce
processing on all PEs joined to G

* Possible PIM Assert messages specific to (S,§. This would
i nduce a nessage processing on each PE of the VPN for each PIM
Assert nessage.

G ven the above, the additional processing that may happen for each
i ndi vi dual source sending to the group, beyond the maintenance of
source and shared trees, does not change the order of magnitude
identified above.

A.2. Cost of PEs Leaving and Joi ning

The quantification of nessage processing in Appendix A 1.1 is done
based on a use case where each PE with receivers has joined and |eft
once. Drawi ng scalability-related conclusions for other patterns of
changes of the set of receiver-connected PEs can be done by
consi dering the cost of each approach for "a new PE joining" and
PE | eavi ng".

a

For the "PIM LAN Procedure" approach, in the case of a single SSM or
SPT tree, the total amount of nessage processing across all nodes
depends linearly on the nunber of PEs in the VPN when a PE joins such
atree.

For the "BGP-based" approach

0o In the case of a single SSMtree, the total amunt of nessage
processi ng across all nodes is independent of the nunber of PEs,
for "a new PE" joining and "a PE |l eaving"; it al so depends on how
route reflectors are meshed, but not on |inear dependency.

o In the case of an SPT tree for an ASM group, BGP has additiona
processi ng due to possibl e Source-Active auto-discovery routes:

*  \When BGP-based C-rmulticast routing is used with inter-site
shared trees, for the first PE joining (and the |last PE
| eaving) a said SPT, the processing of the corresponding
Sour ce- Active auto-discovery routes results in a processing
cost linearly dependent on the nunber of PEs in the VPN. For
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subsequent PEs joining (and non-last PE | eaving), there is no
processi ng due to advertisenment or w thdrawal of Source-Active
aut o-di scovery routes.

*  \When BGP-based C-multicast routing is used without inter-site
shared trees, the processing of Source-Active auto-di scovery
routes for an (S, G happens independently of PEs joining and
| eaving the SPT for (S, Q.

In the case of a new PE having to join a shared tree for an ASM group
G we see the foll ow ng:

o The processing due to the PE joining the shared tree itself is the
same as the processing required to set up an SSMtree, as
descri bed before (note that this does not happen when BGP-based
Cnmulticast routing is used without inter-site shared trees).

o For each source for which the PE joins the SPT, the resulting
processing cost is the same as one SPT tree, as described before.

* The conditions under which a PEwill join the SPT for a said
(GS, GG are the sane between the BGP-based with inter-site
shared tree approach and the Pl M based approach, and depend
solely on the SwitchToSptDesired policy in the PIMinstances in
the custoner routers in the sites connected to the PE and/or in
the VRF.

* The conditions under which a PEwill join the SPT for a said
(GS GG differ between the BGP-based without inter-site
shared trees approach and the PI M based approach.

* The SPT for a said (S,G can be joined by the PE in the
fol |l owi ng cases:

+ as soon as one router, or the VPN VRF on the PE, has
Swi t chToSpt Desired(S, G being true

+ when BGP-based routing is used and configured to not use
inter-site shared trees

* Said differently, the only case where the PE will not join the
SPT for (S,G is when all routers in the sites of the VPN
connected to the PE, or the VPN VRF itself, will never have

Swi tchToSpt Desired(S, G being true, with the additional
condition that inter-site shared trees are used when BGP- based
C-nmulticast routing is used.
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Thus, when one PE joins a group Gto which n sources are sending
traffic, we note the following with regards to the dependency of the
cost (in total amount of processing across all equi pnments) to the
nunber of PEs:

o In the general case (where any router in the site of the VPN
connected to the PE, or the VRF itself, may have
Swi tchToSpt Desired(S, G being true):

* For the "PIMLAN Procedure” approach, the cost is linearly
dependent on the number of PEs in the VPN and |inearly
dependent on the nunmber of sources.

* For the "BGP-based" approach, the cost is linearly dependent on
t he number of sources, and, in the sub-case of the BGP-based
approach used with inter-site shared trees, is al so dependent
on the nunber of PEs in the VPN only if the PEis the first to
join the group or the SPT for sone source sending to the group

o Else, under the assunption that routers in the sites of the VPN
connected to the PE, and the VPN VRF itself, will never have the
policy function SwitchToSptDesired(S, G being possibly true, then

* |In the case of the Pl Mbased approach, the cost is linearly
dependent on the nunmber of PEs in the VPN, and there is no
dependency on the nunber of sources.

* In the case of the BGP-based approach with inter-site shared
trees, the cost is linearly dependent on the nunber of RRs, and
there is no dependency on the nunber of sources.

* |In the case of the BGP-based approach without inter-site shared
trees, the cost is linearly dependent on the nunber of RRs and
on the nunber of sources.

Hence, with the PI M based approach, the overall cost across al

equi prents of any PE joining an ASM group G is al ways dependent on
the number of PEs (sane for a PE that |eaves), while the BGP-based
approach has a cost independent of the nunber of PEs. An exception
is the first PE joining the ASM group for the BGP-based approach used
without inter-site shared trees; in that case, there is a dependency
with the nunmber of PEs.

On the dependency with the nunber of sources, without naking any
assunption on the SwitchToSpt Desired policy on PIMrouters and VRFs
of a VPN, we see that a PE joining an ASM group may i nduce a
processing cost linearly dependent on the nunber of sources. Apart
fromthis general case, under the condition where the
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SwitchToSptDesired is always false on all PIMrouters and VRFs of the
VPN, then with the Pl M based approach, and with the BGP-based
approach used with inter-site shared trees, the cost in anpunt of
nmessages processed will be independent of the nunmber of sources (it
has to be noted that this condition depends on custoner policy).

Appendi x B. Switching to S-PMSI

(The following point was fixed in a draft version of the docunent
that became [RFC6513] and is here for reference only.)

In early versions of the docunent that becanme [ RFC6513], two
approaches were proposed for how a source PE can decide when to start
transmtting custoner multicast traffic on a S-PMSI

1. The source PE sends multicast packets for the (GS,CG on both
the I-PMSI P-nulticast tree and the S-PMSI P-nulticast tree
simul taneously for a pre-configured period of tine, letting the
recei ver PEs select the new tree for reception before swi tching
to only the S-PMSI.

2. The source PE waits for a pre-configured period of tinme after
advertising the (GS,C G entry bound to the S-PMSI before fully
switching the traffic onto the S-PMSI-bound P-nulticast tree.

The first alternative had essentially two drawbacks:

o0 (GSCQ traffic is sent twice for sone period of time, which
woul d appear to be at odds with the notivation for switching to an
S-PMSI in order to optimize the bandwi dth used by the nulticast
tree for that stream

o It is unlikely that the switchover can occur w thout packet |oss
or duplication if the transit delays of the I-PMSI P-multicast
tree and the S-PMSI P-nulticast tree differ.

By contrast, the second alternative has none of these drawbacks and
satisfies the requirement in Section 5.1.3 of [RFC4834], which states
that "a nulticast VPN solution SHOULD as much as possi bl e ensure that
client nulticast traffic packets are neither |ost nor duplicated,
even when changes occur in the way a client nmulticast data streamis
carried over the provider network". The second alternative al so
happens to be the one used in existing deploynents.

Consistent with this analysis, only the second alternative is
di scussed in [ RFC6513].
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