I nt ernet Engi neering Task Force (1 ETF) K L

Request for Comments: 6430 B. Leiba
Cat egory: Standards Track Huawei Technol ogi es
| SSN: 2070-1721 Novenber 2011

Emai | Feedback Report Type Val ue: not-spam
Abst r act

Thi s docunent defines a new Abuse Reporting Format (ARF) feedback
report type value: "not-spani. |t can be used to report an enmi
nmessage that was m stakenly marked as spam

Status of This Meno
This is an Internet Standards Track docunent.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further infornmation on
Internet Standards is available in Section 2 of RFC 5741.

I nformati on about the current status of this document, any errata,
and how to provide feedback on it may be obtained at
http://wwv. rfc-editor.org/info/rfc6430.

Copyri ght Notice
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docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis document nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

In RFC 5965 [ RFC5965], an Abuse Reporting Format (ARF) is defined for
reporting email abuse. Currently, two feedback report types are
defined that are related to the spam problem and that can be used to
report abusive or fraudul ent enmail nessages:

0 abuse: indicates unsolicited email or sone ot her kind of enmi
abuse.

o fraud: indicates sone kind of fraud or phishing activity.

Thi s specification defines a new feedback report type: "not-spant'.
It can be used to report a nessage that was m stakenly narked as
spam

1.1. Discussion

In sonme cases, the enmail client receives an enail nessage that was
incorrectly tagged as spam perhaps by the email system or
accidentally by the user. The email client accepts the end user’s
"not -spam’ report instruction, retrieves information related to the
nessage, and reports this enmail as not-spamto the enmail operator.
When the emai| operator receives the report, it can determ ne what
action is appropriate for the particular nessage and user. (The
requi rement for a not-spamreport type is fromthe Open Mbile

Al liance (OMA) Spam Report Requirenent Document [ OVA- SpanRep-RD].)

For exanple, in response to a "not-spam' report, the email system can
renove the spamtag or otherw se reclassify the nmessage, possibly
preventing simlar email for this user from being marked as spamin
the future. The report can be used to adjust the training of an
automated classifier. After processing the report, the emi
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operator mght send a notification to the email client about the
processing result (for exanple, by noving the nessage from one
mai | box to another, such as from"Junk" to "Inbox").

In nost cases, "not-spam reports will probably not be taken on their
own, but will be considered along with other information, analysis of
the nessage, etc. Because different users have different needs and
different views of what constitutes spam reports fromone user m ght
or might not be applicable to others. And because users night
sometines press a "report not spamt button accidentally, immediate
strong action, such as marking all simlar nessages as "good" based
on a single report, is probably not the right approach. Recipients
of "not-spam' reports need to consider what’s right in their

envi ronnents.

There are anti-spam systens that use (non-standard) "not spant

f eedback today. All of themtake the reports and m x themw th ot her
spam reports and other data, using their own algorithns, to determne
appropriate action. In no case do the existing systens use a "not
spam' report as an i mmedi ate, automatic override.

The feedback types "abuse" and "not-span can be taken as opposites.
A m staken "not-spant report could be counternmanded by a subsequent
"abuse" report fromthe sanme user, and an operator coul d consider
coll ected reports of "abuse" and "not-spani in making future
assessnents.

Feedback Report Type: not-spam

Thi s docunent defines a new feedback report type, "not-spani, which
extends the Emmil Feedback Reports specification [ RFC5965].

In the first MM part of the feedback report nessage, the end user
or the email client can add information to indicate why the nmessage
is not considered as spam-- for exanple, because the originator or
its domain is well known.

Exanpl e

In the exanple, Joe, a pharmaceuticals sales representative, has
recei ved a message about discount pharmaceuticals. Because that is a
frequent subject of spamenmail, the nmessage has been narked as spam
-- incorrectly, in this case. Joe has reported it as "not-spani, and
this is an exanple of the report, shortened (the "[...etc...]" part)
for presentation here.
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Note that the nessage has been signed usi ng Domai nKeys |dentified
Mail (DKIM [RFC6376] -- a good security practice as suggested in
Section 8.2 of RFC 5965 [ RFC5965] .

DKI M Si gnature: v=1; a=rsa-sha256; s=abuse; d=exanple.com
c=sinpl e/ sinmpl e; q=dns/txt; i=abusedesk@xanple.com
h=Fr om Dat e: Subj ect : To: Message- | D. M ME- Ver si on: Cont ent - Type;
bh=i F4AdMNYs/ KepEOHUW ukJCDyj kduUz ZFi aHqOODM PU=;
b=e+BF8DCHFGqCp7/ pExl eNz7pVaLEoT+uW / 8HODoZpx FI 1vNnCTDul4wsv
zedmyJkl dudVl 0JspsYHTYeonmhPkl CVAF95G wpMbWHzi UOv 7 Ay ST ygPW
Eer czqZwAK88/ / 0aYCFXq3XVIT/ z+z| Lp3rri r KGrCMCPPcbdSGy/ Eg=
From <abusedesk@xanpl e. conp
Date: Thu, 8 Mar 2005 17:40: 36 EDT
Subj ect: FW Discount on pharnaceutical s
To: <abuse@xanpl e. net >
Message- 1 D: <20030712040037. 46341. 5F8J@xanpl e. conp
M ME- Version: 1.0

Content-Type: nultipart/report; report-type=feedback-report;
boundary="part1 13d. 2e68ed54 boundary"

--partl_13d. 2e68ed54_boundary
Cont ent - Type: text/plain; charset="US-ASCl|"
Cont ent - Transf er- Encodi ng: 7bi t

This is an emmil abuse report for an enamil nessage received
fromIP 192.0.2.1 on Thu, 8 Mar 2005 14: 00: 00 EDT.

For nmore information about this format please see
http://tools.ietf.org/htm/rfc5965

Comment: | sell pharnaceuticals, so this is not spamfor ne.

--partl 13d. 2e68ed54_ boundary
Cont ent - Type: message/ f eedback-report

Feedback- Type: not-spam
User - Agent: SoneGenerator/1.0
Version: 1

--partl_13d. 2e68ed54_boundary

Cont ent - Type: nessage/rfc822
Content-Di sposition: inline
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Recei ved: from nuail server. exanpl e. net
(rmai | server. exanpl e.net [192.0.2.1])
by exanmple.comwi th ESMIP id M53d4137594e46;
Thu, 08 Mar 2005 14:00:00 -0400
From <sonmeone@xanpl e. net >
To: <Undi scl osed Reci pi ent s>
Subj ect: Di scount on pharnaceutical s
M ME- Version: 1.0
Content-type: text/plain
Message- | D: 8787KJIKJI3K4J3K4J3K4J3. mai | @xanpl e. net
Date: Thu, 02 Sep 2004 12:31:03 -0500

Hi, Joe. | got a lead on a source for discounts on
pharmaceuticals, and | thought you might be interested.
[...etc...]

--partl_13d. 2e68ed54_boundary- -
Exanmpl e 1: not-spam Report
Security Considerations

Al of the security considerations fromthe Enmail Feedback Reports
specification [ RFC5965] are inherited here. In addition, the Enai
Feedback Reports Applicability Statenent [ MARF-AS] contains inportant
i nformati on about trust relationships and other security- and
integrity-related aspects of accepting abuse feedback

In particular, not-spamreports will likely be used in an attack on a
filtering system reporting true spamas "not-spani. Even in absence
of malice, sonme not-spamreports mght be nade in error, or will only
apply to the user sending the report. Qperators need to be carefu

in trusting such reports, beyond their applicability to the specific
user in question.
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5. 1 ANA Consi derati ons

| ANA has registered the newy defined feedback type name: "not-spani,
according to the instructions in Section 7.3 of the base
speci fication [ RFC5965].

The foll owi ng has been added to the "Feedback Report Type Val ues"
registry:

Feedback Type Nanme: not-spam

Description: Indicates that the entity providing the report does not
consi der the nmessage to be spam This nmay be used to correct a
nessage that was incorrectly tagged or categorized as spam

Publ i shed in: this docunent
Status: current
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