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Abst ract

The Cryptographi c Message Syntax (CVs) format, and nany associ ated
formats, are expressed using ASN. 1. The current ASN. 1 nodul es
conformto the 1988 version of ASN. 1. This docunment updates some
auxiliary ASN. 1 nodules to conformto the 2008 version of ASN 1; the
1988 ASN. 1 nodul es remain the normative version. There are no bits-
on-the-wire changes to any of the formats; this is sinply a change to
the synt ax.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for infornmational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the | ESG are a candidate for any |level of Internet

St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this document, any errata,
and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc6268.

Copyri ght Notice

Copyright (c) 2011 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this document. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunment nust
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1.

| ntroducti on

Sone devel opers would like the IETF to use the | atest version of
ASN.1 in its standards. Modst of the RFCs that relate to security
protocols still use ASN.1 fromthe 1988 standard, which has been
deprecated. This is particularly true for the standards that relate
to PKI X, CMB, and Secure/Miltipurpose Internet Ml Extensions

(S/'M ME) .

In this document we have either changed the syntax to use the 2008
ASN. 1 standard, or done sone updates from previ ous conversions. The
ASN. 1 nodul es updated cane fromthe foll owi ng RFCs:

0 RFC 3274, Conpressed Data Content Type for Cryptographi c Message
Syntax (CMB) [RFC3274].

o RFC 3779, X. 509 Extensions for |P Addresses and AS ldentifiers
[ RFC3779] .

o RFC 6019, BinaryTinme: An Alternate Format for Representing Date
and Time in ASN. 1 [ RFC6019].

o RFC 4073, Protecting Miultiple Contents with the Cryptographic
Message Syntax (CMS) [ RFC4073].

o RFC 4231, ldentifiers and Test Vectors for HMAC- SHA- 224,
HMAC- SHA- 256, HVAC- SHA- 384, and HMAGC- SHA-512 [ RFC4231].

o0 RFC 4334, Certificate Extensions and Attributes Supporting
Aut hentication in Point-to-Point Protocol (PPP) and Wrel ess Local
Area Networks (W.AN) [ RFC4334].

o RFC 5083, Cryptographic Message Syntax (CMS) Aut henti cated-
Envel oped- Dat a Content Type [ RFC5083].

o RFC 5652, Cryptographic Message Syntax (CWVS) [ RFC5652].

o RFC 5752, Multiple Signatures in Cryptographi c Message Syntax
(CV8) [ RFC5752] .

Note that some of the nodules in this docunent get some of their
definitions fromplaces different than the nodules in the original
RFCs. The idea is that these nodul es, when conbined with the nodul es
in [RFC5911] and [ RFC5912], can stand on their own and do not need to
i mport definitions fromanywhere el se.
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Thi s docunent does not explicitly update the RFCs from which the
ASN. 1 nodul es have been extracted. This is because the original 1988
ASN. 1 syntax remains the normative version and the nodules in this
docunent as well as in [RFC5911] and [RFC5912] are informative (but
hopeful | y useful) annexes.

1.1. ASN. 1 Updates (2002 to 2008)

The nodul es defined in this docunent are conpatible with the npst
current ASN. 1 specification published in 2008 (see [ ASN1-2008]). The
changes between the 2002 specification and the 2008 specification

i nclude the creation of additional pre-defined types (DATE, DATE-

TI ME, DURATION, NOT-A-NUMBER, O D- IR, RELATIVE-OD-IR, TIM, TIM:-
OF-DAY) and the ability to define different encoding rul es (ENCODI NG
CONTROL, INSTRUCTIONS). None of the newy defined tokens are
currently used in any of the ASN. 1 specifications published here.

I nformati on on the changes to ASN. 1 between the 1988 and 2002
versi ons can be found in [ RFC6025].

1.2. Requirenents Term nol ogy
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].
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2. ASN. 1 Modul e RFC 3274

We have updated the ASN. 1 nmodul e associated with this document to be
2008 conpliant and to use the set of classes previously defined in
[ RFC5911] .

Conpr essedDat aCont ent - 2010
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1l) pkcs-9(9)
sm me(16) nodul es(0) id-nod-conpressedDat aContent (54) }

DEFINITIONS MPLICI T TAGS :: =
BEG N

| MPORTS
CMBVer si on, Cont ent Set,
CONTENT- TYPE
FROM Cr ypt ogr aphi cMessageSynt ax- 2010
{ iso(1) nmenber-body(2) us(840) rsadsi (113549)
pkcs(1l) pkcs-9(9) sminme(16) nodul es(0) id-nod-cns-2009(58) }

Al gorithm dentifier{}, SM Me-CAPS, Paraniptions

FROM Al gorit hm nf ormati on- 2009
{iso(1) identified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) id-nmod(0)
i d- mod- al gorithm nformation-02(58)}

-- Content Types contains the set of content types that are
-- defined in this nodul e.

-- The contents of ContentTypes should be added to
-- Cont ent Set defined in [ RFC5652]

Cont ent Types CONTENT-TYPE ::= {ct-conpressedDat a}

--  SM neCaps contains the set of S/MME capabilities that
-- are associated with the algorithnms defined in this
-- docunent .

-- SM neCaps are added to the SM neCapsSet defined in
-- [RFC5751] as updated by [ RFC5911].

SM nmeCaps SM Me- CAPS :: = {cpa-zlibConpress. &m nmeCaps, ...}
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-- Define the conpressed data content type

ct-compressedDat a CONTENT-TYPE :: = {
TYPE ConpressedDat a | DENTI FI ED BY i d-ct-conpressedDat a
}
ConpressedDat a :: = SEQUENCE ({
versi on CMsVersion (v0), -- Always set to O
conpr essi onAl gorithm Conpressi onAl gorithmdentifier
encapCont ent | nfo Encapsul at edCont ent | nf o
}
Encapsul at edContentInfo ::= SEQUENCE {
eCont ent Type CONTENT- TYPE. & d({Content Set}),
eCont ent [0] EXPLICIT COCTET STRI NG OPTI ONAL }

Conpressi onAl gorithmdentifier ::=
Al gorithm dentifier{ COWPRESS- ALGORI THM { ConpressAl gorithntet}}

Conpr essAl gorit hnmSet COVPRESS- ALGORI THM : : = {
cpa- zl i bConpr ess,

}

-- Algorithmldentifiers

i d-al g-zl i bConpress OBJECT IDENTIFIER ::= { iso(1) menber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) smne(16) alg(3) 8 }

cpa-zl i bConpress COVPRESS- ALGORI THM :: = {
| DENTI FI ER i d-al g-zl i bConpr ess
PARAMS TYPE NULL ARE preferredAbsent
SM ME- CAPS { | DENTI FI ED BY i d-al g-zl i bConpr ess}

}

-- Content Type (hject ldentifiers
i d-ct-conpressedData OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) smine(1l6) ct(1l) 9 }

-- Cass defined for conpression algorithms
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COVWPRESS- ALGORI THM : : = CLASS {

& d OBJECT | DENTI FI ER UNI QUE,
&Par ams OPTI ONAL,

&par anPr esence Par amOpt i ons DEFAULT absent,
&sm neCaps SM ME- CAPS OPTI ONAL

}

W TH SYNTAX {
| DENTI FI ER &i d
[ PARAMS [ TYPE &Paranms] ARE &par anPresence]
[ SM ME- CAPS &smi neCaps]

}

END
3. ASN. 1 Module RFC 3779

We have updated the ASN. 1 nodul e associated with RFC 3779 to be ASN. 1
2008 conpliant and to use the set of classes previously defined in
[ RFC5912] .

| PAddr AndASCer t Ext n- 2010 { iso(1) identified-organization(3) dod(6)
i nternet (1) security(5) mechani sms(5) pkix(7) nmod(0)
i d- mod-i p- addr - and-as-ident-2(72) }
DEFI NI TIONS EXPLICI T TAGS :: =
BEG N
EXPORTS ALL;

| MPORTS

-- PKIX specific ODs and arcs --
i d-pe
FROM PKI X1Expl i cit-2009
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) nmechani sms(5) pkix(7) id-nmod(0)
i d- mod- pki x1-explicit-02(51)}

EXTENSI ON
FROM PKI X- CommonTypes- 2009
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) nmechani sms(5) pkix(7) id-nmod(0)
i d- mod- pki xConmon- 02(57) }

Schaad & Tur ner I nf or mati onal [ Page 7]



RFC 6268 Addi ti onal New ASN. 1 Mdul es July 2011

-- Extensions contains the set of extensions defined in this
- - nmodul e

-- These are intended to be placed in public key certificates

- - and thus shoul d be added to the Cert Extensi ons extension
-- set in PKIXInplicit-2009 defined for [RFC5280]

Ext ensi ons EXTENSION :: = {
ext - pe-i pAddr Bl ocks | e
}

-- | P Address Del egati on Extension QD --

xt - pe- aut ononmousSysl ds

ext - pe-i pAddr Bl ocks EXTENSI ON :: = {
SYNTAX | PAddr Bl ocks
| DENTI FI ED BY i d- pe-i pAddr Bl ocks

}
i d- pe-i pAddr Bl ocks OBJECT IDENTIFIER ::= { id-pe 7 }
-- | P Address Del egati on Extension Syntax --
| PAddr Bl ocks .. = SEQUENCE OF | PAddressFam |y
| PAddr essFarmi |y ::= SEQUENCE { -- AFlI & opt SAFl --
addressFam |y OCTET STRING (SIZE (2..3)),
i pAddr essChoi ce | PAddr essChoi ce }
| PAddr essChoi ce ;.= CHO CE {
i nherit NULL, -- inherit fromissuer --

addr essesOr Ranges SEQUENCE OF | PAddr essOr Range }

| PAddr essOr Range ::= CHO CE {
addressPrefi x | PAddr ess,
addr essRange | PAddr essRange }
| PAddr essRange 1= SEQUENCE {
mn | PAddr ess,
max | PAddr ess }
| PAddr ess ;1= BIT STRING
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-- Aut ononpus System ldentifier Del egation Extension QD --

ext - pe- aut onomousSysl ds EXTENSI ON :: = {
SYNTAX ASl dentifiers
| DENTI FI ED BY i d- pe- aut ononpbusSysl ds

}
i d- pe-aut onomousSyslds OBJECT IDENTIFIER ::={ id-pe 8 }
-- Aut ononous System ldentifier Del egati on Extension Syntax --
ASl dentifiers 1 = SEQUENCE {
asnum [0] ASlIdentifierChoice OPTI ONAL,
rdi [1] ASldentifierChoice OPTIONAL }
(W TH COVPONENTS {..., asnum PRESENT} |
W TH COVPONENTS {..., rdi PRESENT})
ASl dentifierChoice ::= CHO CE {
i nherit NULL, -- inherit fromissuer --
asl dsOr Ranges SEQUENCE OF ASI dOr Range }
ASI dOr Range ::= CHO CE {
id ASI d,
range ASRange }
ASRange 1= SEQUENCE ({
mn ASI d,
max ASId }
ASl d = | NTEGER
END
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4. ASN. 1 Modul e RFC 6019

We have updated the ASN. 1 nmodul e associated with this document to be
2008 conpliant and to use the set of classes previously defined in
[ RFC5911] .

Bi narySi gni ngTi neModul e- 2010
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1)
pkcs-9(9) smine(16) nodul es(0)
i d- mod- bi nSi gni ngTi me-2009(55) }
DEFINITIONS I MPLICI T TAGS :: =
BEG N
| MPORTS

-- From PKI X- ConmonTypes- 2009 [ RFC5912]

ATTRI BUTE
FROM PKI X- CommonTypes- 2009
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechani snms(5) pkix(7) id-nmod(0)
i d- mod- pki xCommon- 02(57) }

-- BinaryTinme Definition
-- BinaryTime contains the nunber seconds since

-- mdnight Jan 1, 1970 UTC
-- Leap seconds are EXCLUDED from the conputation

Bi naryTine ::= I NTEGER (0..MAX)

-- Signing Binary Tine Attribute

-- The binary signing tinme should be added to

-- Si gnedAttri buteSet and AuthAttributeSet in CMS [ RFC5652]
-- and to AuthEnvDataAttri buteSet in [RFC5083] with the

-- new nmodul es in this document, RFC 6268.
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aa- bi narySi gni ngTi me ATTRI BUTE :: = {
TYPE Bi narySi gni ngTi e
| DENTI FI ED BY i d-aa- bi narySi gni ngTi me }

i d- aa- bi narySi gni ngTi me OBJECT IDENTIFIER ::= { iso(1)
menber - body(2) us(840) rsadsi (113549) pkcs(1) pkcs9(9)
smnme(16) aa(2) 46 }

Bi narySi gni ngTine ::= BinaryTi ne
END
5. ASN. 1 Modul e RFC 4073

We have updated the ASN. 1 nodul e associated with this document to be
2008 conpliant and to use the set of classes previously defined in
[ RFC5911] .

Cont ent Col | ecti onModul e- 2010
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1)
pkcs-9(9) smine(16) nodul es(0) id-nod-context-Collect-2009(56) }
DEFINITIONS I MPLICI T TAGS :: =
BEG N
| MPORTS

-- From Crypt ogr aphi cMessageSynt ax- 2010 [ RFC6268]

CONTENT- TYPE, Contentlnfo
FROM Cr ypt ogr aphi cMessageSynt ax- 2010
{ iso(1) menber-body(2) us(840) rsadsi (113549)
pkcs(1l) pkcs-9(9) sminme(16) nodul es(0) id-nod-cns-2009(58) }

AttributeSet{}, ATTRIBUTE
FROM PKI X- CommonTypes- 2009
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechani sns(5) pkix(7) id-nod(0)
i d- mod- pki xConmon- 02(57) }

--  An object set of all content types defined by this nodul e.
-- This is to be added to ContentSet in the CVS nodul e

Cont ent Set  CONTENT- TYPE :: = {
ct-ContentCollection | ct-ContentWthAttributes,
}
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-- Content Collection Content Type and oject ldentifier

ct-Content Col | ecti on CONTENT-TYPE ::= {
TYPE Content Col | ection | DENTIFI ED BY id-ct-contentCollection }

id-ct-contentCol | ection OBJECT I DENTIFIER ::= {
i so(1l) nenber-body(2) us(840) rsadsi(113549) pkcs(1) pkcs-9(9)
smme(16) ct(1) 19 }

Content Col | ection ::= SEQUENCE SI ZE (1..MAX) OF Contentlnfo

-- Content Wth Attributes Content Type and Object Identifier

ct-ContentWthAttri butes CONTENT-TYPE :: = {
TYPE ContentWthAttri butes | DENTIFIED BY id-ct-content WthAttrs }

id-ct-content WthAttrs OBJECT | DENTIFIER :: = {
i so(1) nmenber-body(2) us(840) rsadsi(113549) pkcs(1l) pkcs-9(9)
smme(16) ct(1) 20 }

Content WthAttri butes ::= SEQUENCE {
content Contentlnfo,
attrs SEQUENCE SI ZE (1..MAX) OF Attri buteSet
{{ ContentAttributeSet }}

Content AttributeSet ATTRIBUTE ::={ ... }
END

6. ASN. 1 Mdul e RFC 4231

RFC 4231 does not contain an ASN. 1 nodul e to be updated. W have
therefore created an ASN. 1 nodule to represent the ASN. 1 that is
present in the docunent. Note that the paraneters are defined as
expecting a parameter for the algorithmidentifiers in this nodul e;
this is different fromnost of the algorithms used in PKI X and
SIMME. There is no concept of being able to truncate the MAC
(Message Authentication Code) value in the ASN. 1 unlike the XM
definitions. This is reflected by not having a m ni rum MAC | ength
defined in the ASN. 1.
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HVAC- 2010 { iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechani snms(5) pkix(7) mod(0) id-nod-hmac(74) }
DEFI NI TIONS EXPLICI T TAGS :: =
BEG N
EXPORTS ALL;

| MPORTS

MAC- ALGORI THM  SM ME- CAPS
FROM Al gorit hm nf or mati on- 2009
{ iso(1l) identified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) id-nmod(0)
i d- mod- al gorithm nfornmation-02(58)};

-- This object set contains all of the MAC algorithms that are
-- defined in this nodul e.

-- One would add it to a constraining set of objects such as the
-- MessageAut hent i cati onCodeAl gorithnBet in [ RFC5652]

MessageAut hAl gs MAC- ALGORI THM : : = {
maca- hMAC- SHA224 |
maca- hMAC- SHA256 |
nmaca- hMAC- SHA384 |
maca- hVAC- SHA512

}
-- This object set contains all of the SIMME capabilities that
-- have been defined for all the MAC algorithnms in this nodul e.
-- One would add this to an object set that is used to restrict
-- S/M ME capabilities such as the SM neCapsSet variable in
-- RFC 3851 (obsol eted by RFC 5751) as nodified in RFC 5911.
SM neCaps SM Me- CAPS :: = {

maca- hMAC- SHA224. &smi neCaps |

maca- hMAC- SHA256. &smi neCaps |

maca- hMAC- SHA384. &smi neCaps |

maca- hMAC- SHA512. &smi neCaps
}

-- Define the base O D for the algorithmidentifiers
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rsadsi OBJECT | DENTIFIER ::=
{iso(1) nenber-body(2) us(840) rsadsi(113549)}

di gest Algorithm OBJECT I DENTIFIER ::= {rsadsi 2}

-- Define the necessary algorithmidentifiers

i d- hmacW t hSHA224 OBJECT | DENTI FI ER : :
i d- hmacW t hSHA256 OBJECT | DENTI FI ER : :
i d- hmacW t hSHA384 OBJECT | DENTI FI ER ::
i d- hmacW t hSHA512 OBJECT | DENTI FI ER ::

{di gest Al gorithm 8}
{di gest Al gorithm 9}
{di gest Al gorithm 10}
{di gest Al gorithm 11}

-- Define each of the MAC- ALGORI THM obj ects to describe the
-- al gorithms defined

maca- hMAC- SHA224 NMAC- ALGORI THM : : = {
| DENTI FI ER i d- hmacW t hSHA224
PARAMS TYPE NULL ARE preferredPresent
| S- KEYED- VAC TRUE
SM ME- CAPS { | DENTI FI ED BY i d- hnacW t hSHA224}

}

maca- hMAC- SHA256 MAC- ALGORI THM : : = {
| DENTI FI ER i d- hmacW t hSHA256
PARAMS TYPE NULL ARE preferredPresent
| S- KEYED- VAC TRUE
SM ME- CAPS {| DENTI FI ED BY i d- hmacW t hSHA256}

}

maca- hMAC- SHA384 NMAC- ALGORI THM : : = {
| DENTI FI ER i d- hmacW t hSHA384
PARAMS TYPE NULL ARE preferredPresent
| S- KEYED- MAC TRUE
SM ME- CAPS { | DENTI FI ED BY i d- hnacW t hSHA384}
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maca- hMAC- SHA512 MAC- ALGORI THM : : = {
| DENTI FI ER i d- hmacW t hSHA512
PARAMS TYPE NULL ARE preferredPresent
| S- KEYED- VAC TRUE
SM ME- CAPS { | DENTI FI ED BY i d- hnmacW t hSHA512}

}
END

7. ASN. 1 Mobdul e RFC 4334

We have updated the ASN. 1 nodul e associated with RFC 4334 to be ASN. 1
2008 conpliant and to use the set of classes previously defined in
[ RFC5912] .

WLANCer t Ext n- 2010
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechani sns(5) pkix(7) id-nod(0)
i d- mod-w an-extns-2(73) }

DEFINITIONS I MPLICI T TAGS :: =
BEG N
EXPORTS ALL,;

| MPORTS

EXTENSI ON, ATTRI BUTE

FROM PKI X- CommonTypes- 2009
{iso(1) identified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) id-nmod(0) id-nod-pki xConmmon-02(57)}

i d-pe, id-kp
FROM PKI X1Explicit-2009
{ iso(1l) identified-organization(3) dod(6) internet(1l) security(5)
mechani snms(5) pkix(7) id-md(0) id-nod-pkixl-explicit-02(51)}

i d-aca
FROM PKI XAttri buteCertificate-2009

{ iso(1l) identified-organization(3) dod(6) internet(1l) security(5)
mechani snms(5) pkix(7) id-md(0) id-nod-attribute-cert-02(47)}

-- Extended Key Usage Val ues

KeyUsageVal ues OBJECT | DENTI FI ER :: = {
i d- kp-eapOver PPP | id-kp-eapOver LAN
}
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i d- kp-eapOQver PPP OBJECT | DENTI FI ER { id-kp 13}

i d- kp-eapOver LAN OBJECT | DENTI FI ER

{ id-kp 14 }
-- Wreless LAN SSI D Extension

ext-pe-w anSSI D EXTENSI ON :: = {
SYNTAX SSI DLi st
| DENTI FI ED BY i d-pe-w anSSID
CRI Tl CALI TY { FALSE}

}

i d-pe-wW anSSID OBJECT IDENTIFIER ::= { id-pe 13}
SSIDList ::= SEQUENCE SIZE (1..MAX) OF SSID

SSID ::= OCTET STRING (S| ZE (1..32))

-- Wreless LAN SSID Attribute Certificate Attribute

-- Uses sanme syntax as the certificate extension: SSIDList

at-aca-w anSSI D ATTRI BUTE :: = {
TYPE SSI DLi st
| DENTI FI ED BY i d-aca-w anSSlI D

}
id-aca-wl anSSID OBJECT IDENTIFIER ::= { id-aca 7 }
END
8. ASN. 1 Mdul e RFC 5083

This nodul e is updated from RFC 5911 [ RFC5911] by the foll ow ng
changes:

1. Define separate attribute sets for the unprotected attributes
used in Envel opedData, EncryptedData, and
Aut hent i cat edEnvel opedDat a ( RFC 5083).

2. Define a paraneterized type EncryptedContent|nfoType so that the

basi ¢ type can be used with different algorithmsets (used for
Envel opedDat a, EncryptedData, and Authenticat edEnvel opedData (RFC
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5083)). The paraneterized type is assigned to an unparaneterized
type of EncryptedContentinfo to ninimze the output changes from
previ ous versions.

Prot ocol designers can nake use of the "08 ASN. 1 constraints to
define different sets of attributes for EncryptedData and

Envel opedData and for AuthenticatedData and Aut hEnvel opedDat a.
Previously, attributes could only be constrained based on whet her
they were in the clear or unauthenticated not on the encapsul ating
content type.

CNVB- Aut hEnvel opedDat a- 2010
{iso(1) nenber-body(2) us(840) rsadsi(113549) pkcs(1) pkcs-9(9)
sm nme(16) nodul es(0) id-nod-cnmsAut hEnvDat a- 2009(57) }
DEFINITIONS I MPLICI T TAGS :: =
BEG N
| MPORTS

CMVBVer si on, Encrypt edContent | nfoType{},
MessageAut hent i cati onCode, Oiginatorlnfo, Recipientlnfos,
CONTENT- TYPE, Attributes{}, ATTRI BUTE, CONTENT- ENCRYPTI ON,
Al gorithm dentifier{},
aa- si gni ngTi ne, aa-nmessageDi gest, aa-content Type
FROM Cr ypt ogr aphi cMessageSynt ax- 2010
{ iso(1l) menber-body(2) us(840) rsadsi (113549)
pkcs(1l) pkcs-9(9) sminme(16) nodul es(0) id-nod-cns-2009(58) }

Cont ent Encrypti onAl gs
FROM CMB- AES- CCM and- AES- GCM 2009
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1)
pkcs-9(9) smine(16) nodul es(0) id-nod-cns-aes-ccmgem 02(44) }

Cont ent Types CONTENT-TYPE ::= {ct-aut hEnvel opedData, ... }

ct - aut hEnvel opedDat a CONTENT-TYPE :: = {
TYPE Aut hEnvel opedDat a | DENTI FI ED BY i d-ct - aut hEnvel opedDat a

}

i d-ct-aut hEnvel opedData OBJECT | DENTI FIER :: =
{iso(1) nenber-body(2) us(840) rsadsi(113549) pkcs(1) pkcs-9(9)
smnme(16) ct(1) 23}

Aut hEnvel opedDat a :: = SEQUENCE {
ver si on CMVSVer si on,
originatorinfo [0] IMPLICIT Oiginatorlnfo OPTI ONAL,
reci pi entl nfos Reci pi entl nf os,
aut hEncrypt edCont ent | nf o Encrypt edCont ent | nf o,
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9.

authAttrs [1] IMPLICI T AuthAttri butes OPTI ONAL,
mac MessageAut henti cati onCode,
unauthAttrs [2] IMPLICI T Unaut hAttributes OPTI ONAL

}

EncryptedContentinfo ::=
Encrypt edCont ent I nf oType { AuthContent EncryptionAl gorithnidentifier }

Aut hCont ent Encrypti onAl gorithm dentifier ::= Al gorithm dentifier
{ CONTENT- ENCRYPTI ON, {Aut hCont ent Encrypti onAl gorithnbtet}}
Aut hCont ent Encrypti onAl gorit hnSet CONTENT- ENCRYPTI ON :: = {
Cont ent EncryptionAl gs, ...}
Aut hAttributes ::= Attributes{{AuthEnvDataAttributeSet}}
Unaut hAttributes ::= Attributes{{Unaut hEnvDat aAttri buteSet}}
Aut hEnvDat aAttri buteSet ATTRIBUTE :: = {
aa-content Type | aa-nessageDi gest | aa-signingTine, ... }
Unaut hEnvDat aAttri buteSet ATTRIBUTE ::= {...}
END
ASN. 1 Modul e RFC 5652

This nmodul e is updated from RFC 5911 [ RFC5911] by the foll ow ng
changes:

1. Define separate attribute sets for the unprotected attributes
used in Envel opedbData, EncryptedData, and
Aut hent i cat edEnvel opedDat a ( RFC 5083) .

2. Define a paraneterized type EncryptedContent|nfoType so that the
basi c type can be used with algorithmsets (used for
Envel opedDat a, EncryptedData, and Authenticat edEnvel opedData (RFC
5083)). The paraneterized type is assigned to an unparaneterized
type of EncryptedContentinfo to minimze the output changes from
previ ous versions.

We are anticipating the definition of attributes that are going to be
restricted to the use of only Envel opedData. W are therefore
separating the different attribute sets so that protocol designers
that need to do this will be able to define attributes that are used
for Envel opedData, but not for EncryptedData. The sanme separation is
al so being applied to AuthenticatedData and Aut hEnvel opedDat a.
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Crypt ogr aphi cMessageSynt ax- 2010
{ iso(1l) menber-body(2) us(840) rsadsi (113549)
pkcs(1l) pkcs-9(9) smine(16) nodul es(0) id-nod-cns-2009(58) }
DEFINITIONS IMPLICI T TAGS :: =
BEG N
| MPORTS

Par amOpt i ons, DI GEST- ALGORI THM S| GNATURE- ALGORI THM
PUBLI C- KEY, KEY- DERI VATI ON, KEY- WRAP, MAC- ALGORI THV
KEY- AGREE, KEY- TRANSPORT, CONTENT- ENCRYPTI ON, ALGORI THV
Al gorithm dentifier{}
FROM Al gorithm nformati on-2009
{iso(1) identified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) id-nmod(0)
i d- mod- al gorithm nformation-02(58)}

Si gnat ur eAl gs, MessageDi gest Al gs, KeyAgreenent Al gs,
MessageAut hAl gs, KeyW apAl gs, Cont ent Encrypti onAl gs,
KeyTransport Al gs, KeyDerivati onAl gs, KeyAgreePublicKeys

FROM Crypt ogr aphi cMessageSynt axAl gorit hns- 2009
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1) pkcs-9(9)
sm me(16) nodul es(0) id-nod-cmsal g-2001-02(37) }

Certificate, CertificatelList, CertificateSerial Nunber,
Narme, ATTRI BUTE

FROM PKI X1Expl i cit-2009
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) nmechani sms(5) pkix(7) id-nmod(0)
i d- mod- pki x1-explicit-02(51) }

AttributeCertificate

FROM PKI XAt tri buteCertificate-2009
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) nmechani sms(5) pkix(7) id-nmod(0)
id-nmod-attribute-cert-02(47) }

AttributeCertificateVl

FROM AttributeCertificateVersionl-2009
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) nmechani sms(5) pkix(7) id-nmod(0)
i d-mod-v1AttrCert-02(49) } ;
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-- Cryptographi c Message Syntax

-- The following are used for version nunbers using the ASN. 1
-- NOTE: The docunent reference represents where the versioned
-- feature was introduced to the nodul e.

-- idiom"[[n:"

-- Version 1 = PKCS #7

-- Version 2 = S/M M V2

- - Version 3 = RFC 2630

- - Version 4 = RFC 3369

- - Version 5 = RFC 3852

CONTENT- TYPE ::= CLASS {
& d OBJECT | DENTI FI ER UNI QUE,
&Type OPTI ONAL

} W TH SYNTAX {
[ TYPE &Type] | DENTI FI ED BY & d

}
Cont ent Type ::= CONTENT-TYPE. & d
ContentInfo ::= SEQUENCE {
content Type CONTENT- TYPE.
& d({ContentSet}),
cont ent [0] EXPLICI'T CONTENT- TYPE.
&Type({Cont ent Set } { @ont ent Type})}
Cont ent Set  CONTENT- TYPE :: = {

-- Define the set of content types to be recognized.
ct-Data | ct-Signedbata | ct-EncryptedData | ct-Envel opedData |
ct-AuthenticatedbData | ct-DigestedData, ... }

Si

gnedDat a ::= SEQUENCE {

versi on CMSVer si on,

di gest Al gorithnms SET OF DigestAl gorithmdentifier,
encapCont ent | nf o Encapsul at edCont ent | nf o,
certificates [0] IMPLICIT CertificateSet OPTI ONAL,
crls [1] IMPLICI T Revocati onl nf oChoi ces OPTI ONAL,
signerinfos Signerlnfos }

Signerinfos ::= SET OF Signerlnfo

Encapsul at edContent I nfo ::= SEQUENCE {
eCont ent Type CONTENT- TYPE. & d({Content Set}),
eCont ent [0] EXPLICIT CCTET STRI NG
( CONTAI NI NG CONTENT- TYPE.
&Type({ Cont ent Set } { @Cont ent Type})) OPTI ONAL }
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Signerinfo ::= SEQUENCE {
ver si on CMVSVer si on,
sid Signerldentifier,
di gest Al gorithm Di gest Al gorithm dentifier,
signedAttrs [0] IMPLICIT SignedAttributes OPTI ONAL,
si gnat ur eAl gorithm Si gnatureAl gorithmdentifier,
si gnature SignatureVal ue,
unsi gnedAttrs [1] IMPLICIT Attributes
{{Unsi gnedAttributes}} OPTI ONAL }

SignedAttributes ::= Attributes {{ SignedAttributesSet }}

Si gnerldentifier CHA CE {
i ssuer AndSer i al Nunmber | ssuer AndSeri al Nunber,

[[3 subj ect Keyl dentifier [0] SubjectKeyldentifier ]] }

Si gnedAttri butesSet ATTRIBUTE :: =

{ aa-signingTinme | aa-nessageDi gest | aa-contentType, ... }
Unsi gnedAttri butes ATTRIBUTE ::= { aa-countersignature, ... }
Si gnat ureVal ue ::= OCTET STRI NG
Envel opedDat a ::= SEQUENCE {

ver si on CMVSVer si on,

originatorinfo [0] IMPLICIT Oiginatorlnfo OPTI ONAL,
reci pi entl nfos Reci pi entl nf os,

encrypt edCont ent | nfo Encrypt edCont ent | nf o,

[[2 unprotectedAttrs [1] IMPLICIT Attributes
{{ UnprotectedEnvAttributes }} OPTIONAL ]] }

Oiginatorlnfo ::= SEQUENCE {
certs [O] IMPLICIT CertificateSet OPTI ONAL,
crls [1] IMPLICI T Revocati onl nf oChoi ces OPTI ONAL }

Reci pientInfos ::= SET SIZE (1.. MAX) OF Recipientlnfo

EncryptedContentinfo ::=
Encrypt edCont ent | nf oType { Content Encrypti onAl gorithm dentifier }

Encrypt edContent I nfoType { Algorithm dentifierType } ::= SEQUENCE {
cont ent Type CONTENT- TYPE. & d({Content Set}),
cont ent Encrypti onAl gorithm Al gorithm dentifierType,
encr ypt edCont ent [0] IMPLICIT OCTET STRI NG OPTI ONAL }
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-- |If you want to do constraints, you m ght use:

-- EncryptedContentinfo ::= SEQUENCE {

-- content Type CONTENT- TYPE. & d({Content Set}),

-- content Encrypti onAl gorithm Cont ent Encrypti onAl gorithm dentifier,
-- encrypt edCont ent [0] I MPLICIT ENCRYPTED { CONTENT- TYPE.

-- &Type({Cont ent Set } { @ont ent Type}) OPTI ONAL }

-- ENCRYPTED { ToBeEncrypted} ::= OCTET STRI NG ( CONSTRAlI NED BY

-- { ToBeEncrypted } )

Unpr ot ect edEnvAttri butes ATTRIBUTE ::= { . }
Unpr ot ect edEncAttri butes ATTRIBUTE ::= { . }
Reci pientInfo ::= CHO CE {

Ktri KeyTr ansReci pi ent | nf o,

kari [1] KeyAgreeRecipientinfo ]],
kekri [2] KEKReci pientlnfo]],

pwi [3] PasswordReci pientlnfo,
ori [4] O herRecipientinfo ]] }

aRw

Encrypt edKey ::= OCTET STRI NG
KeyTransReci pi entlnfo ::= SEQUENCE {
versi on CMSVersion, -- always set to 0 or 2

rid Recipientldentifier,
keyEncrypti onAl gorithm Al gorithmdentifier

{ KEY- TRANSPORT, {KeyTransportAl gorithnSet}},
encrypt edKey Encrypt edKey }

KeyTransport Al gorit hnSet KEY- TRANSPORT ::= { KeyTransportAlgs, ... }

Reci pientldentifier ::= CHO CE {
i ssuer AndSeri al Nunmber | ssuer AndSeri al Nunber,

[[2: subjectKeyldentifier [0] SubjectKeyldentifier ]] }
KeyAgr eeReci pientlInfo ::= SEQUENCE {

versi on CMSVersion, -- always set to 3

originator [0] EXPLICIT OiginatorldentifierO Key,

ukm [ 1] EXPLICI T User Keyi nghat eri al OPTI ONAL,

keyEncrypti onAl gorithm Al gorithm dentifier

{ KEY- AGREE, {KeyAgreenent Al gorithntet}},
reci pi ent Encr ypt edkKeys Reci pi ent Encrypt edKeys }

KeyAgr eenent Al gori t hnSet KEY- AGREE ::= { KeyAgreementAlgs, ... }
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OiginatorldentifierOKey ::= CHO CE {
i ssuer AndSeri al Nunber | ssuer AndSeri al Nunber,
subj ect Keyl dentifier [0] SubjectKeyldentifier,
originatorKey [1] OriginatorPublicKey }

Ori gi nat or Publ i cKey ::= SEQUENCE {
al gorithm Al gorithm dentifier {PUBLIC KEY, {OiginatorKeySet}},
publ i cKey BIT STRI NG }

Ori gi nat or KeySet PUBLI G- KEY ::= { KeyAgreePublicKeys, ... }
Reci pi ent Encrypt edKeys ::= SEQUENCE OF Reci pi ent Encr ypt edKey
Reci pi ent Encrypt edKey ::= SEQUENCE {

ri d KeyAgreeReci pientldentifier,
encrypt edKey Encrypt edKey }

KeyAgr eeReci pientldentifier ::= CHO CE {
i ssuer AndSeri al Number | ssuer AndSeri al Nunber,
rkeyld [0] IMPLICIT RecipientKeyldentifier }

Reci pi ent Keyl dentifier ::= SEQUENCE {
subj ect Keyl denti fi er Subject Keyldentifier,
date CeneralizedTi me OPTI ONAL,
ot her Ot herKeyAttribute OPTI ONAL }

Subj ect Keyl dentifier ::= OCTET STRI NG
KEKReci pi entInfo ::= SEQUENCE {
versi on CMSVersion, -- always set to 4

keki d KEKI dentifier,

keyEncrypti onAl gorithm KeyEncrypti onAl gorithm dentifier,
encrypt edKey EncryptedKey }

KEKl dentifier ::= SEQUENCE {
keyldentifier OCTET STRI NG
date GeneralizedTi me OPTI ONAL,
ot her Ot herKeyAttribute OPTI ONAL }

Passwor dReci pi entI nfo ::= SEQUENCE {
versi on CMSVer si on, -- always set to O
keyDerivati onAl gorithm [0] KeyDerivationAl gorithmdentifier
OPTI ONAL,

keyEncrypti onAl gorithm KeyEncrypti onAl gorithm dentifier,
encrypt edKey EncryptedKey }

OTHER- RECI PI ENT :: = TYPE-I DENTI FI ER
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Q her Reci pientInfo ::= SEQUENCE {
ori Type OTHER- RECI PI ENT.
& d({SupportedQ her Reci pl nfo}),
ori Val ue OTHER- RECI PI ENT.
&Type({SupportedQ her Reci pl nfo}{ @ri Type})}

SupportedQ her Reci plnfo OTHER-RECI PIENT ::={ ... }

Di gestedData ::= SEQUENCE {
versi on CMSVer si on,
di gest Al gorithm Di gest Al gorithm dentifier,
encapCont ent | nf o Encapsul at edCont ent | nf o,

di gest Digest, ... }
Di gest ::= OCTET STRI NG
Encrypt edDat a :: = SEQUENCE {

ver si on CVSVer si on,
encrypt edCont ent | nfo Encrypt edCont ent | nf o,

[[2 unprotectedAttrs [1] IMPLICIT Attributes
{{UnprotectedEncAttributes}} OPTIONAL ]] }

Aut henti cat edDat a :: = SEQUENCE {
ver si on CVSVer si on,
originatorinfo [0] IMPLICIT Oiginatorlnfo OPTI ONAL,
reci pi entl nfos Reci pi entlnfos,
macAl gorit hm MessageAut henti cati onCodeAl gorithm
di gestAlgorithm[1] DigestAl gorithmdentifier OPTI ONAL,
encapCont ent | nf o Encapsul at edCont ent | nf o,
authAttrs [2] IMPLICIT AuthAttri butes OPTI ONAL,
mac MessageAut henti cati onCode,
unauthAttrs [3] IMPLICI T Unaut hAttri butes OPTI ONAL }

AuthAttributes ::= SET SIZE (1.. MAX) OF Attribute
{{AuthAttributeSet}}
Aut hAttri but eSet ATTRIBUTE ::= { aa-content Type | aa-nessageDi gest
| aa-signingTime, ...}
MessageAut henti cati onCode ::= OCTET STRI NG
Unaut hAttributes ::= SET SIZE (1.. MAX) OF Attribute

{{Unaut hAttri buteSet}}

Unaut hAttri buteSet ATTRIBUTE ::= {...}
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-- Ceneral algorithmdefinitions

Di gest Al gorithmdentifier ::= Algorithmdentifier
{ DI GEST- ALGORI THM {Di gest Al gorithnBet}}

Di gest Al gori t hnSet DI GEST- ALGORI THM : : = {
Crypt ogr aphi cMessageSynt axAl gori t hnms- 2009. MessageDi gest Al gs, ... }

SignatureAl gorithmdentifier ::= Al gorithm dentifier
{ SI GNATURE- ALGORI THM { Si gnat ur eAl gori t hnSet }}

Si gnat ureAl gorithnSet SI GNATURE- ALGORI THM : : =

{ SignatureAlgs, ... }
KeyEncryptionAl gorithm dentifier ::= Algorithmdentifier

{ KEY- WRAP, {KeyEncryptionAl gorithntet}}
KeyEncrypti onAl gorithnSet KEY-WRAP ::= { KeyWapAlgs, ... }
Cont ent Encrypti onAl gorithm dentifier ::= Algorithm dentifier

{ CONTENT- ENCRYPTI ON, {Content EncryptionAl gorithntet}}

Cont ent Encrypti onAl gorithnSet CONTENT- ENCRYPTION :: =
{ ContentEncryptionAlgs, ... }

MessageAut hent i cati onCodeAl gorithm ::= Al gorithm dentifier
{MAC- ALCORI THM {MessageAut henti cati onCodeAl gorithntet}}

MessageAut hent i cati onCodeAl gorithnSet MAC- ALGORI THM : : =
{ MessageAuthAlgs, ... }

KeyDeri vationAl gorithm dentifier ::= Al gorithmdentifier
{ KEY- DERI VATI ON, {KeyDerivationAlgs, ...}}

Revocati onl nfoChoices ::= SET OF Revocati onl nfoChoi ce

Revocati onl nf oChoi ce ::= CHO CE {
crl Certificatelist,

[[5 other [1] IMPLICIT O herRevocati onl nfoFormat ]] }

OTHER- REVCK- | NFO : : = TYPE- | DENTI FI ER
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QO her Revocati onl nf oFormat :: = SEQUENCE ({
ot her Revl nf oFor mat OTHER- REVOK- | NFO.
& d({SupportedQ her Revokl nfo}),
ot her Revl nf o OTHER- REVCK- | NFO
&Type({Support edQ her Revokl nf o} { @t her Revl nf oFormat }) }

SupportedQ her Revokl nfo OTHER-REVOK-INFO ::={ ... }

CertificateChoices ::= CHO CE {

certificate Certificate,

ext endedCertificate [0] I MPLICIT ExtendedCertificate,
-- Qbsolete

[[3: v1iAttrCert [1] IMPLICIT AttributeCertificateVli]],
-- Obsolete

[[4: v2AttrCert [2] IMPLICIT AttributeCertificateV2]],

[[5: other [3] IMPLICIT GtherCertificateFormat]] }

AttributeCertificatev2 ::= AttributeCertificate
OTHER- CERT- FMT : : = TYPE- | DENTI FI ER
O herCertificateFormat ::= SEQUENCE ({
ot her Cert For mat OTHER- CERT- FM.
& d({SupportedCert Formats}),
ot her Cert OTHER- CERT- FMI.

&Type({ Support edCert For mat s} { @t her Cert Format})}
SupportedCert Formats OTHER-CERT-FMT ::={ ... }
CertificateSet ::= SET OF CertificateChoices
| ssuer AndSeri al Nunber ::= SEQUENCE ({

i ssuer Nane,

serial Number CertificateSerial Nunber }
CvBVersion ::= INTEGER { vO(0), vi(1l), v2(2), v3(3), v4(4), v5(5) }
User Keyi ngMaterial ::= OCTET STRI NG
KEY- ATTRI BUTE :: = TYPE- | DENTI FI ER
O herKeyAttribute ::= SEQUENCE {

keyAttrid KEY-ATTRI BUTE.

& d({SupportedKeyAttributes}),

keyAttr KEY- ATTRI BUTE.
&Type({SupportedKeyAttributes}{ @eyAttrid})}
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SupportedKeyAttributes KEY-ATTRIBUTE ::={ ... }
-- Content Type hject ldentifiers

id-ct-contentlnfo OBJECT IDENTIFIER ::= { iso(1) nenber-body(2)
us(840) rsadsi (113549) pkcs(1) pkcs9(9) smine(16) ct(1l) 6 }

ct-Data CONTENT-TYPE ::= { | DENTIFIED BY id-data }

i d-data OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2)
us(840) rsadsi (113549) pkcs(1) pkes7(7) 1}

ct- Si gnedDat a CONTENT- TYPE :: =
{ TYPE Si gnedDat a | DENTI FI ED BY i d-si gnedDat a}

i d-signedData OBJECT IDENTIFIER ::= { iso(1l) menber-body(2)
us(840) rsadsi (113549) pkcs(1) pkes7(7) 2}

ct - Envel opedDat a CONTENT- TYPE : : =
{ TYPE Envel opedDat a | DENTI FI ED BY i d-envel opedDat a}

i d-envel opedData OBJECT IDENTIFIER ::= { iso(1l) menber-body(2)
us(840) rsadsi (113549) pkcs(1) pkes7(7) 3}

ct - Di gest edDat a CONTENT- TYPE :: =
{ TYPE Di gestedDat a | DENTI FI ED BY i d-di gest edDat a}

i d-di gestedData OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2)
us(840) rsadsi (113549) pkcs(1) pkes7(7) 5}

ct-Encrypt edDat a CONTENT- TYPE :: =
{ TYPE EncryptedData | DENTI FI ED BY i d-encryptedDat a}

i d-encryptedbData OBJECT IDENTIFIER ::= { iso(1l) menber-body(2)
us(840) rsadsi (113549) pkcs(1) pkecs7(7) 6 }

ct - Aut henti cat edDat a CONTENT- TYPE :: =
{ TYPE Aut henti cat edDat a | DENTI FI ED BY i d-ct - aut hDat a}

i d-ct-authData OBJECT I DENTIFIER ::= { iso(1) menber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) smine(1l6) ct(1l) 2 }

-- The CMS Attributes

MessageDi gest ::= OCTET STRI NG
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SigningTine ::= Tine

Tinme ::= CHO CE {
ut cTi me UTCTi ne,
general Ti ne GeneralizedTine }

Countersignature ::= Signerinfo
-- Attribute nject ldentifiers

aa- content Type ATTRI BUTE :: =
{ TYPE Content Type | DENTI FI ED BY i d-content Type }

i d-content Type OBJECT IDENTIFIER ::= { iso(1) nenber-body(2)
us(840) rsadsi (113549) pkcs(1) pkcs9(9) 3}

aa- nessageDi gest ATTRI BUTE :: =
{ TYPE MessageDi gest | DENTI FI ED BY i d- nessageDi gest }

i d- messageDi gest OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2)
us(840) rsadsi (113549) pkcs(1) pkcs9(9) 4}

aa- si gni ngTi me ATTRI BUTE :: =
{ TYPE Si gni ngTi ne | DENTI FI ED BY i d- si gni ngTi ne }

i d-signingTime OBJECT IDENTIFIER ::= { iso(1) nmenber-body(2)
us(840) rsadsi (113549) pkcs(1) pkcs9(9) 5}

aa-countersignature ATTRIBUTE :: =
{ TYPE Countersignature |DENTIFIED BY id-countersignature }

i d-countersignature OBJECT IDENTIFIER ::= { iso(1) menber-body(2)
us(840) rsadsi (113549) pkcs(1) pkcs9(9) 6 }

-- (bsolete Extended Certificate syntax from PKCS#6

Ext endedCertificateOCertificate ::= CHO CE {
certificate Certificate,
ext endedCertificate [0] I MPLICIT ExtendedCertificate }

Ext endedCertificate ::= SEQUENCE {
ext endedCertificatel nfo ExtendedCertificatelnfo,
si gnat ur eAl gorithm Si gnatureAl gorithmdentifier,
signature Signature }

Ext endedCertificatelnfo ::= SEQUENCE {
ver si on CMVSVer si on,
certificate Certificate,
attributes UnauthAttributes }
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Signature ::= BIT STRING
Attribute{ ATTRIBUTE AttrList } ::= SEQUENCE ({
attrType ATTRI BUTE
& d({AttrList}),
attrVal ues SET OF ATTRI BUTE

&Type({AttrList}{@ttrType}) 1}

Attributes { ATTRIBUTE: AttrList } ::=
SET SIZE (1..MAX) OF Attribute {{ AttrList }}

END
10. ASN. 1 Modul e RFC 5752

We have updated the ASN. 1 nodul e associated with this docunent to be
2008 conpliant and to use the set of classes previously defined in
[ RFC5911] .

Mul ti pl eSi gnat ures-2010
{ iso(1l) menber-body(2) us(840) rsadsi(113549) pkcs(1l) pkcs9(9)
sm me(16) nodul es(0) id-nod-multipleSign-2009(59) }
DEFINITIONS | MPLICI T TAGS :: =
BEG N
-- EXPORTS A
-- The types and values defined in this nmodul e are exported for use
-- in the other ASN. 1 nodul es. Qher applications my use themfor
-- their own purposes.

| MPORTS
-- I nports from PKI X- Common- Types- 2009 [ RFC5912]

ATTRI BUTE
FROM PKI X- CommpnTypes- 2009
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechani sns(5) pkix(7) id-nmod(0)
i d- nod- pki xComon- 02(57) }

-- Inports from Crypt ographi cMessageSynt ax- 2010 [ RFC6268]
Di gest Al gorithm dentifier, SignatureAl gorithm dentifier
FROM Cr ypt ogr aphi cMessageSynt ax- 2010

{ iso(1l) menber-body(2) us(840) rsadsi (113549)
pkcs(1l) pkcs-9(9) smine(16) nodul es(0) id-nod-cns-2009(58) }
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-- Inports from Ext endedSecurityServices-2009 [ RFC5911]

ESSCert | Dv2
FROM Ext endedSecurityServi ces-2009
{ iso(1l) menber-body(2) us(840) rsadsi(113549) pkcs(1) pkcs-9(9)
sm nme(16) nodul es(0) id-nod-ess-2006-02(42) }

-- Section 3.0

-- at-nultipleSignatures should be added ONLY to the
-- Si gnedAttri butesSet defined in [ RFC5652]

at-mul tipl eSi gnatures ATTRIBUTE :: = {
TYPE Ml ti pl eSi gnat ur es
| DENTI FI ED BY id-aa-mnultipl eSignatures

}

i d-aa-mul tipl eSignatures OBJECT | DENTIFIER :: = {
i so(1) nenber-body(2) us(840) rsadsi(113549) pkcs(1l) pkcs9(9)
id-aa(2) 51}

Mul tipl eSignatures ::= SEQUENCE {
bodyHashAl g Di gest Al gorithm dentifier,
signAl g Si gnat ureAl gorithmdentifier,
si gnAttrsHash Si gnAt t r sHash,
cert ESSCert | Dv2 OPTI ONAL

}

Si gnAttrsHash ::= SEQUENCE ({
alglD Di gest Al gorithm dentifier,
hash OCTET STRI NG

}

END

11. Module ldentifiers in ASN. 1

One potential issue that can occur when updating nodules is the fact
that a | arge nunber of nodul es may need to be updated if they inport
froma newy updated nodule. This section addresses one nethod that
can be used to deal with this problem but the nodules in this
docunent don’'t currently inplenent the solution discussed here.
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When | ooki ng at an inmport statenent, there are three portions: The
list of items inported, a textual nane for the nodule, and an object
identifier for the nmodule. Full inplenmentations of ASN. 1 do nodul e
mat ching using first the object identifier, and if that is not
present, the textual nane of the nodule. Note however that sone

ol der inplenentations used the textual nane of the nodule for the
purposes of matching. In a full inplenmentation, the nane assigned to
the nmodule is scoped to the ASN.1 nodul e that it appears in (and thus
the need to match the nmodule it is inporting fronjy.

One can create a nodul e that contains only the nmodul e nunmber
assignments and inport the nodul e assignments fromthe new nodul e.
Thi s means that when a nodule is replaced, one can replace the
previ ous nodul e, update the nodul e nunber assignment nodul e, and
reconpil e wi thout having to nodify any other nodul es.

A sanmpl e nmodul e assi gnment nodul e woul d be:

Modul eNunber s
DEFI NI TIONS TAGS :: =
BEG N
id-mod-CVS ::= { iso(1l) menber-body(2) us(840) rsadsi (113549)
pkcs(1l) pkcs-9(9) sm ne(16) nodul es(0) 58 }

id-mod-Alglnfo ::=
{iso(1) identified-organization(3) dod(6) internet(1)
security(5) mechani snms(5) pkix(7) id-nmod(0)
i d- mod- al gorithm nformati on-02(58)}
END

This would be used in the follow ng inport statenent:

| MPORTS
i d-mod- CVS, id-nod-Al glnfo
FROM Mbdul eNunbers -- Note it will match on the nane since no

-- ODis provided

CMVBVer si on, Encapsul at edCont ent | nf o, CONTENT- TYPE
FROM Cr ypt ogr aphi cMessageSynt ax- 2010
i d- mod- CVB

Al gorithmdentifier{}, SM ME- CAPS, ParanOptions
FROM Al gorithm nformati on-2009 id-nod-Al glnfo
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12. Security Considerations

Thi s docunent

itself does not have any security considerations. The

ASN. 1 nodul es keep the sanme bits-on-the-wire as the nodul es that they

repl ace.
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