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1. Introduction

The RC4 [RC4] algorithm is a widely used stream cipher. Test vectors
for algorithms are useful for implementers. The RC4 cipher can use
different key lengths. Advances in crypto-analysis [FMcG] [MANTINO1]
[MIRONOV] [MANTINO5] suggest that initial parts of the stream output
need to be discarded. This document contains several test vectors

for different key lengths and for different offsets in the stream.

Motivation for this document arose from the implementation of
[RFC4345].

The test vectors provided in this document have been collected by
generating RC4 keystream output from three separate implementations
and comparing the streams. The RC4 implementations used are
Libgcrypt 1.4.4 [LIBGCRYPT], Nettle 2.0 [NETTLE], and a custom
implementation.

The document contains test vectors for two different keys:

Key 1. The key byte index (starting on one), that is: 0x01, 0x02,
0x03, 0x04,...

Key 2: Generated by hashing the string "Internet Engineering Task
Force" with the SHA-256 [SHS] [RFC4634] hash function, using the
following command:

$ echo -n "Internet Engineering Task Force" | sha256sum
1lada31d5cf688221c109163908ebe51debb46227c6cc8b37641910833222772a

The generated string has also been verified using the SHA-256 hash
function implementation in OpenSSL (versions 0.9.8] and 1.0.0a)
[OPENSSL].

The digest that is generated is then truncated to the appropriate

length, keeping the Least Significant Bit (LSB) part of the digest as
the key.
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The key lengths used in this document are 40, 56, 64, 80, 128, 192,

and 256 bits, respectively. The stream offsets used in this document

are 0, 256, 512, 768, 1024, 1536, 2048, 3072, and 4096 bytes,
respectively. Offset 1536 corresponds to recommendations in
[RFC4345]. The offsets 768 and 3072 correspond to recommendations in
[SANS].

2. Test Vectors for RC4

Key length: 40 bits.
key: 0x0102030405

DEC OHEX 0: b2396305 f03dc027 ccc3524a 0alll8 a8
DEC 16 HEX 10: 698294 4f 18fc82d5 89c403 a4 7a0d 09 19
DEC 240 HEX f0: 28 cb 1132 c96ce286 42 1dcaad b8 b6 9e ae
DEC 256 HEX 100: 1cfcf62b 03 ed db 64 1d 77 df cf 7f 8d 8c 93
DEC 496 HEX 1f0: 42 b7 d0Ocd d918a8a3 3dd517 81 c8 1f40 41
DEC 512 HEX 200: 645984 44 32 a7da92 3cfb3eb4 98 06 61 f6
DEC 752 HEX 2f0: ec 1032 7b de2beefd 18927 76 80 45 7e 22
DEC 768 HEX 300: eb 62 63 8d 4f0b al fe 9f ca 20 e0 5b f8 ff 2b
DEC 1008 HEX 3f0: 45129048 e6 a0 ed Ob 56 b4 90 33 8f 07 8d a5
DEC 1024 HEX 400: 30 abbcc7 c20b 0160 9f23ee 2d 5f6b b7 df
DEC 1520 HEX 5f0: 329417 44 d8f9 7905 07 e7 0f 62 e5 bb ce ea
DEC 1536 HEX 600: d8729d b4 1882 259b ee 48253 25f5al 30
DEC 2032 HEX 7f0: 1le bl 4a0c 13 b3 bf47 fa2a0ba9 3ad45b8b
DEC 2048 HEX 800: cc582f8b a9 f265e2 blbe 9112 e9 75d2d7
DEC 3056 HEX bf0: f2e3 0f9b d1 02 ec bf 75aaade9 bc 35c4 3c
DEC 3072 HEX c00: ecOe 11 c4 79dc329d c8da79 68 fe 96 56 81
DEC 4080 HEX ff0: 06 8326 a2 1184 16d2 1f9d 04 b2 cd 1c a0 50
DEC 4096 HEX 1000: ff 25 b5 89 9599 67 07 e5 1f bd fO 8b 34 d8 75
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Key length: 56 bits.
key: 0x01020304050607

DEC 0 HEX

DEC 16 HEX

DEC 240 HEX
DEC 256 HEX
DEC 496 HEX
DEC 512 HEX
DEC 752 HEX
DEC 768 HEX
DEC 1008 HEX
DEC 1024 HEX
DEC 1520 HEX
DEC 1536 HEX
DEC 2032 HEX
DEC 2048 HEX
DEC 3056 HEX
DEC 3072 HEX
DEC 4080 HEX
DEC 4096 HEX

0: 293f02d4 7f37c9b6 33f2af 52 85 fe b4 6b

10: e620f139 0d19bd 84 e2e0fd75 2031 afcl

fO: 9140253 1¢ 921881 0df6 0f 67 €3 38 15 4c
100: dOfd b583 07 3ce85a b83917 74 Oe cO 11 d5
1f0; 75814 11 e8 71 cffa 70b9 Oc 74 c592 e4 54
200: Ob b8 7202 93 8d ad 60 9e 87 a5al b0 79 e5 e4
2f0: ¢c291 12 46 b6 12e7e7 b9 03 dfed al da d8 66
300: 32828f91 502b 6291 368de808 1de3 6fc2
3f0: f3 b9 a7 e3 b2 97 bf 9a d8 04 51 2f 90 63 ef f1
400: 8echb 67 a9 ba 1lf55a5 a0 67 e2 b0 26 a3 67 6f
5f0: d2 aa902b d4 2d 0d 7c fd 34 Oc d4 58 10 52 9of
600: 78 b272c9 6e 42 eabd c60bd9 14 e39d 06 e3
7f0: f4 33 2fd3 1a 07 93 96 ee 3c ee 3f 2a 4f f0 49
800: 05459781 d4 1fda7f 30cl be 7e 12 46 c6 23
bf0: ad fd 38 68 b8 e5 1485 d5e6 1001 7e 3d d6 09
c00: ad 26 58 1c Oc 5b e4 5f 4cea 01 db 2f 38 05 d5
ff0: 317 2cef fc3b3d 99 7c85ccd5 af 1a 95 Oc
1000: e7 4b 0b 97 3122 7fd3 7c Oe cO 8a 47 dd d8 b8

Key length: 64 bits.
key: 0x0102030405060708

DEC OHEX

DEC 16 HEX

DEC 240 HEX
DEC 256 HEX
DEC 496 HEX
DEC 512 HEX
DEC 752 HEX
DEC 768 HEX
DEC 1008 HEX
DEC 1024 HEX
DEC 1520 HEX
DEC 1536 HEX
DEC 2032 HEX
DEC 2048 HEX
DEC 3056 HEX
DEC 3072 HEX
DEC 4080 HEX
DEC 4096 HEX

0: 97ab8alb foafb9 61 32f2f6 72 58 da 15 a8

10: 8263 efdb 45c4 al 86 84 ef 87 e6 bl 9e 5b 09
fO: 96 36 eb c9 84 19264 {7 d1 3 62 bd df 6e 18
100: d0a9 90 ff 2c05fe f5 b9 03 73 c9 ff 4b 87 Oa
1f0: 7323 9f1d b7f41d 80 b6 43 cOch5 2518 ec 63
200: 16 3b 3199 23 a6 bd b4 52 7c 6261 26 70 3c Of
2f0: 49 d6 c8 af 0f 97 14 4a 87 df 21 d9 14 72 f9 66
300: 4417 3a10 3b6616c5 d5ad 1cee 40c863d0
3f0: 27 3c9c 4b 27f322e4 e7 16ef53 a4 7d e7 a4
400: c6d0e7 b2 26259fa9 023490b2 6167 ad 1d
5f0: 1fe898 67 13f0 7c 3d 9a el cl 63 ff8cf9d3
600: 8369ela9 65610be8 87fbd0c7 9162 aafb
7f0: 0a 0127 ab b4 4484 b9 fbefb5abc ae 1b 57 9of
800: c2cdadcb6 402e8ee8 66¢elf37b db47e42c
bf0: 26 b5 1e a3 7df8 el d6 7 6fc3 b6 6a 74 29 b3
c00: bc 768320 5d 4f443d clf29dda 3315c87b
ff0: d5fab5a 34 69d29aaa f83d 2358 9d b8 c8 5b
1000: 3fb4 6e 2c 8f0f 06 8e dc e8cdcd 7d fc 58 62
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Key length: 80 bits.
key: 0x0102030405060708090a

DEC
DEC
DEC
DEC
DEC
DEC

0 HEX
16 HEX
240 HEX
256 HEX
496 HEX
512 HEX
DEC 752 HEX
DEC 768 HEX
DEC 1008 HEX
DEC 1024 HEX
DEC 1520 HEX
DEC 1536 HEX
DEC 2032 HEX
DEC 2048 HEX
DEC 3056 HEX
DEC 3072 HEX
DEC 4080 HEX
DEC 4096 HEX

Key length: 128

0: ede3b046 43e586¢cc 907dc218 51709902
10: 03516ba7 8413beb 223aa5d4 d2df 67 11
fO: 3cfd 6¢c b5 8e e0fdde 64 01 76 ad 00 00 04 4d
100: 4853 2b21 fb6079c9 11 4cOffd 9c 04 al ad
1f0; 3e8cea98 01 710997 90 84 bl ef 92 f9 9d 86
200: e20fb49b db 33 7e e4 8b 8d 8dcO f4 af ef fe
2f0: 5c 2521 ea cd 7966 fl 5e 0565 44 be a0 d3 15
300: e067a703 1931 a246 a6c3875d 2f67 8ach
3f0: a6 4f 70 af 88 ae 56 b6 f8 75 81 cO e2 3e 6b 08
400: f4 4903 1d e3 1281 4e c6f31929 1f4a 0516
5f0: bdae 8592 4b3cbl1d0 a2e33a30 c6d7 9599
600: 8a Ofeddb ac 86 5a 09 bcdl 27 fb 56 2e d6 Oa
7f0: b55a0a5b 51al2a8b e34899c3 e04751 l1a
800: d9a09cea 3ce75fe3 96980703 17 a7 1339
bf0: 5522 25ed 11 77f4 45 84 ac 8c fa 6¢ 4e b5 fc
c00: 7e82cbab fc 9538 1b 08 09 98 44 21 29 c2 {8
ff0: 1f135edl 4ce60a91 36 9d 2322 be f2 5e 3¢
1000: 08 b6 be 45 12 4a43 e2 eb 77 95 3f 84 dc 8553

bits.

key: 0x0102030405060708090a0b0c0d0e0f10

DEC
DEC
DEC
DEC
DEC
DEC

0 HEX
16 HEX
240 HEX
256 HEX
496 HEX
512 HEX
DEC 752 HEX
DEC 768 HEX
DEC 1008 HEX
DEC 1024 HEX
DEC 1520 HEX
DEC 1536 HEX
DEC 2032 HEX
DEC 2048 HEX
DEC 3056 HEX
DEC 3072 HEX
DEC 4080 HEX
DEC 4096 HEX

Strombergson &

0: 9ac7cc9a 609d 1lef7 b2932899 cde4d 1b 97
10: 5248 c495 9014 126a 6e8a84fl 1d la9e 1c
fO: 065902 e4 b6 206 cc 36 c8 58 9f 66 43 2f 2b
100: d39d 56 6b c6 bce301 07 68 15 15 49 f3 87 3f
1f0: b6dle6c4 a5ed4 77 1c ad 7953 8d f295fb 11
200: c68c 1d5¢c 559a97 41 23 df 1d bc 52 a4 3b 89
2f0: cbecf88d e897fd57 fed30170 1b 82 a259
300: eccbel3d elfcc9lc 11 a0b26¢c Obc8fa4d
3f0: e7a7 2574 f8 78 2ae2 6aabcf9e bc d6 60 65
400: bd f0 32 4e 6083 dcc6 d3cedd3c a8c53c 16
5f0: b40110c4 190b 5622 a961 16 b0 01 7e d2 97
600: ffa0 b5 14 64 7e cO 4f 63 06 b8 92 ae 66 11 81
7f0: d03d 1bcO 3cd33d70 dff9fabd 71 96 3e bd
800: 8a441264 11eaa78b d51e8d87 a887 9b 5
bf0: fabe b7 60 28 ad e2d0 e4 87 22 e4 6¢ 46 15 a3
c00: c05d88ab d50357f9 35a6 3c59 ee 537623
ff0: ff3826 5c 16 42cl ab e8 d3 c2fe 5e 57 2b f8
1000: a36a4c 30 lae8ac 13 610cchcl 2256 cacc
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bits.

key: 0x0102030405060708090a0b0c0d0e0f101112131415161718

DEC
DEC
DEC
DEC
DEC
DEC

0 HEX
16 HEX
240 HEX
256 HEX
496 HEX
512 HEX
DEC 752 HEX
DEC 768 HEX
DEC 1008 HEX
DEC 1024 HEX
DEC 1520 HEX
DEC 1536 HEX
DEC 2032 HEX
DEC 2048 HEX
DEC 3056 HEX
DEC 3072 HEX
DEC 4080 HEX
DEC 4096 HEX

Key length: 256

0: 0595e57f e5f0bb3c 706e dac8 a4 b2 db 11

10: df de 31 34 4al1laf7 69 c7 4f07 Oa ee 9e 23 26
fO: bO6b 9b 1e 195d 13d8 f4 a7 99 5¢ 45 53 ac 05
100: 6bd2 37 8e c341c9a4 2f37ba79 f88a32ff
1f0: e70bce 1d f7645adb 5d 2c 4130 21 5c¢ 3522
200: 9a5730c7 fcbh4c9af 51ffda89 c7flad?22
2f0: 04 8505 5f d4f6 f0d9 63 ef 5a b9 a5 47 69 82
300: 59 1f c6 6b cd al Oe 45 2b 03 d4 55 1f 6b 62 ac
3f0: 2753 cc 83 988afa3e 1688 al d3 b4 2c 9a 02
400: 9361 0d52 3d1d 3f00 62b3c2a3 bbc7c7f0
5f0: 96 c2 4861 Oaadedfe af89 78 cO 3de8 20 5a
600: 0e317b3d 1c73b9e9 a4 688f29 6d133a19
7f0: bdfOe6c3 cca5b5hb9 d533b69c 56 adal 20
800: 88a2 18hb6 e2ecele6 246d44c7 59d19b 10
bfO: 68 66 39 7e 95 c1 4053 4f94 26 34 21 00 6e 40
c00: 32cbOale 9542 c6 b3 b8b398ab c3 b0 flds
ff0: 29a0 b8 ae d54a 1323 24 c6 2e 42 3f54 b4 c8
1000: 3c b0 f3 b5 020a98 b8 2afdfel5 4484 al 68

bits.

key: 0x0102030405060708090a0b0c0d0e0f101112131415161718191alblcldlelf20

DEC
DEC
DEC
DEC
DEC
DEC

0 HEX
16 HEX
240 HEX
256 HEX
496 HEX
512 HEX
DEC 752 HEX
DEC 768 HEX
DEC 1008 HEX
DEC 1024 HEX
DEC 1520 HEX
DEC 1536 HEX
DEC 2032 HEX
DEC 2048 HEX
DEC 3056 HEX
DEC 3072 HEX
DEC 4080 HEX
DEC 4096 HEX

Strombergson & Josefsson

0: eaabbd 25 880bf93d 3f5d1le4dc a2611d91
10: cfad4 5¢c 9f 7e 71 4b 54 bd fa 80 02 7c bl 43 80

fO: 114ae344 ded7 1b 35 f2e60feb ad 72 7f d8
100: 02 el e7 05 6b 0f 62 39 0049 64 22 94 3e 97 b6
1f0: 91 cb 93 ¢c7 87 96 4e 10 d9 52 7d 99 9c 6f 93 6b
200: 49b18b 42 f8e836 7c beb5ef10 4balc7cd
2f0: 87 08 4b 3b a7 00 bade 9556 10 67 27 45 b3 74
300: e7a7b9e9 ec540d5f f43bdb12 792d 1b 35
3f0: c799b596 738f6b 01 8c 76 ¢c7 4b 17 59 bd 90
400: 7fec5bfd 9f9b 89 ce 6548 3090 92 d7 e9 58
5f0: 402 50 b2 6d 1f 09 6a 4a fd 4c 34 0a 58 88 15
600: 3e34135c 79db 0102 00767651 cf263073
7f0: f6 56 abcc f88d d827 02 7b 2ce9 17 d4 64 ec
800: 18 b6 25 03 bf bc 07 7f ba bb 98 f2 0d 98 ab 34
bf0: 8aed95ee 5b0dcbfb ef4eb21d 3a 3f52 9
c00: 62 5a1ab0 Oee39a53 27 346bdd b0 la9c 18
ff0: a1 3a7c 79 c7el119b5 ab 0296 ab 28 ¢3 00 b9
1000: f3e4cO0a2 e02d1d 01 f7f0a7 46 18 af 2b 48
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Key length: 40 bits.
key: 0x833222772a

DEC
DEC
DEC
DEC
DEC
DEC

0 HEX
16 HEX
240 HEX
256 HEX
496 HEX
512 HEX
DEC 752 HEX
DEC 768 HEX
DEC 1008 HEX
DEC 1024 HEX
DEC 1520 HEX
DEC 1536 HEX
DEC 2032 HEX
DEC 2048 HEX
DEC 3056 HEX
DEC 3072 HEX
DEC 4080 HEX
DEC 4096 HEX

0: 80ad 97 bd c9 73 df 8a 2e 87 9e 92 a4 97 ef da
10: 20f060c2 f2e512 65 01 d3 d4 fe al 0d 5f cO

fO: faal 48e9 9046 18 1f ec 6b 20 85 f3 b2 Oe d9
100: fO0dafs5 ba b3 d596 83 9857 84 6f 73 fb fe ba
1f0; 1c 7e 2fc4 6392 32fe 29 7584 b2 96 99 6b c8
200: 3d b9 b249 406¢cc8ed ffacb5cc d322bal2
2f0: e4f9 17 e0 06 61 54 bb d1 25 b7 45 56 9b c8 97
300: 75d5ef26 2b44c4 1la 9cf6 3ael 4568 el b9
3f0: 6d a4 53db f8 1€ 8233 4a3d 8866 ch50ale3
400: 7828d074 119cab5c 22 b294 d7 a9 bfal bb
5f0: ad b8 9cea 9al15fbhe6 17 29 5bd0 4b 8c a0 5¢
600: 6251d87f d4daaae9a 7edad5c2 17 d3f300
7f0: €7 11 9b d6 dd 9b 22 af e8f8 9585 43 28 81 e2
800: 785b 60 fd 7e c4 e9fc b6 54 5f 35 0d 66 Of ab
bf0: af ec cO 37 fd b7 b0 83 8e b3 d7 Ob cd 26 83 82
c00: dbcla7 b4 9d57358c c9fa6d 6l d7 3b 7cfO
ff0: 6349d1 26 a3 7afcba 89 79 4f 98 04 91 4fdc
1000: bf42c¢3 01 8c2f7c 66 bfde5249 757681 15

Key length: 56 bits.
key: 0x1910833222772a

DEC
DEC
DEC
DEC
DEC
DEC

0 HEX
16 HEX
240 HEX
256 HEX
496 HEX
512 HEX
DEC 752 HEX
DEC 768 HEX
DEC 1008 HEX
DEC 1024 HEX
DEC 1520 HEX
DEC 1536 HEX
DEC 2032 HEX
DEC 2048 HEX
DEC 3056 HEX
DEC 3072 HEX
DEC 4080 HEX
DEC 4096 HEX

Strombergson & Josefsson

0: bc92 22 db d3 27 4d 8f c66d 14 cc bd a6 69 Ob
10: 7ae6 27 41 0c9a2be6 93 df5b b7 48 5a 63 e3
fo: 3f09 31 aa 03 defb30 Of 06 01 03 82 6f 2a 64
100: be aa9ec8 d59b b6 81 29f302 7c 96 36 11 81
1f0: 74 e04d b4 6d 28 64 8d 7d ee 8a 00 64 b0 6¢ fe
200: 9b 5e 81 c6 2fe023c5 5bed 2f87 bbfd 32 b8
2f0; ce 17 8fcl 826efecbhb ¢c182f579 99 a4 61 40
300: 8bdf55¢cd 5506 1c 06 db a6 be 11 de 4a 57 8a
3f0: 62 6f5f4d ce 652501 f308 7d 39 c9 2c c3 49
400: 42 daac b6a 8f9ab9a7 fd 13 7c 60 37 82 56 82
5f0: cc03fdb7 9192a207 312f53f5 d4 dc 33 d9
600: f7 0f 14 12 2a1c 98 a3 155d 28 b8 a0 a8 a4 1d
7f0: 2a3a307a b2708a9c 00feOb42 f9c2d6al
800: 86261762 7d2261ea b0Obl2465 97 caOae9
bf0: 5518 77 ce 4f2e 1ddb bf8e 13 e2 cd e0 fd c8
c00: 1b 1556 cb 93 5f17 33 37 70 5f bb 5d 50 1f c1
ff0: ec d0 e9 66 02 be 7f8d 5092 81 6¢ cc f2 c2 €9
1000: 02 78 81 fa b4 99 3alc 262024 a9 4fff 3f 61
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Key length: 64 bits.
key: 0x641910833222772a

DEC
DEC
DEC
DEC
DEC
DEC

0 HEX
16 HEX
240 HEX
256 HEX
496 HEX
512 HEX
DEC 752 HEX
DEC 768 HEX
DEC 1008 HEX
DEC 1024 HEX
DEC 1520 HEX
DEC 1536 HEX
DEC 2032 HEX
DEC 2048 HEX
DEC 3056 HEX
DEC 3072 HEX
DEC 4080 HEX
DEC 4096 HEX

0: bbf6 09 de 94 1317 2d 07 66 Oc b6 80 71 69 26
10: 46 10 1a6d ab43115d 6¢ 52 2b 4f €9 36 04 a9
fO: cbelfff2 1c96f3 ee 6 1le 8fe0 54 2c bd fO

100: 347938 bf fa4009c5 12 cfb4 03 4b 0d d1 a7
1f0; 7867 a7 86 d00a 7147 904d 76 dd f1 e520e3
200: 8d 3e 9e 1c aefccc b3 fbf8dl 8f 64 12 Ob 32
2f0: 94233718 fd 76 f0fa e8c52d 79 54 81 06 72
300: b8548c 10 f516 67 f6 e6 Oe 18 2f al 9b 30 {7
3f0: 0211c7c6 190c9efd 12 37 c3 4c 8f 2e 06 c4
400: bd a6 4f65 27 6d 2aac b8f9 02 12 20 3a 80 8e
5f0: bd 38207 32ffb53e ¢193e79d 33e27c73
600: d0 1686 16 86 1907 d4 82 e3 6¢c da c8cf57 49
7f0: 97 b0f0f2 24 b2 d2 31 71 14 80 8f b0 3a f7 a0
800: e59616e4 69787939 a0 63 ceea 9afd56dl
bf0: c47e0dcl 660919cl 1101 20 8f 9e 69 aa 1f
c00: 5ae4f128 96 b8 37 9a 2aad 89 b5 b553d6 b0
ff0: 6b 6b 09 8d 0c 29 3bc2 99 3d 80 bf 05 18 b6 d9
1000: 81 70cc3c cd92a698 62 1b 93 9d d3 8fe7 b9

Key length: 80 bits.
key: 0x8b37641910833222772a

DEC
DEC
DEC
DEC
DEC
DEC

0 HEX
16 HEX
240 HEX
256 HEX
496 HEX
512 HEX
DEC 752 HEX
DEC 768 HEX
DEC 1008 HEX
DEC 1024 HEX
DEC 1520 HEX
DEC 1536 HEX
DEC 2032 HEX
DEC 2048 HEX
DEC 3056 HEX
DEC 3072 HEX
DEC 4080 HEX
DEC 4096 HEX

Strombergson & Josefsson

0: ab65c26e ddb28760 0db2fdal 0d le 60 5c
10: bb 759010 ¢c29658f2 c¢72d93 a2 dl16d29 30
fO: b9 01 e8 03 6e d1 c3 83 cd 3c 4c 4d dO a6 ab 05
100: 3d 25ce 49 2292 4c 55 f0 64 94 33 53 d7 8a 6¢
1f0: 12claa 44 bbf8 7e 75 €6 1116 9b 2c 38 f4 9b
200: 28f2b343 4b65c098 77470044 c6eal70d
2f0: bd 9e f8 22 de 5288 19 61 34 cf8a f7 8393 04
300: 67559¢c23 f0521584 70a296f7 2573 5a 32
3f0: 8bab26fh c2cl2b0f 13 e2ab 18 5e ab 241
400: 3118 5a6d 69 6f0cfa 9b 42 808b 38el 32 a2
5f0: 56 4d 3d ae 18 3c 5234 c8afle51 06 1c 44 b5
600: 3c 07 78 a7 b5f72d 3c 23 a3 135c 7d 67 b9 f4
7f0: 3436989 0Ofcf16fb 51 7d caae 44 63 b2 dd
800: 02f31c81 €82007 31 b899 b0 28 e7 91 bf a7
bf0: 72 da 64 62 83228c14 30085370 17 9561 6f
c00: 4e 0a 8c6f 7934 a7 88 e2265e81 d6d0O c8f4
ff0: 438dd5ea fea0 11 1b 6f36 b4 b9 38 da 2a 68
1000: 5f6bfc 73 815874d9 7100086 97 9357 d8
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bits.

key: Oxebb46227c6cc8b37641910833222772a

DEC
DEC
DEC
DEC
DEC
DEC

0 HEX
16 HEX
240 HEX
256 HEX
496 HEX
512 HEX
DEC 752 HEX
DEC 768 HEX
DEC 1008 HEX
DEC 1024 HEX
DEC 1520 HEX
DEC 1536 HEX
DEC 2032 HEX
DEC 2048 HEX
DEC 3056 HEX
DEC 3072 HEX
DEC 4080 HEX
DEC 4096 HEX

Key length: 192

0: 720c 94 b6 3edf44el 31d950ca 21 l1lab5a30
10: c366fdea cf9caB8 04 36 be 7c 35 84 24 d2 Ob
fO: b3394a40 aabf75cbh a4 2282 ef 25 a0 05 9of
100: 4847 d8 1d a4 94 2d bc 24 9d ef c4 8c 92 2b of
1f0; 08 12 8c 46 9f 27 53 42 ad da 20 2b 2b 58 da 95
200: 97 0d acef 40ad 98 72 3bac5d 69 55b8 17 61
2f0: 3cb89993 bO0O7b0ced 93de13d2 al 1013 ac
300: ef2d 67 6f 1545c2cl 3d c6 80 a0 2f 4a db fe
3f0: b6 059551 4f24 bc 9f e5 22 a6 ca d7 39 36 44
400: b515a8c5 011754f5 9003 058b db 8151 4e
5f0: 3c 7004 7e 8cbc038e 3b9820db 60 1d a4 95
600: 11 75 da 6e e7 56 de 46 a5 3e 2b 07 56 60 b7 70
7f0: 00a542bb a021 11 cc 2c 65 b3 8e bdbab8 7e
800: 58 65 fd bb 5b 48 06 41 04 e8 30 b3 80 f2 ae de
bf0: 34 b2 1lad2 ad 44e999 db2d 7f 08 63 fO d9 b6
c00: 84 a9 21 8f c3 6e 8a5f 2ccfbeae 53a27d25
ff0: a2 22 1a 11 b8 33 cc b4 98 a5 95 40 fO 54 5f 4a
1000: 5b be b4 78 7d 59 e5 37 3fdbea6c 6f75c29b

bits.

key: 0xc109163908ebe51debb46227c6cc8b37641910833222772a

DEC
DEC
DEC
DEC
DEC
DEC

0 HEX
16 HEX
240 HEX
256 HEX
496 HEX
512 HEX
DEC 752 HEX
DEC 768 HEX
DEC 1008 HEX
DEC 1024 HEX
DEC 1520 HEX
DEC 1536 HEX
DEC 2032 HEX
DEC 2048 HEX
DEC 3056 HEX
DEC 3072 HEX
DEC 4080 HEX
DEC 4096 HEX
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0: 54 b6 4e 6b 5a20b5e2 ec 8459 3d c7989d a7
10: c135eee2 37a85465 ff97 dc 03 92 4f 45 ce

fO: cfcc 92 2f b4 al 4abd4 5d 61 75 aa bbf2d201
100: 83 7b 87 e2 a4 46 ad 0e f7 98 ac dO 2b 94 12 4f
1f0: 17 a6 db d6 64 92 6a 06 36 b3 f4 c3 7a 4f 46 94
200: 4a5f9f 26 aeeed4d4 a25f632d 3052 33d9
2f0: 80a3d0 1e f00Oc 8e 9a 4209 cl 7f 4e eb 35 8¢
300: d15e 7d 5f faaabc 02 07 bf 20 0a 11 77 93 a2
3f0: 34 96 82 bf 58 8e aa 52 d0 aa 1560 34 6a eafa
400: f5854cdb 76 c8 89 e3 ad 63 354e 5f72 75 e3
5f0: 53 2c 7cec cb39df32 36318405 a4 bl 27 9c
600: baefe6d9 ceb65184 2260e0dl e05e 3b90
7f0: e82d 8c 6d b54e 3c63 3f581c 95 2b a0 42 07
800: 4b 16 e50a bd 38 1bd7 0900 a9 cd 9a 62 cb 23
bf0: 36 82 ee 33 bd 148b d9 58656 cd 8f30d9 fb
c00: 1e5a0b 84 7504 5d9b 20 b2 6286 24 ed fd 9e
ff0: 63 ed d6 84 fb 82 62 82 fe 52 8f9c Oe 92 37 bc
1000: e4 dd 2e 98 d6 96 Of ae Ob 43 54 54 56 74 3391
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Key length: 256 bits.
key: Ox1lada31d5cf688221¢c109163908ebe51debb46227c6cc8b37641910833222772a

DEC OHEX O0O: dd5bcb00 18e922d4 94 759d 7c 39 5d 02 d3
DEC 16 HEX 10: c844 6f8f 77 abf7 37 685353 eb 89 alc9eb
DEC 240 HEX f0: af3e 30f9 c0950459 38151575 ¢3fb 90 98
DEC 256 HEX 100: f8cb 62 74 db 99 b8 Ob 1d 20 12 a9 8e d4 8f Oe
DEC 496 HEX 1f0: 25¢3005a 1cb85de0 762598 39 ab 7198 ab
DEC 512 HEX 200: 9dcbc183 e8cb994b 72 7b 75 be 3180 76 9c
DEC 752 HEX 2f0: a1 d3 07 8d fa916950 3ed9d4 49 1dee 4e b2
DEC 768 HEX 300: 8514 a5 49 58 58 09 6f 59 6e 4b cd 66 b1 06 65
DEC 1008 HEX 3f0: 540 d59e c¢1 b0 3b 33 73 8efa60 b2 255d31
DEC 1024 HEX 400: 34 77 c7f7 64 a4 1bac ef f90bfl 4f92 b7 cc
DEC 1520 HEX 5f0: ac 4e 9536 8d 99 b9 eb 78 b8 da 8f 81 ff a7 95
DEC 1536 HEX 600: 8c 3c 13f8 c2388b b7 3f3857 6e 65 b7 c4 46
DEC 2032 HEX 7f0: 13c4 b9 cl df b6 6579 eddd 8a28 0Ob 9f 73 16
DEC 2048 HEX 800: dd d2 78 20 5501 26 69 8e fa ad c6 4b 64 f6 6e
DEC 3056 HEX bf0: fO 8f 2e 66 d2 8e d1 43 f3 a2 37 cf 9d e7 3559
DEC 3072 HEX ¢c00: 9e a36¢52 5531 b880 bal124334 f57b0b 70
DEC 4080 HEX ff0: d5a39e 3d fc c502 80 bac4 a6 b5 aa0dca 7d
DEC 4096 HEX 1000: 37 Ob 1c 1f e65591 6d 97 fd 0d 47 ca 1d 72 b8

3. Security Considerations
The RC4 algorithm does not meet the basic criteria required for an
encryption algorithm, as its output is distinguishable from random.
The use of RC4 continues to be recommended against; in particular,
its use in new specifications is discouraged. This note is intended
only to aid the interoperability of existing specifications that make
use of RC4.

4. Copying Conditions

This document is intended to be considered a Code Component, and is
thus effectively available under the Simplified BSD License.
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