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Thi s docunent specifies a method to bind a visual representation of a
certificate in the formof a certificate inmage to a public key
certificate as defined in RFC 5280, by defining a new "ot herlLogos"

i mage type according to RFC 3709.
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| nt roducti on

This standard specifies howto bind a certificate inmage to a
certificate (defined in [RFC5280]), providing a visual representati
of that certificate using the Logotype extension defined in [ RFC370
and specifying the certificate image as a new "ot her Logos" type.

The purpose of the certificate image is to aid human interpretation
of a certificate by providing neani ngful visual information to the
user interface (U).

Typi cal situations when a human needs to exam ne the visua
representation of a certificate are:

- A person establishes a secured channel with an authenticated
service. The person needs to determine the identity of the
service based on the authenticated credentials.
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- A person validates the signature on critical information, such as

si gned executabl e code, and needs to deternmine the identity of t
si gner based on the signer’s certificate.

- A person is required to select an appropriate certificate to be
used when authenticating to a service or ldentity Managenent
infrastructure. The person needs to see the avail able
certificates in order to distinguish between themin the selecti
process.
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The display of certificate information to humans i s chal |l engi ng due
to lack of well-defined semantics for critical identity attributes.
Unl ess the application has out-of-band know edge about a particul ar
certificate, the application will not know the exact nature of the
data stored in conmon identification attributes such as serial Nunber,
organi zati onNane, country, etc. Consequently, the application can
di splay the actual data, but faces the problem of |abeling that data
inthe U and inform ng the human about the exact nature (senantics)
of that data. It is also challenging for the application to
determ ne which identification attributes are inportant to display
and how to organize themin a | ogical order

RFC 3709 [ RFC3709] defines a certificate extension for binding i mages
to a certificate, such as a community | ogo and issuer |ogo, enhancing
the display of certificate information. The syntax is extensible and
al l ows inclusion of new inage types using the otherlLogos structure.
Thi s standard defines how to include a complete certificate inage
using the extensibility mechani smof RFC 3709.

1.1. Term nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

2. Certificate |Inage

This section defines the certificate i nage as a new ot herLogos type
according to Section 4.1 of [RFC3709].

The certificate i nage otherLogos type is identified by the Object
Identifier (OD) id-logo-certinmge

i d-pkix OBJECT IDENTIFIER ::=
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechani sns(5) pkix(7) }

id-1ogo OBJECT IDENTIFIER ::= { id-pkix 20 }
i d-1ogo-certimage OBJECT IDENTIFIER ::= { id-logo 3}

When present, the certificate i mage MJIST be a conpl ete visua
representation of the certificate. This neans that the display of
this certificate imge represents all information about the
certificate that the issuer subjectively defines as relevant to show
to a typical human user within the typical intended use of the
certificate, giving adequate information about at |east the foll ow ng
three aspects of the certificate:
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- Certificate Context
- Certificate |ssuer
- Certificate Subject

Certificate Context information is visual nmarks and/or textua
i nformati on that hel ps the typical user to understand the typica
usage and/or purpose of the certificate.

It is up to the issuer to decide what information -- in the form of
text, graphical synbols, and el enents -- represents a conplete visua
representation of the certificate. However, the visua
representation of Certificate Subject and Certificate Issuer
information fromthe certificate MJUST have the sane neaning as the
textual representation of that information in the certificate itself.

Applications providing a Graphical User Interface (GQJ) to the
certificate user MAY present a certificate inmage according to this
standard in any given application interface, as the only visua
representation of a certificate.

3. Logotypel magel nfo

The optional Logotypel nagelnfo structure is defined in [ RFC3709] and
is included here for convenience:

Logot ypel magel nfo :: = SEQUENCE {
type [0] Logotypel mageType DEFAULT col or
fileSize INTEGER, -- In octets
xSi ze | NTEGER, -- Horizontal size in pixels
ySi ze I NTECER, -- Vertical size in pixels
resol ution Logot ypel mageResol uti on OPTI ONAL
| anguage [4] IASString OPTIONAL } -- RFC 3066 Language Tag

NOTE: The referenced RFC 3066 in the structure above (from RFC 3709)
is obsolete and is currently replaced by RFC 5646 [ RFC5646].
The | anguage tag nmay carry information about the |anguage used
to express any textual elements within the inage as well as any
audi o information associated with the image.

When the optional Logotypelmagelnfo is included with a certificate
i mage, the paraneters shall be used with the follow ng semantics and
restrictions.

xSi ze and ySi ze represent the recommended display size for the inmage.

VWen a value of O (zero) is present, no reconmended display size is
specified. Wen non-zero values are present and these values differ
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from corresponding size values in the referenced inage file, then the
referenced i nage SHOULD be scaled to fit within the size paraneters
of Logotypel magel nfo, while keeping the x and y ratio intact.

The resol ution paraneter is redundant for all inmage formats that are
rel evant for certificate inages and MJUST NOT be specified.

4. Enbedded | nages

The certificate i mage otherlLogos type defined in this specification
and all | ogotype types defined in RFC 3709 [ RFC3709] MAY be stored
within the | ogotype extension using the "data" URL schene defined in
RFC 2397 [RFC2397] if the logotype inmage is provided through direct
addressing, i.e., the inage is referenced using the LogotypeDetails
structure.

The syntax of Logotype details defined in RFC 3709 is included here
for convenience:

Logot ypeDetail s ::= SEQUENCE {
medi aType | A5String, -- MME nedia type nane and optiona
-- paraneters (see Section 5)
| ogot ypeHash SEQUENCE SI ZE (1..MAX) OF HashAl gAndVal ue,
| ogot ypeURI SEQUENCE SI ZE (1..MAX) OF I A5String }

The syntax of the "data" URL schene defined in RFC 2397 is included
here for convenience:

dat aur | = "data:" [ nediatype ] [ ";base64" ] "," data
nedi at ype = [ type "/" subtype ] *( ";" paraneter )

dat a = *url char

par anet er = attribute "=" val ue

Wen including the image data in the | ogotype extension using the
"data" URL schene, the foll owi ng conventions apply.

- The val ue of nedi aType in LogotypeDetails MJST be identical to the
nedia type value in the "data" URL.

- The hash of the inage MJUST be included in | ogotypeHash and MJST be
cal cul ated over the sanme data as it would have been, had the inage
been referenced through a link to an external resource.

NOTE: As the "data" URL schene is processed as a data source rather
than as a URL, the inmage data is typically not limted by any
URL length linmt settings that otherwi se apply to URLS in
gener al
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NOTE: | nplenmentations need to be cautious about the size of inmmges
included in a certificate in order to ensure that the size of
the certificate does not prevent the certificate from being
used as i ntended.

5. Certificate Image Formats

| mpl ement ati ons of this specification MJST support JPEG and A F as

defined in RFC 3709 [ RFC3709]. |In addition to these mandatory-to-

i mpl enent formats, this specification specifies the use of the

Port abl e Docunent Format (PDF), Scal able Vector G aphics (SVG, and
Portabl e Network Graphics (PNG as inmage fornmats.

5.1. PDF

A certificate i mage MAY be provided in the formof a Portable
Docurent Format (PDF) docunent according to [1S032000] and foll ow ng
the conventions defined in this section. Wen a certificate imge is
formatted as a PDF docurent, it MJST also be formatted according to
the profile PDF/ A [l SOL9005].

When including a PDF docunment as a certificate image, the follow ng
M ME nedia type as specified in [RFC3778] MJST be used as mnedi aType
in LogotypeDetails:

appl i cati on/ pdf
5.2. SVG

A certificate i mage MAY be provided in the formof a Scal abl e Vector
Graphics (SVG inmage, which MIST foll ow the SVG Tiny profile [ SVGT]
with the follow ng amendnents:

- The SVG inmage MUST NOT contain any Internationalized Resource
Identifier (IRI) references to information stored outside of the
SVG i mage of type B, C, or D, according to Section 14.1.4 of SVG
Tiny 1.2 [ SVGT].

- The SVG inmage MUST NOT contain any 'script’ element, according to
Section 15.2 of SVG Tiny 1.2 [SVGI].

- The XML structure in the SVG file MJST use <LF> (linefeed Ox0A) as
the end-of-line (EQOL) character when cal cul ating a hash over the

SVG i mage.
The referenced SVG file MAY be provided in &ZI P-conmpressed [ RFC1952]
formas an SV& file. |In this case, the extension 'svgz' is used as
an alias for 'svg.gz' [RFCl1952], i.e., octet streans of type
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i mage/ svg+xm , subsequently conpressed with gzip as specified in
[SVGR]. The hash over the SV& file is cal culated over the
deconpressed SVG content with canonicalized EQL characters (<LF>) as
speci fi ed above.

The following MM nedia type, defined in Appendix M of [SVGI], MJST
be included as nedi aType in LogotypeDetails for all SVG and SV&Z
i mages:

i mage/ svg+xm

When the SVG i mage i s enbedded using the "data" URL schene as defined
in Section 4, SVG inmage data MJST be provided in SV&Z (&I P
conpressed) form(i.e., it MJST NOT be provided in unconpressed SVG

form.

Conpl i ant inplenentations of this specification SHOULD be able to
process SVG inages that are formatted according to this section

5.3. PNG

If a certificate imge is provided as a bitmpped i mage, the PNG
[1S015948] format SHOULD be used.

PNG i nages are identified by the follow ng nedi aType in
Logot ypeDet ai | s:

i mage/ png
6. Security Considerations

Thi s docunent is based on and inherits all security considerations

fromRFC 3709 [RFC3709]. In particular, RFC 3709 di scusses severa

issues a Certificate Authority (CA) should take into consideration

when evaluating a request to issue a certificate with a certificate
i mage.

| mages incorporated according to RFC 3709 provide an additiona
possibility for a CAwith bad intentions or bad security procedures
to include false, conflicting, or malicious information to relying
parties. Such a CA may, for example:

- include information in graphical formthat is in conflict with
information in provided text-based attributes or other nane forns,
and

- include malicious data that could exploit known security bugs in
conmon software libraries used to render graphical inmages.
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Thi s underlines the necessity for CAs to provide reliable services,
and the relying party’ s responsibility and need to carefully sel ect
which CAs are trusted to provide public key certificates.

This al so underlines the general necessity for relying parties to use
up-to-date software libraries to render or dereference data from
external sources (such as certificates), to mnimze risks related to
processing potentially nmalicious data before the data has been
adequately verified and vali dated.

Ref erenced i mage files are hashed in order to bind the image to the
signature of the certificate. Sonme inmge types, such as SVG allow
part of the inage to be collected froman external source by
incorporating a reference to an external image file. |If this feature
were used within a certificate image file, the hash of the inage file
woul d only cover the URI reference to the external image file, but

not the referenced i mge data. Cients SHOULD verify that SVGI

i mages neet all requirenents listed in Section 5.2 and reject inages
that contain references to external data

CAs issuing certificates with enbedded certificate imges should be
cauti ous when accepting graphics fromthe certificate requestor for
inclusion in the certificate if the hash algorithmused to sign the
certificate is vulnerable to collision attacks. |In such a case, the
accepted i mage nay contain data that could help an attacker to obtain
colliding certificates with identical certificate signatures.

Certificates, and hence their certificate i mages, are comonly public
objects and as such usually will not contain privacy-sensitive

i nformati on. However, when a certificate imge that is referenced
froma certificate contains privacy-sensitive information,
appropriate security controls should be in place to protect the
privacy of that information. Details of such controls are outside
the scope of this document.
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Appendi x A, ASN. 1 Modul e
CERT- | MAGE- MODULE { iso(1) identified-organization(3) dod(6)
internet (1) security(5) mechani snms(5) pkix(7) id-nmod(0)
i d- mod- | ogot ype-certi nage(68) }

DEFINI TIONS EXPLICI T TAGS :: =
BEG N

EXPORTS ALL; -- export all itens fromthis nodule
id-1ogo-certinmage OBJECT IDENTIFIER ::=
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) nmechani sns(5) pkix(7) id-l1ogo(20) 3}

END
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Appendi x B. Exanpl e

The foll owi ng exanpl e stores an enbedded svgz-encoded SVG i mage using
the "data" URL schene.

dat a: i mage/ svg+xmni ; base64, H4sl CLXut UODAAONI cnRIbWFnZURI bV 8uc3ZnANva
W2/ bOBZ+n19BgBi gwdoS7xK9j neapBOEWHQHzez2WZZoR1t ZM Bj vvr 95CSL7d 1E
nmBC9d9i ERSPOI85+065EB3+9j hLOYMuyi TPLh3i Ygf pLM j JJt eOv/ 661M cFBZhVkc
pnmrL50sd34b/ Tl sH6Yoi S+dallUySSIwkqj 21k41Q6CDbNy UMSTS+e+quYDz 1sul +
6SuXkx9YhSysPUo7QPK/ r | KgvCx35Wrnu+a/ uGYowdEG ghOQur/ LHSwej j O G GHQ
914n0/ sKI M 4Vt k7i 6X7/ sGEYANASL/ WeRT51 UDKnSbLVWNoo2c gNCh1 Xy oKN8Ns
uz0i gWWBQb1f OFOVgp+Pl 06ne6awgPel Szxn9goYz XYVxW UWHf W.CMwc GoLpgy 83
n8wz GkbRAG ef ENmvVBz nC7DEr oKpOBpMBm W/gPEYG A+BvoM S2ESuF1Wju7R6FLY
NFEel WReNol pi V3l 2VpGnt M@nk 6RKdf 0+9Br Fr MoeVuWht zbHvVR6Ul obPy VpBW X
Bk7si x2vH5nCwY6nXCo5xb7YusvFVPqCOGN16f SxSxgl nPkScLf vinDDnCAF| Dc1wov
81 F2WZhN VungEPRI i i mDD3PhGPy TgUUMC6! KgKAj xapt glboUlvQrsvi +LOJyxZkP
E/ vOwHuAMXnoj 1Aar nRBat zqkbv7cK5Ls20Rf wiM vs OG51 URZgXx OnDXPKZw5st 5) Vz
| hFKOOB6D6hARSXDR6Fz qq7H7neJAOQ USPvFI r UHOf uui 3zr FI 5dYVeAnpcOc b9
u63vLlj aedkYX4yRi f YPr Ta2SI M gYdO+c EWe GADM.ZLHI96 SHAR9X RYAp! 6q3Y02f +N
z| RAI +cZSKhB6qgSI Va80f sgMh\WOqZJ prrs XwAPoy Na@5uNl GasKPwhxGzQzOXzM | z
BKabnilil 470zf S§f Ww+kvpvL@gll 3yRl c8gukzOuysEcakcDf y3KMk+l 0SOXI Cop
[t JL7EPt U zZf P4t nM70k8xkKCy St 92MmM | XPoTeOpnu4dYbp7hJ/ kxWSNOeyOo/ 1
gbi Csx DXJ MM\ 37Qek Bc AUFPSGKPCnUJ FswwBacDK5cd Ep4BC2I YoJcr NNGVe 7Dz

gxT4CKsPI r AGBnL8whRej i Qe9EM m Aoz3sds9INXP4RZEzugqzb7c3@B9u3WXKY9%ae
ghsA/ AUIB/ bJs6pf Jt 9BHFEUKkS5DW TzOH5uZSThLUs D @bGE6RMsYi hMTaQLf AGBI i

AQVAhNHHNLsd61W UhDVJi uhkr dBXd740+hLBOVmLH Qedywl.OBLWOVMM y QAXNB8sm
9Gx2qdg&kMxBwWY8aLf qgHAdf nnr Ve+pPr E/ Z/ nZGs8C10Gkb2/ ggwldx| DC1D6DFP
ZDDO8t xv8x (¥ 5TEc7Ax6ZyaDf 6BCASyl WKCMgt i zp80+UMchATal 63qHQOM3ZTs830
b/ XO6LYsFzpGVY5+i LxdWwY+NaKoR/ 0i JI XL3dBj T2hG+wO+NXmb3 XSt Shleogf eo
j V35BTCagh/ cnPUe2MiIp91pQp2C WOk 7Canmhj ULHB3DLG66Nn6i aj z4bgn2ol CN
FxDR/ x2mC5s+r Khl kUA3Ne3P8I gP0qJf j f Quvu+HWKSF FwNoHAuqGUnTadYM Oc 7yj

EEd9EUnKWEEQC DSHKQ+Yy hnSv UYRH8mM Qo2FK5TC WZZGWKB8i HPud16wWApnCvTQOzj |

FAj 9TQdCxa+ddOTi zaalxJvDOgM Kx+Ydaj 6i wJQR0vaSd YW Tv4HWRAP3Z6ON QJ
unEl eKRVmuj pA2+wPmQRIWFQAFhh9b GQz FEXX+WvOnXg8pV35P2Acdn0pCGebcMy70
gQKaEdOKEAKFI k/ QHUEKGBVWuUcc4A] nJ/ LBYUO9hVWWY1FOH BUC2I byl uYF5808p+
adMwUt 9YAoX/ | wRt ACONADBAY GUEB3VR59u8/ TGYx9/ Xj z8bPB/ Z/ FOBOSghBK+4xx
fiwtr 0GXECgedQQOPRVPEAQ+26M dbGSmPnBRWRzc B T17EPSnoor H3+av4Jcj 780/

vl p/ uzMEKHKAES/ F7VHHS] 8HddROQByY nt GZf RVj wf nONNn3CGUVR+FzhcPnPgi pt Hca
yacT28T8j 3Cs0/ LQOW06J2i YXPA4R58Asobj FegusoJhuq7VNS2evRPcqASv(Ki +gbk
BYWETNPt / 1A2pT6UEr R1zMz Ul TZRvF5Lp5basOLf k2UW4aBSj kj i 8quL3cDyW Tpl 3u
nxezMc STNNQIhf pCct KgKN2AnD7/ 7ShSev4oXi cPSYS+6GkCnBalQa3VEChCUA+z5H
t TcbhQhK6F14YFUp+Yn7WInewpZCDf 5DDi XT9B7U6RAHAHpdb71 grLVj gZSLnTWs1z]

Q7/ G/D3hnmBE846uTDZoNMADNLI nvl Qi eXf Ut ulUS9TeNGUH bE9ONv/ / 2j RIGZf QrK
3v7ykJJOv1l Xj Bs DCPpngWhpe6sHXR3IKVSQKgp+W ganmuJdbt gkxZmvHr y4o0S/ 9pLh
dCXKq8uROR+LDEqCKRxqc5VXdvPvI P+ggwRORKY Bf O9i KZvr WEAKVdz31cuocvod g
enCl FMYEFEH7 ol +vpkek4s4bCvBgK+5mHQUI DpE/ oyl py+2/ 6pWKK31PEYagP04epV
1cE50UMy 61 QZeQW+A 74Z+eHf pHNc7Q f f Q HeVOX8BopoDk GEKAAA=
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