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Abst r act

Thi s docunent adds | Pv6 support to Traversal Using Rel ays around NAT
(TURN). [Pv6 support in TURN includes |IPv4-to-1Pv6, |Pv6-to-IPv6,
and | Pv6-to-1Pv4 relaying. This docunment defines the REQUESTED-
ADDRESS- FAM LY attribute for TURN. The REQUESTED- ADDRESS- FAM LY
attribute allows a client to explicitly request the address type the
TURN server will allocate (e.g., an |IPv4-only node nay request the
TURN server to allocate an | Pv6 address).

Status of This Meno
This is an Internet Standards Track docunent.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further infornmation on
Internet Standards is available in Section 2 of RFC 5741.

I nformati on about the current status of this document, any errata,
and how to provide feedback on it may be obtained at
http://wwv.rfc-editor.org/info/rfc6156

Copyri ght Notice

Copyright (c) 2011 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1

| ntroducti on

Traversal Using Relays around NAT (TURN) [RFC5766] is a protocol that
allows for an el enent behind a NAT to receive incomng data over UDP
or TCP. It is nost useful for elements behind NATs w t hout Endpoi nt -
| ndependent Mappi ng [ RFC4787] that wish to be on the receiving end of
a connection to a single peer.

The base specification of TURN [ RFC5766] only defines |Pv4-to-1Pv4
rel aying. This docunment adds |Pv6 support to TURN, which includes

| Pv4-to-1Pv6, |IPv6-to-1Pv6, and |IPv6-to-1Pv4 relaying. This docunent
defi nes the REQUESTED- ADDRESS- FAM LY attribute, which is an extension
to TURN that allows a client to explicitly request the address type
the TURN server will allocate (e.g., an |IPv4-only node nmay request
the TURN server to allocate an | Pv6 address). This docunment al so
defines and registers new error response codes.

Ter m nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

Overvi ew of Operation

When a user wishes a TURN server to allocate an address of a specific
type, it sends an Allocate request to the TURN server with a
REQUESTED- ADDRESS- FAM LY attribute. TURN can run over UDP and TCP
and it allows for a client to request address/port pairs for

recei ving both UDP and TCP

After the request has been successfully authenticated, the TURN
server allocates a transport address of the type indicated in the
REQUESTED- ADDRESS- FAM LY attribute. This address is called the
rel ayed transport address.

The TURN server returns the relayed transport address in the response
to the Allocate request. This response contains an XOR- RELAYED-
ADDRESS attribute indicating the | P address and port that the server
all ocated for the client.

TURN servers allocate a single relayed transport address per

al l ocation request. Therefore, Allocate requests cannot carry nore
t han one REQUESTED- ADDRESS- FAM LY attribute. Consequently, a client
that wishes to allocate nore than one relayed transport address at a
TURN server (e.g., an IPv4 and an | Pv6 address) needs to perform
several allocation requests (one allocation request per rel ayed
transport address).
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A TURN server that supports a set of address famlies is assuned to
be able to relay packets between them |f a server does not support
the address famly requested by a client, the server returns a 440
(Address Family not Supported) error response.

4. Creating an Allocation

The behavi or specified here affects the processing defined in Section
6 of [RFC5766].

4.1. Sending an Allocate Request

A client that wishes to obtain a relayed transport address of a
speci fic address type includes a REQUESTED ADDRESS- FAM LY attri bute,
which is defined in Section 4.1.1, in the Allocate request that it
sends to the TURN server. Cdients MJST NOT include nore than one
REQUESTED- ADDRESS- FAM LY attribute in an Allocate request. The
nmechani sns to formul ate an All ocate request are described in Section
6.1 of [ RFC5766].

Cients MJUST NOT include a REQUESTED- ADDRESS- FAM LY attribute in an
Al'l ocat e request that contains a RESERVATI ON- TOKEN attri bute.

4.1.1. The REQUESTED- ADDRESS-FAM LY Attribute

The REQUESTED- ADDRESS- FAM LY attribute is used by clients to request
the allocation of a specific address type froma server. The
following is the format of the REQUESTED- ADDRESS- FAM LY attri bute.
Note that TURN attributes are TLV (Type-Length-Val ue) encoded, with a
16-bit type, a 16-bit length, and a variabl e-1 ength val ue.

0 1 2 3

01234567890123456789012345678901
B I i o SIS I I Y Y Y S T T T T N i S N S S il o S S I S
| Type | Lengt h |
B ol it I R S T et S i e e s s s sl o it SRR I TR Sl e T S I SR g
| Fam |y | Reserved |
s S S i I S R R e h T Tk e S S S o T S

Figure 1: Format of REQUESTED- ADDRESS- FAM LY Attri bute

Type: the type of the REQUESTED- ADDRESS- FAM LY attribute is 0x0017.
As specified in [ RFC5389], attributes with val ues between 0x0000
and Ox7FFF are conprehensi on-required, which nmeans that the client
or server cannot successfully process the nessage unless it
understands the attribute.
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Length: this 16-bit field contains the length of the attribute in
bytes. The length of this attribute is 4 bytes.

Fam ly: there are two values defined for this field and specified in
[ RFC5389], Section 15.1: 0x01 for |IPv4 addresses and 0x02 for |Pv6
addr esses.

Reserved: at this point, the 24 bits in the Reserved field MJST be
set to zero by the client and MJUST be ignored by the server.

The REQUEST- ADDRESS- TYPE attri bute MAY only be present in Allocate
requests.

4.2. Receiving an Al ocate Request

Once a server has verified that the request is authenticated and has
not been tampered with, the TURN server processes the Allocate
request. If it contains both a RESERVATI ON- TOKEN and a REQUESTED-
ADDRESS- FAM LY, the server replies with a 400 (Bad Request) Allocate
error response. Following the rules in [RFC5389], if the server does
not understand the REQUESTED- ADDRESS- FAM LY attribute, it generates
an Allocate error response, which includes an ERROR- CODE attri bute
with 420 (Unknown Attribute) response code. This response wll
contain an UNKNOMN- ATTRI BUTE attribute listing the unknown REQUESTED-
ADDRESS- FAM LY attribute.

If the server can successfully process the request, it allocates a
transport address for the TURN client, called the relayed transport
address, and returns it in the response to the Allocate request.

As specified in [ RFC5766], the Al locate response contains the sane
transaction ID contained in the Allocate request, and the XOR-
RELAYED- ADDRESS attribute is set to the relayed transport address.

The XOR- RELAYED- ADDRESS attribute indicates the allocated | P address
and port. It is encoded in the sanme way as the XOR- MAPPED- ADDRESS
[ RFC5389] .

I f the REQUESTED- ADDRESS- FAM LY attribute is absent, the server MJST
all ocate an | Pv4-rel ayed transport address for the TURN client. If

al l ocation of IPv4 addresses is disabled by |ocal policy, the server
returns a 440 (Address Family not Supported) Allocate error response.

If the server does not support the address fanmily requested by the
client, it MJST generate an Allocate error response, and it MJST

i nclude an ERROR-CODE attribute with the 440 (Address Family not
Supported) response code, which is defined in Section 4.2.1.
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4.2.1. Unsupported Address Fam |y
Thi s docunent defines the follow ng new error response code:

440 (Address Fam |y not Supported): The server does not support the
address fam |y requested by the client.

4.3. Receiving an Allocate Error Response
If the client receives an Allocate error response with the 440
(Unsupported Address Fam |ly) error code, the client MIJST NOT retry
its request.

5. Refreshing an Allocation

The behavi or specified here affects the processing defined in Section
7 of [RFC5766].

5.1. Sending a Refresh Request
To performan allocation refresh, the client generates a Refresh
Request as described in Section 7.1 of [RFC5766]. The client MJUST

NOT i ncl ude any REQUESTED- ADDRESS- FAM LY attribute in its Refresh
Request .

5.2. Receiving a Refresh Request
If a server receives a Refresh Request with a REQUESTED- ADDRESS-
FAM LY attribute, and the attribute’ s value doesn’'t match the address
famly of the allocation, the server MUST reply with a 443 (Peer
Address Family M smatch) Refresh error response.

6. CreatePernission

The behavi or specified here affects the processing defined in Section
9 of [RFC5766].

6.1. Sending a CreatePerm ssion Request
The client MUST only include XOR- PEER- ADDRESS attributes with

addresses of the sanme address famly as that of the relayed transport
address for the allocation.
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6.2. Receiving a CreatePerm ssion Request

I f an XOR- PEER- ADDRESS attribute contains an address of an address
famly different than that of the relayed transport address for the
al l ocation, the server MJST generate an error response with the 443
(Peer Address Family M smatch) response code, which is defined in
Section 6.2.1.

6.2.1. Peer Address Fanily M smatch
Thi s docunent defines the follow ng new error response code:

443 (Peer Address Family Msmatch): A peer address was of a
different address fanmily than that of the relayed transport
address of the allocation.

7. Channel s

The behavi or specified here affects the processing defined in Section
11 of [RFC5766].

7.1. Sending a Channel Bi nd Request

The client MJUST only include an XOR- PEER- ADDRESS attribute with an
address of the sane address famly as that of the relayed transport
address for the allocation.

7.2. Receiving a Channel Bi nd Request

I f the XOR- PEER- ADDRESS attribute contains an address of an address
famly different than that of the relayed transport address for the
al l ocation, the server MJST generate an error response with the 443
(Peer Address Family M smatch) response code, which is defined in
Section 6.2.1.

8. Packet Transl ations

The TURN specification [ RFC5766] describes how TURN rel ays shoul d
relay traffic consisting of |Pv4 packets (i.e., |IPv4-to-1Pv4
translations). The relay translates the |P addresses and port
nunbers of the packets based on the allocation’s state data. How to
transl ate ot her header fields is also specified in [RFC5766]. This
document addresses | Pv4-to-1Pv6, |Pv6-to-IPv4, and | Pv6-to-1Pv6
transl ations.
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TURN rel ays performing any translation MJST translate the IP
addresses and port nunbers of the packets based on the allocation’'s
state information as specified in [RFC5766]. The follow ng sections
specify how to transl ate other header fields.

As discussed in Section 2.6 of [RFC5766], translations in TURN are
designed so that a TURN server can be inplenented as an application
that runs in "user-land" under comonly avail abl e operati ng systens
and that does not require special privileges. The translations
specified in the followi ng sections follow this principle.
The descriptions bel ow have two parts: a preferred behavior and an
al ternate behavior. The server SHOULD inpl enment the preferred
behavior. Qherw se, the server MJST inplenment the alternate
behavi or and MJUST NOT do anything el se.
8.1. [IPv4-to-I1Pv6 Transl ations

Traffic O ass

Preferred behavior: as specified in Section 4 of [RFC6145].

Al ternate behavior: the relay sets the Traffic Cass to the
default val ue for outgoing packets.

Fl ow Label
Preferred behavior: the relay sets the Flow | abel to 0. The relay
can choose to set the Flow label to a different value if it
supports the IPv6 Flow Label field [ RFC3697].

Al ternate behavior: the relay sets the Flow |l abel to the default
val ue for outgoing packets.

Hop Limt
Preferred behavior: as specified in Section 4 of [ RFC6145].

Al ternate behavior: the relay sets the Hop Limit to the default
val ue for outgoing packets.

Fragment ati on
Preferred behavior: as specified in Section 4 of [RFC6145].

Al ternate behavior: the relay assenbl es incom ng fragments. The
relay follows its default behavior to send outgoi ng packets.
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For both preferred and alternate behavi or, the DONT- FRAGVENT
attribute ([ RFC5766], Section 14.8) MJST be ignored by the server.

Ext ensi on Headers

Preferred behavior: the relay sends the outgoing packet w thout
any | Pv6 extension headers, with the exception of the Fragnent
Header as described above.

Al ternate behavior: same as preferred.
8.2. IPv6-to-I1Pv6 Translations
Fl ow Label

The rel ay should consider that it is handling two different |Pv6
flows. Therefore, the Flow | abel [RFC3697] SHOULD NOT be copied
as part of the translation.

Preferred behavior: the relay sets the Flow label to 0. The relay
can choose to set the Flow | abel to a different value if it
supports the I Pv6 Fl ow Label field [ RFC3697].

Al ternate behavior: the relay sets the Flow |l abel to the default
val ue for outgoing packets.

Hop Li mit

Preferred behavior: the relay acts as a regular router with
respect to decrenmenting the Hop Limt and generating an | CMPv6
error if it reaches zero.

Al ternate behavior: the relay sets the Hop Limit to the default
val ue for outgoing packets.

Fragment ati on

Preferred behavior: if the incom ng packet did not include a
Fragment Header and the outgoi ng packet size does not exceed the
outgoing link’s MU, the relay sends the outgoing packet w thout a
Fragment Header.

If the inconming packet did not include a Fragnent Header and the
out goi ng packet size exceeds the outgoing link’s MIU, the relay
drops the outgoing packet and sends an | CVP nessage of Type 2,
Code 0 ("Packet too big") to the sender of the incom ng packet.
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8.

3.

If the packet is being sent to the peer, the relay reduces the MU
reported in the | CVP nessage by 48 bytes to allow roomfor the
overhead of a Data indication

If the incom ng packet included a Fragment Header and the outgoing
packet size (with a Fragment Header included) does not exceed the
outgoing link’'s MU, the relay sends the outgoing packet with a
Fragment Header. The relay sets the fields of the Fragnent Header
as appropriate for a packet originating fromthe server.

If the incom ng packet included a Fragment Header and the outgoing
packet size exceeds the outgoing link’'s MU, the relay MJST
fragnment the outgoing packet into fragnents of no nore than 1280
bytes. The relay sets the fields of the Fragnment Header as
appropriate for a packet originating fromthe server.

Al ternate behavior: the relay assenbles incom ng fragments. The
relay follows its default behavior to send outgoi ng packets.

For both preferred and alternate behavi or, the DONT- FRAGVENT
attribute MJUST be ignored by the server.

Ext ensi on Headers

Preferred behavior: the relay sends the outgoing packet w thout
any | Pv6 extension headers, with the exception of the Fragnent
Header as descri bed above.

Al ternate behavior: same as preferred.

| Pv6-to-1Pv4 Transl ati ons

Type of Service and Precedence

Preferred behavior: as specified in Section 5 of [ RFC6145].

Al ternate behavior: the relay sets the Type of Service and
Precedence to the default value for outgoing packets.

Time to Live

Preferred behavior: as specified in Section 5 of [ RFC6145].

Al ternate behavior: the relay sets the Tinme to Live to the default
val ue for outgoing packets.
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Fragment ati on

Preferred behavior: as specified in Section 5 of [RFC6145].

Addi tionally, when the outgoing packet’s size exceeds the outgoing
link’s MIU, the relay needs to generate an ICMP error (I CWVPv6
Packet Too Big) reporting the MIU size. |f the packet is being
sent to the peer, the relay SHOULD reduce the MIU reported in the
| CMP nessage by 48 bytes to allow roomfor the overhead of a Data
i ndi cation.

Al ternate behavior: the relay assenbles incom ng fragments. The
relay follows its default behavior to send outgoi ng packets.

For both preferred and alternate behavi or, the DONT- FRAGVENT
attribute MJUST be ignored by the server.

9. Security Considerations

Transl ati on between I Pv4 and | Pv6 creates a new way for clients to
obtain IPv4 or IPv6 access that they did not have before. For
exanpl e, an IPv4-only client having access to a TURN server

i mpl enenting this specification is now able to access the |1 Pv6
Internet. This needs to be considered when establishing security and
noni toring policies.

The | oop attack described in [RFC5766], Section 17.1.7, nmay be nore
easily done in cases where address spoofing is easier to acconplish
over IPv6. Mtigation of this attack over IPv6 is the sane as for

| Pv4.

Al the security considerations applicable to STUN [ RFC5389] and TURN
[ RFC5766] are applicable to this docunent as well.

9.1. Tunnel Anplification Attack

An attacker might attenpt to cause data packets to | oop nunerous
ti mes between a TURN server and a tunnel between |Pv4 and |Pv6. The
attack goes as foll ows.

Suppose an attacker knows that a tunnel endpoint will forward
encapsul at ed packets froma given | Pv6 address (this doesn't
necessarily need to be the tunnel endpoint’s address). Suppose he
then spoofs these two packets fromthis address:

1. An Allocate request asking for a v4 address, and

2. A Channel Bi nd request establishing a channel to the |Pv4 address
of the tunnel endpoint
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Then he has set up an anplification attack:

o The TURN relay will re-encapsulate IPv6 UDP data in v4 and send it
to the tunnel endpoint.

o The tunnel endpoint w |l decapsul ate packets fromthe v4 interface
and send themto v6.

So, if the attacker sends a packet of the follow ng form

| Pv6: src=2001:db9::1 dst=2001: db8::2
UDP:. <ports>

TURN: <channel id>

| Pv6: src=2001:db9::1 dst=2001:db8::2
UDP: <ports>

TURN: <channel id>

| Pv6: src=2001:db9::1 dst=2001: db8::2
UDP:. <ports>

TURN: <channel id>

Then the TURN rel ay and the tunnel endpoint will send it back and
forth until the |ast TURN header is consumed, at which point the TURN
relay will send an enpty packet that the tunnel endpoint will drop.

The anplification potential here is limted by the MU, so it’s not
huge: |1 Pv6+UDP+TURN takes 334 bytes, so you could get a four-to-one
anplification out of a 1500-byte packet. But the attacker could
still increase traffic volune by sending multiple packets or by
establishing nmultiple channels spoofed fromdifferent addresses
behi nd the sane tunnel endpoint.

The attack is mtigated as follows. It is RECOMVENDED that TURN
rel ays not accept allocation or channel binding requests from
addresses known to be tunneled, and that they not forward data to
such addresses. In particular, a TURN relay MJUST NOT accept Teredo
or 6to4 addresses in these requests.

10. | ANA Consi derations

| ANA registered the follow ng val ues under the "STUN Attri butes”
regi stry and under the "STUN Error Codes" registry.

10.1. New STUN Attribute

0x0017: REQUESTED- ADDRESS- FAM LY
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10.

11.

12.

12.

12.

2. New STUN Error Codes

440 Address Family not Supported
443 Peer Address Fanmily M smatch
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