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Abst ract

The Sieve emnil filtering |anguage can be used to inplenment enai
whitelisting, blacklisting, personal distribution |lists, and other
sorts of list matching. Currently, this requires that all menbers of
such lists be hard-coded in the script itself. \Wenever a menber of
alist is added or deleted, the script needs to be updated and

possi bly upl oaded to a nmail server.

Thi s docunent defines a Sieve extension for accessing externally
stored lists -- lists whose nmenbers are stored externally to the
script, such as using the Lightweight Directory Access Protoco
(LDAP), the Application Configuration Access Protocol (ACAP), vCard
Ext ensi ons to WebDAV (CardDAV), or rel ational databases.

Status of This Menp
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformati on about the current status of this docunment, any errata,
and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc6134.

Copyri ght Notice

Copyright (c) 2011 | ETF Trust and the persons identified as the
document authors. All rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
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to this docunent. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

Thi s docunent specifies an extension to the Sieve | anguage [ RFC5228]
for checking nembership in an external list or for redirecting
messages to an external list of recipients. An "external list" is a
list whose nenbers are stored externally to the Sieve script, such as
usi ng LDAP [ RFC4510], ACAP [ RFC2244], CardDAV [ CardDAV], or

rel ati onal databases.

Thi s extension adds a new match type to apply to supported tests and
a new tagged argunent to the "redirect” action

1.1. Conventions Used in This Document

Conventions for notations are as in [RFC5228], Section 1.1, including
the use of ABNF [ RFC5234].

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
" SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [ RFC2119].

2. Extlists Extension

2.1. Capability Identifier

The capability string associated with the extension defined in this
docunent is "extlists".

2.2. :list Match Type for Supported Tests
ABNF:
MATCH TYPE =/ ":list"
; only valid for supported tests
The new ":list" match type changes the interpretation of the "key-
list" paraneter (the second paraneter) in supported tests. Wen the
match type is ":list", the key-list beconmes a list of nanes of
externally stored lists. The external lists are queried, perhaps

through a list-specific nechanism and the test evaluates to "true"
if any of the specified values matches any nmenber of one or nore of
the lists.

Conparators are not allowed together with the ":list" match type, so

if both are specified in a test, that MJST result in an error
Queries done through list-specific nmechanisns m ght have the effect
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of built-in conparators; for exanple, queries to certain lists mght
be case-sensitive, while queries to other lists might be done without
regard to case

| mpl ement ati ons MUST support the use of ":list" in "address",
"envel ope", and "header" tests. Inplenentations that include the
Vari abl es extension [ RFC5229] MJST al so support its use in "string"
tests.

| mpl ement ati ons MAY support other tests than the ones in this
docunent. Inplenmentations MJST report an error when a script uses
":list" with a test that does not support ":list". This error SHOULD
be reported at compile-tinme but MAY be reported at run-tine. To
maintain interoperability, other tests that can be used with ":list"
SHOULD be docurented in a specification that defines a capability
string that can be tested (in a "require" statement or using "ihave"

[ RFC5463]) .

For exanple, testing 'header ["to", "cc"]' against a |list would cause
each "to" and "cc" value, ignoring |eading and trailing whitespace,
to be queried. If any value is found to belong to the list, the test
returns "true". |If no value belongs to the list, the test returns
"false". Once a value is found in the list, there is no need for the
qguery mechanismto | ook further

For some lists, the Sieve engine might directly retrieve the list and

make its own conparison. Oher l[ists might not work that way -- they
m ght provide a way to ask if a value is in the list, but not permt
retrieval of the list itself. It is up to the Sieve inplementation
to understand how to interact with any supported list. |If the Sieve

engine is permanently unable to query the list (perhaps because the
list doesn’t support the required operation), the test MIUST result in
aruntine error in the Sieve script.

See Section 2.5 for the detailed description of syntax used for
nam ng externally stored lists.

The ":list" match type uses the concept of "match variabl es" as
defined in Section 3.2 of the Variabl es extension [ RFC5229].

| npl enent ations that al so support that extension MJST set the ${0}
match variable to the value in the list that matched the query.

Q her nunbered match variables (${1}, ${2}, and so on) MAY be set
with list-specific infornation that m ght be of use to the script.
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2.3. :list Tagged Argunment to the "redirect" Action
Usage: redirect :list <ext-list-nanme: string>
The "redirect"” action with the ":list" argunent is used to send the

nessage to the set of enmnil addresses in the externally stored |ist
naned by the ext-list-name string. This variant of the redirect
conmand can be used to inplenent a personal distribution |ist.

For this feature to work, one of the follow ng conditions has to be
true:

1. The list resolves to a list of emnil addresses, and the Sieve
engine is able to enunerate those addresses.

2. The list handler is able to take care of the redirection on
behal f of the Sieve engine.

In cases where, for exanple, a list contains hashed enanil address
val ues or an emmil address pattern ("sz*@xanple.cont

"*+ietf @xanple.net"), the Sieve engine will not be able to redirect
to that list, and responsibility rmust pass to the |ist handler

If neither the Sieve engine nor the list handler can enunerate (or
iterate) the list, or the |ist does not resolve to enanil addresses,
the situation MJUST result in a runtinme error in the Sieve script.

See Section 2.5 for the detail ed description of syntax used for
nam ng externally stored lists.

2.4. Oher Uses for External Lists
The uses for external lists specified here represent known cases and
situations at the time of this witing. Oher uses for externa
lists, enploying other Sieve features, mght be devised in the
future, and such uses can be described in extensions to this
document .

2.5. Syntax of an Externally Stored List Name

A name of an externally stored list is always an absol ute UR

[ RFC3986]. Inplenmentations mght find URIs such as LDAP [ RFC4510],
Car dDAV [ CardDAV], or "tag" [RFC4151] to be useful for nam ng
external |ists.

The "tag" URI scheme [ RFC4151] can be used to represent opaque, but
nore user-friendly identifiers. Resolution of such identifiers is
going to be inplenentation specific and it can help in hiding the
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conplexity of an inplenentation fromend users. For exanple, an
i mpl enentati on can provide a web interface for nanaging lists of
users stored in LDAP. Requiring users to know generic LDAP UR
syntax mght not be very practical, due to its conplexity. An
i mpl enentati on can instead use a fixed tag URI prefix such as
exanpl e. com <dat e>:" (where <date> can be, for exanple, a date
generated once on installation of the web interface and | eft
unt ouched upon upgrades), and the prefix doesn't even need to be
shown to end users.

tag:

The "addrbook” URNs defined in Section 2.6 (in particular, the
reserved URI "urn:ietf:parans:sieve: addrbook: default") MJST be
supported. To nmake it easier to use registered Sieve URN paraneters,
we define a shorthand way to specify themin a Sieve script: a list
name that begins with ":" is taken as referencing a Sieve URN
parameter, with the initial ":" expanding to

"urn:ietf:params:sieve:". So we have the follow ng equival ences:
: addr book: default == urn:ietf:parans:si eve: addrbook: def aul t
: addr book: personal == urn:ietf:parans: si eve: addr book: per sona
and so on.

The nmandat ory-to-i npl enent UR

urn:ietf:parans: si eve: addrbook: def aul t
gi ves access to the user’s default address book (usually the user’s
personal address book). Note that these are URI's, subject to nornal
URI encoding rules, including percent-encoding. The reserved nane
"default" MJST be considered case-insensitive after decoding. That
neans that the following URIs are all equivalent:

: addr book: def aul t

: ADDRBOOK: DEFAULT

: aDdRbOCk: DeFault

: Addr Book: %44%65%66aul t
Addr ess book nanes other than "default" MAY be case-sensitive,

dependi ng upon the inplenentation, so their case (after UR decoding)
MUST be mmi nt ai ned.
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It's possible that a server will have no access to anything
resenbl i ng an address book (perhaps in an inplenentati on where
address books are only client-side things), but the server can stil
provi de access to other sorts of lists -- consider the list of dates
in Example 2 (Section 2.9.2), or lists of inportant keywords and the
like. It mght sonetinmes nake sense to nmap ":addrbook: default" into
sone available list, but that night not always be reasonable. |If
there really is no concept of an address book in a particular server
i mpl enentati on, the server MAY support ":addrbook: default" by having
all matches to it fail. Such an inplenentation SHOULD NOT be done
except as a |last resort.

Queri es agai nst address books SHOULD be done without regard to case.
2.6. Definition of "addrbook" URN Paraneter

This section gives the details of the "addrbook"” Sieve URN paraneter
that's registered in Section 4.4. URIs that use this parameter begin
with "urn:ietf:parans: si eve: addr book: ".

URN paraneter nane: addrbook

URN paraneter syntax: The "addrbook” paraneter is defined by the
<addr book-urn> rul e, defined using ABNF [ RFC5234]:

addr book-urn = "addrbook:" addrbook [ "?" extensions ]
addr book = segnent

; <segnent > defined in [ RFC3986]
ext ensi ons = query

; <query> defined in [ RFC3986]

I ntended usage: "addrbook" URNs are used for designating references
to address books. An address book is a concept used by different
applications (such as Sieve interpreters) for describing a list of
naned entries, and may be translated into other types of address
books, such as LDAP groups. Address books may be private or shared;
they may be personal, organi zational, or perhaps even "crowdsourced"

The address book nane (the "addrbook" element in the ABNF above)
refers to a specifically named address book, as defined by the

i mpl enentation. A user mght, for exanple, have access to a numnber
of different address books, such as a personal one, a famly one, a
conpany one, and one for the town where the user |ives.

The extension information (the "extensions" element in the ABNF
above) is available for use in future extensions. It nmight allow for
thi ngs such as dynam c subsets of an address book -- for exanple,
sonet hing such as this mght be defined in the future:
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urn:ietf:parans: si eve: addr book: per sonal ?nane. cont ai ns=fred
There are no extensions defined at this tinme.

An "addrbook” URN is designed to be used by applications for
referenci ng address books. Each URN is intended to represent a
groupi ng of addresses that can be logically thought of as one
"book". Any given address can belong to nore than one book --
that is, can be referred to by nore than one URN

The URI "urn:ietf:parans:sieve: addrbook” has no neaning in

itself. It MJUST be used with sub-paraneters representing the
addr ess book name and extension information, as shown in the ABNF
above.

The sub-parameter "default" (creating the URN
"urn:ietf:paranms:sieve: addrbook: default™) is a reserved (case-

i nsensitive) nane that MJUST be inplenented, representing a
default groupi ng (book) of addresses. Oher nanmes, representing
the sane or other groupi ngs MAY be inplenmented. For exanple, an
i mpl ement ati on might use the foll owi ng sub-paraneters:

* personal -- a book representing the user’s personal address
book.
* friends -- a subset of

urn:ietf:parans: si eve: addr book: personal, defined by the user

* famly -- a subset of
urn:ietf:parans: si eve: addr book: personal, defined by the user

* conpany -- a book representing the user’s conpany’s address
book.

* department -- a subset of
urn:ietf:parans: si eve: addr book: conpany, defined by the
conpany.

* co-workers -- a subset of

urn:ietf:parans: si eve: addr book: conmpany, defined by the user

* default -- the default address book, a reference to
urn:ietf:parans: si eve: addr book: per sonal

Interoperability considerations: Applications are only REQU RED to
support "addrbook:default", where all cases and encodi ngs of
"default” are considered equival ent. Address book nanes ot her
than "default" MAY be case-sensitive, depending upon the
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i npl enentation, so their case (after URl decodi ng) MJST be
mai nt ai ned.

Security considerations: Applications SHOULD ensure appropriate
restrictions are in place to protect sensitive information that
m ght be reveal ed by "addrbook” URNs from access or nodification
by untrusted sources.

Contact: Sieve mailing list <sieve@etf.org>
2.7. Test valid ext list
Usage: valid ext list <ext-list-nanes: string-list>

The "valid_ext_list" test is true if all of the external l|ist nanes
in the ext-list-nanes argunent are supported, and they are valid both
syntactically (including URI parameters) and semantically (including
i npl enent ati on-specific senmantic restrictions). Oherw se, the test
returns fal se.

This test MJUST performexactly the sane validation of an externa
list nane as woul d be perforned by the "header :list" test.

2.8. Interaction with ManageSi eve

Thi s extension defines the foll owi ng new capability for ManageSi eve
(see [RFC5804], Section 1.7):

EXTLI STS - A space-separated list of URI schema parts [ RFC3986] for
supported externally stored list types. This capability MJST be
returned if the corresponding Sieve inplenentation supports the
"extlists" extension defined in this docunent.

Thi s al so extends the ManageSi eve ABNF as fol | ows:

single-capability =/ DQUOTE "EXTLI STS" DQUOTE SP ext-list-types CRLF
; single-capability is defined in [ RFC5804]

ext-list-types = string
; space separated list of URI schema parts

; for supported externally stored |ist types.
; MUST NOT be enpty.
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2.9. Exanples
2.9.1. Exanple 1
Thi s exanpl e uses a personal address book, along with the Spantest

[ RFC5235] and Rel ational [RFC5231] extensions to give a different
| evel of spamtol erance to known senders.

require ["envel ope", "extlists", "fileinto", "spantest",
"relational", "conparator-i;ascii-nuneric"
if envelope :list "from ":addrbook:default"
{ /'* Known: allow high spam score */
if spantest :value "ge" :conparator "i;ascii-nuneric" "8"

fileinto "spant;

}

el sif spantest :value "ge" :conparator "ij;ascii-nuneric" "3"
{ /'* Unknown: |ess tolerance in spam score */
fileinto "spant;
}

The sane exanple can also be witten another way, if the Variables
ext ensi on [ RFC5229] is al so support ed:

require ["envel ope", "extlists", "fileinto", "spantest",
"variables", "relational", "conparator-i;ascii-nuneric"];

if envelope :list "from' ":addrbook:default" ({
set "linm "8"; [/* Known: allow high spam score */

} else {
set "lim "3"; [/* Unknown: |ess tolerance in spam score */

if spamtest :value "ge" :conparator "i;ascii-numeric" "${lin}" {
fileinto "spant;

}

2.9.2. Example 2

Thi s exanpl e uses the "currentdate" test [RFC5260] and a |i st

contai ning the dates of local holidays. |If today is a holiday, the
script will notify (as described in [RFC5435]) the user via the

Ext ensi bl e Messagi ng and Presence Protocol (XMPP) [RFC5437] about the
nmessage.
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require ["extlists", "date", "enotify"];

if currentdate :list "date"
"t ag: exanpl e. com 2011- 01- 01: | ocal Hol i days" {
notify "xmpp: roneo@ m exanpl e. cont';

2.9.3. Example 3

Thi s exanple al so uses the "envel ope" option [ RFC5228] and the

Subaddress extension [RFC5233]. If mail is sent with the list name
as a subaddress of the recipient (to, say, "alexey+nylist"), and the
nessage cones froma nenber of the list, it will be redirected to al

nenbers of the list. Variants of this technique m ght be useful for
creating private mailing lists.

require ["extlists", "envel ope", "subaddress"];
# Subm ssion fromlist nmenbers is sent to all menbers
if allof (envelope :detail "to" "nylist",
header :list "fron
"t ag: exanmpl e. com 2010- 05-28: nylist") {
redirect :list "tag: exanple.com 2010-05-28:mylist";

2.9.4. Example 4

Thi s exanpl e uses variable matching [ RFC5229] to extract the IP
address fromthe | ast "Received" header field. |t then checks that

against a "block list" of undesirable |IP addresses, and rejects the
nessage if there’s a match.

require ["variables", "extlists", "index", "reject"];
if header :index 1 :matches "received" "*(* [*.*.* *])*" {

set "ip" "${3}.${4}.${5}.%{6}";

if string :list "${ip}"

"t ag: exanpl e. com 2011- 04- 10: Di sal | owedl Ps" {
reject "Message not allowed fromthis | P address”;

}

}

2.9.5. Exanple 5

Thi s exanpl e uses several features of the MM parts extension

[ RFC5703] to scan for unsafe attachment types. To nmake it easily
extensi bl e, the unsafe types are kept in an external list, which
woul d be shared among all users and all scripts, avoiding the need to
change scripts when the |ist changes.
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3.

[Note that this is an illustrative exanple, and nore rigorous nalware
filtering is advisable. 1t is insufficient to base email security on
checks of filenames al one.]

require [ "extlists", "foreverypart”, "mme", "enclose" ];

foreverypart

i f header :mine :param"fil enanme"
:list ["Content-Type", "Content-Di sposition"]
"t ag: exanmpl e. com 2011- 04- 10: BadFi | eNaneExt s"
{
# these attachment types are executabl e
encl ose :subject "Warning" :text
WARNI NG@ The encl osed nmessage has attachnments that might be unsafe
These attachnment types may contain a conmputer virus program
that can infect your conmputer and potentially damage your data.

Before clicking on these nmessage attachnents, you should verify
with the sender that this message was sent intentionally, and
that the attachments are safe to open

br eak;

}
}

Security Consi derations

Security considerations related to the "address"/"envel ope"/"header"
tests and "redirect" action discussed in Sieve [ RFC5228] al so apply
to this docunent.

External 1ist menbershi ps ought to be treated as if they are an
integral part of the script, so a tenporary failure to access an
external |ist SHOULD be handled in the sane way as a tenporary

failure to retrieve the Sieve script itself.

For exanple, if the Sieve script is stored in the Lightweight
Directory Access Protocol [RFC4510] and the script can’t be retrieved
when a nmessage is processed (perhaps the LDAP server is unavail able),
then the Sieve engine m ght del ay nessage delivery until the script

can be retrieved successfully. Simlarly, if an external list is
stored in LDAP and that LDAP server is unavail able, the Sieve engine
woul d take the sane action -- delay nessage delivery and try again

| ater.
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Protocol s/ APls used to retrieve/verify external |ist nmenbership MJST
provi de an appropriate |evel of confidentiality and authentication
Usually, that will be at least the same | evel of confidentiality as
protocol s/ APls used to retrieve Sieve scripts, but only the

i mpl enentati on (or deployment) will know what is appropriate.

There's a difference, for exanple, between naki ng an LDAP request on
a closed LAN that’'s only used for trusted servers (it nmay be that
neither encryption nor authentication is needed), on a firewalled LAN
internal to a conmpany (it nmight be OK to skip encryption, depending
upon policy), and on the open Internet (encryption and authentication
are probably both required). It also matters whether the |list being
accessed is private or public (no encryption or authentication may be
needed for public data, even on the Internet).

Havi ng the processing and outcone of a Sieve script depend on the
contents of external data can allow soneone with control of the
external data to have unusual, and perhaps unauthorized, control of

the script -- and, consequently, of the disposition of the user’s
email. A user using such a list for spamcontrol, for exanple, mght
find i nportant mail being di scarded because of tanpering with the
list. Someone using redirect to an external list could have her
emai|l redirected to the wong eyes because of such tanpering.
Security and integrity protection of external lists is as inportant

as protection of the Sieve script itself.

| npl enentati ons of this extension should keep in nind that matching
val ues against an externally stored list can be I/0O and/or CPU
intensive. This can be used to deny service to the mail server

and/ or to servers providing access to externally stored mailing
lists. A naive inplenentation, such as the one that tries to
retrieve content of the whole list to performmatching, can nmake this
Wor se.

But note that many protocols that can be used for accessing
externally stored lists support flexible searching features that can
be used to mnimze network traffic and | oad on the directory
service. For exanple, LDAP allows for search filters.

| npl enent ati ons SHOULD use such features whenever they can

Many organi zati ons support external lists with thousands of
recipients. 1In order to avoid mail borbs when redirecting a nessage
to an externally stored list, inplenmentations SHOULD enforce limts
on the nunber of recipients and/or on domains to which such
reci pi ents bel ong.

Note, in particular, that it can be too easy for a script to use

redirect :list ":addrbook: default”;
to send nessages to "everyone in your address book", and one can
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easily imagine both intentional and acci dental abuse. The situation
can be even worse for, say, ":addrbook:corporate". Warnings, as well
as enforced limts, are appropriate here.
Applications SHOULD ensure appropriate restrictions are in place to
protect sensitive information that m ght be reveal ed by "addrbook"
URNs from access or nodification by untrusted sources.

4. | ANA Consi derations

4.1. Registration of Sieve Extension
The followi ng tenplate specifies the | ANA registration of the Sieve
extension specified in this docunment. This infornmation has been
added to the Sieve Extensions registry on http://ww.iana. org.
To: iana@ ana.org
Subj ect: Registration of new Sieve extension

Capability name: extlists

Description: Adds the ":list" match type to certain Sieve tests, and
the ":list" argunent to the "redirect" action. The ":list" match
type changes tests to match val ues agai nst values stored in one
or nore externally stored lists. The ":list" argument to the

redi rect action changes the redirect action to forward the
nmessage to emai|l addresses stored in the externally stored list.

RFC number: RFC 6134
Contact address: Sieve mailing list <sieve@etf.org>
4.2. Registration of ManageSi eve Capability

| ANA has registered a new ManageSi eve Capability according to the
| ANA registration tenplate specified in [ RFC5804]:

To: iana@ana.org
Subj ect: ManageSi eve Capability Registration
Capability name: extlists

Description: This capability is returned if the server supports the
"extlists" RFC 6134 Sieve extension.

Rel evant publications: RFC 6134, Section 2.8
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Person & emmil address to contact for further information:

Sieve mailing list <sieve@etf.org>
Aut hor/ Change controller: |ESG
4.3. Creation of Sieve URN Paraneters Registry

| ANA has created a new regi stry under "Sieve Extensions" for Sieve

URN Paraneters. Registration into this registry is according to the

"Specification Required" policy [RFC5226].

The registry contains the following two itens:

URN paraneter nane: The nane of the URN paranmeter. |f the name is
"paramane", the resulting top-level URN will be
"urn:ietf:parans:sieve: paramane”.

Ref erence: The docunent and section where the definition of the

paraneter can be found. Be sure to include the section nunber as
wel | as the docunent reference, so the docunentation is easy to

find.
The docunmentation -- which will be in the referenced document and
section, and will not be included in the registry -- MJST include the

following information (see Section 2.6 for an exanpl e):
URN paraneter nane: The name of the URN paraneter.

URN paraneter syntax: The syntax of the parameter and any sub-
par anmet ers, whi ch SHOULD be specified using ABNF [ RFC5234].

I ntended usage: A detailed description of how the paraneter and
any sub-paraneters are expected to be used. This is the place
to define static sub-paranmeters, registries for sub-
paranmeters, options, registries for options, and so on

Interoperability considerations: Any notes specific to
interoperability issues. This is where to put mandatory-to-
i mpl enent sub-paraneters and the like.

Security considerations: Any notes specific to security and
privacy issues.

Contact: Contact information, in case there are questions.
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4.4. Registration of the "addrbook"” URN paraneter

| ANA has registered a new Sieve URN paranmeter in the registry defined
in Section 4. 3.

URN par aneter nanme: addrbook
Ref erence: RFC 6134, Section 2.6
4.5. Registration of "sieve" URN sub-nanespace
| ANA has registered a new URN sub-namespace within the | ETF URN Sub-
nanespace for Registered Protocol Paraneter Identifiers defined in
[ RFC3553] .
Regi stry name: sieve
Specification: RFC 6134
Repository: Sieve URN Paraneters registry (Section 4.3)

I ndex val ue: Sub-paranmeters MJST be specified in UTF-8, using
standard URI encodi ng where necessary.
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