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Abst ract

This menmo docunents an extended key usage (EKU) X 509 certificate
extension for restricting the applicability of a certificate to use
with a Session Initiation Protocol (SIP) service. As such, in
addition to providing rules for SIP inplenentations, this nmeno al so
provi des gui dance to issuers of certificates for use with SIP.

Status of This Menp

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for exam nation, experinental inplenentation, and
eval uati on.

Thi s docunent defines an Experinmental Protocol for the Internet
conmunity. This document is a product of the Internet Engi neering
Task Force (IETF). It represents the consensus of the | ETF
conmunity. It has received public review and has been approved for
publication by the Internet Engineering Steering Goup (IESG. Not
al |l docunents approved by the | ESG are a candi date for any |evel of
I nternet Standard; see Section 2 of RFC 5741.

I nformati on about the current status of this document, any errata,

and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc5924.
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| ntroducti on

This menmo docunents an extended key usage (EKU) X 509 certificate
extension for restricting the applicability of a certificate to use
with a Session Initiation Protocol (SIP) service. As such, in
addition to providing rules for SIP inplenentations, this nmeno al so
provi des gui dance to issuers of certificates for use with SIP.

Ter m nol ogy

Key Words
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [1].
Additionally, the following termis defined:
SIP domain identity: A subject identity in the X. 509 certificate
that conveys to a recipient of the certificate that the
certificate owner is authoritative for SIP services in the domain
naned by that subject identity.
Abstract Syntax Notation

X. 509 certificate X. 509 [4] extensions are defined using ASN. 1

Al
X. 680 [5], and X.690 [6].

Pr obl em St at enent

Consider the SIP RFC 3261 [2] actors shown in Figure 1

Pr oxy- A. exanpl e. com Pr oxy- B. exanpl e. net
S + S +
| Proxy |[-------------------- | Proxy |
+o- e -+ +-- - - - -+
| |
| |
| |
| +---+
0---0 |
/-\ ||
+--- 4 / /
+---- 4
al i ce@xanpl e. com bob@xanpl e. net

Figure 1: SIP Trapezoid
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Assune that alice@xanple.comcreates an | NVITE for bob@xanpl e. net;
her user agent routes the request to sone proxy in her donmain

exanpl e.com Suppose al so that exanple.comis a |arge organi zation
that maintains several SIP proxies, and her INVITE arrived at an

out bound proxy Proxy-A. exanmple.com |In order to route the request
onward, Proxy-A uses RFC 3263 [7] resolution and finds that Proxy-
B.exanple.net is a valid proxy for exanple.net that uses Transport
Layer Security (TLS). Proxy-A exanple.comrequests a TLS connection
to Proxy-B.exanple.net, and in the TLS handshake each one presents a
certificate to authenticate that connection. The validation of these
certificates by each proxy to determ ne whether or not their peer is
authoritative for the appropriate SIP domain is defined in "Domain
Certificates in the Session Initiation Protocol (SIP)" [8].

A SIP domain nanme is frequently textually identical to the same DNS
nane used for other purposes. For exanple, the DNS nane exanpl e. com
can serve as a SIP domain nane, an email domain nanme, and a web
service nane. Since these different services within a single

organi zation m ght be adm ni stered i ndependently and host ed
separately, it is desirable that a certificate be able to bind the
DNS nanme to its usage as a SIP domain nane without creating the
inmplication that the entity presenting the certificate is also
authoritative for sone other purpose. A nechanismis needed to allow
the certificate issued to a proxy to be restricted such that the

subj ect nane(s) that the certificate contains are valid only for use
in SIP. In our exanple, Proxy-B possesses a certificate naking
Proxy-B authoritative as a SIP server for the domai n exanpl e. net;
furthernore, Proxy-B has a policy that requires the client’s SIP
domai n be authenticated through a simlar certificate. Proxy-Ais
authoritative as a SIP server for the domai n exanpl e.com when
Proxy- A nakes a TLS connection to Proxy-B, the latter accepts the
connection based on its policy.

4. Restricting Usage to SIP

This meno defines a certificate profile for restricting the usage of
a donmai n nanme binding to usage as a SIP domain name. RFC 5280 [3],
Section 4.2.1.12, defines a nechanismfor this purpose: an "Extended
Key Usage" (EKU) attribute, where the purpose of the EKU extension is
descri bed as:

If the extension is present, then the certificate MJUST only be
used for one of the purposes indicated. |[|f nultiple purposes are
i ndi cated the application need not recognize all purposes

i ndi cated, as long as the intended purpose is present.
Certificate using applications MAY require that the extended key
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usage extension be present and that a particul ar purpose be
indicated in order for the certificate to be acceptable to that
application.

A Certificate Authority issuing a certificate whose purpose is to
bind a SIP donain identity w thout binding other non-SIP identities
MUST i nclude an id-kp-sipDonmain attribute in the Extended Key Usage
extension val ue (see Section 4.1).

4.1. Extended Key Usage Val ues for SIP Domains

RFC 5280 [3] specifies the EKU X. 509 certificate extension for use in
the Internet. The extension indicates one or nore purposes for which
the certified public key is valid. The EKU extension can be used in
conjunction with the key usage extension, which indicates how the
public key in the certificate is used, in a nore basic cryptographic
way.

The EKU extension syntax is repeated here for convenience:
Ext KeyUsageSyntax ::= SEQUENCE SI ZE (1..MAX) OF KeyPurposeld
KeyPur poseld ::= OBJECT | DENTIFI ER

Thi s specification defines the KeyPurposeld id-kp-sipDomain.

I nclusion of this KeyPurposeld in a certificate indicates that the
use of any Subject nanmes in the certificate is restricted to use by a
SIP service (along with any usages all owed by other EKU val ues).

id-kp OBJECT IDENTIFIER ::=
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechani sns(5) pkix(7) 3}

i d-kp-si pDomain OBJECT IDENTIFIER ::= { id-kp 20 }
5. Using the SIP EKU in a Certificate

Section 7.1 of Domain Certificates in the Session Initiation Protoco
[8] contains the steps for finding an identity (or a set of
identities) in an X 509 certificate for SIP. In order to determ ne
whet her the usage of a certificate is restricted to serve as a SIP
certificate only, inplenentations MJST performthe steps given bel ow
as a part of the certificate validation
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The i npl enentati on MUST exam ne the Extended Key Usage val ue(s):

o If the certificate does not contain any EKU val ues (the Extended
Key Usage extension does not exist), it is a matter of loca
policy whether or not to accept the certificate for use as a SIP
certificate. Note that since certificates not following this
specification will not have the id-kp-si pDonmain EKU val ue, and
many do not have any EKU val ues, the nore interoperable |oca
policy would be to accept the certificate.

o If the certificate contains the id-kp-si pDomain EKU ext ensi on
then i nplenmentations of this specification MJST consider the
certificate acceptable for use as a SIP certificate.

o If the certificate does not contain the id-kp-si pDomain EKU val ue,
but does contain the id-kp-anyExt endedKeyUsage EKU value, it is a
matter of |ocal policy whether or not to consider the certificate
acceptable for use as a SIP certificate.

o |If the EKU extension exists, but does not contain any of the id-
kp- si pDomai n or id-kp-anyExt endedKeyUsage EKU val ues, then the
certificate MUST NOT be accepted as valid for use as a SIP
certificate.

6. Inmplications for a Certification Authority

The procedures and practices enployed by a certification authority
MJST ensure that the correct values for the EKU extension and
subj ect Alt Name are inserted in each certificate that is issued. For
certificates that indicate authority over a SIP domain, but not over
services other than SIP, certificate authorities MJST include the id-
kp- si pDomai n EKU ext ensi on.

7. Security Considerations

This menmo defines an EKU X. 509 certificate extension that restricts
the usage of a certificate to a SIP service belonging to an

aut onormous dommin. Relying parties can execute applicable policies
(such as those related to billing) on receiving a certificate with
the id-kp-sipDomai n EKU val ue. An id-kp-si pDormai n EKU val ue does not
i ntroduce any new security or privacy concerns.

8. | ANA Consi derations
The i d-kp-si pDomai n purpose requires an object identifier (OD). The

objects are defined in an arc del egated by | ANA to the PKI X working
group. No further action is necessary by | ANA
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Appendi x A, ASN. 1 Modul e
S| PDorrai nCer t Ext n
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechani sms(5) pkix(7) id-nmod(0)
i d- mod- si p-domai n- ext ns2007(62) }

DEFINITIONS I MPLICI T TAGS :: =
BEGA N

-- 0D Arcs
id-kp OBJECT IDENTIFIER ::=
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechani snms(5) pkix(7) 3}
-- Extended Key Usage Val ues
i d-kp-si pDomain OBJECT IDENTIFIER ::= { id-kp 20 }
END
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