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Conpressed Data within an |nternet
El ectronic Data Interchange (ED) Message

Abst ract

Thi s docunent explains the rules and procedures for utilizing
conpressi on (RFC 3274) within an Internet EDI (El ectronic Data
I nterchange) ' AS' nmessage, as defined in RFCs 3335, 4130, and 4823.

Status of This Menp

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

This is a contribution to the RFC Series, independently of any ot her
RFC stream The RFC Editor has chosen to publish this docunent at
its discretion and nakes no statement about its value for

i mpl enentati on or deploynment. Docunents approved for publication by
the RFC Editor are not a candidate for any | evel of Internet

St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this docunment, any errata,
and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc5402

| ESG Not e

The content of this RFC was at one tine considered by the | ETF, and
therefore it may resenble a current |ETF work in progress or a
publ i shed | ETF work. This RFC is not a candidate for any |evel of
Internet Standard. Readers of this RFC shoul d exercise caution in
evaluating its value for inplenentation and depl oyrment.

Copyri ght Notice

Copyright (c) 2010 | ETF Trust and the persons identified as the
document authors. All rights reserved.

Thi s docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provi sions Relating to | ETF Docunents

(http:trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
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carefully, as they describe your rights and restrictions with respect
to this docunent.

1. | nt roducti on

Historically, electronic nessages produced by systens follow ng the
guidelines as outlined in the | ETF EDI I NT Working G oup
specifications ASl [ AS1], AS2 [AS2], and AS3 [AS3] did not have a way
to provide a standardized transport neutral mechani smfor conpressing
| arge payl oads. However, with the devel opment of RFC 3274,
"Conpressed Data Content Type for Cryptographic Message Syntax
(CvB)", we now have a transport-neutral mechani smfor conpressing

| ar ge payl oads.

A typical ED INT "AS nmessage is a nmulti-layered M ME nessage,

consi sting of one or nore of the foll ow ng: payl oad | ayer, signature
| ayer, and/or encryption layer. When an 'AS nessage is received, a
Message Integrity Check (MC) val ue nust be computed based upon
defined rules within the EDIINT ' AS RFCs and nmust be returned to the
sender of the nessage via a Message Disposition Notification (NMDN).

The addition of a new conpression layer will require this docunment to
outline new procedures for building/layering *AS nessages and
conputing a MC value that is returned in the MDN receipt.

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

2. Conpressed Data M ME Layer

The conpressed-data CVM5 (Cryptographi c Message Syntax) M ME entity as
descri bed i n [ COWPRESSED- DATA] may encapsulate a M ME entity that
consi sts of either an unsigned or signed business docunent.

| mpl ementers are to follow the appropriate specifications identified
inthe "M ME Media Types" registry [MMe-TYPES] nmi ntai ned by | ANA
for the type of object being packaged. For exanple, to package an
XM. object, the MM nedia type of "application/xm" is used in the
Content - Type M ME header field and the specifications for envel opi ng
the object are contained in [ XM.TYPES] .

M ME entity exanpl e:
Content-type: application/xm; charset="utf-8"

<?xm version="1. 0" encodi ng="UTF-8""?>
<I-- sanple xm docunent -->
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The M ME entity will be conpressed using [ZLIB] and placed inside a
CMS conpressed-data object as outlined in [ COWPRESSED DATA]. The
conpressed-data object will be M ME encapsul ated according to details
outlined in [S/M ME3. 1], RFC 3851, Section 3.5.

Exanpl e:

Cont ent - Type: application/pkcs7-m nme; smi ne-type=conpressed-data;
name=smni ne. p7z

Cont ent - Tr ansf er - Encodi ng: base64

Content-Di sposition: attachnment; fil ename=sm ne. p7z

M AGCy qGSI b3DQEJEAEJol AnwgAl BADANBgs ghki GOwOBCRADCDCABgk ghki GOw0BBwW&g
Hni c7ZRdb9owFI bvK/ k/ 5PqVYPFXGK12YYyboVFASSp1lvQ ZG LRACZE49/ XHOUW'S/ O
f U5i vWhasm 72XFb3gb5dr uui 7yt N8O3M670ni i 7C5r 8t f wR281hy/ p/ KSMB+j zH553+
P3VT3QLusnt 8WPl uN5vN/ vaA2+Dul nXTXkXvNTr 8] 8ouzZnmkCnd / UMZS/ C8zP0bz2d
UEk2MBm axj RVBy AhZTj ORGYg4Tvogi RASRCsZgj pVeJCh1KV6Qz QeDI1XkoBJIm+C5P
v+ORAcshOGeCcdFJyf gFxdt CdEcnOr bi nc/ +BBMZRThEYpwW +j EBpci SGAKI OTSI REm
SGLUESM i KUFt 1y4XHBC2a50q0!1 KIKW.S9kUZTA7vC5LSx YngVL46SI Wi f WBQA6Adr n
vG&xVi bLgRCt | pp4g2gpdt gK1Li Ceol pVKSWQBP7+Q ZAl r hOcePYTx/ gNZuB9Vhndt g
VWogK+3r nng3YWgnTuF5GDS+Q j | VLnCc YZFc6KK/ +c80wKwZj wdZI qDYWRH68MUBQS
3CAaYOBNIM i Tl 0X7eV5DnoKI FSKYdj 3cRpDl cK/ JWITHIRe76MUXnf BWBN7HA5zhQ4r i
+kV1/ 3AGS| J32bFPd2BsQD8uSz| x61 Cbkj dz95c0AAAAAAAAAAAAAAAA

Not e: Content - Transfer-Encodi ng of base64 would only be required if
the conpressed-data M ME bodypart is transferred via a 7-bit protocol
like SMIP and is visible in the outer layer of the MM nessage. |If
the conpressed-data M ME bodypart is placed inside of an encrypted

M ME bodypart, content-transfer-encoding would not be required on the
conpressed-data M ME bodypart, but would be required on the encrypted
M ME bodypart.

3. Structure of an EDI M ME Conpressed Message

VWhen conpressing a docurment that will be signed, the application MAY
conpress the innernost M ME body before signing (see Sections 3.2 and
3.5), or it MAY conpress the outer multipart/signed M ME body (see
Sections 3.3 and 3.6), but it MJUST NOT do both within the sane
docunent. The receiving application MJST support both met hods of
conpressi on when unpackagi ng an i nbound docunent.

Note: The followi ng sections (3.1 - 3.6) show the individual |ayers
of a properly formatted EDI M ME nessage with a conpressed data

| ayer. Please refer to the appropriate RFCs for the proper
construction of the resulting M ME nessage. "application/xxxxxxx" is
used to indicate an application medi a subtype.
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3.1. No Encryption, No Signature

- RFC5322/ 2045
- [ COVPRESSED- DATA] (appl i cati on/ pkcs7- m ne)
-[ M ME- TYPES] (appl i cati on/ xxxxxxx) (conpr essed)

This section shows the layers of an unsigned, unencrypted conpressed
nessage. The first line indicates that the MM nessage confornms to
[ RFC5322] and [RFC2045] with a Content-Type of
application/pkcs7-mne. Wthin the pkcs7-minme entity is a conpressed
M ME entity containing the el ectronic business docunent.

3.2. No Encryption, Signature

- RFC5322/ 2045
-[ RFC1847] (nultipart/signed)
- [ COVPRESSED- DATA] (appl i cati on/ pkcs7- m ne)
-[ M ME- TYPES] (appl i cati on/ xxxxxxx) (conpr essed)
- RFC3851 (application/pkcs7-signature)

This section shows the |ayers of a signed, unencrypted conpressed
nmessage where the payload is conpressed before being signed.

3.3. No Encryption, Signature

- RFC5322/ 2045
- [ COMPRESSED- DATA] (appl i cati on/ pkcs7-mi nme)
-[ RFC1847] (nultipart/signed) (conmpressed)
-[ M ME- TYPES] (appl i cati on/ xxxxxxx) (conpr essed)
- RFC3851 (application/pkcs7-signature)(conpressed)

This section shows the |ayers of a signed, unencrypted conpressed
nessage where a signed payload is conpressed.

3.4. Encryption, No Signature
- RFC5322/ 2045
- RFC3851 (application/pkcs7-nine)
- [ COVPRESSED- DATA] (appl i cati on/ pkcs7-mi nme) (encrypted)
-[ M ME- TYPES] (appl i cati on/ xxxxxxx) (conpr essed) (encrypt ed)

This section shows the |ayers of an unsigned, encrypted conpressed
nessage where the payload is conpressed before it is encrypted.
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3.5. Encryption, Signature

- RFC5322/ 2045
- RFC3851 (application/pkcs7-nine)
-[ RFC1847] (nultipart/signed) (encrypted)
- [ COVPRESSED- DATA] (appl i cati on/ pkcs7-m ne) (encrypted)
-[ M ME- TYPES] (appl i cati on/ xxxxxxx) (conpressed) (encrypted)
- RFC3851 (application/pkecs7-signature) (encrypted)

This section shows the |layers of a signed, encrypted conpressed
nmessage where the payload is conpressed before being signed and
encrypt ed.

3.6. Encryption, Signature

- RFC5322/ 2045
- RFC3851 (application/pkcs7-n ne)
- [ COVPRESSED- DATA] (appl i cati on/ pkcs7-m ne) (encrypted)
-[ RFC1847] (nultipart/signed) (conpressed)(encrypted)
-[ M ME- TYPES] (appl i cati on/ xxxxxxx) (conpressed) (encrypted)
- RFC3851 (application/pkcs7-signature)(conpressed) (encrypted)

This section shows the |layers of a signed, encrypted conpressed
nessage where the payload is signed before being conpressed and
encrypt ed.
4. MC Cal cul ations for Conpressed Messages Requesting Signed Receipts
4.1. MC Calculation for Signed Message
For any signed nessage, the MC to be returned is cal cul ated over the
sane data that was signed in the original nessage as per [AS1]. The
signed content will be a M ME bodypart that contains either
conpressed or unconpressed dat a.
4.2. MC Calculation for Encrypted, Unsigned Message
For encrypted, unsigned nessages, the MCto be returned is
cal cul ated over the unconmpressed data content including all MM
header fields and any applied Content-Transfer-Encoding.
4.3. MC Calculation for Unencrypted, Unsigned Message
For unsi gned, unencrypted nessages, the MC is calcul ated over the

unconpressed data content including all M ME header fields and any
appl i ed Content - Transf er - Encodi ng.
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5.

Error Disposition Mdifier

For a received nessage where a recei pt has been requested and
deconpression fails, the followi ng disposition modifier will be
returned in the signed VDN

"Error: deconpression-failed" - the receiver could not deconpress
the nessage

EDI | NT Version Header Field

Any application that supports the conpression nmethods outlined within
this docunment MJST use a version identifier value of "1.1" or greater
within the AS2 or AS3 Version header field as describe in [AS2] and

[ AS3] .

Conpressi on Formats

| mpl ement ati ons MUST support ZLIB [ZLIB], which utilizes DEFLATE
[ DEFLATE] .

Security Consi derations

Thi s docunent is not concerned with security, except for any security
concerns nentioned in the referenced RFCs.
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