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ENUM Val i dati on Token Format Definition
Status of This Menp

Thi s docunent specifies an Internet standards track protocol for the
Internet conmunity, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nenmo is unlimted.

Abst r act

An ENUM dormai n nanme is tightly coupled with the underlying E. 164
nunber. The process of verifying whether the Registrant of an ENUM
domain nane is identical to the Assignee of the corresponding E. 164
nunber is comonly called "validation". This docunent describes a
signed XML data format -- the Validation Token -- with which
Validation Entities can convey successful conpletion of a validation
procedure in a secure fashion
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1

| ntroducti on

In the case where an ENUM (E. 164 Nunber Mapping [1]) donain nane
corresponds to an existing E. 164 nunber [2], the del egation of this
domai n needs to be authorized by the Assignee of the correspondi ng
E. 164 nunber. In the role nodel described in [15], the entity that
perfornms this check is called the Validation Entity (VE).

By conveying an ENUM Val i dati on Token -- a signed XM. docunent -- to
the Registry, a VE certifies that del egation requirenments have been
met and are current.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [3].

Dat a Requirenents

In this nodel, the Token is the only piece of data passed fromthe VE
to the Registry. Therefore, the Token needs to contain at |east as
much information as the Registry requires to grant the del egati on of
the requested ENUM donai n according to its registration policy. As
such, the Registry will need confirmation that:

o the Token was created by an accredited VE,
o the Token's duration of validity confornms to the policy,

o the validation procedure enpl oyed has net mninumrequirements as
set forth by policy,

o and that the Token is protected agai nst tanpering and replay
at t acks.

Beyond such mandatory information, the Token may optionally include
nunber holder information, in particular, to sinplify future
reval i dati ons.

For exanple, if initial validation requires the steps "Check the
identity of the Registrant” and "Check the ownership of an E. 164
nunber”, then a later revalidation only needs to re-check the
ownership as the identity of the Registrant does not change.

As the Token will be included (see e.g., [16]) in XM.-based Registry/
Regi strar protocols like the Extensible Provisioning Protocol (EPP)
[13], it is a natural choice to use XM_ to encode Validati on Tokens.
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3.

Digital Signature

According to the architecture nodel the propriety of an ENUM

del egati on depends on the trust relationship between the Registry and
the VE. In general, an untrusted |ink between the Registry and VE
shoul d be assuned (for instance, the Token is passed along with the
regi stration request by a Registrar, who might have no role in
asserting the right-to-use). Therefore, the Token nust be protected
agai nst forgery, tanpering, and repl ay-attacks.

A digital signature on the token:

o asserts that the token was indeed generated by the indicated VE
(authenticity).

0 guarantees that the token was not tampered with in transit
(integrity).

o enables auditing the validation process (non-repudi ation).

The cryptographic signature on the token follows RFC 3275 (XM.-DSI G
[4]). As tokens might be transmtted as part of an already XM. based
protocol, the exclusive XM canonicalization [9] MJST be used. This
transf orm guarant ees that namespace declarations inherited fromthe
surrounding XM. do not invalidate the signature. |In order to nmake
the signature an integral part of the token, the

"envel oped"-signature node is enployed. The signature covers al

i nformati on contained in the Token

XM.-DSI G of fers a nunber of cryptographic algorithms for digesting
and si gni ng docunents and recomends SHALl/ RSA- SHAL. Recent advances
in cryptanal ysis have cast doubt on the security of SHAl, thus
rendering this recommendati on obsolete (see e.g., the Security

Consi derations of [14]). RFC 4051 [5] defines how additiona

al gorithms can be used with XM.-DSI G

Validation Entities MJST be able to sign tokens according to

XM.- DSI G MUST support RSA-SHAL and RSA- SHA256 [5], MJST support RSA
key sizes of 1024 and 2048 bits, and MJST be able to enbed X 509 [10]
certificates. The Registry MJST define which signature al gorithns
and key sizes it will accept in Validation Tokens as part of its

| ocal policy.

The choi ce of a RSA-based signature does not require a public key
infrastructure. Whether the Registry acts as a certification
authority, accepts certs froma public certification authority, or
only accepts pre-registered keys is a |local policy choice.
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4. Field Descriptions

The Validation Token is structured into three parts: the basic

validation information, additional information about the Registrant,

and the digital signature. The XM. schema can be found in Section 6.

4.1. The <validation> El enent

A token MJUST contain a <validation> elenent that contains the

fol | owi ng:

o Asingle validation "serial" attribute identifying a validation
token for a certain VE. It nmust be unique per VE.

0 A single <E164Nunber> el ement containing the underlying E. 164
nunber in fully qualified (international) format.

0 An optional <lastE164Nunber> elenent. |f present, it indicates
that the whol e nunber block starting with <E164Nunmber> up to and
i ncl udi ng <l ast E164Nunber > has been validated. To avoid
ambi guity, both nunmbers MJST be of the sane | ength.

o A single <validationEntityl D> el ement identifying the VE.

o A single <registrarlD> elenent identifying the Regi strar on whose
behal f the validation was perforned.

o A single <methodl D> el ement identifying the nmethod used by the VE
for validation.

o A single <executionDate> attribute containing the date of
validation formatted as "full-date" according to RFC 3339 [6].

0 An optional <expirationDate> attribute marking the expiration date
of the validation token formatted as "full-date" according to RFC
3339. The Registry will automatically revoke the del egation at
this date unless a new Token has been submtted that extends the
lifetime of the validation. A mssing <expirationDate> indicates
infinite validity of the Token.

The format and the uni queness-constraints of these IDs is left to the

| ocal policy of the Registry.
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4.2. The <tokendata> El enent

A token may contain a <tokendata> section containing information
about the nunber hol der, consisting of the follow ng el enents:

o A single <organization> elenent containing the full nane of the
organi zation to which the Registrant is affiliated.

0 A single <commercialregisternunber> elenent. |If the Registrant is
a conpany, then this field can be used to uniquely identify this
conpany by its official registration nunber within the | oca
country. The interpretation of this field is thus
country-specific.

o Asingle <title> elenent.
o A single <firstnane> el ement.
o A single <l astnanme> el enent.

o] A si ngl e <address> section containing the foll owi ng el enents:
singl e optional <streetNane>

singl e optional <houseNumber >

singl e optional <postal Code>

single optional <locality>

singl e optional <countyStateO Province>

singl e optional <l SCcountryCode>

>>>>>r>

* Ok X X F

o Up to 10 <phone> el enents containing full E.164 nunbers.
o Up to 10 <fax> elenents containing full E. 164 nunbers.
o Up to 10 <email > el enents.

Al elenments directly under <tokendata> are optional. The

<I SCcount ryCode> el enent specifies the country using the al pha-2
country code from | SO 3166-1: 2006 [11] (including updates published
by the 3166 Mi ntenance Agency). The definition of the first five
elenents within the <address> elenent confornms to the second version
of the E. 115 Conputerized Directory Assistance [17].
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5. Exanpl es
5.1. Unsigned Token w thout Registrant |nformation

Thi s basic Token wi thout any information about the Registrant and
wi t hout the cryptographic signature shows the basic | ayout of the
Token.

<?xm version="1.0" encodi ng="utf-8" standal one="no" ?>
<t oken xm ns="urn:ietf:params: xm : ns: enumtoken-1.0" |d="TOKEN"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance"
xsi : schemaLocat i on=
"urn:ietf:paranms: xm :ns: enumtoken-1.0 enumtoken-1.0.xsd">
<val i dati on serial ="acneve-000002">
<E164Nunber >+442079460200</ E164Nunber >
<| ast E164Nunber >+442079460499</ | ast E164Nunber >
<val i dati onEntityl D>ACME- VE</ val i dati onEnti tyl D>
<regi strarl D>reg-4711</regi strarl D>
<met hodl D>42</ net hodl D>
<execut i onDat e>2007- 05- 08</ execut i onDat e>
<expi rati onbDat e>2007-11- 01</ expi rati onDat e>
</validation>
</t oken>

5.2. Signed Token

Thi s exanpl e uses an X 509 based signature that includes the
certificate of the signing validation entity. Thus, the validity of
the signature can be verified without the need for a key-server. A
valid signature is a necessary, but not sufficient, condition for a
valid Token. Any entity evaluating a Token needs to check ot her
factors as well, e.g., the certificate and the XM. schena

<?xm version="1.0" encodi ng="utf-8" standal one="no" ?>
<token xm ns="urn:ietf:paranms: xm : ns: enumtoken-1.0" |d="TOKEN"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"
xsi : schemaLocat i on=
"urn:ietf:parans: xm :ns:enumtoken-1. 0 enumtoken-1.0.xsd">
<val i dati on serial ="acneve-000001">
<E164Nunber >+442079460123</ E164Nunber >
<val i dati onEntityl D>ACME- VE</ val i dati onEnti tyl D>
<registrarl D>reg-4711</registrarl D>
<met hodl D>42</ net hodl D>
<execut i onDat e>2007- 05- 08</ execut i onDat e>
</validation>
<t okendata xm ns="urn:ietf:parans: xm :ns: enumtokendata-1.0"
xsi : schemalLocat i on=
"urn:ietf:paranms: xm :ns: enumtokendata-1.0 enumtokendata-1. 0. xsd">
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<cont act >
<or gani sati on>Exanpl e | nc. </ or gani sati on>
<commer ci al regi st er nunber >4711</ commer ci al r egi st er nunber >
<title>Dr.</title>
<firstname>Max</first nane>
<l ast nane>Must er mann</ | ast name>
<addr ess>
<street Name>Mai n</ st r eet Nanme>
<houseNumnber >10</ houseNumnber >
<post al Code>1010</ post al Code>
<l ocal ity>London</I| ocal ity>
<count ySt at eOr Provi nce>London</ count ySt at eO Pr ovi nce>
<I SCcount r yCode>GB</ | SCcount r yCode>
</ addr ess>
<phone>+442079460123</ phone>
<emai | >nm@xanpl e. conk/ ermai | >
</ cont act >
</ t okendat a>
<Si gnature xm ns="http://ww. w3. or g/ 2000/ 09/ xml dsi g#" >
<Si gnedI nf o>
<Canoni cal i zat i onMet hod
Al gorithm="http://ww.w3. org/ 2001/ 10/ xm - exc- c14n#"/ >
<Si gnat ur eMet hod
Al gorithm="http://ww.w3. org/ 2001/ 04/ xm dsi g- nor e#r sa- sha256"/ >
<Ref erence URl ="#TCOKEN' >
<Tr ansf or ns>
<Transform Al gorithn¥
"http://ww. w3. org/ 2000/ 09/ xm dsi g#envel oped- si gnat ure"/ >
<Transform
Al gorithm="http://ww.w3. org/ 2001/ 10/ xm - exc- cl4n#" >
<l ncl usi veNanespaces
xm ns="http://ww. w3. org/ 2001/ 10/ xm - exc- c14n#"
PrefixLi st="enumtoken enumtokendata"/>
</ Tr ansf or mp
</ Tr ansf or ns>
<Di gest Met hod
Al gorithm="http://ww.w3. org/ 2001/ 04/ xm enc#sha256"/ >
<Di gest Val ue
>Vx s Bx SNPFWPAUI CHt s3g3DehcexnBldqUz+GyplLZ0k=</ Di gest Val ue>
</ Ref erence>
</ Si gnedl nf 0>
<Si gnat ur eVal ue>
XKgphKRNPokVZFbenj e+HZZV+RLr NweGnl VBW7ngAt H+r t usl RBLhMLnmCADI Bb9V
HvKI t | +7zLGBVgYsqgf HH8g3j C 1nFxUl uLl | Pgt pJs+xAHAIDzZ+virsF/ g21 gr S
KOuMKuU5V1gydDBOvI i pcJIx+Pr PYyXYZSj QXxkVWknK8=</ Si gnat ur eVal ue>
<Keyl nf 0>
<X509Dat a>
<X509Certificate>
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M | DZj CCAs+gAwW BAgl BBDANBgkghki GIw0BAQQFADBO M WCQYDVQQGEW] BVDEP
MAOGA1UEBX MGV | bnbhVRQWEG YDVQQKEW CTO0ZI | ENI cnRzLj EbMBk GA1UEAX NS
QVSVFMuYmImaC5we m 2L mFOMSEwWHWYJKoZIl hveNAGkBFhJj ZXJ0cO0Bi b2ZoLnBy
aXYuYXQuHhc NVDQAMNZ | wMIT Ik NT A5 Whc NVDUWNZ | wMITMKNTASW B/ MQs wCQYDVQQG
EwJ BVDEKMAg GA1 UECBMVBL TEPMAOGALUEBX MGV | bnb hMROWGNYDVQQKEXRBY21

| EVOVUOgVnFsaVRhdd vbj EQVA4GATUEAX MHYWAE ZS1WRTEI MCAGCSqGSI b3DQEJ
ARYTbmBi b2R5QGVudWIt YWAt ZS5hd DCBnz ANBgk ghki GOWOBAQEFAAOB] QAwg Yk C
gYEAr JPcj MFc54/ zwzt SAQXGxUt 0dJT9r 1qG 21 QPNj Lvt PJg93+705SI GsZGSpg
zWbzt DAV5qc7PHZWUVI yf 6MoMbgSgQDVr j NRhTosNt ygmai 23BH52SKk X3P7eG t
LngEki UZRxZhZ6upRbt cqvKSWnXi t vz XZhk VHYJ Z2HuMc CAWEAAa OB/ DCB+TAJ
BgNVHRVEA] AAMOWGCWCGSAGGHEI BDQOY Fh1Pc GVUULNM Edl by YXRI ZCBDZXJ0
aWZpY2F0ZTAdBgNVHAUEFgQUY K4ot TQ vv6KdSI MBOPT5Ve18JgwgZ4GA1UdI wsSB
| j CBkK4AWT PadpnDHhniZx2i AVunQhwgn@&ehe KR2 MHQX Cz AJ BgNVBAYTAK FUMBW
DQYDVQQHEWZ WA WU b mEX FDASBgNVBAO TC0J PRk gg Q2 Vy d HVLIMRs wGQYDVQQDEX J D
RVJUUy5i b2ZoLnByaXYuYXQx| TAf Bgkghki GOWOBCQEWEMNI cnRz QGJvZigucHIp
di 5hdl | BADANBgkghki GOwWOBAQQFAAOBgQCBICHBNI Uhr di c4h5Ar 4hdxj HSQkDH
sJWI+MYr NcuSr v3Tl Gs UKUgNpNNhnkZPt | Xqf y3388I1 RdJt Ji LWKSCb/ XI ZHOMBI
M/wKYwhcp@UAM w7VpXQgf +CEj 0XSygxGa6e5UsHI O j gi G WhS] +Lzri w7CTge
P2i AJKJVCAt 2XA==

</ X509Certificate>

</ X509Dat a>

</ Keyl nf 0>

</ Si gnat ur e>

</ t oken>

6. Formal Syntax

The formal syntax of the validation token is specified using XM
schema notation [7] [8]. Two schemas are defined: The "token core
schema" contains nandatory attribute definitions, and the "token data
schema" defines the format of the optional "tokendata" section. The
BEA N and END tags are not part of the schemm; they are used to note
t he begi nning and ending of the schema for UR registration purposes.
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6.1. Token Core Schemn

BEG N
<?xm version="1.0" encodi ng="UTF-8""?>

<schemm t ar get Nanespace="urn:ietf: parans: xn : ns: enumt oken- 1. 0"
xm ns: enum t oken="urn:ietf:parans: xn : ns: enumt oken-1. 0"
xm ns: enum t okendat a="urn:ietf: parans: xm : ns: enumt okendat a- 1. 0"
xm ns:ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"
xm ns="http://ww. w3. or g/ 2001/ XM_Schema"
el ement For nDef aul t ="qual i fi ed" >

<l-- Inport conmon el enent types. -->

<i nport nanespace="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"
schemalLocati on="xnl dsi g- cor e- schema. xsd"/ >

<i nport nanmespace="urn:ietf:parans: xm : ns: enumt okendat a- 1. 0"
schemalLocat i on="enumt okendat a- 1. 0. xsd"/ >

<annot ati on>
<docunent ati on>
Val i dati on Token core schema
</ document ati on>
</ annot ati on>

<el enent nanme="t oken" type="enumtoken:tokenBaseType"/>

<si npl eType name="short TokenType" >
<restriction base="token">
<m nLength val ue="1"/>
<maxLength val ue="20"/>
</restriction>
</ si npl eType>

<si npl eType name="el64nunber Type" >
<restriction base="token">
<maxLength val ue="20"/>
<pattern value="\+\d\d*"/>
</restriction>
</ si npl eType>

<conpl exType nane="val i dati onDat aType" >
<sequence>
<el enent nane="E164Nunber"
type="enumt oken: el64nunber Type"/ >
<el emrent nane="I| ast E164Nurber"” m nQccur s="0"
type="enumt oken: el64nunber Type"/ >
<el enent nane="val i dationEntityl D"
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type="enumt oken: short TokenType"/ >
<el enent nane="regi strarl D"
type="enumt oken: short TokenType"/ >
<el enent name="net hodl D'
type="enumt oken: short TokenType"/ >
<el enent nanme="executi onDate" type="date"/>
<el enent nanme="expirati onDat e"
type="date" minCccurs="0"/>
</ sequence>
<attribute name="serial" type="enumtoken: short TokenType"
use="required"/>
</ conpl exType>

<conpl exType nane="t okenBaseType" >
<sequence>
<el enent nane="val i dation"
type="enumt oken: val i dati onDat aType"/ >
<any nanespace="urn:ietf: parans: xm :ns: enumtokendata-1. 0"
m nCccur s="0"/ >
<any nanespace="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"/ >
</ sequence>
<attribute name="1d" type="ID"' use="required"/>
</ conpl exType>
</ schema>
END

6.2. Token Data Schema

BEG N
<?xm version="1.0" encodi ng="UTF-8""?>

<schema t ar get Nanmespace="urn: i etf:parans: xm : ns: enumt okendat a- 1. 0"
xm ns: enum t okendat a="urn:ietf: parans: xm : ns: enumt okendat a- 1. 0"
xm ns="http://ww. w3. or g/ 2001/ XM_Schema"
el ement For nDef aul t =" qual i fi ed" >

<el enent nanme="t okendata" type="enumtokendata:tokenDat aType"/>

<si npl eType nanme="E115String">
<restriction base="string">

<pattern val ue="[ &#x20; - &#XT7A; &#xAQ; - &#x D7 FF; &#xEQ0O0; - &#xFFFD; 1 *"/ >
</restriction>

</ si npl eType>

<si npl eType nane="E115Stri ngub256" >
<restriction base="enumtokendata: E115Stri ng" >
<m nLength val ue="1"/>
<maxLength val ue="256"/>
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</restriction>
</ si npl eType>

<si npl eType nane="countryCodeType" >
<restriction base="token">
<m nLength val ue="2"/>
<maxLength val ue="2"/>
</restriction>
</ si npl eType>

<si npl eType nane="TokenType">
<restriction base="token">
<m nLength val ue="1"/>
<maxLengt h val ue="64"/>
</restriction>
</ si npl eType>

<conpl exType nane="addressType" >

<al | >
<el enent nane="street Nane" m nQccur s="0"
type="enumt okendat a: E115Stri ngUb256" />
<el emrent nanme="houseNunber" m nCccur s="0"
type="enumt okendat a: E115St ri ngUb256"/ >
<el enent nane="post al Code" m nQccur s="0"
type="enumt okendat a: E115St ri ngUb256"/ >
<el enent name="locality" m nQccur s="0"

type="enumt okendat a: E115St ri ngUb256"/ >
<el enent name="countySt at eOr Provi nce" m nCccurs="0"
type="enumt okendat a: E115St ri ngUb256"/ >
<el enent name="1SCcountryCode" m nCccurs="0"
type="enumt okendat a: countr yCodeType"/ >
<fall>
</ conpl exType>

<group nane="t okenCont act BaseG oup" >
<sequence>
<el enent name="organi sation" m nCccurs="0"
type="enumt okendat a: E115St ri ngUb256"/ >
<el enent name="conmmerci al regi st ernumber" m nCccurs="0"
type="enumt okendat a: TokenType"/ >

<el enent nanme="title" m nCccur s="0"
type="enumt okendat a: TokenType"/ >

<el enent nanme="firstnane" m nQccur s="0"
type="enumt okendat a: E115St ri ngUb256"/ >
<el enent nanme="| ast nane" m nQccur s="0"
type="enumt okendat a: E115St ri ngUb256"/ >
<el enent nane="addr ess" m nCccur s="0"

type="enumt okendat a: addr essType"/ >

St andards Track [ Page
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<el enent nane="phone" type="enumtokendat a: TokenType"
m nOccur s="0" maxCccurs="10" />

<el enent nanme="f ax" type="enumt okendat a: TokenType"
m nOccur s="0" maxCccurs="10" />
<el enent nanme="emai |l " type="enumtokendat a: TokenType"

m nCccur s="0" maxQccurs="10" />
</ sequence>
</ group>

<conpl exType nane="cont act Type">
<sequence>
<group ref="enumtokendat a: t okenCont act BaseG oup"/ >
</ sequence>
</ conpl exType>

<conpl exType nane="t okenDat aType" >
<sequence>
<el enent nanme="contact" type="enumtokendata: contact Type"/ >
</ sequence>
</ conpl exType>

</ schema>
END

7. Oher Applications of the Token Concept

The concept of the validation token may be useful in other
regi stry-type applications where the proof of an underlying right is
a condition for a valid registration

An exanple is a Top Level Dormain (TLD) where registration is subject
to proof of sonme precondition, like a trade mark or the right in a
nane. Such situations often arise during the introduction of a new
TLD, e.g., during a "sunrise" phase.

A Nunber Portability (NP) database faces very simlar verification

i ssues. An NP system based on the Token concept could potentially be
superior to current nmethods, and aid in the convergence of NP and
ENUM

8. | ANA Consi derations
Thi s docunent uses Uni form Resource Names (URNs) to describe XM
nanmespaces and XM. schenas conforming to a registry nmechani sm

described in RFC 3688 [12]. | ANA has nade the followi ng four UR
assi gnment s.
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1. Reg|strat|on for the Token nanespace:
URI: urn:ietf:paranms:xm:ns:enumtoken-1.0
* Registrant Contact: See the "Author’s Address" section of this
docunent .
* XM.: None. Nanespace URIs do not represent an XM
speci fication.

2. Registration for the Token XML schema
* URI: urn:ietf:paranms: xm:schema: enumtoken-1.0
* Registrant Contact: See the "Author’s Address" section of this
docunent .
* XM.: See Section 6.1 of this docunent.

3. Reg|strat|0n for the Token Data nanespace:
URI: urn:ietf:paranms:xm:ns:enumtokendata-1.0
* Registrant Contact: See the "Author’s Address" section of this
docunent .
* XM.: None. Nanespace URI's do not represent an XM
speci fication.

4. Registration for the Token Data XML schemm
* URlI: urn:ietf:paranms: xnl: schema: enum t okendat a-1. 0
* Registrant Contact: See the "Author’s Address"” section of this
docunent .
* XM.: See Section 6.2 of this docunent.

The IDs used in the validationEntitylD, RegistrarlD, and methodlD
el ements are subject to local policy and thus do not require | ANA
regi stration.

9. Security Considerations

The security of the Validation Token depends on the security of the
underlying XM. DSI G al gorithns. As such, all the security
considerations from[4] apply here as well. Two points from/[4]
nerit repetition:

Transfornms are used to select the relevant data for signing and
di scarding irrelevant information (e.g., pretty-printing and
nane- space | ocal names).

The <Reference URI ="#TOKEN'> el ement and attribute conmbined with the
| d="TOKEN' attribute in <token> specifies that the signature should
cover the conplete token. Myving the Id="TOKEN' attribute to e.g.
the <tokendata> el enent woul d make the signature worthless.
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10.

11.

11.

It is thus critical that the Registry not only checks whether the
Token passes a generic XM.-DSI G signature check, but also that:

1. the signature uses approved transforms and cryptographic
al gorithms.

2. the signature references the <token> el enent.

3. the key used in the signature belongs to an accredited VE.

The Token content is not encrypted. |If local policy dictates that
the information contained within the token should be confidenti al
then this has to be handl ed through a different nmechani sm

When processing a del egati on request, the Registry MJST verify that
the informati on contained in the Token matches the del egation
request. The <registrarlD> el enent in the Token prevents a malicious
second Regi strar from using an eavesdropped Token to register a
domain in his name. The Registry MJST verify that the
<expirationbDate> given (including the case of no given expiration
date) conforns to the Registry’'s policy. To avert replay attacks,

| ocal policy MIST specify how | ong after <executionbDate> the Token
can be used to authorize a del egation
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