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Abst r act

This meno defines a portion of the Managenent |nformati on Base (M B)
for use with network nanagenent protocols in the Internet comunity.
In particular, it describes managed objects used for nonitoring

sel ectabl e performance netrics and statistics derived fromthe

noni toring of network packets and sub-application | evel transactions.
The netrics can be defined through reference to existing |ETF, |TU,
and ot her standards organi zati ons’ docunments. The nonitoring covers
bot h passive and active traffic generation sources.
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1. The Internet-Standard Management Framework

For a detail ed overview of the docunents that describe the current
I nt ernet - St andard Managenent Franework, please refer to section 7 of
RFC 3410 [ RFC3410].

Managed objects are accessed via a virtual information store, terned
the Managenent Information Base or MB. MB objects are generally
accessed through the Sinple Network Managenent Protocol (SNWVP).
ohjects in the MB are defined using the nechani sns defined in the
Structure of Managenent Information (SM). This nenp specifies a MB
nodul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [RFC2579] and STD 58, RFC 2580

[ RFC2580] .

2. Overview

Thi s docunment continues the architecture created in the RMON2-M B

[ RFC2021] by providing a major feature upgrade, primarily by
providing new nmetrics and studies to assist in the analysis of
performance for sub-application transaction flows in the network, in
direct relationship to the transport of application |ayer protocols.

Per f or mance- monitori ng agents have been w dely used to anal yze the
paranmeters and netrics related to the perceived performance of

di stributed applications and services in networks. The nmetrics
coll ected by these agents have ranged from basic response tine to a
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conbi nation of netrics related to the |oss and re-transni ssion of

dat agrans and PDUs. Although the netrics are beconing nore useful in
the inplenentation of service-level nonitoring and troubl eshooting
tools, the lack of a standard method to report these has limted the
depl oynment to very specific custoner needs and areas.

This docunent is intended to create a general framework for the
coll ection and reporting of performance-related netrics on sub-
application level transaction flows in a network. The MB in this
docunent is directly linked to the current RMON2-M B [ RFC2021], and
uses the Protocol Directory as a key conponent in reporting the

| ayering involved in the sub-application level transaction fl ows.

The specific objectives of this document are to:

+ Provide a drill-down capability to conmpl enent the user-perceived
noni toring defined within the Application Performance
Measurenent M B (APMM B) [RFC3729]. This capability is
i ntended to support trouble resolution, further characterization
of performance, and a finer granularity of nonitoring
capabilities. The APMMB provides a nethod for retrieving
aggr egat ed nmeasurenent data of the end-user’s perception of
application-level performance. APM additionally provides
threshol di ng and associated alarns if the end-user perceived
performance degrades bel ow defined thresholds. The Transport
Per formance Metrics MB (TPM M B) conpl enents the APMM B
capabilities by nonitoring sub-application |evel transaction
aspects not typically perceived by the end-user. As an exanpl e,
APMM B provides response tinme statistics of a typical web-
browser application. This application typically consists of DNS
transactions, TCP connection establishnment (or nultiple
establishments), HTTP downl oad of the base page, and nultiple
downl oads of the various enbedded objects. Ideally, TPMMB
woul d provide statistics on the performance aspects of these
mul tiple sub-application |evel transactions.

+ Provide additional performance netrics and rel ated statistics.
For troubl eshooting and a finer granularity of performance
monitoring, it is useful to provide neasurenents of additiona
metrics beyond those supported by the APM M B.

+ Support standards-based netrics and associated statistica
aggregation by defining methods to reference those standards.
The TPM M B provides a capability to describe nmetrics by
reference to appropriate |ETF, ITU, or other standards bodies
defining nmetrics, including enterprise-specific standards
bodies. This capability is provided through the
t pmvet ri csDef Tabl e.
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Specifically, this MB itself does not nake references to netric
specifications of the IETF, |TU and ot her organi zati ons.

Instead, it allows for the setup of the tpnvetricDef Tabl e that
does reference such I ETF, I TU, and other netric specifications,
and it allows pointers to such specifications to be dynam cally
listed in this table. The follow ng objects allow for that, and
t he DESCRI PTI ON cl auses (of the objects below) explain how this
i s done:

t pmvet ri cDef Name OBJECT- TYPE
t pmvet ri cDef Ref erence OBJECT- TYPE
t pmvet ri cDef A obal | D OBJECT- TYPE

The tpmvetri cDef G obal | D obj ect contains a reference to the
Qbject IDin a netrics registration MB being devel oped in the
| P Performance Metrics (I PPM Working Group at the | ETF; e.g.
the 1 PPM REG STRY-M B [ RFC4148], which defines the metric. For
netrics defined within the | PPM Wrki ng Group, which are
included in the | PPM REA STRY-M B, this object is used to
reference those nmetrics directly. For netrics not included
within the | PPM REA STRY-M B, the value of this object is set
to 0.0 for none.

Exanpl es of appropriate references include the ITUT
Recomendati on Y. 1540 [Y.1540] on |IP packet transfer performance
nmetrics, and the | ETF docunents fromthe IPPMW5 e.g., RFC 2681
on the round trip delay nmetric [ RFC2681] or RFC3393 on the del ay
variation metric [RFC3393]. Ohers include RFC 2679 [ RFC2679],
RFC2680 [ RFC2680], and RFC3432 [ RFC3432]. Although no specific
netric i s mandatory, inplenentations should, at a m ni mum
support a round-trip delay and a round-trip loss netric.

+ Provide (as an option) a table storing the nmeasurenments of the
metrics on a transaction by transaction basis. There are tines
when it is useful to have access to the raw nmeasurements. The
t pmCur Report Tabl e optionally provides access to this capability.

Al 't hough this document outlines the basic measurenents of perfornmance
inregard to the transport of application flows, it does not attenpt
to neasure or provide a neans to measure the actual perceived
performance of the application transactions or quality. The detailed
nmeasur enents of end-user-perceived performance are directly rel ated
to this docunent and nay be found in the APMM B [ RFC3729] .

The objects defined in this docunent are intended as an interface
bet ween an RMON agent and an RMON nanagement applicati on and are not
i ntended for direct manipulation by humans. Al though sonme users nay
tolerate the direct display of sone of these objects, few wll
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tolerate the conmplexity of manually manipul ati ng objects to
acconmpl i sh row creation. These functions should be handl ed by the
managenment application

2.1. Terms
Thi s docunent uses sone terns that need introduction

Dat aSour ce
A source of data for nonitoring purposes. This termis used
exactly as defined in the RMON2-M B [ RFC2021] .

pr ot oco
A specific protocol encapsulation, as identified for nonitoring
purposes. This termis used exactly as defined in the RMON
Protocol ldentifiers document [RFC2895].

performance netric
A specific, nmeasured reporting nmetric, as identified for
noni tori ng purposes. There can be several netrics reported by
an agent in the sane inplenentation. The netrics are extensible
based on the agent inplenmentation

application
A networ k- based, high-level protocol perform ng useful work to
an end-user of an end-system Typically, the application
performs multiple request/response transactions to conplete its
work. E.g., a web application downl oadi ng a web page compl etes
DNS, TCP-connect, and multiple HITP GET transactions prior to
conpleting its task.

transactions
El ement al request/response transacti ons conprising nore conpl ex
net wor k- based applications. E. g., a transaction may include an
ftp get request and the file downl oad in response.

2.2. Report Aggregation

This M B nodul e provi des functions that aggregate measurenments into
hi gher-1evel summaries identical to the aggregation defined in the
APMM B [RFC3729]. In addition to tenporal aggregation of data, the
Textual Convention, Transacti onAggregati onType, is inported fromthe
APM M B, which specifies the nature of the spatial aggregation

enpl oyed.
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2.3. Structure of the MB
The objects are arranged in the follow ng groups:
-- tpmCapabilitiesG oup
-- t pmAggr egat eReport sG oup
-- tpnCurrent ReportsG oup
-- tpnExcepti onReport sG oup

These groups are the basic units of conformance. |[|f an agent

i npl enents a group, then it nust inplenment all objects in that group.
Al 't hough this section provides an overvi ew of grouping and
conformance information for this MB nodule, the authoritative
reference for such information is contained in the MODULE- COVPLI ANCE
and OBJECT- GROUP nmacros later in this MB nodul e.

These groups are defined to provide a neans of assigning object
identifiers, and to provide a nmethod for inplenenters of nanaged
agents to know whi ch objects they must inplenent.

2.3.1. The tpmCapabilitiesG oup

The t pntCapabilitiesG oup contains objects and tabl es that show the
nmeasurenent protocol and nmetric capabilities of the agent. This
group primarily consists of the tpmlranshMetricDirTabl e and the

t pmvet ri cDef Tabl e.

2.3.2. The tpmAggregat eReportsG oup

The t pmAggr egat eReportsGroup is used to provide the collection of
aggregated statistical neasurenents for the configured report
intervals. The tpnmAggregat eReportsG oup consists of the

t pmAggr Report Cntrl Tabl e and the t pmAggr Report Tabl e.

2.3.3. The tpnCurrent ReportsG oup

The t pnCurrent ReportsGoup is used to provide the collection of
unconpl et ed nmeasurenments for the current configured report for those
transactions caught in progress. A history of these transactions is
al so mai ntai ned once the current transaction has been conpleted. The
t pmCurrent ReportsGroup consists of the tpmCurReport Table and the

t pmCur Report Si ze obj ect.
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2.3.4. The tpnExcepti onReportsG oup

The t pnExcepti onReportsGoup is used to |ink imrediate notifications
of transactions that exceed certain thresholds defined in the
apnExcepti onG oup [RFC3729]. This group reports the aggregated sub-
application neasurenents for those applications exceeding threshol ds.
The t pnExceptionReportsG oup consists of the tprmExcpReport Tabl e.

2.4. Statistics for Aggregation of Data: Conventions

In order to measure the performance of traffic flows in a network,
the proper analysis of a set of statistics is required. Because a
large mpjority of the statistics have a basis of tinme, the use of a
sinple statistical nodel is feasible. Therefore, the MB definitions
within this docunent all use a basic set of statistical conputed

val ues to assist in further analysis by a nanagenment application.

The remai ni ng subsections in this section detail the comobn
structured features the are applied to the performance netrics in the
statistical format described above. The tpnivetricsDef Tabl e

(di scussed bel ow) describes the set of metrics supported in this MB
nodul e.

2.5. Relationship to the Renote Mnitoring MB

Thi s docunent describes the inplenmentation of an additional MB for
the support of performance-related nmetrics within the framework of
the RMON2-M B [ RFC2021]. The objects and table defined in this MB
nodul e are an extension to the existing framework for the support of
both Cient/Server and Server push-rel ated applications and services.

2.6. Relationship to RMON2-M B Protocol ldentifier Reference

Thi s docunent uses the Protocol Identifiers outlined in the current
Protocol ldentifier Reference docunent, RFC 2895 [ RFC2895]. The
protocol index val ues throughout the docunent are a direct reference
to the sanme rel ationship that exists between the RMON2-M B [ RFC2021]
and the Protocol Identifier Reference docunment, RFC 2895 [ RFC2895].
An inmportant extension of the Protocol Identification to application-
| evel verbs is found in RFC 3395 [ RFC3395] .

2.7. Relationship to Standards-Based Perfornance Metrics
Thi s docunent uses the tpnivetricsDef Table to describe the nmetrics

supported by an instance of the TPMMB. The performance netric
i ndex val ues throughout the document are a direct reference to the
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netrics defined in that table. The table defines netrics by directly
ref erenci ng ot her standards that provide definitive descriptions of
the nmetric.

2.8. Relationship to Application Performance Measurenment M B

Thi s docunent uses the apnReport Control | ndex, applLocal | ndex, and
apnReport | ndex, as outlined in the current Application Performance
Measurenent M B [ RFC3729]. These objects are used to create a
reference link for the purpose of reporting transaction flow details
on application-Ilevel measurenents. As such, the TPMMB is designed
to provide a drill-down extension to the APMMB. Further, it draws
heavily on the ideas and designs laid out in the APMMB

3. Statistics Perspective

VWhen dealing with time-based neasurenents on application data
packets, ideally all the tinmestanps and related data could be stored
and forwarded for |ater analysis. However, when faced with thousands
of conversations per second on ever-faster networks, storing all the
data, even if conpressed, would take too nuch processing, nmenory, and
manager downl oad time to be practical

It is inmportant to note that in dealing with network data we will be
dealing with statistical populations and not sanples. Statistics
books deal with both because the math is similar. In collecting

agent data, a population (i.e., all the data) nust be processed.

Because of the nature of application protocols, just sanpling sone of
the packets will not give good results. M ssing just one critica
packet, such as one that specified an epheneral port on which data
will be transmtted or what application will be run, can cause nuch
valid data to be lost.

The tine-based measurenents the agent collects will come from

examning the entire group of data, i.e., the population. The
popul ation will be finite. The agent will seek only to provide
information that will describe the actual data. Analysis of that
data will be left to the nanagenent station

The sinplest formof representing a group of data is by frequency
distributions, i.e., buckets. Statistics provides a great nmany ways
of analyzing this type of data, and there are sone rules in creating
the buckets. First, the range needs to be known. Second, a bucket
size needs to be determ ned. Fixed bucket sizes are best, although
variabl e may be used if needed. However, the statistics texts tend
only to refer to operations of fixed-size buckets. This nethod of
describing data is expensive for an agent to inplenment. First, the
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agent must process a great anpunt of data at a tine. Storing the
data, determining the range, locating the buckets, and then filling
in the data after the fact takes a fair anpunt of storage and tine.
Fi xi ng the range and bucket sizes in the beginning can be
problematic, as the agent may have to adjust the values for each of
the applications it collects data on. Such nunbers can be in the
thousands. Additional conplexity arises in adding new protocols and
even in describing the buckets thensel ves to the nmanagenent
application. This is the approach taken in the APM M B

A complinentary approach is to provide frequency distribution
statistics. They describe aggregation such as nmean and standard
devi ation that can be obtai ned by sunmation functions on the

i ndi vidual data elenments in a population. Analysis of the data
descri bed by these functions has been thoroughly studied, and
interpretation of these values is available to anyone with an
introduction to statistics. 1In fact, frequency distributions are
routinely analyzed to generate these varied nunbers, which are then
used for further analysis. Note that frequency distributions, by
their very nature, provide an exact characterization of the data.

Whereas buckets will introduce error factors that are not present
with direct analysis by summation-type fornulas. Because the TPM M B
provides a drill-down capability to the APMMB, it has to neasure

and store much nore information than the APMMB. For this reason
and in order to conplenent the APMMB, the TPMMB relies on
statistical descriptions rather than a bucket description of the
nmeasur ement dat a.

The agent will provide data that can be used to cal cul ate the npst
basi ¢ and useful statistical aggregates. The agent will not perform
the calculations and will not provide the statistical neasurenent
directly. There are several reasons why this is not desired. The
first is that finding the final measurenment can be expensive in terns
of computation and representation. There are divisions and square
roots, and the neasurenents are expressed as floating point val ues.
The second is that by providing the variables to the statistica
functions, those variables are scalable. It is possible to conbine
smal ler intervals into | arger ones.

An exanple is the arithmetic nean or average. This is the sumof the
data di vided by the nunber of data elenents. The agent will provide
the sum of the x and the nunber of elenents N. The nanagenent
station can performthe division to obtain the average. G ven two
sanpl es, they can be conbi ned by addi ng the sumof the x's and by
addi ng the number of elenments to get a conbi ned sum and nunber of

el ements. The average formula then works just the sane. Also, the
sum of the x and the number of elenent variables are used in

cal cul ating other statistical neasurenent val ues.
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3.1. Statistics Structure

The data statistical elenments, datum of the netric have been chosen
to maxim ze the amount of data avail able while m nimzing the anpunt
of memory needed to store the statistic and minimzing the CPU
processi ng requirenent needed to generate the statistic.

The statistic data structure contains five unsigned integer datum

N count of the nunber of data points for the nmetric

S(X) sum of all the data point values for the nmetric

S( X2) sum of all the data point values squared for the netric
Xmax maxi mum data point value for the netric

Xm n m ni mum data point value for the netric

S(1*X) sum of the data points multiplied by their order, i.e.

= SUMfromi=1to N{ i*X sub i}

A performance nmetric is used to describe events over a tinme interval.
The neasurenent points can be processed imediately into the
statistic and do not have to be stored for later processing. For
exanpl e, to count the nunmber of events in a tine interval, it is
sufficient to increment a counter for each event. It is not
necessary to cache all the events and then to count themat the end
of the interval. The statistic is also designed to be easily

scal able in terns of conbining adjacent intervals. For exanple, if
an agent created a specific statistic every 30 seconds and a user
table interval was set to 60 seconds, the 60-second statistic could
be obtai ned by conbi ning the two 30-second statistics. The follow ng

rules will be applied when conbini ng adj acent statistics.
N S(N)
S(X) S(S( X))
S( X2) S(S(X2))
Xmax MAX( Xmax)
Xm n M N( Xm n)

S(1*X) S(I1*X) + N*S(X) +S(1*X)
where the last two terns refer to the
statistics fromthe | ater 30 second period
and Nis the count fromthe fornmer 30 second
peri od.

This structure gives a generic framework upon which the actua
performance statistics will be defined. Each specific statistica
definition nmust address the specific significance, if any, given to
each metric datum \Wiile a specific metric definition should try to
conformto the generic framework, it is acceptable for a netric datum
to not be used, and to have no neaning, for a specific netric. In
such cases the datumwi |l default to a 0 val ue.
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3.2. Statistics Analysis

The actual neaning of a specific statistical datumis determni ned by
the definition of the specific statistic. The following is a

di scussion of the operations and observations that can be perforned
on a generic netric. This nmeans that the follow ng may or nay not
apply and/ or have neani ng when applied to any specific netric.

The foll owi ng observations and anal ysis techni ques are not al
inclusive. Rather these are the ones we have come up with at the
time of witing this docunent.

+ Number .

+ Frequency.

+ The time interval is that specified in the control table. It
is not a metric datum but it is associated with the nmetric
sanpl e.

+ Maxi mum

+ M ni mum

+ Range

+ Arithnetic Mean

+ Root Mean Square

+ Vari ance

+ Standard Devi ation

+ Sl ope of a |east-squares line

These are accessible fromthe statistical datum provided by this MB
nodul e.

4. Definitions

-- RMON2-M B extensions for the nmonitoring netrics related to the
-- performance of transporting traffic in networks.

-- TPM Metric Coll ection

-- * Application-to-Protocol transaction |inkage
-- * Metric-to-Protocol |inkage
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-- * Metric study control
- - * Metrics for Cient/Server Conversations

TPMM B DEFINITIONS ::= BEG N

| MPORTS
MODULE- | DENTI TY, OBJECT- TYPE,
Count er 32, Unsi gned32 FROM SNWPv2- SM - - [ RFC2578]
MODUL E- COVPLI ANCE,
OBJECT- GROUP FROM SNMPv2- CONF - - [ RFC2580]
SnnpAdmi nStri ng FROM SNWVP- FRAMEWORK- M B - - [ RFC3411]
RowSt at us, TEXTUAL- CONVENTI ON, Ti neSt anp,
St or ageType FROM SNWPv2- TC --[ RFC2579]
rnmon, OwnerString FROM RMON-M B --[ RFC2819]
prot ocol Di r Local | ndex,
Zer oBasedCount er 32 FROM RMON2-M B - - [ RFC2021]
Zer oBasedCount er 64 FROM HCNUM TC - - [ RFC2856]

AppLocal I ndex, Transacti onAggregati onType,

RmonCl i ent| D, Dat aSour ceOr Zer o,

apmAppDi r AppLocal | ndex, apmnExcepti onl ndex,
apnReport G oup, apmnExcepti onG oup,

apmAppDi r Responsi venessType FROM APMM B  --[ RFC3729]

SspnCl ockSour ce, Sspntl ockMaxSkew,
SspmM cr oSeconds FROM SSPM M B; --[ RFC4149]

-- Transaction Performance Mnitoring MB

t prM B MODULE- | DENTI TY

LAST- UPDATED "200507280000Z2" -- 28 July 2005
ORGANI ZATI ON "I ETF RMON M B Wor ki ng G oup"
CONTACT- | NFO

"E-mail: rnonm b@etf.org

Subscri be: rnonm b-request @etf.org
w nsg body: subscribe rnonmb

Russel |l Dietz
H fn, Inc.
Postal : 750 University Ave
Los Gatos, CA 95032-7695
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USA
Tel : +1 408 399- 3623
Fax: +1 408 399- 3501
E-mail: rdietz@ifn.com
Robert G Cole
Johns Hopki ns University Applied Physics Laboratory
Postal : MP2-170
11100 Johns Hopki ns Road
Laurel, NMD 20723-6099
USA
Tel : +1 443 778-6951
E-mai |l : robert. col e@ huapl . edu”
DESCRI PTI ON
"This nodul e defines extensions to the RMON2-M B nodul e
for the collection of Performance Metrics related to
application traffic in a network. In particular,
it describes nanaged objects used for nmonitoring
sel ectabl e perfornance netrics and statistics
derived fromthe nonitoring of network packets and
sub-application | evel transactions.
In order to maintain the RMON ' | ook-and-feel’, sone of
the text fromthe RMON2 [ RFC2021] and HC RMON [ RFC3273]
M Bs by Steve Wil dbusser have been used in this M B nodul e.
Copyright (C) The Internet Society (2005). This version of
this MB nmodule is part of RFC 4150; see the RFC itself for
full legal notices.™
REVI SI ON "2005072800002" -- 28 July 2005
DESCRI PTI ON
"The original version of this MB nodul e,
publ i shed as RFC 4150."
={ rnmon 30 }
-- (bject ldentifier Assignnents
t pnCapabilities OBJECT IDENTIFIER ::= { tpmMB 1 }
t pmReports OBJECT IDENTIFIER ::={ tpnMB 2 }
t pmConf or mance OBJECT IDENTIFIER ::={ tpnMB 3 }
-- tpmAggr ReportCntrl Tabl e OBJECT IDENTIFIER ::= { tpnReports 1}
-- tpmAggr Report Tabl e OBJECT IDENTIFIER ::= { tpmReports 2 }
-- tpmCur Report Tabl e OBJECT IDENTIFIER ::= { tpmReports 3 }
-- tpnCur ReportSi ze OBJECT IDENTIFIER ::= { tpnReports 4 }
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-- tpnExcpReport Tabl e OBJECT IDENTIFIER ::= { tpnmReports 5 }

-- Textual Conventions

Tpmlransacti onMetricl ndex ::= TEXTUAL- CONVENTI ON

DI SPLAY- HI NT "d"

STATUS current

DESCRI PTI ON
"An index used to identify an entry in the
tpmiranshMetricDir table uniquely. Each such entry defines
the protocol transaction and netric instance to be
nonitored for a specific application.”

SYNTAX Unsi gned32 (1..65535)
Tpmvetri cDef I D :: = TEXTUAL- CONVENTI ON

DI SPLAY- HI NT "d"

STATUS current

DESCRI PTI ON

"An index that identifies through reference to a specific

performance metrics. The netrics are referenced

through their type (connect, delay, loss, etc.), their

directional characteristics (one-way, round trip, etc.),

their nanme, and their reference to a docunented definition
SYNTAX Unsi gned32 (1..2147483647)

-- The tpnCapabilitiesG oup

t pmCl ockResol uti on OBJECT- TYPE

SYNTAX SspmM cr oSeconds

MAX- ACCESS read-only

STATUS current

-- UNITS M croseconds

DESCRI PTI ON
"A read-only variable indicating the resolution
of the neasurenents possible by this device."

c:={ tpnCapabilities 1}

t pmCl ockMaxSkew OBJECT- TYPE
SYNTAX SspnCl ockMaxSkew
MAX- ACCESS read-only
STATUS current
-- UNITS Seconds
DESCRI PTI ON
"A read-only variable indicating the maxi num
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of fset error due to skew of the |ocal clock
over the tinme interval 86400 seconds, in seconds."
c:={ tpnCapabilities 2}

t pmCl ockSour ce OBJECT- TYPE

SYNTAX SspnCl ockSour ce
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"A read-only variable indicating the source of the clock
This is provided to allow a user to determ ne how accurate
the timng nechanismis conpared with other devices."

.= { tpnCapabilities 3}

tpmiransMetri cDirLast Change OBJECT- TYPE

SYNTAX Ti meSt anmp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The val ue of sysUpTinme at the tine the

tpmilransMetricDirTabl e was | ast nodified, through

nodi fications of the tpnlransMetricDhirConfig object.”
.= { tpnCapabilities 4 }

tpmiranshMetri cDir Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF TpmiransMetricDirEntry
MAX- ACCESS not-accessible

STATUS current

DESCRI PTI ON

"This table is used to describe and |ink sets of
performance nmetrics and protocols to an entry in
the application directory. This table, with the
tpmvetri cDef Tabl e, describes the capability of
the agent to collection sub-application |eve
data related to each entry in the
apmAppDi r ect oryTabl e.

This table lists the protocol transactions and their
correspondi ng perfornmance netrics that this agent

has the capability to compute and collect, for the specified
application. There is one entry in this table for each such
application, protocol transaction, and nmetric conbi nation
supported by this agent. The entries in this

table represent the netrics that are collected for each
protocol transaction that conprise the application

The agent should boot up with this table pre-configured

wi th those conbi nations of applications, protoco
transactions, and metrics that it knows about and w shes to
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nonitor. |Inplenentations nust populate the table with al
possi bl e application, protocol transaction, and netric
conbi nati ons and have the default configuration objects
set to supportedOf(2). This table does not support the
creation of new conbinations by the nanagement application

The deletion of an entry in the apmAppDirectoryTable will
cause the removal of entries fromthis table. These entries
nmust be renoved because the applLocal I ndex value will no
| onger be visible in the apmAppDirectoryTable. Wen an entry
is created in the apmAppDirectoryTabl e and the agent has the
ability to support metrics for these protocol transactions,
the appropriate entries nust be nade in the
t pmiransMetri cDef Tabl e. "

.= { tpnCapabilities 5 }

tpmiranshMetricDirEntry OBJECT- TYPE

SYNTAX TpmlransMetricDirEntry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"A conceptual row in the tpmliransMetricDirTabl e.

An exanpl e of the indexing of this entry is
tpmiranshMetricDirConfig.5.2 where 5 is the

val ue of a valid and visible appLocal | ndex object
in the appLocal Dir table. The entries describe
the transaction and nmetric pairs nonitored for this
application. The tpnilransMetri cProtocol | ndex
identifies the protocol transaction and the
tpmvetri cDef | ndex describes the netric nonitored."

| NDEX { tpmiransMetri cAppLocal | ndex, -- Application |Index
t pmiransMetri cl ndex -- (Protocol,Metric) |ndex
}
c:={ tpnmransMetricDirTable 1 }
TpmlransMetricDirEntry ::= SEQUENCE {
t pmiransMet ri cAppLocal | ndex AppLocal I ndex,
t pmiransMetri cl ndex Tpmlransacti onMetri cl ndex,
t pmiransMet ri cProt ocol | ndex Unsi gned32,
tpmliransMetricMetri cl ndex Unsi gned32,
tpmiransMetricDirConfig | NTEGER
}
t pmilr ansMet ri cAppLocal | ndex OBJECT- TYPE
SYNTAX AppLocal I ndex
MAX- ACCESS not - accessi bl e
STATUS current
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DESCRI PTI ON
"An index used to uniquely identify the application
with which the entries in the tpmiransMetrichDir
table are associated.”

c:={ tpnmlransMetricDirEntry 1 }

tpmiransMetri cl ndex OBJECT- TYPE

SYNTAX Tpmlransacti onMetri cl ndex
MAX- ACCESS not-accessible

STATUS current

DESCRI PTI ON

"An index used to uniquely identify an entry in the
tpmiranshMetricDir table. Each such entry defines
protocol transaction and netric instance
to be monitored for a specific application.”

c:={ tpmlransMetricDirEntry 2 }

t pmiransMetri cProt ocol | ndex OBJECT- TYPE

SYNTAX Unsi gned32 (1..2147483647)

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The protocol DirLocal | ndex of the particular transaction to
be anal yzed when conputing and generating the selected netric
for a specific application.™

c:={ tpmiransMetricDirEntry 3 }

tpmiransMetri cMetricl ndex OBJECT- TYPE

SYNTAX Unsi gned32 (1..2147483647)

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The tpmvetricDefinitionl D of the particular metric to be
generated. "

c:={ tpmlransMetricDirEntry 4 }

tpmiransMetri cDir Confi g OBJECT- TYPE
SYNTAX | NTEGER {
not Supported(1),
supporteddf(2),
supportedOn(3)

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"Thi s object describes and configures the probe’ s support
for this performance netric in relationship to the
specified transaction and application. The agent
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creates entries in this table for all netric

and transaction conbinations that it can generate. Because
the probe will only populate this table with supported
entries, and the table cannot have entries added, the

not Supported(1l) setting is only used to signify that other
configuration parameters are causing the agent currently not
to support the generation and collection of this nmetric for
the specified protocol and application. Also, the status of
this object will not change to not Supported(1l) due to a
change to supportedOff(2) in the tpmvetricDir table.

If the value of this object is notSupported(1l), the probe
will not performconputations for this perfornance netric and
transaction conbination and will not allow this object to be
changed to any other value. |f the value of this object is
supportedOn(3), the probe supports conputations for this
performance nmetric and protocol and is configured to perform
the conputations for this perfornance netric and protoco
conbination for the application for all interfaces.

If the value of this object is supportedOf(2), the

probe supports computations for this performance

metric for the specified protocol, but is configured

not to performthe conputations for this performance

netric and protocol for the application for any

interfaces. Wenever this val ue changes from

supportedOn(3) to supportedOf(2), the probe shal

cause the deletion of all entries in the tpnReport Goup
tables, for all appropriate studies configured in the

t pmAggr Report Cntrl Tabl e.

The val ue of this object nust persist across reboots."
{ tpmiransMetricDirEntry 5 }

-- TPM Metric Definitions Table

t pmvet ri cDef Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF TpmvetricDefEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The tpnivetricDef Tabl e describes the nmetrics
available to the TPMM B. The tpnivetricDef Tabl e
can define netrics by referencing existing | ETF,

| TU, and ot her standards organi zati ons’ documnents,
i ncluding enterprise-specific docunents.
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Exanmpl es of appropriate references include the

| T T Recommendation Y.1540 [Y.1540] on IP
packet transfer performance netrics and the

| ETF documents fromthe | PPM W5 e.g., RFC2681
on the round trip delay nmetric [ RFC2681] or
RFC3393 on the delay variation netric [RFC3393].
QO her exanpl es include RFC2679 [ RFC2679], RFC2680
[ RFC2680], and RFC3432 [ RFC3432]. Although no
specific netric is mandatory, inplenentations
shoul d, at a mninmum support a round-trip del ay
and a round-trip loss netric.

This table contains one row per netric supported by this
agent, and it shoul d be popul ated during system
initialization."

.= { tpnCapabilities 6 }

tpmvetricDef Entry OBJECT- TYPE
SYNTAX Tpmvetri cDef Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Informati on about a particular netric."
INDEX { tpmMetricDefinitionlD}
o= { tpmvetricDefTable 1 }

Tpmvetri cDef Entry ::= SEQUENCE {
tpmvetricDefinitionlD Tpm\vet ri cDef | D,
t pmvet ri cDef Type | NTEGER,
tpmvetricDef Dir Type | NTEGER,
t pmvet ri cDef Nane SnnpAdmi nStri ng,
t pmvet ri cDef Ref erence SnnpAdmi nStri ng,
tpmvetri cDef @ obal I D OBJECT | DENTI FI ER
}
tpmvetricDefinitionlD OBJECT- TYPE
SYNTAX Tpmvetri cDef | D
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The index for this entry. This object identifies
the particular nmetric in this MB nodule."
o= { tpmvetricDefEntry 1 }

t pmvet ri cDef Type OBJECT- TYPE
SYNTAX | NTEGER {
ot her (1),
connect Metric(2),
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del ayMetric(3),
| ossMetric(4)

}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The basic type of metric indicated by this entry.

The value 'other(1)' indicates that this nmetric cannot be
characterized by any of the renaining enunerations specified
for this object.

The val ue 'connectMetric(2)' indicates that this netric
neasures connectivity characteristics.

The val ue ’'delayMetric(3)’ indicates that this metric
nmeasures del ay characteristics.

The value "l ossMetric(4)' indicates that this netric
neasures | oss characteristics."
c:={ tpmvetricDefEntry 2 }

tpmvetri cDef Di r Type OBJECT- TYPE

SYNTAX | NTEGER {
oneVay(1),
t woWay(2),
mul ti Way(3)

}

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The directional characteristics of the this metric.

The val ue 'oneWay(1)’' indicates that this metric is measured
with sonme sort of unidirectional test.

The val ue "twoWay(2)' indicates that this nmetric is neasured
with some sort of bidirectional test.

The value "nultiWay(3)' indicates that this metric is
measured with sone combi nati on of unidirectional and/or
bidirectional tests."”

o= { tpmvetricDefEntry 3 }

t pmvet ri cDef Name OBJECT- TYPE

SYNTAX SnnpAdmi nStri ng
MAX- ACCESS read-only
STATUS current
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DESCRI PTI ON
"The textual nane of this metric. For exanmple, if
this tpmvetricDefEntry identified the IPPMnetric for
round trip delay, then this object should contain
the value, e.g., 'Type-P-Round-Trip-Delay ."

o= { tpmvetricDefEntry 4 }

t pmvet ri cDef Ref erence OBJECT- TYPE

SYNTAX SnnpAdmi nStri ng

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"This object contains a reference to the docunent that
defines this nmetric. |If this docunent is avail able online
via el ectroni c downl oad, then a de-referencable URL
shoul d be specified in this object. The inplementation
must support an HITP URL type and may support additi onal
types of de-referencable URLs such as an FTP type.

For exanple, if this tpnmvetricDefNane identified the | PPM
metric ' Type- P-Round- Trip-Delay’, then this object should
contain the value, e.g.,
"http://ww.ietf.org/rfc/rfc2681.txt’."

o= { tpmvetricDefEntry 5 }

t pmvetri cDef G obal | D OBJECT- TYPE

SYNTAX OBJECT | DENTI FI ER

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"This object contains a reference to the Gbject ID
inanetrics registration MB bei ng devel oped
inthe IPPMWs at the | ETF, e.g., the
| PPM REA STRY-M B [ RFC4148], which defines the netric.
In the event that this metric has no corresponding
object identifier (OD) or until the | PPMREG STRY-MB is
defined, then the val ue should be set to 0.0 for none."

o= { tpmvetricDefEntry 6 }

-- The t pmAggr egat eReport sG oup

t pmAggr Report Cntr| Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF TpmAggr ReportCntrl Entry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
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"The tpnmAggrReportCntrl Table is the controlling entry
that manages the popul ation of studies in the Transport
Aggregate Report for selected interfaces, metrics, and
transaction protocols and applicati ons.

Note that this is not like the typical RMON

control Tabl e and dataTable in which each entry creates

its own data table. Each entry in this table enables the
creation of nultiple data tables on a study basis. For each
interval, the study is updated in place, and the current
data content of the table becones invalid.

The control table entries are persistent across

system reboots."
.= { tpnReports 1}

t pmAggr ReportCntrl Entry OBJECT- TYPE

SYNTAX TpmAggr ReportCntrl Entry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"A conceptual row in the tpmAggrReportCntrl Tabl e.

An exanpl e of the indexing of this entry is

t pmAggr Report Cnt r | Dat aSour ce. 1"
| NDEX { tpmAggr ReportCntrl I ndex }
::={ tpnmAggrReportCntrl Table 1 }

TpmAggr ReportCntrl Entry :: = SEQUENCE {

}

t pmAggr Report Cntrl | ndex

t pmAggr Report Cntrl ApnCnt r | | ndex
t pmAggr Report Cnt r | Dat aSour ce

t pmAggr Report Cnt r | Aggr Type

t pmAggr Report Cntrl I nt erval

t pmAggr Report Cntrl ReqSi ze

t pmAggr Report Cntrl Grant edSi ze

t pmAggr Report Cntrl ReqReports

t pmAggr Report Cntrl Grant edReports
t pmAggr ReportCntrl Start Ti me

t pmAggr Report Cnt r | Report Nurmber

t pmAggr ReportCntrl I nsertsDeni ed
t pmAggr Report Cnt r | Dr oppedFr anes
t pmAggr Report Cntr |l Oaner

t pmAggr Report Cntrl St or ageType

t pmAggr Report Cntrl St at us

t pmAggr Report Cntrl | ndex OBJECT- TYPE
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SYNTAX Unsi gned32 (1..65535)
MAX- ACCESS not-accessi bl e
STATUS current

DESCRI PTI ON

"An index that uniquely identifies an entry in the
t pmAggr ReportCntrl Tabl e. Each such entry defines a unique
report whose results are placed in the t pmAggr Report Tabl e on
behal f of this tpmAggrReportCntrlEntry."

c:= { tpmAggrReportCntrl Entry 1 }

t pmAggr Report Cntrl ApnCntr | | ndex OBJECT- TYPE

SYNTAX Unsi gned32 (0..65535)
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"This index associates this TpmAggrReportCntrlEntry directly
with an existing ApnReportControl Entry. This link is used
to synchronize reports in the associ ated t pmAggr Report Tabl e.

A val ue of 0 (zero) enables an independent control table that
will report entries to tpmAggr Report Tabl e based only on the
other objects in this table.

A non-zero value indicates that this rowis defined through
the APMMB. 1In this case, all row objects are set to their
corresponding values in the APMMB. In the event that a
SET is issued to a row object, while the value of the

t pmAggr ReportCntrl ApnCntrl I ndex i s non-zero, the agent

MJST respond as if the object of the SET command

had MAX- ACCESS of read-only.

This object may not be nodified if the associated

t pmAggr ReportCntrl Status object is equal to active(l)."
DEFVAL { 0 }
c:={ tpnmAggrReportCntrlEntry 2 }

t pmAggr Report Cnt r | Dat aSour ce OBJECT- TYPE

SYNTAX Dat aSour ceOr Zer o
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The source of the data for TPM Reports generated on
behal f of this tpmAggrReportCntrlEntry.

If the nmeasurenent is being perforned by a probe, this should
be set to the interface or port where data was received for
analysis. |If the nmeasurenent isn’t being performed by a
probe this should be set to the primary interface over which
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the neasurenent is being performed. |If the nmeasurenment isn't
bei ng performed by a probe and there is no primary interface,
or if this information isn't known, this object should be

set to 0.0.

If the tpmAggr ReportCntrl ApnCntrl | ndex is non-zero,
then this object is set to the correspondi ng
apnReport Control Tabl e object in the APMM B [ RFC3729].

Thi s object may not be nodified if the associated
t pmAggr ReportCntrl St atus object is equal to active(l)."

= { tpmAggrReportCntrl Entry 3 }

t pmAggr Report Cntrl Aggr Type OBJECT- TYPE
SYNTAX Transacti onAggregati onType

-- I NTEGER {

-- flows(1),

-- clients(2),

-- servers(3),

-- applications(4)

}
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The type of aggregation being perfornmed for this set of
reports.

If the tpmAggr ReportCntrl ApnCntrl | ndex i s non-zero,
then this object should be set by the agent to the val ue
of the apnReport Control Aggregati onType obj ect.

This object may not be nodified if the associated
t pmAggr ReportCntrl Status object is equal to active(1)."

= { tpmAggrReportCntrl Entry 4 }

t pmAggr ReportCntrl I nterval OBJECT- TYPE
SYNTAX Unsi gned32
UNI TS "Seconds"
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The interval in seconds over which data is accunul ated before
bei ng aggregated into a report in the tpmAggr Report Tabl e.
Al reports with the sane tpmAggrReportCntrlindex will be
based on the sane interval.

If the tpmAggr ReportCntrl ApnCntrl 1 ndex i s non-zero,
then this object should be set by the agent to the val ue
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of the apnReport Control Control I nterval object.

This object may not be nmodified if the associated

t pmReport AggregateCntrl Status object is equal to active(l)."
DEFVAL { 3600 }
::= { tpnmAggrReportCntrlEntry 5 }

t pmAggr Report Cntrl ReqSi ze OBJECT- TYPE

SYNTAX Unsi gned32
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The maxi mum nunmber of Client and Server conbi nation
entries requested for this report.

If the tpmAggr ReportCntrl ApnCntrl | ndex i s non-zero,
then this object should be set by the agent to the val ue
of the apnReport Control Request edSi ze obj ect.

When this object is created or nodified, the probe
shoul d set tprmReportCntrl GrantedSi ze as closely to this
object as is possible for the particul ar probe

i mpl enent ati on and avail abl e resources.

It is inportant to note that this value is the nunber of
requested entries in the tpmAggr Report Table only. Because
the probe can derive this table fromthe apnmReport Table, the
probe must make sure that sufficient resources exist to
support the creation of the apnReportTable, plus any
addi ti onal resources required to convert or support this
tabl e.

This object may not be nodified if the associated
t pmReport AggregateCntrl Status object is equal to active(l)."
c:= { tpnmAggrReportCntrlEntry 6 }

t pmAggr Report Cntrl Grant edSi ze OBJECT- TYPE

SYNTAX Unsi gned32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The maxi mum nunber of performance entries in this report.

When the associ ated t pmAggr Report Cntrl ReqSi ze object is
created or nodified, the probe should set this

object as closely to the requested value as is

possi bl e for the particular inplenentation and
avai | abl e resources. The probe nmust not lower this
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val ue except as a result of a set to the associated
t pmAggr Report Cntrl ReqSi ze obj ect .

It is an inplenmentation-specific matter as to whet her
zero-valued entries are avail able.”
::= { tpnmAggrReportCntrlEntry 7 }

t pmAggr Repor t Cnt r| ReqReports OBJECT- TYPE

SYNTAX Unsi gned32 (1..65535)
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The nunber of saved reports requested to be all ocated on
behal f of this entry.

If the tpmAggr ReportCntrl ApnCntrl | ndex i s non-zero,
then this object should be set by the agent to the val ue
of the apnReport Control cwRequest edReport sDat aSour ce obj ect .

This object may not be nodified if the associated
t pmReport AggregateCntrl Status object is equal to active(l)."
::= { tpnmAggrReportCntrl Entry 8 }

t pmAggr Report Cntr |l Grant edReports OBJECT- TYPE

SYNTAX Unsi gned32 (0..65535)
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The nunber of saved reports the agent has all ocated based
on the requested amount in tpmAggr Report Cntrl RegReports.
Because each report can have nany entries, the total nunber
of entries allocated will be this nunber nultiplied by the
val ue of tpmAggrReportCntrl GrantedSi ze, or by 1 if that

obj ect doesn’t exist.

When the associ ated t pmAggr Report Cntrl ReqReports object is
created or nodified, the agent should set this object as
closely to the requested value as is possible for the
particul ar inplenmentation and avail abl e resources. Wen
consi deri ng avail able resources, the agent nust consider its
ability to allocate this many reports, each with the numnber
of entries represented by tpnAggr ReportCntrl Grant edSi ze, or
by 1 if that object doesn’'t exist.

Not e that although the storage required for each report my
fluctuate due to changi ng conditions, the agent mnust continue
to have storage available to satisfy the full report size for
all reports, when necessary. Further, the agent nust not
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| ower this value except as a result of a set to the
associ at ed t pmAggr Report Cntrl ReqSi ze object. ™
c:= { tpmAggrReportCntrl Entry 9 }

t pmAggr ReportCntrl Start Ti me OBJECT- TYPE

SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The val ue of sysUpTi me when the system began processing the
report in progress. Note that the report in progress is not
avai | abl e.

Thi s object may be used by the managenent station to figure
out the start time for all previous reports saved for this
t pmAggr ReportCntrl Entry, as reports are started at fixed

i nterval s.

If the tpmAggr ReportCntrl ApnCntrl |l ndex i s non-zero,
then this object is set to the correspondi ng
apnReport Control Tabl e object in the APM M B defined in
the IETF's RMONM B WG "

::= { tpnmAggrReportCntrl Entry 10 }

t pmAggr Report Cntr |l Report Nunber OBJECT- TYPE

SYNTAX Unsi gned32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of the report in progress. Wen an
t pmAggr ReportCntrl Entry is activated, the first report wll
be nunbered zero.

If the tpmAggr ReportCntrl ApnCntrl | ndex i s non-zero,
then this object should be set by the agent to the val ue
of the apnReport Control Report Nunber object."

::= { tpnmAggrReportCntrlEntry 11 }

t pmAggr ReportCntrl I nsert sDeni ed OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of attenpts to add an entry to reports for
this TpmAggr ReportCntrl Entry that failed because the nunber
of entries would have exceeded t pmAggr ReportCntrl G ant edSi ze.

This nunber is valuable in determning if enough entries have
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been allocated for reports in light of fluctuating network
usage. Note that an entry that is denied will often be
attenpted again, so this nunber will not predict the exact
nunber of additional entries needed, but it can be used to
understand the rel ati ve magni tude of the problem

Al so note that there is no ordering specified for the entries
in the report; thus, there are no rules for which entries
will be omtted when not enough entries are available. As a
consequence, the agent is not required to delete 'Ieast
val uabl e’ entries first."

;.= { tpmAggrReportCntrlEntry 12 }

t pmAggr Report Cnt r | Dr oppedFr anes OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of frames that were received by the agent
and therefore not accounted for in the *StatsDropEvents, but
for which the agent chose not to count for this entry for
what ever reason. Most often, this event occurs when the
agent is out of some resources and decides to shed |oad from
this collection.

Thi s count does not include packets that were not counted
because they had MAC-|ayer errors.

Note that if the al MatrixTables are not inplemented or are
i nactive because no protocols are enabled in the protoco
directory, this value should be O.

Note that, unlike the dropEvents counter, this nunber is the
exact number of frames dropped."
::= { tpnmAggrReportCntrl Entry 13 }

t pmAggr Report Cntrl Owmner OBJECT- TYPE

SYNTAX Omner Stri ng
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The entity that configured this entry and is
therefore using the resources assigned to it.

If the tpmAggr ReportCntrl ApnCntrlIndex is non-zero,

then this object should be set by the agent to the val ue
of the apnReport Control Report Nunber obj ect.
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Thi s object may not be nodified if the associated
t pmReport AggregateCntrl Status object is equal to active(l)."
ci= { tpmAggrReportCntrl Entry 14 }

t pmAggr Report Cntr| St or ageType OBJECT- TYPE

SYNTAX St or ageType

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The storage type of this tpmAggrReportCntrlEntry. If the
val ue of this object is 'permanent’, no objects in this row
need to be witable."

c:={ tpmAggrReportCntrl Entry 15 }

t pmAggr Report Cntrl St at us OBJECT- TYPE
SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The status of this performance control entry.

An entry may not exist in the active state unless each
object in the entry has an appropriate val ue.

If the tpmAggr ReportCntrl ApnCntrlIndex is non-zero,
then this object should be set by the agent to the val ue
of the apnReport Control Report Nunber obj ect.

Once this object is set to active(1l), no objects in the
t pmAggr Report Cntrl Tabl e can be changed.

If this object is not equal to active(l1l), all associated
entries in the tpmAggrReportTabl e shall be deleted.”
::= { tpnmAggrReportCntrl Entry 16 }

-- Transport Aggregate Report Table

t pmAggr Report Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF TpmAggr ReportEntry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"This table contains transport performance nmetric
studies for each of the control table entries in
t pmAggr ReportCntrl Tabl e. These studies are
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provi ded based on the sel ections and paraneters
found for the entry in the
t pmAggr egat eReport Cnt rl Tabl e.

The performance statistics are specified in the
tpmiransMetricDir Tabl e associated with the
application in question and i ndexed by
appLocal | ndex and tpnifransMetri cl ndex. "

{ tpmReports 2 }

t pmAggr Report Entry OBJECT- TYPE

SYNTAX TpmAggr Report Entry
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON

"A conceptual row in the tpmAggrReport Tabl e.

The t pmAggr ReportCntrlindex value in the index identifies the
t pmAggr ReportCntrl Entry on whose behalf this entry was
creat ed.

The t pmAggr Reportindex value in the index identifies which
report (in the series of reports) this entry is a part of.

The t pmAggr Report AppLocal I ndex value in the index identifies
the application protocol that is being reported.

The tpnTransMetriclndex value in the index identifies
the transaction protocol-metric pair for the traffic flows
aggregated in this entry.

The protocol DirLocal I ndex value in the index identifies the
network | ayer protocol of the tpmAggr Report Server Addr ess.
VWhen the associ ated t pmAggr Report Cntrl Aggr Type val ue i s equa
to applications(4) or clients(2), this value will equal O.

The t pmAggr Report Server Address value in the index identifies
the network | ayer address of the server in traffic flows
aggregated in this entry.

The t pmAggr Report ApnNaneC i ent|I D value in the index
identifies the client intraffic flows aggregated in this
entry. |f the associated tpnmAggrReportCntrl Aggr Type i s equa
to applications(4) or servers(3), then this object will be
set to O.

An exanpl e of the indexing of this entry is
t pmAggr Report St at N. 3. 15. 34. 262. 18. 4. 128. 2. 6. 7. 3256521"
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| NDEX { tpmAggr ReportCntrl I ndex,
t pmAggr Report | ndex,

t pmAggr Report AppLocal | ndex, -- Application Layer
t pmAggr Report TransMet ri cl ndex, -- Metric and Protocol
prot ocol Di r Local | ndex, -- Network Layer

t pmAggr Report Ser ver Addr ess,
t pmAggr Repor t ApmNaneCl i ent | D

}
::= { tpnmAggrReportTable 1 }

TpmAggr Report Entry :: = SEQUENCE {
t pmAggr Report | ndex Unsi gned32,
t pmAggr Report AppLocal | ndex AppLocal I ndex,
t pmAggr Report TransMet ri cl ndex Tpmlransacti onMetri cl ndex,
t pmAggr Report Ser ver Addr ess COCTET STRI NG,
t pmAggr Repor t ApmNaneCl i ent | D Rmondl i ent | D,
t pmAggr Report St at N Zer oBasedCount er 32,
t pmAggr Report Overfl owSt at N Zer oBasedCount er 32,
t pmAggr Report HCSt at N Zer oBasedCount er 64,
t pmAggr Report St at SunX Zer oBasedCount er 32,
t pmAggr Report Over f | owSt at SunX Zer oBasedCount er 32,
t pmAggr Repor t HCSt at SunX Zer oBasedCount er 64,
t pmAggr Report St at Maxi num Zer oBasedCount er 32,
t pmAggr Report St at M ni num Zer oBasedCount er 32,
t pmAggr Report St at SunfSg Zer oBasedCount er 32,
t pmAggr Report Over f | owSt at Suntsq Zer oBasedCount er 32,
t pmAggr Repor t HCSt at SuntSq Zer oBasedCount er 64,
t pmAggr Report St at Sum X Zer oBasedCount er 32,
t pmAggr Report Over f | owSt at Suml X Zer oBasedCount er 32,
t pmAggr Repor t HCSt at Sunml X Zer oBasedCount er 64,
t pmAggr Report St at Sum XSq Zer oBasedCount er 32,
t pmAggr Report Over f | owSt at Sunl XSq Zer oBasedCount er 32,
t pmAggr Repor t HCSt at Sum XSq Zer oBasedCount er 64

}

t pmAggr Report I ndex OBJECT- TYPE
SYNTAX Unsi gned32 (1..2147483647)
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON

"The val ue of tpmAggr ReportCntrl Nunber for the report to
which this entry bel ongs."
.= { tpnmAggrReportEntry 1 }

t pmAggr Report AppLocal | ndex OBJECT- TYPE

SYNTAX AppLocal I ndex
MAX- ACCESS not - accessi bl e
STATUS current
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DESCRI PTI ON
"The conmon application of the transacti ons aggregated
inthis entry."

::= { tpnmAggrReportEntry 2 }

t pmAggr Report TransMetri cl ndex OBJECT- TYPE

SYNTAX Tpmlransacti onMetri cl ndex
MAX- ACCESS not -accessi ble

STATUS current

DESCRI PTI ON

"A unique index that identifies the transaction and
netric associated with the statistics reported here.™
.= { tpnmAggrReportEntry 3 }

t pmAggr Report Ser ver Addr ess OBJECT- TYPE

SYNTAX OCTET STRING (SIZE (0..108))
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The network | ayer address of the server host in this
conversati on.

This is represented as an octet string with specific
semantics and length as identified by the
protocol DirLocal | ndex conponent of the index.

Because this object is an index variable, it is encoded in
the index according to the index encoding rules. For
exanple, if the protocol DirLocal | ndex indicates an
encapsul ation of IPv4, this object is encoded as a |l ength
octet of 4, followed by the 4 octets of the |IPv4 address,
in network byte order

If the associated t pmAggr Report Cntrl Aggr Type is equal to

application(4) or client(2), then this object will be a nul

string and will be encoded sinply as a length octet of 0."
.= { tpnmAggrReportEntry 4 }

t pmAggr Repor t ApmNaned i ent | D OBJECT- TYPE

SYNTAX Rmond ientl D
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"A unique ID assigned to the nmachine represented by this
mappi ng. This IDis assigned by the agent using an
i mpl enent ati on-specific algorithm?™

::= { tpnmAggrReportEntry 5 }
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t pmAggr Report St at N OBJECT- TYPE

SYNTAX Zer oBasedCount er 32
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"The count of the total nunber of data points for the
specified netric. This nunber always represents the
total size of the statistical datum anal yzed. Each
metric specifies the exact meaning of this object.

This value represents the results for one nmetric and is
related directly to the specific paraneters of the netric
and the Server and Cient addresses involved."

.= { tpnmAggrReportEntry 6 }

t pmAggr Report Over fl owSt at N OBJECT- TYPE

SYNTAX Zer oBasedCount er 32
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"The nunber of tinmes the associ ated
t pmAggr Report St at N counter has overflowed. Note
that this object will only be instantiated if the
associ at ed t pmAggr Report HCSt at N obj ect is al so
instantiated for a particul ar dataSource."

::= { tpmAggrReportEntry 7 }

t pmAggr Repor t HCSt at N OBJECT- TYPE

SYNTAX Zer oBasedCount er 64
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"The hi gh-capacity version of tpmAggrReport StatN.
Note that this object will only be instantiated if the
agent supports high-capacity nonitoring for a particul ar
dat aSource. "

.= { tpnmAggrReportEntry 8 }

t pmAggr Report St at SuniX OBJECT- TYPE

SYNTAX Zer oBasedCount er 32
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"The sumof all the data point values for the specified
metric. This nunber always represents the total val ues
of the statistical datum anal yzed. Each netric
specifies the exact meaning of this object.
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This value represents the results of one netric and is
related directly to the specific paraneters of the netric
and the Server and Cient addresses involved."

::= { tpnmAggrReportEntry 9 }

t pmAggr Report Over f | owSt at SumX OBJECT- TYPE

SYNTAX Zer oBasedCount er 32
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"The nunber of tines the associated
t pmAggr Report St at SumX counter has overfl owed.
Note that this object will only be instantiated if the
associ at ed t pmAggr Report HCSt at SumX object is al so
instantiated for a particul ar dataSource."

::= { tpmAggrReportEntry 10 }

t pmAggr Repor t HCSt at SuniX OBJECT- TYPE

SYNTAX Zer oBasedCount er 64
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"The hi gh-capacity version of tpmAggrReport St at SuniX.
Note that this object will only be instantiated if the
agent supports High Capacity nonitoring for a particul ar
dat aSour ce. "

::= { tpmAggrReportEntry 11 }

t pmAggr Report St at Maxi num OBJECT- TYPE

SYNTAX Zer oBasedCount er 32
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"The single nmaxi mum data poi nt val ue observed during the
study period for the specified metric. This nunber al ways
represents the maxi numval ue of any single statistica

dat um anal yzed. Each netric specifies the exact neaning
of this object.

This value represents the results of one metric and is
related directly to the specific parameters of the nmetric
and the Server and Cient addresses involved."

.= { tpnmAggrReportEntry 12 }

t pmAggr Report St at M ni num OBJECT- TYPE

SYNTAX Zer oBasedCount er 32
MAX- ACCESS read-only
STATUS current
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DESCRI PTI ON
"The single m nimum data point val ue observed during the
study period for the specified nmetric. This nunber al ways
represents the m ni mum val ue of any single statistica
dat um anal yzed. Each netric specifies the exact neaning
of this object.

This value represents the results of one netric and is
related directly to the specific parameters of the netric
and the Server and Cient addresses involved."

::= { tpnmAggrReportEntry 13 }

t pmAggr Report St at SunsSq OBJECT- TYPE

SYNTAX Zer oBasedCount er 32
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"The sum of all the squared data point values for the
specified netric. This nunber always represents the
total of the squared values of the statistical datum

anal yzed. Each metric specifies the exact neani ng of
this object.

This value represents the results of one netric and is
related directly to the specific paranmeters of the netric
and the Server and Cient addresses involved."

::= { tpmAggrReportEntry 14 }

t pmAggr Report Over f | owSt at Sunsq OBJECT- TYPE

SYNTAX Zer oBasedCount er 32
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"The nunber of tines the associated

t pmAggr Report St at SunSq count er has overfl owed.

Note that this object will only be instantiated if

the associ at ed t pmAggr Report HCSt at Sunsg obj ect

is also instantiated for a particular dataSource."
::= { tpmAggrReportEntry 15 }

t pmAggr Repor t HCSt at Sunsq OBJECT- TYPE

SYNTAX Zer oBasedCount er 64
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"The hi gh-capacity version of tpmAggrReport St at Sunfsq.
Note that this object will only be instantiated if the
agent supports High Capacity nonitoring for a particul ar
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dat aSource. "
::= { tpmAggrReportEntry 16 }

t pmAggr Report St at Suml X OBJECT- TYPE

SYNTAX Zer oBasedCount er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"For each interval, each data point is associated with a
value I, I = 1..Nwhere Nis the nunber of data points;
t pmAggr Report Stat Suml X is the multiplication of the
data point value with the current |I. This value

along with the other statistics values allowthe
cal cul ati on of the slope of the |east-squares |ine
through the data points."

::= { tpnmAggrReportEntry 17 }

t pmAggr Report Over f | owSt at Sunl X OBJECT- TYPE

SYNTAX Zer oBasedCount er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The nunber of tines the associated
t pmAggr Report St at Suml X count er has overfl owed.
Note that this object will only be instantiated if the
associ at ed t pmAggr Report HCSt at Sum X obj ect is al so
instantiated for a particul ar dataSource."

::= { tpnmAggrReportEntry 18 }

t pmAggr Repor t HCSt at Sunl X OBJECT- TYPE

SYNTAX Zer oBasedCount er 64

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The hi gh-capacity version of tpmAggr Report St at Sum X.
Note that this object will only be instantiated if the
agent supports High Capacity nonitoring for a particul ar
dat aSour ce. "

::= { tpmAggrReportEntry 19 }

t pmAggr Report St at Sum XSq OBJECT- TYPE

SYNTAX Zer oBasedCount er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"For each interval, each data point is associated with a
value I, I = 1..Nwhere Nis the nunber of data points;

t pmAggr Report Stat Suml XSq is the nultiplication
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of the data point value with the current 1I.

This value along with the other statistics

val ues all ow the cal cul ati on of the slope of

the |l east-squares line through the data points."
::= { tpnmAggrReportEntry 20 }

t pmAggr Report Over f| owSt at Sunl XSq OBJECT- TYPE

SYNTAX Zer oBasedCount er 32
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The nunber of tinmes the associated
t pmAggr Report St at Sunl XSq counter has overfl owed.
Note that this object will only be instantiated if the
associ at ed t pmAggr Report HCSt at Sum XSq object is al so
instantiated for a particul ar dataSource."

::= { tpnmAggrReportEntry 21 }

t pmAggr Repor t HCSt at Suml XSq OBJECT- TYPE

SYNTAX Zer oBasedCount er 64
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The hi gh-capacity version of tpmAggrReport Stat Sum XSq.
Note that this object will only be instantiated if the
agent supports Hi gh Capacity nmonitoring for a particular
dat aSour ce. "

::= { tpnmAggrReportEntry 22 }

-- The t pnCurrent ReportsG oup

t pmCur Report Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF TpnCur ReportEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table will contain entries associated with an
apnReport Control Entry that consitute a current ’'snapshot’
of the netrics being collected in association with

a set of TPMrelated application transactions.

This table contains all sub-flow netrics for transactions
that have been started but have not yet finished (i.e.
current) and a history of those that have finished (i.e.
conpleted). It may not always be obvious fromthe context
whet her a transaction is currently in-progress or has
been conpleted. Therefore, the conpletion status of a
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transaction is indicated by the val ue of
the tpnCur Report Conpl eti on object."
.= { tpnReports 3}

t pnCur Report Entry OBJECT- TYPE

SYNTAX TpnCur ReportEntry
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON

"A conceptual row in the tpmCurReport Tabl e.

The t pmAggr Report Control I ndex value in the index identifies
the tpmAggrReportCntrl Entry on whose behalf this entry was
created. The tpnCurReport AppLocal | ndex value in the

i ndex identifies the application protocol that is being
reported. The protocol DirLocal I ndex value in the

i ndex identifies the network | ayer protoco

of the tpmAggr Report Server Address. Wen the associ ated

t pmAggr Report Cntrl Aggr Type val ue is

equal to applications(4), this value will equal O.

The t pnCur Report Server Address value in the

i ndex identifies the network | ayer address of the

server in traffic flows aggregated in this entry.

The t pnCur Report Current ApmNaneCl i ent1 D value in the

i ndex identifies the network | ayer address of the

client in traffic flows aggregated in this entry.

The tpnCur Report Current Metriclndex value in the

i ndex identifies the transported application protoco

of the traffic flows aggregated in this entry.

Note that the order of protocol DirLocal I ndex variables is
the opposite of that in the RMON2 M B (application. network

i nstead of network.application); the report entries are
sorted by application first, server second, and client third.
The t pnCur ReportCntrlndex value in the index identifies

the tpmAggrReportCntrl Entry on whose behalf this entry was
created. The tpnCurReportMetriclndex value in the index
identifies the netric and protocol of the

t pnCur Report Server Address, via the tpniTransMetricDir

tabl e.

An exanple of the indexing of this table is
t pmCur Report StatisticN. 3.34.262.18.4.128. 2. 6. 6. 3256521. 29667"
| NDEX { tpmAggr ReportCntrl I ndex,

t pmCur Repor t AppLocal | ndex, -- Application Layer
t pmCur Report TransMet ri cl ndex, -- Metric and Protoco
pr ot ocol Di r Local | ndex, -- Network Layer

t pmCur Report Ser ver Addr ess,
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t pmCur Repor t ApmNanmed i ent | D,
t pmCur Repor t Apnilr ansacti onl D

}
::={ tpnCurReportTable 1}

TpnmCur Report Entry ::= SEQUENCE {
t pmCur Report AppLocal | ndex AppLocal I ndex,
t pnCur Report TransMet ri cl ndex TpnTransacti onMetri cl ndex,
t pnCur Repor t Ser ver Addr ess OCTET STRI NG
t pmCur Repor t ApmNamed i ent | D RmonCl i ent | D
t pmCur Repor t Apmilr ansacti onl D Unsi gned32
t pmCur Report Met ri cVal ue Zer oBasedCount er 32,
t pmCur Report Conpl eti on | NTEGER
}
t pmCur Report AppLocal | ndex OBJECT- TYPE
SYNTAX AppLocal I ndex
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The conmon application of the transactions reported
inthis entry."
::={ tpnCurReportEntry 1 }

t pmCur Report TransMet ri cl ndex OBJECT- TYPE

SYNTAX Tpmlransacti onMetri cl ndex
MAX- ACCESS not-accessible

STATUS current

DESCRI PTI ON

"A unique index that identifies the transaction and
netric associated with the statistics reported here."
c:={ tpmCurReportEntry 2 }

t pmCur Report Ser ver Addr ess OBJECT- TYPE

SYNTAX OCTET STRING (SIZE (0..108))
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The network server address for this tpmCurReportEntry.

This is represented as an octet string with
specific semantics and length as identified
by the protocol DirLocal | ndex conponent of the index.

For exanple, if the protocol DirLocal I ndex indicates an
encapsul ation of IPv4, this object is encoded as a |l ength
octet of 4, followed by the 4 octets of the |IPv4 address,
in network byte order."
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::={ tpnCurReportEntry 3 }

t pmCur Repor t ApmNamedC i ent | D OBJECT- TYPE

SYNTAX Rmond ientl D
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

August 2005

"A unique ID assigned to the nmachine represented by this
mappi ng. This IDis assigned by the agent using an

i mpl enent ati on-specific algorithm?™

::={ tpnCurReportEntry 4 }

t pmCur Repor t Apnilr ansacti onl D OBJECT- TYPE

SYNTAX Unsi gned32 (0..4294967295)
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"A uni que value for this transaction anbngst ot her
transactions sharing the sane application
transaction-1layer protocol and netric,

server and client addresses. |Inplenentations may choose to

use the value of the client’s source port,

when possi bl e.

If the tpmAggr ReportCntrl ApnCntrl | ndex is non-zero,

then this object is set to the correspondi ng
apmir ansactionl D object in the APM M B devel oped

in the IETF's RMONM B WG
::={ tpnCurReportEntry 5 }

t pmCur Report Met ri cVal ue OBJECT- TYPE

SYNTAX Zer oBasedCount er 32
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"The current value of the metric being eval uated.
For sone transaction types this value may be O,
the current round-trip tinme for a DNS query.
ot her transaction types, this wll
current value of a continuously measured netric,
the current throughput of an FTP transaction."

::={ tpnCurReportEntry 6 }
t pmCur Report Conpl eti on OBJECT- TYPE
SYNTAX | NTEGER {
current (1),
conpl et ed( 2)

}
MAX- ACCESS read-only
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STATUS current

DESCRI PTI ON
"The status of this transaction. It is not always obvious
from context whether a transaction is ongoing or
conpleted. E.g., an ftp-CGET transaction nmay |ast severa
m nutes or hours, and a value found in the
t pmCur Report Metri cVal ue object lists to observed throughput
for the transaction up to this point in time. The value
of the tpnCur Report Conpl eti on indicates whether the
transacti on has been conpleted.”

::={ tpnCurReportEntry 7 }

t pmCur Report Si ze OBJECT- TYPE

SYNTAX Unsi gned32
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"The maxi mum nunber of conpleted transactions desired to be
retained in the tpnCurReportTable. |If the agent doesn’t have
enough resources to retain this many, it will retain as nany
as possible. Regardless of this value, the agent nust
attenpt to keep records for all current transactions it is
noni t ori ng.

The agent shoul d consider this value to give a hint as to
how many transactions to save. This is not a hard limt,
just a hint to a maxi numvalue of interest. |If this value is
reduced by the nanagenent station, the agent can take note,

it my free some records, or it may do nothing.

The val ue of this object nust persist across reboots."
.= { tpnReports 4}

-- The t pnExcepti onReportsG oup

t pmExcpReport Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF TpnExcpReportEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table contains all sub-flow netrics for transactions
that have been tagged by the apnExceptionTable filter
as havi ng had poor perfornance."

1= { tpnReports 5}

t pnrExcpReport Entry OBJECT- TYPE
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SYNTAX TpnExcpReport Entry
MAX- ACCESS not-accessi bl e
STATUS current
DESCRI PTI ON

TPM M B

Au

"A conceptual row in the tpnExcpReportTable. This t
contai ns aggregated i nformation associated with
exceptions counted in the apnExceptionTable. The
information is aggregated in a manner identical to t
aggregation in the tpmAggr Report Table, with the exce
that data only fromtransactions associated with a

fl agged application is included.

gust 2005

abl e

he
ption

The indexing into this table follows the indexing in the
APM M B but adds the tpmiranshMetriclndex to identify the
sub-application transaction and netric pair."

| NDEX { apmAppDi r AppLocal | ndex,

apmAppDi r Responsi venessType,

apnExcepti onl ndex,

t pmExcpReport TransMet ri cl ndex

}
::= { tpnExcpReportTable 1 }

TpnmExcpReport Entry :: = SEQUENCE {

}

t pmExcpReport TransMetri cl ndex OBJECT- TYPE

Dietz & Cole

t pmExcpReport TransMet ri cl ndex
t pnExcpReport St at N

t pmExcpReport Over fl owSt at N

t pnExcpReport HCSt at N

t pnExcpReport St at SunX

t pmExcpReport Over f | owSt at SunX
t pnrExcpRepor t HCSt at SunX

t pmExcpReport St at Maxi mum

t pmExcpReport St at M ni num

t pnExcpReport St at SuntSq

t pmExcpReport Over f | owSt at Sunsq
t pnExcpRepor t HCSt at Suntsq

t prExcpReport St at Sum X

t pmExcpReport Over f | owSt at Suni X
t pnExcpRepor t HCSt at Sum X

t pnExcpReport St at Sum XSq

t pmExcpReport Over f | owSt at Sunl XSq

t pnExcpRepor t HCSt at Sum XSq

SYNTAX Tpmlransacti onMetri cl ndex
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

St andards Track

-- Application

-- Responsi veness Type
-- Linkage to ApnExceptions

-- Metric and Prot

Tpmlransacti onMetr
Zer oBasedCount er 32
Zer oBasedCount er 32
Zer oBasedCount er 64
Zer oBasedCount er 32
Zer oBasedCount er 32
Zer oBasedCount er 64
Zer oBasedCount er 32
Zer oBasedCount er 32
Zer oBasedCount er 32
Zer oBasedCount er 32
Zer oBasedCount er 64
Zer oBasedCount er 32
Zer oBasedCount er 32
Zer oBasedCount er 64
Zer oBasedCount er 32
Zer oBasedCount er 32
Zer oBasedCount er 64

oco

i cl ndex,
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"A unique index that identifies the transaction and
netric associated with the data reported here."
::= { tpnExcpReportEntry 1 }

t pnExcpReport St at N OBJECT- TYPE

SYNTAX Zer oBasedCount er 32
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"The count of the total number of data points for the
specified metric. This nunber always represents the
total size of the statistical datum analyzed. Each
netric specifies the exact neaning of this object.

This value represents the results of one nmetric and is
related directly to the specific parameters of the nmetric
and the Server and Cient addresses involved."

::= { tpnExcpReportEntry 2 }

t pmExcpReport Over fl owSt at N OBJECT- TYPE

SYNTAX Zer oBasedCount er 32
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"The nunber of tines the associated t pnExcpReportStatN

counter has overflowed. Note that this object will only

be instantiated if the associated tpnExcpReportHCSt at N

object is also instantiated for a particul ar dataSource."
::= { tpnExcpReportEntry 3}

t pnExcpReport HCSt at N OBJECT- TYPE

SYNTAX Zer oBasedCount er 64
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"The hi gh-capacity version of tprmExcpReport StatN.
Note that this object will only be instantiated if the

agent supports Hi gh Capacity nmonitoring for a particular
dat aSour ce. "

::= { tpnExcpReportEntry 4 }

t pnrExcpReport St at SumX OBJECT- TYPE

SYNTAX Zer oBasedCount er 32
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"The sum of all the data point values for the specified
nmetric. This nunber always represents the total val ues
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of the statistical datum anal yzed. Each netric
speci fies the exact nmeaning of this object.

This value represents the results of one metric and is
related directly to the specific parameters of the netric
and the Server and Cient addresses involved."

.. = { tpnExcpReportEntry 5 }

t pmExcpReport Over f | owSt at SunmX OBJECT- TYPE

SYNTAX Zer oBasedCount er 32
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The nunber of tinmes the associ ated
t pnExcpRepor t St at SunmX count er has overfl owed.
Note that this object will only be instantiated if
the associ ated t pnmExcpReport HCSt at SumX object is al so
instantiated for a particul ar dataSource."

.. = { tpnExcpReportEntry 6 }

t pnExcpRepor t HCSt at SunX OBJECT- TYPE

SYNTAX Zer oBasedCount er 64
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The hi gh-capacity version of tpnExcpReport Stat SumX.
Note that this object will only be instantiated if the
agent supports High Capacity nonitoring for a particul ar
dat aSour ce. "

.= { tpnExcpReportEntry 7 }

t pmExcpReport St at Maxi mum OBJECT- TYPE

SYNTAX Zer oBasedCount er 32
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The singl e maxi num data poi nt val ue observed during the
study period for the specified nmetric. This nunber always
represents the maxi mum val ue of any single statistical

dat um anal yzed. Each netric specifies the exact neaning
of this object.

This value represents the results of one netric and is
related directly to the specific paraneters of the netric
and the Server and Cient addresses involved."

::= { tpnExcpReportEntry 8 }

t prExcpReport St at M ni num OBJECT- TYPE
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SYNTAX Zer oBasedCount er 32
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"The single m nimum data poi nt val ue observed during the
study period for the specified netric. This nunber al ways
represents the m ni mnumval ue of any single statistica

dat um anal yzed. Each netric specifies the exact neaning
of this object.

This value represents the results of one nmetric and is
related directly to the specific paraneters of the netric
and the Server and Cient addresses involved."

.= { tpnExcpReportEntry 9 }

t pnExcpReport St at SunSq OBJECT- TYPE

SYNTAX Zer oBasedCount er 32
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"The sum of all the squared data point values for the
specified metric. This nunber always represents the
total of the squared values of the statistical datum
anal yzed. Each netric specifies the exact neani ng of
this object.

This value represents the results of one nmetric and is
related directly to the specific parameters of the nmetric
and the Server and Cient addresses involved."

;.= { tpnExcpReportEntry 10 }

t pmExcpReport Over f | owSt at Sunsq OBJECT- TYPE

SYNTAX Zer oBasedCount er 32
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"The nunber of tinmes the associated
t pmExcpReport St at SunSq count er has overfl owed.
Note that this object will only be instantiated if the
associ at ed t pmExcpReport HCSt at Sunsg obj ect is al so
instantiated for a particul ar dataSource."

;.= { tpnExcpReportEntry 11 }

t pnExcpRepor t HCSt at Sunsq OBJECT- TYPE

SYNTAX Zer oBasedCount er 64
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON
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"The hi gh-capacity version of tpnrExcpReport Stat Suntq.
Note that this object will only be instantiated if the

agent supports High Capacity nonitoring for a particul ar
dat aSource. "

::= { tpnExcpReportEntry 12 }

t pnExcpReport St at Sum X OBJECT- TYPE

SYNTAX Zer oBasedCount er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"For each interval, each data point is associated with a
value I, I = 1..Nwhere Nis the nunber of data points;
t pmExcpReport Stat Sum X is the nmultiplication of the
data point value with the current I. This value along with

the other statistics values allow the cal culation of the
sl ope of the |east-squares |ine through the data points.™
::= { tpnExcpReportEntry 13 }

t pmExcpReport Over f | owSt at Sunl X OBJECT- TYPE

SYNTAX Zer oBasedCount er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The nunber of tinmes the associ ated
t pmExcpReport St at Sunl X count er has overfl owed.
Note that this object will only be instantiated if the
associ at ed t pnmExcpReport HCSt at Sum X obj ect is al so
instantiated for a particul ar dataSource."

::= { tpnExcpReportEntry 14 }

t pnExcpRepor t HCSt at Sum X OBJECT- TYPE

SYNTAX Zer oBasedCount er 64

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The hi gh-capacity version of tpnrExcpReport Stat Sum X
Note that this object will only be instantiated if the
agent supports Hi gh Capacity nonitoring for a particular
dat aSource. "

::= { tpnExcpReportEntry 15 }

t pnExcpReport St at Sum XSq OBJECT- TYPE
SYNTAX Zer oBasedCount er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"For each interval, each data point is associated with a
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value I, I = 1..N where Nis the nunber of data points;
t pmExcpReport Stat Suml XSq is the nultiplication of the data
point value with the current |I. This value along with the

other statistics values allow the cal culation of the slope of
the | east-squares line through the data points.”
::= { tpnExcpReportEntry 16 }

t pmExcpReport Over f | owSt at Sunl XSq OBJECT- TYPE

SYNTAX Zer oBasedCount er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The nunber of tinmes the associ ated
t pmExcpReport St at Sunl XSq counter has overfl owed.
Note that this object will only be instantiated if the
associ at ed t pmExcpReport HCSt at Sum XSq object is al so
instantiated for a particul ar dataSource."

::= { tpnExcpReportEntry 17 }

t pnExcpRepor t HCSt at Suml XSq OBJECT- TYPE

SYNTAX Zer oBasedCount er 64

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The hi gh-capacity version of tprmExcpReport Stat Sunm XSq.
Note that this object will only be instantiated if the
agent supports Hi gh Capacity nonitoring for a particular
dat aSour ce. "

::= { tpnExcpReportEntry 18 }

-- TPM Conf or mrance

t pmM BConpl i ances OBJECT | DENTI FI ER : :
t pnGr oups OBJECT | DENTI FI ER ::

{ tpmConformance 1 }
{ tpnConfornance 2 }

-- TPM Conpl i ance Stat ement

t pmM BConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"Describes the requirenments for conformance to
the TPM M B.

This conpliance statenent defines the follow ng

Dietz & Cole St andards Track [ Page 47]



RFC 4150 TPM M B August 2005

TPM M B i npl emrent ati on:

- tpnCapabilitiesGoup (mn ninmm

- t pmAggr egat eReport sGroup (m ni mum

- tpnCurrent ReportsG oup (optional)

- tpnExceptionReportsG oup (optional).

In order to inplenment the (optional)

t pmExcepti onReportsGroup, it is necessary

to i mpl enent pieces of the APMMB as

described in the tpmApnM BConpl i ance MODULE

bel ow. Further, in the event that the TPM M B

is used to provide a drill-down capability,

which is the true value of this MB, then the

t pmApnReport Control Group rust be inplenmented. "
MODULE -- this nodul e

MANDATORY- GROUPS
{ tpnCapabilitiesG oup,
t pmAggr egat eReport sGroup }

GROUP t pnCur r ent Report sG oup
DESCRI PTI ON
"The inmplenentation of this group is optional."

GROUP t pnExcept i onReport sGoup

DESCRI PTI ON
"The inplenentation of this group is optional.
However, because the control for this reporting group
resides with the APM M B nodul e, the apnReport G oup
and the apnExcepti onG oup nust al so be inplenented.”

::={ tpmM BConpl i ances 1 }

-- tpnCurrent ReportsG oup Conpliance
t pmCur r ent Report sConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"This defines the Current Reports conpliance.
This is useful when information on in-progress
and historical transaction-level data is
desired."
MODULE -- this nodul e

MANDATORY- GROUPS
{ tpnCapabilitiesG oup,
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t pmAggr egat eRepor t sG oup,
t pmCurr ent Report sGroup }

::={ tpnM BConpliances 2 }

-- tpnExcepti onReportsG oup Conpliance
t pmExcept i onReport sConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"This defines the Exception Reports conpliance.
This is useful when information on
transacti ons whose performance i s deened
out - of - bounds. "

MODULE -- this nmodul e

MANDATORY- GROUPS
{ tpnCapabilitiesG oup,
t pmAggr egat eRepor t sG oup,
t prExcept i onReport sG oup }

MCDULE APM-M B

MANDATORY- GROUPS
{ apnReport G oup,
apnExcepti onG oup }

.= { tpnM BConpliances 3 }

-- TPMMB G oups

t pmCapabiliti esG oup OBJECT- GROUP
OBJECTS { tpnTl ockResol uti on,

t pmCl ockMaxSkew,
t pmCl ockSour ce,
t pmiransMetri cDi r Last Change,
t pmiransMetri cProt ocol | ndex,
t pmiransMetri cMetri cl ndex,
tpmiransMetricDirConfi g,
t pmvet ri cDef Type,
tpmvetri cDef Di r Type,
t pmvet ri cDef Name,
t pmvet ri cDef Ref er ence,
tpmvetricDefd obal ID }
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STATUS current

DESCRI PTI ON
"The tpnCapabilitiesG oup specifies various capabilities
associated with the nonitoring agent."

c:={ tpnzroups 1}

t pmAggr egat eReport sG oup OBJECT- GROUP
OBJECTS { tpnAggr ReportCntrl ApntCntrl | ndex,
t pmAggr Report Cnt r | Dat aSour ce,
t pmAggr Report Cnt r | Aggr Type,
t pmAggr ReportCntrl I nterval,
t pmAggr Report Cntrl RegSi ze,
t pmAggr Report Cntrl Grant edSi ze,
t pmAggr Report Cntrl RegReport s,
t pmAggr Report Cntrl G ant edReport s,
t pmAggr ReportCntrl Start Ti e,
t pmAggr Report Cnt r | Repor t Nunber,
t pmAggr ReportCntrl I nsert sDeni ed,
t pmAggr Report Cnt r | Dr oppedFr anes,
t pmAggr Report Cnt r | Oaner,
t pmAggr Report Cnt rl St or ageType,
t pmAggr Report Cntrl St at us,
t pmAggr Report St at N,
t pmAggr Report Over f| owSt at N,
t pmAggr Repor t HCSt at N,
t pmAggr Repor t St at Sum,
t pmAggr Report Over f | owSt at Sum,
t pmAggr Repor t HCSt at Suni,
t pmAggr Report St at Maxi num
t pmAggr Report St at M ni num
t pmAggr Report St at Suntsqg,
t pmAggr Report Over f | owSt at Sunfsq,
t pmAggr Repor t HCSt at Suntsq,
t pmAggr Report St at Sum X,
t pmAggr Report Over f | owSt at Sum X,
t pmAggr Repor t HCSt at Suni X,
t pmAggr Report St at Sum XSq,
t pmAggr Report Over f | owSt at Surm XSq,
t pmAggr Repor t HCSt at Sum XSq }
STATUS current
DESCRI PTI ON
"The t pmAggr egat eReport sGoup provi des control
and reporting of aggregate neasurenent
statistics."
c:={ tpm&Eoups 2}

t pnCurrent ReportsG oup OBJECT- GROUP
OBJECTS { tpnCurReportMetricVal ue,
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t pmCur Report Conpl eti on,
t pmCur Report Si ze }
STATUS current
DESCRI PTI ON
"The tpnCurrent ReportsG oup contains metric
information relating to ongoi ng neasurenents
as well as historical values."
.= { tpnzroups 3}

t pmExcepti onReport sG oup OBJECT- GROUP
OBJECTS { tpnExcpReport StatN,
t prExcpReport Over f| owSt at N,
t pnExcpReport HCSt at N,
t pnExcpReport St at SumX,
t pmExcpReport Over f | owSt at Sum,
t pnExcpRepor t HCSt at Suni,
t pmExcpReport St at Maxi num
t prExcpReport St at M ni num
t pnExcpReport St at Suntsq,
t pmExcpReport Over f | owSt at Suntq,
t pnExcpRepor t HCSt at Sunfsq,
t pnExcpReport St at Sum X,
t pmExcpReport Over f | owSt at Sum X,
t pnrExcpRepor t HCSt at Sund X,
t pnExcpReport St at Sum XSq,
t pmExcpReport Over f | owSt at Suml XSq,
t pmExcpRepor t HCSt at Sum XSq }
STATUS current
DESCRI PTI ON
"The tpnExcepti onReportsG oup reports
sub-application level statistics associated
with errant applications."
o= { tpnzroups 4}

END
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6.

Security Considerations

This MB relates to a systemthat provides a passive nonitoring
capability of a broadcast subnet, a sw tched subnet, or point-to-
poi nt subnets. As such, it collects information relating to network
| ayer addresses and traffic statistics relating to conversations and
to application-level activities. These statistics could be deened
sensitive in certain networking environnents.

There are a nunber of nanagement objects defined in this MB nodul e
with a MAX- ACCESS cl ause of read-wite and/or read-create. Such
obj ects may be considered sensitive or vulnerable in some network
environnents. The support for SET operations in a non-secure

envi ronnent w t hout proper protection can have a negative effect on
network operations. These are the tables and objects and their
sensitivity/vulnerability:

+ The tpmlransMetricDirConfig object describes and configures the
probe’s support for a given performance netric in relation to a
specified transaction and application. The agent creates
entries in this table for all netric and transaction
conbi nations that it can generate, and this object controls the
on/off switch for this capability. |If certain statistics for a
supported transaction are deened sensitive, then access to SET
operations on this object should be protected.

+ The tpmAggr Report Cntrl Dat aSource sets the interface on which the
net wor k addresses and conversational and application-I|eve
statistics will be collected.

+ The t pmAggr Report Cntrl Aggr Type obj ect controls the level of data
aggregation inplenented in the report tables. For exanple, this
object could be set to allow client-level information to be
exposed.

In order to inplenment this MB nodul e, an agent nust nake certain
nmanagenent i nformati on avail abl e about protocols and network
addresses used within a managed system which nay be consi dered
sensitive in some network environments. Therefore sone of the
readabl e objects in this MB nmodule (i.e., objects with a MAX- ACCESS
ot her than not-accessible) may be considered sensitive or vul nerable
in sone network environnents. It is thus inmportant to control even
CGET and/or NOTIFY access to these objects and possibly to even
encrypt the values of these objects when sending them over the
network via SNMP. These are the tables and objects and their
sensitivity/vulnerability:
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+ The tpmAggr Report Tabl e contains the statistical studies which
the probe was configured to generate. These tables contain the
hi storical, aggregated data providing information on the network
address and traffic statistics related to their conversations.

+ The tpnCur Report Tabl e contains information on current
transaction flows. This table provides a view of the current
activity on a subnet or a client nachine.

SNWVP versions prior to SNVMPv3 did not include adequate security.

Even if the network itself is secure (for exanple by using IPSec),
even then, there is no control as to who on the secure network is

all owed to access and GET/ SET (read/change/create/del ete) the objects
in this MB nodul e.

It is RECOWENDED that inplementers consider the security features as
provi ded by the SNWMPv3 franmework (see [ RFC3410], section 8),

i ncluding full support for the SNVMPv3 cryptographic nechani sns (for
aut hentication and privacy).

Further, deploynent of SNWP versions prior to SNMPv3 is NOT
RECOMVENDED. Instead, it is RECOWENDED to depl oy SNMPv3 and to
enabl e cryptographic security. It is then a customer/operator
responsibility to ensure that the SNVWP entity giving access to an
instance of this MB nodule is properly configured to give access to
the objects only to those principals (users) that have legitimte
rights to indeed GET or SET (change/create/del ete) them
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