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Abst r act

Thi s docunent describes the Diameter protocol application used for
Aut henti cation, Authorization, and Accounting (AAA) services in the
Net wor k Access Server (NAS) environnment. Wen conbined with the

Di aneter Base protocol, Transport Profile, and Extensible

Aut henti cation Protocol specifications, this application
specification satisfies typical network access services requirenents.

Initial deployments of the Diameter protocol are expected to include
| egacy systems. Therefore, this application has been carefully

desi gned to ease the burden of protocol conversion between RADI US and
Diameter. This is achieved by including the RADIUS attribute space
to elimnate the need to performmany attribute translations.

The interactions between D aneter applications and RADI US specified

in this document are to be applied to all Dianmeter applications. In
this sense, this docunent extends the Base Dianmeter protocol
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1. Introduction

Thi s docunent describes the D ameter protocol application used for
AAA in the Network Access Server (NAS) environment. Wen conbi ned
with the D aneter Base protocol [BASE], Transport Profile

[ Diamirans], and EAP [ Di anEAP] specifications, this D aneter NAS
application specification satisfies NAS-related requirenments defined
in RFC 2989 [AAACriterial] and RFC 3169 [NASCriteria].

Initial deploynments of the Diameter protocol are expected to include
| egacy systems. Therefore, this application has been carefully

desi gned to ease the burden of protocol conversion between RADI US and
Diameter. This is achieved by including the RADIUS attribute space
to elinmnate the need to performmany attribute translations.

The interactions specified in this docunent between D aneter
applications and RADIUS are to be applied to all D aneter
applications. 1In this sense, this docunent extends the Base Di aneter
prot ocol [ BASE].

First, this docunment describes the operation of a D ameter NAS
application. Then it defines the D anmeter nessage Command- Codes.

The following sections list the AVPs used in these nmessages, grouped
by conmobn usage. These are session identification, authentication
aut hori zation, tunneling, and accounting. The authorization AVPs are
further broken down by service type. Interaction and backward
conpatibility issues with RAD US are discussed in |later sections.

1.1. Term nol ogy

The base Di aneter [BASE] specification section 1.4 defines nost of
the terminol ogy used in this docunent. Additionally, the follow ng
terns and acronyns are used in this application

NAS ( Network Access Server) - A device that provides an access
service for a user to a network. The service may be a network
connection or a val ue-added service such as term nal enul ation
[ NASMbdel .

Cal houn, et al. St andards Track [ Page 5]



RFC 4005 Di amet er Network Access Server Application August 2005

PPP (Poi nt-to-Point Protocol) - A nultiprotocol serial datalink. PPP
is the primary I P datalink used for dial-in NAS connection service
[ PPP] .

CHAP (Chal | enge Handshake Authentication Protocol) - An
aut hentication process used in PPP [ PPPCHAP] .

PAP (Password Aut hentication Protocol) - A deprecated PPP
aut henti cation process, but often used for backward conpatibility
[ PAP] .

SLIP (Serial Line Interface Protocol) - A serial datalink that only
supports IP. A design prior to PPP

ARAP (Appletal k Remote Access Protocol) - A serial datalink for
accessi ng Appl etal k networks [ ARAP].

| PX (I nternet Packet Exchange) - The network protocol used by NetWare
net wor ks [ 1 PX]

LAT (Local Area Transport) - A Digital Equipnent Corp. LAN protoco
for termnal services [LAT].

VPN (Virtual Private Network) - In this docunment, this termis used
to describe access services that use tunneling nethods.

1.2. Requirenents Language

In this docunment, the key words "MAY", "MJST", "MJST NOT",
"OPTI ONAL", "RECOWMENDED', "SHOULD', and "SHOULD NOT" are to be
interpreted as described in [ Keywords].

1.3. Advertising Application Support

Di ameter applications conformng to this specification MJST advertise
support by including the value of one (1) in the Auth-Application-Id
of Capabilities-Exchange- Request (CER), AA-Request (AAR), and AA-
Answer (AAA) nessages. All other nessages are defined by [ BASE] and
use the Base application id val ue.

2. NAS Calls, Ports, and Sessi ons

The arrival of a new call or service connection at a port of a

Net wor k Access Server (NAS) starts a Dianeter NAS nessage exchange.

I nformati on about the call, the identity of the user, and the user’s
aut hentication informati on are packaged into a D ameter AA-Request
(AAR) nessage and sent to a server.
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The server processes the information and responds with a D aneter

AA- Answer (AAA) nessage that contains authorization information for
the NAS, or a failure code (Result-Code AVP). A value of

DI AVETER MULTI _ROUND AUTH i ndi cates an additional authentication
exchange, and several AAR and AAA nessages may be exchanged until the
transacti on conpl etes.

Dependi ng on t he Aut h- Request-Type AVP, the Di aneter protocol allows
aut hori zation-only requests that contain no authentication
information fromthe client. This capability goes beyond the Cal
Check capabilities described in section 5.6 of [RADIUS] in that no
access decision is requested. As a result, service cannot be started
as a result of a response to an authorization-only request w thout

i ntroducing a significant security vulnerability.

Since no equival ent capability exists in RAD US, authorization-only
requests froma NAS i npl ementing Di aneter may not be easily
translated to an equival ent RADI US nmessage by a Di anet er/ RADI US
gateway. For exanple, when a Di aneter authorization-only request
cannot be translated to a RADIUS Call Check, it would be necessary
for the D aneter/RADI US gateway to add authentication information to
the RADI US Access Request. On receiving the Access-Reply, the

Di amet er/ RADI US gat eway woul d need to discard the access deci sion
(Accept/Reject). It is not clear whether these transl ations can be
acconpl i shed wi t hout adding significant security vulnerabilities.

2.1. Dianeter Session Establishnment

VWhen the authentication or authorization exchange conpl etes
successfully, the NAS application SHOULD start a session context. |If
the Result-Code of DI AMETER MULTI ROUND AUTH is returned, the
exchange continues until a success or error is returned.

If accounting is active, the application MIST al so send an Accounti ng
nmessage [BASE]. An Accounting-Record-Type of START _RECORD i s sent
for a new session. |If a session fails to start, the EVENT_RECORD
nessage is sent with the reason for the failure described.

Note that the return of an unsupportable Accounting-Realtinme-Required
val ue [BASE] would result in a failure to establish the session

2.2. Diameter Session Reauthentication or Reauthorization
The Di aneter Base protocol allows users to be periodically
reaut henticated and/or reauthorized. |In such instances, the

Session-1d AVP in the AAR message MJST be the same as the one present
in the original authentication/authorization message.
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A Di aneter server inforns the NAS of the maxinumtine all owed before
reaut hentication or reauthorization via the Authorization-Lifetine
AVP [ BASE]. A NAS MAY reauthenticate and/or reauthorize before the
end, but A NAS MJST reauthenticate and/or reauthorize at the end of
the period provided by the Authorization-Lifetine AVP. The failure
of a reauthentication exchange will term nate the service.

Furthernore, it is possible for D aneter servers to issue an
unsolicited reauthenticati on and/or reauthorization request (e.g.
Re- Aut h- Request (RAR) nessage [BASE]) to the NAS. Upon receipt of
such a message, the NAS MJUST respond to the request with a Re-Auth-
Answer (RAA) nessage [ BASE].

If the RAR properly identifies an active session, the NAS wil|
initiate a new | ocal reauthentication or authorization sequence as

i ndi cated by the Re-Auth-Request-Type value. This will cause the NAS
to send a new AAR nessage using the existing Session-l1d. The server
will respond with an AAA nessage to specify the new service

par anet er s.

If accounting is active, every change of authentication or

aut hori zati on SHOULD generate an accounting nmessage. |If the NAS
service is a continuation of the prior user context, then an
Account i ng- Record- Type of I NTERI M RECORD indicating the new session
attributes and cunul ative status would be appropriate. If a new user
or a significant change in authorization is detected by the NAS, then
the service may send two nessages of the types STOP_RECORD and
START_RECORD. Accounting may change the subsession identifiers
(Acct-Session-1D, or Acct-Sub-Session-1d) to indicate such sub-
sessions. A service may al so use a different Session-1d value for
accounting (see [BASE] section 9.6).

However, the Dianeter Session-ID AVP val ue used for the initia
aut hori zati on exchange MJST be used to generate an STR nessage when
the session context is term nated.

2.3. Dianmeter Session Term nation

When a NAS receives an indication that a user’s session is being

di sconnected by the client (e.g., LCP Ternminate is received) or an
adm ni strative command, the NAS MJST i ssue a Session-Term nation-
Request (STR) [BASE] to its Dianeter Server. This will ensure that
any resources mai ntained on the servers are freed appropriately.

Furthernore, a NAS that receives an Abort- Sessi on- Request (ASR)

[ BASE] MUST issue an ASA if the session identified is active and
di sconnect the PPP (or tunneling) session
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Cal

If accounting is active, an Accounting STOP_RECORD nessage [ BASE]
MUST be sent upon term nation of the session context.

More informati on on Di aneter Session Termination is included in
[ BASE] sections 8.4 and 8.5.

NAS Messages
This section defines the D ameter nmessage Command- Code [ BASE] val ues

that MUST be supported by all Dianmeter inplenmentations confornmng to
this specification. The Comrand Codes are as foll ows:

Comand- Nane Abbrev. Code Ref er ence
AA- Request AAR 265 3.1
AA- Answer AAA 265 3.2
Re- Aut h- Request RAR 258 3.3
Re- Aut h- Answer RAA 258 3.4
Sessi on- Ter m nat i on- Request STR 275 3.5
Sessi on- Ter mi nat i on- Answer STA 275 3.6
Abort - Sessi on- Request ASR 274 3.7
Abort - Sessi on- Answer ASA 274 3.8
Account i ng- Request ACR 271 3.9
Account i ng- Answer ACA 271 3.10

AA- Request (AAR) Conmmand

The AA-Request (AAR), which is indicated by setting the Comuand- Code
field to 265 and the "R bit in the Command Flags field, is used to
request authentication and/or authorization for a given NAS user.
The type of request is identified through the Auth-Request-Type AVP
[BASE]. The recommended val ue for nost RADI US interoperabily
situations i s AUTHORI ZE_AUTHENTI CATE.

If Authentication is requested, the User-Name attribute SHOULD be
present, as well as any additional authentication AVPs that woul d
carry the password information. A request for authorizati on SHOULD
only include the information fromwhich the authorization will be
performed, such as the User-Nanme, Called-Station-Id, or Calling-
Station-1d AVPs. All requests SHOULD contain AVPs uni quely
identifying the source of the call, such as Oigin-Host and NAS-Port.
Certain networks MAY use different AVPs for authorization purposes.

A request for authorization will include sone AVPs defined in section
6.

It is possible for a single session to be authorized first and then
for an authentication request to follow.
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Thi s AA- Request nessage MAY be the result of a multi-round

aut henti cati on exchange,

whi ch occurs when the AA- Answer

nessage is

received with the Result-Code AVP set to DI AVETER MJULTI _ROUND_AUTH.

A subsequent AAR message SHOULD be sent,
i ncludes the user’s response to the pronpt,

t hat

State AVPs that were present in the AAA nessage.

Message For mat
<AA- Request> :: =

Cal houn,

et al.

P e e e e e e O e O O e e e e O O e e e e e e O e e e A A A A e A A

Di anet er Header: 265, REQ PXY >
Session-1d >

Aut h- Application-1d }
Origi n-Host }
Oigin-Real m}
Destination- Real m}
Aut h- Request - Type }
Desti nati on- Host ]
NAS- I dentifier ]

NAS- | P- Addr ess ]

NAS- | Pv6- Addr ess ]
NAS- Port ]

NAS- Port-1d ]

NAS- Port - Type ]

Ori gi n- AAA- Prot ocol ]
Oigin-State-1d ]
Port-Limt ]
User - Nare ]
User - Passwor d ]

Servi ce- Type ]

State ]

Aut hori zation-Lifetinme ]
Aut h- Grace- Peri od ]
Aut h- Sessi on-State |
Cal | back- Nurber ]
Called-Station-1d ]
Calling-Station-1d ]
Oiginating-Line-Info ]
Connect-1nfo ]

CHAP- Aut h ]

CHAP- Chal | enge ]

Fr amed- Conpr essi on ]
Framed-Interface-1d ]
Fr amed- | P- Addr ess ]
Framed- | Pv6- Prefi x ]
Framed- | P- Net mask ]
Framed- MTU ]

Fr amed- Prot ocol ]
ARAP- Passwor d ]

ARAP- Security ]

St andards Track

with the User-Password AVP
and MUST include any
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ARAP- Security-Data ]
Logi n- 1 P- Host ]

Logi n-1 Pv6- Host ]
Logi n- LAT- G oup ]
Logi n- LAT- Node ]
Logi n- LAT- Port ]
Logi n- LAT- Servi ce ]
Tunnel i ng ]
Proxy-Info ]

Rout e- Record ]

AVP ]

— e e e e —

E I

3.2. AA-Answer (AAA) Command

The AA- Answer (AAA) nessage is indicated by setting the Comuand- Code
field to 265 and clearing the "R bit in the Conmand Flags field. It
is sent in response to the AA-Request (AAR) nessage. |If

aut hori zati on was requested, a successful response will include the
aut hori zati on AVPs appropriate for the service being provided, as
defined in section 6.

For authentication exchanges requiring nore than a single round trip,
the server MJUST set the Result-Code AVP to DI AVETER MJLTI ROUND AUTH.
An AAA nessage with this result code MAY include one Reply-Message or
nore and MAY include zero or one State AVPs.

If the Reply-Message AVP was present, the network access server
SHOULD send the text to the user’s client to display to the user
instructing the client to prompt the user for a response. For
exanpl e, this capability can be achieved in PPP via PAP. |If the
access client is unable to pronpt the user for a new response, it
MUST treat the AA-Answer (AAA) with the Reply-Message AVP as an error
and deny access.

Message For mat

Di aneter Header: 265, PXY >
Session-1d >

Aut h- Appl i cation-1d }
Aut h- Request - Type }
Resul t - Code }
Origin-Host }
Oigin-Real m}
User - Nare ]

Servi ce-Type ]

d ass ]

Confi gurati on- Token ]
Acct-Interiminterval ]

* %
e L L Eate Lae Eann BVA NRVAN

<AA- Answer > .
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Error-Message ]
Error-Reporting- Host ]
Fai | ed- AVP ]

I dl e- Ti meout ]

Aut hori zation-Lifetime ]
Aut h- Grace- Peri od ]

Aut h- Sessi on-State |
Re- Aut h- Request - Type ]
Mul ti - Round- Ti me- Qut ]
Sessi on- Ti neout ]

State ]

Repl y- Message ]

Ori gi n- AAA- Prot ocol ]
Oigin-State-1d ]
Filter-1d ]
Password-Retry ]
Port-Limt ]

Prompt ]

ARAP- Chal | enge- Response |
ARAP- Feat ures ]

ARAP- Security ]

ARAP- Security-Data ]
ARAP- Zone- Access |

Cal | back-1d ]

Cal | back- Nurber ]

Fr amed- Appl et al k- Li nk ]
Fr amed- Appl et al k- Net wor k ]
Fr amed- Appl et al k- Zone ]
Fr amed- Conpr essi on ]
Framed-Interface-1d ]
Fr amed- | P- Addr ess ]
Framed- | Pv6- Prefix ]

Fr amed- | Pv6- Pool ]
Framed- | Pv6- Rout e ]
Framed- | P- Net mask ]

Fr amed- Rout e ]

Fr amed- Pool ]

Fr amed- | PX- Net wor k ]
Framed- MTU ]

Fr amed- Prot ocol ]
Framed- Routi ng ]

Logi n-1 P- Host ]

Logi n-1 Pv6- Host ]

Logi n- LAT- Group ]

Logi n- LAT- Node ]

Logi n- LAT- Port ]

Logi n- LAT- Servi ce ]

Logi n-Service ]
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Logi n- TCP- Port ]
NAS-Filter-Rule ]
QS-Filter-Rul e ]

Tunnel i ng ]

Redi rect - Host ]

Redi r ect - Host - Usage ]

Redi r ect - Max- Cache-Ti ne ]
Proxy-1Info ]

AVP ]

E I

— e e —

3.3.  Re-Aut h- Request (RAR) Conmand

A Dianeter server may initiate a re-authentication and/or re-
aut hori zation service for a particular session by issuing a Re-Auth-
Request (RAR) nessage [ BASE].

For exanple, for pre-paid services, the D anmeter server that
originally authorized a session may need sone confirnmation that the
user is still using the services.

If a NAS receives an RAR nessage with Session-l1d equal to a currently
active session and a Re-Auth-Type that includes authentication, it
MJUST initiate a re-authentication toward the user, if the service
supports this particular feature.

Message For mat

<RA-Request> ::= < Dianeter Header: 258, REQ PXY >
Session-1d >

Origi n-Host }
Oigin-Realm}
Destination- Real m}
Desti nati on- Host }
Aut h- Application-1d }
Re- Aut h- Request - Type }
User - Nane ]

Ori gi n- AAA- Prot ocol ]
Oigin-State-1d ]
NAS- | dentifier ]

NAS- | P- Addr ess ]

NAS- | Pv6- Addr ess ]
NAS- Port ]

NAS- Port-1d ]

NAS- Port - Type ]

Servi ce-Type ]
Framed- | P- Addr ess ]
Framed- | Pv6- Prefi x ]
Framed-Interface-1d ]

e L L L L L L L P e i

Cal houn, et al. St andards Track [ Page 13]



RFC 4005 Di amet er Network Access Server Application August 2005

Called-Station-1d ]
Calling-Station-1d ]
Oiginating-Line-Info ]
Acct - Session-1d ]
Acct-Milti-Session-1d ]
State ]

Cl ass ]

Repl y- Message ]
Proxy-Info ]

Rout e- Record ]

AVP ]

E I
— e e e e —

3.4. Re-Auth-Answer (RAA) Command
The Re- Aut h- Answer (RAA) nessage [BASE] is sent in response to the
RAR. The Result-Code AVP MJST be present and indicates the
di sposition of the request.
A successful RAA transaction MJUST be foll owed by an AAR nessage.

Message For mat

<RA- Answer >

* % * % * %
R e A A e e e e e e e e e e e e e e e P e A A

D amet er Header: 258, PXY >
Session-1d >
Resul t - Code }

Origi n-Host }
Oigin-Real m}

User - Narre ]

Ori gi n- AAA- Prot ocol ]
Oigin-State-1d ]
Error-Message ]
Error-Reporting- Host ]
Fai | ed- AVP ]

Redi r ect ed- Host ]

Redi r ect ed- Host - Usage ]
Redi r ect ed- Host - Cache- Ti ne ]
Servi ce-Type ]

Confi guration- Token ]

I dl e- Ti meout ]

Aut hori zation-Lifetime ]
Aut h- Grace- Peri od ]

Re- Aut h- Request - Type ]
State ]

G ass ]

Repl y- Message ]

Prompt ]

Proxy-1nfo ]

AVP ]
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3.5. Session-Termnatio

The Session-Term nati
NAS to informthe D a
aut hori zed session is
Message For mat

<ST-Request> ::= <

E I
L L L e e L e e e L WY

3.6. Session-Termnatio

The Session-Term nati

Net wor k Access Server Application

n- Request (STR) Command

on- Request (STR) nessage [ BASE]
nmet er
bei ng term nat ed.

Di anet er Header:
Session-1d >
Origin-Host }
Oigin-Real m}
Destination-Real m}
Aut h- Application-1d }
Term nati on- Cause }

275, REQ PXY >

User - Nare ]
Desti nati on- Host ]
Cl ass ]

Ori gi n- AAA- Prot ocol ]
Oigin-State-1d ]

Proxy-Info ]
Rout e- Record ]
AVP ]

n- Answer (STA) Comand

on- Answer (STA) nessage [ BASE]

August 2005

is sent by the
Server that an authenticated and/ or

is sent by the

D ameter Server to acknow edge the notification that the session has

been term nat ed.

The Result-Code AVP MJST be present and MAY contain

an indication that an error occurred while the STR was bei ng

servi ced.

Upon sendi ng or recei
al |
i ntermedi ate server

resources, if necessa
Message For mat

<ST- Answer> ::=

rmrmrmeses s A A

Cal houn, et al.

ving the STA, the Dianeter Server

resources for the session indicated by the Session-1d AVP.
in the Proxy-Chain MAY al so rel ease any

ry.

Di amet er Header: 275, PXY >
Session-1d >

Resul t - Code }

Origin-Host }
Oigin-Realm}

User - Narre ]

d ass ]

Error-Message ]

Error-Reporting- Host ]

St andards Track

MJST rel ease

Any
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Fai | ed- AVP ]

Oi gi n- AAA-Prot ocol ]
Oigin-State-1d ]

Redi rect - Host ]

Redi r ect - Host - Usase ]

Redi r ect - Max- Cache-Ti me ]
Proxy-1nfo ]

AVP ]

*

— e —

3.7. Abort-Session-Request (ASR) Conmmand

The Abort-Sessi on- Request (ASR) nessage [ BASE] may be sent by any
server to the NAS providing session service, to request that the
session identified by the Session-1d be stopped.

Message For mat

<AS- Request> ::= < Dianeter Header: 274, REQ PXY >
Session-1d >

Origi n-Host }
Oigin-Real m}

Desti nati on- Real m}
Desti nati on- Host }
Aut h- Application-1d }
User - Nare ]

Ori gi n- AAA-Prot ocol ]
Oigin-State-1d ]
NAS- I dentifier ]

NAS- | P- Addr ess ]

NAS- | Pv6- Addr ess ]
NAS- Port ]

NAS- Port-1d ]

NAS- Port - Type ]

Servi ce- Type ]
Framed- | P- Addr ess ]
Framed- | Pv6- Prefi x ]
Framed- I nterface-1d ]
Called-Station-1d ]
Calling-Station-1d ]
Originating-Line-Info ]
Acct - Session-1d ]
Acct-Milti-Session-1d ]
State ]

G ass ]

Repl y- Message ]
Proxy-1nfo ]

Rout e- Record ]

AVP ]

L A

P e e e e e e I O e e e e e e O T T e A A A e A
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3.

3.

8. Abort-Session-Answer (ASA) Command

The ASA nessage [BASE] is sent in response to the ASR The Result-
Code AVP MUST be present and indicates the disposition of the
request.

If the session identified by Session-1d in the ASR was successfully
term nated, Result-Code is set to DI AVETER SUCCESS. |If the session
is not currently active, Result-Code is set to

DI AMETER UNKNOWN_SESSION ID. |If the access device does not stop the
session for any other reason, Result-Code is set to

DI AVETER_UNABLE_TO _COWVPLY.

Message For mat

<AS- Answer > ::= < Dianeter Header: 274, PXY >
< Session-1d >

{ Result-Code }

{ Origin-Host }

{ Oigin-Realm}

[ User-Name ]

[ Oigin-AAA-Protocol ]

[ Oigin-State-1d ]

[ State]

[ Error-Message ]

[ Error-Reporting-Host ]

[ Fail ed-AVP ]

[ Redirected-Host ]

[ Redirected-Host-Usage ]

[ Redirected- Max- Cache-Tinme ]
[ Proxy-Info ]

[ AVP ]

9. Accounting-Request (ACR) Command

The ACR nmessage [BASE] is sent by the NAS to report its session
information to a target server downstream

Ei ther of Acct-Application-l1d or Vendor-Specific-Application-l1d AVPs
MJST be present. |If the Vendor-Specific-Application-l1d grouped AVP
is present, it nust have an Acct-Application-1d inside.

The AVPs listed in the Base MJST be assuned to be present, as
appropriate. NAS service-specific accounting AVPs SHOULD be present
as described in section 8 and the rest of this specification.
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Message For mat

<AC- Request> ::=

Cal houn,
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<
{
{
{
{
{
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[

Net wor k Access Server Application

< Di aneter Header: 271, REQ PXY >
Session-1d >
Origin-Host }
Oigin-Real m}
Destination-Real m}
Account i ng- Record- Type }
Account i ng- Recor d- Nurber }
Acct - Application-1d ]
Vendor - Speci fic-Application-1d ]
User - Nane ]
Account i ng- Sub- Session-1d ]
Acct - Session-1d ]
Acct-Milti-Session-1d ]
Ori gi n- AAA- Prot ocol ]
Oigin-State-1d ]
Desti nati on- Host ]
Event - Ti nest anp ]
Acct - Del ay-Ti ne ]
NAS- | dentifier ]
NAS- | P- Addr ess ]
NAS- | Pv6- Addr ess ]
NAS- Port ]
NAS- Port-1d ]
NAS- Port - Type ]
d ass ]
Servi ce- Type ]
Term nati on- Cause ]
Accounting-Input-Cctets ]
Account i ng- | nput - Packets ]
Accounting- Qut put-Cctets ]
Account i ng- Qut put - Packets ]
Acct - Aut henti ¢ ]
Account i ng- Aut h- Met hod ]
Acct - Li nk- Count ]
Acct - Sessi on-Ti e ]
Acct - Tunnel - Connecti on ]
Acct - Tunnel - Packet s- Lost ]
Cal | back-1d ]
Cal | back- Nurmber ]
Called-Station-1d ]
Calling-Station-1d ]
Connection-Info ]
Originating-Line-Info ]
Aut hori zation-Lifetime ]
Sessi on- Ti neout ]
| dl e- Ti meout ]

St andards Track
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Port-Limt ]

Accounti ng- Real ti me- Required ]
Acct-Interiminterval ]
Filter-1d ]
NAS-Filter-Rule ]
Qos-Filter-Rul e ]

Fr amed- Appl eTal k- Li nk ]
Fr amed- Appl eTal k- Net wor k ]
Fr amed- Appl eTal k- Zone ]
Fr amed- Conpr essi on ]
Framed-Interface-1d ]
Fr amed- | P- Addr ess ]

Fr amed- | P- Net mask ]
Framed- | Pv6- Prefix ]

Fr amed- | Pv6- Pool ]
Framed- | Pv6- Rout e ]

Fr amed- | PX- Net wor k ]

Fr amed- MTU ]

Fr amed- Pool ]

Fr amed- Pr ot ocol ]
Framed- Rout e ]

Framed- Routi ng ]

Logi n-1 P- Host ]

Logi n-1 Pv6- Host ]

Logi n- LAT- Group ]

Logi n- LAT- Node ]

Logi n- LAT-Port ]

Logi n- LAT- Servi ce ]

Logi n- Servi ce ]

Logi n- TCP- Port ]
Tunneling ]

Proxy-1Info ]

Rout e- Record ]

AVP ]

* % X X

* % X
[ ) [ [ [} [ [} [} [ [} [} [ [} [} [ e} [} [} [} [ [} [} [ [} [} [ [} [} [ [} [ [ ) —

3.10. Accounting-Answer (ACA) Command

The ACA nessage [BASE] is used to acknow edge an Accounti ng- Request
conmand. The Accounting- Answer command contains the same Session-Ild

as the Request. If the Accounting-Request was protected by end-to-
end security, then the correspondi ng ACA nessage MJST be protected as
wel | .

Only the target Dianmeter Server or hone Di aneter Server SHOULD
respond wi th the Accounting- Answer conmand.

Ei ther Acct-Application-1d or Vendor-Specific-Application-1d AVPs
MUST be present, as it was in the request.
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4.

The AVPs listed in the Base MJST be assuned to be present, as
appropriate. NAS service-specific accounting AVPs SHOULD be present
as described in section 8 and the rest of this specification.

Message For mat

Di aneter Header: 271, PXY >
Session-1d >

Resul t - Code }

Origin-Host }

Oigin-Real m}

Account i ng- Record- Type }
Account i ng- Recor d- Nurrber }
Acct - Application-1d ]
Vendor - Speci fic-Application-1d ]
User - Nare ]

Account i ng- Sub- Session-1d ]
Acct - Session-1d ]
Acct-Milti-Session-1d ]
Event - Ti nest anp ]
Error-Message ]
Error-Reporting- Host ]

Fai | ed- AVP ]

Ori gi n- AAA- Prot ocol ]
Oigin-State-1d ]
NAS- | dentifier ]

NAS- | P- Addr ess ]

NAS- | Pv6- Addr ess ]

NAS- Port ]

NAS- Port-1d ]

NAS- Port - Type ]

Servi ce-Type ]

Term nati on- Cause ]

Account i ng- Real ti me- Requi red ]
Acct-Interiminterval ]

Cl ass ]

Proxy-1nfo ]

Rout e- Record ]

AVP ]

<AC- Answer > ::=

* ok X *

e e e O O e e e e e I T e e e e e e e T e e A A A e e A A

NAS Sessi on AVPs

Di aneter reserves the AVP Codes 0 - 255 for RADI US functions that are
i mpl emented in Dianeter.

AVPs new to Di ameter have code val ues of 256 and greater. A Dianmeter
nmessage that includes one of these AVPs may represent functions not
present in the RADI US environnment and may cause interoperability
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i ssues, should the request traverse an AAA systemthat only supports
the RADI US protocol .

Sone RADI US attributes are not allowed or supported directly in
D aneter. See section 9 for nore information.

4.1. Call and Session Informtion

This section contains the AVPs specific to NAS Di aneter applications
that are needed to identify the call and session context and status
information. On a request, this information allows the server to
qualify the session.

These AVPs are used in addition to the Base AVPs of:

Session-1d

Aut h- Appl i cation-1d
Ori gi n- Host
Oigin-Realm

Aut h- Request - Type
Term nati on- Cause

The foll owi ng table describes the session |evel AVPs; their AVP Code
val ues, types, and possible flag val ues; and whether the AVP MAY be
encrypt ed.

T +
| AVP Fl ag rul es |
[----+----- Fom oo oo - N
AVP Section | | | SHLD] MUST]| |
Attribute Nanme Code Defined Value Type | MUST| MAY | NOT| NOT| Encr|
----------------------------------------- R R e Ll |
NAS- Por t 5 4.2 Unsigned32 | M | P | | V | Y |
NAS- Port-1d 87 4.3 UTF8String | M | P | | V. | Y |
NAS- Port - Type 61 4.4 Enunmerated | M | P | | V | Y |
Called-Station-1d 30 4.5 UTF8String | M | P | | V | Y |
Calling-Station- 31 4.6 UTF8String | M | P | | V | Y |
I d | | | | | |
Connect-1Info 77 4.7 UTF8String | M | P | | V | Y |
Originating-Line- 94 4.8 Cctet String| | MP | | VvV | Y |
I nfo | | | | | |
Repl y- Message 18 4.9 UTF8String | M | P | | V | Y |
----------------------------------------- R R L |
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4.2. NAS-Port AVP

The NAS-Port AVP (AVP Code 5) is of type Unsigned32 and contains the
physi cal or virtual port number of the NAS which is authenticating
the user. Note that "port"” is meant in its sense as a service
connection on the NAS, not as an |IP protocol identifier.

Ei ther NAS-Port or NAS-Port-Id (AVP Code 87) SHOULD be present in
AA- Request (AAR) conmands if the NAS differentiates anong its ports.

4.3. NAS-Port-1d AVP

The NAS-Port-1d AVP (AVP Code 87) is of type UTF8String and consists
of ASCII text identifying the port of the NAS authenticating the
user. Note that "port" is meant in its sense as a service connection
on the NAS, not as an IP protocol identifier.

Ei ther NAS-Port or NAS-Port-Id SHOULD be present in AA-Request (AAR)
conmands if the NAS differentiates anong its ports. NAS-Port-1d is
i ntended for use by NASes that cannot conveniently nunber their
ports.

4.4. NAS-Port-Type AVP

The NAS-Port-Type AVP (AVP Code 61) is of type Enunerated and
contains the type of the port on which the NAS is authenticating the
user. This AVP SHOULD be present if the NAS uses the same NAS- Port
nunber ranges for different service types concurrently.

The supported val ues are defined in [RADI USTypes]. The follow ng
list is infornational and subject to change by the | ANA

0 Async

1 Sync

2 | SDN Sync

3 | SDN Async V. 120

4 | SDN Async V. 110

5 Virtual

6 Pl AFS

7 HDLC C ear Channel

8 X 25

9 X 75

10 G 3 Fax

11 SDSL - Symetric DSL

12  ADSL-CAP - Asymmetric DSL, Carrierless Anplitude Phase
Modul ati on

13 ADSL-DMI - Asymmetric DSL, Discrete Miulti-Tone

14 IDSL - | SDN Digital Subscriber Line
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15 Et her net

16 xDSL - Digital Subscriber Line of unknown type
17 Cabl e

18 Wreless - Oher

19 Wreless - | EEE 802. 11
20 Token- Ri ng [ RAD802. 1X]
21 FDDI [ RAD802. 1X]
22 Wreless - CDVA2000

23 Wreless - UMIS

24 Wreless - 1X-EV

25 | APP [ EEE 802. 11f]

4.5. Called-Station-1d AVP

The Call ed-Station-1d AVP (AVP Code 30) is of type UTF8String and
allows the NAS to send the ASCI| string describing the |layer 2
address the user contacted in the request. For dialup access, this
can be a phone nunber obtai ned by using Dialed Nunber Identification
(DNI'S) or a simlar technology. Note that this may be different from
t he phone nunber the call conmes in on. For use with | EEE 802 access,
the Called-Station-1d MAY contain a MAC address formatted as
described in [RAD802.1X]. It SHOULD only be present in

aut henti cation and/or authorization requests.

If the Auth-Request-Type AVP is set to authorization-only and the
User-Name AVP is absent, the Dianeter Server MAY perform

aut hori zation based on this field. This can be used by a NAS to
request whether a call should be answered based on the DN S.

The codification of this field s allowed usage range is outside the
scope of this specification.

4.6. Calling-Station-1d AVP

The Calling-Station-1d AVP (AVP Code 31) is of type UTF8String and
allows the NAS to send the ASCI| string describing the |layer 2
address from which the user connected in the request. For dialup
access, this is the phone number the call came from using Autonmatic
Nunber Identification (ANl) or a sinmilar technology. For use with

| EEE 802 access, the Calling-Station-1d AVP MAY contain a MAC
address, formated as described in [RAD802.1X]. It SHOULD only be
present in authentication and/or authorization requests.

I f the Auth-Request-Type AVP is set to authorization-only and the
User-Nanme AVP is absent, the Dianeter Server MAY perform

aut horization based on this field. This can be used by a NAS to
request whether a call should be answered based on the | ayer 2
address (ANI, MAC Address, etc.)
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The codification of this field s allowed usage range is outside the
scope of this specification.

4.7. Connect-Info AVP

The Connect-Info AVP (AVP Code 77) is of type UTF8String and is sent
in the AA-Request nessage or ACR STOP nessage. Wen sent in the
Access-Request, it indicates the nature of the user’s connection

The connection speed SHOULD be included at the begi nning of the first
Connect-Info AVP in the nmessage. |If the transnit and receive
connection speeds differ, both may be included in the first AVP with
the transmt speed listed first (the speed the NAS nodemtransnits
at), then a slash (/), then the receive speed, and then ot her
optional information.

For exanpl e: "28800 V42BI S/ LAPM' or "52000/31200 V90"

More than one Connect-Info attribute may be present in an
Account i ng- Request packet to accommpdate expected efforts by the ITU
to have nodens report more connection information in a standard
format that might exceed 252 octets.

If sent in the ACR STOP, this attribute may summari ze statistics
relating to session quality. For exanple, in | EEE 802.11, the
Connect-Info attribute may contain information on the nunber of |ink
| ayer retransm ssions. The exact format of this attribute is

i mpl ement ati on specific.

4.8. Oiginating-Line-Info AVP

The Originating-Line-Info AVP (AVP Code 94) is of type CctetString
and is sent by the NAS systemto convey information about the origin
of the call froman SS7 system

The originating line information (COLI) elenment indicates the nature
and/ or characteristics of the line fromwhich a call originated
(e.g., pay phone, hotel, cellular). Tel ephone conpanies are starting
to offer OLI to their custoners as an option over Prinary Rate
Interface (PRI). Internet Service Providers (ISPs) can use OLI in
addition to Called-Station-1d and Calling-Station-1d attributes to
differentiate customer calls and to define different services.

The Value field contains two octets (00 - 99). ANSI T1.113 and
BELLCORE 394 can be used for additional information about these
val ues and their use. For nore information on current assignnent
val ues, see [ANl Types].
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Val ue Descri ption
00 Plain A d Tel ephone Service (POTS)
01 Multiparty Line (nore than 2)
02 ANl Failure
03 ANl Cbserved
04 ONl Observed
05 ANl Fai lure Cbserved
06 Station Level Rating
07 Speci al Operator Handling Required
08 I nt er LATA Restricted
10 Test Call
20 Automatic lIdentified Qutward Dialing (Al QD)
23 Coi n or Non-Coin
24 Toll Free Service (Non-Pay Oigination)
25 Toll Free Service (Pay Oigination)
27 Toll Free Service (Coin Control Origination)

29 Prison/Inmate Service
30-32 Intercept

30 I ntercept (Bl ank)

31 Intercept (Trouble)
32 I ntercept (Regular)

34 Tel co Operator Handl ed Call

40-49 Unrestricted Use

52 Qutward Wde Area Tel ecomuni cations Service (OUTWATS)
60 Tel ecommuni cations Relay Service (TRS)(Unrestricted)
61 Cellular/Wreless PCS (Type 1)

62 Cellular/Wreless PCS (Type 2)

63 Cel lul ar/Wrel ess PCS (Roanm ng)

66 TRS (Hotel)

67 TRS (Restricted)

70 Pay Station, No Coin Control

93 Access for Private Virtual Network Service

4.9. Reply-Message AVP

The Repl y- Message AVP (AVP Code 18) is of type UTF8String and

contai ns text that MAY be displayed to the user. Wen used in an
AA- Answer message with a successful Result-Code AVP, it indicates
success. Wien found in an AAA nessage with a Result-Code other than
DI AMETER _SUCCESS, the AVP contains a failure message.

The Repl y- Message AVP MAY indicate dialog text to pronpt the user
bef ore anot her AA-Request attenpt. Wen used in an AA-Answer with a
Resul t - Code of DI AMETER_MULTI _ROUND_AUTH or in an Re-Aut h- Request
nmessage, it MAY contain a dialog text to pronpt the user for a
response.
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Mul tiple Reply-Mssages MAY be included, and if any are displ ayed,
they MUST be displayed in the sane order as they appear in the
Di anet er nmessage.

5. NAS Aut hentication AVPs

This section defines the AVPs necessary to carry the authentication
information in the Dianmeter protocol. The functionality defined here
provides a RADI US-1i ke AAA service over a nore reliable and secure
transport, as defined in the base protocol [BASE].

The foll owing table describes the AVPs; their AVP Code val ues,
and possible flag val ues, and whet her the AVP MAY be encrypted.

types,

AVP Section | | SHLD] MUST]| |

Attribute Nanme Code Defined Value Type | MUST| MAY | NOT| NOT| Encr|
----------------------------------------- R i e
User - Passwor d 2 5.1 CctetStringl M | P | | V | Y |
Password-Retry 75 5.2 Unsigned32 | M | P | | VvV | Y |
Pr ompt 76 5.3 Enunmerated | M | P | | V | Y |
CHAP- Aut h 402 5.4 G ouped | M | P | | V. | Y |
CHAP- Al gorithm 403 5.5 Enunmerated | M | P | | V | Y |
CHAP- | dent 404 5.6 CctetStringl M | P | | V | Y |
CHAP- Response 405 5.7 CctetStringl M | P | | V | Y |
CHAP- Chal | enge 60 5.8 CctetStringl M | P | | VvV | Y |
ARAP- Passwor d 70 5.9 CctetStringl M | P | | V | Y |
ARAP- Chal | enge- 84 5.10 CctetStringl M | P | | V | Y |

Response | | | | | |
ARAP- Security 73 5.11 Unsigned32 | M | P | | V | Y |
ARAP- Security- 74 5.12 CctetStringl M | P | | V | Y |

Dat a | | | | | |
----------------------------------------- I R e S I |

5.1. User-Password AVP

The User - Password AVP (AVP Code 2) is of type CctetString and

contai ns the password of the user to be authenticated, or the user’s
input in a multi-round authentication exchange.

The User-Password AVP contains a user password or one-tinme password
and therefore represents sensitive information. As required in

[ BASE], Di ameter messages are encrypted by using | Psec or TLS.

Unless this AVP is used for one-tine passwords, the User-Password AVP

Cal houn, et al. St andards Track [ Page 26]



RFC 4005 Di amet er Network Access Server Application August 2005

SHOULD NOT be used in untrusted proxy environments w thout encrypting
it by using end-to-end security techni ques, such as the proposed CM5
Security [ D anCvg] .

The cl ear-text password (prior to encryption) MJST NOT be | onger than
128 bytes in | ength.

5.2. Password-Retry AVP

The Password-Retry AVP (AVP Code 75) is of type Unsigned32 and MAY be
included in the AA-Answer if the Result-Code indicates an

aut hentication failure. The value of this AVP indi cates how many

aut hentication attenpts a user is pernmitted before being

di sconnected. This AVP is primarily intended for use when the
Framed- Prot ocol AVP (see section 6.10.1) is set to ARAP.

5.3. Prompt AVP

The Pronmpt AVP (AVP Code 76) is of type Enunerated and MAY be present
in the AA- Answer nessage. Wen present, it is used by the NAS to
det ermi ne whether the user’s response, when entered, should be
echoed.

The supported values are listed in [ RADI USTypes]. The followi ng |ist
is informational:

0 No Echo
1 Echo

5.4. CHAP- Auth AVP

The CHAP- Auth AVP (AVP Code 402) is of type Grouped and contains the
i nformati on necessary to authenticate a user using the PPP

Chal | enge- Handshake Aut henticati on Protocol (CHAP) [PPPCHAP]. If the
CHAP- Auth AVP is found in a nessage, the CHAP-Chall enge AVP MJST be
present as well. The optional AVPs containing the CHAP response

depend upon the val ue of the CHAP-Al gorithm AVP. The grouped AVP has
the follow ng ABNF grammar:

CHAP- Auth ::= < AVP Header: 402 >
{ CHAP-Algorithm}
{ CHAP-ldent }
[ CHAP- Response ]

* [ AVP ]
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5.5. CHAP-Al gorithm AVP

The CHAP- Al gorithm AVP (AVP Code 403) is of type Enumerated and
contains the algorithmidentifier used in the conputation of the CHAP
response [ PPPCHAP]. The follow ng values are currently supported:

CHAP wi th MD5 5
The CHAP response is conputed by using the procedure described
in [PPPCHAP]. This algorithmrequires that the CHAP-Response
AVP MJST be present in the CHAP- Auth AVP.

5.6. CHAP-Ident AVP

The CHAP-1dent AVP (AVP Code 404) is of type CctetString and contains
the 1 octet CHAP ldentifier used in the conputati on of the CHAP
response [ PPPCHAP] .

5.7. CHAP- Response AVP

The CHAP- Response AVP (AVP Code 405) is of type CctetString and
contains the 16 octet authentication data provided by the user in
response to the CHAP chal | enge [ PPPCHAP] .

5.8. CHAP-Chal | enge AVP

The CHAP- Chal | enge AVP (AVP Code 60) is of type CctetString and
contai ns the CHAP Chal l enge sent by the NAS to the CHAP peer
[ PPPCHAP] .

5.9. ARAP-Password AVP

The ARAP- Password AVP (AVP Code 70) is of type COctetString and is
only present when the Franed-Protocol AVP (see section 6.10.1) is
included in the nessage and is set to ARAP. This AVP MJUST NOT be
present if either the User-Password or the CHAP-Auth AVP is present.
See [ RADI USExt] for nore information on the contents of this AVP.

5.10. ARAP-Chal | enge- Response AVP

The ARAP- Chal | enge- Response AVP (AVP Code 84) is of type CctetString
and is only present when the Framed-Protocol AVP (see section 6.10.1)
is included in the nessage and is set to ARAP. This AVP contains an
8 octet response to the dial-in client’s challenge. The RAD US
server calculates this value by taking the dial-in client’s chall enge
fromthe high-order 8 octets of the ARAP-Password AVP and performn ng
DES encryption on this value with the authenticating user’s password
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as the key. |If the user’s password is fewer than 8 octets in |ength,
the password is padded at the end with NULL octets to a |l ength of 8
before it is used as a key.

5.11. ARAP-Security AVP

The ARAP-Security AVP (AVP Code 73) is of type Unsigned32 and MAY be
present in the AA-Answer nessage if the Franmed-Protocol AVP (see
section 6.10.1) is set to the value of ARAP, and the Result-Code AVP
is set to DIAVETER MULTI _ROUND _AUTH. See [ RADI USExt] for nore
information on the format of this AVP.

5.12. ARAP-Security-Data AVP

The ARAP-Security AVP (AVP Code 74) is of type CctetString and MAY be
present in the AA-Request or AA-Answer nessage if the Franed-Protocol
AVP is set to the value of ARAP, and the Result-Code AVP is set to

DI AMETER MULTI _ROUND AUTH. This AVP contains the security nodul e
chal | enge or response associated with the ARAP Security Mdul e
specified in ARAP-Security.

6. NAS Aut hori zati on AVPs

This section contains the authorization AVPs supported in the NAS
Application. The Service-Type AVP SHOULD be present in all nessages,
and, based on its value, additional AVPs defined in this section and
in section 7 MAY be present.

Due to space constraints, the short-formIPFltrRule is used to
represent IPFilterRule, and QoSFItrRule is used for QoSFilterRule.

o e e e e e oo +
| AVP Fl ag rul es |
|----+ ----- B B
AVP Section | | | SHLD] MUST]| |
Attribute Name Code Defined Value Type | MUST| MAY | NOT| NOT| Encr |
----------------------------------------- R R L |
Servi ce- Type 6 6.1 Enunmerated | M | P | | V | Y |
Cal | back- Nunber 19 6.2 UTF8String | M | P | | V | Y |
Cal | back-1d 20 6.3 UTF8String | M | P | | V. | Y |
I dl e- Ti meout 28 6.4 Unsigned32 | M | P | | V | Y |
Port-Limt 62 6.5 Unsigned32 | M | P | | V | Y |
NAS-Filter-Rule 400 6.6 IPFItrRule | M | P | | V | Y |
Filter-Id 11 6.7 UTF8String | M | P | | V | Y |
Confi gurati on- 78 6.8 CctetString] M | | | P,V | |
Token | | | | | |
QS-Filter-Rule 407 6.9 QoSFI trRul e| | | | | |
Fr amed- Pr ot ocol 7 6.10.1 Enunerated | M | P | | V | Y |
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Fr amed- Rout i ng 10 6.10.2 Enunerated | M | P | | V | Y |
Franmed- MTU 12 6.10.3 Unsigned32 | M | P | | VvV |Y
Fr amed- 13 6.10.4 Enunerated | M | P | | V |Y

Conpr essi on | | | | | |
Framed-| P-Address 8 6.11.1 CctetString|] M | P | | V | Y
Framed-I P-Netmask 9 6.11.2 CctetStringl M | P | | V | Y
Fr amed- Rout e 22 6.11.3 UTF8String | M | P | | V | Y
Fr anmed- Pool 88 6.11.4 OCctetStringl M | P | | VvV | Y
Fr amed- 96 6.11.5 Unsignedé4d | M | P | | V |Y

Interface-I1d | | | | | |
Fr amed- | Pv6- 97 6.11.6 CctetStringl M | P | | V | Y

Prefix | | | | | |
Fr amed- | Pv6- 99 6.11.7 UTF8String | M | P | | V | Y

Rout e | | | | | |
Framed- | Pv6-Pool 100 6.11.8 OCctetStringl M | P | | V | Y
Framed- | PX- 23 6.12.1 UTF8String | M | P | | V | Y

Net wor k | | | | | |
Framed- Appl etal k- 37 6.13.1 Unsigned32 | M | P | | V | Y

Li nk | | | | | |
Framed- Appl etal k- 38 6.13.2 Unsigned32 | M | P | | VvV | Y

Net wor k | | | | | |
Framed- Appl etal k- 39 6.13.3 CctetString|l M | P | | V | Y

Zone | | | | | |
ARAP- Feat ur es 71 6.14.1 OCctetStringl M | P | | V | Y
ARAP- Zone- Access 72 6.14.2 Enunerated | M | P | | V | Y
Logi n- | P- Host 14 6.15.1 CctetStringl M | P | | VvV | Y
Logi n- | Pv6- Host 98 6.15.2 CctetStringl M | P | | V | Y
Logi n- Servi ce 15 6.15.3 Enunerated | M | P | | V | Y
Logi n- TCP- Port 16 6.16.1 Unsigned32 | M | P | | V | Y
Logi n- LAT-Service 34 6.17.1 CctetStringl M | P | | V | Y
Logi n- LAT- Node 35 6.17.2 CctetString|] M | P | | V | Y
Logi n-LAT-Group 36 6.17.3 CctetStringl M | P | | VvV | Y
Logi n- LAT- Por t 63 6.17.4 OCctetStringl M | P | | V |Y
----------------------------------------- |----+-----+----+-----|----|

.1. Service-Type AVP

The Service-Type AVP (AVP Code 6) is of type Enunmerated and contains
the type of service the user has requested or the type of service to
be provided. One such AVP MAY be present in an authentication and/or
aut horization request or response. A NAS is not required to

i npl enent all of these service types. It MJST treat unknown or
unsupported Service-Types received in a response as a failure and end
the session with a DI AMETER | NVALI D_AVP_VALUE Resul t - Code.

VWhen used in a request, the Service-Type AVP SHOULD be considered a
hint to the server that the NAS believes the user would prefer the
kind of service indicated. The server is not required to honor the
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hint. Furthernore, if the service specified by the server is
supported, but not conpatible with the current node of access, the
NAS MUST fail to start the session. The NAS MJST al so generate the
appropriate error message(s).

The foll owi ng val ues have been defined for the Service-Type AVP. The
conplete list of defined values can be found in [ RADI US] and
[ RADI USTypes]. The following list is informational

Logi n

Fr amed

Cal | back Login

Cal | back Framed

Qut bound

Admi ni strative

NAS Pr onpt

Aut henticate Only

Cal | back NAS Pronmpt

10 Call Check

11 Call back Adm nistrative

12 Voice

13 Fax

14 Modem Rel ay

15 | APP- Regi ster [ 1 EEE 802. 11f]
16 | APP- AP- Check [ EEE 802. 11f]
17 Authorize Only [ RADDynAut h]

OCO~NOUPR_WNE

The foll owi ng values are further qualified:

Logi n 1
The user should be connected to a host. The nessage MAY
i ncl ude additional AVPs defined in sections 6.16 or 6.17.

Framed 2
A Franed Protocol, such as PPP or SLIP, should be started for
the User. The nmessage MAY include additional AVPs defined in
section 6.10, or section 7 for tunneling services.

Cal I back Login 3
The user shoul d be di sconnected and cal | ed back, then connected
to a host. The nessage MAY include additional AVPs defined in
this section.

Cal | back Framed 4
The user shoul d be disconnected and call ed back, and then a
Framed Protocol, such as PPP or SLIP, should be started for the
User. The message MAY include additional AVPs defined in
section 6.10, or in section 7 for tunneling services.
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6.2. Call back-Nunmber AVP

The Cal | back- Number AVP (AVP Code 19) is of type UTF8String and
contains a dialing string to be used for callback. It MAY be used in
an aut hentication and/or authorization request as a hint to the
server that a Call back service is desired, but the server is not
required to honor the hint in the correspondi ng response.

The codification of this field s all owed usage range is outside the
scope of this specification.

6.3. Callback-1d AVP

The Cal | back-1d AVP (AVP Code 20) is of type UTF8String and contains
the nane of a place to be called, to be interpreted by the NAS. This
AVP MAY be present in an authentication and/or authorization
response.

This AVP is not roaming-friendly as it assunes that the Call back-Id
is configured on the NAS. Using the Call back-Nunber AVP therefore
pref erabl e.

6. 4. | dl e- Ti meout AVP

The 1dl e-Ti neout AVP (AVP Code 28) is of type Unsigned32 and sets the
maxi mum nunber of consecutive seconds of idle connection allowable to
the user before termination of the session or before a pronpt is

i ssued. The default is none, or system specific.

6.5. Port-Linmt AVP

The Port-Limt AVP (AVP Code 62) is of type Unsigned32 and sets the
maxi mum nunber of ports the NAS provides to the user. 1t MAY be used
in an authentication and/or authorization request as a hint to the
server that multilink PPP [ PPPMP] service is desired, but the server
is not required to honor the hint in the correspondi ng response.

6.6. NAS-Filter-Rule AVP

The NAS-Filter-Rule AVP (AVP Code 400) is of type IPFilterRule and
provides filter rules that need to be configured on the NAS for the

user. One or nore of these AVPs MAY be present in an authorization
response.

Cal houn, et al. St andards Track [ Page 32]



RFC 4005 Di amet er Network Access Server Application August 2005

6.7. Filter-1d AVP

The Filter-1d AVP (AVP Code 11) is of type UTF8String and contains
the nane of the filter list for this user. Zero or nore Filter-1d
AVPs MAY be sent in an authorization answer.

Identifying a filter list by nane allows the filter to be used on

di fferent NASes without regard to filter-list inplenentation details.
However, this AVP is not roaming friendly, as filter nanming differs
fromone service provider to another

In non-RADI US environnents, it is RECOMVENDED that the NAS-Filter-
Rul e AVP be used i nstead.

6.8. Configuration-Token AVP

The Configuration-Token AVP (AVP Code 78) is of type CctetString and
is sent by a Diameter Server to a Diameter Proxy Agent or Transl ation
Agent in an AA-Answer conmand to indicate a type of user profile to
be used. It should not be sent to a Dianeter Cient (NAS).

The format of the Data field of this AVP is site specific.
6.9. QS-Filter-Rule AVP

The QoS-Filter-Rule AVP (AVP Code 407) is of type QoSFilterRule and
provides QoS filter rules that need to be configured on the NAS for
the user. One or nmore such AVPs MAY be present in an authorization
response.

Note: Due to an editorial mistake in [BASE], only the AVP format is
di scussed. The conplete QoSFilterRule definition was not included.
It is reprinted here for clarification.

QSFilterRul e

The QosFilterRule format is derived fromthe CctetString AVP Base
Format. |t uses the ASCI|I charset. Packets may be narked or
nmet ered based on the follow ng information:

Direction (in or out)

Source and destination |IP address (possibly masked)
Pr ot oco

Source and destination port (l'ists or ranges)
DSCP val ues (no mask or range)

Rul es for the appropriate direction are evaluated in order; the
first matched rule term nates the evaluation. Each packet is
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eval uated once. |If no rule matches, the packet is treated as best
effort. An access device unable to interpret or apply a QS rule
SHOULD NOT term nate the session

QSFilterRule filters MJST follow the foll owi ng fornmat:

action dir proto fromsrc to dst [options]

dir

proto

tag - Mark packet with a specific DSCP
[ DI FFSERV]. The DSCP option MJST be
i ncl uded.

nmeter - Meter traffic. The metering options

MJUST be i ncl uded.
The format is as descri bed under |PFilterRule.

The format is as described under |PFilterRule.

src and dst The format is as descri bed under |PFilterRule.

Cal houn,

options:

DSCP <col or >
Col or values as defined in [D FFSERV]. Exact
mat chi ng of DSCP val ues is required (no nmasks or
ranges).

nmetering <rate> <col or_under> <col or _over >
The netering option provides Assured Forwardi ng,
as defined in [ D FFSERVAF], and MJUST be present
if the action is set to nmeter. The rate option is
the throughput, in bits per second, used
by the access device to mark packets. Traffic
over the rate is marked with the col or _over
codepoint, and traffic under the rate is marked
with the col or_under codepoint. The col or_under
and col or_over options contain the drop
preferences and MJST conformto the recommended
codepoi nt keywords described in [ DI FFSERVAF]
(e.g., AF13).

The netering option also supports the strict

[imt on traffic required by Expedited
Forwardi ng, as defined in [D FFSERVEF]. The
col or _over option may contain the keyword "drop"
to prevent forwarding of traffic that exceeds the
rate paraneter.
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The rule syntax is a nodified subset of ipfw8) from FreeBSD
and the i pfw. c code nay provide a useful base for
i mpl ement ati ons.

6.10. Franed Access Authorization AVPs

This section lists the authorization AVPs necessary to

support franed access, such as PPP and SLIP. AVPs defined in this
section MAY be present in a nmessage if the Service-Type AVP was set
to "Framed" or "Call back Framed".

6.10.1. Framed-Protocol AVP

The Framed- Protocol AVP (AVP Code 7) is of type Enunerated and
contains the framing to be used for framed access. This AVP MAY be
present in both requests and responses. The supported val ues are
listed in [ RADI USTypes]. The following list is informational:

PPP

SLIP

Appl eTal k Renpte Access Protocol (ARAP)

Gandal f proprietary SingleLink/MiltiLink protocol
Xyl ogics proprietary |PX/ SLIP

X. 75 Synchr onous

OO WNPE

6.10.2. Framed-Routing AVP

The Framed- Routing AVP (AVP Code 10) is of type Enunerated and
contains the routing method for the user when the user is a router to
a network. This AVP SHOULD only be present in authorization
responses. The supported values are listed in [ RADI USTypes]. The
following list is informational:

None

Send routing packets

Li sten for routing packets
Send and Listen

WNEFO

6.10. 3. Framed- MTU AVP

The Framed- MTU AVP (AVP Code 12) is of type Unsigned32 and contains
the Maxi mum Transmi ssion Unit to be configured for the user, when it
is not negotiated by sone other nmeans (such as PPP). This AVP SHOULD
only be present in authorization responses. The MIU val ue MUST be in
the range from64 to 65535.
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6.10.4. Franed- Conpressi on AVP

The Framed- Conpr essi on AVP (AVP Code 13) is of type Enunerated and
contai ns the conpression protocol to be used for the link. It MAY be
used in an authorization request as a hint to the server that a
specific conpression type is desired, but the server is not required
to honor the hint in the correspondi ng response.

More than one conpression protocol AVP MAY be sent. The NAS is
responsi bl e for applying the proper conpression protocol to the
appropriate link traffic.

The supported values are listed in [ RADI USTypes]. The followi ng |ist
is informational

None

VJ TCP/ 1 P header conpression
| PX header conpression

St ac- LZS conpressi on

WNEFO

6. 11. | P Access Aut horization AVPs

The AVPs defined in this section are used when the user requests, or
is being granted, access service to IP

6.11.1. Framed-I| P- Address AVP

The Framed- | P- Address AVP (AVP Code 8) [RADIUS] is of type

Cctet String and contains an | Pv4 address of the type specified in the
attribute value to be configured for the user. It MAY be used in an
aut horization request as a hint to the server that a specific address
is desired, but the server is not required to honor the hint in the
correspondi ng response.

Two val ues have special significance: OxFFFFFFFF and OxFFFFFFFE. The
val ue OxFFFFFFFF indicates that the NAS should allow the user to

sel ect an address (i.e., negotiated). The value OxFFFFFFFE i ndi cates
that the NAS should sel ect an address for the user (e.g., assigned
froma pool of addresses kept by the NAS).

6.11.2. Franed-1P-Net mask AVP
The Framed- | P- Net nask AVP (AVP Code 9) is of type CctetString and
contains the four octets of the IPv4 netmask to be configured for the

user when the user is a router to a network. It MAY be used in an
aut horization request as a hint to the server that a specific netmask
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is desired, but the server is not required to honor the hint in the
correspondi ng response. This AVP MJST be present in a response if
the request included this AVP with a val ue of OxFFFFFFFF.

6.11.3. Franed-Route AVP

The Framed- Route AVP (AVP Code 22) is of type UTF8String and contains
the ASCII routing information to be configured for the user on the
NAS. Zero or nore of these AVPs MAY be present in an authorization
response.

The string MJUST contain a destination prefix in dotted quad form
optionally followed by a slash and a decinal |length specifier stating
how many hi gh-order bits of the prefix should be used. This is

foll owed by a space, a gateway address in dotted quad form a space,
and one or nore netrics separated by spaces; for exanple,

"192.168.1.0/24 192.168.1.1 1".

The length specifier may be onmitted, in which case it should default
to 8 bits for class A prefixes, to 16 bits for class B prefixes, and
to 24 bits for class C prefixes; for exanple,

"192.168.1.0 192.168.1.1 1".

Whenever the gateway address is specified as "0.0.0.0" the | P address
of the user SHOULD be used as the gateway address.

6.11.4. Framed- Pool AVP

The Framed- Pool AVP (AVP Code 88) is of type CctetString and contains
the nanme of an assigned address pool that SHOULD be used to assignh an
address for the user. |If a NAS does not support mnultiple address
pool s, the NAS SHOULD ignore this AVP. Address pools are usually
used for | P addresses but can be used for other protocols if the NAS
supports pools for those protocols.

Al t hough specified as type OctetString for conpatibility with RADI US
[ RADI USExt], the encoding of the Data field SHOULD al so conformto
the rules for the UTF8Stri ng Data Fornat.

6.11.5. Franmed-Interface-1d AVP

The Framed-Interface-1d AVP (AVP Code 96) is of type Unsigned64 and
contains the IPv6 interface identifier to be configured for the user
It MAY be used in authorization requests as a hint to the server that
a specific interface id is desired, but the server is not required to
honor the hint in the correspondi ng response.
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6.11.6. Framed-1Pv6-Prefix AVP

The Framed-1Pv6-Prefix AVP (AVP Code 97) is of type CctetString and
contains the IPv6 prefix to be configured for the user. One or nore
AVPs MAY be used in authorization requests as a hint to the server
that specific IPv6 prefixes are desired, but the server is not
required to honor the hint in the correspondi ng response.

6.11.7. Framed-| Pv6-Route AVP

The Framed- | Pv6- Route AVP (AVP Code 99) is of type UTF8String and
contains the ASCII routing information to be configured for the user
on the NAS. Zero or nore of these AVPs MAY be present in an

aut hori zati on response.

The string MJST contain an | Pv6 address prefix followed by a sl ash
and a decimal length specifier stating how many high order bits of
the prefix should be used. This is followed by a space, a gateway
address i n hexadeci mal notation, a space, and one or nore metrics

separated by spaces; for exanple,

"2000: 0: 0: 106:: /64 2000::106: a00: 20f f: f €99: a998 1".
Whenever the gateway address is the | Pv6 unspecified address, the IP
address of the user SHOULD be used as the gateway address, such as
in:
"2000:0:0:106::/64 :: 1".
6.11.8. Framed-|Pv6-Pool AVP
The Framed-1Pv6-Pool AVP (AVP Code 100) is of type OctetString and
contai ns the nane of an assigned pool that SHOULD be used to assign
an | Pv6 prefix for the user. |If the access device does not support
multiple prefix pools, it MJST ignore this AVP.
Al t hough specified as type OctetString for conpatibility with RADI US
[ RADI USI Pv6], the encoding of the Data field SHOULD al so conformto
the rules for the UTF8Stri ng Data Fornat.
6.12. | PX Access

The AVPs defined in this section are used when the user requests, or
is being granted, access to an | PX network service.
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6.12.1. Framed-| PX- Net work AVP

The Framed-1 PX- Network AVP (AVP Code 23) is of type Unsigned32 and
contains the I PX Network number to be configured for the user. It
MAY be used in an authorization request as a hint to the server that
a specific address is desired, but the server is not required to
honor the hint in the correspondi ng response.

Two addresses have special significance: OxFFFFFFFF and OxFFFFFFFE
The val ue OxFFFFFFFF indi cates that the NAS should allow the user to
sel ect an address (i.e., Negotiated). The value OxFFFFFFFE i ndi cates
that the NAS shoul d sel ect an address for the user (e.g., assign it
froma pool of one or nore | PX networks kept by the NAS)

6.13. Appl eTal k Network Access

The AVPs defined in this section are used when the user requests, or
is being granted, access to an Appl eTal k network [ Appl eTal k] .

6.13.1. Framed- Appl eTal k- Li nk AVP

The Framed- Appl eTal k- Li nk AVP (AVP Code 37) is of type Unsigned32 and
contai ns the Appl eTal k network nunber that should be used for the
serial link to the user, which is another AppleTalk router. This AVP
MUST only be present in an authorization response and is never used
when the user is not another router.

Despite the size of the field, values range fromO to 65,535. The
speci al value of 0O indicates an unnunbered serial link. A value of 1
to 65,535 nmeans that the serial |ine between the NAS and the user
shoul d be assigned that value as an Appl eTal k network nunber.

6.13.2. Framed- Appl eTal k- Net wor k AVP

The Framed- Appl eTal k- Net work AVP (AVP Code 38) is of type Unsigned32
and contains the AppleTal k Network nunmber that the NAS shoul d probe
to allocate an Appl eTal k node for the user. This AVP MJST only be
present in an authorization response and is never used when the user
is not another router. Miltiple instances of this AVP indicate that
the NAS may probe, using any of the network numbers specified.

Despite the size of the field, values range fromO to 65,535. The
special value 0 indicates that the NAS should assign a network for
the user, using its default cable range. A value between 1 and
65,535 (inclusive) indicates to the Appl eTal k Network that the NAS
shoul d probe to find an address for the user
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6. 13. 3. Franed- Appl eTal k- Zone AVP

The Framed- Appl eTal k- Zone AVP (AVP Code 39) is of type COctetString
and contains the AppleTal k Default Zone to be used for this user

This AVP MJUST only be present in an authorization response. Miltiple
i nstances of this AVP in the sane nessage are not all owed.

The codification of this field s allowed range is outside the scope
of this specification

6.14. Appl eTal k Renote Access

The AVPs defined in this section are used when the user requests, or
is being granted, access to the AppleTal k network via the AppleTal k
Renot e Access Protocol [ARAP]. They are only present if the Framed-
Prot ocol AVP (see section 6.10.1) is set to ARAP. Section 2.2 of RFC
2869 [ RADI USExt] describes the operational use of these attributes.

6.14.1. ARAP-Features AVP

The ARAP- Features AVP (AVP Code 71) is of type CctetString and MAY be
present in the AA-Accept message if the Framed-Protocol AVP is set to
the value of ARAP. See [RADI USExt] for nore information about the
format of this AVP.

6.14.2. ARAP-Zone- Access AVP

The ARAP- Zone- Access AVP (AVP Code 72) is of type Enunerated and MAY
be present in the AA-Accept nessage if the Framed-Protocol AVP is set
to the val ue of ARAP

The supported values are listed in [ RAD USTypes] and defined in
[ RADI USExt] .

6.15. Non-Franed Access Aut horization AVPs

This section contains the authorization AVPs that are needed to
support term nal server functionality. AVPs defined in this section
MAY be present in a nessage if the Service-Type AVP was set to
"Logi n" or "Callback Login".

6.15.1. Login-1P-Host AVP
The Logi n-1P-Host AVP (AVP Code 14) [RADIUS] is of type OctetString
and contains the | Pv4 address of a host with which to connect the

user when the Login-Service AVP is included. It MAY be used in an
AA- Request conmmand as a hint to the Dianeter Server that a specific
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host is desired, but the Dianeter Server is not required to honor the
hint in the AA-Answer.

Two addresses have special significance: all ones and 0. The val ue
of all ones indicates that the NAS SHOULD al l ow the user to sel ect an
address. The value 0 indicates that the NAS SHOULD sel ect a host to
connect the user to.

6.15.2. Login-1Pv6-Host AVP

The Logi n-1Pv6-Host AVP (AVP Code 98) [RADI USIPv6] is of type
CctetString and contains the | Pv6 address of a host with which to
connect the user when the Login-Service AVP is included. It MAY be
used in an AA-Request command as a hint to the Dianeter Server that a
specific host is desired, but the Diameter Server is not required to
honor the hint in the AA- Answer.

Two addresses have special significance:

0x FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF and 0. The val ue

0x FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF i ndi cates that t he NAS SHOULD
allow the user to select an address. The value 0 indicates that the
NAS SHOULD sel ect a host to connect the user to.

6. 15.3. Login-Service AVP

The Logi n-Service AVP (AVP Code 15) is of type Enunerated and
contains the service that should be used to connect the user to the
l ogin host. This AVP SHOULD only be present in authorization
responses.

The supported values are listed in [ RADI USTypes]. The followi ng |ist
is informational

Tel net

Rl ogin

TCP O ear

Port Master (proprietary)

LAT

X25- PAD

X25- T3PCS

TCP Clear Quiet (suppresses any NAS-generated connect
string)

COoOUTWNEFO
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6.16. TCP Services

The AVPs described in this section MAY be present if the Login-
Service AVP is set to Telnet, R ogin, TCP Clear, or TCP O ear Quiet.

6.16.1. Login-TCP-Port AVP

The Logi n- TCP-Port AVP (AVP Code 16) is of type Unsigned32 and
contains the TCP port with which the user is to be connected when the
Logi n-Service AVP is also present. This AVP SHOULD only be present
in authorization responses. The value MJST NOT be greater than

65, 535.

6.17. LAT Services

The AVPs described in this section MAY be present if the Login-
Service AVP is set to LAT [LAT].

6.17.1. Login-LAT-Service AVP

The Logi n- LAT-Service AVP (AVP Code 34) is of type CctetString and
contains the systemw th which the user is to be connected by LAT.

It MAY be used in an authorization request as a hint to the server
that a specific service is desired, but the server is not required to
honor the hint in the correspondi ng response. This AVP MJST only be
present in the response if the Login-Service AVP states that LAT is
desi red.

Admi ni strators use this service attribute when dealing with clustered
systens, such as a VAX or Al pha cluster. In these environnents,
several different time-sharing hosts share the sane resources (disks,
printers, etc.), and administrators often configure each host to

of fer access (service) to each of the shared resources. 1In this
case, each host in the cluster advertises its services through LAT

br oadcast s.

Sophi sticated users often know which service providers (nmachines) are
faster and tend to use a node nane when initiating a LAT connection
Sone administrators want particular users to use certain nmachi nes as
a primtive formof |oad bal ancing (al though LAT knows how to do | oad
bal ancing itself).

The String field contains the identity of the LAT service to use.
The LAT Architecture allows this string to contain $ (dollar), -
(hyphen), . (period), _ (underscore), numerics, upper- and |owercase
al phabetics, and the 1SO Latin-1 character set extension [|ISCOLatin].
Al'l LAT string comparisons are case insensitive.
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6.17.2. Login-LAT- Node AVP

The Logi n- LAT- Node AVP (AVP Code 35) is of type CctetString and
contains the Node with which the user is to be automatically
connected by LAT. It MAY be used in an authorization request as a
hint to the server that a specific LAT node is desired, but the
server is not required to honor the hint in the corresponding
response. This AVP MUST only be present in a response if the Login-
Servi ce-Type AVP is set to LAT.

The String field contains the identity of the LAT service to use.
The LAT Architecture allows this string to contain $ (dollar), -
(hyphen), . (period), _ (underscore), nunerics, upper- and | owercase
al phabetics, and the 1SO Latin-1 character set extension [|ISOLatin].
Al'l LAT string conparisons are case insensitive.

6.17.3. Logi n-LAT- G oup AVP

The Logi n- LAT- G oup AVP (AVP Code 36) is of type CctetString and
contains a string identifying the LAT group codes this user is

aut horized to use. It MAY be used in an authorization request as a
hint to the server that a specific group is desired, but the server
is not required to honor the hint in the correspondi ng response.

This AVP MUST only be present in a response if the Logi n-Service-Type
AVP is set to LAT.

LAT supports 256 different group codes, which LAT uses as a form of
access rights. LAT encodes the group codes as a 256-bit bitmp

Adm ni strators can assign one or nore of the group code bits at the
LAT service provider; it will only accept LAT connections that have
these group codes set in the bitnap. The administrators assign a
bi t map of authorized group codes to each user. LAT gets these from
the operating systemand uses themin its requests to the service
provi ders.

The codification of the range of allowed usage of this field is
out si de the scope of this specification

6.17.4. Login-LAT-Port AVP

The Logi n- LAT-Port AVP (AVP Code 63) is of type CctetString and
contains the Port with which the user is to be connected by LAT. It
MAY be used in an authorization request as a hint to the server that
a specific port is desired, but the server is not required to honor
the hint in the correspondi ng response. This AVP MJST only be
present in a response if the Login-Service-Type AVP is set to LAT.
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The String field contains the identity of the LAT service to use.
The LAT Architecture allows this string to contain $ (dollar), -

(hyphen),
al phabeti cs,
Al l

7. NAS Tunneling

Sone NASes support compul sory tunne

(period),

_ (underscore),

numeri cs,
and the 1SO Latin-1 character set extension [|ISCOLatin].
LAT string conparisons are case insensitive

upper- and | ower-case

services in which the incom ng

connection data is conveyed by an encapsul ati on nethod to a gat eway

el sewhere in the network.
servi ce user, and the tunne
renote AAA server,

This is typically transparent to the
characteristics may be described by the
based on the user’s authorization information.

Several tunne

i mpl enent ati on may choose one [ RADTunnel s],

characteristics may be returned,

AVP Section

Attribute Name Code Defined Value Type

Tunnel i ng 401 7.1 G ouped

Tunnel - Type 64 7.2 Enuner at ed

Tunnel - Medi um 65 7.3 Enuner at ed
Type

Tunnel -C i ent - 66 7.4 UTF8Stri ng
Endpoi nt

Tunnel - Ser ver - 67 7.5 UTF8Stri ng
Endpoi nt

Tunnel - Passwor d 69 7.6 CctetString

Tunnel - Pri vat e- 81 7.7 CctetString
Group-1d

Tunnel - 82 7.8 CctetString
Assi gnnent-1d

Tunnel - Pref erence 83 7.9 Unsi gned32

Tunnel -C i ent - 90 7.10 UTF8Stri ng
Aut h-1d

Tunnel - Ser ver - 91 7.11 UTF8Stri ng
Aut h-1d

7.1. Tunneling AVP

The Tunneling AVP (AVP Code 401)

fol |l owi ng AVPs,
[ RADTunnel s],
granmar :

Cal houn, et al

[ RADTunl Acct] .

St andards Track

and the NAS
[ RADTunl Acct ] .

T +
| AVP Fl ag rul es
[ ----+----- S e
| | | SHLD| MUST]| |
| MUST| MAY | NOT| NOT | Encr |
R e e RN
| M | P | | V | N
| M | P | | V| Y
S R R
S R B
S R R
M| P | vV Y
S R R
S R R
| M | P | | V| Y
S R R
| M | P | A I
| | | | | |
R R SRR SRR EERE

is of type Grouped and contains the
used to describe a conpul sory tunne
Its data field has the foll ow ng ABNF

servi ce:
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7.

2.

AVP Header: 401 >
Tunnel - Type }
Tunnel - Medi um Type }
Tunnel - C i ent - Endpoi nt }
Tunnel - Server - Endpoi nt }
Tunnel - Pref erence ]
Tunnel -Client-Auth-1d ]
Tunnel - Server-Auth-1d ]
Tunnel - Assi gnment-1d ]
Tunnel - Password ]

Tunnel - Private-G oup-1d ]

Tunnel i ng D=

L L L L L e PP Y

Tunnel - Type AVP

The Tunnel - Type AVP (AVP Code 64) is of type Enunerated and contains
the tunneling protocol (s) to be used (in the case of a tunne
initiator) or in use (in the case of a tunnel termnator). 1t MAY be
used in an authorization request as a hint to the server that a
specific tunnel type is desired, but the server is not required to
honor the hint in the correspondi ng response.

The Tunnel - Type AVP SHOULD al so be included i n Accounti ng- Request
nmessages.

A tunnel initiator is not required to i nplenent any of these tunne
types. If a tunnel initiator receives a response that contains only
unknown or unsupported Tunnel - Types, the tunnel initiator MJST behave
as though a response were received with the Result-Code indicating a
failure.

The supported values are listed in [ RADI USTypes]. The followi ng |ist
is informational

Poi nt -t o- Poi nt Tunnel i ng Protocol (PPTP)

Layer Two Forwardi ng (L2F)

Layer Two Tunnel i ng Protocol (L2TP)

Ascend Tunnel Managenent Protocol (ATMP)

Virtual Tunneling Protocol (VTP)

| P Aut hentication Header in the Tunnel - nrode (AH)
| P-in-1P Encapsul ation (I1P-1P)

M nimal 1P-in-1P Encapsulation (MNIP-1P)

| P Encapsul ating Security Payload in the Tunnel - node (ESP)
Generi c Route Encapsul ation (GRE)

Bay Dial Virtual Services (DVS)

| P-in-1P Tunneling

Virtual LANs (VLAN)

OCO~NOUPR~WNE

el ol
WN RO
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7.3. Tunnel - Medi um Type AVP

The Tunnel - Medi um Type AVP (AVP Code 65) is of type Enumerated and
contains the transport nmediumto use when creating a tunnel for
protocol s (such as L2TP) that can operate over nultiple transports.
It MAY be used in an authorization request as a hint to the server
that a specific nediumis desired, but the server is not required to
honor the hint in the correspondi ng response.

The supported values are listed in [ RADI USTypes]. The follow ng |ist
i s informational

| Pv4 (1P version 4)

I Pv6 (I P version 6)

NSAP

HDLC (8-bit rmultidrop)

BBN 1822

802 (includes all 802 nedia plus Ethernet "canonica
format")

7 E. 163 (PQOTS)

8 E. 164 (SMDS, Franme Relay, ATM

9 F.69 (Telex)

10 X. 121 (X. 25, Franme Rel ay)

11 IPX

12 Appl etal k

13 Decnet 1V

14 Banyan Vines

15 E. 164 with NSAP fornmat subaddress

OO WNPE

7.4. Tunnel -Cient-Endpoi nt AVP

The Tunnel -d i ent - Endpoi nt AVP (AVP Code 66) is of type UTF8String
and contains the address of the initiator end of the tunnel. It MAY
be used in an authorization request as a hint to the server that a
specific endpoint is desired, but the server is not required to honor
the hint in the correspondi ng response.

This AVP SHOULD be included in the correspondi ng Accounti ng- Request
nessages, in which case it indicates the address fromwhich the
tunnel was initiated. This AVP, along with the Tunnel - Server -
Endpoi nt and Session-1d AVP [ BASE], MAY be used to provide a globally
uni que neans to identify a tunnel for accounting and auditing

pur poses.

[ f Tunnel - Medi um Type is IPv4 (1), then this string is either the
fully qualified domain name (FQDN) of the tunnel client machine, or a
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"dotted-decinmal" | P address. |Inplenentations MJUST support the
dott ed- deci mal format and SHOULD support the FQDN format for IP
addr esses.

[ f Tunnel - Medi um Type is IPv6 (2), then this string is either the
FQDN of the tunnel client nachine, or a text representation of the
address in either the preferred or alternate form[|Pv6Addr].
Conform ng inplenmentati ons MIST support the preferred form and SHOULD
support both the alternate text formand the FQDN format for |Pv6
addr esses.

| f Tunnel - Medi um Type is neither I Pv4 nor IPv6, then this string is a
tag referring to configuration data local to the Dianeter client that
describes the interface or nmediumspecific client address to use.

7.5. Tunnel - Server - Endpoi nt AVP

The Tunnel - Server-Endpoi nt AVP (AVP Code 67) is of type UTF8String
and contains the address of the server end of the tunnel. It MAY be
used in an authorization request as a hint to the server that a
specific endpoint is desired, but the server is not required to honor
the hint in the correspondi ng response.

This AVP SHOULD be included in the correspondi ng Accounti ng- Request
nessages, in which case it indicates the address fromwhich the
tunnel was initiated. This AVP, along with the Tunnel-dient-
Endpoi nt and Session-1d AVP [ BASE], MAY be used to provide a globally
uni que neans to identify a tunnel for accounting and auditing

pur poses.

[ f Tunnel - Medi um Type is IPv4 (1), then this string is either the
fully qualified domain nane (FQDN) of the tunnel server machine, or a
"dotted-decinmal" | P address. |Inplenentations MJUST support the

dott ed-deci mal format and SHOULD support the FQDN format for IP

addr esses.

I f Tunnel - Medi um Type is IPv6 (2), then this string is either the
FQDN of the tunnel server nachine, or a text representation of the
address in either the preferred or alternate form[|Pv6Addr].

| mpl ement ati ons MUST support the preferred formand SHOULD support
both the alternate text formand the FQDN format for | Pv6 addresses.

I f Tunnel - Medi um Type is not IPv4 or IPv6, this string is a tag

referring to configuration data local to the Dianeter client that
describes the interface or medi um specific server address to use.
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7.6. Tunnel - Password AVP

The Tunnel - Password AVP (AVP Code 69) is of type CctetString and nay
contain a password to be used to authenticate to a renote server.
The Tunnel - Password AVP contains sensitive information. This val ue
is not protected in the sane manner as RADI US [ RADTunnel s].

As required in [BASE], Di aneter nessages are encrypted by using | Psec
or TLS. The Tunnel - Password AVP SHOULD NOT be used in untrusted
proxy environnents w thout encrypting it by using end-to-end security
techni ques, such as CM5 Security [ Di anCV]

7.7. Tunnel -Private-Goup-1d AVP

The Tunnel -Private-Goup-1d AVP (AVP Code 81) is of type CctetString
and contains the group Id for a particular tunnel ed session. The
Tunnel - Privat e-G oup-1d AVP MAY be included in an authorization
request if the tunnel initiator can predeterm ne the group resulting
froma particular connection. It SHOULD be included in the

aut hori zation response if this tunnel session is to be treated as
bel onging to a particular private group. Private groups nay be used
to associate a tunneled session with a particular group of users.

For exanple, it MAY be used to facilitate routing of unregistered IP
addresses through a particular interface. This AVP SHOULD be

i ncluded in the Accounting- Request nessages that pertain to the
tunnel ed session.

7.8. Tunnel - Assignment-1d AVP

The Tunnel - Assi gnnent-1d AVP (AVP Code 82) is of type CctetString and
is used to indicate to the tunnel initiator the particular tunnel to
which a session is to be assigned. Sone tunneling protocols, such as
[ PPTP] and [L2TP], allow for sessions between the sane two tunne
endpoints to be multiplexed over the same tunnel and also for a given
session to use its own dedicated tunnel. This attribute provides a
nmechani smfor Diameter to informthe tunnel initiator (e.g., PAC,

LAC) whether to assign the session to a nultiplexed tunnel or to a
separate tunnel. Furthernore, it allows for sessions sharing

mul ti pl exed tunnels to be assigned to different multiplexed tunnels.

A particular tunneling inplenmentation may assign differing
characteristics to particular tunnels. For exanple, different
tunnel s may be assigned different QoS paraneters. Such tunnels may
be used to carry either individual or multiple sessions. The
Tunnel - Assignnment-1d attribute thus allows the Dianeter server to
indicate that a particular session is to be assigned to a tunne
providing an appropriate level of service. It is expected that any
QS-related D aneter tunneling attributes defined in the future
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acconpanying this one will be associated by the tunnel initiator with
the Id given by this attribute. In the meantime, any semantic given
to a particular Id string is a matter left to |l ocal configuration in
the tunnel initiator.

The Tunnel - Assignnent-1d AVP is of significance only to D aneter and
the tunnel initiator. The Id it specifies is only intended to be of
| ocal use to Diameter and the tunnel initiator. The |Id assigned by
the tunnel initiator is not conveyed to the tunnel peer

This attribute MAY be included in authorization responses. The
tunnel initiator receiving this attribute MAY choose to ignore it and
to assign the session to an arbitrary multiplexed or non-multipl exed
tunnel between the desired endpoints. This AVP SHOULD al so be

i ncluded in the Accounting-Request messages pertaining to the
tunnel ed sessi on.

If a tunnel initiator supports the Tunnel - Assignnent-1d AVP, then it
shoul d assign a session to a tunnel in the foll owi ng manner:

- If this AVP is present and a tunnel exists between the
speci fied endpoints with the specified Id, then the session
shoul d be assigned to that tunnel

- If this AVP is present and no tunnel exists between the
speci fied endpoints with the specified Id, then a new tunne
shoul d be established for the session and the specified Id
shoul d be associated with the new tunnel

- If this AVP is not present, then the session is assigned to an
unnarmed tunnel. |f an unnanmed tunnel does not yet exi st
bet ween t he specified endpoints, then it is established and
used for this session and for subsequent ones established
wi t hout the Tunnel - Assignment-1d attribute. A tunnel initiator
MUST NOT assign a session for which a Tunnel - Assignnment-1d AVP
was not specified to a naned tunnel (i.e., one that was
initiated by a session specifying this AVP)

Note that the same Id may be used to nane different tunnels if these
tunnel s are between different endpoints.

7.9. Tunnel - Preference AVP

The Tunnel - Preference AVP (AVP Code 83) is of type Unsigned32 and is
used to identify the relative preference assigned to each tunnel when
nore than one set of tunneling AVPs is returned within separate

G ouped- AVP AVPs. It MAY be used in an authorization request as a
hint to the server that a specific preference is desired, but the
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server is not required to honor the hint in the corresponding
response.

For exanpl e, suppose that AVPs describing two tunnels are returned by
the server, one with a Tunnel - Type of PPTP and the other with a
Tunnel - Type of L2TP. If the tunnel initiator supports only one of
the Tunnel - Types returned, it will initiate a tunnel of that type

If, however, it supports both tunnel protocols, it SHOULD use the

val ue of the Tunnel -Preference AVP to deci de which tunnel should be
started. The tunnel with the | owest nunerical value in the Value
field of this AVP SHOULD be given the highest preference. The val ues
assigned to two or nore instances of the Tunnel -Preference AVP within
a given authorization response MAY be identical. |In this case, the
tunnel initiator SHOULD use locally configured netrics to decide

whi ch set of AVPs to use.

7.10. Tunnel-Cient-Auth-1d AVP

The Tunnel-Cdient-Auth-1d AVP (AVP Code 90) is of type UTF8String and
specifies the name used by the tunnel initiator during the

aut henti cati on phase of tunnel establishnment. |t MAY be used in an
aut horization request as a hint to the server that a specific
preference is desired, but the server is not required to honor the
hint in the correspondi ng response. This AVP MJST be present in the
aut hori zation response if an authentication nane other than the
default is desired. This AVP SHOULD be included in the Accounting-
Request nessages pertaining to the tunnel ed session

7.11. Tunnel -Server-Auth-1d AVP

The Tunnel - Server-Auth-1d AVP (AVP Code 91) is of type UTF8String and
specifies the nanme used by the tunnel term nator during the

aut henti cati on phase of tunnel establishnment. It MAY be used in an
aut horization request as a hint to the server that a specific
preference is desired, but the server is not required to honor the
hint in the correspondi ng response. This AVP MJST be present in the
aut hori zation response if an authentication nane other than the
default is desired. This AVP SHOULD be included in the Accounting-
Request nessages pertaining to the tunnel ed session

8. NAS Accounting
Applications inplenenting this specification use Dianeter Accounting,
as defined in [BASE], and the AVPs in the follow ng section
Service-specific AVP usage is defined in the tables in section 10.

If accounting is active, Accounting Request (ACR) nessages SHOULD be
sent after the conpletion of any Authentication or Authorization
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8.

1

transaction and at the end of a Session. The Accounting-Record-Type
val ue indicates the type of event. Al other AVPs identify the
session and provide additional information relevant to the event.

The successful conpletion of the first Authentication or

Aut hori zation transacti on SHOULD cause a START RECORD to be sent. |If
addi tional Authentications or Authorizations occur in |ater
transactions, the first exchange should generate a START_RECCRD, and
the later an INTERIM RECORD. For a given session, there MJST only be
one set of matching START and STOP records, with any numnber of

| NTERI M_RECORDS i n between, or one EVENT_RECORD i ndicating the reason
a session wasn't started.

The foll owi ng table describes the AVPs; their AVP Code val ues, types,
and possible flag val ues; and whether the AVP MAY be encrypted.

T +
| AVP Flag rules |
[ ----+----- S e
AVP Section | | | SHLD| MUST]| |
Attribute Name Code Defined Value Type | MUST| MAY | NOT| NOT| Encr|
----------------------------------------- |----+-----+----+-----|----|
Account i ng- 363 8.1 Unsigned64 | M | P | | V | Y |
| nput-Cctets | | | | | |
Accounti ng- 364 8.2 Unsignedéd4 | M | P | | V | Y |
Qut put-Cctets | | | | | |
Accounti ng- 365 8.3 Unsigned64 | M | P | | V | Y |
I nput - Packet s | | | | | |
Account i ng- 366 8.4 Unsigned64 | M | P | | V | Y |
Qut put - Packet s | | | | | |
Acct-Session-Time 46 8.5 Unsigned32 | M | P | | V | Y |
Acct - Aut henti c 45 8.6 Enunerated | M | P | | V | Y |
Acounting-Auth- 406 8.7 Enunerated | M | P | | V | Y |
Met hod | | | | | |
Acct - Del ay-Ti ne 41 8.8 Unsigned32 | M | P | | V | Y |
Acct - Li nk- Count 51 8.9 Unsigned32 | M | P | | V | Y |
Acct - Tunnel - 68 8.10 CctetStringl M | P | | V | Y |
Connecti on | | | | | |
Acct - Tunnel - 86 8.11 Unsigned32 | M | P | | V | Y |
Packet s- Lost | | | | | |
----------------------------------------- I R e S I |

Accounting-1nput-QCctets AVP

The Accounting-1nput-Cctets AVP (AVP Code 363) is of type Unsigned64
and contains the nunber of octets received fromthe user.
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For NAS usage, this AVP indi cates how many octets have been received

fromthe port in the course of this session. It can only be present
in ACR nessages with an Accounting-Record- Type of | NTERI M RECORD or
STOP_RECORD.

8.2. Accounting-Qutput-Cctets AVP

The Accounting-Qut put-Cctets AVP (AVP Code 364) is of type Unsigned64
and contains the nunber of octets sent to the user

For NAS usage, this AVP indicates how many octets have been sent to

the port in the course of this session. It can only be present in
ACR nessages with an Accounting- Record-Type of | NTERI M RECORD or
STOP_RECORD.

8.3. Accounting- I nput-Packets AVP

The Accounti ng- 1 nput - Packets (AVP Code 365) is of type Unsigned64 and
contai ns the nunber of packets received fromthe user

For NAS usage, this AVP indi cates how many packets have been received
fromthe port over the course of a session being provided to a Framed
User. It can only be present in ACR messages with an Accounti ng-
Record- Type of I NTERIM RECORD or STOP_RECORD.

8.4. Accounting-Qut put - Packets AVP

The Accounti ng- Qut put - Packets (AVP Code 366) is of type Unsigned64
and contains the nunmber of |P packets sent to the user.

For NAS usage, this AVP indi cates how many packets have been sent to
the port over the course of a session being provided to a Franed
User. It can only be present in ACR nmessages with an Accounti ng-
Record- Type of | NTERI M RECORD or STOP_RECORD.

8.5. Acct-Session-Time AVP

The Acct-Session-Tine AVP (AVP Code 46) is of type Unsigned32 and
i ndicates the length of the current session in seconds. It can only

be present in ACR nessages with an Accounti ng- Record- Type of
| NTERI M_RECORD or STOP_RECORD.

8.6. Acct-Authentic AVP
The Acct-Authentic AVP (AVP Code 45) is of type Enunerated and

speci fies how the user was authenticated. The supported val ues are
listed in [ RADI USTypes]. The following list is informational
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8.

8.

RADI US
Loca
Renot e
Di anet er

A WNPE

Account i ng- Aut h- Met hod AVP

The Accounti ng- Aut h- Met hod AVP (AVP Code 406) is of type Enunerated.
A NAS MAY include this AVP in an Accounting- Request message to

i ndicate the nethod used to authenticate the user. (Note that this
is equivalent to the RAD US Ms- Acct - Aut h- Type VSA attribute).

The foll owi ng val ues are defined:

PAP
CHAP
MS- CHAP- 1
MS- CHAP- 2
EAP
None

~NOOR~,WNBE

Acct - Del ay- Ti ne

The Acct-Del ay-Ti ne AVP (AVP Code 41) is of type Unsigned32 and

i ndi cates the nunber of seconds the Dianeter client has been trying
to send the Accounting-Request (ACR). The accounting server may
subtract this value fromthe time when the ACR arrives at the server
to calculate the approxinmate time of the event that caused the ACRto
be generat ed.

This AVP is not used for retransm ssions at the transport |level (TCP
or SCTP). Rather, it may be used when an ACR comand cannot be
transmtted because there is no appropriate peer to transmt it to or
was rejected because it could not be delivered. |In these cases, the
conmand MAY be buffered and transmtted | ater, when an appropriate
peer-connection is available or after sufficient tinme has passed that
the destination-host nmay be reachabl e and operational. |If the ACRIis
resent in this way, the Acct-Del ay-Time AVP SHOULD be included. The
val ue of this AVP indicates the nunber of seconds that el apsed
between the time of the first attenpt at transm ssion and the current
attenpt.
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8.9. Acct-Link-Count

The Acct - Li nk- Count AVP (AVP Code 51) is of type Unsigned32 and

i ndicates the total nunber of |inks that have been active (current or
closed) in a given multilink session at the tine the accounting
record is generated. This AVP MAY be included in Accounting-Requests
for any session that may be part of a multilink service.

The Acct-Li nk-Count AVP may be used to nmeke it easier for an
accounting server to know when it has all the records for a given
multilink service. When the nunber of Accounting-Requests received
wi th Accounti ng- Record-Type = STOP_RECORD and with the sane Acct-
Mul ti-Session-1d and uni que Session-l1ds equals the |argest val ue of
Acct - Li nk- Count seen in those Accounting-Requests, all STOP_RECORD
Accounti ng- Requests for that nultilink service have been received.

The foll owi ng exanpl e, show ng ei ght Accounting-Requests, illustrates
how t he Acct-Link-Count AVP is used. In the table below, only the
rel evant AVPs are shown, although additional AVPs contai ning

accounting information will be present in the Accounting-Requests.

Acct-Mil ti - Account i ng- Acct -
Session-1d Session-1d Recor d- Type Li nk- Count

R N0l R N0l START_RECORD 1

"L 10" P I R START_RECORD 2

"L 10t R N STOP_RECORD 2

"L 10t R A START_RECORD 3

"L 10t "L 13 START_RECORD 4

"L 10t R 2 STOP_RECORD 4

"L 10t R R i STOP_RECORD 4

"L 10" "L 10" STOP_RECCRD 4

8.10. Acct-Tunnel - Connecti on AVP

The Acct-Tunnel - Connecti on AVP (AVP Code 68) is of type COctetString
and contains the identifier assigned to the tunnel session. This
AVP, along with the Tunnel -Cient-Endpoint and Tunnel - Server - Endpoi nt
AVPs, may be used to provide a neans to uniquely identify a tunne
session for auditing purposes.

The format of the identifier in this AVP depends upon the val ue of
the Tunnel - Type AVP. For exanple, to identify an L2TP tunne
connection fully, the L2TP Tunnel Id and Call Id might be encoded in
this field. The exact encoding of this field is inplenmentation
dependent .

Cal houn, et al. St andards Track [ Page 54]



RFC 4005 Di amet er Network Access Server Application August 2005

8.11. Acct-Tunnel - Packet s- Lost AVP

The Acct - Tunnel - Packet s- Lost AVP (AVP Code 86) is of type Unsigned32
and contains the number of packets |lost on a given |ink.

9. RADIUS/ D aneter Protocol |nteractions

Thi s section describes sonme basic guidelines that servers acting as
AAA Transl ation Agents may use. A conplete description of all the

di fferences between RADI US and Diameter is beyond the scope of this
section and docunment. Note that this docunment does not restrict

i npl enentations fromcreating additional translation nmethods, as |ong
as the translation function doesn’t violate the RADI US or the

Di anmet er protocols.

Al t hough the Di aneter protocol is in nmany ways a superset of RAD US
functions, a nunmber of RADIUS representations are not allowed, so
that new capabilities can be used without the old problens.

There are primarily two different situations that nust be handl ed:
one in which a RADI US request is received that must be forwarded as a
Di ameter request, and another in which the inverse is true. RADIUS
does not support a peer-to-peer architecture, and server-initiated
operations are generally not supported. See [RADDynAuth] for an
alternative

Some RADI US attributes are encrypted. RADIUS security and encryption
techni ques are applied on a hop-per-hop basis. A D aneter agent will
have to decrypt RADIUS attribute data entering the Di ameter system
and if that information is forwarded, the agent MJST secure it by
usi ng Di anmeter specific techniques.

Note that this section uses the two ternms, "AVP" and "attribute", in
a conci se and specific manner. The fornmer is used to signify a
Di ameter AVP, and the latter to signify a RADIUS attribute.

9.1. RADIUS Request Forwarded as Di aneter Request

This section describes the actions that should be taken when a
Transl ati on Agent receives a RADI US nessage to be translated to a
Di amet er nmessage.

Note that RADI US servers are assunmed to be stateless. It is also
quite possible for the RAD US nessages that conprise the session
(i.e., authentication and accounting nessages) to be handl ed by

di fferent Translation Agents in the proxy network. Therefore, a
RADI US/ Di anet er Transl ati on Agent SHOULD NOT be assuned to have an
accurate track on session-state information.
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When a Transl ation Agent receives a RADIUS nessage, the follow ng
steps should be taken

- |If a Message-Authenticator attribute is present, the value MJST
be checked but not included in the D anmeter nessage. |If it is
i ncorrect, the RADI US nessage should be silently discarded.
The gateway system SHOULD generate and include a Message-
Aut henticator in returned RADI US responses.

- The transport address of the sender MJST be checked agai nst the
NAS identifying attributes. See the description of NAS-
Identifier and NAS-1P- Address bel ow.

- The Transl ation Agent nust nmintain transaction state
information relevant to the RADI US request, such as the
Identifier field in the RADI US header, any existing RADIUS
Proxy-State attribute, and the source |IP address and port
nunber of the UDP packet. These may be nmaintained locally in a
state table or saved in a Proxy-Info AVP group. A D aneter
Session-1d AVP val ue nust be created using a session state
mappi ng nechani sm

- |If the RADI US request contained a State attribute and the
prefix of the data is "Dianeter/", the data follow ng the
prefix contains the Dianeter Oigin-Host/Oigin-Real nl Sessi on-
Id. If no such attributes are present and the RADI US comrand
is an Access-Request, a new Session-Id is created. The
Session-1d is included in the Session-1d AVP.

- The Dianmeter Oigin-Host and Oigi n- Real m AVPs MJST be created
and added by using the information froman FQN correspondi ng
to the NAS-I P-Address attribute (preferred if avail able),
and/or to the NAS-lIdentifier attribute. (Note that the RADI US
NAS- I dentifier is not required to be an FQDN.)

- The response MJST have an Oi gi n- AAA- Prot ocol AVP added,
i ndicating the protocol of origin of the nessage.

-  The Proxy-Info group SHOULD be added, with the local server’s
identity specified in the Proxy-Host AVP. This should ensure
that the response is returned to this system

- The Destination-RealmAVP is created fromthe i nformati on found
in the RADIUS User-Nane attri bute.
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If the RADIUS User-Password attribute is present, the password
nmust be unencrypted by using the link’s RADIUS shared secret.
The unencrypted val ue nust be forwarded in a User-Password AVP
using Di aneter security.

If the RADIUS CHAP- Password attribute is present, the lIdent and
Data portion of the attribute are used to create the CHAP-Auth
grouped AVP.

If the RADIUS nessage contains an address attribute, it MJST be
converted to the appropriate D anmeter AVP and type.

If the RADIUS nessage contains Tunnel information [ RADTunnel s],
the attributes or tagged groups should each be converted to a
D amet er Tunneling Grouped AVP set. If the tunnel information
contai ns a Tunnel -Password attribute, the RADIUS encryption
must be resol ved, and the password forwarded, by using D ameter
security nethods.

If the RADIUS nessage received is an Accounting- Request, the
Acct - St at us- Type attribute value rmust be converted to a
Account i ng- Record- Type AVP value. |If the Acct-Status-Type
attribute value is STOP, the |ocal server MJST issue a

Sessi on- Ter mi nat i on- Request nessage once the Dianeter
Account i ng- Answer nessage has been received.

If the Accounting message contains an Acct-Term nation-Cause
attribute, it should be translated to the equival ent
Term nati on- Cause AVP val ue. (see bel ow)

If the RADIUS nessage contains the Accounting-Input-Cctets,
Accounti ng- | nput - Packets, Accounting-Qutput-Cctets, or
Account i ng- Qut put - Packets, these attributes rmust be converted
to the Dianmeter equivalents. Further, if the Acct-Input-

G gawords or Acct-Qutput-G gawords attributes are present,
these nust be used to properly conmpute the Diameter accounting
AVPs.

The correspondi ng Di anmeter response is always guaranteed to be
recei ved by the sane Translation Agent that translated the origina
request, due to the contents of the Proxy-Info AVP group in the

Di ameter request. The followi ng steps are applied to the response
nessage during the D aneter-to-RADI US translation

Cal houn,

If the Di ameter Command- Code is set to AA-Answer and the
Result-Code AVP is set to DI AMETER MJULTI _ROUND AUTH, the

gat eway must send a RADI US Access-Chall enge. This nust have
the Oigin-Host, Oigin-Realm and D aneter Session-Id AVPs
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encapsulated in the RADIUS State attribute, with the prefix

"Di aneter/", concatenated in the above order separated with "/"
characters, in UTF-8 [UTF-8]. This is necessary to ensure that
the Transl ati on Agent receiving the subsequent RADI US Access-
Request will have access to the Session ldentifier and be able
to set the Destination-Host to the correct value. |[If the

Mul ti-Round-Tinme-Qut AVP is present, the value of the AVP MJST
be inserted in the RADI US Session-Ti neout AVP.

If the Command-Code is set to AA-Answer, the D aneter Session-
Id AVP is saved in a new RADIUS Cl ass attribute whose format
consists of the string "Dianmeter/" followed by the D aneter
Session ldentifier. This will ensure that the subsequent
Accounting nessages, which could be received by any Transl ation
Agent, woul d have access to the original D aneter Session

I dentifier.

If a Proxy-State attribute was present in the RAD US request,
the same attribute is added in the response. This infornmation
may be found in the Proxy-Info AVP group, or in a |local state
tabl e.

If state information regarding the RAD US request was saved in
a Proxy-Info AVP or |ocal state table, the RADIUS ldentifier
and UDP | P Address and port nunber are extracted and used in

i ssuing the RADI US reply.

When translating a D anmeter AA-Answer (with successful result code)
to RADI US Access-Accept that contains a Session-Ti neout or
Aut hori zation-Lifetime AVP, take the foll ow ng steps:
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If the Dianmeter nessage contains a Session-Ti neout AVP but no
Aut hori zation-Lifetime AVP, translate it to a Session-Ti neout
attribute (not a Term nation-Action).

If the Diameter nessage contains an Authorization-Lifetinme AVP
but no Session-Timeout AVP, translate it to a Session-Ti neout
attribute and a Termi nation-Action set to AA-REQUEST. (Renpbve
Aut hori zation-Lifeti me and Re-Aut h- Request - Type.)

If the Diameter nessage has both, the Session-Ti neout nust be
greater than or equal to the Authorization-Lifetine (required
by [BASE]). Translate it to a Session-Tineout value (with
val ue from Authori zation-Lifetinme AVP, the smaller one) and
with the Termination-Action set to AA-REQUEST. (Renpve the
Aut hori zation-Lifeti me and Re- Aut h- Request - Type.)
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9.1.1. RADIUS Dynam c Authorization Considerations

A Di anet er/ RADI US gat eway may conmuni cate with a server that

i mpl enents RADI US Dynami c Aut horization [ RADDynAuth]. |If the server
supports these functions, it MJST be |listening on the assigned port
and woul d recei ve RADI US CoA- Request and Di sconnect - Request nessages.
These can be mapped into the Di aneter Re-Auth-Request (RAR) and
Abort - Sessi on- Request (ASR) nessage exchanges, respectively [ BASE].

If the [ RADDynAuth] is not supported, the port would not be active
and the RADI US server would receive an | CVP Port Unreachabl e
indication. Alternatively, if the nessages are received but with an
i nappropriate Service-Type, the gateway can respond with the
appropriate NAK nessage and an Error-Cause attribute with the val ue
of 405, "Unsupported Service".

The RADI US CoA- Request and Di sconnect - Request nmessages will not
contain a Dianmeter Session-ld. Dianeter requires that this val ue
match an active session context. The gateway MJST have a session |d
cache (or other nmeans) to identify the sessions these functions
pertain to. |If unable to identify the session, the gateway (or NAS)
shoul d return an Error-Cause val ue 503, "Session Context Not Found".

The RADI US CoA- Request nessage only supports a change of

aut horization attributes, and the received CoA- Request SHOULD i ncl ude
a Service-Type of "Authorize-Only". This indicates an extended
exchange request by the rules given in [RADDynAuth] section 3.2, note
6. This is the only type of exchange supported by D aneter [BASE].

For the CoA-Request, the translated RAR nessage will have a Re-Auth-
Type of AUTHORI ZE ONLY. The returned RAA will be translated into a
CoA-NAK with Error-Cause "Request Initiated". The gateway' s Di aneter
client SHOULD al so start a reauthorization sequence by sendi ng an AAR
message, which will be translated into an Access- Request nessage.

The RADI US server will use the Access-Accept (or Access-Reject)
nessage to convey the new authorization attributes, which the gateway
wi Il pass back in an AAA nessage.

Any attributes included in the COA- Request or Access-Accept nessage

are to be considered mandatory in Dianmeter. |If they cannot be
supported, they MJIST result in an error nessage return to the RADH US
server, with an Error-Cause of "Unsupported Attribute". The D aneter

NAS will attenpt to apply all the attributes supplied in the AA
nessage to the session.

A RADI US Di sconnect - Request nessage received by the gateway woul d be

translated to a D aneter Abort-Session-Request (ASR) nessage [ BASE].
The results will be returned by the Dianmeter client in an Abort-
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Sessi on- Answer (ASA) nessage. A success indication would translate
to a RADI US Di sconnect-ACK, and a failure would generate a
Di sconnect - NAK

9.2. Dianeter Request Forwarded as RADI US Request

When a server receives a Dianmeter request to be forwarded to a RADI US
entity, the followi ng are exanples of the steps that may be taken

- The Origin-Host AVP's value is inserted into the NAS-Identifier
attribute.

- The followi ng informati on MJST be present in the corresponding
Di amet er response and therefore MJST be saved, either in a
| ocal state table or encoded in a RADI US Proxy-State attri bute:

Ori gi n- Host AVP

Session-1d AVP

Proxy-1nfo AVP

Any ot her AVP that MJST be present in the response and
has no corresponding RADI US attri bute.

PwNE

- |If the CHAP-Auth AVP is present, the grouped AVPs are used to
create the RADIUS CHAP- Password attribute data.

- |If the User-Password AVP is present, the data should be
encrypted and forwarded by using RADIUS rules. The sane is
true for any other RADI US-encrypted attribute val ues.

- AVPs of the type Address nust be translated to the
correspondi ng RADIUS attri bute.

- |If the Accounting-Ilnput-Cctets, Accounting-Input-Packets,
Accounti ng- Qut put-Cctets, or Accounting-Qutput-Packets AVPs are
present, they nust be translated to the correspondi ng RADI US
attributes. |If the value of the Dianmeter AVPs do not fit
within a 32-bit RADIUS attribute, the RADI US Acct- I nput-

G gawords and Acct - Qut put - G gawords nust be used.

- |If the RADIUS |ink supports the Message-Authenticator attribute
[ RADI USExt], it SHOULD be generated and added to the request.

When the correspondi ng response is received by the Transl ati on Agent,

which is guaranteed in the RADI US protocol, the foll owi ng steps may
be taken:
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If the RADIUS code is set to Access-Challenge, a Dianeter AA-
Answer nessage is created with the Result-Code set to

DI AMETER_MULTI _ROUND_AUTH. |If the Session-Timeout AVP is
present in the RADI US nessage, its value is inserted into the
Mul ti - Round- Ti me- Qut AVP.

If a Proxy-State attribute is present, extract the encoded
i nformation; otherwi se, retrieve the original Proxy-Info AVP
group information fromthe local state table.

The response’s Origin-Host information is created fromthe FCQDN
of the RADI US nessage’s source | P address. The sanme FQDN i s
also stored to a Route-Record AVP.

The response’s Destination-Host AVP is copied fromthe saved
request’s Origin-Host information

The Session-Id informati on can be recovered fromlocal state,
or fromthe constructed State or Proxy-State attribute, as
above.

If a Proxy-Info AVP was present in the request, the same AVP
MJST be added to the response.

If the RADIUS State attributes are present, they nust be
present in the Di aneter response, nmnus those added by the
gat enay.

Any ot her AVPs that were saved at request time, and that MJST
be present in the response, are added to the nessage.

When translating a RADI US Access-Accept to Dianmeter AA-Answer that
contains a Session-Timeout attribute, do the foll ow ng:
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If the RADIUS nessage contains a Session-Tinmeout attribute and
a Term nation-Action attribute set to DEFAULT (or no

Term nation-Action attribute at all), translate it to AA- Answer
with a Session-Ti meout AVP and renove the Termi nation-Action
attribute.

If the RADIUS nessage contains a Session-Tinmeout attribute and
a Term nation-Action attribute set to AA-REQUEST, translate it
to AA-Answer with Authorization-Lifetime AVP and wi th Re-Auth-
Request - Type set to AUTHORI ZE_AUTHENTI CATE and renpve the
Sessi on-Ti meout attri bute.
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9.2.1. RADIUS Dynami c Authorization Considerations

A RADI US/ Di anet er gateway comuni cating with a RADI US client that

i mpl enents RADI US Dynami c Aut horization [ RADDynAuth] may transl ate
D amet er Re- Aut h- Request (RAR) nessages and Abort - Sessi on- Request
(ASR) nmessages [BASE] into RADI US CoA- Request and Di sconnect - Request
nessages respectively.

If the RADIUS client does not support the capability, the gateway
will receive an I CVWP Port Unreachabl e indication when it transmts
the RADI US nessage. Even if the NAS supports [RADDynAuth], it may
not support the Service-Type in the request nessage. In this case it
will respond with a NAK nessage and (optionally) an Error-Cause
attribute with value 405, "Unsupported Service". |f the gateway
encounters these error conditions, or if it does not support

[ RADDynAut h], it sends a Di aneter Answer nessage with an Result- Code
AVP of "Dl AMETER_COMVAND_ UNSUPPORTED' to the AAA server.

When encodi ng the RADI US nessages, the gateway MJUST include the
Di ameter Session-IDin the RADIUS State attribute value, as nentioned
above. The RADIUS client should return it in the response.

A Di aneter Re- Aut h- Request (RAR) message [BASE] received by the
gateway will be translated into a RADI US CoA- Request and sent to the
RADI US client. The RADIUS client should respond with a CoA- ACK or
CoA- NAK nessage, which the gateway should translate into a Re-Auth-
Answer (RAA) nessage.

If the gateway receives a RADI US CoA- NAK response containing a
Service-Type Attribute with value "Authorize Only" and an Error- Cause
Attribute with value "Request Initiated", this indicates an extended
exchange request per [RADDynAuth] section 3.2, note 6.

The response is translated to a D aneter Re-Auth-Answer (RAA) with a
Resul t - Code AVP of "DI AMETER LI M TED SUCCESS" sent to the AAA server.

Subsequently, the gateway should receive a RADI US Access- Request from
the NAS, with a Service-Type of "Authorize Only". This is translated
into a Di aneter AA-Request with an Aut h- Request-Type AVP of

AUTHORI ZE ONLY and sent to the AAA server. The AAA server will then
reply with a D ameter AA-Answer, which is translated into a RADI US
Access- Accept or Access-Reject, depending on the value of the
Resul t - Code AVP.

A Di aneter Abort-Session-Request (ASR) nessage [ BASE] received by the

gateway will be translated into a RADI US D sconnect - Request and sent
to the RADIUS client. The RADIUS client should respond with a
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Di sconnect - ACK or Di sconnect - NAK nessage, which the gateway shoul d
translate into an Abort- Sessi on- Answer (ASA) nessage.

If the gateway receives a RADI US Di sconnect - NAK response contai ning a
Servi ce-Type Attribute with value "Authorize Only" and an Error-Cause
Attribute with value "Request Initiated", the D sconnect-NAK response
is translated into a D anmeter Abort-Session-Answer (ASA) with a

Resul t - Code AVP of "DI AMETER LI M TED SUCCESS"' sent to the AAA server.

Subsequently, the gateway should receive a RADI US Access- Request from
the NAS, with a Service-Type of "Authorize Only". This is translated
into a Dianeter AA-Request with an Aut h- Request-Type AVP of

AUTHORI ZE_ONLY and sent to the AAA server. The AAA server will then
reply with a D ameter AA-Answer, which is translated into a RADI US
Access- Accept or Access-Reject, depending on the value of the
Resul t - Code AVP.

9.3. AVPs Used Only for Compatibility

The AVPs defined in this section SHOULD only be used for backwards
conpatibility when a Dianmeter/RADI US translation function is invoked
and are not typically originated by D ameter systens during normal
operations.

AVP Section | SHLD] MUST]| |
Attribute Name Code Defined Value Type | MUST| MAY | NOT| NOT| Encr |

----------------------------------------- R SR I
NAS- | denti fi er 32 9.3.1 UTF8String | M | P | | V | Y |
NAS- | P- Addr ess 4 9.3.2 CctetStringl M | P | | V | Y |
NAS- | Pv6- Address 95 9.3.3 CctetString| M | P | | V | Y |
State 24 9.3.4 CctetStringl M | P | | VvV | Y |
Term nation- 295 9.3.5 Enunmerated | M | P | | V | Y |

Cause | | | | | |
Oi gi n- AAA- 408 9.3.6 Enunmerated | M | P | | V | Y |

Pr ot ocol | | | | | |
----------------------------------------- I R ek e Iy |

9.3.1. NAS-Identifier AVP

The NAS-Identifier AVP (AVP Code 32) [RADIUS] is of type UTF8String
and contains the identity of the NAS providing service to the user.
This AVP SHOULD only be added by a RADI US/ Di aneter Translati on Agent.
VWhen this AVP is present, the Oigin-Host AVP identifies the NAS
providing service to the user.
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In RADIUS it woul d be possible for a rogue NAS to forge the NAS-
Identifier attribute. Dianeter/RAD US translation agents SHOULD
attempt to check a received NAS-ldentifier attribute against the
source address of the RADI US packet, by doing an A/ AAAA RR query. If
the NAS-Identifier attribute contains an FQDN, then such a query
woul d resolve to an | P address matching the source address. However,
the NAS-Identifier attribute is not required to contain an FQDN, so
such a query could fail. |If it fails, an error should be | ogged, but
no action should be taken, other than a reverse | ookup on the source
address and insert the resulting FQDN into the Route-Record AVP.

D amet er agents and servers SHOULD check whether a NAS-Identifier AVP
corresponds to an entry in the Route-Record AVP. |f no match is
found, then an error is logged, but no other action is taken

9.3.2. NAS-|P-Address AVP

The NAS-| P- Address AVP (AVP Code 4) [RADIUS] is of type COctetString
and contains the | P Address of the NAS providing service to the user
This AVP SHOULD only be added by a RADI US/ Di aneter Translati on Agent.
When this AVP is present, the Oigin-Host AVP identifies the NAS
providing service to the user

In RADIUS it woul d be possible for a rogue NAS to forge the NAS-IP-
Address attribute value. Dianeter/RAD US translation agents MJST
check a received NAS-1P-Address or NAS-1Pv6- Address attribute agai nst
the source address of the RADI US packet. |If they do not match and
the Diameter/RADI US transl ati on agent does not know whet her the
packet was sent by a RADI US proxy or NAS (e.g., no Proxy-State
attribute), then by default it is assuned that the source address
corresponds to a RADI US proxy, and that the NAS Address is behind
that proxy, potentially with sone additional RAD US proxies in
between. The Diameter/RADI US transl ation agent MJST insert entries
in the Route-Record AVP corresponding to the apparent route. This
implies doing a reverse | ookup on the source address and NAS-1P-
Address or NAS-|Pv6-Address attributes to determ ne the correspondi ng

FQDNS.

If the source address and the NAS-1P-Address or NAS-I|Pv6- Address do
not match, and the Diameter/RADI US transl ati on agent knows that it is
talking directly to the NAS (e.g., there are no RADH US proxies
between it and the NAS), then the error should be | ogged, and the
packet MUST be di scarded.

Di amet er agents and servers MJUST check whet her the NAS-IP-Address AVP
corresponds to an entry in the Route-Record AVP. This is done by
doi ng a reverse | ookup (PTR RR) for the NAS-1P-Address to retrieve
the correspondi ng FQDN, and by checking for a match with the Route-
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Record AVP. If no match is found, then an error is |ogged, but no
ot her action is taken.

9.3.3. NAS-|Pv6- Address AVP

The NAS-| Pv6- Address AVP (AVP Code 95) [RADI USI Pv6] is of type
Cctet String and contains the | Pv6 Address of the NAS providing
service to the user. This AVP SHOULD only be added by a

RADI US/ Di anet er Transl ation Agent. Wen this AVP is present, the
Oigin-Host AVP identifies the NAS providing service to the user.

In RADIUS it woul d be possible for a rogue NAS to forge the NAS-

| Pv6- Address attribute. Dianmeter/RADI US translation agents MJST
check a received NAS-|1Pv6- Address attribute agai nst the source
address of the RADIUS packet. |If they do not nmatch and the

Di amet er/ RADI US transl ati on agent does not know whet her the packet
was sent by a RADIUS proxy or NAS (e.g., no Proxy-State attribute),
then by default it is assuned that the source address corresponds to
a RADI US proxy, and that the NAS-1Pv6-Address is behind that proxy,
potentially with some additi onal RADIUS proxies in between. The

Di amet er/ RADI US transl ati on agent MJST insert entries in the Route-
Record AVP corresponding to the apparent route. This inplies doing a
reverse | ookup on the source address and NAS-1Pv6- Address attri butes
to determ ne the correspondi ng FQDNs.

If the source address and the NAS-1Pv6- Address do not match, and the
Di aneter/ RADI US transl ati on agent knows that it is talking directly
to the NAS (e.g., there are no RADI US proxies between it and the
NAS), then the error should be | ogged, and the packet MJST be

di scar ded.

Di aneter agents and servers MJST check whether the NAS-I|Pv6- Address
AVP corresponds to an entry in the Route-Record AVP. This is done by
doi ng a reverse |l ookup (PTR RR) for the NAS-1Pv6-Address to retrieve
the correspondi ng FQDN, and by checking for a match with the Record-
Route AVP. [|f no match is found, then an error is |ogged, but no
other action is taken.

9.3.4. State AVP

The State AVP (AVP Code 24) [RADIUS] is of type CctetString and has
two uses in the Dianeter NAS application.

The State AVP MAY be sent by a Dianmeter Server to a NAS in an AA-
Response command that contains a Result-Code of

DI AVETER MULTI ROUND AUTH. |If so, the NAS MJUST return it unnodified
in the subsequent AA-Request conmand.
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The State AVP MAY al so be sent by a Dianeter Server to a NAS in an
AA- Response command that al so includes a Term nation-Action AVP with
the val ue of AA-REQUEST. |If the NAS perfornms the Term nation-Action
by sendi ng a new AA- Request command upon term nation of the current
service, it MJST return the State AVP unnodified in the new request
command.

In either usage, the NAS MJUST NOT interpret the AVP locally. Usage
of the State AVP is inplenentation dependent.

9.3.5. Term nation-Cause AVP Code Val ues

This section defines a nmapping between Term nation-Cause AVP code

val ues and RADI US Acct-Term nat e-Cause attri bute code values from RFC
2866 [ RADI USAcct] and [ RADI USTypes], thereby allowi ng a

RADI US/ Di aneter Transl ati on Agent to convert between the attribute
and AVP values. This section thus extends the definitions in the
"Term nati on- Cause AVP" section of the Base D aneter specification.

Cal houn, et al. St andards Track [ Page 66]



RFC 4005 Di amet er Network Access Server Application August 2005

The table in this section defines the nappi ng between Terni nati on-
Cause AVP and RADI US Acct - Ter m nat e- Cause causes.

Tt +
| Val ue |
SR SR +

Cause Val ue Nane | RADIUS | Dianeter |

------------------------------ R R

User Request | 1 | 11 |

Lost Carrier | 2 | 12 |

Lost Service | 3 | 13 |

I dl e Ti meout | 4 | 14 |

Sessi on Ti neout | 5 | 15 |

Admi n Reset | 6 | 16 |

Admi n Reboot | 7 | 17 |

Port Error | 8 | 18 |

NAS Error | 9 | 19 |

NAS Request | 10 | 20 |

NAS Reboot | 11 | 21 |

Port Unneeded | 12 | 22 |

Port Preenpted | 13 | 23 |

Port Suspended | 14 | 24 |

Servi ce Unavail abl e | 15 | 25 |

Cal | back | 16 | 26 |

User Error | 17 | 27 |

Host Request | 18 | 28 |

Suppl i cant Restart | 19 | 29 | [ RAD802. 1X]

Reaut henti cation Failure | 20 | 30 | [ RAD802. 1X]

Port Reinit | 21 | 31 | [ RAD802. 1X]

Port Di sabl ed | 22 | 32 | [RAD802. 1X]

------------------------------ R e

From RFC 2866, the termination causes are as foll ows:

User Request User requested term nation of service, for

exanple with LCP Term nate or by |oggi ng out.
Lost Carrier DCD was dropped on the port.
Lost Service Service can no | onger be provided; for

exanpl e, user’s connection to a host was
i nterrupted.

I dl e Tinmeout Idle timer expired.
Sessi on Ti neout Maxi mum session | ength timer expired.
Adm n Reset Adm ni strator reset the port or session.
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Admi n Reboot Admi ni strator is ending service on the NAS
for exanple, prior to rebooting the NAS

Port Error NAS detected an error on the port that
requi red endi ng the session

NAS Error NAS detected an error (other than on the
port) that required ending the session

NAS Request NAS ended the session for a non-error reason not
otherw se |isted here.

NAS Reboot NAS ended t he session to reboot
non-admi ni stratively ("crash").

Port Unneeded NAS ended the session because resource usage
fell belowa | owwater mark (for exanple, if
a bandwi dt h- on-demand al gorit hm deci ded t hat
the port was no | onger needed).

Port Preenpted NAS ended the session to allocate the
port to a higher priority use.

Port Suspended NAS ended the session to suspend a virtua
sessi on.

Servi ce Unavail able NAS was unable to provide requested service.

Cal | back NAS is term nating the current session
to performcallback for a new session.

User Error Input fromuser is in error, causing
session term nation.

Host Request Login Host term nated session nornally.

9.3.6. Oigin-AAA-Protoco
The Oi gi n- AAA-Protocol AVP (AVP Code 408) is of the type Enunerated
and should be inserted in a D ameter nessage translated by a gateway
system from anot her AAA protocol, such as RADIUS. It identifies the
source protocol of the nessage to the D ameter systemreceiving the
nessage.
The supported val ues are:

1 RADI US
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9.4. Prohibited RADIUS Attributes

The following RADIUS attributes MJUST NOT appear
they are translated to other
manner .
attributes are discussed in sections 9.1, 9.2,

nmessage. | nstead,
handl ed i n sone speci al

Attribute Description

3 CHAP- Passwor d
26 Vendor - Speci fic
29 Term nation-Action
40 Acct- St at us-Type
42 Acct-Input-Cctets
43 Acct-CQutput-Cctets
47 Acct - I nput - Packet s
48 Acct - Qut put - Packet s
49 Acct - Ter m nat e- Cause
52 Acct- I nput-G gawords
53 Acct - Qut put - G gawor ds
80 Message- Aut henti cat or

Net wor k Access Server Application

August 2005

in a Diameter
Di aneter AVPs or

The rules for the treatnent of the

Def i ned

RFC
RFC
RFC
RFC

9.5. Transl atabl e D aneter AVPs

I n general,
val ues greater than 255.

and 9. 6.
Near est Di aneter AVP

CHAP- Aut h Group

Vendor Specific AVP

Aut hori zati on-Lifetine
Account i ng- Recor d- Type
Accounting- | nput-Cctets
Account i ng- Qut put-Cctets
Account i ng- | nput - Packet s
Account i ng- Qut put - Packet s
Term nati on- Cause
Accounting-1nput-Cctets
Accounting- Qut put-Cctets
none - check and discard

Di ameter AVPs that are not RADI US conpatibl e have code
The table in the section above shows the

AVPs that can be converted into RADIUS attri butes.

Anot her

limted to (8)Reply-Mssage,

probl em may occur with D aneter AVP val ues that may be nore
than 253 octets in | ength.

Sone RADI US attributes (including but not

(79) EAP- Message,

and (77) Connect -1 nfo)

al | ow concatenation of multiple instances to overcone this

limtation.

If this is not possible,

a Resul t - Code of

DI AVETER | NVALI D_AVP_LENGTH shoul d be returned.

9.6. RADIUS Vendor Specific Attributes

RADI US supports the inclusion of Vendor Specific Attributes (VSAs)
The recomended format [RADI US| of
the attribute data field includes a 4 octet vendor code followed by a

through the use of attribute 26.

one octet vendor type field and a one octet
two fields MAY be repeated.

length field. The |ast

A system conmuni cati ng between Di aneter and RADI US MAY have specific
and MAY be able to translate between the

know edge of vendor formats,

two formats. However,

formats that do not follow the exanple fornat

(e.g.,
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gi ven the depl oynment of many RADI US vendor

in RFC 2865 [ RADI US],

those that use a | onger vendor type code) the translations in
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the next two sections will not work in general for those VSAs. RFC
2865 states that a robust inplenmentation SHOULD support the field as
undi sti ngui shed octets.

Systens that don’t have vendor format know edge MAY di scard such
attributes without knowing a suitable translation. An alternative
format is under consideration [VSA], which proposes encodi ngs that
woul d preserve the native information and not require vendor

know edge in the gateway system

The foll owi ng sections are an exanple for translating RAD US VSAs
that use the exanple RADIUS format, and D aneter VSAs that have type
codes |l ess than 255, and value field lengths |ess than 252.

9.6.1. Forwarding a Diameter Vendor Specific AVP as a RADI US VSA

For Type codes | ess than 255, the value field |l ength MIJST be |ess
than 252 or the AVP will be discarded. The RADIUS VSA attribute
shoul d consi st of the follow ng fields;

RADI US Type = 26, Vendor Specific Attribute

RADI US Length = total length of attribute (header + data)

RADI US Vendor code = Di ameter Vendor code

RADI US Vendor type code = | ow order byte of Di aneter AVP code
RADI US Vendor data length = length of Dianeter data

If the Diameter AVP code is greater than 255, then the RADI US

speaki ng code may use a Vendor specific field coding, if it knows one
for that vendor. Qherwise, the AVP will be ignored. |If it is

fl agged as Mandatory, a "DI AVMETER AVP_UNSUPPORTED' Result-Code wil|
be returned, and the RADI US nessage will not be sent.

9.6.2. Forwarding a RADIUS VSA as a Di ameter Vendor Specific AVP
The Diameter AVP will consist of the follow ng fields:

D ameter Flags: V=1, M0, P=0

D amet er Vendor code = RADI US VSA Vendor code

Di amet er AVP code = RADI US VSA Vendor type code

Di ameter AVP length = length of AVP (header + data)
D ameter Data = RADI US VSA vendor data

Note that the VSAs are considered optional by RADIUS rules, and this
specification does not set the Mandatory flag. |f an inplenentor
desires a VSA be nmade mandatory because it represents a required
service policy, the RAD US gateway should have a process to set the
bit on the D aneter side.
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10.

10.

If the RADIUS receiving code knows of vendor specific field
interpretations for the specific vendor, it nay enploy themto parse
an extended AVP code or data length. O herw se the recomended
standard fields will be used.

Nested Multiple vendor data fields MJUST be expanded into nultiple
Di aneter AVPs.

AVP Cccurrence Tabl es

The followi ng tables present the AVPs used by NAS applications in NAS
nmessages and specify in which D aneter nessages they MAY or MAY NOT
be present. [BASE] nessages and AVPs are not described in this
docunent. Note that AVPs that can only be present within a G ouped
AVP are not represented in this table.

The tabl e uses the followi ng synbol s:

0 The AVP MUST NOT be present in the nessage.

0+ Zero or nore instances of the AVP MAY be present in the
nessage.

0-1 Zero or one instance of the AVP MAY be present in the
nessage.

1 One instance of the AVP MUST be present in the nessage.

1. AA-Request/Answer AVP Tabl e

The table in this sectionis |limted to the Command Codes defined in
this specification.

Fom oo +

| Comand |

[ ----- +---- - +
Attribute Name | AAR | AAA |
------------------------------ [-----4-----+
Acct-Interimlnterval | O | 0-1 |
ARAP- Chal | enge- Response | O | 0-1 |
ARAP- Feat ur es | O | 0-1 |
ARAP- Passwor d | 0-1] O |
ARAP- Security | 0-1 ] 0O-1 |
ARAP- Security-Data | O+ | O+ |
ARAP- Zone- Access | O | 0-1 |
Aut h- Application-1d | 1 | 1 |
Aut h- Grace- Peri od | 0-1 ] 0O-1 |
Aut h- Request - Type | 1 | 1 |
Aut h- Sessi on- St at e | 0-1 ] 0O-1 |
Aut hori zation-Lifetime | 0-1 ] 0O-1 |
------------------------------ [-----4-----+
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Attribute Name | AAR | AAA |

Cal | back-1d

Cal | back- Nunber

Cal l ed-Station-1d
Call'ing-Station-1d
CHAP- Aut h

CHAP- Chal | enge

Cl ass

Confi gurati on- Token
Connect-Info

Desti nati on- Host
Destinati on- Real m

1 1
Y
+ +

T ¥
o

Error- Message -1
Error - Reporti ng- Host -1
Fai | ed- AVP + +
Filter-Id +

|

|

|

|

|

|

|

|

|

|

|

|

|

|

Fr amed- Appl et al k- Li nk |
Fr amed- Appl et al k- Net wor k |
Fr amed- Appl et al k- Zone |
Fr amed- Conpr essi on |
Framed- I nterface-I1d |
Framed- | P- Addr ess |
|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

+
1 + 1
[

Fr aned- | P- Net mask
Framed- | Pv6- Prefi x
Fr anmed- | Pv6- Pool

Fr aned- | Pv6- Rout e
Fr aned- | PX- Net wor k
Fr anmed- MTuU

Fr aned- Pool

Fr amed- Pr ot ocol

Fr aned- Rout e

Fr amed- Rout i ng

| dl e- Ti meout

Logi n- | P- Host

Logi n-1 Pv6- Host
Logi n- LAT- G- oup
Logi n- LAT- Node

Logi n- LAT- Port

Logi n- LAT- Servi ce
Logi n- Servi ce

Logi n- TCP- Por t

Mul ti - Round- Ti me- Qut

+
+

+
=

[
=

1
H
+ 1
e

1 1
N

+ ¥

CO0000000000O000000000000000000O0FRO000000000O
e
1
PRRPRRRRER

oooooooooooooooooooogogoooooooooooooooooo
e
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10.

Attri bute Nane

NAS-Filter-Rul e

NAS- | denti fier

NAS- | P- Addr ess

NAS- | Pv6- Addr ess
NAS- Por t

NAS- Port-1d

NAS- Port - Type

Ori gi n- AAA- Pr ot ocol
Ori gi n- Host
Oigin-Real m
Oigin-State-1d
Originating-Line-Info
Passwor d- Retry
Port-Limt

Pr onpt

Proxy-1Info
QS-Filter-Rule

Re- Aut h- Request - Type
Redi r ect - Host

Redi r ect - Host - Usage
Redi r ect - Max- Cache- Ti ne
Repl y- Message

Resul t - Code

Rout e- Record

Servi ce-Type
Session-1d

Sessi on- Ti neout

State
Tunnel i ng
User - Nane

User - Passwor d

2. Accounting AVP Tabl es

1
RPRRRRRRE

=

1 1
[
1

+

=+

+

+
+

]
=
=

+
=

OOOOOI—‘OOOOOOOOO?OOOOOI—\I—‘OOOOOOOO
OOOOOI—‘OOHOOOOOO?OOOOOI—\I—‘OOOOOOOO

N

PRR R

=

o

August 2005

The tables in this section are used to show which AVPs defined in
this docunent are to be present and used in NAS application

Accounting nessages. These AVPs are defined in this docurment, as
wel | as in [BASE] and [ RADI USAcct].
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10.2.1. Accounting Franed Access AVP Tabl e
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The table in this section is used when the Service-Type specifies
Franmed Access.

Attribute Nane

Account i
Account i
Account i
Account i
Account i
Account i
Account i
Account i
Account i

ng- Aut h- Met hod

ng- I nput-Cctets

ng- | nput - Packet s

ng- Qut put-Cctets

ng- Qut put - Packet s
ng- Recor d- Nurmber

ng- Recor d- Type

ng- Real ti me- Requi red
ng- Sub- Sessi on-1d

Acct - Application-1d
Acct - Session-1d
Acct-Mil ti-Session-1d
Acct - Aut henti ¢

Acct - Del

ay-Ti ne

Acct-Interimlinterva
Acct - Li nk- Count

Acct - Sessi on-Ti ne

Acct - Tunnel - Connecti on
Acct - Tunnel - Packet s- Lost
Aut hori zation-Lifetine
Cal | back-1d

Cal | back- Nunmber

Cal led-Station-1d
Calling-Station-1d

d ass

Connection-Info
Desti nati on- Host
Desti nati on- Real m

Event-T

mest anp

Error- Message
Err or - Reporti ng- Host
Fai | ed- AVP

Cal houn, et al

St andards Track

Command
_____ [ I,
ACR | ACA
..... I
0-11] 0
1 | O
1 | O
1 | O
1 | O
0-1] 0-1
1 | 1
0-1] 0-1
0-1] 0-1
0-1] 0-1
1 | 0-1
0-1] 0-1
1 | O
0-11] 0
0-1] 0-1
0-1] 0
1 | O
0-1] 0
0-11] 0
0-11] 0
0-1] 0
0-1] 0
0-1] 0
0-1] 0
0+ | 0+
o+ | O
0-1] 0
1 | O
0-1] 0-1
0 | 0-1
0 | 0-1
0 | O+
_____ [ I,
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Attribute Name | ACR | ACA |

Fr amed- Appl eTal k- Li nk |
Fr amed- Appl eTal k- Net wor k |
Fr amed- Appl eTal k- Zone |
Fr amed- Conpr essi on |
Fr amed- | P- Addr ess |
Fr amed- | P- Net mask |
Franmed- | Pv6- Prefi x |
Fr amed- | Pv6- Pool |
Fr amed- | PX- Net wor k |
Framed- MTU |
Fr amed- Pool |
Fr amed- Pr ot ocol |
Framed- Rout e |
Fr amed- Rout i ng |
NAS-Filter-Rul e |
NAS- | denti fi er |
NAS- | P- Addr ess |
NAS- | Pv6- Addr ess |
NAS- Por t |
NAS- Port-1d |
NAS- Por t - Type |
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

I+I 1
RPRRPRRRR

1
RPRRRRRRE

+

1
PRRRRRERE

1
PRRRRRERE

Ori gi n- AAA- Pr ot ocol

Ori gi n- Host

Oigin-Real m
Oigin-State-1d
Originating-Line-Info
Proxy-1Info
QS-Filter-Rule

Rout e- Record
Resul t - Code

Servi ce- Type

Session-1d

Ter m nati on- Cause
Tunnel - Assi gnnent-1d
Tunnel - C i ent - Endpoi nt
Tunnel - Medi um Type
Tunnel - Privat e-G oup-1d
Tunnel - Ser ver - Endpoi nt
Tunnel - Type

User - Nane

Vendor - Speci fi c-Application-Id

+ + 7
e

] [ ] +
=
[
=

CO0000000OrRO0OO00000O0ORFPRO0O00000000000000000000
RPRRPRRRRPRRRR

OOOOOOOOOI—‘OHOOOOOHHOIOOOOOOOOOOOOOOOOOOOOO
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10.2.2. Accounting Non-Franmed Access AVP Tabl e

The table in this section is used when the Service-Type specifies
Non- Franmed Access.

Attribute Nanme | ACR | ACA |

Account i ng- Aut h- Met hod |
Accounting-1nput-Cctets |
Accounting-Qut put-Cctets |
Account i ng- Recor d- Type |
Account i ng- Recor d- Nurrber |
Account i ng- Real ti me- Requi r ed |
Account i ng- Sub- Sessi on-1d |
Acct - Application-1d |
Acct - Session-1d |
Acct-Milti-Session-1d |
Acct - Aut henti ¢ |
Acct - Del ay- Ti ne |
Acct-Interimlinterval |
Acct - Li nk- Count |
Acct - Sessi on-Ti ne |
Aut hori zation-Lifetine |
Cal | back-1d |
Cal | back- Nurmber |
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

1 1 1
N e
1 1 1

1
PRRRRR

[
=

1 1
N
1
H

Called-Station-1d
Calling-Station-1d
C ass
Connection-Info
Desti nati on- Host
Desti nati on- Real m
Event - Ti nest anp
Error- Message
Error- Reporti ng- Host
Fai | ed- AVP

Logi n- | P- Host

Logi n-1 Pv6- Host
Logi n- LAT- Servi ce
Logi n- LAT- Node

Logi n- LAT- Gr oup
Logi n- LAT- Por t

Logi n- Servi ce

Logi n- TCP- Port

' T+ + '
[ RPRRPRRR
+I 1 1 +
N

¥ ¥

1
RPRRPRRRR
lofeolefoNoNolololoRolololoNoNolofoloNoNoNololoNoNololoNoRoNololo i SNoNo el

OOOOOOOOOOOOHOOOO(IDOOOHOOOI—‘OI—‘OOOOI—‘I—‘HO
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Attribute Name | ACR | ACA |

NAS- | denti fier | O
NAS- | P- Addr ess | O
NAS- | Pv6- Addr ess | O
NAS- Por t | O
NAS- Port-1d | O
NAS- Port - Type | O
Ori gi n- AAA- Pr ot ocol | O
Ori gi n- Host | 1
Oigin-Realm | 1
Oigin-State-1d | O
Originating-Line-Info | O-
| O
| O
| O
| O
| 1
| O
| O
| O
| O

+

Proxy-1nfo

QS-Filter-Rule

Rout e- Record

Resul t - Code

Session-1d

Servi ce- Type

Term nati on- Cause

User - Nane

Vendor - Speci fic-Application-Id

=+
=+

N

N

11. | ANA Consi der ati ons

Thi s section provides guidance to the Internet Assigned Nunbers
Authority (1 ANA) regarding registration of values related to the
Di aneter protocol, in accordance with BCP 26 [| ANAConsi d].

Thi s docunent defines values in the nanmespaces that have been created
and defined in the Dianeter Base [BASE]. The | ANA Consi derations
section of that document details the assignnent criteria. Values
assigned in this docunment, or by future | ANA action, nust be
coordinated within this shared namespace.

11.1. Conmand Codes
Thi s specification assigns the value 265 fromthe Command Code

nanespace defined in [BASE]. See sections 3.1 and 3.2 for the
assi gnment of the nanespace in this specification
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11.

11.

11.

11.

11.

12.

2. AVP Codes

Thi s specification assigns the values 363 - 366 and 400 - 408 from
the AVP Code namespace defined in [ BASE]. See sections 4 and 5 for
the assignment of the nanespace in this specification. Note that the
val ues 363 - 366 are jointly, but consistently, assigned in

[DiamM P]. This docunent al so creates one new nanespace to be
managed by | ANA, as described in section 11.5.

Thi s specification also specifies the use of AVPs in the 0 - 255
range, which are defined in [ RADI USTypes]. These values are assigned
by the policy in RFC 2865 section 6 [ RADIUS] and are anended by RFC
3575 [ RADI USI ANA] .

3. Application ldentifier

Thi s specification uses the value one (1) in the Application
Identifier nanespace as assigned in [BASE]. See section 1.2 above
for nore information.

4. CHAP- Al gorithm AVP Val ues

As defined in section 5.5, the CHAP-Al gorithm AVP (AVP Code 403) uses
the val ues of the "PPP AUTHENTI CATI ON ALGORI THVS" nanespace defined
in [ PPPCHAP] .

5.  Accounti ng- Aut h- Met hod AVP Val ues

As defined in section 8.6, the Accounting-Auth-Met hod AVP (AVP Code
406) defines the values 1 - 5. Al remaining values are avail abl e
for assignment via | ETF Consensus [ ANA].

6. Origin-AAA-Protocol AVP Val ues

As defined in section 9.3.6, the Oigin-AAA-Protocol AVP (AVP Code
408) defines the value 1. Al renaining values are available for
assignment with a "Specification Required" policy [IANAConsid].

Security Consi derations

Thi s docunent describes the extension of D ameter for the NAS
application. The security considerations of the D ameter protoco
itself have been discussed in [BASE]. Use of this application of
Di ameter MJUST take into consideration the security issues and
requi rements of the Base protocol
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13.

13.

Thi s docunent does not contain a security protocol but does discuss
how PPP aut henticati on protocols can be carried within the Di aneter
protocol. The PPP authentication protocols described are PAP and
CHAP.

The use of PAP SHOULD be di scouraged, as it exposes users’ passwords
to possibly non-trusted entities. However, PAP is also frequently
used for use with One-Tinme Passwords, which do not expose a security
risk.

Thi s docunent al so descri bes how CHAP can be carried within the

Di ameter protocol, which is required for RADI US backward
conpatibility. The CHAP protocol, as used in a RADI US environnent,
facilitates authentication replay attacks.

The use of the EAP authentication protocols described in [D anEAP]
can offer better security, given a nmethod suitable for the
ci rcunst ances.
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