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Abst r act

The Point-to-Point Protocol (PPP) defines a Link Control Protoco
(LCP) and a nethod for negotiating the use of nulti-protocol traffic
over point-to-point links. The PPP Vendor Extensions document adds
vendor - speci fi ¢ general -purpose Configuration Option and Code
nunbers. This docunment extends these features to cover vendor-

speci fic Network, Authentication, and Control Protocols.

1. Introduction

PPP's [1] Vendor Extensions [3] defines a general-purpose mechani sm
for the negotiation of various vendor-proprietary options and
extensions to the kinds of control nessages that may be sent via the
Code fi el d.

Sone i nmpl ementors may want to define proprietary network and contro
protocols in addition to the already-described features. Wile it
woul d be possible for such an inplenmentor to use the existing LCP
Vendor - Specific Option to enable the use of the proprietary protocol
this staged negotiation (enable via LCP, then negotiate via some

| ocal | y-assi gned protocol nunber) suffers fromat |east three

pr obl ens:
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First, because it would be in LCP, the negotiation of the use of the
protocol would begin before identification and authentication of the
peer had been done. This conplicates the security analysis of the
feature and constrains the way in which the protocol night be

depl oyed.

Second, where conpul sory tunneling is in use, the system performng

the initial LCP negotiation may be unrelated to the systemthat uses
the proprietary protocol. 1In such a scenario, enabling the protoco

at LCP tinme would require either LCP renegotiation or support of the
proprietary protocol in the initial negotiator, both of which raise

depl oynment probl ens.

Third, the fact that any protocol negotiated via such a nechani sm
woul d necessarily use a protocol nunber that is not assigned by | ANA
conplicates matters for diagnostic tools used to nonitor the
datastream Having a fixed nunber allows these tools to display such
protocols in a reasonable, albeit limted, format.

A cleaner solution is thus to define a set of vendor-specific
protocols, one in each of the four protocol number ranges defined by
[1]. This specification reserves the follow ng val ues:

Val ue (in hex) Protocol Nane

005b Vendor - Speci fic Network Protocol (VSNP)

405b Vendor - Speci fic Protocol (VSP)

805hb Vendor - Speci fic Network Control Protocol (VSNCP)
c05b Vendor - Speci fic Authentication Protocol (VSAP)

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in BCP 14, RFC 2119 [2].

2. PPP Vendor - Specific Network Control Protocol (VSNCP)

The Vendor - Specific Network Control Protocol (VSNCP) is responsible
for negotiating the use of the Vendor-Specific Network Protoco
(VSNP). VSNCP uses the sanme packet exchange and opti on negotiation
mechanismas LCP, but with a different set of options.

VSNCP packets MJST NOT be exchanged until PPP has reached the

Net wor k- Layer Protocol phase. Any VSNCP packets received when not in
that phase MJUST be silently ignored. |f a VSNCP packet with an

unr ecogni zed OUl is received, an LCP Protocol -Rej ect SHOULD be sent
in response.
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The network | ayer data, carried in VSNP packets, MJST NOT be sent
unless VSNCP is in Opened state. |If a VSNP packet is received when
VSNCP is not in Opened state and LCP is Opened, the inplenmentation
MAY respond using LCP Protocol - Rej ect.

2.1. VSNCP Packet For mat

Exactly one VSNCP packet is carried in the PPP Information field,
with the PPP Protocol field set to hex 805b (VSNCP). A sunmary of
the VSNCP packet format is shown below The fields are transnmitted
fromleft to right.

0 1 2 3
01234567890123456789012345678901
A S S S e i S R T S S i SR S

| Code | Identifier | Length
B s i S i I i S S S i i
| QU | Data ..

B e s T e S e e i i i ST S TR SR e S S S

Code
Only LCP Code values 1 through 7 (Configure-Request, Configure-
Ack, Configure-Nak, Configure-Reject, Term nate-Request,
Term nat e- Ack, and Code-Reject) are used. All other codes SHOULD
result in a VSNCP Code- Rej ect reply.

Identifier and Length
These are as docunented for LCP

oul
This three-octet field contains the vendor’s Organizationally
Uni que Identifier. The bits within the octet are in canonica
order, and the nost significant octet is transmtted first. See
Section 5 below for nmore information on OUl val ues.

Dat a

This field contains data in the sane format as for the
correspondi ng LCP Code nunbers.
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2.2. VSNP Packet For mat

When VSNCP is in Qpened state, VSNP packets may be sent by setting
the PPP Protocol field to hex 005b (VSNP) and pl acing the vendor -
specific data in the PPP Information field. No restrictions are
pl aced on this data

3. PPP Vendor-Specific Protocol (VSP)

The Vendor - Specific Protocol (VSP) is intended for use in situations
where the inplenmentation of a conplete Network Layer Protocol is
unnecessary, or where per-link signaling is required (see Section 7
bel ow) .

VSP packets MJUST NOT be sent until PPP has reached either Network-
Layer Protocol or Authentication phase. VSP packets received before
those phases MUST be silently ignored. Once the proper phase has
been reached, a VSP packet containing an unrecogni zed QU val ue
SHOULD be returned using LCP Protocol - Rej ect.

Exactly one VSP packet is carried in the PPP Information field, with
the PPP Protocol field set to 405b (VSP). A sunmary of the VSP
packet format is shown below. The fields are transmitted fromleft
to right.

0 1 2 3
01234567890123456789012345678901
B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S
| Magi c- Nunber |
B T s i I S e i S i i S S e S

| Qul | Reserved
s S S i I S R R e h T Tk e S S S o T S
| Data ...

+- - -+

Magi c- Nunber

The four-octet Magic-Nunber field is used to detect |ooped-back
links. [If the Mgic-Nunber Option was not negotiated by LCP, then
this field MUST be set to 0. Inplenentation of the LCP Magi c-
Nunber Option i s RECOMMENDED

This three-octet field contains the vendor’s Organizationally
Uni que Identifier. The bits within the octet are in canonica
order, and the nost significant octet is transmtted first. See
Section 5 below for nmore information on QU val ues.
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Reser ved

Reserved for future definition. Miust be zero on transnmt and
i gnored on reception.

Dat a
Vendor - speci fic data.
4. PPP Vendor-Specific Authentication Protocol (VSAP)

The Vendor - Specific Authentication Protocol (VSAP) is used in two
ways. First, it is used with the LCP Authentication Option in order
to negotiate the use of a vendor-specific authentication protocol to
be used during the PPP Authentication phase. Second, it is used in
the PPP Protocol field to carry those proprietary authentication
nmessages during the PPP Aut hentication phase.

4.1. VSAP Aut hentication Option Fornmat

This option is used in LCP Configure-Request, -Ack, -Nak, and -Reject
messages.

0 1 2 3
01234567890123456789012345678901
s S S i I S R R e h T Tk e S S S o T S

| Type | Length | Aut hent i cati on- Pr ot ocol
B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S

| aul | Data ..
i T i wie I S s SN

Type
3
Length
>=7
Aut hent i cati on- Pr ot ocol

The hex val ue c05b, in Network Byte O der
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Qul

This three-octet field contains the vendor’s Organizationally
Uni que Identifier. The bits within the octet are in canonica
order, and the nost significant octet is transmtted first. See
Section 5 below for nmore information on QU val ues.

Dat a

This optional field contains options or other information specific
to the operation of the vendor-specific authentication protocol

4.2. VSAP Authentication Data Fornat
0 1 2 3

01234567890123456789012345678901
I S T i S S S T S S S S D i S S S i

| Code | ldentifier | Lengt h
s S S o T i i S S i (i
| Data ...

R

The ldentifier and Length fields are as for LCP. The Code and Data
fields and the processing of the nessages are defined by the vendor-
speci fic protocol

However, it is RECOMMVENDED t hat vendor-specific protocols use Code 3
for "Success" and Code 4 for "Failure," as with [4] and [5], in order
to sinplify the design of network nonitoring equipnent.

5. Organizationally Unique ldentifiers

The three-octet Organizationally Unique Identifier (QU) used in the
nmessages described in this docunent identifies an organization
("vendor") that defines the neaning of the nessage. This QU is
based on | EEE 802 vendor assignnents.

Vendors that desire to use their |IEEE 802 OUI for a PPP Vendor
Protocol SHOULD al so register the assigned QU with | ANA for the
benefit of the comunity.

A vendor that does not otherw se need an | EEE-assi gned QU can
request a PPP-specific QU fromthe ANA. This QU shall be assigned
fromthe CFO000 series. This procedure is defined for vendors that
are not able to use | EEE assignnents, such as software-only vendors.
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6.

Mul tipl e Vendor-Specific Protocols

Vendors are encouraged to define their protocols to allow for future
expansi on, where necessary. For exanple, it may be appropriate for a
VSNP to include a | ocally-defined selector field to distinguish anong
nultiple proprietary protocols carried via this nechanism and
appropriate Configuration Qptions in VSNCP to enabl e and di sabl e
these sub-protocols. Because the requirenents of such a selector are
known only to the vendor defining such protocols, they are not
described further in this docunent.

An i npl enentati on MAY al so support nore than one vendor-specific
protocol, distinguished by QU. |In this case, the inplenmentation
MJST al so treat LCP Protocol -Reject specially by exam ning the QU
field in the rejected message and di sabling only the protocol to
which it refers, rather than all use of the vendor-specific protoco
nunber. Note that such an inplementation is conpatible with a sinple
i npl enentation that supports only one QU : that inplenmentation wll
respond with LCP Protocol -Reject for unrecogni zed QUls and ot herwi se
| eave the negotiation state unnodified.

An QUI - di stingui shed nechanismis expected to be used only in the
case of cooperating vendors. Vendors are encouraged to use just a
single QU for all protocols defined by that vendor, if possible.

Mul tilink, Conpression, and Encryption Considerations

The Vendor - Specific Network Protocol (VSNP) is defined to operate at
the bundle level if Miltilink PPP [6] is in use, and al so above any
Conpression Protocols [7] and Encryption Protocols [8] in use.

The Vendor - Specific Protocol (VSP) is defined to operate at the per-
link level if Miultilink PPP is in use, and MJUST NOT be subjected to
data conpression. |If a per-link encryption protocol is in use, then
VSP packets MJST be encrypted.

Not e t hat because VSP is defined at the per-link |evel, bundle |eve
encryption does not affect VSP.

Security Consi derations

The security of any vendor-specific authentication protocol is

subj ect to the provisions of that proprietary nechani sm

| mpl ement ations that wish to avoid security problens associated with
such protocols SHOULD send LCP Configure-Nak in response to an LCP
Confi gur e- Request speci fying VSAP, or MAY term nate operation.
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10.

10.

10.

When operating with PPP encryption, but wthout Multilink PPP, VSP
packets are sent in the clear. Inplenmentations that require PPP
encryption as part of a security mechani sm shoul d consi der whether to
enpl oy per-link encryption or forego use of VSP in favor of VSNP

The security of vendor-specific networking protocols is |ikew se
subj ect to the security nechani sns defined by those protocols.

| ndependent anal ysis of the security of any such protocol is
RECOMVENDED

| ANA Consi derations
| ANA has assigned four sinilarly-nunbered PPP Protocol field val ues,
005b, 405b, 805b, and c05b, as described in Section 1 of this
document .
As described in Section 5 above and in [3], the 1 ANA al so maintains a
CF0000 series block of non-1EEE QU's that may be allocated for
vendors that do not otherw se need an | EEE-assi gned QU
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13. Full Copyright Statenent

Copyright (C The Internet Society (2004). This docunent is subject
to the rights, licenses and restrictions contained in BCP 78, and
except as set forth therein, the authors retain all their rights.

Thi s docunent and the infornmation contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR IS SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED,

| NCLUDI NG BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE

| NFORMATI ON HEREI'N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intell ectual Property

The |1 ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any i ndependent effort to identify any such rights. Information
on the procedures with respect to rights in RFC docunments can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt made to obtain a general |icense or perm ssion for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe IETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technol ogy that may be required to inpl enent
this standard. Please address the information to the IETF at ietf-
ipr@etf.org.
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