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Abst r act

Thi s docunent describes a portion of the Policy Information Base
(PIB) to control policy usage collection and reporting in a device.

The provisioning classes specified here allow a Policy Decision Point
(PDP) to select which policy objects should collect usage

i nformation, what information should be collected and when it shoul d
be report ed.

This PIB requires the presence of other PIBs (defined el sewhere) that
provi de the policy objects fromwhich usage information is coll ected.
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1. Introduction

The Framework of Conmmon Open Policy Service with Policy Provisioning
(COPS- PR) Usage Feedback describes the overall approach to policy
usage nonitoring and reporting. This docunent defines the specific
Policy Information Base (PIB) framework for policy usage feedback.
The policy classes for nonitoring and reporting policy usage
feedback, as well as policy classes for controlling reporting

i nterval s, suspension, resunption and solicitation are defined.
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Conventions Used in this Docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY" and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

2. Ceneral Concepts
2.1. Selection, Usage and Linkage Policies

There are three basic types of policies used to define what the PEP
is to nmonitor, record and report. These are the selection criteria
policy, the usage policy and the feedback report |inkage policy.

The selection criteria policy is installed by the PDP. It defines
the conditions used by the PEP to nonitor and record a usage policy.
The selection criteria policy may only be used for defining usage

f eedback selection criteria. However, a nore general case is a
policy that already exists for policy enforcenent that nmay al so be
used for specifying feedback usage selection criteria. An exanple of
this is the frwkRol eConbo instance, which nmay be used in defining QS
enf orcenent policies, but may al so be used to specify conditions on
which to base usage - i.e. count the nunber of packets neeting the
criterion of an interface capability set nane and rol e conbi nation

The usage policy defines what attributes are recorded by the PEP
These policies have an ACCESS cl ause of 'report-only’ . Generally,
the usage policies specify counts related to a specific action such
as a packet being dropped. The feedback framework PIB defines two
usage policy classes, frwkFeedbackTraffic and frwkFeedbacklfTraffic.
Usage PRCs may be generic, collecting basic statistics, or they may
be specific to a particular usage. The PDP deci des which PRC(s) best
suit(s) its requirenents. The PEP nay support only one usage
feedback PRC, in which case all statistics are gathered using
instances of that PRC. Alternatively, the PEP may support multiple
usage feedback PRCs. The PDP then decides which PRC to associate
with a particular selection criterion.

A usage feedback policy and selection policy are tightly associated
with one another. A third policy, the frwkFeedbackLi nkTable, is used
to associate, or provide a linkage for the selection and usage
policies. The frwkFeedbackLi nkTabl e al so specifies when to report
the usage feedback. The frwkFeedbackLi nkTable entry permts the sane
sel ection criteria instance to be re-used for various usage feedback
policies. The frwkFeedbackLi nkTabl e contains the value of the
selection criteria instance as well as the value of the usage

f eedback PRC.
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Select Criteria | Li nkage I nstance | Usage | nstance
| -instance ID | - instance ID

| | |
| | |
-instance 1D | < -PRID of selection|--->|- PRI D of Linkage
| | |
| | |

-
-conditions... | - PRC of usage | - counts..
| |
Figure 1
Figure 1 illustrates the relationship between the selection criteria,

I i nkage and usage poli cies.

The PDP is not aware of the instance identifier of the usage feedback
policy when installing the selection criteria and feedback |inkage
policies. The usage feedback policy is instantiated on the PEP by
the installation of a feedback report |inkage and the PEP desi gnates
the instance identifier. The usage feedback policy class always
contains an attribute of type Referenceld that contains the instance
val ue of the associated frwkFeedbackLi nkTabl e i nstance installed by
the PDP. An exanple of this is the attribute

f rwkFeedbackTr af fi cLi nkRef .

2.2. Normal Operations
2.2.1. Connection Establishnent and Initial Configuration Request

The Accounting Tinmer object in the COPS Connection Accept nessage
contai ns the m ni num nunber of seconds between reporting intervals as
described in [COPS] and [ FEEDBACKFWK]. This is used as the basic
unit of measurenent in defining intervals for specific usage policies
wi th the frwkFeedbackLi nklnterval attribute.

The PEP notifies the PDP of the selection criteria policy classes and
usage policy classes it supports during the initial request for

configuration data using frwkPRCSupport instances [FR-PIB]. The PEP
al so indicates whether it supports the frwkFeedbackLi nkTable as well.

The PDP responds to the initial request for configuration with a

DECI SION that installs policies. The PDP may al so specify maxi mum
reporting intervals associated with each of the usage policies. This
is done with the frwkFeedbackLinklnterval attribute in the
frwkFeedbackLi nk class. It may al so specify reporting threshol ds by
i ncluding an instance of a threshold class (e.g.

f rwkFeedbackTraffi cThreshol d) in the decision. The PEP nonitors and
records the usage per the conditions defined by its associ ated

sel ection criteria policy. Periodically the PEP reports the usage
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with a REPORT nessage or provides a REPORT when solicited by the PDP
The PDP solicits usage feedback with the frwkFeedbackActi onl ndi cator
attribute of the frwkFeedbackAction class.

2.2.2. Unsolicited Reports - Periodic Reporting

Reporting may be periodic in nature and unsolicited. The intervals
at which the unsolicited reports are provided by the PEP are defined
in the specific Linkage policies. The defined intervals are based on
the nunber of seconds specified by the PDP in the ACCT Timer val ue.
The PDP may specify that the associ ated usage instance be included in
a periodic unsolicited report only if the threshold is reached and/ or
if the usage val ue has changed fromthe previous reporting interval.

There are cases when the PEP nmust supply unsolicited feedback reports
that may not fall on an interval boundary. The PEP MJST provide an
unsol i cited REPORT containing all defined usage instances just prior
to the PEP issuing a Delete Request State and just prior to the PEP
de-activating a PIB instance context.

2.2.3. Unsolicited Reports - Reporting Conditions

Periodic unsolicited reports for individual usage feedback instances
can be suppressed by specifying additional conditions in the
f rwkFeedbackLi nk i nstances. Supported conditions are:

ChangeOnl y
If this flag is set in the frwkFeedbackLi nkFl ags attribute, the
associ ated usage instance is only included in a periodic
unsolicited report if its value changed since the |ast unsolicited
report.

Thr eshol d
If this flag is set in the frwkFeedbackLi nkFl ags attribute, the
associ ated usage instance is only included in a periodic
unsolicited report if the threshold condition referenced in the
frwkLi nkThreshol d field eval uates successfully for the associated
usage i nstance.

Both conditions can be combi ned i n one frwkFeedbackLi nkUsage obj ect.
In this case, both conditions need to succeed for the usage instance
to be reported.

Unsolicited reports triggered by a Del ete Request State or the

deactivation of a PIB instance are not subject to these conditions -
al |l usage objects must be included in these cases.
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2.2.4. Solicited Reports

The PDP may solicit policy usage feedback by issuing an unsolicited
Deci si on contai ning the frwkFeedbackActionlndicator set to
‘solicitReport’. The PEP is to provide a solicited REPORT feedback
cont ai ni ng usage feedback. The PEP shall continue to provide

peri odi ¢ feedback at the specified intervals established at client
connection acceptance.

The reporting conditions (ChangeOnly and Threshol d) do not affect
solicited reports - all requested usage instances nmust be included.

2.2.5. Resum ng and Suspendi ng Periodi c Feedback Reporting

The PDP may suspend usage nonitoring and tracking at the PEP with the
f rwkFeedbackActi onl ndi cator set to ' suspendMonitoringAndReports’.

The PEP nmust stop tracking usage informati on and nust not issue any

f eedback reports. The PDP may only suspend feedback reporting by
setting the Actionlndicator to 'suspendReports’. The PEP nust cease
sendi ng unsolicited reports but is to continue nonitoring and
tracki ng usage. The PDP may resune the sending of feedback reports
and may resune usage monitoring by setting the Actionlndicator to
"resune’

The PDP may suspend or resune all usage instances or the PDP nay
specify one or nore instances that are to be suspended or resuned.
The frwkFeedbackActionList attribute contains a tag identifier that
references a |ist of one or nore frwkFeedbackActi onLi st instances.

The PDP may halt usage nonitoring, tracking and reporting of usage
policies by renoving the associated Linkage entry.

2.2.6. Failover

In the event that the connection is |ost between the PEP and PDP, the
PEP continues to track usage information as long as it continues to
operate with the installed policy. Wen the locally installed policy
at the PEP expires, the usage policy data al so expires.

Upon successful reconnection where the PEP is still caching policy,
the PDP indicates to the PEP that the PEP nmay resune sending of the
COPS accounting type report nessages. The PDP does this by issuing
an unsolicited decision containing the frwkFeedbackResunel ndi cat or
set to "resunme’. The PEP should resune reporting at the next
appropriate feedback interval established upon the acceptance of the
re-connection. The PDP is aware of the request state Handl e(s) and
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the supported PRCs either through the state synchronizati on nmechani sm
or because the PDP considers itself synchronized with the PEP upon
reconnecti on.

2.3. Usage Policy and Under-specified Selection Criteria

Sone of the usage policy objects created in the PEP with COPS-PR can
be used by the PEP nultiple times - they effectively act as tenplates
for the objects created by the PEP. COPS-PR only has the identity
(A D) of the object that is shared between all the assignnents the
PEP created. However it is desirable to collect usage information
for each of the derived objects individually.

This capability is achieved in the feedback framework PIB by
distributing additional information to qualify a specific assignment
of an object between the selection criteria PRC and the feedback
usage PRC.

A selection criteria PRC that refers to a shared object, but contains
no qualifying information, selects all of the object’s assignnents.
Such a selection criteria PRC SHOULD be conbined with a feedback
usage PRC that includes all the necessary information to identify a
specific assignment - a single selection criteria policy can then
result in the generation of many feedback usage objects, one for each
derived object.

If the selection criteria PRC contains all the required qualifying
attributes for a specific assignment, it is conbined with a feedback
usage PRC that only contains the desired netrics but no additiona
attributes.

Exanpl e:

A frwkRol eConmbo i nstance may be used as a selection criteria,
identifying a set of interfaces through their role conbination and
capability set. |If it is desired to get per-interface traffic
statistics, the usage PRC has to include an additional attribute
to qualify the specific interface.

This coul d be achieved by linking the frwkFeedbacklfTraffic class
with a frwkRol eConmbo instance in a frwkFeedbackLi nk instance.

Mul tiple frwkFeedbacklfTraffic instances will be created by the
PEP, one for each interface selected by the frwkRol eConbo

i nstance. The frwkFeedbacklfTraffic class contains the
frwkFeedbackl f Trafficlflndex attribute that allows the PDP to
identify each interface’s individual counters when the PEP reports
the frwkFeedbackl fTraffic instances.
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If traffic usage collection is only desired for an individua
interface, a selection criteria should be used that qualifies the
interface conpletely, for exanmple a frwklfRol eConbo instance. In
this case, it can be linked to the usage class that has no

addi tional qualifying attributes, frwkFeedbackTraffic.

3. Sumary of the Feedback Framework Policy Information Base
3.1. SPPI ACCESS d ause Report-Only

The selection criteria and |inkage policy classes follow the
definitions specified by [SPPI]. This structure specifies well-
defined policy classes and their instances residing in a comon,
virtual repository [FR-PIB]. The additional PIB-ACCESS cl ause
attribute of "report-only" denotes the usage policy class reported by
t he PEP.

3.2. Usage32 and Usage64 Textual Conventions

The SPPI does not support the Counter32/64 textual conventions (TC)
of SNMP - for feedback collection two simlar textual conventions
have been defined in this PIB: Usage32 and Usage64.

In addition to the differential functionality of *Counter’, where
only the difference between two sanples generally carries
information, a single value of a 'Usage’ attribute usually provides
absol ute information, since

- dts initial value is known (0)

- no wap-around events should occur

- the time or event when the initial value was set should be
available directly or indirectly from other objects.

When ' Usage’ attributes are defined in a PRC, events that could cause
a reset of the attribute to its initial value should be defined in
the description as well as the nmechanismthat allows the PDP to
detect the tinme of the |ast reset.

No usual COPS activity however should cause the reset of a Usage
attribute. In the case of a suspension of nonitoring activity
(frwkFeedbackActionl ndi cator set to ’'suspendMonitoringAndReports’),

"Usage’ attributes should keep their val ues and continue counting
after nmonitoring is resuned.
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3.3. Feedback Groups and PRCs

These policy classes defined in this PIB are common to account type
reporting for various technol ogies and apply to ALL SUBJECT-
CATEGORI ES. The policy classes are divided into three new groups,
nanel y, The Feedback Report G oup, The Feedback Usage G oup and The
Feedback Sel ection G oup.

The policy classes in the Feedback Report G oup are:

-  Feedback Action

-  Feedback Action List

- Feedback Sel ection Usage Conbination Capability
- Feedback Linkage

- Feedback Traffic Statistics Threshol d

The policy classes in the Feedback Usage Group are

-  Feedback Traffic
-  Feedback Interface Traffic

The policy class in the Feedback Sel ection Goup is:
- Feedback Rol eConbo Filter Selection
3.3.1. Feedback Action

The Feedback Action class contains the attributes that specify action
that the PEP is to take regardi ng policy usage, monitoring and
tracking. The PDP nay suspend usage nonitoring and periodic
reporting, suspend periodic reporting only, resume usage and periodic
reporting or solicit imediate reporting. The action may affect al

f eedback policies or be associated with one or nore frwkFeedbackLi nk
i nst ances.

The frwkFeedbackActionlndicator attribute defines the action. The
frwkFeedbackActionPri attribute indicates whether the action applies
to all of the usage policies or to a list. The
frwkFeedbackActionList attribute is the identifier of the Iist of

Li nkage policy instances to which the action is to be appli ed.

The PDP can solicit the PEP for inmredi ate usage feedback. The PEP
shall respond with a solicited report containing the usage feedback

The PDP can direct the resunption of usage nmonitoring and reporting
per the defined intervals. For exanple, the PEP nmay have re-
connected to a PDP and has cached usage policies. The PDP indicates
to the PEP to resune usage tracking and nonitoring and to send al
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the cached usage policy. The PEP shall respond at the next
appropriate interval with an unsolicited report containing the usage
f eedback.

The PDP can suspend the nonitoring of usage policy. The PEP

mai ntai ns the current usage that has been nonitored, but discontinues
any further nonitoring until the PDP directs the PEP to resune
nonitoring in a subsequent Decision

The PDP can al so suspend just the reporting of usage, but not
interrupt the nmonitoring and tracking of usage. The PEP shal

di sconti nue sendi ng Report nmessages with usage feedback until the PDP
directs the PEP to resune. The PEP then begins reporting the usage

f eedback at the next interval.

3.3.2. Feedback Action List

This class defines sets of |inkage instances that can be referred to
fromthe frwkFeedbackActionList attribute.

3.3.3. Feedback Linkage Capability

This class defines the valid selection criteria PRC, usage PRC and
threshol d PRC conbi nati ons supported by the PEP

3.3.4. Feedback Linkage

This class links the selection criteria instance with the usage
class. This table permits the reuse of a selection criteria instance
for nmultiple usage policies.

The |inkage table also pernmits the definition of a maxi mum reporting
interval to use when issuing the COPS accounting type reports for the
usage instance. A value of O in this attribute indicates that the
usage policy nust be solicited.

3.3.5. Feedback Traffic Statistics Threshold

This class is used to provide threshold values for the attributes
described in the traffic usage cl asses bel ow

3.3.6. Feedback Traffic

This class includes the packet counts, byte counts and a reference to
the associ ated Li nkage i nstance.
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3.3.7. Feedback Interface Traffic

This class is simlar to the previous Feedback Traffic class, except
that it includes an additional reference to an interface index. This
cl ass should be used with a selection criteria instance that matches
an elenment that is assigned to nultiple interfaces. The interface
field can be used to associate the instances of this table with the
specific elenment’s assignnment.

3.3.8. Feedback Rol eConbo Filter Selection

This class is used as selection criteria based on rol e conbination,
capability set and a filter instance.

4. The Feedback Franmework Pl B Mdul e
FRAMEWORK- FEEDBACK- PI B PI B- DEFI NI TIONS ::= BEG N

| MPORTS
pi b, Unsigned32, Unsigned64, |nteger32,
MODULE- | DENTI TY, OBJECT- TYPE, MODULE- COVPLI ANCE, OBJECT- GROUP
FROM COPS- PR- SPP
Tr ut hVal ue, TEXTUAL- CONVENTI ON
FROM SNWVPv2- TC
I nstancel d, Referenceld, Prid,
Tagl d, TagReferenceld
FROM COPS- PR- SPPI - TC
PrcldentifierQd, PrcldentifierQ dO Zero
FROM FRAMEWORK- TC- PI B
f rwkRol eConmboEnt ry
FROM FRAMVEWORK- PI B
| nt erfacel ndex
FROM | F-M B

frwkFeedbackPi b MODULE- | DENTI TY
SUBJECT- CATEGCORIES { all }
LAST- UPDATED "200307140000Z2" -- 14 July 2003
ORGANI ZATI ON "I ETF RAP WG’
CONTACT- I NFO "I ETF RAP WG
Emai |l : rap@ps.ietf.org

Di ana Rawl i ns

MCI

400 I nternational Parkway

Ri chardson, Texas 75081
Phone: 972-729-4071

Emai | : D ana. Rawl i ns@rci . com
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DESCRI PTI ON

"The Usage32 type represents a non-negative integer
whi ch nonotoni cally increases.

Usage32 initial value is 0 and the object-type using
Usage32 needs to specify when it is initialized.

The Usage32 type is intended to reflect the absolute
nunber of counted events, so that even a new PDP
after a COPS reconnect can use the value directly.

If there is the possibility that the maxi mum Usage32
val ue of 2732-1 is exceeded during the lifetine

of the Usage32 object, the |arger Usage64 type
shoul d be used.

If conditions other than the reset of the COPS
subsystem exi st that disrupt the nonotonic
characteristics of Usage32, these conditions and a
net hod how to detect their presence shoul d be
specified in the description of the object-type using
Usage32 or its enclosing object-types (e.g. the

Entry or Table object-type of the Usage32

obj ect -type) .

Whenever the nonotonic increase of Usage32 is violated,
it should be reset to 0 and the fact that this occurred
shoul d be indicated through an appropriate mechani sm
for exanple a correspondi ng obj ect of type Ti neStanp

or Ti meAndDate. "

SYNTAX Unsi gned32

Usage64 ::= TEXTUAL- CONVENTI ON

STATUS current

DESCRI PTI ON
"The Usage64 type represents a non-negative integer
whi ch nonotonically increases.
Usage64 initial value is 0 and the object-type using
Usage64 needs to specify when it is initialized.
The Usage64 type is intended to reflect the absolute
nunber of counted events, so that even a new PDP
after a COPS reconnect can use the value directly.
The lifetinme of the Usage64 object should be defined
in a way that ensures the maxi num Usage64 val ue of
2"64-1 i s never exceeded.
If conditions other than the reset of the COPS
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subsystem exi st that disrupt the nonotonic
characteristics of Usage64, these conditions and a
nmet hod how to detect their presence shoul d be
specified in the description of the object-type using
Usage64 or its enclosing object-types (e.g. the

Entry or Table object-type of the Usage64

obj ect-type).

Whenever the nonotonic increase of Usage64 is violated,
it should be reset to 0 and the fact that this occurred
shoul d be indicated through an appropriate nechani sm
for exanple a correspondi ng obj ect of type Ti neStanp

or Ti meAndDate. "

SYNTAX Unsi gned64

-- The feedback report group

f rwkFeedbackG oupC asses

OBJECT IDENTIFIER ::= { frwkFeedbackPib 1 }

--  Feedback Action Table

frwkFeedbackActi onTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF FrwkFeedbackActionEntry
Pl B- ACCESS i nst al

STATUS current

DESCRI PTI ON

"This class represents commands that the PDP sends to
suspend, resume or solicit collection or reporting of
usage data."

.= { frwkFeedbackG oupC asses 1}

f rwkFeedbackActi onEntry OBJECT- TYPE

Rawl i ns,

SYNTAX FrwkFeedbackActi onEntry

STATUS current

DESCRI PTI ON
"Each frwkFeedbackActi onEntry represents a comand from
the PDP. FrwkFeedbackActi onl ndi cator specifies the
command itself while frwkFeedbackActi onSpecificPr
indicates if all frwkFeedbackLi nk objects in the system
are affected by the command, or just the set that is
referenced by frwkFeedbackActionList."
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Pl B- | NDEX { frwkFeedbackActi onl d}

::= { frwkFeedbackActionTabl e 1}

FrwkFeedbackActi onEntry ::= SEQUENCE ({
f rwkFeedbackActi onl d | nst ancel d,
f rwkFeedbackAct i onl ndi cat or | NTEGER
f rwkFeedbackAct i onSpeci fi cPri Tr ut hVal ue,
f rwkFeedbackActi onLi st TagRef er encel d
}
f rwkFeedbackActi onld OBJECT- TYPE
SYNTAX | nst ancel d
STATUS current
DESCRI PTI ON

"An arbitrary integer index that uniquely identifies an
i nstance of the frwkFeedbackAction class."

.= { frwkFeedbackActionEntry 1}

f rwkFeedbackAct i onl ndi cat or OBJECT- TYPE
SYNTAX | NTEGER {
suspendMoni t ori ngAndReports(1),
suspendReports(2),
resume(3),
solicitReport(4)

}
STATUS current
DESCRI PTI ON
"The value indicates if the PEP is to send cached
usage policies via COPS accounting type report
nmessages.
The enuneration val ues are:
(1) suspendMonitori ngAndReports
(2) suspendReports
(3) resune
(4) solicitReport

::= { frwkFeedbackActionEntry 2 }

f rwkFeedbackAct i onSpeci ficPri OBJECT- TYPE

SYNTAX Tr ut hval ue
STATUS current
DESCRI PTI ON

"A value of 0 indicates that the

f rwkFeedbackActionLi st attribute should be ignored,
and the action applied to all policies. A value of
1l indicates that the action entry has a specific
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list of policies to which it is to be applied.”
.= { frwkFeedbackActionEntry 3}

frwkFeedbackActi onLi st OBJECT- TYPE

SYNTAX TagRef erencel d

Pl B- TAG { frwkFeedbackActi onLi st Tag }
STATUS current

DESCRI PTI ON

"ldentifies a group of frwkFeedbackLink instances
that this action should affect. The group is
identified through a tag reference in the
frwkFeedbackLi st cl ass."

.= { frwkFeedbackActionEntry 4}

-- Feedback Action List Table

f rwkFeedbackActi onLi st Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF FrwkFeedbackActionLi stEntry
Pl B- ACCESS i nst al

STATUS current

DESCRI PTI ON

"This class defines groups of |inkage instances.
Groups can be referenced by commands sent by the
PDP in a frwkFeedbackActi onEntry -in this case the
conmand affects all |inkage instances that are part
of the group.
A group can be referred to by its tag stored in
f rwkFeedbackActi onLi st Tag. "

.= { frwkFeedbackG oupC asses 2}

f rwkFeedbackActi onLi st Entry OBJECT- TYPE

SYNTAX FrwkFeedbackActi onLi stEntry
STATUS current
DESCRI PTI ON

"Each instance associates a |inkage instance with a
speci fic ActionListG oup."

Pl B- 1 NDEX {frwkFeedbackActionListld }
UNI QUENESS { frwkFeedbackActi onlLi st Tag,
frwkFeedbackAct i onLi st Ref I D
}
::= { frwkFeedbackActi onLi st Tabl e 1}
FrwkFeedbackActi onLi st Entry: : = SEQUENCE {

frwkFeedbackActionListld | nst ancel d
f rwkFeedbackAct i onLi st Tag Tagl d,
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f rwkFeedbackActi onLi st Ref | D Ref erencel d
}
frwkFeedbackActi onLi st1d OBIJECT- TYPE
SYNTAX | nst ancel d
STATUS current
DESCRI PTI ON

"Arbitrary integer index that uniquely
identifies an instance of the class."

i1 = { frwkFeedbackActionListEntry 1 }

f rwkFeedbackAct i onLi st Tag OBJECT- TYPE

SYNTAX Tagld
STATUS current
DESCRI PTI ON

"ldentifies a group of |inkage instances that can
be referenced fromthe Action class."

::= { frwkFeedbackActionListEntry 2 }

f rwkFeedbackActionLi st RefID  OBJECT- TYPE

SYNTAX Ref erencel d

Pl B- REFERENCES { frwkFeedbackLi nkEntry }

STATUS current

DESCRI PTI ON
"A frwkFeedbackLi nk instance that is referred to
by this Referenceld becones part of the group
that is identified by the
f rwkFeedbackActi onLi st Tag. "

.= { frwkFeedbackActionListEntry 3 }

-- The Feedback Link Capability Table

f rwkFeedbackLi nkCapsTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF FrwkFeedbackLi nkCapsEntry
Pl B- ACCESS notify

STATUS current

DESCRI PTI ON

"I nstances of the frwkFeedbackLi nk cl ass reference
i nstances of selection and threshold classes and a
usage cl ass.
This class allows the PEP to comrunicate valid
conbi nati ons of these three classes to the PDP."
;.= { frwkFeedbackG oupd asses 3}
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f rwkFeedbackLi nkCapsEntry OBJECT- TYPE

SYNTAX FrwkFeedbackLi nkCapsEnt ry
STATUS current
DESCRI PTI ON

"The attributes of this class identify valid
conbi nati ons of selection criteria, usage and
threshol d cl asses for feedback."

Pl B- I NDEX { frwkFeedbackLi nkCapsld }

UNI QUENESS {
f rwkFeedbackLi nkCapsSel ecti on,
f rwkFeedbackLi nkCapsUsage,
f rwkFeedbackLi nkCapsThr eshol d

}
: = {frwkFeedbackLi nkCapsTabl e 1}
FrwkFeedbackLi nkCapsEntry ::= SEQUENCE ({
f rwkFeedbackLi nkCapsl d I nst ancel d
f rwkFeedbackLi nkCapsSel ection PrcldentifierQd,
f rwkFeedbackLi nkCapsUsage PrcldentifierQ d,
f rwkFeedbackLi nkCapsThreshold PrcldentifierG dO Zero
}
f rwkFeedbackLi nkCapsl d OBJECT- TYPE
SYNTAX I nstancel d
STATUS current
DESCRI PTI ON

"An arbitrary integer index that uniquely identifies an
i nstance of the frwkFeedbackLi nkCaps cl ass."
.= { frwkFeedbackLi nkCapsEntry 1}

f rwkFeedbackLi nkCapsSel ecti on OBJECT- TYPE

SYNTAX PrcldentifierQ d
STATUS current
DESCRI PTI ON

"The identifier of a class that is supported by the
device for feedback selection in conbination with the
usage and threshold classes referenced in this
i nstance. "

::= { frwkFeedbackLi nkCapsEntry 2}

f rwkFeedbackLi nkCapsUsage OBJECT- TYPE

SYNTAX PrcldentifierQd
STATUS current
DESCRI PTI ON

"The identifier of the usage class that is supported by
the PEP in conbination with the selection and threshold
cl asses referenced in this instance."”
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.= { frwkFeedbackLi nkCapsEntry 3}

f rwkFeedbackLi nkCapsThr eshol d OBJECT- TYPE

SYNTAX PrcldentifierQ dO Zero
STATUS current
DESCRI PTI ON

"The identifier of the threshold class that is
supported by the PEP in conmbination with the sel ection
and usage cl asses referenced in this instance.
0.0 is used if this conbination does not allow a
threshol d. "

.= { frwkFeedbackLi nkCapsEntry 4}

-- The Feedback Report Linkage Table

f rwkFeedbackLi nkTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF FrwkFeedbackLi nkEntry
Pl B- ACCESS i nst al

STATUS current

DESCRI PTI ON

"This class associates the selection criteria with the
usage policy. It also permits the defining of the max
i nterval used for reporting the usage instance."
::= { frwkFeedbackG oupC asses 4}

f rwkFeedbackLi nkEntry OBJECT- TYPE

SYNTAX FrwkFeedbackLi nkEnt ry
STATUS current
DESCRI PTI ON

"This class associates the selection criteria with the
usage policy. It also permits the defining of the max
i nterval used for reporting the usage instance."
Pl B- 1 NDEX { frwkFeedbackLi nkld }
UNI QUENESS { f r wkFeedbackLi nkSel
f rwkFeedbackLi nkUsage }
.= {frwkFeedbackLi nkTabl e 1}

FrwkFeedbackLi nkEntry ::= SEQUENCE {
f r wkFeedbackLi nkl d I nstancel d
f rwkFeedbackLi nkSel Prid,
f r wkFeedbackLi nkUsage Prcldentifierdd,
f rwkFeedbackLi nkl nt er val I nt eger 32,
f rwkFeedbackLi nkThreshol d Prid,
f rwkFeedbackLi nkFl ags BI TS
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}

f rwkFeedbackLi nkl d OBJECT- TYPE
SYNTAX | nst ancel d
STATUS current
DESCRI PTI ON

"An arbitrary integer index that uniquely identifies an
i nstance of the frwkFeedbackLi nkTabl e cl ass."
::= { frwkFeedbackLi nkEntry 1}

f rwkFeedbackLi nkSel OBJECT- TYPE

SYNTAX Prid
STATUS current
DESCRI PTI ON

"The PRID of the Policy Cass instance as the nonitoring
point, or the PRID of the selection criteria instance that
defines the conditions for nonitoring, to be use by the

PEP for usage reporting.”
;= { frwkFeedbackLi nkEntry 2}

f rwkFeedbackLi nkUsage OBJECT- TYPE

SYNTAX PrcldentifierQ d
STATUS current
DESCRI PTI ON

"The identifier of the usage class that the PEP uses to
noni tor, record and report."

::= { frwkFeedbackLi nkEntry 3}

f rwkFeedbackLi nkl nt erval OBJECT- TYPE
SYNTAX I nteger32
STATUS current
DESCRI PTI ON

"Maxi muminterval in units of the value of the
Accounting Tiner specified by the PDP in the client
accept nessage. A frwkFeedbackLinklnterval of 1 is

equal to the value of the Accounting Tiner. This val ue
must be 1 or greater. "

::= { frwkFeedbackLi nkEntry 4}

f rwkFeedbackLi nkThreshol d OBJECT- TYPE
SYNTAX Prid
STATUS current
DESCRI PTI ON

"The PRID of a threshold class instance. This instance
specifies the threshold values for the usage policy."
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.= { frwkFeedbackLi nkEntry 5}

f rwkFeedbackLi nkFl ags OBJECT- TYPE
SYNTAX  BITS {
peri odi c(0),
threshol d(1),
changeOnl y(2)

}
STATUS  current
DESCRI PTI ON
"This value indicates the reporting basis of the usage
policy. The feed back nmay be generated on denmand, on a
peri odi ¢ basis regardless of a change in value fromthe
previous report, on a periodic basis if a change in
val ue has occurred, or the usage is reported when an
identified threshold value in the usage instance has
been reached.
If the "periodic’ flag is set, the PEP will provide
unsolicited reports at the rate specified in
f rwkFeedbackLi nkl nt erval .
If the "periodic’ flag is not set, reports will only be
gener ated when solicited by the PDP
The ’'threshold” and ' changeOnly’ flags make the
periodic reports conditional - these flags only make
sense in conbination with the 'periodic’ flag."

;.= { frwkFeedbackLi nkEntry 6}

-- The Threshol d cl ass that accomnpani es the above Usage PRCs

frwkFeedbackTraf fi cThresTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF FrwkFeedbackTrafficThresEntry
Pl B- ACCESS i nst al

STATUS current

DESCRI PTI ON

"This class defines the threshold attributes
correspondi ng to usage attributes specified in

f rwkFeedbackTraf fi cTabl e, frwkFeedbacklfTrafficTable
and other simlar usage cl asses.

The usage object is considered to match the threshold
condition if at |least one of the packet or byte
threshol d conditions natch.

The byte and packet thresholds are considered to
match, if the threshold is present (not ASN1 NULL)
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and the correspondi ng usage val ue exceeds the
threshol d. ™"

::= { frwkFeedbackG oupC asses 5}

frwkFeedbackTraffi cThresEntry OBJECT- TYPE

SYNTAX FrwkFeedbackTraf fi cThresEntry
STATUS current
DESCRI PTI ON

"Defines the attributes to hold threshold val ues."
Pl B- I NDEX {frwkFeedbackTraffi cThresl d}

.= {frwkFeedbackTraffi cThresTabl e 1}

FrwkFeedbackTraf fi cThresEntry ::= SEQUENCE {
f rwkFeedbackTraffi cThresld I nst ancel d,
f rwkFeedbackTraf fi cThr esPacket s Unsi gned64,
frwkFeedbackTraf fi cThr esByt es Unsi gned64

}

f rwkFeedbackTraffi cThresld OBJECT- TYPE
SYNTAX I nstancel d
STATUS current
DESCRI PTI ON
"Arbitrary integer index that uniquely identifies
an instance of the class."
::= { frwkFeedbackTrafficThresEntry 1 }

frwkFeedbackTr af fi cThr esPacket s OBJECT- TYPE

SYNTAX Unsi gned64
STATUS current
DESCRI PTI ON

"The threshold, in terns of packets, that nust be
mat ched or exceeded to trigger a report in the
next reporting interval."

.= { frwkFeedbackTrafficThresEntry 2 }

f rwkFeedbackTraf fi cThresByt es OBJECT- TYPE

SYNTAX Unsi gned64
STATUS current
DESCRI PTI ON

"The threshold, in terns of bytes, that nust be
exceeded to trigger a report in the next reporting
interval ."

::= { frwkFeedbackTrafficThresEntry 3 }
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-- Al actual usage classes are in the separate
-- frwkFeedbackUsageC asses group

f rwkFeedbackUsageC asses
OBJECT | DENTIFIER ::= { frwkFeedbackPib 2 }

-- The generic traffic (byte & packet count) usage cl ass

frwkFeedbackTraf fi cTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF FrwkFeedbackTrafficEntry
Pl B- ACCESS report-only

STATUS current

DESCRI PTI ON

2003

"This class defines the usage attributes that the PEP

is tonmonitor for plain traffic handling el enents
like filters. Al packets and the bytes contained

in

these packets are counted. It also contains the PRID

of the |inkage instance associating the selection
criteria instance with the usage instance."

.= { frwkFeedbackUsageC asses 1}

frwkFeedbackTraffi cEntry OBJECT- TYPE

SYNTAX FrwkFeedbackTraf fi cEntry
STATUS current
DESCRI PTI ON

"Defines the attributes the PEP is to nonitor,
record and report."
Pl B- | NDEX {frwkFeedbackTrafficld}
UNI QUENESS { frwkFeedbackTrafficLi nkReflD }

.= {frwkFeedbackTraffi cTabl e 1}

FrwkFeedbackTraf fi cEntry ::= SEQUENCE {
frwkFeedbackTrafficld | nst ancel d,
frwkFeedbackTraf fi cLi nkRef | D Ref er encel d,
f rwkFeedbackTr af f i cPacket Count Usage64,

f rwkFeedbackTr af fi cByt eCount Usage64

}

frwkFeedbackTrafficld OBJECT- TYPE

SYNTAX | nst ancel d
STATUS current
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DESCRI PTI ON
"Arbitrary integer index that uniquely identifies
an instance of the class."

::= { frwkFeedbackTrafficEntry 1 }

frwkFeedbackTraf ficLi nkRef I D OBJECT- TYPE
SYNTAX Ref erencel d
Pl B- REFERENCES { frwkFeedbackLi nkEntry }
STATUS current
DESCRI PTI ON
"The Referenceld of the Linkage policy instance used
to base this usage policy instance upon.™

::= { frwkFeedbackTrafficEntry 2 }

frwkFeedbackTr af fi cPacket Count OBJECT- TYPE

SYNTAX Usage64
STATUS current
DESCRI PTI ON

"The count of packets handl ed by the associ ated
elenent. The initial value of O is set when the
frwkFeedbackTraffic instance is created, for example
triggered through the creation of a frwkFeedbackLi nk
i nstance. "

.= {frwkFeedbackTraffi cEntry 3}

f rwkFeedbackTr af fi cByt eCount OBJECT- TYPE

SYNTAX Usage64
STATUS current
DESCRI PTI ON

"The byte count of packets handl ed by the associated
element. The initial value of 0 is set when the
frwkFeedbackTraffic instance is created.”

::= { frwkFeedbackTrafficEntry 4}

-- The traffic usage class, qualified for an interface

f rwkFeedbackl f Traf fi cTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF FrwkFeedbackl f TrafficEntry
Pl B- ACCESS report-only

STATUS current

DESCRI PTI ON

"A usage class simlar to the basic Traffic class that
al so contains a reference to an interface index. This
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cl ass should be used with an underspecified selection
criteria entry fromthe frwkRol eConboTabl e that matches
an el ement that can be assigned to multiple interface
i ndices. The interface field can be used to associate
the instances of this class with the specific elenment’s
assi gnment . "

.= { frwkFeedbackUsageC asses 2 }

frwkFeedbackl f Traf fi cEntry OBJECT- TYPE

SYNTAX FrwkFeedbackl f Traffi cEntry
STATUS current
DESCRI PTI ON

"Defines the attributes the PEP is to nonitor,
record and report."
Pl B- 1 NDEX {frwkFeedbackl f Trafficl d}
UNI QUENESS { frwkFeedbackl f Traffi cLi nkRef I D,
f rwkFeedbackl f Trafficl flndex }

.= {frwkFeedbackl f TrafficTabl e 1}

FrwkFeedbackl f Traffi cEntry ::= SEQUENCE {
frwkFeedbackl f Trafficld | nst ancel d,
frwkFeedbackl f Traf fi cLi nkRef |1 D Ref er encel d,
f rwkFeedbackl f Trafficl fl ndex I nt er f acel ndex,
f rwkFeedbackl f Tr af f i cPacket Count Usage64,
f rwkFeedbackl f Tr af fi cByt eCount Usage64

}

f rwkFeedbackl f Trafficld OBJECT- TYPE
SYNTAX | nst ancel d
STATUS current
DESCRI PTI ON

"Arbitrary integer index that uniquely identifies
an instance of the class.”
.= { frwkFeedbacklfTrafficEntry 1 }

frwkFeedbackl f Traffi cLi nkRef I D OBJECT- TYPE

SYNTAX Ref erencel d

Pl B- REFERENCES { frwkFeedbackLi nkEntry }

STATUS current

DESCRI PTI ON
"The Referenceld of the Linkage policy instance used
to base this usage policy instance upon."

::= { frwkFeedbacklfTrafficEntry 2 }

frwkFeedbackl f Trafficlfl ndex OBJECT- TYPE
SYNTAX I nt er facel ndex

Rawl i ns, et al. I nf or mati onal [ Page 25]



RFC 3571 Framewor k Feedback PIB August 2003

STATUS current

DESCRI PTI ON
"The value of this attribute is the iflndex which is
associated with the specified Rol eConbi nati on and
interface capability set name."

.= { frwkFeedbacklfTrafficEntry 3 }

frwkFeedbackl! f Tr af f i cPacket Count OBJECT- TYPE

SYNTAX Usage64
STATUS current
DESCRI PTI ON

"The count of packets handl ed by the associated
element. The initial value of 0 is set when the
frwkFeedbackl f Traffic instance is created.”

::= { frwkFeedbacklfTrafficEntry 4 }

f rwkFeedbackl f Traf fi cByt eCount OBJECT- TYPE

SYNTAX Usage64
STATUS current
DESCRI PTI ON

"The byte count of packets handl ed by the associated
el enent. The initial value of 0 is set when the
frwkFeedbackl f Traffic instance is created.”

.= { frwkFeedbacklfTrafficEntry 5 }

-- Al Selection classes are in the separate
-- FrwkFeedbackSel ecti onCl asses group

f rwkFeedbackSel ecti onCl asses
OBJECT I DENTIFIER ::= { frwkFeedbackPib 3}

-- The Role Conbination Filter Selection Table

frwkFeedbackRol eFi | t er Sel Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF FrwkFeedbackRol eFilterSel Entry
Pl B- ACCESS i nst al

STATUS current

DESCRI PTI ON

"A selection class that defines selection of objects
for monitoring based on the rol e combination
capability set and a filter."

.= { frwkFeedbackSel ectionCl asses 1 }
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f rwkFeedbackRol eFi |l t er Sel Entry OBJECT- TYPE

SYNTAX FrwkFeedbackRol eFil ter Sel Entry
STATUS current
DESCRI PTI ON

"Each instance selects a filter on multiple interfaces
that share the sane frwkRol eConmbo instance."
Pl B- I NDEX { frwkFeedbackRol eFilterSell d}
UNI QUENESS { frwkFeedbackRol eFi |t er Sel RComnbo,
frwkFeedbackRol eFilterSel Filter

}
.. = {frwkFeedbackRol eFi | t er Sel Tabl e 1}

FrwkFeedbackRol eFil terSel Entry ::= SEQUENCE {
frwkFeedbackRol eFilterSel I d | nst ancel d
f rwkFeedbackRol eFi | t er Sel RConbo Ref er encel d,
frwkFeedbackRol eFilterSel Filter Prid

}

frwkFeedbackRol eFilterSel I d OBJECT- TYPE
SYNTAX | nst ancel d
STATUS current
DESCRI PTI ON

"Arbitrary integer index that uniquely identifies
an instance of the class."
;.= { frwkFeedbackRol eFilterSel Entry 1 }

frwkFeedbackRol eFi | t er Sel RConbo OBJECT- TYPE
SYNTAX Ref er encel d
Pl B- REFERENCES { frwkRol eConboEntry }
STATUS current
DESCRI PTI ON
"The Referenceld of the frwkRol eConboTabl e policy
i nstance used for selection."
::= { frwkFeedbackRol eFilterSel Entry 2 }

frwkFeedbackRol eFi | terSel Fil ter OBJECT- TYPE
SYNTAX Prid
STATUS current
DESCRI PTI ON
"The identifier of a filter instance. Valid cl asses
are the subcl asses of frwkBaseFilter:
- frwklpFilter
- frwk802Fi I ter
- frwkl Label Filter"
::= { frwkFeedbackRol eFilterSel Entry 3 }
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-- Conpliance Section

f rwkFeedbackPi bConf or mance
OBJECT | DENTI FI ER : :

{ frwkFeedbackPib 4 }

f rwkFeedbackPi bConpl i ances
OBJECT | DENTI FIER : :

{ frwkFeedbackPi bConformance 1 }

f rwkFeedbackPi bG oups
OBJECT | DENTI FI ER ::

{ frwkFeedbackPi bConf or mance 2 }

f rwkFeedbackPi bConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"Describes the requirenents for confornmance to the feedback
framewor k PI B"

MODULE -- this nodul e
MANDATORY- GROUPS { frwkFeedbackLi nkCapsG oup,
f rwkFeedbackLi nkG oup,
f rwkFeedbackActi onG oup }

GROUP frwkFeedbackActi onLi st G- oup
DESCRI PTI ON
"The frwkFeedbackActionListGoup is mandatory if
actions on subsets linkEntries are to be
supported.”

GROUP frwkFeedbackTraf fi cG oup
DESCRI PTI ON
"The frwkFeedbackTrafficGoup is nandatory if
nmonitoring of traffic data is to be supported.”

GROUP frwkFeedbackTraf fi cThresG oup
DESCRI PTI ON
"The frwkFeedbackTrafficThresGoup i s nandatory
if conditional reporting of traffic usage
thresholds is to be supported.”

GROUP frwkFeedbackl f Traffi cG oup
DESCRI PTI ON
"The frwkFeedbacklfTrafficGoup is nmandatory if
per-interface usage collection of traffic data is
to be supported.”
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GROUP frwkFeedbackRol eFi | t er Sel Group
DESCRI PTI ON
"The frwkFeedbackRol eFilterSel G oup is mandatory
if monitoring of filters referenced through the
frwkRol eConmbo class is to be supported.”

.= { frwkFeedbackPi bCompliances 1 }

f rwkFeedbackLi nkCapsG oup OBJECT- GROUP
OBJECTS {
f rwkFeedbackLi nkCapsl d,
f rwkFeedbackLi nkCapsSel ecti on,
f rwkFeedbackLi nkCapsUsage,
f rwkFeedbackLi nkCapsThreshol d }
STATUS current
DESCRI PTI ON
"Cbjects fromthe frwkFeedbackLi nkCapsTabl e. ™"

.= { frwkFeedbackPi bG oups 1 }

f rwkFeedbackLi nkGroup OBJECT- GROUP
OBJECTS {
f rwkFeedbackLi nkl d,
f rwkFeedbackLi nkSel ,
f rwkFeedbackLi nkUsage,
f rwkFeedbackLi nkl nt erval ,
f rwkFeedbackLi nkThr eshol d,
f rwkFeedbackLi nkFl ags }
STATUS current
DESCRI PTI ON
"Cbjects fromthe frwkFeedbackLi nkTable."

::= { frwkFeedbackPi bG oups 2 }

f rwkFeedbackAct i onG oup OBJECT- GROUP
OBJECTS {
f rwkFeedbackActi onl d,
f rwkFeedbackAct i onl ndi cat or,
f rwkFeedbackActi onSpeci ficPri,
f rwkFeedbackActi onLi st }
STATUS current
DESCRI PTI ON
"Cbjects fromthe frwkFeedbackActionTabl e."

::= { frwkFeedbackPi bG oups 3 }

f rwkFeedbackAct i onLi st G oup OBJECT- GROUP
OBJECTS {
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f rwkFeedbackActi onLi stld,
f rwkFeedbackAct i onLi st Tag,
f r wkFeedbackActi onLi st Ref I D }
STATUS current
DESCRI PTI ON
"Cbjects fromthe frwkFeedbackActionLi st Table."

.= { frwkFeedbackPi bG oups 4 }

f rwkFeedbackTraf fi cG oup OBJECT- GROUP
OBJECTS {
frwkFeedbackTrafficld,
f rwkFeedbackTraf fi cLi nkRef | D,
f rwkFeedbackTr af fi cPacket Count
f rwkFeedbackTr af fi cByt eCount }
STATUS current
DESCRI PTI ON
"Cbjects fromthe frwkFeedbackTrafficTable."

.= { frwkFeedbackPi bG oups 5 }

f rwkFeedbackTraf fi cThresG oup OBJECT- GROUP

OBJECTS {
frwkFeedbackTrafficThresld
frwkFeedbackTr af fi cThr esPacket s,
frwkFeedbackTraf fi cThresBytes }

STATUS current

DESCRI PTI ON

"Cbjects fromthe frwkFeedbackTrafficThresTable."

.= { frwkFeedbackPi bG oups 6 }

f rwkFeedbackl f Traf fi cG oup OBJECT- GROUP

OBJECTS {
frwkFeedbackl f Trafficld,
f rwkFeedbackl f Traf fi cLi nkRef | D,
frwkFeedbackl f Trafficl fl ndex,
f rwkFeedbackl f Tr af f i cPacket Count
f rwkFeedbackl f Traf fi cByt eCount }

STATUS current

DESCRI PTI ON

"Cbjects fromthe frwkFeedbackl fTrafficTable."

.= { frwkFeedbackPi bG oups 7 }
f rwkFeedbackRol eFi | t er Sel G oup OBJECT- GROUP

OBJECTS {
f rwkFeedbackRol eFi | ter Sel | d,
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f rwkFeedbackRol eFi | t er Sel RConbo,
frwkFeedbackRol eFilterSel Filter }
STATUS current
DESCRI PTI ON
"Cbjects fromthe frwkFeedbackRol eFilterSel Table.™

.= { frwkFeedbackPi bG oups 8 }
END
5. Security Considerations

This PIB defines structured informati on that may be sensitive when
transported by the COPS protocol [COPS-PR].

This PIB does not contain classes that directly contain security
rel evant information |ike passwords or nonetary anounts. However,
unaut hori zed access or changes to information defined in this PIB
coul d conprom se network operations or reveal sensitive business or
personal information

Specifically for the cl asses:
f rwkFeedbackLi nkCaps

This class has the ACCESS clause 'notify’'. Access to this

i nformation reveal s feedback collection capabilities of the COPS
client and malicious changes could affect feedback operation by
m sl eadi ng the server to generate corrupt feedback configuration.

f rwkFeedbackLi nkTabl e, frwkFeedbackAction, frwkFeedbackActionLi st,
frwkFeedbackTraffi cThres, frwkFeedbackRol eFilterSe

These cl asses have the ACCESS clause 'install’ and all ow the COPS
server to control feedback collection and reporting on the client.
Access to this information exposes the client’s configuration;
mal i ci ous changes coul d di srupt network or busi ness operations and
rai se privacy issues.

frwkFeedbackTraffic, frwkFeedbacklfTraffic

These cl asses have the ACCESS cl ause 'report-only’ and contain the
usage information delivered fromthe COPS client to the server.
Unaut hori zed access to this information may reveal detailed

i nformati on on the network and its users. Malicious changes may
af fect network and busi ness operati ons.
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8.

[ COPS] and [ COPS-PR] define nechanisns to secure the COPS protocol
conmuni cati on and i npl enentati ons of COPS servers or clients
supporting this PIB MUST foll ow the security guidelines specified
t here.

| ANA Consi der ati ons

Thi s docunent describes the frwkFeedbackPib Policy Information Base
(PIB) nmodule for registration under the "pib" branch registered with
| ANA. The | ANA has assigned PIB nunber 5.

This PIB uses "all" in the SUBJECT- CATEGORY cl ause, so it applies to
all COPS client types. No new COPS client type is requested for this
Pl B.
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10. Full Copyright Statenent
Copyright (C The Internet Society (2003). Al Rights Reserved.

Thi s docunent and translations of it may be copied and furnished to
ot hers, and derivative works that conment on or otherwi se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assignees.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORVATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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