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Net wor k applications can be broadly distinguished by five operationa
characteristics:

(0]

o
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server push or client pull;

synchronous (interactive) or asynchronous (batch);
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o time-assured or time-insensitive;
o best-effort or reliable; and,

o stateful or stateless.

For exanpl e:

o the world-wide web is a pull, synchronous, tinme-insensitive,
reliable, stateless service; whilst

o Internet mail is a push, asynchronous, tine-insensitive, best-
effort (w thout DSN), stateless service.

Messagi ng applications vary considerably in their operationa
requi renments. For exanple, some messaging applications require
assurance of tineliness and reliability, whilst others do not.
These features cone at a cost, in terns of both infrastructural and
configuration conplexity. Accordingly, the underlying service nust
be extensible to support different requirenents in a consistent
manner .
This meno defines a core nessagi ng service that supports a range of
operational characteristics. The core service supports a variety of
tailored services for both user-based and programmati ¢ exchanges.
1.1 Overview

APEX provi des an extensi bl e, asynchronous nessage rel ayi ng service
for application |ayer prograns.

APEX, at its core, provides a best-effort datagram service. Each
datagram sinply terned "data", is originated and received by APEX
"endpoi nts" -- applications that dynamcally attach to the APEX
"rel ayi ng mesh".

The data transmitted specifies:

0 an originating endpoint;

0 an opaque content (via a URI -reference);

O one or nore recipient endpoints; and,

O zero or nore Opti ons.
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Options are used to alter the semantics of the service, which may
occur on a per-recipient or per-data basis, and may be processed by
either a single or nultiple relays.

Addi ti onal APEX services are provided on top of the relaying nmesh;
e.g., access control and presence information.

APEX is specified, in part, as a BEEP [1] "profile". Accordingly,
many aspects of APEX (e.g., authentication) are provided within the
BEEP core. Throughout this nmeno, the terms "peer”, "initiator",
"listener”, "client", and "server" are used in the context of BEEP
In particular, Section 2.1 of the BEEP core neno discusses the roles
that a BEEP peer may perform

When reading this neno, note that the ternms "endpoint" and "rel ay"
are specific to APEX, they do not exist in the context of BEEP

1.2 Architecture at a d ance

The APEX st ack:

Fom e e e e oo - +

| APEX | an APEX process is either

| process

R + - an application attached as an APEX
| | endpoi nt; or,

| APEX |

| | - an APEX rel ay

S +

| | APEX services are realized as applications
| BEEP | havi ng a special relationship with the APEX
| | relays in their adnministrative donmain

oo +
| TCP |
o m e +
| - |
oo +
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The APEX entities:

adm ni strative domain #1 adm ni strative donmain #2
o m e e e e e e e e e aamn + o m e e e e e e e e e aamn +
| o e - - + | | o e - - + |
| | | | | | | |
I | appl | I I | appl I I
| +.o... .. + Fo-m o - - + | [ + +.o... .. +
| | | | | || | | | |
| | end- | | relay | | | | relay | | end- |
| | point]| | | | | | point]| |
| S e + S e + | S e + S e +
| | | | || || | | | |
| | APEX | | APEX | | | | APEX | | APEX | |
| | | | | || | | | |
| o e - - + o e - - + | | o e - - + o e - - + |
I | I | | I | I
o oo + o oo +

| <---- APEX relaying mesh ---->

Not e: relaying between adm nistrative donmains is configured
using SRV RRs. Accordingly, the actual nunber of
rel ays between two endpoints is not fixed.

2. Service Principles
2.1 Modes of Qperation
APEX is used in two nodes:
endpoint-relay: in which the endpoint is always the BEEP initiator of
the service, whilst relays are always the BEEP listeners. 1In this

context, applications attach as endpoints, and then the
transm ssion of data occurs.

relay-relay: in which relays typically, though not necessarily,
reside in different administrative domains. |In this context,
applications bind as relays, and then the transm ssion of data
occurs.

In the endpoint-relay node, an endpoint (BEEP initiator) may:
o attach as one or nore endpoints;

o send data to other endpoints;
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o receive data fromother endpoints; and
o terminate any of its attachnents.

A relay (BEEP listener), in addition to servicing requests froma
BEEP initiator, may:

o terminate any of the endpoint’s attachnents;
o deliver data from other endpoints; and,
o indicate the delivery status of data sent earlier by the endpoint.
In the relay-relay node, a relay (BEEP listener or initiator) may:
o bind as one or nore adm nistrative domai ns;
0o send data
0 receive data; and,
o termnate any bindings.
2.2 Naming of Entities
Endpoi nts are naned using the foll owing ABNF [2] syntax:

;; Domain is defined in [3], either a FQDN or a litera
entity = local "@ Donmin

| ocal address [ "/" subaddress ]
addr ess = t oken

t oken

subaddr ess

;; all non-control characters, excluding "/" and "@ delimters
t oken = 1*(%20- 2E / %30-3F / 9%&41-7E / UTF-8) ;; [4]

Two further conventions are applied when using this syntax:
the "apex=" convention: Al endpoint identities having a |ocal-part

starting with "apex=" are reserved for use by APEX services
regi stered with the | ANA; and,

Rose, et. al. St andards Track [ Page 6]



RFC 3340 The Applicati on Exchange Core July 2002

the "subaddress" convention: If the solidus character ("/", decinal
code 47) occurs in the local-part, this identifies a subaddress of
an endpoint identity (e.g., "fred/ appl =wb@xanpl e.cont is a
subaddress of the APEX endpoint "fred@xanple.coni).
Al'l subaddresses starting with "appl =" are reserved for use by
APEX endpoi nt applications registered with the | ANA

Rel ays, al though not naned, serve of behalf of administrative
domains, as identified by a FQDN or a domain-literal, e.g.
"exanpl e. com or "[10.0.0.1]".

In APEX, "endpoints" and "relays" are the fundanental entities. APEX
is carried over BEEP, which has the "peer" as its fundanental entity.
The rel ati onshi p between BEEP peer entities and APEX endpoi nt and
relay entities are defined by APEX s Access Policies (Section 4.5).

2.2.1 Conparing Endpoints
Note that since the "local" part of an entity is a string of UTF-8
[4] octets, conparison operations on the "local" part use exact
matching (i.e., are case-sensitive).
Accordingly, "fred@xanple.cont and "Fred@xanpl e.com' refer to
di fferent endpoints. O course, relays serving the "exanple.cont
admini strative domain may choose to treat the two endpoints
identically for the purposes of routing and delivery.
Finally, note that if an APEX endpoint is represented using a
transm ssi on encodi ng, then, prior to conparison, the encoding is
reversed. For exanple, if the URL encoding is used, then
"apex: fred@xanpl e.cont is identical to "apex:f%2ed@xanpl e. cont

3. Service Provisioning

3.1 Connection Establishment
The SRV algorithm[5] is used to deternine the | P/ TCP addressing
i nformation assigned to the relays for an adm nistrative domain
identified by a FCQDN

service: "apex-edge" (for the endpoint-relay node), or "apex-nesh"
(for the relay-relay node);

protocol : "tcp"; and,

domai n: the adm nistrative donain
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If the administrative donmain is identified by a domain-literal, then

the IP address information is taken directly fromthe literal and the
TCP port nunber used is assigned by the | ANA for the registration in

Section 8. 2.

3.2 Authentication

Aut hentication is a matter of provisioning for each BEEP peer (c.f.,
Section 4.5).

An APEX relay m ght be provisioned to allow a BEEP peer identity to
coincide with a given endpoint identity. For exanple, a relay in the
"exanpl e. com' administrative domain nmay be configured to all ow a BEEP
peer identified as "fred@xanple.cont to be authorized to attach as

t he APEX endpoi nt "fred@xanpl e.coni'.

3.3 Authorization

Aut hori zation is a matter of provisioning for each BEEP peer (c.f.,
Section 4.5).

Typically, a relay requires that its BEEP peer authenticate as a
prelude to authorization, but an endpoint usually does not require
the sanme of its BEEP peer.

3.4 Confidentiality
Confidentiality is a matter of provisioning for each BEEP peer

Typically, any data considered sensitive by an origi nati ng endpoi nt
will have its content encrypted for the intended recipient
endpoi nt (s), rather than relying on hop-by-hop encryption
Similarly, an originating endpoint will sign the content if end-to-
end authentication is desired.

3.5 Relaying Integrity
Data are relayed according to SRV entries in the DNS. Accordingly,
relaying integrity is a function of the DNS and the applications

maki ng use of the DNS. Additional assurance is provided if the BEEP
initiator requires that the BEEP |istener authenticate itself.
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3.6 Traffic Analysis

Hop- by-hop protection of data transmitted through the relayi ng nesh
(endpoint identities and content) is afforded at the BEEP | eve
through the use of a transport security profile. Qher traffic
characteristics, e.g., volunme and timng of transm ssions, are not
protected fromthird-party anal ysis.

4. The APEX
Section 8.1 contains the BEEP profile registration for APEX
4.1 Use of XML and M ME

Each BEEP payl oad exchanged via APEX consists of an XM. docunent and
possibly an arbitrary M ME content.

If only an XML docunent is sent in the BEEP payl oad, then the mapping
to a BEEP payload is straight-forward, e.g.

C MsG1 2. 111 39

C. Content-Type: application/beep+xm
C

C

. <termnate translID="1 />
C. END

O herwise, if an arbitrary MM content is present, it is indicated
by a URI-reference [6] in the XM. control document. The URI-
reference may contain an absolute-URlI (and possibly a fragment-
identifier), or it may be a relative-URl consisting only of a
fragnment-identifier. Arbitrary MM content is included in the BEEP
payl oad by using a "nmultipart/related" [7], identified using a "cid"
URL [8], and the XML control document occurs as the start of the
"mul tipart/related", e.g.,

MSG 1 1. 42 1234

Content-Type: nultipart/rel ated; boundary="boundary";
start ="<l@xanpl e. conm";
type="applicati on/ beep+xnm "

- - boundary
Cont ent - Type: appli cation/ beep+xm
Content-1D: <l@xanple.conp

<dat a content="ci d: 2@xanpl e. coni >
<originator identity="fred@xanple.com />
<recipient identity="barney@xanmple.com />
</ dat a>

OO000000000000
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C. --boundary

C. Content-Type: inmage/qgif

C. Content-Transfer-Encoding: binary
C. Content-1D: <2@xanpl e. conmr

C

c ...

C. --boundary--

C. END

Because BEEP provides an 8bit-w de path, a "transformative" Content-
Transfer-Encoding (e.g., "base64" or "quoted-printable”) should not
be used. Further, note that MME [9] requires that the value of the
"Content-1D' header be gl obally unique.

If the arbitrary M ME content is itself an XM. docunment, it nmay be
contained within the control docunent directly as a "data-content"
el ement, and identified using a URI -reference consisting of only a
fragnent-identifier, e.g.

MSG 1 1 . 42 295
Cont ent - Type: appli cati on/ beep+xm

<data content = #Content’ >
<originator identity= fred@xanple.com />
<recipient identity='barney@xanple.com />
<dat a- cont ent Name=' Content’ >
<st at usResponse transl D=" 86" >
<destination identity="barney@xanpl e. com >
<reply code=" 250" />
</ destination>
</ st at usResponse>
</ dat a- cont ent >
</ dat a>
END

000000000000 000

4.2 Profile Identification and Initialization
The APEX is identified as
http://iana. or g/ beep/ APEX
in the BEEP "profile" element during channel creation
No el ements are required to be exchanged during channel creation

however, in the endpoint-relay node, the BEEP initiator wll
typically include an "attach" el ement during channel creation, e.g.
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<start nunber="1>
<profile uri="http://iana. org/beep/ APEX >
<! [ CDATA[ <att ach endpoi nt =" fred@xanpl e. com
transiD="1 />]]>
</profile>
</start>

Similarly, in the relay-relay node, the BEEP initiator will typically
i ncl ude an "bi nd" el ement during channel creation, e.g.

<start nunber="1">
<profile uri=http://iana. org/beep/ APEX >
<! [ CDATA[ <bi nd rel ay="exanpl e. com
transiD="1 />]]>
</profile>
</start>
4.3 Message Synt ax
Section 9.1 defines the BEEP payl oads that are used in the APEX
4.4 Message Senantics
4.4.1 The Attach Operation

When an application wants to attach to the relaying nesh as a given
endpoint, it sends an "attach" elenment to a relay, e.g.

C. <attach endpoint="fred@xanple.conm transiD="1 />
S: <ok />

or

)
o
°
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or

C. <attach endpoi nt="fred@xanple.coni translD="1 />
S. <ok />
C. <attach endpoi nt="w | ma@xanpl e.com transiD="2" />
S. <ok />
Fommm o - + Fommm o - +
| | -- attach ----- > | |
| appl. | | relay |
<------ error -- | |
R, + R, +

C. <attach endpoi nt='fred@xanple.con transiD="1 />
S. <error code='537' >access deni ed</error>

The "attach" el ement has an "endpoint” attribute, a "translD’
attribute, and contains zero or nore "option" el enments:

o

the "endpoint" attribute specifies the endpoint that the
application wants to attach as;

the "transI D' attribute specifies the transaction-identifier
associated with this operation; and,

the "option" elenents, if any, specify additional processing
options (Section 5).

VWen a relay receives an "attach" elenent, it perfornms these steps:

1

Rose,

If the transaction-identifier refers to a previous, non-termn nated
operation on this BEEP channel, an "error" el enent having code 555
i s returned.

If the relay is in a different admnistrative domain than this
endpoint, an "error" elenment having code 553 is returned.

If the application is not authorized to attach as this endpoint
(c.f., Section 4.5.1), an "error" elenment having code 537 is
returned.

If any options are present, they are processed.

I f another application has already attached as this endpoint, an
"error" element having code 554 is returned.

O herwi se, the application is bound as this endpoint, and an "ok"
el ement is returned

et. al. St andards Track [ Page 12]
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4.4.2 The Bind Qperation

When an application wants to identify itself as a rel ay,

"bi nd" el enment to another relay, e.g.

or

or

C. <bind rel ay="exanple.com transiD="1 />
S: <ok />

Fomm - + Fomm - +
| | -- bind ------- > | |
| | | |
| | <-------- ok -- | |
| relay | | relay |
| #1 | -- bind ------- > | #2
| | | |
| | <o ok -- | |
Fomm o - + Fomm o - +
C. <bind rel ay="exanple.com transiD="1 />
S. <ok />
C. <bind relay="rubble.com transliD="2" [>
S: <ok />
S + S +
| | -- bind ------- > | |
| relay | | relay |
| #1 | <------ error -- | #2 |
Fommm o - + Fommm o - +

C. <bind rel ay="exanmple.com transiD="1 />
S:. <error code='537' >access deni ed</error>

The "bind" elenent has a "relay" attribute, a "translD"
and contains zero or nore "option" el enents:

(0]

Rose,

July 2002

it sends a

attri but e,

the "relay" attribute specifies the adm nistrative domain on whose
behal f the application wants to serve;

et.

al . St andards Track
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o the "translD' attribute specifies the transaction-identifier
associated with this operation; and,

o the "option" elenments, if any, specify additional processing
options (Section 5).

When a relay receives an "bind" elenment, it perforns these steps:

1. If the transaction-identifier refers to a previous, non-term nated
operation on this BEEP channel, an "error" el enent having code 555
i s returned.

2. If the application is not authorized to bind on behalf of this
admi nistrative domain (c.f., Section 4.5.2), an "error" el enent
havi ng code 537 is returned.

3. If any options are present, they are processed.

4. Otherwise, the application is accepted as serving this
admi ni strative donmain, and an "ok" elenent is returned.

4.4.3 The Term nate Qperation

When an application or relay wants to rel ease an attachnent or
binding, it sends a "terminate" elenment, e.g.

C. <termnate transiID="1" />

S: <ok />
or
Fommm o - + Fommm o - +
| | -- termnate --> |
| appl. | | relay |
<------ error -- |
R, + R, +
C. <termnate translD="13" />
S. <error code=' 550" >unknown transaction-identifier</error>
or
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| | <-- termnate -- | |

C. <termnate transiID="1 />
S: <ok />

The "term nate" elenent has a "translD' attribute, an optional "code"
attribute, an optional "xm :lang" attribute, and may contain
arbitrary textual content:

o the "translID' attribute specifies the transaction-identifier
associated with this operation;

o the "code" attribute, if present, is a three-digit reply code
nmeani ngful to prograns (c.f., Section 10);

o the "xm:lang" attribute, if present, specifies the |anguage that
the element’s content is witten in; and,

o the textual content is a diagnostic (possibly nmultiline) which is
nmeani ngful to inplenenters, perhaps adm nistrators, and possibly
even users.

When an application or relay receives a "ternminate" elenent, it
performs these steps:

1. If the value of the transaction-identifier is zero, then al
associ ati ons established by this application over this BEEP
session, either as an endpoint attachnent or a relay binding, are
term nated, and an "ok" element is returned.

2. Oherwise, if the transaction-identifier does not refer to a
previ ous unterm nated operation on this BEEP channel, an "error"
el ement having code 550 is returned.

3. Oherwise, the application is no | onger bound as an endpoint or a
relay, and an "ok" element is returned.

4.4.4 The Data Qperation

When an application or relay wants to transnit data over the relaying
nmesh, it sends a "data" elenent, e.g.

Rose, et. al. St andards Track [ Page 15]
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C. <data content='cid: 1@xanpl e. coni >
<originator identity="fred@xanple.com />
<recipient identity='barney@xanple.com />

</ dat a>
S <ok />
or
R + R +
| | -- data ------- > | |
| appl. | | relay |
| #1 | <------ error -- | |
Fomm o - + Fomm o - +
C. <data content='cid: 1@xanpl e. com >
<originator identity="fred@xanple.com />
<recipient identity="barney@xample.com />
</ dat a>
S: <error code='537' >access deni ed</error>
or
Fomm - + Fomm - +
| | -- data ------- > | |
| relay | | appl. |
| | <--------- ok -- | #2
R + R +

C. <data content="cid: 1@xanpl e. com >
<originator identity= fred@xanple.com />

<recipient identity=' barney@xanple.com />
</ dat a>

S. <ok />

The "data" elenent has a "content" attribute, and contains an

zero or nore
"“option" elenents, and, optionally, a "data-content" el enent:

"originator" elenent, one or nore "recipient" elenents,

July 2002

o the "content" attribute is a URI-reference that specifies the

contents of the data (c.f., Section 4.1);

o the "originator" element refers to the endpoint sending the data,;

Rose, et. al. St andards Track
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o each "recipient" elenment refers to an endpoint destination for the
dat a;

o the "option" elenments, if any, specify additional processing
options (Section 5), ternmed per-data options; and,

o the "data-content" elenent, if present, specifies a nested XM
entity that is referenced using a URI fragnment-identifier as the
val ue of the "content" attribute.

The "originator” element has an "identity" attribute, and contains
zero or nore option el enents:

o the "identity" attribute specifies the sending endpoint; and

o the "option" elenments, if any, specify additional processing
options for the originator, ternmed per-originator options.

Each "recipient" elenent has an "identity" attribute, and contains
zero or nore option el enents:

o the "identity" attribute specifies the destination endpoint; and

o the "option" elenents, if any, specify additional processing
options for this recipient, termed per-recipient options.

4.4.4.1 Relay Processing of Data

VWen a relay receives a "data" elenent, it performs these steps:

1. If the BEEP client is not authorized to originate or relay data on
behal f of the "originator" endpoint (c.f., Section 4.5), an
"error" element having code 537 is returned.

2. If any per-data options are present, they are processed.

3. An "ok" elenment is returned.

4. |f any per-originator options are present, they are processed.

5. For each recipient:

1. If any per-recipient options are present, they are processed.
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2. If the recipient endpoint is not in the admnistrative domain
associated with the relay, then an APEX session is established
to a relay that accepts data for the recipient’s administrative
domai n, and a new "data" el enent, containing that "recipient"”
el ement and all applicable options, is sent to that relay.

If an APEX session is established, the new "data" is sent, and
the recipient’s relay returns an "ok" elenent, then the
reci pient is considered to be successfully processed.

3. Oherwise, if the recipient endpoint is in the same
adm nistrative domain as the relay, the APEX access service
nust check that the originator endpoint is allowed to
conmuni cate with the recipient endpoint (the access entries
[ 10] whose "owner" is the recipient nust contain a "core:data"
token for the originator), and the recipient endpoint nust be
currently attached.

If so, a new "data" elenment, containing only that "recipient"

elenent, is sent to the corresponding application. |If the

reci pient’s endpoint returns an "ok" elenment, then the

reci pient is considered to be successfully processed.
Providing that these senmantics are preserved, a relay may choose to
optim ze its behavior by grouping multiple recipients in a single
"data" elenment that is subsequently transnitted.

Finally, note that a relay receiving a "data" elenent from an
application may be configured to add adm nistrative-specific options.

Regardl ess, all relays are expressly forbidden from nodifying the
content of the "data" elenment at any tine.

4.4.4.2 Application Processing of Data

When an application receives a "data" elenment, it perforns these
st eps:

1. If any per-data or per-originator options are present, they are
not processed (but may be noted).

2. For each recipient:

1. If any per-recipient options are present, they are not
processed (but may be noted).

2. If the application is not attached as the recipient endpoint,
then an error in processing has occurred.
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4.5

4.5.

Ros

3. Oherwise, the "data" elenent is further processed in an
application-specific manner, and the recipient is considered to
be successfully processed.

3. If no recipients could be successfully processed, an "error"
el enent is returned; otherw se, an "ok" elenent is returned.

APEX Access Policies

Access to APEX is provided by the juxtaposition of:

0 authenticating as a BEEP peer

o attaching as an APEX endpoint or binding as an APEX rel ay; and,

o being listed as an actor by the APEX access service (c.f., [10]).

Each of these activities occurs according to the policies of the
rel evant administrative domain:

0 each administrative domain is responsible for keeping its own
house in order through "l ocal provisioning"; and,

o each adm nistrative domain decides the |level of trust to associate
with other adm nistrative domains.

1 Access Policies in the Endpoint-Relay Mde

o Wien an application wants to attach to the rel aying nmesh, |oca
provi si oni ng naps BEEP peer identities to all owed APEX endpoints
(c.f., Step 3 of Section 4.4.1).

Typically, the identity function is used, e.g., if an application
aut henticates itself as the BEEP peer named as "fred@xanpl e. cont
it is allowed to attach as the APEX endpoi nt naned as
"fred@xanpl e. cont

However, using the "subaddress" convention of Section 2.2, an
application authorized to attach as a given APEX endpoint is also
aut horized to attach as any subaddress of that APEX endpoi nt,
e.g., an application authorized to attach as the APEX endpoi nt
"fred@xanple.cont is also authorized to attach as the APEX
endpoi nt "fred/ appl =wb@xanpl e. cont

o Wien an application wants to send data, |ocal provisioning nmaps

attached endpoints to allowed originators (c.f., Step 1 of Section
4.4.4.1).
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Typically, the identity function is used, e.g., if an application
attaches as the APEX endpoi nt named as "fred@xanple.conl, it is
allowed to send data originating fromthe same APEX endpoi nt.
However, other policies are perm ssible, for exanple, the

adm ni strative domain may allow the application attached as the
APEX endpoi nt naned as "w | ma@xanpl e.com to send data
originating as either "w | ma@xanpl e.cont or "fred@xanpl e.cont

o Finally, when a relay is delivering to an endpoint within its own
adm ni strative domain, it consults the recipient’s access entry
| ooking for an entry having the originator as an actor (c.f., Step
5.3 of Section 4.4.4.1).

4.5.2 Access Policies in the Rel ay-Rel ay Mde
o Wien an application wants to bind as a relay on behalf of an

adm ni strative domain, |ocal provisioning may nap BEEP peer
identities to allowed APEX relays (c.f., Step 3).

If so, then typically the identity function is used. e.g., if an
application authenticates itself as the BEEP peer nanmed as
"exanple.com', it is allowed to bind as a relay on behalf of the

adm ni strative domain "exanpl e. conf

o Wien arelay is sending data, no access policies, per se, are
appli ed.

o Wen arelay is receiving data, |ocal provisioning maps BEEP peer
identities to allowed originators (c.f., Step 1 of Section
4.4.4.1).

Typically, the identity function is used, e.g., if a relay
aut henticates itself as being fromthe sane adm nistrative domain
as the originator of the data, then the data is accepted.
In addition, some relays nmay al so be configured as "trusted"
internediaries, so that if a BEEP peer authenticates itself as
being fromsuch a relay, then the data is accepted.

5. APEX Options

APEX, at its core, provides a best-effort datagramservice. Options
are used to alter the semantics of the core service

The semantics of the APEX "option" el enent are context-specific.
Accordingly, the specification of an APEX option rust define:

o the identity of the option
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o the context in which the option may appear
o what content, if any, is contained within the option; and,
o the processing rules for the option

An option registration tenplate (Section 7.1) organi zes this
i nfornmation.

An "option" element is contained within either a "data",
"originator", "recipient", or an "attach" elenment, all of which are
terned the "containing” elenent. The "option" el enent has severa
attributes and contains arbitrary content:

o the "internal" and the "external" attributes, exactly one of which
is present, uniquely identify the option;

o the "targetHop" attribute specifies which relays should process
the option;

0 the "mustUnderstand" attribute specifies whether the option, if
unr ecogni zed, must cause an error in processing to occur

o the "translD' attribute specifies a transaction-identifier for the
option; and,

o the "localize" attribute, if present, specifies one or nore
| anguage tokens, each identifying a desirable | anguage tag to be
used if textual diagnostics are returned to the originator.

Note that if the containing elenent is an "attach", then the val ues
of the "targetHop" and "translD' attributes are ignored.

The value of the "internal" attribute is the | ANA-regi stered nanme for
the option. If the "internal" attribute is not present, then the

val ue of the "external" attribute is a URl or URl with a fragment-
identifier. Note that a relative-URl value is not all owed.

The "targetHop" attribute specifies which relay(s) should process the
option:

this: the option applies to this relay, and nust be renoved prior
to transmtting the containing el enent.

final: the option applies to this relay, only if the relay wll
transmt the containing element directly to the recipient.
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all: the option applies to this relay and is retained for the
next .

Note that a final relay does not renove any options as it transnmits
the containing elenment directly to the recipient.

The "nmust Understand" attribute specifies whether the relay may ignore
the option if it is unrecognized, and is consulted only if the
"target Hop" attribute indicates that the option applies to that

relay. |If the option applies, and if the value of the

"must Under stand" attribute is "true", and if the relay does not
"under stand" the option, then an error in processing has occurred.

5.1 The statusRequest Option

Section 8.4 contains the APEX option registration for the
"stat usRequest” option.

If this option is present, then each applicable relay sends a

"st at usResponse" nessage to the originator. This is done by issuing
a data operation whose originator is the report service associated
with the issuing relay, whose recipient is the endpoi nt address of
the "statusRequest” originator, and whose content is a

"st at usResponse" el enent.

A "statusRequest" option MJST NOT be present in any data operation
containing a "statusResponse" elenent. In general, applications
shoul d be careful to avoid potential |ooping behaviors if an option
is received in error.

Consi der these exanpl es:

C. <data content='cid: 1@xanpl e. com >
<originator identity="fred@xanple.com />
<recipient identity="barney@xanple.com />
<option internal = statusRequest’ targetHop='final
must Under stand="true’ translD="86" />
</ dat a>
S: <ok />
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C. <data content='cid: 1@xanpl e. coni >
<originator identity="fred@xanple.com />
<recipient identity=' barney@xanple.com />
<option internal = statusRequest’ targetHop="final
must Under st and="true’ translD="86" />

</ dat a>
S: <ok />
R + R +
| | <------- data -- | |
| appl. | | relay |
| #1 | -- ok --------- > | |
Fomm o - + Fomm o - +

C. <data content="#Content’ >
<originator identity="apex=report @xanple.com />
<recipient identity= fred@xanmple.com />
<dat a- cont ent Nanme=' Content’ >
<st at usResponse transl D="86" >
<destination identity="barney@xanpl e.comni >
<reply code=" 250" />
</ destination>
</ st at usResponse>
</ dat a- cont ent >

</ dat a>
S: <ok />
or
R, + R, +
| | -- data ------- > | |
| appl. | | relay |
| #1 | <--------- ok -- | |
S + S +

C. <data content='cid: 1@xanpl e. coni >
<originator identity="fred@xanple.com />
<recipient identity='barney@xanple.com />
<option internal =" statusRequest’ targetHop="final

nmust Under st and="true’ translD="86" />
</ dat a>

S: <ok />
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S S + S S +
| | <------- data -- | |
| appl. | | relay |
| #1 | -- ok --------- > | |
Fomm - + Fomm - +

C. <data content="#Content’ >
<originator identity="apex=report @xanple.com />
<recipient identity= fred@xanple.com />
<dat a- cont ent Name=" Content’ >
<st at usResponse transl D=" 86" >
<destination identity="barney@xanpl e. com >
<reply code=' 550" >unknown endpoi nt
identity</reply>
</ desti nati on>
</ st at usResponse>
</ dat a- cont ent >

</ dat a>
S: <ok />
or
E + E +
| | -- data ------- > | |
| appl. | | relay |
| #1 | <--------- ok -- | #1
R + R +

C. <data content="cid: 1@xanpl e. com >
<originator identity= fred@xanple.com />
<recipient identity='barney@ ubble.com />
<option internal =" statusRequest’ targetHop="final
nmust Under st and="true’ translD="86" />
</ dat a>
S <ok />

C. <data content='cid: 1@xanpl e. coni >
<originator identity="fred@xanple.com />
<recipient identity='barney@ ubble.com />
<option internal =" statusRequest’ targetHop="final
must Under st and="true’ translD="86" />

</ dat a>
S: <ok />
Rose, et. al. St andards Track [
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C. <data content='cid: 1@xanpl e. coni >
<originator identity="fred@xanple.com />
<recipient identity=' barney@xanple.com />
<option internal = statusRequest’ targetHop="final
must Under st and="true’ translD="86" />
</ dat a>
S: <ok />

C. <data content="#Content’ >
<originator identity="apex=report @ ubble.com />
<recipient identity= fred@xanmple.com />
<dat a- cont ent Nanme=' Content’ >
<st at usResponse transl D="86" >
<destination identity="barney@ ubble. coni >
<reply code=" 250" />
</ destination>
</ st at usResponse>
</ dat a- cont ent >

</ dat a>
S: <ok />
S + S +
| IRSEREEEE data -- | |
| appl. | | relay |
| #1 | -- ok --------- > | #1 |
Fommm o - + Fommm o - +

C. <data content= #Content’ >
<originator identity="apex=report@ubble.com />
<recipient identity= fred@xanple.com />
<dat a- cont ent Name=' Content’ >
<st at usResponse transl D=" 86" >
<destination identity="barney@ ubble. coni >
<reply code=" 250" />
</ destination>
</ st at usResponse>
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</ dat a- cont ent >
</ dat a>
S. <ok />

Note that a trace of a data s passage through the relaying mesh can
be achi eved by setting the "targetHop" attribute to "all".

6. APEX Services

APEX, at its core, provides a best-effort datagramservice. Wthin
an admnistrative domain, all relays nust be able to handl e nmessages
for any endpoint within that adm nistrative domain. APEX services
are logically defined as endpoints but, given their ubiquitous
semantics, they do not necessarily need to be associated with a

si ngl e physical endpoint. As such, they nmay be provisioned co-
resident with each relay within an adm ni strative donmain, even though

they are logically provided on top of the relaying mesh, i.e.
S R + S R + S R + S e +
| APEX | | APEX | | APEX | | |
| access | | presence | | report | | - |
| service | | service | | service | | |
TSR + TSR + TSR + SR +
| | | |
| | | |
T T .. +
| |
| APEX core |
| |
o m m m e o o o e o e e e e e e e e e e e e e e e e e e e e e e e e e em oo +

That is, applications comunicate with an APEX service by exchangi ng
data with a "well-known endpoint" (VKE)

For exanpl e, APEX applications comunicate with the report service by
exchangi ng data with the well-known endpoint "apex=report" in the
correspondi ng adm ni strative domain, e.g., "apex=report@xanple.cont
is the endpoint associated with the report service in the
"exanpl e. com' admini strative domain

The specification of an APEX service nust define:

o the WKE of the service;

o the syntax and sequence of nessages exchanged with the service;

o what access control tokens are consulted by the service.
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A service registration tenplate (Section 7.2) organizes this
i nfornmation.

Finally, note that within a single admnistrative domain, the

rel ayi ng mesh makes use of the APEX access service in order to
determne if an originator is allowed to transmt data to a recipient
(c.f., Step 5.3 of Section 4.4.4.1).

6.1 Use of the APEX Core DTD

The specification of an APEX service may use definitions found in the
APEX core DID (Section 9.1). For exanple, the reply operation
(Section 6.1.2) is defined to provide a common format for responses.

6.1.1 Transaction-ldentifiers

In using APEX s transaction-identifiers, note the foll ow ng:

o

In the endpoint-relay and rel ay-rel ay nodes, transaction-
identifiers are nmeaningful only during the lifetine of a BEEP
channel

For exanpl e, when an application issues the attach operation, the
associ ated transaction-identifier has neaning only within the
context of the BEEP channel used for the attach operation. Wen
the BEEP connection is rel eased, the channel no | onger exists and
the application is no | onger attached to the rel ayi ng nmesh.

In contrast, when an application conmuni cates with an APEX
service, transaction-identifiers are often enbedded in the data
that is sent. This neans that transaction-identifiers are
potentially long-Ilived.

For exanple, an application may attach as an endpoint, send data
(contai ning an enbedded transaction-identifier) to a service, and,
sone tinme later, detach fromthe relaying nesh. Later on, a
second application nay attach as the sanme endpoi nt, and send data
of its own (al so containing enbedded transaction-identifiers).
Subsequently, the second application may receive data fromthe
service responding to the first application’s request and
containing the transaction-identifier used by the first
appl i cation.

To minimze the |ikelihood of ambiguities with long-1ived
transaction-identifiers, the values of transaction-identifiers
generated by applications shoul d appear to be unpredictable.
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6.1.2 The Reply El enent

Many APEX services make use of a reply operation. Although each
service defines the circunstances in which a "reply" elenent is sent,
the syntax of the "reply" elenent is defined in Section 9. 1.

The "reply" elenment has a "code" attribute, a "transID' attribute, an
optional "xm:lang" attribute, and may contain arbitrary textua
content:

o the "code" elenent specifies a three-digit reply code (c.f.,
Section 10);

o the "translID' attribute specifies the transaction-identifier
corresponding to this reply;

o the "xm:lang" attribute, if present, specifies the |anguage that
the elenment’s content is witten in; and,

0o the textual content is a diagnostic (possibly nmultiline) which is
meani ngful to inplementers, perhaps adm nistrators, and possibly
even users.

6.2 The Report Service

Section 8.5 contains the APEX service registration for the report
servi ce:

o Wthin an adm nistrative donmain, the service is addressed using
the wel | -known endpoi nt of "apex=report".

0 Section 9.2 defines the syntax of the operations exchanged with
the service

o A consuner of the service does not initiate conmmuni cations with
t he service

0 The service initiates conmmunications by sending data containing
the "statusResponse" operation

If a relay processes a "statusRequest" option (Section 5.1), then it
sends data to the originator containing a "statusResponse" el enent
(Section 9.2).

The "statusResponse" el enent has a "translD' attribute and contains
one or nore "destination" elenents:
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o the "translD' attribute specifies the value contained in the
"st at usRequest" option; and,

o each "destination" elenent has an "identity" attribute and
contains a "reply" elenent:

* the "identity" attribute specifies the recipient endpoint that
is being reported on; and,

* the "reply" element (Section 6.1.2) specifies the delivery
status of that recipient.

7. Registration Tenpl ates
7.1 APEX Option Registration Tenplate

VWhen an APEX option is registered, the following information is
suppl i ed:

Option ldentification: specify the NMIOKEN or the URI that
authoritatively identifies this option.

Present in: specify the APEX elements in which the option may appear.

Contains: specify the XML content that is contained within the
"option" el enent.

Processing Rules: specify the processing rules associated with the
option.

Contact Information: specify the postal and el ectronic contact
i nformation for the author of the profile.

7.2 APEX Service Registration Tenpl ate

When an APEX service is registered, the following information is
suppl i ed:

Wl | - Known Endpoint: specify the local-part of an endpoint identity,
starting with "apex=".

Synt ax of Messages Exchanged: specify the el ements exchanged with the
servi ce.

Sequence of Messages Exchanged: specify the order in which data is
exchanged with the service.
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Access Control Tokens: specify the token(s) used to control access to
the service (c.f., [10]).

Contact Information: specify the postal and el ectronic contact
information for the author of the profile.

Not e that the endpoints "apex=all" and "apex=core" may not be
assi gned.

7.3 APEX Endpoi nt Application Registration Tenpl ate

When an APEX endpoint application is registered, the follow ng
information is supplied:

Endpoi nt Application: specify the subaddress used for an endpoi nt
application, starting with "appl =".

Application Definition: specify the syntax and semantics of the
endpoi nt application identified by this registration

Contact Information: specify the postal and el ectronic contact
i nformation for the author of the profile.

8. Initial Registrations
8.1 Registration: The APEX Profile
Profile ldentification: http://iana.org/beep/ APEX
Messages exchanged during Channel Creation: "attach", "bind"

Messages starting one-to-one exchanges: "attach", "bind",
“termnate", or "data"

Messages in positive replies: "ok"
Messages in negative replies: "error"
Messages in one-to-many exchanges: none
Message Syntax: c.f., Section 9.1
Message Semantics: c.f., Section 4.4

Contact Information: c.f., the "Authors’ Addresses" section of this
meno
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8.2 Registration: The System (Wl | -Known) TCP port nunber for apex-nesh
Prot ocol Nunber: TCP
Message Formats, Types, Opcodes, and Sequences: c.f., Section 9.1
Functions: c.f., Section 4.4
Use of Broadcast/Milticast: none
Proposed Name: APEX rel ay-relay service
Short nane: apex-nesh

Contact Information: c.f., the "Authors’ Addresses" section of this
meno

8.3 Registration: The System (Wl | -Known) TCP port nunber for apex-edge
Protocol Number: TCP
Message Formats, Types, Opcodes, and Sequences: c.f., Section 9.1
Functions: c.f., Section 4.4
Use of Broadcast/Milticast: none
Proposed Name: APEX endpoint-relay service
Short nane: apex-edge

Contact Information: c.f., the "Authors’ Addresses" section of this
nMeno

8.4 Registration: The statusRequest Option
Option Identification: statusRequest
Present in: APEX s "data" and "recipient" elements
Cont ai ns: not hi ng
Processing Rules: c.f., Section 5.1

Contact Information: c.f., the "Authors’ Addresses" section of this
meno
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8.5 Registration: The Report Service
Wl | - Known Endpoint: apex=report
Synt ax of Messages Exchanged: c.f., Section 9.2
Sequence of Messages Exchanged: c.f., Section 6.2
Access Control Tokens: none

Contact Information: c.f., the "Authors’ Addresses” section of this
nMeno

9. DIDs
9.1 The APEX Core DID

<l--
DTD for the APEX core, as of 2001-07-09

Refer to this DTD as:

<IENTI TY % APEXCORE PUBLIC "-//I|ETF// DTD APEX CORE//EN' "">
YAPEXCORE
-->

<IENTITY % BEEP PUBLIC "-//I| ETF//DTD BEEP//EN' "">
YBEEP,

<l--
DTD data types:

APEX endpoi nt
ENDPQO NT entity, fred@xanpl e. com
c.f., Section 2.2

dormain, either a FQDN or a literal

DOVAI N c.f., [RFC 2821] exanpl e.com or [10.0.0. 1]
seconds

SECONDS 0..2147483647 600
ti mestanp

TI MESTAMP c.f., [12] 2000- 05- 15T13: 02: 00- 08: 00

uni que-identifier
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UNIQ D

1..2147483647

uni que-identifier OR zero

42

#REQUI RED
#REQUI RED>

#REQUI RED
#REQUI RED>

"250"
#| MPLI ED
"O" >

July 2002

(originator,recipient+, opti on*, dat a-content ?) >

#REQUI RED>

UNI ZI D 0..2147483647
-->
<IENTITY % ENDPO NT " CDATA">
<IENTITY % DQOVAI N " CDATA" >
<IENTITY % SECONDS " CDATA">
<IENTITY % TI MESTAVP " CDATA" >
<IENTITY % UNQD " CDATA" >
<IENTITY % UN ZID " CDATA" >
<l--
APEX nessages, exchanged as application/ beep+xm
rol e MBG RPY
I attach ok
| or L bi nd ok
| or L term nate ok
| or L dat a ok
-->
<! ELEMENT attach (option*)>
<! ATTLI ST attach
endpoi nt %ENDPQO NT;
transl D %UNI Q D;
<! ELEMENT bi nd (option*)>
<! ATTLI ST bi nd
rel ay YOOVAI N;
transi D YUNI Q D,
<l ELEMENT termi nate (#PCDATA) >
<I' ATTLI ST term nate
code IXYZ;
xm : | ang %_ANG,
transli D %UNI ZI D,
<! ELEMENT dat a
<! ATTLI ST dat a
cont ent %R ;
<! ELEMENT originator (option*)>
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<! ATTLI ST ori gi nat or
identity YENDPOI NT; #REQUI RED>

<! ELEMENT reci pi ent (option*)>
<I ATTLI ST reci pi ent

identity Y%ENDPQOl NT; #REQUI RED>
<! ELEMENT dat a- cont ent
ANY>
<! ATTLI ST Name I D #REQUI RED>
<! ELEMENT ok EMPTY>
<! ELEMENT reply (#PCDATA) >
<I ATTLI ST reply
code IXYZ; #REQUI RED
transl D %N Q D; #REQUI RED
xm : 1 ang %_ANG, #1 MPLI ED>
<l-- either the "internal" or the "external" attribute is present in
an option -->
<! ELEMENT option ANY>
<I' ATTLI ST option
i nternal NMIOKEN "
ext er nal %Rl ; "

t ar get Hop (this|final|all) "final"
nmust Under st and

(true|fal se) "fal se"
transl D %Nl Q D #REQUI RED
| ocal i ze 2%4_CCS; "i-default">

9.2 The Report Service DID

<l--
DTD for the APEX report service, as of 2000-12-12

Refer to this DTD as:
<I ENTI TY % APEXREPORT PUBLIC "-//Bl ocks//DTD APEX REPORT//EN' "">
YAPEXREPORT;

-->

<! ENTI TY % APEXCORE PUBLI C "-//Bl ocks// DTD APEX CORE//EN' "">
Y%APEXCORE;

<l--
Synopsis of the APEX report service
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<!

servi ce VWKE: apex=report
nmessage exchanges:

service initiates consuner replies

st at usResponse (not hi ng)

access control tokens: none
-

ELEMENT st at usResponse
(destination+) >

<I ATTLI ST st at usResponse

<!

transli D %N Q D, #REQUI RED>

ELEMENT destination (reply)>

<! ATTLI ST desti nati on

identity Y%ENDPO NT; #REQUI RED>

10. Reply Codes

Rose,

code meani ng

556_ ;F;H;;Etion successfu

421 service not avail abl e

450 requested action not taken

451 requested action aborted

454 temporary authentication failure

500 general syntax error (e.g., poorly-fornmed XM)
501 syntax error in paranmeters (e.g., non-valid XM)
504 par armet er not inplemented

530 aut hentication required

534 aut henti cati on mechani sminsufficient

535 aut hentication failure

537 action not authorized for user

et. al. St andards Track
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11.

538 aut henti cati on nechani smrequires encryption
550 requested action not taken

553 paraneter invalid

554 transaction failed (e.g., policy violation)
555 transaction already in progress

Security Considerations

Consult Section 3 and Section 4.5 for a discussion of security
i ssues, e.g., relaying integrity.

Al t hough service provisioning is a policy matter, at a m nimum al
APEX i npl ement ati ons nust provide the follow ng tuning profiles:

for authentication: http://iana.org/ beep/ SASL/ DI GEST- MD5

for confidentiality: http://iana.org/beep/TLS (using the
TLS RSA W TH 3DES EDE CBC _SHA ci pher)

for both: http://iana.org/beep/ TLS (using the
TLS RSA W TH 3DES EDE CBC SHA ci pher supporting client-side
certificates)

Further, APEX endpoint inplenentations nay choose to of fer M Me-based
security services providing nmessage integrity and confidentiality,
such as QpenPGP [13] or S/IM M [14].

Regardl ess, since APEX is a profile of the BEEP, consult [1]’'s
Section 9 for a discussion of BEEP-specific security issues.

Finally, the statusRequest option (Section 5.1) may be used to expose
private network topology. Accordingly, an adm nistrator nmay wish to
choose to disable this option except at the ingress/egress points for
its admi nistrative domain.
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Appendi x B. | ANA Consi derati ons

The | ANA has registered "APEX' as a standards-track BEEP profile, as
specified in Section 8.1.

The | ANA has regi stered "apex-nesh" as a TCP port nunber, as
specified in Section 8. 2.

The | ANA has regi stered "apex-edge" as a TCP port nunber, as
specified in Section 8.3.

The I ANA maintains a list of:

o APEX options, c.f., Section 7.1;

0 APEX services, c.f., Section 7.2; and,

0 APEX endpoint applications, c.f., Section 7.3.

For each list, the IESGis responsible for assigning a designated
expert to review the specification prior to the | ANA making the
assignment. As a courtesy to devel opers of non-standards track APEX
options and services, the mailing |ist apexwg@ nvi si bl e. net may be
used to solicit conmmentary.

The | ANA makes the registrations specified in Section 8.4 and Section
8. 5.
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Ful | Copyright Statenent
Copyright (C The Internet Society (2002). Al Rights Reserved.

Thi s docunent and translations of it may be copied and furnished to
ot hers, and derivative works that conment on or otherwi se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORVATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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