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TELNET KERM T OPTI ON
Status of this Menp

This meno provides information for the Internet community. It does
not specify an Internet standard of any kind. Distribution of this
meno is unlimted.

Copyri ght Notice
Copyright (C The Internet Society (2000). Al Rights Reserved.

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119.

ABSTRACT

Thi s docunent describes an extension to the Tel net protocol to allow
the negotiation, coordination, and use of the Kermt file transfer
and managenent protocol over an existing Tel net protocol connection.
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1. MOTI VATI ON

The Kermit protocol [KER] perfornms error-corrected file transfer and
management over many types of connections, including termna
connections, anong diverse hardware and software platforns. It is
supported by a |l arge nunber of Telnet clients and is also widely
avail able on the Internet hosts to which Tel net connections are nade.

Traditionally, the Kernit protocol connection is started manually by
a user, or perhaps by an automated script. It is the user’s
responsibility to start the Kernit server on one end of the
connection and the Kermit client on the other, or to start a Kermt
"send" operation on one end and a Kermt "receive" on the other

This procedure grew out of necessity on ordinary direct-dia
connections, and serves its purpose within the limtations of that
context. But it introduces timng and dexterity problenms, and |acks
an effective way for each Kermt programto determ ne the "nobde" of
the other, or even its very presence, and therefore to know with
certainty which operations and procedures are | egal on the connection
at any given tine.

VWhen Kermt services are offered on the Internet, however, a strong
coupling can be established between the two end applications by
havi ng the Tel net protocol [TEL] serve as a supervisor for Kermt
sessions, ensuring that a valid and known relationship is al ways
obtained. Kernmit sessions are, in effect, enbedded w thin Tel net
sessions, with Telnet providing the mechanismfor starting and
stoppi ng them and defining which end is the Kermt client and which
is the Kermt server, possibly changing the relationship in response
to user actions.

2. DEFINI'TI ONS

Kermt server
A software programthat is ready to accept and act upon conmands
in the formof well-defined Kermt packets [KER].

Kermit client
A software programthat receives requests through its user
interface froma human agent (or a script or other source) and
transl ates themto command packets, which it sends to a Kerm't
server, thus initiating a Kermt protocol transaction such as the
transfer of one or nore files.
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Availability of Kernmit server
For the purposes of this docunent, a Kermit server is said to be
avail able if, through the negotiati ons described herein, its
Tel net partner knows that it is a Kermt server.

3. COMVANDS AND CODES

Support for a Kermt server is negotiated separately in each
direction, allowing Kernit service to be enbedded in the Tel net
client, the Tel net server, or in both. The proposed Tel net
extensions are, therefore, symetrical

When the connection is first opened, Kermt service is unavailable in
both directions.

The availability of Kermt service is negotiated using the follow ng
Tel net option:

KERM T 47 (assigned by | ANA)

The state of the connection is controlled by the follow ng Tel net
subnegoti ati on functi on codes:

START- SERVER 0
STOP- SERVER 1
REQ START- SERVER 2
REQ STOP- SERVER 3
SOP 4
RESP- START- SERVER 8
RESP- STOP- SERVER 9

4. COVIVAND MEANI NGS
The KERM T OPTION is negotiated using the standard Tel net nechani sns:

|AC WLL KERM T
The sender of this comand incorporates a Kermt server and is
willing to negotiate its use.

| AC WONT KERM T
The sender of this command does not incorporate a Kermt server or
refuses to negotiate its use.

| AC DO KERM T

The sender of this command requests that the receiver negotiate
use of a Kermt server.
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| AC DONT KERM T
The sender of this comand refuses to negotiate the use of a
Kermt server.

Once WLL KERMT is negotiated in a particular direction,
subnegotiations are used to indicate or request a change in state of
the connection, or to convey other infornmation. Subnegotiations may
be sent at any tinmne.

| AC SB KERM T START- SERVER
This command is sent by the WLL side to indicate that the Kermt
server is now active; that is, that client-initiated Kermt
packets wi |l be accepted.

| AC SB KERM T STOP- SERVER
This command is sent by the WLL side to indicate that the Kermt
server is no longer active, and therefore that it is not ready to
accept Kermt packets.

| AC SB KERM T REQ START- SERVER
This command is sent by the DO side to request that the Kermit
server be started. It must be responded to with either RESP-
START- SERVER or RESP- STOP- SERVER dependi ng upon whet her the
request was accept ed.

| AC SB KERM T REQ STOP- SERVER
This command is sent by the DO side to request that the Kermit
server be stopped. It must be responded to with either RESP-
START- SERVER or RESP- STOP- SERVER dependi ng upon whet her the
request was accept ed.

| AC SB KERM T RESP- START- SERVER
This command is sent by the WLL side in response to REQ START-
SERVER or REQ STOP-SERVER to indicate that the Kermt server is
active after the request was accepted or denied.

| AC SB KERM T RESP- STOP- SERVER
This command is sent by the WLL side in response to REQ START-
SERVER or REQ STOP-SERVER to indicate that the Kermit server is
not active after the request was accepted or denied.

| AC SB KERM T SOP <oct et >
Kermt Start O Packet. The sender of this comand specifies the
octet it will use to mark the beginning of the Kermt packets it
sends. This command rmust be sent by each connection partner upon
the first WLL/DO pair to all ow unanbi guous identification of
Kermt packets in the data stream This subnegotiation nust be
sent whenever the Start of Packet character changes. The val ues
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are restricted to ASCII CO control characters other than Carriage
Return and NUL. The normal value is 1 (ASCII SOH). The two
Kermit partners normally use the same SOP, but nay use distinct
ones if desired.

| AC SB KERMT SOP is necessary to allow each Tel net partner to
recogni ze subsequent incomng Kermt packets. Data follow ng the SOP
is processed by the Kermt packet analyzer. Al other Kermt

protocol paraneters are automatically negotiated within the Kermt
protocol upon the initial exchange of Kermt packets [KER].

START- SERVER and STOP- SERVER commands nust be sent by the WLL side
whenever the state of the Kernmt server changes. Wwen WLL is
successfully negotiated the state of the WLL side is assuned to be
STOP-SERVER.  |If the server is active, the WLL side nust send a
START- SERVER to i ndicate the change in state.

The recei ver of a REQ START- SERVER or REQ STOP- SERVER i s not required
to agree to the request to change state. The receiver nust respond
wi th either RESP-START- SERVER or RESP-STOP-SERVER to indicate the
state of the Kermit Server subsequent to the request. RESP-xxx-
SERVER i s sent instead of xxx-SERVER to enabl e the sender of REQ
xxX- SERVER to di stinguish between the WLL side’ s spontaneous change
in state and the response to the DO side’ s request.

If the Kermit server receives a Kermt packet comranding it to cease
Kermt service (such as a FINISH, REMOTE EXIT or BYE packet [KER]),
it must send | AC SB KERM T STOP-SERVER if the command i s accepted.

These rules ensure that the Telnet client’s user interface al ways
knows whether (and on which end) a Kermit server is available, and
can therefore present the user only with valid choices, and that
changes in state of one Telnet partner autonmatically switch the other
to a conplenentary and valid state.

While it is possible for a traditional telnet service (port 23) to

i mpl enent this option while at the same tine supporting the existing
renote shell access functionality, it is not expected that this
option will be used in that manner. |Instead, this option is
primarily neant for use with dedicated Kermt services such as the
Internet Kermt Service (port 1649) [IKS].

5. KERM T PROTOCOL | MPLI CATI ONS
The Kermit protocol is described el sewhere [KER]. It is an

ext ensi bl e and sel f-configuring protocol, like Telnet, and thus any
two proper Kermit inplenmentations should interoperate automatically.
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In Kermit, as in Telnet, one particular octet is distinguished. In
Telnet’'s case, it is |AC (decinmal 255); in Kernmit's it is the
character specified by the |AC SB KERM T SCOP negoti ation, normally
SOH (decimal 1, Crl-A). Al Kernmt packets must begin with the SOP
and shoul d not contain the SOP character in an unquoted form

Tel net protocol takes precedence over Kermt protocol; whenever an
IAC is detected, it is processed as the begi nning of a Tel net command
unl ess quoted by another | AC. Telnet commands can contain any
characters at all, including the SOP octet, transparently to the
Kermt protocol, and in fact Tel net commands are not seen by the
Kermt protocol at all

Kermt protocol must follow Telnet NVT rules in each direction when
Tel net binary node is not negotiated for that direction

If 8-bit transparency is desired, Telnet binary node may be

negoti ated upon entry to Kermt protocol in the appropriate
direction, and the previous node (NVT or binary) restored upon exit
fromKermt protocol. Telnet binary node can result in nore
efficient transfers, but is not required for data transfer, since
Kermt protocol does not require a transparent path.

6. EXAMPLES
6.1. EXAMPLE 1

The Tel net server contains a Kermt server. The Telnet client
i ncludes Kermt protocol but does not inplenment the Tel net KERM T
Opt i on.

Tel net Server Tel net dient

<starts negoti ati ons>

WLL KERM T

DO KERM T
<responds to negoti ati ons>
DONT KERM T
WONT KERM T

Fromthis point, no subnegotiations take place, and the Kermt
client/server relationship is under manual control of the user of the
Tel net client.
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6.2. EXAMPLE 2

The Tel net server contains a Kernmt server and starts a Kernit server
i medi ately after a connection is nmade. The Telnet client does not
offer a Kermt server.

Tel net Server Tel net dient

<starts negotiati ons>

WLL KERM T
DO KERM T
<responds to negoti ati ons>
DO KERM T
SB KERM T SOP <0x01>
WONT KERM T

SB KERM T SCP <0x01>

<starts Kermt Server>
SB KERM T START- SERVER

At this point the Telnet client knows that a Kermit server is on the
ot her end of the connection, and so may custom ze its conmand set or
menus to allow only those commands that are valid as a client of a
Kermt server.
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6. 3. EXAMPLE 3

Tel net server and Telnet client both contain a Kermt server. Tel net
client Kermt server is active whenever its termnal enulator is
active, and not active at other tinmes. The Tel net server is used for
shel | access and does not start a Kermt Server unless requested.

Tel net Server Tel net dient

<starts negoti ati ons>

WLL KERM T
DO KERM T
<responds to negoti ati ons>
DO KERM T
SB KERM T SOP <0x01>
WLL KERM T

SB KERM T SOP <0x01>
<telnet client enters term nal enul ator>
SB KERM T START- SERVER

<client | eaves term nal enul at or>
SB KERM T STOP- SERVER

<client requests Kermt service>
SB KERM T REQ START- SERVER
<starts Kermt server>
SB KERM T RESP- START- SERVER
<client sends Kermt FIN SH packet >
<stops Kernit server>
SB KERM T STOP- SERVER
<client returns to termnal enul ator>
SB KERM T START- SERVER
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6. 4. EXAMPLE 4

Tel net server and Telnet client both contain a Kermt server. Tel net
client’s Kermt server is active whenever the termnal enulator is
active. Telnet server is used solely for Kermt protocol and
automatically starts a Kermt Server upon accepting the connection.

Tel net Server Tel net dient

<starts negoti ati ons>

WLL KERM T
DO KERM T
<responds to negoti ati ons>
DO KERM T
SB KERM T SOP <0x01>
WLL KERM T

SB KERM T SOP <0x01>
<client enters term nal enul ator>
SB KERM T START- SERVER

<in response to DO>

SB KERM T SOP <0x01>

SB KERM T START- SERVER
<client restricts command set to
Kermt protocol commands>
SB KERM T STOP- SERVER

<client performs Kermt protocol
oper ati ons>

<client want to enter termnm nal npbde>
SB KERM T REQ STOP- SERVER

<Kermt Server refuses>
SB KERM T RESP- START- SERVER
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6.5. EXAMPLE 5

This is an exanpl e of sonething that should not be allowed to happen
Sone Telnet clients that inmplenent file transfer capabilities are
designed to accept incom ng connections. |In this situation the
Telnet Client acts as a pseudo Tel net Server but without the ability
to provide shell access or many of the other functions associated
with Telnet. |If both Telnet clients support this option and contain
a Kermt server that is active during ternminal enulation there is the
potential for a deadlock situation if scripting is also supported.
This is because Telnet clients that support a script |anguage do not
process input while waiting for the next command to be issued.

Tel net Client One Tel net Cient Two
<starts negotiati ons>
WLL KERM T
DO KERM T
<responds to WLL>
DO KERM T
SB KERM T SOP <0x01>

<in response to DO>
SB KERM T SOP <0x01>
SB KERM T START- SERVER
<responds to DO>
WLL KERM T
SB KERM T START- SERVER

<client one restricts command

set to Kernmit protocol and

di sabl es Kermt Server>

SB KERM T STOP- SERVER
<client two restricts command
set to Kermt protocol and
di sabl es Kermt Server>
SB KERM T STOP- SERVER

At this point both clients have restricted their comrand set to
Kermt Protocol conmands. However, in both cases neither side is
processing input. Therefore the follow ng restriction MJST be
enforced: A Telnet partner may not restrict the comand set if it
accepted the i ncom ng connection
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7. SECURITY

| mpl ementors of this Telnet Option nust enforce appropriate user
aut hentication and file system access restrictions in conjunction
with their inplenentation of the Kermt file transfer protocol.
These issues are beyond the scope of this docunent.
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10. Full Copyright Statenent
Copyright (C The Internet Society (2000). Al Rights Reserved.

Thi s docunent and translations of it may be copied and furnished to
ot hers, and derivative works that conment on or otherwi se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
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