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Abst r act

In many environments clients require the ability to validiate the
source and integrity of information provided by the directory. This
docunent descri bes an LDAP nessage control which allows for the
retrieval of digitally signed information. This docunent defines an
LDAP v3 based mechani smfor signing directory operations in order to
create a secure journal of changes that have been made to each
directory entry. Both client and server based signatures are
supported. An object class for subsequent retrieval are "journa
entries" is also defined. This docunent specifies LDAP v3 controls
that enable this functionality. It also defines an LDAP v3 schenmm
that allows for subsequent browsing of the journal information.
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1

1

| ntroducti on

In many environments clients require the ability to validiate the
source and integrity of information provided by the directory. This
docunent descri bes an LDAP nessage control which allows for the
retrieval of digitally signed information. The perspective of this
docunent is that the origin of the information that is stored in LDAP
v3 accessible directories is the LDAP v3 client that creates the
information. The source and integrity of the information is
guaranteed by allowing for the digital signing of the operations that
make changes to entries in the directory. The source and integrity
of an individual LDAP connection can be guaranteed by nmaki ng use of
an underlying session |ayer that provides such services, such as TLS.
Note that the integrity of an individual connection does not, in and
of itself guarantee the integrity of the data that cones across the
connection. This is due to the fact that the LDAP server is only
capabl e of providing information that it has stored. In distributed
and replicated environnents, the fact that an entry has been
successfully retrieved froma server may not be conpletely
reassuring, if the entry in question was replicated froman untrusted
donai n.

By maki ng use of public key technol ogy, and creating digitally signed
transactions that are created by the LDAP v3 client as entries are
created and nodified, a conplete journal of the history of the entry
is available. Since each entry in the journal has been digitally
signed with the private key of the creator, or nodifier of the entry,
the source and integrity of the directory entry can be validated by
verifying the signature of each entry in the journal. Note that not
all of the journal entries will have been signed by the sane user.

1. Audit Trail Mechani sm

Signed directory operations is a straightforward application of

S/'M ME technol ogy that al so | everages the extensible franework that
is provided by LDAP version 3. LDAP version 3 is defined in [4], and
SSMME is defined in [2]. The security used in SSMM is based in
the definitions in [1]. The basic idea is that the submitter of an
LDAP operation that changes the directory information includes an
LDAP version 3 control that includes either a signature of the
operation, or a request that the LDAP server sign the operation on
the behalf of the LDAP client. The result of the operation (in
addition to the change of the directory information), is additiona
information that is attached to directory objects, that includes the
audit trail of signed operations. The LDAP control is (OD =
1.2.840.113549.6.0.0):

Greenbl att & Richard Experi ment al [ Page 2]



RFC 2649 LDAP Control and Schema August 1999

Si gnedQperation ::= CHO CE {
si gnbySer ver NULL,
si gnat ur el ncl uded OCTET STRI NG

}

If the Signaturelncluded CHO CE is used, then the OCTET string is
just an S/M ME nessage of the multipart/signed variety, that is
conposed of a single piece, that is the signature of the directory
operation. Miltipart/signed MM objects are defined in [3]. |If the
Si gnbyServer CHO CE us used, then the LDAP server creates the
signature on behalf of the client, using its own identity and not the
identity of the client, in order to produce the audit trail entry.

In either case the successful result of processing the control is the
creation of additional information in the directory entry that is
being nodified or created. The signature of the LDAP operation is
conputed on the LDAPMessage prior to the inclusion of the

Si gnedOperation control. The procedure is as follows:

- Build LDAPMessage wi thout the SignedOperation contro

- Conpute signature on the above LDAPMessage

- Create new LDAPMessage that includes the old Messagel D
protocol O and any control fields fromthe previous LDAPMessage,
plus the conputed signature formatted as an S/ M ME nessage.

No control is defined for the server to return in the LDAPResult as
defined in [4]. The LDAP server NMAY attenpt to parse and verify the
signature included in the SignedOperation control, but is not
required to. The server can accept the signed operation w thout
verifying the signature. Signhature verification can be quite a

| engt hy operation, requiring conplex certificate chain traversals.
This allows a nore tinely creation of the audit trail by the server.
Any LDAP client browsing the directory that retrieves the ' Changes’
(defined in the foll ow ng paragraphs) attributes, should verify the
signature of each value according to the | ocal signature verification
policies. Even if the LDAP server verifies the signature contained
in the singed operation, the LDAP client has no way of know ng what
policies were followed by the server in order to verify the

si gnat ure.

If the LDAP server is unable to verify the signature and wi shes to
return an error then the error code unwillingToPerform 53) should be
returned, and the entire LDAP operation fails. |In this situation, an
appropriate nessage (e.g. "Unable to verify signature") MAY be

i ncluded in the errorMessage of the LDAPResult. The SignedQOperation
Control MAY be marked CRITICAL, and if it is CRITICAL then if the
LDAP Server perforns the LDAP operation, then must include the
signature in the signedAuditTrail information
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The schema definition for the signedAuditTrail information is:

( 1.2.840.113549.6.1.0
NAME ' si gnedAudit Trail’
SUP top

AUXI LI ARY

MUST (

Changes

)
)
The format of the Changes attribute is:

( 1.2.840.113549.6.2.0

NAME ' Changes’

DESC 'a set of changes applied to an entry’
SYNTAX " Bi nary’ )

The actual format of the Changes attribute is:

Changes ::= SEQUENCE {
sequenceNumnber [0] INTEGER (O .. maxlint),
si gnedOperation [1] OCTET STRI NG }

The SignedQperation attribute is a nultipart/signed SIM ME nessage.
Part 1 of the nessage is the directory operation, and part 2 is the
signature. Sequence number O (if present) always indicates the
starting point directory object as represented by the definitions in
"A MM Content-Type for Directory Information", as defined in [5].
Subsequent sequence nunbers indicate the sequence of changes that
have been nade to this directory object. Note that the sequence of
the changes can be verified due to the fact that the signed directory
object will have a timestanp as part of the signature object, and
that the sequence nunbering as part of the change attribute should be
considered to be an unverified aid to the LDAP client. Sequence
nunbers are nmeaningful only within the context of a single directory
entry, and LDAP servers are not expected to mmintain these sequence
nunbers across all entries in the directory.

Sone LDAP servers will only allow operations that include the

Si gnedOperation control. This is indicated by the inclusion of a
"signedDi rectoryQperationSupport’ attribute in the rootDSE. This
attribute is defined as:
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1.2.840.113549.6.2.2

NAME ' si gnedDi r ect or yOper at i onSupport’

DESC ' how nmany of the LDAP operations nmust be signed
SYNTAX ' I nteger’ S| NGLE-VALUE )

The ' signedDi rectoryQperationSupport’ attribute above nmay have one of
the values, "0, "1 or "2 with the follow ng neanings:

- '0" Directory Operations may be signed
- "1 Directory Operations nust always be signed
- '2" Directory Operations nmust never be signed

Some LDAP servers will desire that the audit trail be continuous, and
not contain any gaps that would result from unsigned operations.

Such server will include a signature on each LDAP operation that
changes a directory entry, even when the LDAP client does not include
a signed- Operation control

1.2. Handling the Delete Operation

The LDAP Del ete operation represents an interesting case for Signed
Directory Operations. This is due to the case that subsequent to the
successful conpletion of the Delete Operation, the object that would
have held the |l atest 'Changes’ attribute no | onger exists. |n order
to handle this situation, a new object class is defined to represent
a directory object that has been del et ed.

( 1.2.840.113549.6.1.2

NAME ’ zonbi eCbj ect’

SUP top

STRUCTURAL

MUST (

Cn $ Changes $ Oigi nal Obj ect

)
)
The format of the Oiginal Object attribute is:

( 1.2.840.113549.6.2.1

NAME Ori gi nal Obj ect

DESC ' The LDAP URL of an object that has been deleted fromthe
directory’ SYNTAX 'Binary’ )

The Original Ghject attribute contains the URL of the object that was
deleted fromthe directory. It is formatted in accordance with RFC
2255. Directory servers that conmply with this specification SHOULD
create a zonbi eCbj ect when perform ng the del ete Operation that
contains a SignedOperation LDAPControl. The Cn attribute of the
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zonbi eObj ect is synthesized by the LDAP server, and may or may nhot be
related to the original nane of the directory entry that was del eted.
Al'l changes attributes that were attached to the original entry are
copied over to the zombieObject. |In addition the LDAP Server MJST
attach the signature of the Del ete operation as the |ast successfu
change that was nmade to the entry.

2. Signed Results Mechani sm

A control is also defined that allows the LDAP v3 client to request
that the server sign the results that it returns. It is intended
that this control is prinmarily used in concert with the LDAPSearch
operation. This control MAY be marked as CRITICAL. |If it is nmarked
as CRITICAL and the LDAP Server supports this operation, then al
search results MJST be returned with a signature as attached in the
Si gnedResult control if it is willing to sign results for this user
If the server supports this control but does not wish to sign the
results for this user then the error code unwillingToPerforn(53)
shoul d be returned, and the LDAP search will have failed. 1In this
situation, an appropriate nmessage (e.g. "Unwilling to sign results
for you!") MJST be included in the errorMessage of the LDAPResult.

If the LDAPSi gType has the value FALSE then the client is requesting
that the server not sign this operation. This may be done in
situations where servers are configured to always sign their

oper ations.

The LDAP control to include in the LDAP request is (OD =
1.2.840.113549.6.0.1):

DemandSi gnedResult ::= LDAPSi gType
LDAPSi gType ::= BOCOLEAN

In response to a DemandSi gnedResult control, the LDAP v3 server wll
return a SignedResult control in addition to the normal result as
defined by the operation (assum ng that the server understands the
con- trol, and is willing to performit). The SignedResult contro
MUST NOT be marked CRITICAL. Sonme LDAP v3 servers may be configured
to sign all of their operations. In this situation the server always
returns a SignedResult control, unless instructed otherw se by the
DemandSi gne-dResult Control. Since the SignedResult control is not
marked critical, the LDAP client is allowed to ignore it. The
signature field below includes the signature of the enitre LDAPResult
formatted as an S/ M ME pkcs-7/signature object, as defined in [2].
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The procedure for creating the signature of the signedResult control
is the same as the procedure for the creation of the signedOperation
control. The LDAP control in the LDAP response is (OD =
1.2.840.113549.6.0. 2):

Si gnedResult ::= CHO CE {
sighature OCTET STRI NG }

3. Security Considerations and O her Notes
The base A Ds are:
rsadsi Ldap ::= {1 2 840 113549 6}
rsadsi LdapControls ::= {1 2 840 113549 6 0}
rsadsi LdapObj ect Cl asses ::= {1 2 840 113549 6 1}
rsadsi LdapAttributes ::= {1 2 840 113549 6 2}

The conplete ASN. 1 nodule for this specification is:

S| GNEDOPERATI ONS DEFI NI TIONS :: =
BEG N

Si gnedQperation ::= CHO CE {

si gnbyServer NULL,
si gnat ur el ncl uded OCTET STRI NG

}

Changes ::= SEQUENCE {
sequenceNunber [0] INTEGER (O .. naxlnt),
si gnedOperation [1] OCTET STRI NG }
DemandSi gnedResult ::= LDAPSi gType
LDAPSi gType :: = BOOLEAN
Si gnedResult ::= CHO CE {
sighature OCTET STRI NG }

END
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If any of the controls in this specification are supported by an LDAP
v3 server then that server MJST nake available its certificate (if
any) in the userCertificate attribute of its rootDSE object. The
UserCertificate attribute is defined in [6], and contains the public
key of the server that is used in the creation of the various
signatures defined in this specification

It is not the intention of this specification to provide a nmechani sm
that guarantees the origin and integrity of LDAP v3 operations. Such
a service is best provided by the use of an underlying protocol such
as TLS [8]. TLS defines additional features such as encryption and
conpression. This specification does not define support for
encrypt ed operations.

This meno proposes protocol elements for transnission and storage of
the digital signatures of LDAP operations. Though the LDAP server
may have verified the operation signatures prior to their storage and
subsequent retrieval, it is prudent for LDAP clients to verify the
signatures contained in the chained attribute upon their retrieval.
The issuing Certification Authorities of the signer’'s certificate
shoul d al so be consulted in order to determine if the signer’s
private key has been conprom sed or the certificate has been

ot herwi se revoked. Security considerations are discussed throughout
this meno.
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6. Full Copyright Statenent
Copyright (C The Internet Society (1999). Al Rights Reserved.

Thi s docunent and translations of it may be copied and furnished to
ot hers, and derivative works that conment on or otherwi se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORVATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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