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1. Introduction

A managenent system contains: several (potentially nmany) nodes, each
with a processing entity, terned an agent, which has access to
managenent instrumentation; at |east one managenent station; and, a
management protocol, used to convey nanagenent infornmation between
the agents and managenent stations. Operations of the protocol are
carried out under an adm nistrative framework which defines

aut hentication, authorization, access control, and privacy policies.

Management stations execute managenent applications which nonitor and
control managed el ements. Managed el enents are devi ces such as
hosts, routers, term nal servers, etc., which are nonitored and
controlled via access to their managenent infornation.

The Admi nistrative Infrastructure for SNMPv2 docunent [1] defines an
admini strative framework which realizes effective nanagenment in a
variety of configurations and environnents.

In this admi nistrative framework, a security nodel defines the
nmechani sns used to achieve an admi nistrativel y-defined | evel of
security for protocol interactions. Although many such security
nodel s m ght be defined, it is the purpose of this docunment, User-
based Security Mdel for SNMPv2, to define the first, and, as of this
witing, only, security nodel for this admnistrative franework.

This adm nistrative framework includes the provision of an access
control nodel. The enforcenment of access rights requires the neans
to identify the entity on whose behal f a request is generated. This
SNWPv2 security nodel identifies an entity on whose behal f an SNWPv2
nmessage i s generated as a "user".
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1.1. Threats

Several of the classical threats to network protocols are applicable
to the network managenent problem and therefore woul d be applicable
to any SNMPv2 security nmodel. Qher threats are not applicable to
the network managenent problem This section discusses principa
threats, secondary threats, and threats which are of |esser

i mportance.

The principal threats against which this SNWPv2 security nodel shoul d
provi de protection are:

Modi fi cation of Information
The nodification threat is the danger that sone unauthorized entity
may alter in-transit SNVMPv2 nessages generated on behal f of an
aut hori zed user in such a way as to effect unauthorized nanagenent
operations, including falsifying the value of an object.

Masquer ade
The masquerade threat is the danger that managenent operations not
aut hori zed for sone user nay be attenpted by assunming the identity
of anot her user that has the appropriate authorizations.

Two secondary threats are also identified. The security protocols
defined in this nmeno do provide protection against:

Message Stream Modification
The SNWPv2 protocol is typically based upon a connectionl ess
transport service which nmay operate over any subnetwork service.
The re-ordering, delay or replay of nessages can and does occur
through the natural operation of many such subnetwork services.
The nessage stream nodification threat is the danger that nessages
may be maliciously re-ordered, delayed or replayed to an extent
which is greater than can occur through the natural operation of a
subnetwork service, in order to effect unauthorized managenent
oper ations.

Di scl osure
The disclosure threat is the danger of eavesdropping on the
exchanges between managed agents and a managenent station
Protecting against this threat may be required as a matter of |oca
policy.

There are at least two threats that an SNMPv2 security protocol need

not protect against. The security protocols defined in this nmenmo do
not provide protection against:
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Deni al of Service
An SNWPv2 security protocol need not attenpt to address the broad
range of attacks by which service on behalf of authorized users is
deni ed. Indeed, such denial-of-service attacks are in many cases
i ndi stinguishable fromthe type of network failures with which any
vi abl e network managenent protocol nust cope as a natter of course

Traffic Analysis
In addition, an SNMPv2 security protocol need not attenpt to
address traffic analysis attacks. Indeed, nmany traffic patterns
are predictable - agents may be managed on a regul ar basis by a
relatively small nunber of nmanagenent stations - and therefore
there is no significant advantage afforded by protecting against
traffic analysis.

1.2. Goals and Constraints

Based on the foregoi ng account of threats in the SNVP network
managenent environnent, the goals of this SNMPv2 security nodel are
as follows.

(1) The protocol should provide for verification that each received
SNWPv2 nessage has not been nodified during its transm ssion
through the network in such a way that an unauthorized nanagenent
operation mght result.

(2) The protocol should provide for verification of the identity of the
user on whose behalf a received SNVWPv2 nessage clainms to have been
gener at ed.

(3) The protocol should provide for detection of received SNWPv2
nessages, which request or contain managenent information, whose
time of generation was not recent.

(4) The protocol should provide, when necessary, that the contents of
each recei ved SNMPv2 nessage are protected from discl osure.

In addition to the principal goal of supporting secure network
managenment, the design of this SNWPv2 security nodel is also
i nfl uenced by the foll owi ng constraints:

(1) Wen the requirenents of effective managenent in tinmes of network
stress are inconsistent with those of security, the design should
prefer the fornmer.

(2) Neither the security protocol nor its underlying security

nmechani snms shoul d depend upon the ready availability of other
network services (e.g., Network Time Protocol (NTP) or key
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nmanagenent protocol s).

(3) A security mechani smshould entail no changes to the basic SNWP
net wor k management phil osophy.

1.3. Security Services

The security services necessary to support the goals of an SNWPv2
security nodel are as foll ows.

Data Integrity
is the provision of the property that data has not been altered or
destroyed in an unauthorized nmanner, nor have data sequences been
altered to an extent greater than can occur non-maliciously.

Data Origin Authentication
is the provision of the property that the clainmed identity of the
user on whose behal f received data was originated is corroborated.

Data Confidentiality
is the provision of the property that information is not made
avail abl e or disclosed to unauthorized individuals, entities, or
processes.

For the protocols specified in this neno, it is not possible to
assure the specific originator of a received SNMPv2 nessage; rather
it is the user on whose behal f the nmessage was originated that is
aut henti cat ed.

For these protocols, it not possible to obtain data integrity without
data origin authentication, nor is it possible to obtain data origin
aut hentication without data integrity. Further, there is no
provision for data confidentiality without both data integrity and
data origin authentication.

The security protocols used in this nmeno are consi dered acceptably
secure at the time of witing. However, the procedures allow for new
aut hentication and privacy nethods to be specified at a future tine
if the need arises.

1.4. Mechani sms
The security protocols defined in this neno enpl oy several types of

nmechani sns in order to realize the goals and security services
descri bed above:
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- In support of data integrity, a nessage digest algorithmis
required. A digest is calculated over an appropriate portion of an
SNWPv2 nessage and included as part of the nessage sent to the
reci pi ent.

- In support of data origin authentication and data integrity, a
secret value is both inserted into, and appended to, the SNMPv2
nessage prior to conputing the digest; the inserted val ue
overwitten prior to transm ssion, and the appended value is not
transmtted. The secret value is shared by all SNWPv2 entities
aut horized to originate nessages on behal f of the appropriate user

- To protect against the threat of nmessage delay or replay (to an
extent greater than can occur through nornmal operation), a set of
time (at the agent) indicators and a request-id are included in
each message generated. An SNWPv2 agent evaluates the tine
indicators to determine if a received nmessage is recent. An SNWPv2
manager evaluates the time indicators to ensure that a received
nessage is at least as recent as the | ast nmessage it received from
the sane source. An SNWPv2 manager uses received authentic
nmessages to advance its notion of tine (at the agent). An SNWv2
manager al so evaluates the request-id in received Response nmessages
and di scards messages which do not correspond to outstanding
requests.

These nechani sns provide for the detection of nessages whose tine
of generation was not recent in all but one circunstance; this
circunmstance is the delay or replay of a Report nessage (sent to a
manager) when the nanager has has not recently conmunicated with
the source of the Report nessage. |In this circunstance, the
detection guarantees only that the Report nessage is nore recent
than the [ ast comunication between source and destination of the
Report nessage. However, Report nessages do not request or contain
management i nformation, and thus, goal #3 in Section 1.2 above is
met; further, Report nessages can at npbst cause the nanager to
advance its notion of tinme (at the agent) by less than the proper
amount .

This protection against the threat of nmessage delay or replay does
not inply nor provide any protection agai nst unauthorized del etion
or suppression of messages. Oher nechani sns defined independently
of the security protocol can also be used to detect the re-
ordering, replay, deletion, or suppression of nessages containing
set operations (e.g., the MB variable snmpSet Serial No [15]).

- In support of data confidentiality, an encryption algorithmis

required. An appropriate portion of the nessage is encrypted prior
to being transmtted
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1.4.1. Digest Authentication Protoco
The Di gest Authentication Protocol defined in this meno provides for:

- verifying the integrity of a received nessage (i.e., the nmessage
received is the nmessage sent).

The integrity of the nmessage is protected by computing a digest
over an appropriate portion of a nessage. The digest is conputed
by the originator of the message, transnmitted with the nessage, and
verified by the recipient of the nmessage.

- verifying the user on whose behal f the nessage was gener at ed.

A secret value known only to SNMPv2 entities authorized to generate
messages on behalf of this user is both inserted into, and appended
to, the nessage prior to the digest computation. Thus, the
verification of the user is inplicit with the verification of the
digest. (Note that the use of two copies of the secret, one near
the start and one at the end, is reconmended by [14].)

- verifying that a nessage sent to/fromone SNMPv2 entity cannot be
repl ayed to/as-if-fromanother SNVPv2 entity.

Included in each nmessage is an identifier unique to the SNWPv2
agent associated with the sender or intended recipient of the
nmessage. Al so, each nessage containing a Response PDU contains a
request-id which associates the message to a recently generated
request.

A Report nessage sent by one SNWPv2 agent to one SNMPv2 nmanager can
potentially be replayed to another SNMPv2 nanager. However, Report
nmessages do not request or contain managenent information, and
thus, goal #3 in Section 1.2 above is nmet; further, Report messages
can at nobst cause the nmanager to advance its notion of time (at the
agent) by less than the correct anount.

- detecting nessages which were not recently generated.

A set of tine indicators are included in the nessage, indicating
the time of generation. Messages (other than those containing
Report PDUs) without recent tinme indicators are not considered
authentic. In addition, nessages containing Response PDUs have a
request-id; if the request-id does not match that of a recently
generated request, then the nessage is not considered to be

aut henti c.
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A Report nessage sent by an SNMPv2 agent can potentially be
replayed at a later tinme to an SNWPv2 manager whi ch has not
recently communi cated with that agent. However, Report messages do
not request or contain nanagenent information, and thus, goal #3 in
Section 1.2 above is nmet; further, Report messages can at nost
cause the manager to advance its notion of tine (at the agent) by

| ess than the correct anount.

This protocol uses the MD5 [3] nessage digest algorithm A 128-bit

di gest is calcul ated over the designated portion of an SNMPv2 nessage
and included as part of the nessage sent to the recipient. The size
of both the digest carried in a nmessage and the private

aut hentication key is 16 octets.

This menmo all ows the same user to be defined on nultiple SNMPv2
agents and managers. Each SNMPv2 agent maintains a val ue, agentlD,
whi ch uniquely identifies the agent. This value is included in each
nessage sent to/fromthat agent. Messages sent froma SNWPv2 dual -
role entity [1] to a SNMPv2 nmanager include the agentlD val ue

mai ntai ned by the dual-role entity's agent. On receipt of a nessage,
an agent checks the value to ensure it is the intended recipient, and
a manager uses the value to ensure that the nessage is processed
using the correct state information

Each SNWPv2 agent nmintains two val ues, agentBoots and agentTi e,

whi ch taken together provide an indication of time at that agent.
Both of these values are included in an authenticated nessage sent
to/received fromthat agent. Authenticated nmessages sent froma
SNWPv2 dual -role entity to a SNMPv2 manager include the agentBoots
and agentTi me val ues nmintained by the dual-role entity’'s agent. On
recei pt, the values are checked to ensure that the indicated tine is
within a tine window of the current tinme. The time wi ndow represents
an adm ni strative upper bound on acceptable delivery delay for

prot ocol messages.

For an SNWPv2 nmanager to generate a nessage which an agent will
accept as authentic, and to verify that a nessage received fromthat
agent is authentic, that nanager nust first achieve tine

synchroni zation with that agent. Sinmilarly, for a manger to verify
that a nmessage received froman SNWPv2 dual -role entity is authentic,
that manager nust first achieve tine synchronization with the dual -
role entity' s agent.

1.4.2. Symmetric Encryption Protoco
The Symmretric Encryption Protocol defined in this meno provides

support for data confidentiality through the use of the Data
Encryption Standard (DES) in the Ci pher Bl ock Chaining node of

Wat er s Experi ment al [ Page 8]



RFC 1910 User - based Security Mdel for SNMPv2 February 1996

operation. The designated portion of an SNMPv2 nessage is encrypted
and included as part of the nessage sent to the recipient.

Two organi zations have published specifications defining the DES: the
Nati onal Institute of Standards and Technol ogy (N ST) [5] and the
American National Standards Institute [6]. There is a conpanion
Modes of Operation specification for each definition (see [7] and
[8], respectively).

The NI ST has published three additional docunments that inplenmentors
may find useful

- There is a docunment with guidelines for inplenenting and using the
DES, including functional specifications for the DES and its nodes
of operation [9].

- There is a specification of a validation test suite for the DES
[10]. The suite is designed to test all aspects of the DES and is
useful for pinpointing specific problens.

- There is a specification of a maintenance test for the DES [11].
The test utilizes a mniml anmount of data and processing to test
all components of the DES. It provides a sinple yes-or-no
i ndi cation of correct operation and is useful to run as part of an
initialization step, e.g., when a conputer reboots.

This Symmetric Encryption Protocol specifies that the size of the
privacy key is 16 octets, of which the first 8 octets are a DES key
and the second 8 octets are a DES Initialization Vector. The 64-bit
DES key in the first 8 octets of the private key is a 56 bit quantity
used directly by the algorithmplus 8 parity bits - arranged so that
one parity bit is the least significant bit of each octet. The
setting of the parity bits is ignored by this protocol

The I ength of an octet sequence to be encrypted by the DES must be an
integral multiple of 8. \When encrypting, the data is padded at the
end as necessary; the actual pad value is irrelevant.

If the length of the octet sequence to be decrypted is not an
integral multiple of 8 octets, the processing of the octet sequence
is halted and an appropriate exception noted. Wen decrypting, the
paddi ng i s ignored.
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2. Elenents of the Mdel

This section contains definitions required to realize the security
nodel defined by this menp.

2.1. SNWPv2 Users

Managenment operations using this security nodel nmake use of a defined
set of user identities. For any SNWMPv2 user on whose behal f
management operations are authorized at a particul ar SNMPv2 agent,
that agent nust have know edge of that user. A SNVPv2 nmanager that

wi shes to communicate with a particular agent nust al so have

know edge of a user known to that agent, including know edge of the
applicable attributes of that user. Simlarly, a SNMPv2 nanager that
wi shes to receive nessages froma SNWPv2 dual -role entity nust have
know edge of the user on whose behalf the dual-role entity sends the
nmessage.

A user and its attributes are defined as foll ows:

<user Nane>
An octet string representing the name of the user

<aut hPr ot ocol >
An indication of whether nessages sent on behalf of this user can
be authenticated, and if so, the type of authentication protoco
which is used. One such protocol is defined in this neno: the
Di gest Aut henti cation Protocol.

<aut hPri vat eKey>
I f nessages sent on behalf of this user can be authenticated, the
(private) authentication key for use with the authentication
protocol. Note that a user’s authentication key will normally be
different at different agents.

<pri vProtocol >
An indication of whether nessages sent on behalf of this user can
be protected fromdisclosure, and if so, the type of privacy
protocol which is used. One such protocol is defined in this neno:
the Symmetric Encryption Protocol

<privPrivat eKey>
I f nessages sent on behalf of this user can be protected from
di scl osure, the (private) privacy key for use with the privacy
protocol. Note that a user’s privacy key will normally be
different at different agents.
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2.2. Contexts and Context Sel ectors

An SNWPv2 context is a collection of nanagenment information
accessible (locally or via proxy) by an SNMPv2 agent. An item of
managemnment informati on nay exist in nore than one context. An SNWPv2
agent potentially has access to many contexts. Each SNVWPv2 nessage
contai ns a context sel ector which unanbi guously identifies an SNWPv2
context accessible by the SNVMPv2 agent to which the nmessage is
directed or by the SNMPv2 agent associated with the sender of the
nmessage.

For a |l ocal SNMPv2 context which is realized by an SNMPv2 entity,
that SNMPv2 entity uses |ocally-defined mechani sns to access the
managenent information identified by the SNMPv2 context.

For a proxy SNMPv2 context, the SNMPv2 entity acts as a proxy SNwPv2
agent to access the nmanagenment information identified by the SNWPv2
cont ext .

The termrenote SNWMPv2 context is used at an SNVPv2 manager to

i ndi cate a SNMPv2 context (either local or proxy) which is not
realized by the | ocal SNMPv2 entity (i.e., the local SNWPv2 entity
uses neither locally-defined mechani sms, nor acts as a proxy SNWPv2
agent to access the nanagenent information identified by the SNWPv2
context).

Proxy SNWPv2 contexts are further categorized as either |ocal-proxy
contexts or renote-proxy contexts. A proxy SNMPv2 agent receives
Get / Get Next / Get Bul k/ Set operations for a |ocal -proxy context, and
forwards themwi th a renpte-proxy context; it receives SNVWPv2-Trap
and Informoperations for a renote-proxy context, and forwards them
with a local -proxy context; for Response operations, a proxy SNWPv2
agent receives themw th either a |ocal -proxy or renote-proxy
context, and forwards themwi th a renote-proxy or |ocal-proxy
context, respectively.
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2.3. Quality of Service (qoS)

Messages are generated with a particular Quality of Service (goS)
ei t her:

- wthout authentication and privacy,
- with authentication but not privacy,
- wth authentication and privacy.

Al'l users are capable of having nessages w thout authentication and
privacy generated on their behalf. Users having an authentication
protocol and an authenticati on key can have nessages with

aut hentication but not privacy generated on their behal f. Users
havi ng an aut hentication protocol, an authentication key, a privacy
protocol and a privacy key can have nessages with authentication and
privacy generated on their behalf.

In addition to its indications of authentication and privacy, the qoS
may al so indicate that the nmessage contains an operation that nay
result in a report PDU being generated (see Section 2.6 bel ow).

2.4. Access Policy

An admi nistration’s access policy determ nes the access rights of
users. For a particular SNMPv2 context to which a user has access
using a particular goS, that user’s access rights are given by a list
of authorized operations, and for a local context, a read-view and a
wite-view. The read-viewis the set of object instances authorized
for the user when readi ng objects. Reading objects occurs when
processing a retrieval (get, get-next, get-bulk) operation and when
sending a notification. The wite-viewis the set of object

i nstances authorized for the user when witing objects. Witing

obj ects occurs when processing a set operation. A user’s access
rights may be different at different agents.

2.5. Replay Protection
Each SNWMPv2 agent (or dual-role entity) mmintains three objects:

- agentID, which is an identifier unique anobng all agents in (at
| east) an administrative domain;

- agentBoots, which is a count of the nunber of tines the agent has
rebooted/re-initialized since agentl D was | ast configured; and,
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- agentTime, which is the nunber of seconds since agentBoots was | ast
i ncrenent ed.

An SNWPv2 agent is always authoritative with respect to these
variables. It is the responsibility of an SNVMPv2 nanager to
synchronize with the agent, as appropriate. In the case of an SNWPv2
dual -role entity sending an Inform Request, it is that entity acting
in an agent role which is authoritative with respect to these

vari abl es for the Inform Request.

An agent is required to maintain the values of agentlD and agent Boots
in non-volatile storage.

2.5.1. agentlD

The agent| D val ue contained in an authenticated nessage is used to
defeat attacks in which nmessages froma manager are replayed to a

di fferent agent and/or nessages fromone agent (or dual-role entity)
are replayed as if froma different agent (or dual-role entity).

When an agent (or dual-role entity) is first installed, it sets its
| ocal value of agentlID according to a enterprise-specific algorithm
(see the definition of agentID in Section 4.1).

2.5.2. agentBoots and agentTi ne

The agent Boots and agent Ti ne val ues contai ned in an authenticated
nmessage are used to defeat attacks in which nessages are repl ayed
when they are no |onger valid. Through use of agentBoots and
agentTine, there is no requirenent for an SNMPv2 agent to have a
non-vol atile clock which ticks (i.e., increases with the passage of
time) even when the agent is powered off. Rather, each tine an
SNMPv2 agent reboots, it retrieves, increments, and then stores
agent Boots in non-volatile storage, and resets agentTine to zero.

When an agent (or dual-role entity) is first installed, it sets its
| ocal val ues of agentBoots and agentTinme to zero. |f agentTine ever
reaches its nmaxi num val ue (2147483647), then agentBoots is
increnented as if the agent has rebooted and agentTine is reset to
zero and starts increnmenting again.

Each tine an agent (or dual-role entity) reboots, any SNVPv2 managers
hol di ng that agent’s val ues of agentBoots and agentTine need to re-
synchroni ze prior to sending correctly authenticated nessages to that
agent (see Section 2.7 for re-synchronization procedures). Note,
however, that the procedures do provide for a notification to be
accepted as authentic by a manager, when sent by an agent which has
reboot ed since the nmanager |ast re-synchronized.
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If an agent (or dual-role entity) is ever unable to determine its
| at est agentBoots value, then it must set its agentBoots value to
Oxffffffff.

VWhenever the | ocal value of agentBoots has the value Oxffffffff, it
| atches at that value and an authenticated nessage al ways causes an
usecSt at sNot | nW ndows aut hentication failure.

In order to reset an agent whose agent Boots val ue has reached the
value Oxffffffff, manual intervention is required. The agent nust be
physically visited and re-configured, either with a new agentlD

val ue, or with new secret values for the authentication and privacy
keys of all users known to that agent.

2.5.3. Tinme Wndow

The Tine Wndow is a value that specifies the window of tine in which
a nessage generated on behal f of any user is valid. This nmeno
specifies that the same value of the Tinme Wndow, 150 seconds, is
used for all users.

2.6. FError Reporting

Wi | e processing a received communi cation, an SNMPv2 entity nmay
determ ne that the nmessage is unacceptable (see Section 3.2). In
this case, the appropriate counter fromthe snnpGoup [15] or
usecSt at sG oup object groups is incremented and the received nessage
is discarded wi thout further processing.

If an SNMPv2 entity acting in the agent role nakes such a

determ nation and the qoS indicates that a report may be generated,
then after increnenting the appropriate counter, it is required to
generate a message containing a report PDU, with the same user and
context as the received nessage, and to send it to the transport
address which originated the received nessage. For all report PDUs,
except those generated due to increnenting the usecStat sNotlnW ndows
counter, the report PDU is unauthenticated. For those generated due
to increnenting usecStatsNotl nWndows, the report PDU is
authenticated only if the received nessage was aut henti cat ed.

The report flag in the goS may only be set if the nessage contains a
Get, GetNext, GetBulk, Set operation. The report flag should never
be set for a nessage that contains a Response, Inform SNWPv2-Trap or
Report operation. Furthernore, a report PDU is never sent by an
SNMPv2 entity acting in a manager role.
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2.7. Tinme Synchronization

Ti me synchroni zation, required by a managenment entity in order to
proceed with authentic comuni cati ons, has occurred when the
managenment entity has obtained | ocal val ues of agentBoots and
agentTine fromthe agent that are within the agent’s tine w ndow. To
remai n synchroni zed, the local values nmust remain within the agent’s
time wi ndow and thus nust be kept |oosely synchronized with the

val ues stored at the agent. 1In addition to keeping a |ocal version
of agent Boots and agent Ti ne, a manager must al so keep one other |oca
vari abl e, | atestReceivedAgentTinme. This value records the highest
val ue of agentTine that was received by the manager fromthe agent
and is used to elimnate the possibility of replaying nessages that
woul d prevent the manager’s notion of the agentTine from advanci ng.

Ti me synchroni zati on occurs as part of the procedures of receiving a
message (Section 3.2, step 9d). As such, no explicit tine
synchroni zati on procedure is required by a nanagenent entity. Note,
that whenever the local value of agentlD is changed (e.g., through
di scovery) or when a new secret is configured, the |ocal values of
agent Boots and | at est Recei vedAgent Ti ne should be set to zero. This
will cause the time synchronization to occur when the next authentic
nmessage i s received.

2.8. Proxy Error Propagation

When a proxy SNWPv2 agent receives a report PDU from a proxi ed agent
and it is deternmi ned that a proxy-forwarded request cannot be
delivered to the proxi ed agent, then the snnpProxyDrops counter [15]
is incremented and a report PDU is generated and transmtted to the
transport address fromwhich the original request was received.

(Note that the receipt of a report PDU containing snnpProxyDrops as a
VarBi nd, is included among the reasons why a proxy-forwarded request
cannot be delivered.)

2.9. SNWPv2 Messages Using this Mde

The syntax of an SNMPv2 nessage using this security nodel differs
fromthat of an SNWPvl [2] nessage as foll ows:

- The version conponent is changed to 2.

- The data conponent contains either a PDU or an OCTET STRI NG
cont ai ni ng an encrypted PDU

The SNMPv1l comunity string is now ternmed the "paraneters" conponent
and contains a set of administrative information for the nessage.

Wat er s Experi ment al [ Page 16]



RFC 1910 User - based Security Mdel for SNMPv2 February 1996

Only the PDU is protected fromdisclosure by the privacy protocol

Thi s exposes the adm nistrative information to eavesdroppers.

However, malicious use of this infornmation is considered to be a
Traffic Anal ysis attack against which protection is not provided.

For an authenticated SNMPv2 nessage, the nessage digest is applied to
the entire nessage given to the transport service. As such, nessage
generation first privatizes the PDU, then adds the nessage wrapper,

and then authenticates the nessage.
An SNWPv2 nmessage is an ASN.1 value with the foll owi ng syntax:

Message :: =
SEQUENCE {
versi on
I NTEGER { v2 (2) },

par amet er s
OCTET STRI NG
- - <nodel =1>
-- <goS><agent | D><agent Boot s><agent Ti ne><naxSi ze>
-- <user Len><user Name><aut hLen><aut hDi gest >
-- <cont ext Sel ect or >

dat a
CHO CE {
pl ai nt ext
PDUs,
encrypted
OCTET STRI NG
}

wher e:

par anet er s
a concatenation of the foll owi ng values in network-byte order
the first octet (<nodel>) is one, then

<qoS> = 8-bits of quality-of-service
bi t nunber
7654 3210 nmeani ng
.. 00 no aut henticati on nor privacy
.. 01 aut hentication, no privacy
.1 aut hentication and privacy
1. generation of report PDU all owed
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where bit 7 is the nost significant bit.

<agent | D> = 12 octets
a unique identifier for the agent (or dual-role entity).

<agent Boot s> = 32-bits
an unsigned quantity (0..4294967295) in network-byte order

<agent Tinme> = 32-bits
an unsigned quantity (0..2147483647) in network-byte order

<maxSi ze> = 16-bits
an unsigned quantity (484..65507) in network-byte order, which
identifies the maxi mum nessage size which the sender of this
nessage can receive using the same transport domain as used
for this message.

<user Len> = 1 octet
the length of foll owi ng <userNanme> field.

<user Nane> = 1..16 arbitrary octets
the user on whose behalf this message is sent.

<aut hLen> = 1 octet
the length of follow ng <authDi gest> field.

<aut hDi gest> = 0..255 octets
for authenticated nessages, the authentication digest.
O herwi se, the value has zero-length on transm ssion and is
i gnored on receipt.

<context Sel ector> = 0..40 arbitrary octets
the context selector which in conbination with agentlD
identifies the SNMPv2 context containing the managenent
i nformati on referenced by the SNMPv2 message.

pl ai nt ext
an SNMPv2 PDU as defined in [12].

encrypted
the encrypted formof an SNMPv2 PDU

2.10. Local Configuration Datastore (LCD)
Each SNWPv2 entity mmintains a | ocal conceptual ly database, called
the Local Configuration Datastore (LCD), which holds its known set of

i nformati on about SNMPv2 users and ot her associated (e.g., access
control) information. An LCD may potentially be required to hold

Wat er s Experi ment al [ Page 18]



RFC 1910 User - based Security Mdel for SNMPv2 February 1996

i nformati on about nultiple SNMPv2 agent entities. As such, the
<agent | D> shoul d be used to identify a particular agent entity in the
LCD.

It is a local inplenentation issue as to whether information in the
LCD is stored information or whether it is obtained dynamcally
(e.g., as a part of an SNWMPv2 nanager’s APlI) on an as-needed basis.

3. Elenents of Procedure

This section describes the procedures foll owed by an SNWPv2 entity in
processi ng SNVPv2 nessages.

3.1. Cenerating a Request or Notification

This section describes the procedure foll owed by an SNMPv2 entity
whenever it generates a nessage containing a nmanagenment operation
(either a request or a notification) on behalf of a user, for a
particul ar context and with a particular qoS val ue.

(1) Information concerning the user is extracted fromthe LCD. The
transport domain and transport address to which the operation is to
be sent is determ ned. The context is resolved into an agentlD
val ue and a context Sel ector val ue.

(2) If the goS specifies that the nessage is to be protected from
di scl osure, but the user does not support both an authentication
and a privacy protocol, or does not have configured authentication
and privacy keys, then the operation cannot be sent.

(3) If the qoS specifies that the nessage is to be authenticated, but
the user does not support an authentication protocol, or does not
have a configured authenticati on key, then the operation cannot be
sent.

(4) The operation is serialized (i.e., encoded) according to the
conventions of [13] and [12] into a PDUs val ue.

(5) If the operation is a Get, GetNext, GetBulk, or Set then the report
flag in the gqgoSis set to the value 1

(6) An SNWMPv2 nessage is constructed using the ASN. 1 Message synt ax:
- the version conponent is set to the value 2.
- if the qoS specifies that the message is to be protected from

di scl osure, then the octet sequence representing the serialized
PDUs val ue is encrypted according to the user’s privacy protoco
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and privacy key, and the encrypted data is encoded as an octet
string and is used as the data conponent of the nessage.

- if the qoS specifies that the message is not to be protected from
di scl osure, then the serialized PDUs value is used directly as

the val ue of the data conponent.

- the paraneters conmponent is constructed using:

the requested qoS, userNanme, agentlD and context selector,

if the qoS specifies that the nmessage is to be authenticated or
the nmanagenent operation is a notification, then the current
val ues of agentBoots, and agentTinme corresponding to agentlD
fromthe LCD are used. Qherw se, the <agentBoots> and
<agentTime> fields are set to zero-filled octets.

- the <naxSize> field is set to the maxi mum nmessage size which
the local SNMPv2 entity can receive using the transport domain
which will be used to send this nessage.

- if the qoS specifies that the message is to be authenticated,
then the <authDigest> field is tenporarily set to the user’s
aut hentication key. Qherw se, the <authDigest> field is set
to the zero-length string.

(7) The constructed Message value is serialized (i.e., encoded)
according to the conventions of [13] and [12].

(8) If the qoS specifies that the nessage is to be authenticated, then
an MD5 di gest value is conputed over the octet sequence
representing the concatenation of the serialized Message val ue and
the user’s authentication key. The <authDigest> field is then set
to the computed di gest val ue.

(9) The serialized Message value is transmitted to the determ ned
transport address.

3.2. Processing a Received Conmuni cation

This section describes the procedure followed by an SNMPv2 entity
whenever it receives an SNVPv2 nessage. This procedure is

i ndependent of the transport service address at which the nessage was
received. For clarity, sone of the details of this procedure are
left out and are described in Section 3.2.1 and its sub-sections.

(1) The snnplnPkts counter [15] is increnented. |If the received
nessage is not the serialization (according to the conventions of
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(2)

(3)

(4)

(5)

(6)

(7

(8)

[13]) of a Message val ue, then the snnpl nASNParseErrs counter [15]
is increnmented, and the nessage is discarded w thout further
processi ng.

If the value of the version component has a val ue other than 2,
then the nessage is either processed according to sone other
version of this protocol, or the snnplnBadVersions counter [15] is
i ncrenented, and the nessage is discarded w thout further
processi ng.

The val ue of the <nodel> field is extracted fromthe paraneters
conponent of the Message value. |If the value of the <nodel> field
is not 1, then either the nessage is processed according to sone
ot her security nodel, or the usecStatsBadParaneters counter is

i ncrenented, and the nessage is discarded w thout further
processi ng.

The values of the rest of the fields are extracted fromthe
par amet ers conponent of the Message val ue.

If the <agentI D> field contained in the paraneters is unknown then

- a manager that perforns discovery may optionally create a new LCD
entry and continue processing; or

- the usecStat sUnknownCont exts counter is incremented, a report PDU
is generated, and the received nessage is discarded w thout
further processing.

The LCD is consulted for informati on about the SNMPv2 cont ext
identified by the conbi nation of the <agentl D> and
<context Sel ector> fields. |f information about this SNMPv2 cont ext
is absent fromthe LCD, then the usecStat sUnknownCont exts counter
is incremented, a report PDU is generated, and the received nessage
is discarded wi thout further processing.

I nformati on about the value of the <userName> field is extracted
fromthe LCD. |If no information is available, then the

usecSt at sUnknownUser Nanes counter is increnented, a report PDU [1]
is generated, and the received nessage is discarded w thout further
processi ng.

If the informati on about the user indicates that it does not
support the quality of service indicated by the <qoS> field, then
the usecSt at sUnsupport ed@S counter is increnented, a report PDUis
generated, and the received nessage is discarded w thout further
processi ng.
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(9) If the <qoS> field indicates an authenticated nessage and the
user’s authentication protocol is the Digest Authentication
Protocol described in this menmp, then

a) the local values of agentBoots and agentTi me corresponding to
the value of the <agentID> field are extracted fromthe LCD

b) the value of <authDigest> field is tenporarily saved. A new
serialized Message is constructed which differs fromthat
received in exactly one respect: that the <authDi gest> field
within it has the value of the user’s authentication key. An
MD5 digest value is computed over the octet sequence
representing the concatenation of the new serialized Message and
the user’s authentication key.

c) if the LCD information indicates the SNMPv2 context is of type
| ocal (i.e., an agent), then

- if the computed digest differs fromthe saved aut hD gest
val ue, then the usecStatsWongDi gestVal ues counter is
i ncrenented, a report PDU is generated, and the received
nmessage i s discarded w thout further processing. However, if
the snnpEnabl eAut henTraps object [15] is enabled, then the
SNVPv2 entity sends authenticationFailure traps [15] according
to its configuration.

- if any of the following conditions is true, then the nessage
is considered to be outside of the Time Wndow

- the local value of agentBoots is Oxffffffff;

- the <agentBoots> field differs fromthe |Iocal val ue of
agent Boots; or,

- the value of the <agentTime> field differs fromthe |oca
noti on of agentTime by nore than +/ - 150 seconds.

- if the nessage is considered to be outside of the Tinme Wndow
then the usecStatsNotl nWndows counter is increnmented, an
aut henticated report PDU is generated (see section 2.7), and
the received nessage is discarded without further processing.

d) if the LCD information indicates the SNMPv2 context is not
realized by the local SNWPv2 entity (i.e., a manager), then

- if the computed digest differs fromthe saved aut hD gest

val ue, then the usecStatsWongDi gestVal ues counter is
i ncrenented and the recei ved nessage i s discarded w thout
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further processing.

if all of the following conditions are true:

if the <qoS> field indicates that privacy is not in use;

the SNVPv2 operation type determined fromthe ASN. 1 tag
val ue associated with the PDU s conponent is a Report;

the Report was generated due to a usecStatsNot| nW ndows
error condition; and,

the <agentBoots> field is greater than the | ocal val ue of
agent Boots, or the <agentBoots> field is equal to the

| ocal val ue of agentBoots and the <agentTine> field is
greater than the val ue of | atestReceivedAgent Ti e,

then the LCD entry corresponding to the value of the <agentl D>
field is updated, by setting the |local value of agentBoots
fromthe <agentBoots> field, the value | atestRecei vedAgent Ti ne
fromthe <agentTine> field, and the |ocal value of agentTime
fromthe <agentTime> field.

if any of the following conditions is true, then the nessage
is considered to be outside of the Tinme Wndow.

- the local value of agentBoots is Oxffffffff;

- the <agentBoots> field is |l ess than the | ocal value of
agent Boots; or,

- the <agentBoots> field is equal to the | ocal value of
agent Boots and the <agentTime> field is nore than 150
seconds |l ess than the |ocal notion of agentTi e.

if the nessage is considered to be outside of the Tine W ndow
then the usecStat sNot | nWndows counter is incremented, and the
recei ved message i s discarded without further processing;
however, time synchronization procedures may be invoked. Note
that this procedure allows for <agentBoots> to be greater than
the | ocal value of agentBoots to allow for received nmessages
to be accepted as authentic when received froman agent that
has rebooted since the nanager |ast re-synchronized.

if at least one of the followi ng conditions is true:

- the <agentBoots> field is greater than the |ocal value of
agent Boots; or,
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- the <agentBoots> field is equal to the |ocal val ue of
agent Boots and the <agentTinme> field is greater than the
val ue of | atest Recei vedAgent Ti e,

then the LCD entry corresponding to the value of the <agentl D>
field is updated, by setting the |local value of agentBoots
fromthe <agentBoots> field, the |ocal val ue

| at est Recei vedAgent Time fromthe <agentTime> field, and the

| ocal value of agentTinme fromthe <agentTi me> field.

(10) If the <goS> field indicates use of a privacy protocol, then the
oct et sequence representing the data conponent is decrypted
according to the user’'s privacy protocol to obtain a serialized
PDUs value. Qherw se the data conponent is assuned to directly
contain the PDUs val ue.

(11) The SNMPv2 operation type is determined fromthe ASN. 1 tag val ue
associated with the PDUs conponent.

(12) If the SNMPv2 operation type is a Report, then the request-id in
the PDU is correlated to an outstanding request, and if the
correlation is successful, the appropriate action is taken (e.qg.
time synchronization, proxy error propagation, etc.); in
particular, if the report PDU indicates a usecStat sNot|nW ndows
condition, then the outstanding request may be retransmtted (since
the procedure in Step 9d above shoul d have resulted in tine
synchroni zati on).

(13) If the SNMPv2 operation type is either a Get, GetNext, GetBulk, or
Set operation, then:

a) if the LCD information indicates that the SNMPv2 context is of
type renote or renote-proxy, then the
usecSt at sUnaut hori zedOperati ons counter is incremented, a report
PDU is generated, and the received nmessage is discarded w thout
further processing.

b) the LCD is consulted for access rights authorized for
conmuni cati ons using the indicated qoS, on behalf of the
i ndi cated user, and concerni ng nanagenment information in the
i ndi cated SNMPv2 context for the particular SNVMPv2 operation

t ype.

c) if the SNMPv2 operation type is not anong the authorized access
rights, then the usecStat sUnaut hori zedOperations counter is
increnented, a report PDU is generated, and the received nessage
is discarded w thout further processing.
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The infornation extracted fromthe LCD concerning the user and
the SNWMPv2 context, together with the sending transport address
of the received nmessage is cached for later use in generating a
response nessage.

if the LCD information indicates the SNVMPv2 context is of type

| ocal, then the managenent operation represented by the PDUs
value is performed by the receiving SNMPv2 entity with respect
to the relevant MB view within the SNMPv2 context according to
the procedures set forth in [12], where the relevant MB viewis
determ ned according to the user, the agentlID, the

cont ext Sel ector, the goS values and the type of operation
request ed.

if the LCD information indicates the SNMPv2 context is of type
| ocal - proxy, then:

i. the user, qoS, agentlD, contextSelector and transport address
to be used to forward the request are extracted fromthe LCD
If insufficient information concerning the user is currently
avai |l abl e, then snnmpProxyDrops counter [15] is increnmented, a
report PDU is generated, and the received nessage is
di scar ded.

ii. if an admnistrative flag in the LCD indicates that the
nessage is to be forwarded using the SNMPv1l admini strative
framework, then the procedures described in [4] are invoked.
O herwi se, a new SNWPv2 nessage is constructed: its PDUs
conponent is copied fromthat in the received nessage except
that the contained request-id is replaced by a uni que val ue
(this value will enabl e a subsequent response nessage to be
correlated with this request); the <userName>, <qoS>,
<agent | D> and <context Sel ector> fields are set to the val ues
extracted fromthe LCD, the <maxSize> field is set to the
m ni mum of the value in the received message and the | oca
system s naxi mum nessage size for the transport domai n which
will be used to forward the nessage; and finally, the nessage
is authenticated and/or protected from di scl osure accordi ng
to the goS val ue.

iii. the information cached in Step 13d above is augnented with
the request-id of the received nessage as well as the
request-id, agentlD and context Sel ector of the constructed
nmessage.

iv. the constructed nmessage is forwarded to the extracted
transport address.
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the SNMPv2 operation type is an Inform then

if the LCD information indicates the SNMPv2 context is of type
| ocal or local -proxy then the usecStat sUnaut hori zedOperati ons
counter is incremented, a report PDU is generated, and the
recei ved nessage is discarded wi thout further processing.

if the LCD information indicates the SNVMPv2 context is of type
renote, then the Informoperation represented by the PDUs val ue
is performed by the receiving SNMPv2 entity according to the
procedures set forth in [12].

if the LCD information indicates the SNMPv2 context is of type
renot e- proxy, then:

i. a single unique request-id is selected for use by al
forwarded copies of this request. This value will enable the
first response nmessage to be correlated with this request;
ot her responses are not required and shoul d be di scarded when
received, since the agent that originated the Informonly
requi res one response to its Inform

ii. information is extracted fromthe LCD concerning al
conbi nati ons of userNane, oS, agentlD, contextSelector and
transport address with which the received nessage is to be
f or war ded.

iii. for each such conbinati on whose access rights permt |nform
operations to be forwarded, a new SNMPv2 nessage iS
constructed, as follows: its PDUs conponent is copied from
that in the received nessage except that the contained
request-id is replaced by the value selected in Step i above;
its <userName>, <gqoS>, <agentlD> and <contextSel ector> fields
are set to the values extracted in Step ii above; and its
<maxSi ze> field is set to the m nimumof the value in the
recei ved nmessage and the | ocal systenis nmaxi num nessage size
for the transport domain which will be used to forward this
nmessage.

iv. for each constructed SNMPv2 message, information concerning
the <user Nane>, <goS>, <agentl|D>, <context Sel ector >,
request-id and sending transport address of the received
nessage, as well as the request- id, agentlD and
cont ext Sel ector of the constructed nessage, is cached for
| ater use in generating a response nmessage.

v. each constructed nessage is forwarded to the appropriate

transport address extracted fromthe LCD in step ii above.
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(15) If the SNWMPv2 operation type is a Response, then

a) if the LCD information indicates the SNMPv2 context is of type
| ocal, then the usecStat sUnaut hori zedQperations counter is
increnented, a report PDU is generated, and the received nessage
is discarded w thout further processing.

b) if the LCD information indicates the SNVMPv2 context is of type
renote, then the Response operation represented by the PDUs
value is performed by the receiving SNMPv2 entity according to
the procedures set forth in [12].

c) if the LCD information indicates the SNMPv2 context is of type
| ocal - proxy or renote-proxy, then

i. the request-id is extracted fromthe PDUs conponent of the
recei ved nmessage. The context’s agent|D and cont ext Sel ect or
val ues together with the extracted request-id are used to
correlate this response nessage to the correspondi ng val ues
for a previously forwarded request by inspecting the cache of
i nformati on as augnented in Substep iii of Step 13f above or
in Substep iv of 14c above. If no such correl ated
information is found, then the received nmessage is discarded
wi t hout further processing.

ii. a new SNWPv2 nessage is constructed: its PDUs conponent is
copied fromthat in the received nessage except that the
contained request-id is replaced by the value saved in the
correlated information fromthe original request; its
<user Nane>, <goS>, <agentl D> and <contextSel ector> fields are
set to the values saved fromthe recei ved nessage. The
<maxSi ze> field is set to the minimmof the value in the
recei ved nmessage and the |l ocal systenis maxi num nmessage size
for the transport domain which will be used to forward the
nmessage. The nessage is authenticated and/or protected from
di scl osure according to the saved goS val ue.

iii. the constructed nessage is forwarded to the transport
address saved in the correlated information as the sending
transport address of the original request.

iv. the correlated information is deleted fromthe cache of
i nformati on.

(16) If the SNMPv2 operation type is a SNWPv2-Trap, then:

a) if the LCD information indicates the SNMPv2 context is of type
| ocal or local-proxy, then the usecStatsUnauthorizedOperations
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counter is increnented, a report PDU is generated, and the
recei ved message i s discarded without further processing.

b) if the LCD information indicates the SNVMPv2 context is of type
renote, then the SNMPv2-Trap operation represented by the PDUs
value is performed by the receiving SNMPv2 entity according to
the procedures set forth in [12].

c) if the LCD information indicates the SNMPv2 context is of type
renot e- proxy, then

i. aunique request-id is selected for use in forwardi ng the
nmessage.

ii. information is extracted fromthe LCD concerning al
conbi nati ons of userNane, oS, agentlD, contextSelector and
transport address with which the received nessage is to be
f orwar ded.

iii. for each such conbinati on whose access rights permt
SNMPv2- Trap operations to be forwarded, a new SNMPv2 nessage
is constructed, as follows: its PDUs conponent is copied from
that in the received nessage except that the contained
request-id is replaced by the value selected in Step i above;
its <userName>, <qoS>, <agentlD> and <contextSel ector> fields
are set to the values extracted in Step ii above.

iv. each constructed nessage is forwarded to the appropriate
transport address extracted fromthe LCD in step ii above.

3.2.1. Additional Details

For the sake of clarity and to prevent the above procedure from being
even |longer, the followi ng details were onitted fromthe above
pr ocedure.

3.2.1.1. ASN. 1 Parsing Errors

For ASN.1 parsing errors, the snnmplnASNParseErrs counter [15] is
increnented and a report PDU is generated whenever such an ASN. 1
parsing error is discovered. However, if the parsing error causes
the information able to be extracted fromthe nessage to be
insufficient for generating a report PDU, then the report PDU is not
sent.
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3.2.1.2. Incorrectly Encoded Paraneters

For an incorrectly encoded paraneters conmponent of the Message val ue
(e.g., incorrect or inconsistent value of the <userLen> or <authLen>
fields), the usecStatsBadParaneters counter is incremented. Since the
encoded paraneters are in error, the report flag in the qoS cannot be
reliably determined. Thus, no report PDU is generated for the
incorrectly encoded paraneters error condition

3.2.1.3. GCeneration of a Report PDU

Sone steps specify that the received nmessage is discarded without
further processing whenever a report PDU is generated. However:

- An SNWPv2 manager never generates a report PDU

- If the operation type can reliably be determined and it is
determ ned to be a Report, SNMPv2-Trap, Inform or a Response then
a report PDU is not generated.

- Areport PDUis only generated when the report flag in the qoSis
set to the value 1.

A generated report PDU nmust al ways use the current val ues of agentlD,
agent Boots, and agentTine fromthe LCD. In addition, a generated
report PDU must whenever possible contain the same request-id val ue
as in the PDU contained in the received message. Meeting this
constraint normally requires the nessage to be further processed just
enough so as to extract its request-id. There are two situations in
whi ch the SNMPv2 request-id cannot be determined. The first situation
occurs when the userNane is unknown and the qoS indicates that the
nessage i s encrypted. The other situation is when there is an ASN. 1
parsing error. In cases where the the request-id cannot be

determ ned, the default request-id value 2147483647 i s used.

3.2.1.4. Cache Ti neout

Sone steps specify that information is cached so that a Response
operation may be correlated to the appropri ate Request operation
However, a nunber of situations could cause the cache to grow without
bound. One such situation is when the Response operation does not
arrive or arrives "late" at the entity. In order to ensure that the
cache does not grow wi thout bound, it is recomended that cache
entries be deleted when they are deternmined to be no longer valid. It
is an inplementation dependent decision as to how | ong cache entries
remai n valid, however, caching entries nore than 150 seconds i s not
useful since any use of the cache entry after that time would
generate a usecStatsNotl nWndows error condition
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3.3. Cenerating a Response

The procedure for generating a response to an SNVPv2 nanhagenent
request is identical to the procedure for transnmtting a request (see
Section 3.1), with these exceptions:

- The response is sent on behalf of the sane user and with the sane
val ue of the agentlD and contextSel ector as the request.

- The PDUs val ue of the respondi ng Message value is the response
which results fromperformng the operation specified in the
original PDUs val ue.

- The authentication protocol and other relevant information for the
user is obtained, not fromthe LCD, but rather frominformation
cached (in Step 13d) when processing the original message.

- The serialized Message value is transmtted using any transport
address belonging to the agent for the transport donmain from which
the correspondi ng request originated - even if that is different
fromany transport information obtained fromthe LCD

- |If the goS specifies that the nessage is to be authenticated or the
response is being generated by a SNMPv2 entity acting in an agent
role, then the current values of agentBoots and agentTinme fromthe
LCD are used. O herwi se, the <agentBoots> and <agent Ti me> fiel ds
are set to zero-filled octets.

- The report flag in the goS is set to the value O.
4. Discovery

This security nodel requires that a di scovery process obtain
sufficient information about an SNMPv2 entity’s agent in order to
conmmuni cate with it. Discovery requires the SNMPv2 manager to |learn
the agent’s agent| D val ue before conmmunicati on nay proceed. This may
be acconplished by formulating a get-request conmunication with the
goS set to noAuth/noPriv, the userName set to "public", the agentlD
set to all zeros (binary), the contextSelector set to "", and the
Var Bi ndLi st left enpty. The response to this nmessage will be an
report PDU that contains the agentID within the <paraneters> field
(and contai ning the usecStat sUnknownCont exts counter in the

VarBi ndList). If authenticated comunication is required then the

di scovery process may i nvoke the procedure described in Section 2.7
to synchroni ze the cl ocks.
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5. Definitions

SNVPv2- USEC-M B DEFINITIONS ::= BEGA N

| MPORTS
MODULE- | DENTI TY, OBJECT- TYPE, Counter32, Unsigned32,
snnpModul es

FROM SNWVPv2- SM

TEXTUAL- CONVENTI ON
FROM SNWPv2- TC

MODULE- COVPLI ANCE, OBJECT- GROUP
FROM SNWVPv 2- CONF;

usecM B MODULE- | DENTI TY
LAST- UPDATED "9601120000Z"
ORGANI ZATI ON "I ETF SNWPv2 Wor ki ng G oup”
CONTACT- | NFO
" denn W Waters

Postal : Bell-Northern Research, Ltd.
P. O Box 3511, Station C
Otawa, ON, K1Y 4H7
Canada

Tel: +1 613 763 3933
E-mail: gwaters@nr.ca"
DESCRI PTI ON
"The M B nodul e for SNWMPv2 entities inplenenting the user-

based security nodel."
.= { snnpModules 6 }

usecM BObj ects OBJECT IDENTIFIER ::= { usecMB 1 }

-- Textual Conventions

Agent | D :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"An agent’s adm nistratively-unique identifier.
The value for this object may not be all zeros or all 'ff'H.

The initial value for this object may be configured via an
operator console entry or via an algorithmc function. In
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the later case, the follow ng guidelines are recomended:

1) The first four octets are set to the binary equival ent
of the agent’s SNWP network nanagement private
enterprise nunber as assigned by the Internet Assigned
Nunbers Authority (1 ANA). For exanple, if Acne
Net wor ks has been assigned { enterprises 696 }, the
first four octets would be assigned ' 000002b8' H

2) The remaining eight octets are the cooki e whose
contents are determ ned via one or nore enterprise-
specific nethods. Such nethods nust be designed so as
to nmaximze the possibility that the value of this
object will be unique in the agent’'s administrative
domai n. For exanple, the cookie nay be the |IP address
of the agent, or the MAC address of one of the
interfaces, with each address suitably padded with
random octets. If nultiple nethods are defined, then
it is recormended that the cookie be further divided
into one octet that indicates the nethod being used and
seven octets which are a function of the nmethod."

OCTET STRING (SI ZE (12))

-- the USEC Basic group

-- a collection of objects providing basic instrunentation of
-- the SNWPv2 entity inplementing the user-based security node

usecAgent

OBJECT I DENTIFIER ::= { usecM Bnjects 1}

agent | D OBJECT- TYPE

SYNTAX

Agent | D

MAX- ACCESS r ead-only

STATUS

current

DESCRI PTI ON

"The agent’s adnministratively-unique identifier."

::={ usecAgent 1}

agent Boot s OBJECT- TYPE

SYNTAX

Unsi gned32

MAX- ACCESS r ead-only

STATUS

current

DESCRI PTI ON

"The nunber of tines that the agent has re-initialized

itself since its initial configuration.™

::= { usecAgent 2}
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agent Ti ne OBJECT- TYPE

SYNTAX Unsi gned32 (0..2147483647)

UNI TS "seconds"

MAX- ACCESS r ead- only

STATUS current

DESCRI PTI ON
"The nunber of seconds since the agent |ast increnented the
agent Boots object."

::={ usecAgent 3}

agent Si ze OBJECT- TYPE

SYNTAX | NTEGER (484..65507)

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The maxi mum |l ength in octets of an SNMPv2 nessage which
this agent will accept using any transport mapping."

::= { usecAgent 4 }

-- USEC statistics
-- a collection of objects providing basic instrunmentation of
-- the SNWPv2 entity inplenmenting the user-based security nodel

usecStats OBJECT IDENTIFIER ::= { usecM BObjects 2 }

usecSt at sUnsupport edQoS OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The total number of packets received by the SNMPv2 entity
whi ch were dropped because they requested a quality-of-
service that was unknown to the agent or otherw se
unavail abl e. "

::={ usecStats 1}

usecSt at sNot | nW ndows OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The total nunber of packets received by the SNMPv2 entity
whi ch were dropped because they appeared outside of the
agent’ s w ndow. "

.= { usecStats 2 }
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usecSt at sUnknownUser Names OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The total nunber of packets received by the SNMPv2 entity
whi ch were dropped because they referenced a user that was
not known to the agent."

::={ usecStats 3}

usecSt at sWongDi gest Val ues OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The total number of packets received by the SNMPv2 entity
whi ch were dropped because they didn't contain the expected
di gest val ue. "

::={ usecStats 4 }

usecSt at sUnknownCont ext s OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead- only

STATUS current

DESCRI PTI ON
"The total nunber of packets received by the SNMPv2 entity
whi ch were dropped because they referenced a context that
was not known to the agent."

::={ usecStats 5}

usecSt at sBadPar anet ers OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead- only

STATUS current

DESCRI PTI ON
"The total nunber of packets received by the SNMPv2 entity
whi ch were dropped because the <paraneters> field was
i mproperly encoded or had invalid syntax."

::={ usecStats 6 }

usecSt at sUnaut hori zedOper ati ons OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The total number of packets received by the SNMPv2 entity
whi ch were dropped because the PDU type referred to an
operation that is invalid or not authorized."
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.= { usecStats 7 }

-- confornmance i nfornmation

usecM BConf or mance

OBJECT IDENTIFIER ::={ usecMB 2 }

usecM BConpl i ances
OBJECT | DENTI FI ER : :
usecM BG oups OBJECT | DENTI FIER ::

{ usecM BConf ormance 1 }
{ usecM BConf or mance 2 }

-- conpliance statenents

usecM BConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statenment for SNVMPv2 entities which
i mpl enent the SNMPv2 USEC nodel . "
MODULE -- this nodul e
MANDATORY- GROUPS { usecBasi cG oup,
usecStatsG oup }
::= { usecM BConpliances 1 }

-- units of conformance

usecBasi cG oup OBJECT- GROUP
OBJECTS { agentl D,
agent Boot s,
agent Ti ne,
agent Si ze }
STATUS current
DESCRI PTI ON
"A collection of objects providing identification, clocks,
and capabilities of an SNMPv2 entity which inplenents the
SNWPv2 USEC nodel . "
::={ usecMBG oups 1}

usecSt at sG oup OBJECT- GROUP
OBJECTS { usecSt at sUnsupport edQoS,

usecSt at sNot | nW ndows,
usecSt at sUnknownUser Nanes,
usecSt at swWongDi gest Val ues,
usecSt at sUnknownCont ext s,
usecSt at sBadPar anet er s,
usecSt at sUnaut hori zedQOper ations }
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STATUS current
DESCRI PTI ON
"A collection of objects providing basic error statistics of
an SNMPv2 entity which inplenents the SNMPv2 USEC nodel . "
::= { usecM BG oups 2 }

END
6. Security Considerations
6.1. Recommended Practices

This section describes practices that contribute to the secure,
ef fective operation of the mechanisnms defined in this neno.

- A managenent station rnust discard SNMPv2 responses for which
neither the request-id conmponent nor the represented managenent
i nformati on corresponds to any currently outstanding request.

Al though it would be typical for a managenent station to do this as
a matter of course, when using these security protocols it is
significant due to the possibility of nessage duplication
(malicious or otherw se).

- A managenent station rmust generate unpredictable request-ids in
aut henti cated nessages in order to protect against the possibility
of message duplication (rmalicious or otherw se).

- A managenent station should performtine synchronization using
aut henti cated nessages in order to protect against the possibility
of message duplication (rmalicious or otherw se).

- Wien sending state altering nessages to a managed agent, a
management station shoul d del ay sendi ng successive nmessages to the
managed agent until a positive acknow edgement is received for the
previ ous nessage or until the previous nessage expires.

No message ordering is inposed by the SNMPv2. Messages nmay be
received in any order relative to their tinme of generation and each
will be processed in the ordered received. Note that when an

aut henti cated nessage is sent to a managed agent, it will be valid
for a period of tine of approximtely 150 seconds under nornma
circunstances, and is subject to replay during this period.

I ndeed, a managenent station nust cope with the | oss and re-
ordering of nessages resulting fromanomalies in the network as a
matter of course.
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However, a managed object, snnpSetSerial No [15], is specifically

defined for use with SNMPv2 set operations in order to provide a

mechani smto ensure the processing of SNMPv2 messages occurs in a
speci fic order.

- The frequency with which the secrets of an SNMPv2 user shoul d be
changed is indirectly related to the frequency of their use.

Protecting the secrets fromdisclosure is critical to the overal
security of the protocols. Frequent use of a secret provides a
conti nued source of data that may be useful to a cryptanalyst in
expl oi ti ng known or perceived weaknesses in an algorithm Frequent
changes to the secret avoid this vulnerability.

Changi ng a secret after each use is generally regarded as the nost
secure practice, but a significant amount of overhead may be
associ ated with that approach.

Note, too, in a local environnent the threat of disclosure may be

| ess significant, and as such the changing of secrets may be |ess
frequent. However, when public data networks are the conmunication
pat hs, nmore caution is prudent.

6.2. Defining Users
The nechani sns defined in this docunent enploy the notion of "users"

havi ng access rights. How "users" are defined is subject to the
security policy of the network admi nistration. For exanple, users

could be individuals (e.g., "joe" or "jane"), or a particular role
(e.g., "operator" or "admnistrator"), or a conbination (e.g., "joe-
operator", "jane-operator" or "joe-admin"). Furthernore, a "user"

may be a logical entity, such as a nmanager station application or set
of manager station applications, acting on behalf of a individual or
role, or set of individuals, or set of roles, including comnbinations.

Appendi x A describes an algorithm for nmapping a user "password" to a
16 octet value for use as either a user’s authentication key or
privacy key (or both). Passwords are often generated, renenbered,
and input by a human. Hunan-generated passwords may be | ess than the
16 octets required by the authentication and privacy protocols, and
brute force attacks can be quite easy on a relatively short ASCl
character set. Therefore, the algorithmis Appendix A perforns a
transformation on the password. |f the Appendix A algorithmis used,
agent inplenmentations (and agent configuration applications) nust
ensure that passwords are at |east 8 characters in |ength.

Because the Appendi x A al gorithm uses such passwords (nearly)
directly, it is very inportant that they not be easily guessed. It
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i s suggested that they be conposed of m xed-case al phanuneric and
punctuation characters that don't formwords or phrases that night be
found in a dictionary. Longer passwords inprove the security of the
system Users may wi sh to input multiword phrases to make their
password string | onger while ensuring that it is nenorable.

Note that there is security risk in configuring the sane "user" on
mul tiple systens where the sanme password is used on each system
since the conprom se of that user’s secrets on one systemresults in
the conprom se of that user on all other systens having the sane
passwor d.

The al gorithmin Appendi x A avoids this problem by including the
agent’s agentID value as well as the user’s password in the

cal culation of a user’s secrets; this results in the user’s secrets
being different at different agents; however, if the password is
conprom sed the algorithmin Appendix A is not effective.

6. 3. Conformance

To be terned a "Secure SNMPv2 inpl enentation", an SNWPv2
i mpl enent ati on:

- nust inplenent the Digest Authentication Protocol

- must, to the nmaxi mal extent possible, prohibit access to the
secret(s) of each user about which it maintains information in a LCD
under all circunstances except as required to generate and/or
val i date SNMPv2 nessages with respect to that user

- nust inplenent the SNVPv2 USEC M B.

In addition, an SNMPv2 agent nust provide initial configuration in
accordance with Appendi x A 1.

| mpl enentation of the Synmmetric Encryption Protocol is optional
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APPENDI X A - Installation
A 1l Agent Installation Paraneters

During installation, an agent is configured with several paraneters.
These i ncl ude:

(1) a security posture

The choi ce of security posture determ nes the extent of the view
configured for unauthenticated access. One of three possible
choi ces is sel ected:

m ni mum secur e,
seni - secure, or
very-secure

(2) one or nore transport service addresses

These paraneters nay be specified explicitly, or they may be
specified inplicitly as the sane set of network-I|ayer addresses
configured for other uses by the device together with the well -
known transport-layer "port" information for the appropriate
transport domamin [13]. The agent |istens on each of these
transport service addresses for nessages sent on behalf of any user
it knows about.

(3) one or nore secrets

These are the authentication/privacy secrets for the first user to
be confi gured.

One way to acconplish this is to have the installer enter a
"password" for each required secret. The password is then
algorithmcally converted into the required secret by:

- formng a string of length 1,048,576 octets by repeating the
val ue of the password as often as necessary, truncating
accordingly, and using the resulting string as the input to the
MD5 al gorithm The resulting digest, termed "digestl", is used in
the next step.

- a second string of length 44 octets is forned by concatenating
digestl, the agent’'s agentlD value, and digestl. This string is
used as input to the MD5 algorithm The resulting digest is the
requi red secret (see Appendix A 2).
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Wth these configured paraneters, the agent instantiates the
foll owi ng user, context, views and access rights. This configuration
i nformati on should be readOnly (persistent).

- One user:
privacy not supported privacy supported
<user Nane> "public" "public"
<aut hPr ot ocol > Di gest Auth. Protocol Di gest Auth. Protocol
<aut hPri vat eKey> authentication key aut henti cati on key
<pri vProtocol > none Synmetric Privacy Protocol
<privPrivat eKey> -- privacy key

- One local context with its <contextSel ector> as the enpty-string.
- One view for authenticated access:
- the <all> MB viewis the "internet" subtree.
- A second view for unauthenticated access. This viewis configured
according to the selected security posture. For the "very-secure"

post ure:

- the <restricted> MB view is the union of the "snnp" [15],
"usecAgent" and "usecStats" subtrees.

For the "sem -secure" posture:

- the <restricted> MB view is the union of the "snnp" [15],
"usecAgent", "usecStats" and "systen subtrees.

For the "m ni num secure" posture:
- the <restricted> MB view is the "internet"” subtree.
- Access rights to allow

- read-only access for unauthenticated nmessages on behal f of the
user "public" to the <restricted> M B view of context Sel ector

- read-write access for authenticated but not private nessages
on behal f of the user "public" to the <all> MB view of
cont ext Sel ector "".

- if privacy is supported, read-wite access for authenticated
and private nessages on behalf of the user "public" to the
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voi d password_t o_key(password

<all> M B view of context Sel ector
Password to Key Al gorithm
The foll owi ng code fragment denonstrates the password to key
al gorithm which can be used when nmapping a password to an
aut hentication or privacy key. (The calls to MD5 are as docunented in
RFC 1321.)

passwor dl en, agentl|D, key)

u_char *password; [* IN*/

u_int passwor dl en; [* IN*/

u_char *agentlD; /* IN- pointer to 12 octet |long agentlD */

u_char *key; /* QUT - caller supplies pointer to 16
octet buffer */ {

MD5_CTX MD;

u_char *cp, password_buf[64];

u_l ong password_i ndex = O;

u_l ong count = 0, i;

MD5I nit (&NVD); [* initialize MD5 */

/* loop until we’ve done 1 Megabyte */
whil e (count < 1048576) {
cp = password_buf;
for(i =0; i < 64; i++) {
*cp++ = password[ password_i ndex++ % passwordl en ];
/*
* Take the next byte of the password, wapping to the
* begi nning of the password as necessary.
*/

}
Mbupdat e (&MD, password_buf, 64);
count += 64;

}
MD5Fi nal (key, &MD); /[* tell MD5 we’'re done */

/* localize the key with the agentlD and pass through M5
to produce final key */

mencpy (password_buf, key, 16);

mencpy (password_buf+16, agentlD, 12);

mencpy (password_buf +28, key, 16);

MD5I nit (&NVD);
Mbupdat e (&MD, password_buf, 44);
VD5Fi nal (key, &ND);

return; }
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A 3. Password to Key Sanpl e
The foll owi ng shows a sanple output of the password to key al gorithm

Wth a password of "mapl esyrup” the output of the password to key
al gorithm before the key is localized with the agent’s agentID is:

"Of af 32 83 88 4e 92 83 4e bc 98 47 d8 ed d9 63" H

After the intermedi ate key (shown above) is localized with the
agent |1 D val ue of:

00 00 00 00 00 00 00 00 00 00 OO 02'H
the final output of the password to key algorithmis:

'52 6f 5e ed 9f cc e2 6f 89 64 c2 93 07 87 d8 2b'H
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