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PPP Rel i abl e Transm ssi on
Status of this Menp

Thi s docunent specifies an Internet standards track protocol for the
Internet conmunity, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nenmo is unlimted.

Abst r act

The Point-to-Point Protocol (PPP) [1] provides a standard nethod for
transporting nmulti-protocol datagranms over point-to-point |inks.

Thi s docunent defines a nethod for negotiating and using Nunbered-
Mode, as defined by SO 7776 [2], to provide a reliable serial link

Thi s docunent is the product of the Point-to-Point Protocol Wrking
Group of the Internet Engineering Task Force (I ETF). Coments shoul d
be submitted to the ietf-ppp@ecdavis.edu mailing |ist.
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1

| ntroducti on

By default, PPP packets over HDLC framed |inks consist of
"connectionl ess" datagranms. |If reliable transm ssion over the HDLC
link is desired, the inplenentati on MIST specify the Numbered- Mbde
Configuration Option during Link Establishnment phase.

Generally, serial link reliability is not a major issue. The
architecture of protocols used in datagram networking presune
best-effort non-sequential delivery. When errors are detected,
dat agr ans

are di scarded.

However, in certain circunstances, it is advisable to provide a
reliable link, at |east for a subset of the nessages. The nost

obvi ous case is when the link is conpressed. Since the dictionary is
recovered fromthe conpressed data stream and a | ost datagram
corrupts the dictionary, datagrams nust not be lost. Not all
conpression types will require a reliable data stream since the cost
to detect and reset a corrupt dictionary is snall

The 1SO 7776 LAPB can be used guarantee delivery. This is referred
to in this docunment as "Nunbered Mdde" to distinguish it fromthe use
of "Unnunbered Information", which is standard PPP fram ng practice.

Where nmultiple parallel links are used to emulate a single link of
hi gher speed, Bridged traffic, Source Routed traffic, and traffic
subj ected to Van Jacobsen TCP/ I P header conpression nmust be delivered
to the higher layer in a certain sequence. However, the fact of the
links being relatively asynchronous nakes traffic ordering uncertain

The 1SO 7776 Multi-Link Procedure MAY be used to restore order.
| npl enentation of the 1SO Multi-Link Procedure is deprecated. It is
recommended that the PPP multilink procedure [4] be used instead.

Physi cal Layer Requirenents

PPP Reliable Transm ssion inposes the sanme requirenents that are
described in "PPP in HDLC Franing" [3], with the follow ng
exceptions.

Control Signals

Wil e PPP does not normally require the use of control signals,
i mpl ement ati on of Nunbered- Mbde LAPB or LAPD requires the

provi sion of control signals, which indicate when the |ink has

beconme connected or disconnected. These in turn provide the Up
and Down events to the LCP state machi ne.
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3.

3.

The Data Link Layer

Nunber ed- Mode affects only the Address and Control fields. The
remai nder of the frame confornms to the framng in use for PPP

The Address Field of the frame MJUST take the val ue announced in the
Nunber ed- Mode Configurati on Option, and the Control Field MAY take
any value valid in | SO 7776.

Once the |link enters Nunber ed- Mode, Nunmber ed- Mode MJST be used on al
franes, as sone inplenentations do not support the use of the
Unnunber ed- I nformati on control field or the use of the All-Stations
address internm xed with Nunber ed- Mode franes.

1. Frane Fornat

The following frame format is valid under Nunbered-Mode. The fields
are transmtted fromleft to right.

Nurmber ed Mode

. . . +
| Fl ag | Address | Control
| 01111110 |1-2 octets|1-2 octets|
Fomm e m e Fomm e m e Fomm e m e +
S R S S e +
| Protocol | Information | Padding
| 1-2 octets| * | *
Fomm oo - Fom e e e e oo - S +
TSR TSR o e oo
| FCS | Flag | Inter-frame Fil
| 16 bits | 01111110 | or next Address
Focemeaaaa Focemeaaaa o mmeeeiaaaaaas
The Protocol, Information and Padding fields are described in the

Poi nt -t o- Poi nt Protocol Encapsulation [1]. The FCS and Fl ag Sequence
fields are described in "PPP in HDLC Fram ng" [3].

Configuration Option Format

Descri ption
The LCP Nunbered- Mode Configuration Option negotiates the use of
Nunber ed- Mode on the Iink. By default or ultimate disagreenent,

Unnunber ed- Mbde i s used.

A summary of the Nunbered- Mbde Configuration Option format is shown
bel ow. The fields are transmtted fromleft to right.
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0 1 2 3
01234567890123456789012345678901
A S S S e i S R T S S i SR S

| Type | Lengt h | W ndow | Addr ess. ..
B s i S i I i S S S i i

Type
11
Length
>= 4
W ndow

A value between 1 and 127. This indicates the nunmber of franes
the receiver will buffer, which is the maxi mum nunber that the
sender shoul d send without receiving an acknow edgenent. |f

wi ndow < 8, then nodulo 8 sequencing is used on the |ink.

O herwi se, nodul o 128 sequencing is used.

It is conceivable and | egal that differing wi ndow val ues m ght be
announced. However, it is not permtted for one systemto use
nodul o 8 sequencing and the other to use nodul o 128. Therefore,
the rule is: a Configure-Nak nay reduce the wi ndow but nay not

i ncrease it.

Addr ess

An HDLC Address as specified in 1SO 3309. |1SO 7776 specifies four
of the possible values: 1 and 3 for single Iink operation, 7 and
15 for the Multi-Link Procedure. Oher values consistent with | SO
3309 are consi dered | egal

| mpl enentation of the Multi-Link Procedure is optional; A

Configure-Nak may therefore force a change from MLP to single link
node, but not the reverse.

Shoul d the address be zero upon receipt, the receiver MIST
Configure-Nak with an appropriate address. |If both peers send
address zero, the system advertising the nunerically snaller

wi ndow wi Il select the smaller address. |If both wi ndows are the
same size, a random choi ce MUST be nade; when good sources of
randommess are used, the link will converge in a reasonable tinme.
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5.

5.

I f magi ¢ nunbers have been negotiated on the link, the systemwth
the numerically smaller magi ¢ number SHOULD specify the snaller
address.

Nunber ed- Mode Qperation

When using the Nunbered- Mode, each link is established in the usua
manner for the type of link. The Nunbered- Mbde Configuration Option
i s negotiated, the Magi c-Nunmber Configuration Option MJST al so be
negoti ated, and the Address-and-Control -Fi el d- Conpressi on
Configuration Option MJST NOT be negoti at ed.

Fol | owi ng the successful negotiation of the Numbered- Mde
Configuration Option during LCP Link Establishnent phase, the system
with the nunerically smaller Magic-Nunber will send a SABM or

SABM E), and the other will respond with a UA. In the event that
either the SABMor UAis lost, this exchange may be repeated
according to the same paraneters as the configuration exchange
itself, using the Restart Tiner and counter values. Authentication
Link Quality Determ nation, and NCP Configuration follow this step.

Once the Iink has been established with Nunbered- Mode, when re-
negotiation of link configuration occurs, the entire re-negotiation
MUST be conducted in Nunbered-Mde. |f the Numbered- Mde
Configuration Option is not successfully re-negotiated, the |ink
reverts to Unnunbered-Information operation prior to Authentication
Link Quality Determ nation, and NCP Confi guration.

VWhen an i mpl enentati on which is capable of Nunmbered-Mbde, and is not
currently configured for Nunmbered-Mode operation, detects a frane
whi ch has a correct FCS but does not have a U Control octet, the

i mpl enentati on MUST send a DM nessage, i mmediately followed by a LCP
Confi gur e- Request .

VWhen an i nmpl enentation which is currently configured for Nunbered-
Mode operation receives a DM nmessage, it MJST revert to Unnunbered-
I nformati on operation, and i mediately send a LCP Confi gure-Request.
1. Single Link

VWhen Networ k- Layer packets are sent over a single link, the packets
are encapsulated in the follow ng order

Fommeme oo + Fommeme oo + Fommeme oo +
| | | | | Numbered

| Header | -->] Data | -->] Mode | --> link
| Compress | | Compress | | Header

. + . + . +
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5.2. Inverse Miltiplexing

Si nce sendi ng several connections over a single link is often called
"mul tipl exi ng", sending packets froma single connection over
multiple parallel links is sometines called "inverse-multiplexing".
By default, PPP perforns no special processing for such links. Each
link is established and terninated i ndependently, negotiates its own
configuration options, and may have different conbi nati ons of such
options as ACCM Protocol Field Conpression and | P-Address. This
facilitates using the links simultaneously over dissimlar nedia,
such as 56K sync wi th async backup

Every link in a single nmachine MUST have different Magi ¢ Numbers, and
each end of every link between two peers SHOULD have Magi ¢ Nunbers
whi ch are unique to those peers. This protects agai nst patch-pane
errors in addition to | ooped-back |inks.

The distribution to each link is controlled by higher |evel routing
nmechani sns. \When Networ k- Layer specific conpression techniques (such
as Van Jacobsen Conpression) rely on sequential delivery, without

Mul ti-Link Procedure support such conpression MJST be applied on a
link by Iink basis.

Fomm e m e + e m oo + e m oo +
| | | | | Nunbered
+--->| Header | -->| Data | -->] Mode |-->1link 1
| | Compress | | Compress | | Header
Fomm oo o - B S R S, R S, +
| Distribution
R + e - oo + e m oo + e m oo +
| | | | | | Nunbered
+--->| Header | -->| Data | -->] Mode |-->link 2
| Compress | | Compress | | Header
Fomm oo - R S, R S, +

5.3. Using Multi-Link Procedure

Thi s docunent does not offer a standard for |SO Multi-Link, but does
of fer a method for agreeing on the addressi ng scheme usable with
Multi-Link. A sanple inplementation is shown below. [|nplenmentation
of Multi-Link is not required.

When using the 1SO 7776 Multi-Link Procedure, each link is
establ i shed as described above. |In addition, the Numnbered- Mde
Configuration Option is negotiated with appropri ate addresses for the
Mul ti-Link Procedure. The distribution to each link is controlled by
the Multi-Link Procedure, as is the recovery of sequence in the

recei ving system
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+--->link 1

e + e + e +

| | | | | Multi | R R T +
| Header | -->] Data | -->] Link | -->] Distribution

| Conpress | | Conpress | | Procedure| LT +
Fomm e m e + Fomm e m e + Fomm e m e + |

+--->link 2

5.4. LAPB Paraneter defaults

The foll owi ng guidelines specify the default values of LAPB
configurabl e paraneters.

Timer T1

Timer Tl is the maximumtime permtted before a retransm ssion
is started, as a result of no response to a transmtted

frane. This value nust be greater than the tine required for a
maxi mum si zed frame to be received by the other side of the
link, and for a response to be generated for the frane. This
SHOULD be deterni ned dynam cally, based on the nmeasured round
trip time delay of the link at the LAPB level. 1In the event
that the system cannot determine the round trip tine of the
link, this value SHOULD be set to twice the bit rate of the
link, divided by the nmaxi mum nunber of bits per frame, plus 100
mlliseconds processing tine. For exanple, on a 14,400 bps
link, with a maxi mum frame size of 8000 bits (1000 octects),
the T1 value would be set to 3.7 seconds.

Ti mer T3

Timer T3 gives an indication of the idle state of the Iink.
Its value nmust be greater than the T1 val ue.

Maxi mum nunber of attenpts to conmplete a transm ssion, N2

Security

Parameter N2 gi ves the nmaxi num nunber of retransni ssion
attenpts for a given frame. |If this value is exceeded, the
link SHOULD be term nated. The default value for paraneter N2
SHOULD be 3.

Consi der ati ons

Security issues are not discussed in this nmeno.
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