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Conpressing | PX Headers Over WAN Medi a (Cl PX)

Status of this Menp

Thi s document specifies an Internet standards track protocol for the
Internet conmunity, and requests discussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardization state and
status of this protocol. Distribution of this meno is unlimted.

Abst ract

Thi s docunent describes a method for conpressing the headers of |PX
datagrans (CIPX). Wth this nmethod, it is possible to
significantly inprove performance over |ower speed w de area
network (WAN) nedia. For normal |PX packet traffic, CIPX can
provide a conpression ratio of approximately 2:1 including both IPX
header and data. This method can be used on various type of WAN
medi a, including those supporting PPP and X 25.

This menpo ia a product of the Point-to-Point Protocol Extensions
(PPPEXT) Working Group of the IETF. Comments should be sent to
the authors and the ietf-ppp@cdavis.edu mailing list.

Speci fication of Requirements

In this docunent, several words are used to signify the requirenents
of the specification. These words are often capitalized.

MUST

This word, or the adjective "required", neans that the
definition is an absolute requirenent of the specification.

MUST NOT

This phrase neans that the definition is an absolute
prohi bition of the specification.
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SHOULD

This word, or the adjective "recomended", neans that there
may exi st valid reasons in particular circunmstances to
ignore this item but the full inplications should be
under st ood and carefully wei ghed before choosing a

di fferent course.

MAY
This word, or the adjective "optional”, neans that this
itemis one of an allowed set of alternatives. An
i mpl enent ati on whi ch does not include this option MJST be
prepared to interoperate with another inplenmentation which
does include the option
I ntroduction

I nternetwork Packet Exchange (I PX) is a protocol defined by the

Novel | Corporation [1]. It is derived fromthe Internet Datagram
Protocol (I1DP) protocol of the Xerox Network Systens (XNS) famly
of protocols. |IPX is a datagram connectionless protocol that does

not require an acknow edgnment for each packet sent. The |IPX
protocol corresponds to the network | ayer of the |SO nodel.

Usual ly, there is a transport |ayer protocol above |PX. The nost
conmon transport protocol is the Netware Core Protocol (NCP), which
is used for file server access. The Sequenced Packet Exchange
(SPX) is the reliable connection-based transport protocol comonly
used by applications.

The | PX packet consists of a 30 octet |PX header, usually followed
by the transport |ayer protocol header. The NCP header is 6 octets
in length. The SPX header is 12 octets in |ength.

Two strategies are described bel ow for conpressing | PX headers.
This specification requires that inplenentations of ClPX support
both | PX header conpression strategies. These header conpression
al gorithms are based on those Van Jacobson described [2] for TCP/IP
packets.

The first strategy is to conpress only the |IPX header. This
conpressi on al gorithmcan be used to conpress any | PX packet,

wi thout affecting the transport protocol. This algorithm
conpresses a 30 octet |PX header into a one to seven octet header.

The second strategy is to conpress the comnbined | PX and NCP

headers. This al gorithm conpresses only NCP packets with NCP type
of 0x2222 and 0x3333. This algorithm conpresses a 36 octet NCP/IPX
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header into a one to ei ght octet header

Lastly, it is possible and many tines desirable, to use this type
of header conpression in conjunction with some type of data
conpr essi on.

Dat a conpression technol ogy takes nmany forns. Link bit stream
conpression is a comopn approach over very | ow speed asynchronous
l'inks, normally performed by nodens transparently. Transparent bit
stream conpression is also offered in sone DSUs, routers and

bri dges. Data conpression can be provided using protocols such as
CCaTT V.42bis[3], M\P 5, Lenpel-Ziv, or LAPB[4].

When usi ng both header and data conpression, the sequence of
conpression is inmportant. \When sending packets, data conpression
MJUST be done after header conpression. Conversely when receiving
packets, data deconpressi on MUST be done before header

deconpr essi on.

| PX Compression Al gorithm
The normal | PX header consists of the following fields: checksum

packet |ength, transport control (hop count), packet type,
destinati on and source address fi el ds.

o e e e e i o +
| Checksum |
Tt +
| Packet Length |
SR SR +
| Hops | Packet Type|
Fom e Fom e +
| Desti nati on |
| Addr ess |
| (12 Cctets) |
o e e e e e e a oo +
| Sour ce |
| Addr ess |
| (12 Cctets) |
Tt +

| PX PACKET HEADER
The | PX header di agram above is shown without the field alignnent
details. Consider each field of the | PX header separately, and how
it typically changes.

Hi storically, Novell has not used the Checksumfield in the |IPX
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header, and has required that this field be set to OxFFFF. Since the
Checksum field remains constant, it is clear that the value can be
conpr essed

VWer e Checksuns are inplemented (not OxFFFF), the Checksum MJUST be

i ncluded in the conpressed packet. Recalculating the checksum woul d
destroy the end-to-end reliability of the connection. Note that
Checksuns are now i npl enmented in the Fault Tol erant Servers.

For nmost |inks, the Packet Length can be determ ned fromthe MAC

| ayer. There are cases in which the I ength cannot be determ ned from
the MAC | ayer. For exanple, sone hardware devices pad packets to a
required mninumlength. For links where it is not possible to
determi ne the I PX packet length fromthe MAC | ayer, packet |ength
needs to be included in the conpressed packet.

The Transport Control (Hops) field usually does not change between
two end-points. For the purposes of conpression, we wll assune that
it never changes, and will not exanine this field when determ ning a
connecti on.

The Packet Type field is constant for any connection

The Destination and Source Address fields are each made up of 12
octets: Network (4 octets), Node (6 octets), and Socket (2 octets)
fields. An |IPX connection is the |ogical association between two
endpoi nts known by a given source and destination address pair. For
any specific I PX connection, the Destination and Source Address
fields are constant.

Hence, the fields that nay need to be included in the conmpressed |PX
header are the Checksum and t he Packet Length.

VWil e using this | PX header conpression algorithm packets can be
lost. The loss of an Initial packet presents a problem 1In this
case, if the sender later tries to send a conpressed packet, the
recei ving end cannot deconpress the packet correctly.

Sufficient information is not available in the I PX header to
deternine when a re-transm ssion has occured. For this reason, it is
necessary that the sender of an Initial packet be guaranteed that the
packet has been received. Therefore, we provide a mechani smfor
Confirmation of an Initial packet.

NCP/ | PX Header Conpression

Since nost | PX packets are Netware Core Protocol packets (packet type
17), conpressing the NCP header will give us added performance. A
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m ni mal Cl PX inpl enentati on MUST al so i npl ement NCP/ | PX conpression

T +
| NCP |
| Type |
S +
| Sequence

| Nunber |
T +

| Connection
| (1 ow octet)

| Connection
| (high octet)|

NCP HEADER

The NCP header is 6 octets in length consisting of the foll ow ng
fields: NCP type, sequence nunber, connection nunber and task nunber.

The NCP type field values that are currently defined are:

1111 Create Connection

2222 NCP request from workstation
3333 NCP reply fromfile server
5555 Destroy Connection

777 Bur st Mdde Packet

9999 Server Busy Packet

Thi s NCP header conpression algorithmonly conpresses packets that
have a type field value of 0x2222 or 0x3333. |If the NCP type is
0x2222, this packet is a request fromthe client to the server.
Conversely if the NCP type is 0x3333, this is a response fromthe
server to the client. Al other types of NCP packets are not
conpressed at the NCP level, but are conpressed at the I PX | evel.

The Create Connection (0x111), Destroy Connection (0x5555) and Server
Busy (0x9999) packets are not exchanged frequently enough to justify
speci al NCP conpression. The Burst Mdde (0x7777) packet is discussed
bel ow.

The connection nunber is a constant for a given connection

The sequence numnber is increased by one for each new request. Hence
the sequence nunber can be determined inplicitly. The deconpressor
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i ncrenents the sequence nunber for each conpressed packet it receives
for a connection.

The task nunber can change unpredictably, although it mght remain

constant for several packets. |If the NCP task nunmber is different
fromthe | ast one for this connection, the NCP task nunber mnust be
i ncl uded.

If the NCP packet is lost, it will be retransmtted through the
normal transport |ayer nechanisns. The Initial NCP packet does not
require confirmation, as a re-transmtted packet can be easily
identified. This is acconplished by conparing the sequence nunber of
the packet to the sequence nunber of the previous packet. |f the
sequence nunber is not exactly one greater than the previous packet,
a new Initial packet nust be sent, although the sanme connection sl ot
may be used.

In the event of conpressed packet |oss, the sequence nunber will be
too small. Wen the | PX Checksumis present, the | oss can be
determ ned at the destination systemby an incorrect checksum Wen
there is no checksum present, the loss is nore likely to be detected
upon receiving a later retransm ssion

NCP Bur st Mdde Packets

The burst node protocol uses the NCP type value of 0x7777. This type
of packet does not have the nornmal NCP header described above.
Instead, it has a 36 octet burst header. The above NCP header
conpressi on al gorithm shoul d not be used to conpress this packet.

The I PX header in this packet is still conpressible with the |IPX
header conpression al gorithm descri bed.

SPX Packet s

SPX packets are typically used by applications which require
reliable service such as print servers. It is possible to apply a
simlar NCP/IPX technique to SPX/ | PX packets. At this tinme, we
have not described such a nmechanism The | PX header in this
packet is still conpressible with the |PX header conpression

al gori thm descri bed.

Conpr essi on Header

| PX conpressi on should be negotiated by sone neans (eg. |PXCP or

| PXWAN). Each end nust negotiate the desired options, such as the
maxi mum nurber of concurrent connections which will be naintained
in each direction. Once |PX conpression is negotiated, all |1PX
packets sent over that |ink have a Cl PX header added to the
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begi nni ng of the packet. The CIPX header is variable in |ength.

The one octet Cl PX header is added even when a regul ar | PX packet
is sent over the link. By including the ClPX header on every
packet, we support the ability to run ClPX over various WAN |inks
as if it were a normal | PX packet. It does not rely on any new
link specific packet denultiplexing.

| mpl ement ati ons of this conpression protocol nust nmaintain send
and receive tables indicating the state of each connection. The
original header for each connection is stored in a "slot".
Typically, each client-server connection will use a separate slot.
Both sides keep a copy of the full |PX header corresponding to
each slot. The sending side (conpressor) uses this infornation to
determ ne the fields that have changed. The receiving side
(decompressor) uses this information to reconstruct the origina
packet header.

The Cl PX packet header specifies the type of the packet and any
options for that packet. The m nimum Cl PX header is one octet in
[ engt h.

7 6 5 4 3 2 1 0
e
| | | | | | | | |

S N
N N N N N N N N

| | | |
| | | | Packet Type
0

Conpr essed
1 Regul ar
3 Confirmed Initia
5 Confirm
7
9
1-

Unconfirmed Initial
Rej ect

15 Reserved

|
|
||
|
|
|
|
|
|| 1
|

||

Packet Type Dependent Fl ags

FLAGS CCTET

As can be seen above, the |ow order bits specify the packet type.
Al'l Conpressed packets have a | owest bit of zero. The other
packet types are odd nunbers.

Note that the Flags octet MJUST NOT contain the value OxFF. This

is necessary to distinguish the CIPX flags octet froma normal |PX
header with a OxFFFF checksumfield. It is inportant to be able
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to recogni ze a normal | PX header regardl ess of the state of
conpression. It is possible with some link |ayer protocols such
as X. 25 Permanent Virtual Circuits that one end of the link may
fail and start sending regul ar | PX packets w thout the Cl PX
header. CIPX inplementations MJST recogni ze this situation and
renegoti ate the use of ClPX

Each packet type has associated flag bits, which are called Packet
Type Dependent Flags. Different packet types have different
Packet Type Dependent Flags. Al bits that are reserved or are
not specified nmust be set to zero.

Si nce none of the packet types other than Conpressed currently
uses any of the flag bits, the packet type field could easily be
expanded. Any future expansion must ensure that at |east one of
the bits in the Flags octet remmins zero so the val ue cannot be
OxFF.

Conpr essed Packet

Thi

s type of packet does not contain a packet header (either 30 byte

| PX, or 36 byte NCP). A slot nunber indicates to the receiver which
saved header to use to formulate the original packet header before
passi ng the packet up to | PX

Mat hur
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Sl ot Nunber

0 Assunme same as | ast packet
1 I ncl uded i n packet
Checksum

0 Assunme OxFFFF

1 I ncl uded i n packet

Lengt h

0 Determ ne from MAC | engt h
1 I ncl uded i n packet

Task Number (NCP only)
0 Assunme same as | ast packet
1 I ncl uded i n packet

|
|
|
|
| |
| |
| |
| |
| | |
| | |
| | |
| | |
| | | |
| | | |
| | | |
| | | | Reserved (Mist be zero)
| | | |
| | | |
| | | |

| | |
| | | ____ Packet Type
| | | | 0 Conpr essed Packet
vV V. V VvV vV VvV v V
S T
| | | | | 0] 0] O] O
0

-+

|
e e S
7 6 5 4 3 2 1

Consi der each flag in the flags octet, |ooking at the high order bits
wor ki ng toward the | ower order bits. Each of the fields is optional
but if present will be found in the same order in the conpressed
packet header.

Sl ot Nunber

The sl ot nunber flag indicates the slot nunber field is included in
the conpressed packet. The slot nunmber field is one octet in length
and specifies the nunber of the slot which corresponds to the Initia
packet header. Slots are nunbered starting at zero and continue to
t he maxi mum nunber of slots minus one.

By default, slot compression is disabled. |f negotiated, slot
conpressi on can be enabled for those slots which were created by the
Unconfirmed Initial packet. Wen set to one (1), the slot nunber
flag indicates the inclusion of the the slot nunber in the conpressed
packet. When set to zero (0), the slot nunber flag indicates the

om ssion of the the slot nunmber and specifies the use of the same

sl ot number as for the |ast packet.
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| mpl enment ati on Not e:

Sl ot conpressi on MUST only be enabled in a receiver which can
account for all erroneous and discarded packets. Wen a packet
has been di scarded, the slot nunber is indeterminate for future
packets. The deconpressor MJST discard all further packets
until a slot nunber is received.

Checksum

VWen set to one (1), the checksumflag indicates the conpressed
packet will include the 2 octet checksum Wen set to zero (0),
this flag indicates the onission of the checksum and t he deconpressor
is to assune the checksumis OxFFFF. Note that neani ngful checksuns
must be included in the packet with the checksumflag set to one (1).

Length

When set to one (1), the length flag indicates the inclusion of the
| PX data length field in the conpressed packet. When set to zero
(0), the length flag indicates the onmission of the | PX data | ength
field in the conpressed packet.

This is the Length field fromthe original |IPX packet header. It
specifies the |l ength of |IPX header and data in the packet prior to
conpression. It does not include the ClPX conpression field such as

flags, slot number, checksum length field, or the NCP task numnber.
Note that it is preferable to determine the length field fromthe MAC
| ayer whenever possible, by subtracting the | ength of the conpression
header fields and adding the | ength of the saved packet header

Since every octet is significant over |ower speed WAN |inks, an

optim zation is used in the specification of the length. It can be
specified as a one, two or three octet field. |If the length is in
the range 0 to 127, then it is specified as a one octet field. |If

the length is in the range 128 to 16383, it is specified as a two
octet field in high to low order, with the first octet in the range
128 to 191. CQherwise, if the length is greater than 16383, the
first octet contains 192, and the second and third octets contain the
full length. (This schene is extensible to 8 octets, but currently
is not required in the I PX protocol suite.)
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S i S
| O] | ength | l ength < 128
il i S S

ONE OCTET LENGIH FI ELD

S
|1 0| [ engt h | length < 16384
i i S ik i i N R

TWO OCTET LENGTH FI ELD

R e S
|1 100000 Q0| | ength | length < 65535
T T S S S T ST S S T R U e S

THREE OCTET LENGIH FI ELD

Task Number

When set to one (1), the NCP task nunmber flag indicates the NCP task
nunber is included in the conpressed packet (see NCP/|PX conpression
above). When set to zero (0), the NCP task nunber flag indicates the
om ssion of the NCP task nunber in the conpressed packet. Wen the
NCP task number is not included in the conpressed packet, we use the
same NCP task nunber as that of |ast packet.

Based upon the bits set in the flags octet, optional portions are

i ncluded in the conpressed | PX header. The m ni num conpressed | PX
header contains only the Flags octet. Al fields in the original |IPX
header have been conpressed out of the header. The naxi mum
conpressed | PX header can include up to 7 octets, the Flags, Slot,
Checksum (2 octets), and Length (3 octets) fields, or 8 octets if the
NCP Task Number is included. The m nimum and maxi mum conpressed | PX
packets are shown bel ow. Header fields are one octet in |length
except where noted.
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| Flags | DATA ..
| O0x00 |

| Flags | Slot |Checksum| Length | DATA ..
| OxEO | Nunber |2 octets |3 octets

| Flags | Slot |Checksum| Length |NCP Task| DATA ..
| OxFO | Nunber |2 octets |3 octets | Nunber

MAXI MUM COMPRESSED NCP/ | PX PACKET

Regul ar Packet

The Regul ar packet type designates an | PX packet for which no
conpression is desired. This type of packet is sent when a packet
cannot be conpressed, or a decision is nmade not to conpress it.

7 6 5 4 3 2 1 0
ot e e e e e e e e oo e - -+
| 0] 0] O] O] O] O] O] 1]
g

N N N N N N N N

I
| | | | Packet Type

| | | |
| | | |
| | | | 1 Regul ar
| | | |
S I D

Reserved (nust be zero)

The Regul ar packet is rarely sent. Usually, the Regul ar packet is
sent when there is not enough nenory for the overhead of a new
conpression slot. Also, this type is included for future unforeseen
changes to the I PX protocol which defeat the effectiveness of

conpr essi on.

| npl enent ati on Not e:

The Regul ar Packet can be used for packets that are sporadic,
which are not worth setting-up a conpression slot. This may be
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hard to deternine for specific protocols. Various nmethods such
as hol d-down and | east-recently-used tiners are currently being
used.

On receipt, the 1 octet header is sinply renoved and the packet
passed up to | PX

The entire | PX packet follows the single Flags octet. Note for a
Regul ar Packet (not conpressed or unconpressed), the slot nunber
field is not included.

Confirmed Initial Packet

The Confirmed Initial packet type is used by the conpressor to inform
the deconpressor of the original packet header which will be used for
subsequent conpression, and to request Confirmation. The high order
4 bits are reserved for expansion to support additional protocols.

7 6 5 4 3 2 1 0
g R TR g
| 0] 0]l O0JO] O] O] 1] 1]
B e S S &

N N N N N N N N

A N
| | | | Packet Type

| | | |
| | | |
| | | | 3 Confirnmed Initia
| | | |
I I

0 | PX Protoco
1-15 Reserved

This type of packet is sent to informthe receiver to associate the
| PX packet header with a slot nunber. This packet is sent each time
a different header format is sent for a given slot, or when the
sender has not received a Confirmation Packet fromthe receiver.

The Flags octet lower 4 bits indicate the Confirned Initial ClPX
packet type. The high order 4 bits are reserved for expansion to
support additional protocols. The Flags octet is always foll owed by
the Sl ot Nunber and an ID field. The IDfield is one octet in

| engt h.

For each slot, the IDw Il increment with every new header sent.
Different slots may have the sane ID. The conbination of slot and ID
uniquely identify a header. |In practice, the ID octet can be any

nunber which is unique for a "reasonably |long period" of time. A
reasonably long period is a function of transm ssion speed, round
trip delays, and network | oad. There nmust be very little chance of
duplicate slot and ID conbinations within this period. O herw se,
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there is anbiguity as to which header is being identified.
| npl enent ati on Not e:

There is no requirenent to hold or resend the Confirmed Initia
packet until confirmation. Wen a new packet with the sane | PX
header is to be sent, another Confirned Initial packet should
be sent using the sane slot, the same I D, and the new packet

dat a.

VWhen a new packet with a different 1 PX header is to be sent, it
may be sent using a slot which has not received confirmation.
A Confirned Initial packet is sent with the same slot, an
increnented ID, and the new packet data. Assuming a |east-
recently-used policy for selecting a slot for a new | PX header,
this provides the ability to reuse slots when a Confirmed
Initial packet has been sent but not confirmed.

| Flags | Slot | ID | IPX | DATA ..

CONFI RVED | NI TI AL PACKET

Note that a Confirmed Initial header is followed by a conplete IPX
packet .

Confirm Packet

The Confirm packet type is used by the deconpressor to tell the
conpressor that it has received the Confirned Initial packet.

When the conpressor receives this, it can start sendi ng Conpressed
frames.

7 6 5 4 3 2 1 0
A R S S

| ojojlo]lOofjoO]1]0]1

St S B &

N N N N N N N N
I N N R
I I I (N B Packet Type
| | | | 5 Confirm
I
I I Reserved (nmust be zero)
A Confirm Packet is exactly 3 octets in length. It consists of the
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Fl ags, Slot Nunber and ID fields. The Slot Nunmber field contains the
nunber of the slot which is being acknow edged. The ID field
contains the ID of the Confirmed Initial Packet which is being

acknow edged.

| Flags | Slot | I D
| 0x05 | Nunber | |

CONFI RM PACKET
Unconfirmed Initial Packet

The Unconfirmed Initial packet type is used by the conpressor to
i nformthe deconpressor of the original packet header which will be
used for subsequent conpression while not requesting confirmtion

After sending an Unconfirnmed Initial packet, the conpressor nay
i medi ately send Conpressed packets wi thout confirmation

7 6 5 4 3 2 1 0
ot e e e e e e e e oo e - -+
| o] ol O] O] O 1] 1] 1]
g

N N N N N N N N

| | | |

| | | | | | | | Packet Type o

| | | | 7 Unconfirnmed Initia
| | | |
I I

0 NCP Pr ot oco
1-15 Reserved

This type of packet is sent to informthe receiver to associate the
| PX packet header with a slot nunber. This packet is sent each tine
a different header format is sent for a given slot.

The Flags octet lower 4 bits indicate the Unconfirnmed Initial ClIPX
packet type. The high order 4 bits are reserved for expansion to
support additional protocols. The Flags octet is always foll owed by
the Sl ot Nunber.

S S +-/ /-+

| Flags | Slot | I PX | NCP | NCP
| 0x07 | Nunber | Header

Fommmmm - - Fommmmm - - +-/ [/ -+

Mat hur & Lewi s [ Page 15]



RFC 1553 Cl PX Decenber 1993

UNCONFI RVED | NI TI AL PACKET

Rej]

Note that an Unconfirnmed Initial header is followed by a conplete |IPX
packet .

ect Packet

The Rej ect packet type is used by the deconpressor to tell the
conpressor that it has received a Cl PX packet with a header which it
does not support. This is provided to regulate future extensions to
Cl PX.

7 6 5 4 3 2 1 0
e e g
| ool O] O] 1] 0] 0] 1
s

N N N N N N N N

I

I Y (N Packet Type
| | | | 9 Rej ect
I N
(S D

Reserved (nust be zero)

A Rej ect Packet is exactly 3 octets in length. It consists of the
Fl ags, Sl ot Nunmber and Rejected Flags fields.

The Sl ot Nunber field contains the nunber of the slot of the packet
which is being rejected. Since the actual packet type may be unknown
or misunderstood, this field actually contains the second octet of
the rejected packet. 1In the nornal case of a known Cl PX packet type,
this will be the slot nunber of an initial packet.

The Rejected Flags field contains the first octet of the packet being
rejected. The packet type field is |left untouched. Any flags which
are correctly recogni zed should be cleared. The renaining flags

i ndicate specific features that are being rejected. This information
shoul d be sufficient for inplenentations to adjust the use of certain
packet types or dependent fl ags.

| mpl ement ati on Not e:

The Flags value of OxFF is not a valid Cl PX packet type.
Hence, such a packet type should be recogni zed as a standard
| PX header and forwarded w thout ClPX processing to the
appropriate routines. Under no circunstances should a Fl ags
val ue of OxFF be rejected in a Reject Packet.
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| Flags | Slot | Rejected |
| 0x09 | MNunber | Flags

REJECT PACKET
Conpressi on Negotiation over PPP Links

For PPP links [5], the use of header conpression can be negotiated by
| PXCP [6]. By default, no conpression is enabl ed.

The | PX- Conpr essi on-Protocol Configuration Option is used to indicate
the ability to receive conpressed packets. Each end of the |ink nust
separately request this option if bi-directional conpression is

desi red.

The PPP Protocol field is set to the same value as the usual |PX
packets, and all |PX packets sent over the link MJST conformto the
conpressed format.

A summary of the | PX- Conpression-Protocol Configuration Option format
to negotiate Telebit |IPX header conpression (ClPX) is shown bel ow.
The fields are transmtted fromleft to right.

0 1 2 3

01234567890123456789012345678901
T S T ST S S e T S S S S S S i

| Type | Length | | PX- Conpr essi on- Pr ot ocol
B ol it I R S T et S i e e s s s sl o it SRR I TR Sl e T S I SR g
| Max-Slot-1d | Opt i ons |
R i T S e ol it (R R
Type
3
Lengt h
6

| PX- Conpr essi on- Prot oco
0002 (hex) for Telebit Conpressed | PX headers (ClPX).
Max- Sl ot-1d

The Max-Slot-1d field is one octet and indi cates the naxi mum
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slot identifier. This is one |less than the actual nunber of
slots; the slot identifier has values fromzero to Max-Sl ot -
I d.

Opt i ons

The Options field is one octet, and is conprised of the "logical or"
of the follow ng val ues:

0 No options.
1 The slot identifer may be conpressed.

The slot identifier must not be conpressed if there is no
ability for the PPP link level to indicate an error in
reception to the deconpression nodule. Synchronization after
errors depends on receiving a packet with the slot identifier

2 Redefine Conpressed Packet type bits 1-3.

It was noted earlier that packet types have been chosen such
that only the Conpressed Packet type is an even nunber val ue
with the | owest order bit of zero. Al other packet types are
odd values with a | owest order bit of one. The reason for this
assignment was to nmake it possible to determ ne the Conpressed
Packet type by examining only one bit. This nmake it possible
to use all the other 7 bits to indicate status in the
Conpressed Packet. The 7 bits are conposed of the upper 4 bits
whi ch are permanently defined to indicate packet dependent
flags, plus bits 1-3 which are otherw se part of the Packet
Type. The upper 4 bits are defined above. The redefinition of
bits 1-3 of the Conpressed Packet type is left for future
expansi on.

7 6 5 4 3 2 1 0
e

| | | | | | | | 0|
S N
F/A N A N A N A N A N A N A N AN

| Packet Type
0 Conpr essed Packet

Redefined bits

Conpressed Packet flags

By default, this feature in not enabled and this flag is
set to zero. Wen this flag is set to one, it indicates
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the desire to use this feature.
Conpressi on Negotiation over | PXWAN Li nks

"I PAWAN' is the protocol Novell uses to exchange necessary router
to router information prior to exchanging standard | PX routing
information and traffic over WAN datalinks [7]. To negotiate the
Tel ebit conpression option, we use Novell’'s allocated opti on nunber
for CIPX (00) in the IPXWAN timer request/response packet.

The Ti ner Request packet contains the follow ng Tel ebit conpression

option:
WOpt i on Number 80 - Define conpression type
WAccept Option 01 - 0=No, 1=Yes, 3=NA
WOption Data Len 00 03 - Length of option
WOpt i on Dat a 00 - Telebit’s conpression (ClPX)
WOpt i on Dat a XX - Conpression options
WOpt i on Dat a NN - Conpression slots

VWhere the Woption Data fields are:

00 Tel ebit’s conmpression option described in this
docunent (Cl PX).

XX Conpression options as defined bel ow

0x01 Conpress slot I D when possible
0x02 Redefi ne Compressed Packet type bits 1-3.

NN  The requested # of conpression slots.
Accept Option (for conpression type) nust be set to YESif the

option is supported and NOif the option is not supported. A Tiner
Response nust respond with only one header conpression type set to

YES.

The Tinmer Response packet that accepts the option will |ook like
this:

WOpt i on Number 80 - Define conpression type

WAccept Option 01 - 0=No, 1=Yes, 3=NA

WOpti on Data Len 00 03 - Length of option

WOpt i on Dat a 00 - Telebit’s conpression (ClPX)
WOpt i on Dat a XX - Conmpression options

WOpt i on Dat a NN - Conpression slots
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Where the Woption Data fields are:

00 Tel ebit’s conpression option described in this
docunent (Cl PX).

XX Conpression options as defined bel ow

0x01 Conpress slot | D when possible
0x02 Redefi ne Conpressed Packet type bits 1-3.

NN  The negotiated # of slots (The | ower of each side’s
request ed nunmber of slots)

| PX packets (except of course | PXWAN packets) are not sent over the
link until the | PXWAN negotiations are conpleted. Once |PXWAN
negoti ati ons are conpl eted, regul ar |IPX packets can be sent over the
link.

If both ends of the link agree on the conpression options, then the
| PX packets are sent using the specified options. |f either end of
the Iink does not accept a conpression option, then this conpression
option will not be used. Conpression will be done using any
remai ni ng options. Options, by definition, are not required.

| mpl enent ati ons MUST support Cl PX without any options.

It is the responsibility of the router sending the | PXWAN Ti ner
Response to informthe other router of the options that will be used.
The Tinmer Response MUST contain a subset of the options received in a
Ti mer Request.

To be clear, IPXWAN is used to set up a symetrical conpression |ink
Conpression is configured identically in both directions. Each end

will use the same nunber of slots and sane conpression options. It

isillegal for link ends to use different nunber of slots or

di fferent options.

| PX Conpressi on Performance

The performance of this algorithmw Il depend on the number of active
connections and the nunmber of slots negotiated. |If the nunmber of
slots is greater than the nunmber of connections, the hit rate should
be very high giving a very high conpression ratio. The perfornmance
al so depends on the average size of the |PX packets. |If the average
size of packets is small, then conpression will result in a nore

noti ceabl e performance i nprovenent.
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avg _data | en + unconp_header | en
Conpression ratio = --------mmmmmmm o
avg_data_len + avg_conp_header | en

VWere 'avg _data len’ is the average length of data in the |IPX packet,
and 'unconp_head |l en’ is the unconpressed header |ength which is
fixed at 30 octets. Wiere 'avg conp_header len’ is the average

| ength of the conpressed | PX header. The Iength of the mininum
conpressed | PX header is 1 octet. The length of the maxi mum
conpressed NCP/ | PX header is 8 octets (including the NCP task
nunber), but since no inplementation yet sends packets with a |l ength
greater than 16K, 7 octets is the comonly encountered maxi num

Per haps a reasonabl e 'avg conp_header len’ is 2, assunming the

i nclusion of the flag and sl ot nunber octets.

The maxi mum | ength of the data in an | PX packet is 546 octets (576
octets - 30 octet |IPX header), although newer inplenentations may
send packets of up to 4096 octets. The mnimum |l ength of the data in
an | PX packet is 1 octet. Wthin the nornal distribution of snall
NCP packets, perhaps a reasonable 'avg data len' is 26 octets.

546 + 30

M ni mal Conpressi on R = 1.04
546 + 6
1+ 30

Maxi mal Conpressi on = - = 15.50
1+1
26 + 30

Li kel y Compressi on = - = 2.00
26 + 2

Security Considerations

| PX provides some security features, which are fully applicable to
CIPX. CPX does not significantly alter the basic security of |PX
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