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Definitions of Managed bjects
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Status of this Meno

This menp is an extension to the SNMP MB. This RFC specifies an | AB
standards track protocol for the Internet community, and requests

di scussi on and suggestions for inprovenents. Please refer to the
current edition of the "I AB Oficial Protocol Standards" for the
standardi zati on state and status of this protocol. Distribution of
this meno is unlimnmted.

1. Abstract

This menmo defines a portion of the Management |nformati on Base (M B)
for use with network managenent protocols in TCP/IP-based internets.
In particular, it defines objects for nmanagi ng the Border Gateway
Protocol [11,12].

2.  The Network Managenent Franmework

The I nternet-standard Network Management Framework consists of three
conponents. They are:

RFC 1155 which defines the SM, the nechani sns used for describing
and nami ng objects for the purpose of managenent. RFC 1212
defines a nore conci se description nmechanism which is wholly
consistent with the SM.

RFC 1156 which defines MB-1, the core set of managed objects for
the Internet suite of protocols. RFC 1213, defines MB-11, an
evolution of MB-1 based on inplenentation experience and new
operational requirenents.

RFC 1157 whi ch defines the SNWP, the protocol used for network
access to nanaged objects.

The Framework pernits new objects to be defined for the purpose of
experimentation and eval uati on.
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3.

3.

oj ects

Managed objects are accessed via a virtual information store, terned
the Managerent Information Base or MB. bjects in the MB are
defined using the subset of Abstract Syntax Notation One (ASN. 1) [7]
defined in the SM. |In particular, each object has a nane, a syntax,
and an encoding. The nanme is an object identifier, an

admini stratively assigned name, which specifies an object type. The
obj ect type together with an object instance serves to uniquely
identify a specific instantiation of the object. For human

conveni ence, we often use a textual string, termed the OBJECT

DESCRI PTOR, to also refer to the object type

The syntax of an object type defines the abstract data structure
corresponding to that object type. The ASN. 1 | anguage is used for
this purpose. However, the SM [3] purposely restricts the ASN. 1
constructs which may be used. These restrictions are explicitly made
for sinplicity.

The encodi ng of an object type is sinply how that object type is
represented using the object type’'s syntax. Inplicitly tied to the
noti on of an object type's syntax and encoding is how the object type
is represented when being transmtted on the network.

The SM specifies the use of the basic encoding rules of ASN. 1 [8],
subj ect to the additional requirenments inposed by the SNWP

1. Format of Definitions

Section 5 contains contains the specification of all object types
contained in this MB nodule. The object types are defined using the
conventions defined in the SM, as anended by the extensions
specified in [9,10].

Overvi ew

These objects are used to control and nanage a BGP [ 11, 12]
i mpl enent ati on.

The Border Gateway Protocol (BGP) is an inter-Autononmous System
routing protocol. The primary function of a BGP speaking systemis
to exchange network reachability information with other BGP systens.
This network reachability information includes information on the
full path of Autononous Systens that traffic nust transit to reach

t hese networks.

BGP runs over a reliable transport protocol. This elimnates the
need to inplenent explicit update fragmentation, retransm ssion
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acknow edgenent, and sequencing. Any authentication scheme used by
the transport protocol may be used in addition to BGP s own
aut henti cati on nechani sns.

The pl anned use of BGP in the Internet environnent, including such
i ssues as topol ogy, the interaction between BGP and | GPs, and the
enforcenent of routing policy rules is presented in a conpani on
document [12].

Apart froma few systemvariables, this MB is broken into two
tables: the BGP Peer Table and the BGP Received Path Attribute Table.
The Peer Table reflects information about BGP peer connections, such
as their state and current activity. The Received Path Attribute
Tabl e contains all attributes received fromall peers before |oca
routing policy has been applied. The actual attributes used in
determning a route are a subset of the received attribute table.

5. Definitions
RFC1269-M B DEFINITIONS :: = BEG N

| MPORTS

Net wor kAddr ess, | pAddress, Counter
FROM RFC1155- SM

m b-2
FROM RFC1213-M B

OBJECT- TYPE

FROM RFC- 1212

TRAP- TYPE
FROM RFC- 1215;

-- This M B nmodul e uses the extended OBJECT- TYPE nmcro as
-- defined in [9], and the TRAP-TYPE macro as defi ned
-- in [10].

bgp OBJECT IDENTIFIER ::= { nib-2 15 }

bgpVer si on OBJECT- TYPE

SYNTAX OCTET STRI NG

ACCESS read-only

STATUS nandat ory

DESCRI PTI ON
"Vector of supported BGP protocol version
nunbers. Each peer negotiates the version from
this vector. Versions are identified via the
string of bits contained within this object.
The first octet contains bits 0 to 7, the
second octet contains bits 8 to 15, and so on
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with the nost significant bit referring to the
| owest bit number in the octet (e.g., the MSB
of the first octet refers to bit 0). |If a bit,
i, is present and set, then the version (i+1)

of the BGP is supported.”
ri={ bgp 1}

bgpLocal As OBJECT- TYPE
SYNTAX | NTEGER (0. . 65535)
ACCESS read-only
STATUS nandat ory
DESCRI PTI ON
"The | ocal autononobus system nunber."
r:={ bgp 2}

bgpPeer Tabl e OBJECT- TYPE
SYNTAX SEQUENCE OF BgpPeerEntry
ACCESS not - accessi bl e
STATUS nandat ory
DESCRI PTI ON
"The bgp peer table.”

::={ bgp 3}

bgpl dentifier OBJECT- TYPE
SYNTAX | pAddr ess
ACCESS read-only
STATUS nandat ory
DESCRI PTI ON
"The BGP Identifier of |ocal system™
ci={ bgp 4}

bgpPeer Entry OBJECT- TYPE
SYNTAX BgpPeer Entry
ACCESS not - accessi bl e
STATUS nandat ory
DESCRI PTI ON

"I nformati on about a BGP peer connection."

| NDEX
{ bgpPeer Renot eAddr }
::= { bgpPeerTable 1 }

BgpPeerEntry ::= SEQUENCE ({
bgpPeer | dentifi er
| pAddr ess,
bgpPeer St at e
| NTEGER
bgpPeer Admi nSt at us
| NTEGER
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bgpPeer Negot i at edVer si on
| NTEGER
bgpPeer Local Addr
| pAddr ess,
bgpPeer Local Port
| NTEGER
bgpPeer Renot eAddr
| pAddr ess,
bgpPeer Renot ePor t
| NTEGER
bgpPeer Renot eAs
| NTEGER
bgpPeer | nUpdat es
Counter,
bgpPeer Qut Updat es
Counter,
bgpPeer | nTot al Messages
Counter,
bgpPeer Qut Tot al Messages
Counter,
bgpPeer Last Err or
OCTET STRI NG
}

bgpPeer | denti fi er OBJECT- TYPE

SYNTAX | pAddr ess
ACCESS read-only
STATUS nandat ory
DESCRI PTI ON

1991

"The BGP Identifier of this entry’'s BGP peer."

.= { bgpPeerEntry 1 }

bgpPeer St at e OBJECT- TYPE

WIllis & Burruss

SYNTAX | NTEGER ({
ide(l),
connect (2),
active(3),
opensent (4),
openconfirm5),
est abl i shed( 6)

}
ACCESS read-only
STATUS nandat ory
DESCRI PTI ON
"The bgp peer connection state.
::= { bgpPeerEntry 2 }
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bgpPeer Admi nSt at us OBJECT- TYPE

SYNTAX | NTEGER

ACCESS read-wite

STATUS nandat ory

DESCRI PTI ON
"The desired state of the BGP connection. A
transition from’'stop’ to 'start’ wll cause
the BGP Start Event to be generated. A
transition from’'start’ to 'stop’ will cause
the BGP Stop Event to be generated. This
paranmeter can be used to restart BGP peer
connections. Care should be used in providing
wite access to this object without adequate
aut hentication."

;.= { bgpPeerEntry 3}

bgpPeer Negot i at edVer si on OBJECT- TYPE

SYNTAX | NTEGER

ACCESS read-only

STATUS nandat ory

DESCRI PTI ON
"The negoti ated version of BGP running between
the two peers. "

::= { bgpPeerEntry 4 }

bgpPeer Local Addr OBJECT- TYPE

SYNTAX | pAddr ess

ACCESS read-only

STATUS nandat ory

DESCRI PTI ON
"The | ocal |P address of this entry’'s BGP
connection."

;.= { bgpPeerEntry 5 }

bgpPeer Local Port OBJECT- TYPE

SYNTAX | NTEGER (0. . 65535)

ACCESS read-only

STATUS nandat ory

DESCRI PTI ON
"The | ocal port for the TCP connection between
the BGP peers.™

::= { bgpPeerEntry 6 }

bgpPeer Renot eAddr OBJECT- TYPE
SYNTAX | pAddr ess
ACCESS read-only
STATUS nandat ory
DESCRI PTI ON
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"The renote | P address of this entry’'s BGP
peer."
::= { bgpPeerEntry 7 }

bgpPeer Renot ePort OBJECT- TYPE

SYNTAX | NTEGER (0. .65535)

ACCESS read-only

STATUS nandat ory

DESCRI PTI ON
"The renpte port for the TCP connection between
the BGP peers. Note that the objects
bgpLocal Addr, bgpLocal Port, bgpRenoteAddr and
bgpRenot ePort provide the appropriate reference
to the standard M B TCP connection table."

;.= { bgpPeerEntry 8 }

bgpPeer Renot eAs OBJECT- TYPE
SYNTAX | NTEGER (0. . 65535)
ACCESS read-only
STATUS nandat ory
DESCRI PTI ON
"The renote autononmpbus system number."
::= { bgpPeerEntry 9 }

bgpPeer | nUpdat es OBJECT- TYPE

SYNTAX Count er

ACCESS read-only

STATUS nandat ory

DESCRI PTI ON
"The nunber of BGP UPDATE nessages received on
this connection. This object should be
initialized to zero when the connection is
establ i shed. "

::= { bgpPeerEntry 10 }

bgpPeer Qut Updat es OBJECT- TYPE

SYNTAX Count er

ACCESS read-only

STATUS nandat ory

DESCRI PTI ON
"The nunber of BGP UPDATE messages received on
this connection. This object should be
initialized to zero when the connection is
est abl i shed. "

::= { bgpPeerEntry 11}

bgpPeer | nTot al Messages OBJECT- TYPE
SYNTAX Count er
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ACCESS read-only

STATUS nandat ory

DESCRI PTI ON
"The total number of messages received fromthe
renote peer on this connection. This object
should be initialized to zero when the
connection is established."

::={ bgpPeerEntry 12 }

bgpPeer Qut Tot al Messages OBJECT- TYPE

SYNTAX Count er

ACCESS read-only

STATUS nandat ory

DESCRI PTI ON
"The total number of nessages transmitted to
the renpote peer on this connection. This object
should be initialized to zero when the
connection is established."

::= { bgpPeerEntry 13 }

bgpPeer Last Error OBJECT- TYPE

SYNTAX OCTET STRING (SIZE (2))

ACCESS read-only

STATUS nandat ory

DESCRI PTI ON
"The | ast error code and subcode seen by this
peer on this connection. If no error has
occurred, this field is zero. Qtherw se, the
first byte of this two byte OCTET STRI NG
contains the error code; the second contains
t he subcode."

::={ bgpPeerEntry 14 }

bgpRcvdPat hAt t r Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF BgpPat hAttrEntry

ACCESS not - accessi bl e

STATUS nandat ory

DESCRI PTI ON
"The BGP Received Path Attribute Tabl e contains
i nformati on about paths to destination networks
received by all peers.”

ri={ bgp 5}

bgpPat hAttr Ent ry OBJECT- TYPE
SYNTAX BgpPat hAttrEntry
ACCESS not - accessi bl e
STATUS nandat ory
DESCRI PTI ON
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“Informati on about a path to a network."
I NDEX
{ bgpPat hAtt r Dest Net wor k,
bgpPat hAt t r Peer }
::= { bgpRcvdPathAttrTable 1 }

BgpPat hAttrEntry ::= SEQUENCE {
bgpPat hAt t r Peer
| pAddr ess,
bgpPat hAt t r Dest Net wor k
| pAddr ess,
bgpPat hAttrOri gin
| NTEGER
bgpPat hAt t r ASPat h
OCTET STRI NG,
bgpPat hAt t r Next Hop
| pAddr ess,
bgpPat hAttr |l nter ASMetric
| NTEGER
}

bgpPat hAt t r Peer OBJECT- TYPE

SYNTAX | pAddr ess

ACCESS read-only

STATUS nandat ory

DESCRI PTI ON
"The I P address of the peer where the path
i nformati on
was | earned."”

;.= { bgpPathAttrEntry 1 }

bgpPat hAt t r Dest Net wor k OBJECT- TYPE
SYNTAX | pAddr ess
ACCESS read-only
STATUS nandat ory
DESCRI PTI ON
"The address of the destination network."
::={ bgpPathAttrEntry 2 }

bgpPat hAttr Ori gi n OBJECT- TYPE
SYNTAX | NTEGER {

igp(1l),-- networks are interior
egp(2),-- networks learned via EGP
i nconpl ete(3) -- undetermn ned

}
ACCESS read-only

STATUS nandat ory
DESCRI PTI ON
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"The ultimate origin of the path information."
::={ bgpPathAttrEntry 3}

bgpPat hAt t r ASPat h OBJECT- TYPE

SYNTAX OCTET STRI NG

ACCESS read-only

STATUS nandat ory

DESCRI PTI ON
"The set of ASs that nust be traversed to reach
the network. ( This object is probably best
represented as SEQUENCE OF | NTEGER. For SM
conpatibility, though, it is represented as
OCTET STRING Each AS is represented as a pair
of octets according to the follow ng al gorithm

first-byte-of-pair = ASNunmber / 256;
second- byt e- of - pai r = ASNunmber & 255;"
::= { bgpPat hAttrEntry 4 }

bgpPat hAt t r Next Hop OBJECT- TYPE

SYNTAX | pAddr ess

ACCESS read-only

STATUS nandat ory

DESCRI PTI ON
"The address of the border router that should
be used for the destination network."

::= { bgpPat hAttrEntry 5 }

bgpPat hAttr 1 nt er ASMetri c OBJECT- TYPE

SYNTAX | pAddr ess

ACCESS read-only

STATUS nandat ory

DESCRI PTI ON
"The optional inter-AS nmetric. If this
attribute has not been provided for this route,
the value for this object is 0."

.= { bgpPat hAttrEntry 6 }

bgpEst abl i shed TRAP- TYPE
ENTERPRI SE { bgp }
VARI ABLES { bgpPeer Renpt eAddr,
bgpPeer Last Error,
bgpPeer St at e }
DESCRI PTI ON
"The BGP Established event is generated when

the BGP FSM enters the ESTABLI SHED state. "
=1
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bgpBackwar dTr ansi ti on TRAP- TYPE
ENTERPRI SE { bgp }
VARI ABLES { bgpPeer Renpt eAddr,
bgpPeer Last Error,
bgpPeer St at e }
DESCRI PTI ON
"The BGPBackwardTransition Event is generated
when the BGP FSM noves from a hi gher nunbered
state to a | ower numbered state."
=2
END
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8. Security Considerations

Security issues are not discussed in this nmeno.
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