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1. Status of this Meno

This meno defines an experinental nmeans for running the Sinple
Net wor k Managenent Protocol (SNWP) over CSI transports.

This menmo does not specify a standard for the Internet comunity,
However, after experinentation, if sufficient consensus is reached in
the Internet comunity, then a subsequent revision of this docunent

m ght be nmade an Internet standard for those systens choosing to

i mpl ement the SNWVP over OSI transport services.

Distribution of this meno is unlimted.
2. Background

The Sinpl e Network Managenment Protocol (SNWP) as defined in [1] is
now used as an integral part of the network nanagement framework for
TCP/ 1 P-based internets. Together, with its conpani ons standards,
whi ch define the Structure of Managenent Information (SM) [2], and
the Managenent Information Base (MB) [3], the SNWP has received

wi despread depl oynent in nmany operational networks running the
Internet suite of protocols.
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It should not be surprising that many of these sites mght acquire
CSl capabilities and may wish to | everage their investnent in SNWP
technol ogy towards nmanagi ng those OSI conponents. This meno
addresses these concerns by defining a framework for running the SNWP
in an environnent which supports the OSI transport services.

In OSl, there are two such services, a connection-oriented transport
services (COTS) as defined in [4], and a connecti onl ess-node
transport service (CLTS) as defined in [5]. Although the primary
depl oyment of the SNWMP is over the connectionl ess-node transport
service provided by the Internet suite of protocols (i.e., the User
Dat agram Protocol or UDP [6]), a design goal of the SNMP was to be
able to use either a CO node or CL-npde transport service. As such
this meno describes mappings fromthe SNVP onto both the COTS and the
CLTS.

2.1. A Digression on User Interfaces

It is likely that user-interfaces to the SNMP will be devel oped that
support multiple transport backings. 1In an environment such as this,
it is often inportant to maintain a consistent addressing schenme for
users. Since the mappings described in this meno are onto the OSI
transport services, use of the textual scheme described in [7], which
describes a string encoding for OSI presentation addresses, is
recommended. The syntax defined in [7] is equally applicable towards
transport addresses.

In this context, a string encoding usually appears as:

[ <t-sel ector>/]<n-provider><n-address>[ +<n-i nf 0>]

wher e:

(1) <t-selector> is usually either an ASCII string encl osed
i n doubl e-quotes (e.g., "snmp"), or a hexadeci mal nunber
(e.g., '736e6d70' H);

(2) <n-provider> is one of several well-known providers of a
connectivity-service, one of: "Internet=" for a
transport-service fromthe Internet suite of protocols,

"I nt-X25=" for the 1980 CCITT X.25 recomendati on, or
"NS+" for the OSI network service;

(3) <n-address> is an address in a format specific to the
<n- provi der>; and,

(4) <n-info>is any additional addressing information in a
format specific to the <n-provider>.
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It is not the purpose of this nmeno to provide an exhaustive
description of string encodings such as these. Readers should
consult [7] for detailed information on the syntax. However, this
meno recomends that, as an inplenmentation option, user-interfaces to
the SNWP that support multiple transport backings SHOULD i npl enment
this syntax.

2.1.1. Addressing Conventions for UDP-based service

In the context of a UDP-based transport backing, addresses woul d be
encoded as:

| nt er net =<host >+161+2

whi ch says that the transport service is fromthe Internet suite of
protocols, residing at <host>, on port 161, using the UDP (2). The
token <host> may be either a domain nanme or a dotted-quad, e.g., both

I nt er net =cheet ah. nyser. net +161+2
and
I nt ernet =192. 52. 180. 1+161+2

are both valid. Note however that if domain nane "cheetah. nyser.net"
maps to nmultiple | P addresses, then this inplies nultiple transport
addresses. The nunber of addresses exami ned by the application (and
the order of exam nation) are specific to each application

O course, this nmenp does not require that other interface schenes
not be used. Cdearly, use of a sinple hostnane is preferable to the
string encodi ng above. However, for the sake of uniformty, for
those user-interfaces to the SNWP that support nultiple transport
backings, it is strongly RECOMVENDED that the syntax in [7] be
adopted and even the mapping for UDP-based transport be valid.

2.2. A Digression of Layering

Al t hough ot her frameworks view network managenent as an application

ext ensi ve experience with the SNWP suggests otherwi se. In essense,
networ k management is a function unlike any other user of a transport
service. The citation [8] develops this argunent in full. As such

it is inappropriate to nap the SNVP onto the CSI application |ayer.
Rather, it is mapped to OSI transport services, in order to build on
the proven success of the Internet network managenent franework.
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3. Mapping onto CLTS

Mappi ng the SNMP onto the CLTS is straight-forward: the el enents of
procedure are identical to that of using the UDP. |In particular
note that the CLTS and the service offered by the UDP both transmt
packets of information which contain full addressing information.
Thus, mapping the SNMP onto the CLTS, a "transport address" in the
context of [1], is sinply a transport-selector and network address.

3.1. Addressing Conventions
Unlike the Internet suite of protocols, CSI does not use well-known

ports. Rather demultiplexing occurs on the basis of "selectors",
whi ch are opaque strings of octets, which have neaning only at the

destination. |In order to foster interoperable inplenmentations of the
SNVP over the CLTS, it is necessary define a selector for this
pur pose.

3.1.1. Conventions for CLNP-based service
When the CLTS is used to provide the transport backing for the SNWP

demul tiplexing will occur on the basis of transport selector. The
transport sel ector used shall be the four ASCI| characters

snnp

Thus, using the string encoding of [7], such addresses may be
textual, described as:

"snmp"/ NS+<nsap>
wher e:
(1) <nsap> is a hex string defining the nsap, e.g.
"snnp"/ NS+4900590800200038baf e00

Simlarly, SNMP traps are, by convention, sent to a manager |istening
on the transport sel ector

snnp-trap
whi ch consists of nine ASCI|I characters.
4. Mappi ng onto COTS

Mappi ng the SNMP onto the COTS is nore difficult as the SNMP does not
specifically require an existing connection. Thus, the napping
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consi sts of establishing a transport connection, sending one or nore
SNVP nmessages on that connection, and then rel easing the transport
connecti on.

Consi stent with the SNVWP nodel, the initiator of a connection should
not require that responses to a request be returned on that
connection. However, if a responder to a connection sends SNWP
nessages on a connection, then these MJST be in response to requests
recei ved on that connection

I deally, the transport connection SHOULD be rel eased by the
initiator, however, note that the responder nay rel ease the
connection due to resource linmtations. Further note, that the
amount of time a connection remains established is inplenentation-
specific. Inplenmentors should take care to choose an appropriate
dynam c al gorithm

Al so consistent with the SNVP nodel, the initiator should not
associate any reliability characteristics with the use of a

connection. |Issues such as retransm ssion of SNWP nessages, etc.,
always remain with the SNVP application, not with the transport
servi ce.

4.1. Addressing Conventions

Unlike the Internet suite of protocols, CSI does not use well-known
ports. Rather demultiplexing occurs on the basis of "selectors",

whi ch are opaque strings of octets, which have neaning only at the
destination. In order to foster interoperable inplementations of the
SNVP over the COTS, it is necessary define a selector for this

pur pose. However, to be consistent with the various connectivity-
services, different conventions, based on the actual underlying
service, will be used

4.1.1. Conventions for TP4/CLNP-based service
When a COTS based on the TP4/CLNP is used to provide the transport
backing for the SNWP, demultiplexing will occur on the basis of

transport selector. The transport selector used shall be the four
ASCI | characters

snnp

Thus, using the string encoding of [7], such addresses may be
textual, described as:

"snmp"/ NS+<nsap>
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wher e:
(1) <nsap> is a hex string defining the nsap, e.g.
"snnp" / NS+4900590800200038baf e00

Simlarly, SNMP traps are, by convention, sent to a nmanager |istening
on the transport sel ector

snnp-trap
whi ch consists of nine ASCI| characters.
4.1.2. Conventions for TPO/ X. 25-based service
VWhen a COTS based on the TPO/X. 25 is used to provide the transport
backing for the SNWP, demultiplexing will occur on the basis of X 25
protocol -1 D. The protocol-1D used shall be the four octets

03018200

Thus, using the string encoding of [7], such addresses may be textua
descri bed as:

| nt - X25=<dt e>+P| D+03018200
wher e:
(1) ~<dte>is the X 121 DTE, e.g.
| nt - X25=23421920030013+PI D+03018200

Simlarly, SNMP traps are, by convention, sent to a manager |istening
on the protocol -1D

03019000
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7. Security Considerations

Security issues are not discussed in this meno.
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