Net wor k Wor ki ng Group J. Zweig

Request for Comments: 1146 u uc
osol etes: RFC 1145 C. Partridge
BBN

March 1990

TCP Alternate Checksum Qptions

Status of This Menp

This menmo suggests a pair of TCP options to allow use of alternate
data checksum algorithns in the TCP header. The use of these options
is experinmental, and not recommended for production use.

Note: This RFC corrects errors introduced in the editing process in
RFC 1145.

Distribution of this meno is unlimted.

I nt roducti on

Sone nmenbers of the networking conmunity have expressed interest in
usi ng checksumal gorithms with different error detection and
correction properties than the standard TCP checksum The option
described in this menp provides a mechanismto negotiate the use of
an alternate checksum at connection-establishnment time, as well as a
nmechani smto carry additional checksuminformation for algorithns
that utilize checksuns that are |onger than 16 bits.

Definition of the Options

The TCP Alternate Checksum Request Option may be sent in a SYN
segnent by a TCP to indicate that the TCP is prepared to both
generate and receive checksuns based on an alternate al gorithm

Duri ng comuni cation, the alternate checksumreplaces the regular TCP
checksumin the checksumfield of the TCP header. Should the
alternate checksumrequire nmore than 2 octets to transnit, the
checksum may either be noved into a TCP Alternate Checksum Dat a
Option and the checksumfield of the TCP header be sent as 0, or the
data may be split between the header field and the option. Alternate
checksuns are conputed over the sanme data as the regular TCP checksum
(see TCP Alternate Checksum Data Option discussion bel ow).

TCP Al ternate Checksum Request Option

The format of the TCP Alternate Checksum Request Qption is:
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Here chksumis a nunber identifying the type of checksumto be used.
The currently defined val ues of chksum are:

0 -- TCP checksum
1 -- 8-bit Fletcher’s algorithm (see Appendix I)
2 -- 16-bit Fletcher’'s algorithm (see Appendix I1)

Note that the 8-bit Fletcher algorithmgives a 16-bit checksum and
the 16-bit algorithmgives a 32-bit checksum

Al ternate checksum negoti ati on proceeds as foll ows:

A SYN segnent used to originate a connection nay contain the

Al ternate Checksum Request Option, which specifies an alternate
checksum cal cul ation algorithmto be used for the connection. The
acknow edgi ng SYN- ACK segnent nmay al so carry the option

If both SYN segnments carry the Alternate Checksum Request option
and both specify the sane algorithm that al gorithm nust be used
for the remai nder of the connection. Oherw se, the standard TCP
checksum al gorithm nust be used for the entire connection. Thus,
for exanple, if one TCP specifies type 1 checksuns, and the other
specifies type 2 checksuns, then they will use type 0 (the regul ar
TCP checksun). Note that in practice, one TCP will typically be
responding to the other’s SYN, and thus either accepting or
rejecting the proposed alternate checksum al gorithm

Any segnment with the SYN bit set nust always use the standard TCP

checksum al gorithm Thus the SYN segnment will al ways be
understood by the receiving TCP. The alternate checksum nust not
be used until the first non-SYN segnent. |In addition, because RST

segnents nay al so be received or sent without conplete state
information, any segnent with the RST bit set nust use the
standard TCP checksum

The option may not be sent in any segnent that does not have the
SYN bit set.

An i npl enentation of TCP which does not support the option should
silently ignore it (as RFC 1122 requires). |lgnoring the option
will force any TCP attenpting to use an alternate checksumto use
the standard TCP checksum al gorithm thus ensuring

i nteroperability.
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TCP Alternate Checksum Data Option

The format of the TCP Alternate Checksum Data Option is:

This field is used only when the alternate checksumthat is
negotiated is longer than 16 bits. These checksuns will not fit in
the checksumfield of the TCP header and thus at |east part of them
nmust be put in an option. Wether the checksumis split between the
checksumfield in the TCP header and the option or the entire
checksumis placed in the option is determ ned on a checksum by
checksum basi s.

The I ength of this option will depend on the choice of alternate
checksum al gorithm for this connection

Wil e conputing the alternate checksum the TCP checksumfield and
the data portion TCP Alternate Checksum Data Option are replaced with
zeros.

An ot herw se acceptabl e segnent carrying this option on a connection
using a 16-bit checksumalgorithm or carrying this option with an

i nappropri ate nunber of data octets for the chosen alternate checksum
algorithmis in error and nust be discarded; a RST-segnment nust be
generated, and the connection aborted.

Not e the requirement above that RST and SYN segnents nust al ways use
the standard TCP checksum

APPENDI X |: The 8-bit Fletcher Checksum Al gorithm

The 8-bit Fletcher Checksum Algorithmis cal cul ated over a sequence
of data octets (call them D 1] through DJN]) by maintaining 2

unsi gned 1’ s-conpl enment 8-bit accunulators A and B whose contents are
initially zero, and performng the follow ng | oop where i ranges from
l1to N

A
B

A+ Di]

B+ A

It can be shown that at the end of the loop Awll contain the 8-bit
1's conplenment sumof all octets in the datagram and that B will

contain (ND[1] + (NN1)D2] + ... + ON.

The octets covered by this algorithmshould be the sane as those over
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whi ch the standard TCP checksum cal culation is performed, with the
pseudoheader being DO 1] through O 12] and the TCP header begi nning at
D 13]. Note that, for purposes of the checksum conputation, the
checksumfield itself nmust be equal to zero.

At the end of the loop, the A goes in the first byte of the TCP
checksum and B goes in the second byte.

Note that, unlike the OSI version of the Fletcher checksum this
checksum does not adjust the check bytes so that the receiver
checksumis O.

There are a nunber of nuch faster algorithms for calculating the two
octets of the 8-bit Fletcher checksum For nore information see

[ Skl ower 89], [ Nakassi s88] and [Fletcher82]. Naturally, any
conput ati on whi ch conputes the sane nunber as woul d be cal cul ated by
the | oop above may be used to cal cul ate the checksum One advant age
of the Fletcher algorithms over the standard TCP checksum al gorithm
is the ability to detect the transposition of octets/words of any
size within a datagram

APPENDI X Il: The 16-bit Fl etcher Checksum Al gorithm

The 16-bit Fl etcher Checksum al gorithm proceeds in precisely the sane
manner as the 8-bit checksumal gorithm, except that A B and the
Dli] are 16-bit quantities. It is necessary (as it is with the
standard TCP checksum al gorithn) to pad a datagram contai ning an odd
nunber of octets with a zero octet.

Result A should be placed in the TCP header checksumfield and Result
B shoul d appear in an TCP Alternate Checksum Data option. This
option nust be present in every TCP header. The two bytes reserved
for B should be set to zero during the cal culation of the checksum

The checksum field of the TCP header shall contain the contents of A
at the end of the Ioop. The TCP Alternate Checksum Data option nust
be present and contain the contents of B at the end of the | oop
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