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Security Considerations

All OSPFprotocolexchangesireauthenticatedThis is accomplishedhroughauthenticatiorfields containedn the
OSPFpacketheaderFor moreinformation,seeSections3.1,8.2,and AppendixE.
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E Authentication

All OSPFprotocolexchangesareauthenticatedThe OSPFpacketheade(seeSectionA.2) includesanauthentication
typefield, and64-bitsof datausedby the appropriateauthenticatiorschemgdeterminedy thetypefield).

The authenticatiortype is configurableon a perareabasis. Additional authenticatiordatais configurableon a per
interfacebasis.For example jf anareausesa simplepasswordscheméor authenticationa separatgasswordnay
be configuredfor eachnetworkcontainedn thearea.

Authenticationtypesof 0-255arespecifiedbelow Otherauthenticatiortypesmay be assignedocally on a per Au-
tonomousSystembasis.

E.1 Autype 0—No authentication

Useof this authenticatiortype meanghatrouting exchangei theareaarenot authenticatedThe 64-bit field in the
OSPFheadercancontainanything;it is notexaminedon packetreception.

E.2 Autype 1-Simple password

Using this authenticatiortype, a 64-bit field is configuredon a pernetworkbasis. All packetssenton a particular
networkmusthavethis configuredvaluein their OSPFheadet64-bit authenticatioriield. This essentiallyservesasa
“clear’ 64-bitpassword.

This guardsagainstroutersinadvertentlycomingup in the area. They mustfirst be configuredwith their attached
networks’password®eforethey canjoin the routingdomain.
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LStype | Link StatelD | AdvertisingRouter | LSsegno | LSage | LSchecksum
1 192.1.1.1 192.1.1.1 * * *
1 192.1.1.2 192.1.1.2 * * *
1 192.1.1.3 192.1.1.3 * * *
1 192.1.1.4 192.1.1.4 * * *
2 192.1.1.3 192.1.1.3 * older *
2 192.1.1.4 192.1.1.4 * newer *
3 la,lb 192.1.1.3 * * *
3 N6 192.1.1.3 * * *
3 N7 192.1.1.3 * * *
3 N8 192.1.1.3 * * *
3 N9-N11,H1 | 192.1.1.3 * * *
3 la,lb 192.1.1.4 * * *
3 N6 192.1.1.4 * * *
3 N7 192.1.1.4 * * *
3 N8 192.1.1.4 * * *
3 N9-N11,H1 | 192.1.1.4 * * *
4 RT5 192.1.1.3 * * *
4 NT7 192.1.1.3 * * *
4 RT5 192.1.1.4 * * *
4 NT7 192.1.1.4 * * *
4 N12 RT5'sID * * *
4 N13 RT5'sID * * *
4 N14 RT5'sID * * *
4 N12 RT7'sID * * *
4 N15 RT7'sID * * *

5. Thecontentof anyparticularlink stateadvertisementt-or examplea listing of therouterlinks advertisement
for Areal, with LS type= 1 andLink StatelD =192.1.1.3s shownin Section12.3.1.

6. A listing of theentireroutingtable. Suchlistingsareshownin Sectionll. Theroutingtableis calculatedrom
thecombineddatabasesf eachattachedarea(seeSectionl6). It maybe desirableo sortthe routingtableby
Typeof Service or by destinationpr a combinationof thetwo.
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InterfacelP address| state cost | DR Backup | #nbrs | #adjs
192.1.1.3 DRother| 1 | 192.1.1.4| 192.1.1.1] 3 2
192.1.4.3 DR 2 ] 192.1.4.3| none 0 0

3. Thelist of neighborsassociateavith aparticularinterface.Eachneighbots|P addresstouterID, stateandthe
lengthof thethreelink stateadvertisemengueuegseeSection10)to theneighboris displayed.

SupposeouterRT4 is the Designatedrouterfor networkN3, androuterRT1 is the BackupDesignatedoutet
Supposealsothatthe adjacencybetweerrouter RT3 and RT1 hasnot yet fully formed. The displayof router
RT3’sneighborqassociateavith its interfaceto networkN3) maythenappeaasfollows. Thedisplayindicates
that RT3 and RT1 arestill in the databasexchangeprocedure RouterRT3 hasmore DatabaseDescription
packetsto sendto RT1, and RT1 hasat leastonelink stateadvertisementhat RT3 doesnt. Also, thereis a
singlelink stateadvertisementhathasbeenflooded,but not acknowledgedto eachneighborthatparticipates
in theflooding procedurgstate>= Exchng). (In the following examplesve assumehata routers Router|D
is assignedo beits smallestiP interfaceaddress).

NeighborlP address| RouterlD | state LSrxmtlen | DB summlen | LSreqlen
192.1.1.1 192.1.1.1 | Exchng 1 10 1
192.1.1.2 192.1.1.2 | 2-Way 0 0 0
192.1.1.4 192.1.1.4 | Full 1 0 0

. A list of the areas link statedatabase.This is the samein all of the routersattachedo the area. It is com-
posedof thatareas routerlinks, networklinks, andsummarylinks advertisementsAlso, the AS externallink
advertisementarea partof all theareas'databases.

Thelink statedatabaséor Areal in Figure16 mightlook asfollows (comparehiswith Figure7). Assumethe
the Designatedrouterfor networkN3 is routerRT4, asabove.Also, assumehatrouterRT3 wasformerly the
DesignatedRrouterfor networkN3. Its networklinks advertisemenis still partof the databaséit hasnotaged
to FlushAge).

Both routersRT3 andRT4 areoriginatingsummarylink advertisementsto Areal, sincetheyareareaborder
routers. RoutersRT5 and RT7 are AS externalrouters. Their locationmustbe describedn summarylinks
advertisementsAlso, their AS externallink advertisementarefloodedthroughouthe entireAS.

RouterRT3 canlocateits self-originatedadvertisementby looking for its own routerID (192.1.1.3)n adver-
tisements/AdvertisingRouterfields.

The LS sequenceaumber LS age,andLS checksuntfields indicatethe advertisemens instantiation. Their
valuesare storedin the advertisemeng link stateheader;we have not botheredto make up valuesfor the
example.
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R5 An advertisemeniiasbeenreceivedhroughthefloodingprocedureahatis LESSrecentthetherouter's current

databaseopy(seeSectionl3). TheloggingmessagshouldincludethereceivedadvertisemensLS type,Link
StatelD, AdvertisingRouter LS sequencaumberLS ageandLS checksumAlso, themessagshoulddisplay
theneighborfrom whomthe advertisemenivasreceived.

The following messagesre indication of normal, yet infrequentprotocol events. Thesemessagewill helpin the
interpretatiorof someof theabovemessages:

N1 ThelLink staterefreshtimer hasfired for oneof therouter s self-originatedadvertisementéseeSection12.3).

A new instantiationof the advertisementustbe originated. The messagashouldincludethe advertisemens
LS type,Link StatelD andAdvertisingRouter

N2 Oneof theadvertisementm therouterslink statedatabaséasagedio MaxAge(seeSectionl4). At thispoint,

theadvertisemenis no longerincludedin therouting tablecalculation,andis reflooded.The messagshould
list theadvertisemen$'LS type,Link StatelD andAdvertisingRouter

N3 An advertisementf ageMaxAge hasbeenflushedfrom therouter sdatabaseThis occursafterthe advertise-

D.2

menthasbeenacknowledgedby all adjacenineighbors.The messageshouldlist theadvertisemens'LS type,
Link StatelD andAdvertisingRouter

Cumulative statistics

Thesestatisticsdisplay collectionsof the routing datastructures. They shouldbe able to be obtainedinteractively
throughsomekind of networkmanagemerfacility.

All the following statisticsdisplays,with the exceptionof the arealist, routing tableandthe AS externallinks, are
specificto asinglearea.As notedin Sectiord4, mostOSPFprotocolmechanismsvork on eachareaseparately

Thefollowing statisticdisplaysshouldbe available:

1.

Moy

A list of all theareasattachedo therouter, alongwith the authenticatiorlypeto usefor the areathenumberof
routerinterfacesattachingo the area andthetotal numberof netsandroutersbelongingto the area.

For example,considerthe router RT3 picturedin Figure 16. It hasinterfacesto two separateareas,Area 1

andthe backbongArea0). Thefollowing displaythenindicatesthatthe backbones usinga simplepassword
for authenticationandthat Area 1 is not usingany authentication.The numberof netsincludesIP networks,
subnetsandhosts(this is the reasorfor 2 backbonenets— theyarethe hostroutescorrespondingo the serial
line betweerbackboneoutersRT6 andRT10).

ArealD | #ifcs | AuType | #nets| #routers
0 1 1 2 7
1 2 0 4 4

. Alist of all therouter sinterfacegdo anarea alongwith theiraddressegutputcost,currentstate the (Backup)

DesignatedRouterfor theattachedetwork,andthenumberof neighborgurrentlyassociatewith theinterface.
Somenumberof theseneighborawill havebecomeadjacentthe numberof theses notedin the displayalso.

Again considerouterRT3 in Figure16. ThedisplaybelowindicateghatRT4 hasbeenselectechsDesignated
Routerfor networkN3, androuterRT1 hasbeenselectecasBackup.Adjacenciediavebeenestablishedo both
of theserouters.Thereareno routersbesideRT3 attachedo networkN4, soit become®R, yetstill advertises
thenetworkasa stubin its routerlinks advertisements.
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C1 AreceivedOSPRpacketsrejecteddueto errorsin its IP/OSPFeader Thereasongor rejectionaredocumented
in Section8.2. Theyinclude OSPFchecksunfailure, authenticatiorfailure, andinability to matchthe source
with an active OSPFneighbor The logging messageroducedshouldincludethe IP sourceand destination
addressegherouterID in the OSPFheaderandthereasorfor therejection.

C2 AnincomingHello packeis rejectecddueto mismatchebetweertheHello’'sparameterandthoseconfiguredor
thereceivinginterface(seeSection10.5). This indicatesa configurationproblemon the attachedetwork. The
loggingmessagashouldincludethe Hello’s sourcethereceivinginterface ,andthe non-matchingparameters.

C3 An incoming DatabaseDescriptionpacket,Link StateRequestPacket,Link StateAcknowledgmentPacket
or Link State Update packetis rejecteddue to the sourceneighborbeing in the wrong state (see Sec-
tions 10.6,10.7,13.7, and 13 respectively). This can be normalwhenthe identity of the network’s Desig-
natedRouterchangescausingnomentarydisagreementsverthevalidity of adjacenciesTheloggingmessage
shouldincludethe sourceneighborits state, andthe packetstype.

C4 A Databasé®escriptionpackethasbeenretransmittedThis may meanthatthe valueof Rxmtintervalthathas
beenconfiguredfor the associatedhterfaceis too small. Thelogging messageshouldincludethe neighborto
whomthe packetis beingsent.

Thefollowing messagesanbe causedy packettransmissiorerrors,or softwareerrorsin an OSPFimplementation:

E1 Thechecksunin areceivedink stateadvertisemerisincorrect. Theadvertisemeris discardedseeSectionl 3).
Theloggingmessagshouldincludetheadvertisemen$ LS type,Link StatelD andAdvertisingRouter(which
may beincorrect). The messagshouldalsoincludethe neighborfrom whomthe advertisementvasreceived.

E2 Duringtheagingprocessit is discoveredhatoneof thelink stateadvertisements thedatabaséasanincorrect
checksumThisindicateamemorycorruptionor asoftwareerrorin therouteritself. Theroutershouldbedumped
andrestarted.

Thefollowing messageareanindicationthatarouterhasrestartedlosingtrackof its previousLS sequencaumber
Shouldthesemessagesontinue it mayindicatethe presencef duplicateRouterIDs:

R1 Two link stateadvertisementhavebeenseenwhoselLsS type,Link StatelD, AdvertisingRouterandLS se-
guencenumberarethe same yet with differing LS checksums.Theseare consideredo be differentinstanti-
ationsof the sameadvertisementThe instantiationwith the larger checksums acceptecasmorerecent(see
Section12.1.6,13.1). Theloggingmessagashouldincludethe LS type, Link StatelD, AdvertisingRouter LS
sequencaumberandthetwo differing checksums.

R2 Two link stateadvertisementhavebeenseenwhosel S type,Link StatelD, AdvertisingRouter LS sequence
numberandLS checksumarethe same yet canbe distinguishedy their LS agefields. This meanghatone
of the advertisemen$ LS ageis MaxAge, or the two LS agefields differ by more than MaxAgeDiff. The
logging messagehouldincludethe LS type, Link StatelD, AdvertisingRouter LS sequenc&umberandthe
two differing ages.

R3 Therouterhasreceivedaninstantiatiorof oneof its self-originatecadvertisementshatis consideredo bemore
recent.Thisforcestherouterto originatea newadvertisemenfseeSection13.4). Theloggingmessagshould
includetheadvertisemens$LS type,Link StatelD, andAdvertisingRouteralongwith theneighborfrom whom
theadvertisementvasreceived.

R4 An acknowledgmerhasbeerreceivedfor aninstantiatiorof anadvertisemenrthatis notcurrentlycontainedn
therouter sdatabaséseeSectionl3.7). Theloggingmessagshoulddetailtheinstantiatiorbeingacknowledged
andthe databaseopy (if any),alongwith the neighborfrom whomthe acknowledgmentvasreceived.
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D Required Statistics

An OSPFimplementatiormustprovide a minimum setof statisticsindicatingthe operationaktateof the protocol.
Thesestatisticsmust be accessibldo the user; this will probablybe accomplishedhroughsomesort of network
managemerihterface.

It is hopedthatthesestatisticswill aid in the debuggingof the implementationandin the analysisof the protocol's
performance.

Thestatisticscanbebrokeninto two broadcategoriesThefirst consistof whatwe will call loggingmessagesThese
aremessageproducedn realtime, with generallya singlemessag@roducedasthe resultof asingleprotocolevent.
Suchmessagearealsocommonlyreferredto astraps.

The secondcategorywill bereferredto ascumulativestatistics. Thesearecountersvhosevaluehavecollectedover
time, suchasthecountof link stateretransmissiongverthelasthour. Also falling into this categoryaredumpsof the
variousrouting datastructures.

D.1 Logging messages

A loggingmessageshouldbe producedon everysignificantprotocolevent. The major eventsarelistedbelow. Most
of theseeventsndicateatopologicalchangdn theroutingdomain.However somenumberof logging messagesan
beexpectedvenwhentheroutingdomainremaingntactfor long periodsof time. Forexamplelink stateoriginations
will still happerdueto thelink staterefreshtimer firing.

Any of the messagethatreferto link stateadvertisementshouldprint the areaassociatedvith the advertisement.
Thereis no areaassociateavith AS externallink advertisements.

Thefollowing list of loggingmessagemdicatetopologicalchangesn theroutingdomain:

T1 The stateof a routerinterfacechanges.Interfacestatechangesare documentedn Section9.3. In general,
theywill causenewlink stateadvertisementto be originated. The logging messag@roducedshouldinclude
theinterfaces IP addresgor othername),interfacetype (virtual link, etc.) andold andnew statevalues(as
documentedh Section9.1).

T2 Thestateof aneighborchangesNeighborstatechangesredocumentedn Section10.3. Theloggingmessage
producedshouldincludethe neighborlP addressandold andnewstatevalues.

T3 The (Backup)DesignatedRouterhaschangedn oneof the attachechetworks. SeeSection9.4. Thelogging
messag@roducedshouldincludethe networklP addressandtheold andnew (Backup)Designatedrouters.

T4 Therouteris originatinga newinstantiatiorof alink stateadvertisementTheloggingmessageroducedhould
indicatetheL S type,Link StatelD andAdvertisingRouterassociatedvith theadvertisemenfseeSection12.3).

T5 The routerhasreceiveda new instantiationof a link stateadvertisement.The routerreceivesthesein Link
StateUpdatepackets.Thiswill causerecalculatiorof theroutingtable. Thelogging messag@roducedshould
indicatethe advertisemen$ LS type, Link StatelD andAdvertisingRouter The messagehouldalsoinclude
theneighborfrom whomthe advertisemenivasreceived.

T6 An entryin theroutingtablehaschangedseeSectionl1l). Thelogging messag@roducedshouldindicatethe
Destinationtype, DestinationD, andtheold andnew pathsto the destination.

Thefollowing loggingmessagemayindicatethatthereis a networkconfigurationerror:
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delaybetweerthetwo routers.This maybe hardto estimatefor avirtual link. It is betterto err on thesideof making
it too large. “RouterPriority” is not usedon virtual links.

A virtuallink is definedby thefollowing two configurablgparameterstheRouterD of thevirtual link’ sotherendpoint,
andthe (non-backbonedreathroughwhichthevirtual link runs(referredto asthevirtual link’ stransitarea).

C.5 Non-broadcast,multi-accessnetwork parameters

OSPFtreatsa non-broadcastnulti-accesmetworkmuch like it treatsa broadcasnetwork. Sincetheremany be
manyroutersattachedo the network,a DesignatedRouteris selectedor the network. This DesignatedRouterthen
originatesa networkslinks advertisementyhich lists all routersattachedo the non-broadcastetwork.

However dueto the lack of broadcastapabilities,t is necessaryo useconfigurationparameterén the Designated
Routerselection. Theseparametersieedonly be configuredin thoseroutersthat arethemselveligible to become
Designatedrouter(i.e.,thoseroutef swhoseDR Priority for the networkis non-zero):

List of all other attachedrouters Thelist of all otherroutersattachedo the non-broadcastetwork. Eachrouteris
listedby its IP interfaceaddres®n the network. Also, for eachrouterlisted, thatrouter s eligibility to become
DesignatedRoutermustbedefined.Whenaninterfaceto a non-broadcastetworkcomesaup, Hello packetswill
be sentonly to thoserouterseligible to becomeDesignatedRouter until theidentity of the DesignatedRouter
is discovered.

Pollinterval If aneighboringouterhasbecomenactive(helloshavenotbeenseerfor RouterDeadIntervaleconds),
it may still be necessaryo sendHellos to the deadneighbor TheseHellos will be sentat the reducedrate
Pollinterval whichshouldbemuchlargerthanHellolnterval. Samplevaluefor aPDN X.25 network: 2 minutes.

C.6 Hostroute parameters
Hostroutesareadvertisedn networklinks advertisementasstubnetworkswith maskOxf f f f f f f f . Theyindicate

eitherrouterinterfacego point-to-pointnetworks loopedrouterinterfacespr IP hoststhataredirectly connectedo
therouter(e.g.,via a SLIP line). For eachdirectly connectedost,the following itemsmustbe configured:

Host IP address ThelP addres®f thehost.

Costof link to host The costof sendinga packetto the host,in termsof thelink statemetric. Notethatthis doesnt
really matterunlessthe hostis multiply homed.
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IP interface mask This denoteghe portion of the IP interfaceaddresghatidentifiesthe attachechetwork. Thisis
oftenreferredto asthe subnetmask.

Interface output cost(s) The costof sendinga packeton the interface,expressedn the link statemetric. This is
advertisedasthelink costfor this interfacein therouterlinks advertisementTheremaybe a separateostfor
eachlP Typeof Service.Theinterfaceoutputcost(s)mustalwaysbegreaterthanO.

Rxmtinterval The numberof seconddetweenlink stateadvertisementetransmissiondpr adjacencied®elonging
to this interface. Also usedwhenretransmittingDatabaseédescriptionandLink StateRequestPackets.This
shouldbewell overthe expectedound-tripdelaybetweeranytwo routersontheattachedetwork. Thesetting
of this value shouldbe conservativeor needlesgetransmissionsvill result. It will needto be larger on low
speedseriallinesandvirtual links. Samplevaluefor alocal areanetwork: 5 seconds.

InfT ransDelay Theestimatechumberof secondst takesto transmitaLink StateUpdatePackebverthisinterface.
Link stateadvertisementsontainedn theupdatepacketmusthavetheirageincrementedby thisamountefore
transmissionThis valueshouldtakeinto accounthetransmissiorandpropagatiordelaysfor theinterface.lIt
mustbe greaterthan0. Samplevaluefor alocal areanetwork: 1 second.

Router Priority An 8-bit unsignednteger Whentwo routersattachedo a networkbothattemptto becomeDesig-
natedRouter the onewith the highestRouterPriority takesprecedencelf thereis still atie, therouterwith the
highestRouterlD takesprecedenceA routerwhoseRouterPriority is setto O is ineligibleto becomeDesignated
Routeron the attachedetwork. RouterPriority is only configuredfor interfacedo multi-accessietworks.

Hellointerval Thelengthof time,in secondsbetweernthe Hello packetghattheroutersendsontheinterface.This
valueis advertisedn the routers Hello packets. It mustbe the samefor all routersattachedo a common
network. Thesmallerthe hellointerval,thefastertopologicalchangeswvill be detectedbut moreroutingtraffic
will ensue.Samplevaluefor a X.25 PDN network: 30 seconds.Samplevaluefor a local areanetwork: 10
seconds.

RouterDeadInterval The numberof secondghata router's Hellos havenot beenseenbeforeits neighborsdeclare
therouterdown. Thisis alsoadvertisedn theroutersHello Packetsn the DeadIntfield. This shouldbesome
multiple of the Hellolnterval(say4). This valueagainmustbe the samefor all routersattachedo a common
network.

Authentication key This configureddataallows the authenticatiorprocedureo generateand/orverify the authen-
ticationfield in the OSPFheader For example,if the authenticatiortype indicatessimple passwordthe au-
thenticationkey would be a 64-bit password.This key would be inserteddirectly into the OSPFheademhen
originatingrouting protocolpackets.Therecould be a separat@asswordor eachnetwork.

C.4 Virtual link parameters

Virtual links maybeconfigurecbetweeranypairof areaborderroutershavinginterfacego acommon(non-backbone)
area. Thevirtual link appearsasanunnumberegoint-to-pointlink in the graphfor the backbone.The virtual link
mustbe configuredn bothof the areaborderrouters.

A virtual link appearsn routerlinks advertisementéfor the backbonepsif it werea separateouterinterfaceto the
backbone As such,it hasall of the parameterassociateavith arouterinterface(seeSectionC.3). Althoughavirtual
link actslike anunnumberegboint-to-pointink, it doeshaveanassociatetlP interfaceaddress” Thisaddresss used
asthelP sourcen protocolpacketst sendsalongthevirtual link, andis setdynamicallyduringtheroutingtablebuild
process.“Interfaceoutputcost” is alsosetdynamicallyon virtual links to bethe costof the intra-aregpathbetween
thetwo routers. The parametefRxmtinterval” mustbe configured andshouldbe well overthe expectedound-trip
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C Configurable Constants

The OSPFprotocolhasquite a few configurableparametersTheseparameterarelisted below They aregrouped
into generalfunctionalcategoriegareaparametersnterfaceparametersetc.). Samplevaluesaregivenfor someof
theparameters.

Someparametesettingsneedto beconsistenmonggroupsof routers.Forexample all routersin anareamustagree
onthatareas parametersandall routersattachedo a networkmustagreeon thatnetwork’s IP networknumberand
mask.

Someparametersnay be determinedby router algorithmsoutsideof this specification(e.g., the addresf a host
connectedo theroutervia a SLIP line). From OSPF5§ point of view, theseatemsarestill configurable.

C.1 Global parameters

Theonly globalconfigurablegparameteis therouter sRouterlD. Thisuniquelyidentifiestherouterin the Autonomous
System.Onealgorithmfor RouterlD assignmenis to choosehelargestor smallestiP addressssignedo therouter

C.2 Areaparameters

All routersbelongingto anareamustagreeonthatareas configuration.Disagreementbetweertwo routerswill lead
to aninability for adjacencie$o form betweerthem,with aresultinghindranceo theflow of routingprotocoltraffic.
Thefollowing itemsmustbe configuredfor anarea:

ArealD Thisis a 32-bitnumberthatidentifiesthe area. The ArealID of 0 is reservedor the backbone.If thearea
represents subnettedetwork,the IP networknumberof the subnettedetworkmaybe usedfor thearealD.

List of addressranges An OSPFareais definedasalist [IP addressmask]pairs. Eachpair describes rangeof IP
addressedNetworksandhostsareassignedo anareadependingn whethertheir addressefall into oneof the
areas definingaddressanges.Routersareviewedasbelongingto multiple areasdependingon their attached
networks’areamembershipRoutinginformationis condensedtareaboundariesExternalto theareaasingle
routeis advertisedor eachaddressange.

As anexample supposen IP subnettedhetworkis to beits own OSPFarea.The areawould be configuredas
asingleaddressange whoselP addresss the addres®f the subnettedhetwork,andwhosemaskis the natural
classA, B, or C internetmask. A singleroutewould be advertisedexternalto the area,describingthe entire
subnettedetwork.

Authentication type Eachareacanbeconfiguredfor a separatéype of authenticationSeeAppendixE for adiscus-
sionof thedefinedauthenticatiorypes.

C.3 Router interface parameters
Someof the configurablerouterinterfaceparametergsuchas|P interfaceaddressand subnetmask)actuallyimply

propertiesof the attachecdhetworks,andthereforemustbe consistenticrossall the routersattachedo that network.
Theparametershatmustbe configuredfor arouterinterfaceare:

IP interface address The IP protocoladdresdor this interface. This uniquelyidentifiesthe router over the entire
internet.An IP addresss not requiredon seriallines. Sucha serialline is called“unnumbered”.
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B Architectural Constants

SeveralOSPFprotocolparametertavefixed architecturalalues.Theseparametersavebeenreferredto in thetext
by namessuchasLSRefreshimer. The samenamingconventionis usedfor the configurableprotocol parameters.
Theyaredefinedin anotherappendix.

Thenameof eacharchitecturatonstanfollows, togethemwith its valueanda shortdescriptionof its function.

LSRefreshTime The maximumtime betweendistinct originationsof any particularlink stateadvertisement.For
eachlink stateadvertisementhatarouteroriginatesanintervaltimer shouldbe setto this value. Firing of this
timer causes newinstantiationof thelink stateadvertisemento be originated.Thevalueof LSRefreshTme
is setto 30 minutes.

MinLSInterval Theminimumtime betweerndistinctoriginationsof anyparticuladink stateadvertisementThevalue
of MinLSlIntervalis setto 5 seconds.

MaxAge Themaximumagethatalink stateadvertisementanattain. WhenanadvertisemensagereachesaxAge,
it is reflooded.It is thenremovedrom the databas@ssoonasthis flood is acknowledged,e., assoonasit has
beenremovedrom all neighborLink stateretransmissionlists. AdvertisementfiavingageMaxAgearenot
usedin theroutingtablecalculation.Thevalueof MaxAge mustbe greatethanLSRefreshime. The valueof
MaxAgeis setto 1 hour.

CheckAge Whenthe ageof a link stateadvertisemenfthatis containedin thelink statedatabasehits a multiple
of CheckAgetheadvertisemeng checksunis verified. An incorrectchecksumatthis time indicatesa serious
error Thevalueof CheckAges setto 5 minutes.

MaxAgeDiff Themaximumtimedispersiorthatcanoccur, asalink stateadvertisemeris floodedthroughoutheAS.
Mostof thistime is accountedor by thelink stateadvertisementsitting onrouteroutputqueuegandtherefore
notaging)duringtheflooding processThevalueof MaxAgeDiff is setto 15 minutes.

LSInfinity Thelink statemetric valueindicatingthat the destinationis unreachablelt is definedto be the binary
valueof all ones.It depend®on thesizeof themetricfield, whichis 16 bitsin routerlinks advertisementsand
24 bitsin bothsummaryandAS externallinks advertisements.

DefaultDestination The DestinationID thatindicatesthe defaultroute. This routeis usedwhenno othermatching
routingtableentry canbe found. The defaultdestinatiorcanonly beadvertisedn AS externallink advertise-
ments.lts valueis thelP addres®.0.0.0.
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A.8 Thelink State Acknowledgmentpacket

Link StateAcknowledgmentPacketsare OSPFpackettype 5. To makethe flooding of link stateadvertisements
reliable,the advertisementareexplicitly acknowledgedThis acknowledgmenis accomplishedhroughthe sending
andreceivingof Link StateAcknowledgmenpackets.Multiple link stateadvertisementsanbe acknowledgedn a
singlepacket.Unacknowledge@dvertisementwill beretransmitted.

Dependingnthestateof thesendingnterfaceandthesourceof theadvertisementiseingacknowledgedaLink State
Acknowledgmenpacketis senteitherto the multicastaddres#lISPFRoutersto the multicastaddresAlIDRouters,
or asaunicast.SeeSectionl3.5for moredetails.

Theformat of this packetis similar to thatof the DataDescriptionpacket. The body of the packetis simply alist of
link stateadvertisementdescriptions.

0 8 16 24 32
[ 5 ] |

OSPF packet header

LS type
Link State ID Repeat ed
Advertising Router for each

LS sequence nunber LS adv.

LS checksum LS age

The databas@iecesaredescribedoreciselyasin the DatabaséescriptionPackets.TheLS type,Link StatelD and
AdvertisingRouterfieldsidentify a specificadvertisementyhile theLS sequencaumber LS checksumandLS age
fieldsisolatea particularinstantiationof the advertisementSeeSectionA.3 for moredetails.
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A.7.4 AS external links advertisements

AS externallink advertisementarethe Type5 link stateadvertisementsTheseadvertisementareoriginatedby AS
boundaryrouters.A separat@dvertisemeris madefor eachdestinationlknownto therouter)whichis externalo the
AS. Thedestinatioris alwaysan|P network;theadvertisemengLink StatelD field specifiesan|P networknumber

If aroutefor a certaintype of serviceis notincluded,that TOSis assumedo havethe samecostasTOSO0. Thecost
for TOS0 mustbeincluded,andis alwayslistedfirst.

0 8 16 24 32
I I
5

Li nk St ate header

Net wor k Mask

T T 1T T°1
bit E — TGOS nmetric Repeat ed
External Route Tag for each
- TGS
Network Mask TheIP networkmaskfor the advertisediestination.For example whenadvertisinga classA

networkthemaskOxf f 000000 would beused.

Foreachtypeof service thefollowing fieldsaredefined.The numberof TOSroutesincludedcanbe calculatedrom
thelink stateadvertisemenglengthfield. Valuesfor TOS0 mustbe specifiedtheyarelistedfirst.

bit E Thetype of externalmetric. If bit E is set,the metricspecifieds a Type2 externalmetric. This
meanghemetricis consideredargerthananylink statepath.If bit E is zero,thespecifiednetric
is aTypel externalmetric. Thismeanghatis is comparablalirectly (withouttranslation}o the
link statemetric.

TOS The Typeof Servicethatthe following costconcerns.
metric Thecostof thisroute. Interpretatiordepend®n the externaltype indication(bit E above).

External Route Tag A 32-bitfield attachedo eachexternalroute. This is not usedby the OSPFprotocolitself. It
may be usedto communicaténformationbetweenAS boundaryrouters;the precisenatureof
suchinformationis outsidethe scopeof this specification.
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A.7.3 Summary links advertisements

Summarylink advertisementarethe Type 3 and4 link stateadvertisementsTheseadvertisementareoriginatedby
areaborderrouters.A separatsummarylink advertisemens madefor eachdestinationknownto therouter)which
belongsto the AS, yet is outsidethe area. Type 3 link stateadvertisementareusedwhenthe destinationis an IP
network. In this casethe advertisemeng'Link StatelD field is anIP networknumber

Whenthe destinationis an AS boundaryrouter, a Type 4 advertisemenis used,andthe Link StatelD field is the
AS boundaryrouters OSPFRouterID. To seewhy it is necessaryo advertisethe locationof eachASBR, consult
Sectionl6.4.

Otherthanthedifferencen theLink StatelD field, theformatof Type3 and4 link stateadvertisementis identical.

Separateostsmay be advertisedor eachlP Type of Service. The costfor TOS 0 mustbe included,andis always
listedfirst. If acostfor acertaintype of serviceis notincluded,its costdefaultsto thatspecifiedfor TOSO.

0 8 16 24 32
I I
3 or 4

Li nk St ate header

Net wor k Mask

Repeat ed
TGS metric for each
TOS
Network Mask For Type 3 link stateadvertisementghis indicatesthe destinations IP networkmask. For ex-

ample,whenadvertisingthe locationof a classA networkthe valueOxf f 000000 would be
used.Thisfield is not meaningfulandmustbe zerofor Type4 link stateadvertisements.

Foreachtypeof service thefollowing fieldsaredefined. The numberof TOSroutesincludedcanbe calculatedrom
thelink stateadvertisemenglengthfield. Valuesfor TOS0 mustbe specifiedtheyarelistedfirst.

TOS The Typeof Servicethatthe following costconcerns.
metric The costof this route. Expressedn the sameunits asthe interfacecostsin the routerlinks
advertisements.
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A.7.2 Network links advertisements

Networklinks advertisementarethe Type 2 link stateadvertisementsA networklinks advertisemenis originated
for eachtransitnetworkin thearea.A transitnetworkis amulti-accessietworkthathasmorethanoneattachedouter

The networklinks advertisemenis originatedby the network’s DesignatecRouter The advertisemendescribesll

routersattachedo the network,including the DesignatedRouteritself. Theadvertisemens$ Link StatelD field lists
thelP interfaceaddres®f the Designatedrouter

Thedistancefrom the networkto all attachedoutersis zero,for all typesof service.Thisis why the TOSandmetric
fieldsneednotbe specifiedn therouterlinks advertisement.

0 8 16 24 32
I I

Li nk State header

Net wor k Mask Repeat ed

At t ached Rout er for each
attached
router

Network Mask  The IP network maskfor the network. For example,a classA networkwould havethe mask
0xf f 000000.

Attached Router TheRouterlDs of eachof theroutersattachedo thenetwork. Actually, only thoseroutersthatare
fully adjacento theDesignatedRouterarelisted. The DesignatedRouterincludestself in thislist.
The numberof routersincludedcanbededucedrom thelink stateadvertisemeniengthfield.
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Link Data
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#metrics

metric (TOSO0)
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Identifiesthe objectthat this routerlink connectdo. This dependsn thelink’s Typefield.
Whenconnectingo anobjectthatalsooriginatesalink stateadvertisemen(.e.,anotherouter
or a transitnetwork)the Link ID is equalto the otheradvertisemens Link StatelD. This
providesthekeyfor looking up saidadvertisemenin thelink statedatabaseSeeSectionl12.2
for more details. Note alsothat the network numberof an attachedransit network canbe
obtainedby maskingtheLink 1D with the appropriatenetworkmask.

Type | LinkID
1 NeighboringroutersiD
2 IP addres®of DesignatedRouter
3 IP network/subnehumber

Contentsagaindependon thelink’ s Typefield. For connectiongo stubnetwork,it specifies
the network mask. For the otherlink typesit specifiesthe routers associatedP interface
address. This latter piece of information is neededduring the routing table build process,
whencalculatingthe IP addres®of thenexthop. SeeSection16.1.1for moredetails.

Whattherouterlink connectgo. Oneof:

1 — Connectgo anothemrouter
2 — Connectdo atransitnetwork
3 — Connectdo a stubnetwork

The numberof differentTOS metricsgivenfor this link, not countingthe requiredmetric for
TOSO. Forexamplejf no additionalTOS metricsaregiven,this field shouldbe setto 0.

The costof usingthisrouterlink for TOSO.

Eachmetricis describedasfollows. Theris potentiallyonemetricfor eachtypeof service.TheTOS0 metricis used
for all typesof serviceunlessothersare explicitly specified.

TOS

metric

Moy

IP type of servicethatthis metric refersto. Representedxactlyasit would appeaiin the IP
headers TOSfield. Thisimpliesthattheonly valid valuesare0—7.

The costof usingthis outboundrouterlink, for traffic of the specifiedTOS.
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A.7.1 Router links advertisements

Routerlinks advertisementarethe Type1 link stateadvertisementsEachrouterin anareaoriginatesa routerlinks

advertisementTheadvertisemendescribeshecollectedstatef therouter slinks to thearea.(Therouterlinks to an

areacanbederivedfrom thelist of routerinterfacedatastructuresandconfigurechostroutes seeSection12.3.1).The
advertisemensLink StatelD field specifiesherouter sOSPFRouteriD. Suchanadvertisemeris floodedthroughout
thesingleareaonly.

Therouterlinks connectto transitnetworks,stubnetworks(including attachechosts),or to otherrouters.Eachlink
alsohasan associate@®2-bit datafield; for links to stubnetworksthis specifiesthe networkmaskandfor the other
link typesthis specifiegsheappropriatdP interfaceaddressHostroutesareclassifiedaslinks to stubnetworkswhose
networkmaskis Oxf f f f ff f f.

All of therouterslinks to theareamustbe describedn asinglerouterlinks advertisementMultiple advertisements
may beincludedin asingleLink StateUpdatepacket.For eachlink, theremaybe separatenetricsfor eachType of
Service(TOS). Themetricfor TOS0 mustalwaysbeincluded,andlistedfirst.

0 8 16 24 32
I I
1
Li nk State header
Bit B o
Bit E
T T T T 1 )
0 # 11inks
Link 1D
Li nk Dat a
Type # TOS TOS 0 netric # 1inks
- times
# TOS TGS 0 metric
tines
TGS 0 metric
bit E Whenset,therouteris an AS boundaryrouter(E is for external)
bit B Whenset,therouteris anareaborderrouter(B is for border)
#links The numberof routerlinks describedy this advertisementThis mustbethe total collection

of routerlinks to thearea.
Thefollowingfieldsareusedo describeeachrouterlink. Eachrouterlink is typed(seethebelowTypefield),indicating

thekind of objectto which therouter connects.lt maybea link to a transit network,to anotherrouteror to a stub
network.Thevaluesof all the otherfieldsdescribinga routerlink dependn thelink’stype.
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A.7 Thelink StateUpdate packet

Link StateUpdatepacketsaareOSPFpacketype4. Thesepacketdimplementhefloodingof link stateadvertisements.
EachLink StateUpdatepacketcarriesacollectionof link stateadvertisementsnehopfurtherfromits origin. Several
link stateadvertisementsaybeincludedin asinglepacket.

Link StateUpdatepacketsaaremulticastonthosephysicalnetworksthatsupportmulticast/broadcastn orderto make
thefloodingprocedureeliable,Link StateUpdatepacketsareacknowledgedby Link StateAcknowledgmenpackets.
If retransmissiols necessarytheretransmitted_ink StateUpdateis alwaysdoneasa unicastpacket.

0 8 16 24 32
[ 4 | |

OSPF packet header

# adverti senents

Repeat ed
Li nk state adverti senent for each
LS adv.

# advertisements The numberof link stateadvertisementscludedin thisupdate.

Eachlink stateadvertisementontainsatypefield. Theformatof eachof thefour typesof link stateadvertisements
is different. Their formatsaredescribedn thefollowing sections.All advertisementbeginwith acommon20 byte
headerthelink stateadvertisementieader Thisis describedn SectionA.3.
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A.6 Thelink StateRequestpacket

Link StateRequespacketareOSPFpacketype3. After exchangindatabas®escriptionpacketsith aneighboring
router aroutermayfind thatpartsof its topologicaldatabasareoutof date.TheLink StateRequespacketis usedto

requesthe piecesof the neighbots databas¢hataremoreup to date.Multiple Link StateRequespacketsnayneed
to beused.Thesendingof Link StateRequespacketds thelaststepin bringingup anadjacency

A routerthat sendsa Link StateRequestpackethasin mind the preciseinstantiationof the databaseiecesit is
requestinddefinedby LS sequencaumberLS checksumandLS age).It mayreceiveevenmorerecentinstantiations
in response.

o
0o

16 24 32

OSPF packet header

LS type Repeat ed
Link State 1D for each
LS adv.

Advertising Router

Eachadvertisementequesteds specifiedby its LS type, Link StatelD, andAdvertisingRouter Thisuniquelyidenti-
fiestheadvertisementut notits instantiation.Link StateRequespacketsareunderstoodo berequestgor the most
recentinstantiation(whateverthatmightbe).
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A.5 The DatabaseDescription packet

DatabaseDescriptionpacketsare OSPFpackettype 2. Thesepacketsare exchangedvhen an adjacencyis being
initialized. They describethe contentsof the topologicaldatabase.Multiple packetsmay be usedto describethe
databaseFor this purposea poll-responsg@roceduras used.Oneof theroutersis designatedo be masteythe other
a slave. The mastersendsDatabaseéDescriptionpackets(polls) which are acknowledgedy Databaséescription
packetssentby the slave(responses)Theresponsearelinked to the polls via the packets’sequenc&umbers.

The format of the DatabaseéDescriptionpacketis very similar to both the Link StateRequestand Link StateAc-
knowledgmenpackets. The main partof all threeis a list of items,eachitem describinga pieceof the topological
database.

0 8 16 24 32
2z ] |
: OSPF packet header
— — 1 bit
— M bi t
0 0 0 "o T 1114 e bit
DD sequence nunber
LS type
Link State ID Repeat ed
Advertising Router for each
LS adv.
LS sequence nunber
LS checksum LS age
0 Thesefieldsarereserved They mustbe 0.
| bit Thelnit bit. Whensetto 1, this packetis thefirst in the sequencef databaseescriptions.
M bit Themorebit. Whensetto 1, it indicateshatmoredatabaselescriptionsareto follow.
MS bit The Master/Slavéit. Whensetto 1, it indicatesthattherouteris the masterduringthedatabase

exchangerocessOtherwise therouteris theslave.

DD sequencenumber Usedto sequencéhecollectionof databaseescriptiorpackets.Theinitial value(indicatedoy
theinit bit beingset)shouldbeunique.The sequencaumberthenincrementsuntil thecomplete
databaselescriptionhasbeensent.

Therestof thepacketconsistof a(possiblypartial)list of thetopologicaldatabasespieces.Eachpieceof thedatabase
is describedby thefollowing fields: LS type,Link StatelD, AdvertisingRouter LS sequenc@umber LS checksum
andLS age. Takentogetheythesefields uniquelyidentify anadvertisemenandits instantiation. Thesefields areall
containedn theadvertisemens$link stateheader For furtherinformation,seeSectionA.3.
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A.4 The Hello packet

Hello packetsare OSPFpackettype 1. Thesepacketsaresentperiodicallyon all interfacesjncludingvirtual links.
Neighborrelationshipsare establishedand maintainedthroughthe exchange®f Hello packets. Thesepacketsare
multicaston thosephysicalnetworkshavinga multicastor broadcastapability This enabledynamicdiscoveryof
neighboringouters.

All routersconnectedo acommometworkmustagreeon certainparametergnetworkmask helloanddeadntervals).
Theseparameterareincludedin Hello packetssothatdifferencesaninhibit theforming of neighborrelationships.
Bidirectionalityof communications determinedy includingthelist of all routersvhoseHello packet$avebeenseen
recently The packetfields RouterPriority, BackupDesignatedRouter and Designatedrouterenablethe (Backup)
Designatedrouterto be selectedhroughthe exchangef Hello packets.

0 8 16 24 32
[ 1 | |

OSPF packet header

Net wor k mask
Deadl nt Hel | ol nt Rtr Pri
Desi gnat ed Rout er

Backup Desi gnated Router
Nei ghbor

Repeat ed
for each
nei ghbor

Network mask Thenetworkmaskassociateavith thisinterface.Forexamplejf theinterfaceis to aclassB network
whosethird byteis usedfor subnettingthe networkmaskis Oxf f f f f f 00. If theinterfaceis to aclass
A network,the networkmaskis Oxf f 000000.

Deadint Thenumberof seconddbeforedeclaringa silentrouterdown.
Helloint Thenumberof seconddetweerthisrouter's Hello packets.

Rtr Pri This routers RouterPriority. Usedin (Backup)DesignatedRouterelection. If setto 0, the routerwill
beineligible to becomgBackup)DesignatedRkouter

DesignatedRouter Theidentity of the DesignatedRouterfor this network,in theview of theadvertisingrouter The
Designatedrouteris identified hereby its IP interfaceaddresson the network. Setto O if thereis no
Designatedrouter

Backup DesignatedRouter Theidentity of theBackupDesignatedRouterfor this network,in theview of theadver-
tisingrouter TheBackupDesignatedRouteris identifiedhereby its IP interfaceaddres®n thenetwork.
Setto 0 if thereis no backupDesignatedrouter

Neighbor  TheRouterIDs of eachrouterfrom whomvalid Hello packetshavebeenseenrecentlyon the network.
Recentlymeandn the lastDeadIntseconds.
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A.3 ThelLink State Advertisementheader

The topologicaldatabasés composedf individual link stateadvertisementsEachadvertisementiescribessome
local pieceof theroutingdomain,e.g.,arouterlinks advertisemenflL S type = 1) indicatesthosenetworks/neighbors
to which a particularrouteris connected.

All link stateadvertisementdeginwith a commonZ20 byte header This link stateadvertisemenheadercontains
enoughinformationto uniquelyidentify theadvertisemenfLS type, Link StatelD, andAdvertisingRouter).

Multiple instantiationsof a link stateadvertisemenimay existin the routing domainat the sametime. It is then
necessario determinavhichinstantiatioris morerecent.Thisis accomplishedy examininghel S age L S sequence
numberandLS checksunfieldsthatarealsocontainedn thelink stateheader

0 8 16 24 32
I I

LS age LS type
Link State ID
Advertising Router

LS sequence nunber

LS checksum | engt h

LS age Thetimein secondsincethelink stateadvertisementvasoriginated.

LS type Thetype of the link stateadvertisement.Eachlink statetype hasa separateadvertisementormat; these
formatsaredescribedn SectionA.7. Thelink statetypesareasfollows (seeSection12.1.1for furtherexpla-
nation):

1 - Routerlinks

2 — Networklinks

3 —Summanylink (IP network)
4 — Summanylink (ASBR)

5— AS externallink

Link StatelD Thisfield identifiesthatpieceof theinternetenvironmenthatis beingdescribedy theadvertisement.
This is further discussedn Section12.1.2. The contentsof this field dependon the advertisemens$ LS type.
Forlink stateadvertisementypesl and4 it is a RouterID, for Types3 and5 it is anIP networknumberand
for Type2 it is the IP interfaceaddres®f the DesignatedRouter(from which the IP networknumbercanbe
derived).

Advertising Router The RouterID of therouterthatoriginatedthe link stateadvertisementFor Type 1 advertise-
mentsthisfieldis identicalto theLink StatelD. For Type2 advertisementst is the RouterlD of the network’s
Designatedrouter For advertisemenTypes3 and4, it is the RouterID of anareaborderrouter Finally, for
Type5 advertisements is the RouterlD of anAS boundaryrouter

LS sequencenumber Detectsold or duplicatelink stateadvertisementsSuccessivenstantiationsof a link state
advertisemerdiregivensuccessivéS sequencaumbers.

LS checksum TheFletcherchecksunof thecompletecontentf thelink stateadvertisementSeeSection12.1.6for
moredetails.

length Thelengthin bytesof thelink stateadvertisementThisincludesthe 20 bytelink stateheader
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A.2 The OSPFpacketheader

Every OSPFpacketstartswith a common?24 byte header This headercontainsall the necessarynformationto
determinavhetherthepacketshouldbeacceptedor furtherprocessingThis determinations describedn Section8.2
of the specification.

0 8 16 24 32
I
Ver sion # Type Packet | ength
Router 1D
Area I D
Checksum Aut ype
Aut henti cati on

Version# The OSPFversionnumber This specificatiordocumentwersionl of the protocol.

Type The OSPFpackettypesare asfollows. The formatof eachof thesepackettypesis describedn a
succeedingection.

1- Hello

2 — Databaséescription
3 — Link StateRequest
4 — Link StateUpdate
5— Link StateAck

Packetlength Thelengthof the protocolpacketin bytes. This lengthincludesthe standardDSPFheader

Router ID TheRouterlD of thepackets source.ln OSPFEthesourceanddestinatiorof aroutingprotocolpacket
arethetwo endsof anadjacency

ArealD A 32bit numberidentifyingtheareathatthis packetbelonggo. All OSPFpacketsaareassociateavith
asinglearea.Mosttravelasinglehoponly. Packetdravellingoveravirtual link arelabelledwith the
backbonerealD of 0.

Checksum  ThestandardP checksunof theentirecontentof thepacketexcludingthe64-bitauthenticatiofiield.
This checksumis calculatedasthe 16-bit one’'s complemenbf the one's complemensumof all the
16-bitwordsin thepacketsavetheauthenticatioffield. If thepacketslengthis notanintegralnumber
of 16-bitwords,the packetis paddedwith abyte of zerobeforechecksumming.

AuType Identifiestheauthenticatiorschemeo beusedfor thepacket.Authenticatioris discusseih Appendix
E of thespecification Authenticationtypesof greatethan255maybeassigne@n a perAutonomous
Systembasis. Authenticationtypesof 0-255 are reservedor definition by this specification. The
authenticationtypescurrentlydefinedare:

0—None
1 - Simplepassword

Authentication A 64-bitfield for useby the authenticatiorscheme.
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A PacketFormats

This appendixgivesformatsfor thevariousOSPFpackets For eachpackettype,the divisioninto fieldsis displayed,
andthenthefield definitionsareenumeratedEachOSPFpacketbeginswith a standard4 byte header This header
is describeeforethe detailsof the type-specifigortionsof the packetsareenumerated.

All OSPFpackettypes(otherthanthe OSPFHello packetsdealwith lists of link stateadvertisementd-or example,
Link StateUpdatepacketdmplementthefloodingof advertisementthroughouthe OSPFroutingdomain.Eachlink

stateadvertisemenbeginswith a standard®0-bytelink stateheader Sinceall packetgexceptHello) referencdields
from thelink stateheaderthelink stateheadetis describedearlyin this Appendix.

Therearefour distincttypesof link stateadvertisement&outerlinks, networklinks, summarylink andAS external
link advertisements)All advertisementaretransportedy Link StateUpdatepacketsfor this reasortheindividual
advertisemenformatsaregivenin thesectionexplainingthe Link StateUpdatepacket.

A.1 Encapsulationof OSPFpackets

OSPFrunsdirectly overthe InternetProtocols networklayer. OSPFpacketsarethereforeencapsulatedolely by IP
andlocal networkheaders.

OSPFdoesnot definea way to fragmentits protocolpacketsanddependn IP fragmentationrwhenpacketdarger
thanthelink layer segmensizesneedto betransmitted.The OSPFpackettypesthatarelikely to be large (Database
DescriptionPackets] ink StateRequestLink StateUpdate,andLink StateAcknowledgmenpackets)canusually
be split into severaleparatgrotocol packets.This is recommendedP fragmentatiorshouldbe avoidedwhenever
possible.Using this reasoningan attemptshouldbe madeto limit the sizesof packetssentovervirtual links to 576
bytes.However if necessarythelengthof OSPFpacketscanbe upto 65,535bytes(includingthelP header).

The otherimportantfeaturesof the IP encapsulatiomare:

e Useof IP multicast SomeOSPFmessagearemulticast,whensentover multi-accessietworks. Two distinct
IP multicastaddresseareused.Packetslestinedo thesemulticastaddresseshouldneverbeforwarded.Such
packetaremeantto travelasinglehoponly; theymusthavetheirIP TTL setto 1.

AlISPFRouters Thismulticastaddressiasbeenmassignedhevalue224.0.0.5All routersrunningOSPFshould
be preparedo receivepacketssentto this addressHello packetsarealwayssentto this destination Also,
certainprotocolpacketsaresentto this addressluringtheflooding procedure.

AlIDRouters This multicastaddresdasbeenassignedhe value 224.0.0.6.Both the DesignatedRouterand
BackupDesignatedRoutermustbe preparedo receivepacketsdestinedo this address Certainpackets
aresentto this addressluringthefloodingprocedure.

e OSPFis IP protocolnumber89. This numberhasbeenregisteredwith the Network InformationCenter IP
protocolnumberassignmentaredocumentedn [RFC 1010].

e Routingprotocol packetsare sentwith IP TOSof 0. The OSPFprotocolsupportsTOS-basedouting. Routes
to anyparticulardestinatiormayvary basetn TOS.However all OSPFrouting protocolpacketsaresentwith
thelP TOSfield setto O.

¢ Routingprotocolpacketsaresentwith IP precedencsetto InternetworkControl. OSPFprotocolpacketshould
be given precedenceverregularlP datatraffic, in both sendingandreceiving.Settingthe IP precedencéeld
in the IP headeto InternetworkControl [RFC 791] may helpimplementthis objective.
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Thecostor pathtypeof aroutingtableentryhaschangedlf thedestinatiordescribedy thisentryis a Network
or AS boundaryrouter, andthisis not simply achangeof AS externalroutes hewsummarnylink advertisements
mayhaveto begeneratedpotentiallyonefor eachattachedreajncludingthebackbone) SeeSectionl 2.3.3for
moreinformation. If a previouslyadvertisecentry hasbeendeletedpr is no longeradvertisabldo a particular
area,jt mustbeadvertisedvith costLSInfinity.

A routing tableentry associateavith a configuredvirtual link haschanged.The destinationof sucha routing
tableentryis anareaborderrouter Thechangandicatesa modificationto thevirtual link’ s costor viability.

If theentryindicatesthatthe areaborderrouteris newly reachabldvia TOS0), the correspondingirtual link
is now operational.An Interface Up eventshouldbe generatedor thevirtual link, which will causea virtual
adjacencyto beginto form (seeSection10.3). At this time the virtual interfaces IP addressandthe virtual
neighboisIP addresarealsocalculated.

If the entry indicatesthat the areaborderrouteris no longerreachablgvia TOS 0), the virtual link andits
associate@djacencyshouldbe destroyed.This meansan Interface Down eventshouldbe generatedor the
associatedirtual link.

If the costof the entryhaschangedandthereis afully establishedirtual adjacencya newrouterlinks adver-
tisemenffor thebackbonemustbe originated.This in turn may causdurtherroutingtablechanges.

16.8 Equal-costmultipath

The OSPFprotocolmaintainsmultiple equal-costoutesto all destinationsThis canbe seenin the stepsusedabove
to calculatetheroutingtable,andin the definition of the routingtablestructure.

Eachoneof themultiple routeswill beof thesametype (intra-areajnter-areaor AS external) cost,andwill havethe
sameassociate@rea.However eachroutespecifiesa separateexthopandadvertisingrouter

Thereis no requirementhata routerrunning OSPFkeeptrack of all possibleequal-costoutesto a destination.An
implementatiormay chooseto keeponly afixed numberof routesto any givendestination.This doesnot affectany
of thealgorithmspresentedn this specification.
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e Next, look up theroutingtableentryfor thedestinatiorN. If no entryexistsfor N, install the AS externalpath
to N, with nexthop equalto thelist of nexthopsto routerASBR, andadvertisingrouterequalto ASBR. If the
externalmetrictypeis 1, thenthe costis equalto X+Y. Else,thelink statecomponentf theroute’s costis X,
andthe Type2 costis Y.

e Else,if thepathspresenin thetablearenot AS externalpaths,do nothing(AS externalpathshavethelowest
priority).

e Otherwisecomparahecostof thisnewAS externapathto theonespresentn thetable. Typel pathsarealways
shorterthan Type 2 paths.Type 1 pathsarecomparedy looking at the sumof the distanceto the advertising
routerandthe advertisedType 1 metric (X+Y). Type 2 pathsare comparedoy looking at the distanceto the
advertisingouters,andthenif necessartheadvertisedlype2 metrics.

If thenewpathis shorterit replaceghepresenpathsin theroutingtableentry. If thenewpathis thesamecost,
it is addedo theroutingtableentry’slist of paths.

16.5 Incrementalupdates— summary links

Whenanewsummanyink advertisemenis receivedijt is notnecessaryo recalculateheentireroutingtable. Call the
destinatiordescribedy the summarylink advertisemeni, andlet A betheareato whichtheadvertisemenelongs.

Look up theroutingtableentryfor N. If thenexthopto N is avirtual link throughAreaA (this meanghattheentry’s
associatea@reais the backboneandthelisted nexthop doesnot belongto the backbonebutinsteadbelongsto Area
A), therealnexthopmustagainberesolved.This meangunningthealgorithmin Section16.3for destinatiorN only.

Else,if thereis anintra-areaouteto destinationN nothingneedbe done(intra-areaoutesalwaystakeprecedence).
Otherwisejf AreaA istherouterssoleattachedarea,or AreaA is thebackbonethe proceduran Section16.2will
haveto be performed but only for thosesummarylink advertisementashosedestinatioris N. Beforethis procedure
is performed the presentouting tableentry for N shouldbe invalidated(but keptfor comparisorpurposes)If this
procedurdeadso avirtual nexthop,thealgorithmin Section16.3will againhaveto beperformedn orderto calculate
therealnexthop.

If N’sroutingtableentrychangesandN is an AS boundaryrouter, the AS externallinks will haveto bereexamined
(Sectionl6.4).

16.6 Incrementalupdates— AS external links
WhenanewAS externalink advertisemenis receivedjt is notnecessaryo recalculateheentireroutingtable. Call

the destinatiordescribedy the AS externallink advertisemeni. If thereis alreadyanintra-areeor inter-arearoute
to thedestinationno recalculatioris necessarytheseroutestakeprecedence).

Otherwisetheproceduren Sectionl6.4will haveto beperformedputonly for thoseAS externalink advertisements
whosedestinations N. Beforethis proceduras performedthe presentoutingtableentryfor N shouldbeinvalidated.

16.7 Eventsgeneratedasa resultof routing table changes

Changesoroutingtableentriessometimesausehe OSPFareaborderouterso takeadditionalactions.Theseaouters
needto acton thefollowing routingtablechanges:
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16.3 Resolvingvirtual nexthops

This stepis only necessaryn area-borderoutershavingconfiguredvirtual links. In theserouters someof therouting
table entriesmay havevirtual nexthops. Thatis, oneor more of the nexthopsinstalledin Sections16.1and16.2
maybeoveravirtual link. However whenforwardingdatatraffic to a destinationthe nexthopsmustalwaysbeona
directly attachechetwork.

In this section,eachvirtual next hopis replacedby areal next hop. In the processa new routing table distanceis

calculatedhat may be smallerthanthe previouslycalculateddistance.In this casethelist of nexthopsis prunedso

thatonly thosegiving riseto the new shortestdistanceareincluded,andtheroutingtableentry’s distancds updated
accordingly

This resolutionof virtual nexthopsis doneonly for DestinationtypesNetworkor AS Boundaryrouter Supposehat
oneof aroutingtableentry’snexthopsis avirtual link. Thisis determinedy thefollowing combination:therouting
tableentry’s pathtypeis eitherintra-areaor inter-area,the areaassociateavith the routing table entry mustbe the
backboneyetthenexthopbelonggo adifferentarea(the virtual link’ stransitarea).

Let N bethe aboveentry’s destinationandA thevirtual link’ s transitarea. The realnexthop (andnew distance)s
calculatedasfollows. Let D beadistancecounterandsettherealnexthopNH to null. Then,look upall thesummary
link advertisementfor N in areaA’s databaseperformingthefollowing stepsfor eachadvertisement°

1. Calltheborderrouterthatoriginatedthe advertisemenBR. If thereis noroutingtableentryfor BR havingA
asassociate@rea(i.e., BR is unreachabl¢hroughAreaA), examinethe nextadvertisement.

2. Else et X bethedistanceo BR via AreaA. If thecostadvertisedy BR (callit Y) tothedestinations LSInfinity,
examinethe nextsummarnylink advertisementElse,thecostto destinationN throughareaborderrouterBR is
X+Y.

3. If nexthopNH is null or X+Y is smalleris smallerthanD, setD to X+Y andsetthe nexthopNH to the next
hopspecifiedin routerBR’s entry.

At this point, the real nexthop NH shouldbe set,andthe distanceD calculatedshouldbe lessthanor equalto the
costoriginally specifiedin destinationN’s routing tableentry. This samecalculationshouldbe donefor all of N's
virtual nexthops,andthenN’s newcostsetto the minimum calculateddistancewith theits newsetof nexthopsthat
combinationof non-virtualandrecalculateachexthopsthatcorrespondo this (possiblysameasoriginal) distance.

16.4 Calculating AS external routes

AS externalroutesare calculatedby examiningAS externallink advertisementsEachof the AS externallink ad-
vertisementss consideredn turn. Remembethatthe destinationdescribedy an AS externallink advertisemenis
alwaysa network. ForeachAS externallink advertisement:

e If thecostspecifiedby the advertisemenis LSInfinity, thenexaminethe nextadvertisement.

e Callthedestinatiordescribedy theadvertisemenl. Look uptheroutingtableentryfor the AS boundaryouter
(ASBR) thatoriginatedthe advertisementlf no entry existsfor routerASBR (i.e., ASBR is unreachable)jo
nothing with this advertisemenand considerthe nextin thelist. Else, this advertisementescribesan AS
externalpathto destinationN. Call the distanceto routerASBR X, andthe costspecifiedn the advertisement
Y. X is in termsof thelink statemetric,andY is a Typel or 2 externalmetric.

2ONotethe similarity betweerthis procedureandthe calculationof inter-arearoutesby arouterinternalto AreaA.
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Thespecificatiordoesnotrequirethattheabovemethodeusedo calculateheshortespathtree. However if another
algorithmis used,anidenticaltreemustbe produced.Forthisreasonijt is importantto notethatlinks betweertransit
verticesmustbebidirectionalin orderedo beincludedin theabovetree. It shouldalsobe mentionedhatalgorithms
existfor incrementallyupdatingthe shortest-pathree (see[BBN]).

16.1.1 The nexthop calculation

This sectionexplainshow to calculatethe setof nexthopsaseachvertexis addedto the shortesipathtree. Input to
this calculationis the newly addedvertex(alsocalledthedestinationlandits parentin thetree.

If thereis atleastoneinterveningrouterbetweerthe newly addedvertexandtheroot, the newly addedvertexsimply
inheritsthe setof nexthopsfrom the parent.Otherwise therearetwo casesln thefirst case the parentvertexis the
root (the calculatingrouteritself). This meanghatthe destinationis eithera directly connectedhetworkor directly
connectedouter Thenexthopin this casestheinterfaceindicatedby thenewlyaddedink. No IP addresss required
for thesenexthops.

In the secondtase the newly addedvertexis arouter, andits parentvertexis a network. Thelist of nexthopsis then
determinedy examiningthe newly addedrouter slink stateadvertisementFor eachlink in the advertisementhat
pointsbackto the parentnetwork,thelink’ sLink Datafield providestheIP addres®f a nexthop.

16.2 Calculating the inter-arearoutes

Theinter-arearoutesarecalculatedy examiningsummanyink advertisementdf therouterhasactiveattachmentto
multiple areaspnly backbonesummarylink advertisementareexamined Routersattachedo a singleareaexamine
thatareas summarylinks. In eithercase the summarylinks examinedelow areall partof a singleareas link state
databasécall it AreaA).

Summarylink advertisementareoriginatedby the areaborderrouters.Eachsummarylink advertisemenin AreaA
is consideredn turn. Remembethatthe destinationdescribedy a summarylink advertisemenis eithera network
or anAS boundaryrouter For eachsummarylink advertisement:

¢ If thecostspecifiedby the advertisemenis LSInfinity, thenexaminethe nextadvertisement.
¢ If theadvertisementvasoriginatedby therouteritself, examinethe nextadvertisement.

e Else,call the destinationdescribedby the advertisemenl, andthe areaborderoriginatingthe advertisement
BR. Look uptheroutingtableentryfor BR havingA asits associatedrea.lf nosuchentryexistsfor routerBR
(i.e.,BRis unreachablén AreaA), do nothingwith this advertisemenandconsiderthe nextin thelist. Else,
this advertisementlescribesn inter-areapathto destinationN, whosecostis the distanceio BR plusthe cost
specifiedn theadvertisementCall the costof thisinter-areapathlAC.

e Next, look up the routingtableentry for the destinationN. (The entry’s Destinationtype is eitherNetwork or
AS boundaryrouter) If no entryexistsfor N or if the entry’s pathtypeis “AS external”,install theinter-area
pathto N, with associatedreaA, costlIAC, nexthopequalto thelist of nexthopsto routerBR, andadvertising
routerequalto BR.

e Else,if thepathspresenin thetableareintra-aregpaths,do nothingwith theadvertisemenfintra-aregathsare
alwayspreferred).

e Else,the pathspresentin the routing table are alsointer-areapaths. Install the new paththroughBR if it is
cheaperoverridingthe pathsin the routingtable. Otherwise if the newpathis the samecost,addit to thelist
of pathsthatappeain theroutingtableentry.
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— Equalto thevaluethatappeardor vertexW onthethe candidatdist, calculatethe setof nexthops
thatresultfrom usingthe advertisedink. Input to this calculationis the destination(W), andits
parent(V). Thiscalculationis shownin Section16.1.1.This setof hopsshouldbeaddedo the next
hopvaluesthatappearfor W onthe candidatdist.

— Lessthanthevaluethatappeardor vertexW on thethe candidatdist, or if W doesnotyetappear
on the candidatelist, then setthe entry for W on the candidatdist to indicate a distanceof D
from theroot. Also calculatethe list of nexthopsthatresultfrom usingthe advertisedink (see
Sectionl6.1.1),settingthe nexthopvaluesfor W accordingly

Step2 If atthis stepthe candidatdist is empty, the shortest-patlree (of transitvertices)hasbeencompletelybuilt
andthis stageof thealgorithmterminates Otherwise choosehevertexbelongingto the candidatdist thatis
closestto theroot, andaddit to the shortest-pattree(removingit from the candidatdist in the process).

Step3 Possiblymodify theroutingtable. For thoserouting tableentriesmodified,the associatedreawill be Area
A, thepathtypewill beintra-areaandits costwill beequalto thedistancerom therootto the vertex.

If the newly addedvertexis a router multiple routingtableentriesmay be added/modifiedpr noneatall. If

the newaddedrouteris an areaborderrouter, a routing tableentry is addedwhosedestinatiortypeis “area
borderrouter’. In addition,if thenewlyaddedouteris anAS boundaryrouter, theroutingtableentry of type
“AS boundaryroutef’ for therouteris located.Sincerouterscanbelongto morethanoneareaijt is possible
thatanintra-arearoute of equalor bettercostalreadyexistsusinganotherarea. In this case,do not modify

thealreadyexistingentry. Otherwise jnstall the newvaluesfor the AS boundaryroutet

If thenewly addedvertexis atransitnetwork,theroutingtableentryfor the networkis located. The entry’s
destinationD is the IP networknumber which canbe obtainedby maskingthe vertexidentifier (Link State
ID) with its associatedubnetmask(foundin the associatedink stateadvertisement)If the routing table
entry alreadyexists(i.e., thereis alreadyanintra-arearouteto the destinatiorinstalledin theroutingtable),
multiple verticeshavemappedo the samelP network. For example this canoccurwhena new Designated
Routeris beingestablishedln thiscasethecurrentroutingtableentryshouldnotbe overwritten(becaus¢he
previouslyfoundroutewill beshorter).Otherwise aroutingtableentryfor thelP networkshouldbe added.

Step4 Iteratethealgorithmby returningto Step1.

The stubnetworksare addedto the treein the procedures secondstage. In this stage,all routerverticesareagain
examined.Thosethathavebeendeterminedo beunreachablen theabovefirst phaserediscarded Foreachreachable
routervertex, the associatedouter links advertisemenis foundin the link statedatabase Eachstubnetworklink
appearindgn theadvertisemenis thenexamined.

If the costof the stubnetworklink is LSInfinity, thelink shouldnot be usedfor datatraffic. In this case,go onto
examinethe nextstubnetworklink in the advertisementOtherwise Calculatethe distanceD of stubnetworkfrom
theroot. D is equalto the distancefrom the root to the routervertex(calculatedn stagel), plus the stubnetwork
link’ s advertiseccost. Comparethis costto the currentbestdistanceto the stubnetwork. This is doneby looking up
thenetwork’scurrentroutingtableentry. If thecalculateddistanceD is larger, go on to examinethenextstubnetwork
link in theadvertisement.

Otherwisethestublink isaddedothetree.As aresult,thecorrespondingoutingtableentrymustbeupdated.Calcu-
latethesetof nexthopsthatwould resultfrom usingthestubnetworklink. Thiscalculationis shownin Section16.1.1;
inputto this calculationis thedestinatior(the stubnetwork)andthe parentvertex(theroutervertex).If thedistanceD
is thesameasthecurrentroutingtabledistancesimply addthis setof nexthopsto theroutingtableentry’slist of next
hops.Otherwise settheroutingtableentry’'sdistancdo D, andsettheentry’slist of nexthopsto thenewly calculated
set. Thengo onto examinethe nextstubnetworklink.

Whenthelist of reachableouterlinks is exhaustedthe secondstageis completed.At thistime, all intra-arearoutes
associateavith AreaA havebeendetermined.
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The procedurewill be explainedusingthe graphterminologythatwasintroducedin Section2. The areaslink state
databasés representedsadirectedgraph. Thegraphsverticesarerouters transitnetworksandstubnetworks.The
first stageof the procedureconcernonly thetransitvertices(routersandtransitnetworks)andtheir connectindinks.

Eachtransitvertexhasanassociatedink stateadvertisementThroughouthe shortespathcalculation thefollowing

datais alsoassociateavith eachtransitvertex:

Vertex (node)ID Thevertex'sidentifier Forrouterverticesthisis an OSPFRouterID. Fornetworkvertices this is
thelP addres®f the network’s DesignatedRouter(the actualoriginatorof theadvertisement)ln anycasethe
VertexID is the sameastheassociatetink stateadvertisemengLink StatelD.

Distanceto root Thecurrentbestdistancefrom theroot to the vertex,expresseth thelink statemetric.

List of next hops thelist of nexthopsfor the currentbestpathsfrom theroot to this vertex. Therecanbe multiple
bestpathsdueto the equal-cosmultipathcapability

Thefirst stageof the procedurecannow be summarizedisfollows: At anystep,thereis alist of candidatevertices.
Thebestpathsfrom therootto theseverticeshavenot beenfound. Thecandidaterertexclosesto therootis addedo
the shortest-patlree (andtheroutingtable),removedfrom the candidatdist, andits adjacenwerticesareexamined
for possibleadditionto the candidatdist. Thealgorithmtheniterates.It terminatesvhenthe candidatdist becomes
empty

Thisis describedn detailbelow Remembethatwe arecomputingthe shortesipathtreefor AreaA. All references
to link statedatabaséookupbelowarefrom AreaA’sdatabase.

StepO Initialize the algorithm’s datastructures . Clearthe list of candidatevertices.Initialize the shortest-patlree
to only theroot (whichis therouteritself).

Stepl Call the vertexjust addedto the treevertexV. Examinethe link stateadvertisemenassociatedvith vertex
V. Thisis alookupin the arealink statedatabaséasedon the vertexidentifier. Eachlink describedoy the
advertisemengivesthe costto anadjacentertex. For eachadvertisedink, (sayit joins vertexV to vertex
W):

o If thisis alink to a stubnetwork,examinethe nextlink in V’'s advertisementLinks to stubnetworks
will beconsideredn the secondstageof the shortespathcalculation.

¢ W is thenatransitvertex (router ot transitnetwork). Look up the vertex W’s advertisemengrouter
links or networklinks) in thearealink statedatabaself the advertisementdloesnotexist, or its ageis
= MaxzAge, or it doesnot havea link backto vertexV, examinethe nextlink in V’s advertisement.
Both endsof alink mustadvertiset beforeit will beusedfor datatraffic. 1°

o If vertexW is alreadyon the shortest-patlree,examinethe nextlink in theadvertisement.

o If the costof thelink (from V to W) is LSInfinity, the link shouldnot be usedfor datatraffic. In this
casegxamingthe nextlink in theadvertisement.

e Calculatethe distanceD of vertexW from theroot, whenthe advertisedink is used.D is equalto the
distancefrom therootto vertexV, plustheadvertisedink’ scost.If D is:

— Greatetthanthevaluethatalreadyappeargor vertexW onthecandidatdist, thenexamineghenext
link.

19This meansthat beforedatatraffic will flow betweena pair of neighboringrouters their link statedatabasemustbe synchronized.Before
synchronizatiorfneighborstate< Full), neitherrouterwill advertiseheotherin its link stateadvertisements.
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16 Calculation Of The Routing Table

This sectiondetailsthe OSPFroutingtablecalculation.Usingits attachedireaslink statedatabaseasinput,arouter
runsthefollowing algorithm, building its routing table stepby step. At eachstep,the routermustaccessndividual
piecesof the link statedatabasege.g.,a routerlinks advertisemenoriginatedby a certainrouter). This accesss
performedby thelookupfunctiondiscussedh Section12.2. Thelookupprocessnayreturnalink stateadvertisement
whoseL S ageis = MaxAge. Suchanadvertisemenghouldnot be usedin theroutingtablecalculationandis treated
justasif thelookupprocessadfailed.

The OSPFrouting table’s organizationis explainedin Section11. Thefirst stepof the routingtable calculationis to
invalidatethe presentoutingtable. The contentsf theold tableshouldberememberetiowever sothatroutingtable
changeganbeidentified.

Changesnadeto theroutingtable cancausehe OSPFprotocolto takefurther actions.For example,a changeo an
intra-arearoutewill causeanareaborderrouterto originatenew summarylink advertisementéseeSection12.3).

Theroutingtablecalculationconsistof the following steps.

1. Thepresentoutingtableis invalidated. Therouting tableis built againfrom scratch.The old routingtableis
savedfor comparisorpurposes.

2. Theintra-arearoutesare calculatedby building the shortestpath treefor eachattachedarea. In particular
all routingtableentrieswhoseDestinationtypeis “areaborderrouter’ arecalculatedn this step. This stepis
describedn two parts.At first thetreeis constructedy only consideringhoselinks betweerroutersandtransit
networks.Thenthestubnetworksareincorporatednto thetree.

3. Theinter-arearoutesare calculated,through examinationof summarylink advertisementslf the routeris
attachedo multiple areas(i.e., it is an areaborderrouter),only backbonesummarylink advertisementsre
examined.

4. For thoserouting entrieswhosenexthopis over a virtual link, a real (physical)nexthopis calculated. The
realnexthopwill beon oneof theroutersdirectly attachechetworks.This steponly concerngoutershaving
configuredvirtual links.

5. ASexternalroutesare calculated throughexaminatiorof ASexternallink advertisementsThelocationof the
AS boundaryrouters(which originatethe AS externallink advertisementd)asbeendeterminedn step2-4.

Steps2-5 are explainedin further detail below The explanationgdescribethe calculationsfor a single TOS only.
In general.eachcalculationmustbe performedfor asmany TOSvaluesastherearediffering routes. Any link state
advertisememnnayspecifyaseparateostfor eachTOS(seeSectionl2.4). A costfor TOS0 mustalwaysbespecified.
Thecostof anyotherTOS,whennot specified defaultsto the costof TOSO.

16.1 Calculating the shortest-pathtr eefor an area

This calculationyieldsthe setof intra-areaoutesassociatewvith anarea(calledhereafteAreaA). A routercalculates
the shortest-pathreeusingitself astheroot. ¥ Theformationof the shortespathtreeis doneherein two stagesin
thefirst step,only links betweerroutersandtransitnetworksare considered Using the Dijkstra algorithm,a treeis
formedfrom this subsebf thelink statedatabaseln the secondstep,leavesareaddedto thetreeby consideringhe
links to stubnetworks.

18strictly speakingbecaus®f equal-cosmultipath,the algorithmdoesnot createatree. We continueto usethe“tree” terminologybecausehat
is whatoccursmostoftenin the existingliterature.Equal-cosmultipathcauseghealgorithmto changeonly slightly.
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15 Virtual Links

The singlebackbonearea(ArealD = 0) cannotbe disconnectedor someareasof the AutonomousSystemwill be-
comeunreachableThis is becausall inter-areatraffic traverseshe backbone.The backbonds alsoresponsibldor
distributingthe inter-arearoutinginformation.

To establish/maintaigonnectivityof the backboneyirtual links canbe configurecthroughnon-backbonareas.Vir-

tual links serveto connectseparateomponent®f the backbone Thetwo endpointsof a virtual link areareaborder
routers.Thevirtual link mustbe configuredin bothrouters.The configurationinformationin eachrouterconsistsof
the othervirtual endpoint(the otherareaborderrouter),andthe non-backbonareathe two routershavein common
(calledthetransitarea).

Thevirtual link is treatedasif it wereanunnumberegboint-to-pointnetwork(belongingto the backbone)oining the
two areaborderrouters. An attemptis madeto establishan adjacencyoverthevirtual link. Whenthis adjacencyis
establishedthevirtual link will beincludedin backboneouterlinks advertisementgndOSPFpacketpertainingto
thebackboneareawill flow overthe adjacencySuchanadjacencyhasbeenreferredto asa “virtual adjacency”.

Thepresencef avirtual link canbedetectednly by thetwo endpointrouters.Thesetwo routersmustdeterminehe
viability andcostof thevirtual link. The mechanisméehindthis determinatiorareasfollows:

¢ Ineachendpointouter, thecostandviability of thevirtuallink is discoveredy examiningheroutingtableentry
for the otherendpointrouter (Theentry'sassociate@reamustbe the configuredtransitarea).Actually, there
maybeaseparateoutingtableentryfor eachTypeof Service.Thesearecalledthevirtual link’ scorresponding
routingtableentries.

e Thelnterface Up eventoccursfor a virtual link whenits correspondingf OS 0 routing table entry becomes
reachableConverselytheInterface Down eventoccurswhenits TOSO routingtableentrybecomesinreach-
able.'’ In otherwords,thevirtual link’ sviability is determinedy the existenceof anintra-aregpath,through
thetransitareabetweerthetwo endpoints.

¢ Virtuallinks belongto the backbone Only routingtraffic for the backboneareashouldbetraversinghe associ-
atedvirtual adjacency

e Virtual links arerepresenteés UNNUMBERED point-to-pointnetworksin backbonerouterlinks advertise-
ments.

e AS externallinks areNEVER floodedover virtual adjacenciesThis would be duplicationof effort, sincethe
sameAS externallinks arealreadyfloodedthroughouthe virtual link’ stransitarea.For this samereason AS
externalink advertisementarenotsummarizeavervirtual adjacencieduringthedatabasexchangerocess.

e Thecostof avirtual link is NOT configured.lt is definedto bethe costof theintra-aregpathbetweerthe two
definingareaborderrouters.This costappearsn thevirtual link’ s correspondingoutingtableentry.

e Justasthevirtual link’ scostandviability aredeterminedy theroutingtablebuild procesgthroughconstruction
of theroutingtableentryfor the otherendpoint) soarethe IP interfaceaddresgor thevirtual interfaceandthe
virtual neighbots IP addressTheseareusedwhensendingprotocolpacketsoverthe virtual link.

e Thetimebetweerlink stateretransmission®R}Rxmtinterval,is configuredfor avirtual link. This shouldbe well
overtheexpectedound-tripdelaybetweerthetwo routers.This maybehardto estimatedor avirtual link. It is
betterto erronthe sideof makingit toolarge.

170nly the TOSO routesareimportanthere. Thisis becausell routing protocolpacketsaresentwith TOS= 0. SeeAppendixA.
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time betweerretransmissionts aconfigurableerinterfacevalue,Rxmtinterval.If thisis settoolow for aninterface,
needlessetransmissionwill ensuellf thevalueis settoo high, the speedf theflooding,in the faceof lost packets,
may be affected.

Severalretransmittechdvertisementmayfit into asingleLink StateUpdatepacket. Whenadvertisementareto be
retransmittedpnly the numberfitting in a singleLink StateUpdatepacketshouldbe transmitted.Anotherpacketof
retransmissionsanbe sentwhensomeof the advertisementareacknowledgedor on the nextfiring of theretrans-
missiontimer.

Link StateUpdatePacketsarryingretransmissionarealwayssentasunicastgdirectly to thephysicaladdres®f the
neighbor). They are neversentasmulticasts. Eachadvertisemen$ LS agemustbe incrementeddy InfTransDelay
(which mustbe > 0) whencopiedinto the outgoingpacket(until the LS agefield reachedts maximumvalue of
MaxAge).

If the adjacentoutergoesdown, retransmissionmay occuruntil the adjacencyis destroyedy the Hello Protocol.
Whenthe adjacencys destroyedtheLink stateretransmissionlist is cleared.

13.7 Receivinglink stateacknowledgments

Many consistencyheckshavebeenmadeonareceived.ink StateAcknowledgmenpacketbeforeit is handedo the
flooding procedureln particular it hasbeenassociatedavith a particularneighbor If this neighboris in alesserstate
thanExchange the packetis discarded.

Otherwisefor eachacknowledgmenin the packetthefollowing stepsareperformed:

e DoestheadvertisemerdcknowledgedhaveaninstantiatiorontheLink stateretransmissionlist for theneigh-
bor?If not,examinethe nextacknowledgmentOtherwise:

¢ If theacknowledgmernis for the sameinstantiationthatis containedon the list, removetheitem from the list
andexaminethe nextacknowledgmentOtherwise:

e Logthequestionablecknowledgmentndexaminethenextone.

14 Aging The Link StateDatabase

Eachlink stateadvertisemenhasan agefield. The ageis expressedn seconds.An advertisemens agefield is
incrementedwhile it is containedin a routers database.Also, whencopiedinto a Link StateUpdatePacketfor
floodingout a particularinterface theadvertisemeng ageis incrementedy InfTransDelay

An advertisemens$ ageis neverincrementedpastthe value MaxAge. As a routeragesits link statedatabasean
advertisemensagemayreachMaxAge. At thistime, theadvertisemeris refloodedustasif it wasanewly originated
advertisement.This flooding processs describedn Section13.3. In addition, when addingadvertisementso a
neighbots Databasesummary list, thoseadvertisementhavingage MaxAge are insteadaddedto the neighbots
Link stateretransmissionlist.

It will bearelativelyrareoccurrencdor anadvertisemensageto reachMaxAge. Usually, theadvertisemenwill be
replacedoy a morerecentinstantiatiorbeforeit agesout.

AdvertisementhiavingageMaxAge arenot usedin therouting tablecalculation.Whensuchan advertisemenis no
longercontainedon any neighborLink stateretransmissionlists it is removedentirelyfrom thelink statedatabase.

When,in theproces®f agingthelink statedatabaseanadvertisemensagehitsamultiple of CheckAgejts checksum
shouldbe verified. If the checksunis incorrect,a programor memoryerror hasbeendetectedandat the very least
therouteritself shouldberestarted.
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multicasting);andit randomizesheacknowledgmerpiacketsentby thevariousroutersattachedo amulti-accesset-
work. Thefixedintervalbetweera router's delayedransmissionsnustbe short(lessthanRxmtinterval)or needless
retransmissionwill ensue.

Direct acknowledgmentaresentto a particularneighborin responséo thereceiptof duplicatelink stateadvertise-
ments.Theseacknowledgmentaresentasunicastsandaresentimmediatelywhenthe duplicateis received.

The preciseprocedurdor sendingLink StateAcknowledgmenpacketss describedn thefollowing table. Thecir-
cumstancesurroundinghereceiptof theadvertisemerdrelistedin theleft column. Theacknowledgmerdctionthen
takenis listedin oneof thetwo right columns.This actiondepend®n the stateof the concernednterface;interfaces
in stateBackup behavelifferentlyfrom interfacedn all otherstates.

Actiontakenin state
Circumstances Backup All otherstates
Advertisement has been| No acknowledgmengent. No acknowledgmensgent.
floodedback out receivingin-
terface(seeSectionl3,step2a).

Advertisementis more recent| Delayedacknowledgmensent | Delayedacknowledgmengent.
thandatabaseopy, butwasnot | if advertisementeceivedfrom
floodedback out receivingin- | DR, otherwisedo nothing.
terface
Advertisement Delayedacknowledgmensent | No acknowledgmensent.
is a duplicate,and wastreated| if advertisementeceivedfrom
asanimplied acknowledgment DR, otherwisedo nothing.
(seeSection13, step3a).
Advertisementis a duplicate,| Directacknowledgmengent. Directacknowledgmensent.
and was not treatedas an im-
plied acknowledgment.

Delayedacknowledgmentmustbe deliveredto all adjacentroutersassociatedavith theinterface.On broadcashet-
works,thisisaccomplishedy sendinghedelayed_ink StateAcknowledgmenpacketasmulticasts.TheDestination
IP addressiseddepend®n the stateof theinterface.If the stateis DR or Backup, the destinationAllISPFRouterss
used.In otherstatesthe destinationAlIDRoutersis used.On non-broadcastetworks delayedacksmustbe unicast
separatelpvereachadjacencyneighborwhosestateis >= Exchange).

Thereasoningehindsendinghe abovepacketsasmulticastss bestexplainedoy anexample.Considerthe network
configurationdepictedin Figure16. SupposerT4 hasbeenelectedasDR, and RT3 asBackupfor the networkN3.
WhenrouterRT4 floodsa new advertisemento network N3, it is receivedby routersRT1, RT2, and RT3. These
routerswill notflood theadvertisemenibackontonetRT3, buttheystill mustensurethattheir topologicaldatabases
remainsynchronizedvith theiradjacenteighbors SoRT1, RT2, andRT4 arewaitingto seeanacknowledgmerfrom
RT3. Likewise,RT4 andRT3 arebothwaiting to seeacknowledgmentom RT1 andRT2. Thisis bestachievedy
sendingthe acknowledgmentasmulticasts.

The reasonthat the acknowledgmenltogic for BackupDRsiis slightly differentis becausehey performdifferently
duringthefloodingof link stateadvertisementéseeSection13.3,step4).

13.6 Retransmitting link stateadvertisements

Advertisementgloodedout an adjacencyare placedon the adjacencys Link stateretransmissionlist. In orderto
ensurethatflooding is reliable, theseadvertisementare retransmittedintil they areacknowledged.The length of
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2. Theroutermustnowdecidewhetherto floodthenewlink stateadvertisementutthisinterface.If in theprevious
stepthelink stateadvertisemenvasNOT addedo anyof theLink stateretransmissionlists, thereis noneed
to flood the advertisemenandthe nextinterfaceshouldbe examined.

3. If thenewadvertisemenwasreceivednthisinterface andit wasreceivedrom eithertheDesignatedRouteror
theBackupDesignatedRouter chancesireall theneighbordavereceivedheadvertisemerdlready Therefore,
examinethe nextinterface.

4. If thenewadvertisementvasreceivedon this interface andtheinterfacestateis Backup (i.e., therouteritself
is the BackupDesignatedRouter),examinethe nextinterface. The DesignatedRouterwill do the floodingon
thisinterface.If the DesignatedRouterfails, this routerwill endup retransmittinghe updates.

5. If this stepis reachedthe advertisemenimustbe floodedout the interface. Senda Link StateUpdatepacket
(with the new advertisemenas contents)out the interface. The advertisemen$ LS agemustbe incremented
by InfTransDelaywhich mustbe > 0) whencopiedinto the outgoingpacket(until the LS agefield reachests
maximumvalueof MaxAge).

On broadcasnetworks,the Link StateUpdatepacketsare multicast. The destinationP addresspecifiedfor
theLink StateUpdatePacketdepend®n the stateof theinterface.If theinterfacestateis DR or Backup, the
addres\lISPFRoutershouldbe used.Otherwise theaddressAlIDRoutersshouldbe used.

Onnon-broadcastnulti-accessietworks separaté ink StateUpdatepacketanustbesent,asunicaststo each
adjacenneighbor(i.e., thosein stateExchangeor greater).The destinationP addressefor thesepacketsare
theneighbors’'IP addresses.

13.4 Receivingself-originated link state

It is a commonoccurrenceo receivea self-originatedink stateadvertisementia the flooding procedure. If the
advertisementeceiveds a newerinstantiationthanthelastinstantiatiorthatthe routeractuallyoriginated therouter
musttakespecialaction.

The receptionof suchan advertisemenindicatesthattherearelink stateadvertisements the routingdomainthat
wereoriginatedbeforethelasttime therouterwasrestartedin thiscasetheroutermustadvancehesequencaumber
for the advertisementne pastthereceivedsequencaumber andoriginatea newinstantiationof the advertisement.

Notealsothatif thetype of theadvertisemenis Summarylink or AS externallink, the routermayno longerhavean
(advertisableyouteto thedestination.In this case anewadvertisementuststill be originated,with metricequalto
LSInfinity.

13.5 SendingLink State Acknowledgmentpackets

Eachnewly receivedlink stateadvertisemenimustbe acknowledged.This is usuallydoneby sendingLink State
Acknowledgmenpackets.However acknowledgmentsan alsobe accomplishedmplicitly by sendingLink State
Updatepacketqseestep3aof Section13).

Many acknowledgmentmaybe groupedtogetheiinto a singleLink StateAcknowledgmenpacket.Sucha packetis
sentbackout theinterfacethathasreceivedthe advertisementsThe packetcanbe sentin oneof two ways: delayed
andsenton anintervaltimer, or sentdirectly (asa unicast)to a particularneighbor The particularacknowledgment
strategyuseddepend®n the circumstancesurroundinghereceiptof the advertisement.

Sendingdelayedacknowledgmentaccomplisheseverathings:it facilitatesthe packagingof multiple acknowledg-
mentsin asinglepacket;it enables singlepacketto indicateacknowledgmentt severaheighborsat once(through
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AS external link The bestroute to the destinationdescribedby the AS externallink advertisementnust be re-
examinedseeSection16.6).

Also, anyold versionof theadvertisemennustberemovedrom thedatabasevhenthenewadvertisemeris installed.
This old versionmustalsoberemovedrom all lists of link stateadvertisementée.g.,theLink stateretransmission
lists for all neighborsseeSectionl0).

13.3 Nextstepin the flooding procedure

When a new (and more recent)advertisemenhasbeenreceived,it mustbe floodedout somesetof the routers
interfaces.Thesetof interfacego flood the advertisementut of depend®n thetype of advertisement:

AS external links AS externallinks arefloodedthroughoutthe entire AS. The eligible interfacesareall interfaces,
regardlesf associate@dreayet excludingthevirtual links.

All other types All othertypesarespecificto a singlearea(AreaA). Theeligible interfacesareall thoseinterfaces
associateavith the AreaA. If AreaA is thebackbonethisincludesall thevirtual links.

Link statedatabasemustremainsynchronizedver all adjacenciesssociatedvith the above“eligible interfaces”.
Thisis accomplishetby executinghefollowing stepson eacheligibleinterface.It shouldbenotedthatthis procedure
may decidenot to flood a link stateadvertisemenbut a particularinterface,if thereis a high probability that the
attachedcheighborshavealreadyreceivedthe advertisementHowever in thesecasegheflooding proceduremustbe
absolutelysurethatthe neighborseventuallydo receivethe advertisemensothe advertisemenis still addedto each
adjacencysLink stateretransmissionlist. Foreacheligible interface:

1. Eachof the neighborsattachedo this interfaceareexaminedto determinevhetherthey mustreceivethe new
advertisementThefollowing stepsareexecutedor eachneighbor:

(a) If theneighboris in alesseistatethanExchange it doesnot participatein flooding,andthenextneighbor
shouldbeexamined.

(b) Else,if the adjacencyis not yet full (neighborstateis Exchangeor Loading), examinethe Link state
requestlist associateavith this adjacencylf thereis aninstantiatiorof thenewadvertisemenonthelist,
it indicateghatthe neighboringouterhasaninstantiatiorof the advertisemertlready Comparehenew
advertisemento theneighbotscopy:

o If thenewadvertisemenis lessrecentthentry thenextneighbor

o If thetwo copiesarethesamenstantiationthendeletetheadvertisemerfrom thelLink staterequest
list, andtry the nextneighbor 16

¢ Else,the newadvertisemenis morerecent. Deletethe advertisementrom the Link staterequest
list.

(c) If thenewadvertisementvasreceivedrom this neighbortry the nextneighbor

(d) At this pointwe arenot positivethatthe new neighborhasan up-to-dateinstantiationof this newadver-
tisement. Add thenewadvertisemertb theLink stateretransmissionlist for theadjacencyThisensures
thatthefloodingproceduras reliable;theadvertisemenwill beretransmittectintervalsuntil anacknowl-
edgmentis seenfrom the neighbor Any old instantiationof the advertisemenshouldbe removedfrom
theLink stateretransmissionlist atthistime.

18Thisis howtheLink staterequest list is emptied which eventuallycauseshe neighborstateto transitionto Full. SeeSection10.2.
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4. Elsethedatabaseopyis morerecent.Noteanunusuakvento networkmanagementiscardheadvertisement
andprocesghenextlink stateadvertisementontainedn the packet.

13.1 Determining which link stateis newer

Whenarouterencounterswo instantiation®f alink stateadvertisemenit mustdeterminevhichis morerecent.This
occurredabovewhencomparinga receivedadvertisemento the databaseopy. This comparisormustalsobe done
duringthe databasexchangerocedurevhich occursduringadjacencybring-up.

A link stateadvertisemenis identifiedby its LS type, Link StatelD andAdvertisingRouter Fortwo instantiations
of the sameadvertisementthe LS sequenc&aumber LS age,andLS checksunfields are usedto determinewhich
instantiationis morerecent:

e TheadvertisemenhavingthenewerLS sequencaumberis morerecent.SeeSection12.1.4for anexplanation
of theLS sequencaumberspacelf bothinstantiationdavethe samel S sequenc@umberthen:

e If the two instantiationshavedifferentLS checksumsthenthe instantiationhavingthe larger LS checksum
(whenconsideredisa 16-bit unsignednteger)is considerednorerecent.

e Else,if only oneof the instantiationds of ageMaxAge, the instantiationof ageMaxAge is consideredo be
morerecent.

e Else,if theagesof thetwo instantiationgliffer by morethanMaxAgeDiff, the instantiationhavingthe smaller
(younger)ageis consideredo bemorerecent.

e Else,thetwo instantiationsareconsideredo beidentical.

13.2 Installing link stateadvertisementsin the database

Installing a new link stateadvertisemenin the databasegitherasthe resultof flooding or a newly self originated
advertisementnaycauseheroutingtablestructureto berecalculatedThe contentof thenewadvertisemenshould

be comparedo the old instantiation,if present.If thereis no difference thereis no needto recalculatehe routing

table. (Note thatevenif the contentsarethe samethe LS checksunwill probablybe different,sincethe checksum
coverstheLS sequencaumber)

If the contentsaredifferent,the following piecesof theroutingtablemustberecalculateddependingonthe LS type
field:

Router links, network links Theentireroutingtablemustberecalculatedstartingwith theshortespathcalculations
for eacharea(not just the areawhosetopologicaldatabaséaschanged). The reasonthat the shortestpath
calculationcannotberestrictedto the singlechangedareahasto do with thefactthatAS boundaryroutersmay
belongto multiple areas A changen theareacurrentlyproviding the bestroutemay forcetherouterto usean
intra-arearoute providedby a differentarea.®

Summary link Thebestrouteto the destinationdescribedy the summarylink advertisementustbe re-examined
(seeSection16.5). If this destinationis an AS boundaryrouter, it may be necessaryo re-examineall the AS
externallink advertisements.

15By keepingmoreinformationin the routing table, it is possiblefor animplementatiorto recalculatethe shortestpathtreeonly for a single
area. In fact, thereareincrementaklgorithmsthat allow animplementatiorto recalculateonly a portion of the shortesipathtree[BBN]. These
algorithmsarebeyondthe scopeof this specification.
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13 The Flooding Procedure

Link StateUpdatepacketprovidethe mechanisnior floodinglink stateadvertisementsA Link StateUpdatepacket
maycontainseveralistinctadvertisementgndfloodseachadvertisemertnehopfurtherfromits pointof origination.

To makethe flooding procedurereliable,eachadvertisemenmustbe acknowledgedeparately Acknowledgments
aretransmittedin Link StateAcknowledgmenpackets.Many separatecknowledgmentsanbe groupedtogether
into a singlepacket.

The flooding procedurestartswhena Link StateUpdatepackethasbeenreceived. Many consistencycheckshave

beenmadeon thereceivedpacketbeforebeinghandedo the flooding procedurgseeSection8.2). In particular the

Link StateUpdatepackethasbeenassociatedvith a particularneighboranda particulararea.If the neighboris in a

lesserstatethanExchange the packetshouldbe droppedwithout further processing.

All typesof link stateadvertisementstherthanAS externallinks, areassociatedvith a specificarea. The adver-
tisementdoesnot containan areafield, however andthe areamustbe deducedrom the Link StateUpdatepacket
header

Foreachlink stateadvertisementontainedn the packetthefollowing stepsaretaken:

1. Validatetheadvertisemensglink statechecksumlf thechecksumurnsoutto beinvalid, discardthe advertise-
mentandgetthenextonefrom theLink StateUpdatepacket.

2. Findtheinstantiationof thisadvertisementhatis currentlycontainedn therouterslink statedatabaself there
isnodatabaseopy, or thereceivedadvertisemeris morerecenthanthedatabaseopy(seeSectionl3.1below
for the determinatiorof which advertisemenis morerecent)thefollowing stepsmustbe performed:

(a) Immediatelyflood the new advertisemenbut somesubsebf the routers interfaces(seeSection13.3).
In somecaseqe.g.,the stateof the receivinginterfaceis DR andthe advertisementvasreceivedfrom a
routerotherthanthe BackupDR) theadvertisemenwill befloodedbackoutthereceivinginterface.This
occurrenceshouldbe notedfor later useby the acknowledgmenprocesgSection13.5).

(b) Removehecurrentdatabaseopyfromall listsof link stateadvertisement&.g.,from all neighborsLink
stateretransmissionlists).

(c) Install the new advertisemenin thelink statedatabaséreplacingthe currentdatabaseopy). This may
causethe routing table calculationto be scheduled.The advertisemeninstallationprocesss discussed
furtherin Sectionl13.2.

(d) Possiblyacknowledgehe receiptof the advertisemenby sendinga Link StateAcknowledgmenpacket
backoutthereceivinginterface.Thisis explainedbelowin Section13.5.

(e) If this newlink stateadvertisemenindicatesthatit was originatedby this routeritself, the router must
advanceheadvertisemenslink statesequencaumberandissueanewinstantiatiorof theadvertisement
(seeSection13.4).

3. Else,if thereceivedadvertisemeris thesameanstantiatiorasthedatabaseopy(i.e., neitheroneis morerecent)
thefollowing two stepsshouldbe preformed:

(a) If theadvertisemeni listedin theLink stateretransmissionlist for thereceivingadjacencytherouter
itself is expectingan acknowledgmentor this advertisement.The router shouldtreatthe receivedad-
vertisementasanacknowledgmentyy removingthe advertisemenfrom the Link stateretransmission
list. Thisis termedan “implied acknowledgment”.Its occurrenceshouldbe notedfor later useby the
acknowledgmenprocesgSection13.5).

(b) Possiblyacknowledgehe receiptof the advertisemenby sendinga Link StateAcknowledgmenpacket
backoutthereceivinginterface.Thisis explainedbelowin Section13.5.
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;. AS external |ink advertisement for network N12,
; originated by router RT7

LS age = 0 ;always true on origination
LS type = 5 ;indicates AS external 1ink
Link State ID = N12's | P network nunber
Advertising Router = Router RT7's |ID

bit E=1 ; Type 2 metric

TS = 0

netric = 2

12.4 TOSmetrics

In eachtype of link stateadvertisementlifferentmetricscanbe advertisedor eachlP Type of Service(TOS). The
TOSfieldsspecifiedn thelink stateadvertisementmapdirectlyto the TOSfield in thelP header

A metric for TOS 0 mustalwaysbe specified.Metrics for other TOS valuescanbe specified;if theyarenot, these
metricsareassumeaqualto themetric specifiedfor TOSO.

As anexample supposéhe point-to-pointlink betweerroutersRT3 andRT6 in Figure16is asatellitelink. The AS
administratomaywantto encouragehe useof theline for high bandwidthtraffic. Thiswould be doneby settingthe
metricartificially low for that TOS.RouterRT3 would thenoriginatethefollowing routerlinks advertisemenfor the
backbone:

; RT3's router |inks adverti senent for the backbone

LS age = 0 ;always true on origination
LS type = 1 ;indicates router |inks
Link State |D = 192.1.1.3 :RT3’s Router |ID
Advertising Router = 192.1.1.3

bit E=0 ;not an AS boundary router
bit B=1 ;RT3 is an area border router
#links = 1
Link 1D = 18.10.0.6 ; Neighbor’s Router ID
Link Data = 0.0.0.0 ;Interface to unnunbered SL
Type = 1 ;connects to router
# other netrics =1
TOS O netric = 8
TOS = 2 ; Hi gh bandwi dt h
metric =1 ;traffic preferred

Converselysuppose¢hattheadministratodoesnotwantanyhigh bandwidthtraffic to go overacertainlink. Thecost
of thelink for TOS2 would thenbesetto LSInfinity. 14

Summarylink advertisementandAS externallink advertisementpertainto a singledestination(IP networkor AS
boundaryrouter). However for a singledestinatiortheremay be separatesetsof paths,andthereforeseparateout-
ing table entries,for eachType of Service. All theseentriesmustbe consideredvhen building the summarylink
advertisemenfor thedestinationa singleadvertisementnustspecifythe separateosts(if they exist)for eachTOS.

14A similartechniquecanbe donefor routersthatareunableto routebasedbn Typeof Service yetwish to runthe OSPFprotocol. Suchrouters
mustavoid forwarding|P datatraffic with non-zeroTOS, sincethey cannotdeterminethe bestroute (and so cannotbe sureto avoidlooping) for
thepacketswith non-zeroT OS. Theseroutersshouldoriginaterouterlinks advertisementthatindicatetheirinterfacesareunavailableior non-zero
TOStraffic. Thisis againaccomplishedisingthe metric LSInfinity.
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associateavith somenon-backbonarea;it would thusno longerbe advertisablgo the backbone)a new summary
advertisementnustbe advertisedvith metricLSInfinity.

As an exampleconsideragainthe areaconfigurationin Figure6. RoutersRT3, RT4, RT7, RT10andRT11 areall
areaborderrouters,andthereforeare originatingsummarylinks advertisementsConsiderin particularrouterRT4.
Its routingtablewascalculatedasthe secondexamplein Section11.1. RT4 originatessummarylink advertisements
into both the backboneand Area 1. Into the backboneyouter RT4 originatesseparateadvertisementfor eachof
the networksN1-N4. Into Areal, router RT4 originatesseparateadvertisement$or networksN6-N8 andthe AS
boundaryroutersRT5,RT7. It alsocondense$ostroutesla andlb into a single summaryadvertisement.Finally,
the routesto networksN9,N10,N11 andhostH9 are advertisedby a single summarylink. This condensatiowas
originally performedby the routerRT11.

Theseadvertisementareillustratedgraphicallyin Figures7 and8. Two of thesummarylink advertisementsriginated
by routerRT4 follow. TheactuallP addressefor the networksandroutersin questiorhavebeenassignedn Figure
16.

; summary |ink advertisenent for network Ni,
; originated by router RT4 into the backbone

LS age = 0 ;always true on origination
LS type = 3 ;indicates summary link to | P net
Link State ID = 192.1.2.0 :N1's | P network nunber
Advertising Router = 192.1.1.4 'RT4’s I D

TS = 0

nmetric = 4

; summary |ink advertisenent for AS boundary router RT7
; originated by router RT4 into Area 1

LS age = 0O ;always true on origination
LS type = 4 ;indicates summary |ink to ASBR
Link State ID = router RT7’s ID
Advertising Router = 192.1.1.4 'RT4’s I D
TOS = 0

nmetric = 14

12.3.4 AS external links

EachAS externallink advertisementlescribesa routeto a destinationthatis externalto the AS. AS externallink
advertisementaretheonly typeof link stateadvertisementthatarefloodedthroughoutheentireAS; all othertypes
of link stateadvertisementarespecificto asinglearea.AS externalink advertisementareoriginatedoy AS boundary
routers.

An AS boundaryrouteroriginatesa singleAS externallink advertisemenfor eachexternalroutethatit haslearned,
eitherthroughanotherrouting protocol(suchaseEGP),or throughconfigurationinformation. A defaultroutemayalso
beadvertised The destinatiorfor the defaultrouteis definedto be DefaultDestination.

Themetricthatis advertisedor anexternalroutecanbe oneof two types. Type 1 metricsarecomparabléo the link
statemetric. Type2 metricsareassumedo belargerthanthe costof anyintra-ASpath.

As anexampleconsideronceagainthe AS picturedin Figure6. Therearetwo AS boundaryrouters:RT5 andRT7.

RouterRT5 originateghreeexternallink advertisementgor networksN12-N14. RouterRT7 originateswo external
link advertisementdpr networksN12 andN15. AssumethatRT7 haslearnedits routeto N12 via EGR andthatit

wishesto advertisea Type2 metricto the AS. RT7 would thenoriginatethe following advertisemenfor N12:
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; network |inks adverti senent for network N3

LS age = 0 ;always true on origination
LS type = 2 ;indi cates network |inks
Link State |D = 192.1.1. 4 ;1 P address of Designated Router

Advertising Router = 192.1.1.4 ;RT4’s Router |ID
Net wor k Mask = OxffffffO0O

Attached Router = 192.1.1.4 ;Router ID
Attached Router = 192.1.1.1 ;Router ID
Attached Router = 192.1.1.2 ;Router ID
Attached Router = 192.1.1.3 ;Router ID

12.3.3 Summary links

Eachsummarylink advertisementlescribes routeto asingledestinationSummaryink advertisementareflooded
throughouta singleareaonly. The destinationdescribeds onethatis externalto the area,yet still belongingto the
AutonomousSystem.

Summarylinks advertisementaregeneratedby areaborderrouters.The precisesummaryroutesto advertisanto an
areaaredeterminedy examiningthe routing table structure(seeSection11). Only intra-arearoutesare advertised
into the backboneBothintra-areaandinter-arearoutesareadvertisednto the otherareas.

To determinewhich routesto advertiseinto anattachedAreaA, eachroutingtableentryis processeasfollows:

e Only Destinationtypesof networkandAS boundaryrouterareadvertisedn summarylink advertisementsif
theroutingtableentry’s Destinationtypeis areaborderrouter, examinethe nextroutingtableentry.

e AS externalroutesareneveradvertisedn summarylink advertisementdf theroutingtableentryhaspathtype
AS external examinethe nextroutingtableentry.

e Else,if theareaassociateavith this setof pathsis the AreaA itself, do notgeneratea summaryinks advertise-
mentfor theroute.

e Else,if the destinationof this routeis an AS boundaryrouter generatea Type 4 link stateadvertisementor
the destinationwith Link StatelD equalto the AS boundaryroutersID andmetricequalto the routingtable
entry’s cost.

¢ Else,the Destinationtype is network. If this is aninter-arearoute, generatea Type 3 advertisementor the
destinationwith Link StatelD equalto the network'saddressandmetricequalto theroutingtablecost.

e Theoneremainingcases anintra-areaouteto a network. This meanghatthe networkis containedn oneof
therouter sdirectlyattachedreasin generalthisinformationmustbecondenseteforeappearingn summary
link advertisementsRemembethatanareahasbeendefinedasa list of addresgangesgachrangeconsisting
of an[address,maskjair. A singleType3 advertisemeninustbemadefor eachrange with Link StatelD equal
to theranges addres@andcostequalto the smallesicostof any of the componenhetworks.

If arouteradvertisea summaryadvertisemerfor adestinatiorwhichthenbecomesinreachablgheroutermustthen
originateanewsummaryadvertisementiavingmetricLSInfinity. Also, if thedestinatioris still reachableyetcannot
beadvertisedaccordingo theaboveprocedurde.g.,it is nowaninter-arearoute,whenit usedto beanintra-areaoute

13This clausecoversthe case:Inter-arearoutesarenot summarizedo thebackboneThis is becausénter-arearoutesarealwaysassociateghith
thebackbonearea.
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; RT3"s router |inks advertisenent for Area 1

LS age = 0 ;always true on origination
LS type = 1 ;indicates router |inks
Link State ID = 192.1.1.3 :RT3’s Router |ID
Advertising Router = 192.1.1.3 ;RT3's Router ID
bit E=0 ;not an AS boundary router
bit B=1 :RT3 is an area border router
#links = 2
Link ID=192.1.1.4 ;1 P address of Designhated Router
Link Data = 192.1.1.3 cRT3’s P interface to net
Type = 2 ;connects to transit network
# other nmetrics =0
TOS O netric =1
Link ID=192.1.4.0 ;1 P Networ k nunber
Link Data = OxffffffO0O0 : Net wor k mask
Type = 3 ;connects to stub network

# other nmetrics =0
TOS O netric = 2

; RT3'"s router |inks adverti senent for the backbone

LS age = 0 ;always true on origination
LS type = 1 ;indicates router |inks
Link State ID = 192.1.1.3 :RT3's router I D
Advertising Router = 192.1.1.3 ;RT3’s router |ID
bit E=0 ;not an AS boundary router
bit B=1 :RT3 is an area border router
#links = 1
Link 1D = 18.10.0.6 ; Nei ghbor’s Router |ID
Link Data = 0.0.0.0 ;Interface to unnunbered SL
Type =1 ;connects to router

1
o

# other netrics
TOS O netric = 8

12.3.2 Network links

A networklinks advertisemenis generatedor everytransitmulti-accessietwork. (A transitnetworkis a network
havingtwo or moreattachedouters). The networklinks advertisementlescribesll the routersthatareattachedo
thenetwork.

The DesignatedRouterfor the networkoriginatesthe advertisementThe DesignatedRouteroriginatesan advertise-
mentonly if it is fully adjacento atleastoneotherrouteronthenetwork. The networklinks advertisemeris flooded
throughouthe areathatcontainsthetransitnetwork,andno further. Therouterslistedin the advertisemenarethose
thatarefully adjacento theDesignatedRouterTheyareidentifiedin theadvertisemeriy their RouteriDs. Eachlink
from the transitnetworkto anattachedouterhascostO.

TheLink StatelD for anetworklinks advertisemenis the IP interfaceaddres®f the Designatedrouter

As an example againconsiderthe areaconfigurationin Figure6. Networklinks advertisementare originatedfor
networkN3 in Areal, networksN6 andN8in Area2, andnetworkN9 in Area3. AssumingthatrouterRT4 hasbeen
selectedasthe DesignatedRouterfor networkN3, thefollowing networklinks advertisemenis generatedby RT4 on
behalfof networkN3 (seeFigure16 for theaddresgssignments):
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is neededby the routing table calculation). For links to stubnetworks,this field specifiesthe network’s IP address
mask.

Finally, the costof usingthelink for output(possiblyspecifyinga differentcostfor eachtype of service)is specified.
Theoutputcostof alink is configurable It mustalwaysbenon-zero.

To describehe procesf building thelist of link records suppose routerwishesto build routerlinks advertisement
for anAreaA. Therouterexaminests collectionof interfacedatastructures For eachinterface the following steps

aretaken:

¢ If theattachedetworkdoesnotbelongto AreaA, nolinks areaddedo theadvertisemengandthenextinterface
shouldbe examined.

e Else,if thestateof theinterfaceis Down, nolinks areadded.
e Else,if thestateof theinterfaceis Point-to-Point, thenaddlinks accordingo thefollowing:

— If theneighboringrouteris fully adjacentadda Type1 link (router)whoselink ID is the RouterlD of the
neighboringrouterandwhoseLink DataspecifiegheinterfacelP address.

— If theneighboringrouters P addresss known,adda Type3 link (stubnetwork)whosewhoselink ID is
theneighboisIP addresswhoselink Datais themaskOxf f f f f f f f indicatingahostroute,andwhose
costis theinterfaces configuredoutputcost. In the caseof anunnumberederialline, the neighborwill
not havean|P addressandno stublink shouldbe added.

¢ Else,if thestateof theinterfaceis Loopback, adda Type3 link (stubnetwork)whoselink ID is thelP interface
addresswhoselink Datais themaskOxf f f f f f f f indicatinga hostroute,andwhosecostis 0. Unnumbered
serialline interfacedo not generatdink stateinformationin Loopback state.

e Else,if the stateof the interfaceis Waiting, adda Type 3 link (stubnetwork)whoselink ID is the IP network
numberof theattachechetworkandwhoselink Datais the attachechetwork's addressnask.

e Else therehasbeenaDesignatedRouterselectedor theattachechetwork. If therouteris fully adjacento the
DesignatedRouter or if therouteritselfis DesignatedRouterandis fully adjacento atleastoneotherrouter, add
asingleType?2 link (transitnetwork)whosewhoselink ID is thelP interfaceaddresof the attachedetwork's
DesignatedRouter(which maybetherouteritself) andwhoselLink Datais theinterfacelP addressOtherwise,
addalink asif theinterfacestatewereWaiting (seeabove).

Unlessspecifiedabove the costof eachlink generateds equalto the outputcostof theassociatethterface.Notethat
in the caseof seriallines,multiple links maybegeneratedy asingleinterface.

After consideratiorof all the routerinterfaceshostlinks areaddedto the advertisemenby examiningthe list of
attachedhosts.A hostrouteis representedsa Type 3 link (stubnetwork)whoselink 1D is the host’s IP addressand
whoselink Dateis themaskof all ones(Oxf f ffffff).

As anexample considerthe routerlinks advertisementgeneratedy routerRT3, aspicturedin Figure6. Thearea
containingrouterRT3 (Area 1) hasbeenredrawn,with actualnetworkaddressesn Figure16. Assumethatthelast
byte of all of RT3's interfaceaddressess 3, giving it the interfaceaddresse492.1.1.3and192.1.4.3,andthat the
otherroutershavesimilar addressingchemeslin addition,assumehatall links arefunctional,andthat RouterIDs
areassignedasthe smallestiP interfaceaddress.

RT3 originatestwo routerlinks advertisementpnefor Area 1l andonefor the backbone.AssumethatrouterRT4
hasbeenselectedasthe Designatedouterfor networkN3. RT3's two routeradvertisementthenhavethe following
values(referto SectionA.7.1 for thefield definitions).
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¢ An attachednetworks DesignatedRouterchanges. A new routerlinks advertisemenshouldbe originated.
Also, if therouteritself is now the DesignatedRouter a newnetworklinks advertisemernshouldbe produced.

¢ Oneoftheneighboringrouterschangego/fromthe FULL state.This may meanthatit is necessaryo produce
anewinstantiationof the routerlinks advertisementAlso, if therouteris itself the DesignatedRouterfor the
attachedhetwork,anewnetworklinks advertisemenshouldbe produced.

Thenexttwo eventsconcernareaborderroutersonly.

e Anintra-area(Typel) routehasbeenadded/deleted/modified theroutingtable. Thismaycauseanewinstan-
tiation of a summarylinks advertisemenffor this route)to beoriginatedin eachattachedarea(thisincludesthe
backbone).

e Aninter-area(Type2) routehasbeenadded/deleted/modified theroutingtable. This maycauseanewinstan-
tiation of a summarylinks advertisemengfor this route)to be originatedin eachattachedarea(but NEVER for
thebackbone).

ThelasteventconcernsAS boundaryroutersonly.

¢ Anexternalroutegainedthroughdirectexperiencavith anexternalrouting protocol(like EGP)changesThis
will causethe AS boundaryrouterto originatea newinstantiationof anexternallinks advertisement.

The constructionof eachof thelink statetypesis explainedbelow Eachsectionassumeshatthe pathsdo not vary
basedn Typeof Service.Fortheimplicationsof separateostsfor separatd OSvalues consultSection12.4.

12.3.1 Router links

A routeroriginatesarouterlinks advertisemenfor eachareathatit belongsto. Suchanadvertisementlescribeshe
collectedstatesof the router s links to the area. The advertisemenis floodedthroughoutthe particulararea,andno
further.

The formatof arouterlinks advertisemenis shownin AppendixA (SectionA.7.1). Thefirst 20 bytesof the adver-
tisementconsistof the generidink stateheadeithatwasdiscussedh Section12.1. Routerlinks advertisementhave
LS type=1.

A routerindicateswhetherit is an areaborderrouter, or an AS boundaryrouter, by settingthe appropriatebits in
its routerlinks advertisementsThis enablegpathsto thosetypesof routersto be savedin therouting table,for later
processing@f summarylink advertisementandAS externallink advertisements.

Therouterlinks advertisementhendescribeghe router s working links to the area. Eachlink is typed. Theselink
typesindicatethekind of entity thatis onthe otherendof thelink. Eachlink is alsolabelledwith its link ID. ThisID
givesanameto the entity thatis on the otherendof thelink. Thefollowing tablesummarizeshe valuesusedfor the
typeandLink ID fields:

Link type | Description Link ID
1 Link to router NeighborRouterlD
2 Link to transitnetwork | Interfaceaddres®f Designatedrouter
3 Link to stubnetwork IP networknumber

In addition,theLink Datafield is specifiedfor eachlink. Thisfield gives32 bits of extrainformationfor thelink. For
links to routersandtransitnetworks this field specifieghe IP interfaceaddres®f theassociatedouterinterface(this
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Thepiecesof anareadatabasare:therouterlinks advertisements)etworklinks advertisement@andsummarylinks
advertisement®r thearea(all listedin theareadatastructure)andthe AS externallink advertisementfr thewhole
AutonomousSystem.Notethatthe AS externallink advertisementarecommonto all areadatabases.

An implementationof OSPFmustbe ableto accessndividual piecesof an areadatabase.This lookup functionis

basedn LS type,Link StatelD andAdvertisingRouter 2 Therewill bea singleinstantiation(the mostup-to-date)
of eachlink stateadvertisemenin the databaseUsing this lookup function, the routercandeterminewvhetherit has
itself everoriginateda particularlink stateadvertisemengndif so,with whatLS sequenc@umber

12.3 Originating link stateadvertisements

A routermay originatemanytypesof link stateadvertisementsA routeroriginatesa routerlinks advertisementor
eachareato which it belongs. If the routeris alsothe DesignatedRouterfor one of its attachednetworks,it will
originatea link statepacketfor thatnetwork.

Areaborderroutersoriginatea singlesummarylinks advertisemenfior eachknowninter-areadestination AS bound-
aryroutersoriginateasingleAS externalinks advertisemerfor eachknownAS externadestination Destinationsre
advertisebneat atime sothatthe changdn any singleroutecanbe floodedwithout refloodingthe entirecollection
of routes.Remembethatmanylink stateadvertisementsanbe containedn asingleLink StateUpdatepacket.

As anexample,considerouter RT4 in Figure6. It is anareaborderrouter, havinga connectionto Areal andthe
backbone.RouterRT4 originates5 distinctlink stateadvertisementto the backbonegonerouterlinks, andone
summarylinks for eachof the networksN1-N4). RouterRT4 will alsooriginate8 distinctlink stateadvertisements
into Areal (onerouterlinks andseversummarylink advertisementaspicturedin Figure7). If RT4 hasbeenselected
asDesignatedRouterfor networkN3, it will alsooriginatealink stateadvertisemenfor N3 into Areal.

In this samefigure, routerRT5 will be originating 3 distinct AS externallinks advertisementgonefor eachof the
networksN12-N14). Thesewill befloodedthroughouthe entireAS.

Whenevera newinstantiationof a link stateadvertisemenis originated,its LS sequenc@&umberis incrementedits
LS ageis setto 0O, its LS checksumis calculatedandthe advertisemenis addedo thelink statedatabas@ndflooded
outthe appropriateénterfaces.SeeSection13.3for detalils.

Theeventsthatcausea newinstantiationof a link stateadvertisemento be originatedare:

e ThelLSrefreshtimer firing. Thereis a LS refreshtimer for eachlink stateadvertisementhatthe routerhas
originated. The LS refreshtimer is an intervaltimer, with lengthLSRefreshmer. This periodicupdatingof
link stateadvertisementss necessaryor the maintenancef the LS sequencepace. The LS refreshtimer
guaranteegperiodicoriginationsregardles®f any othereventsthat causenewinstantiations.Thereis oneex-
ception;summarylink andAS externallink advertisementthataresolelyindicatingunreachabilityshouldnot
berefreshed.

Whenwhateveris beingdescribedby a link stateadvertisementhangesa new advertisemenis originated. Two
instantiationof the samelink stateadvertisementnay not be originatedwithin thetime periodMinLSInterval. This
may requirethatthe generatiorof the nextinstantiationto be delayedby up to MinLSInterval. Thefollowing events
may causea routerto originatea newinstantiationof anadvertisementTheseeventsshouldcausenew originations
only if the contentsof the newadvertisemenivould bedifferent.

¢ AninterfacesstatechangegseeSection9.1). This maymeanthatit is necessaryo producea newinstantiation
of therouterlinks advertisement.

2Thereis oneinstancewherea lookup mustbe donebasedon partialinformation. This is duringtherouting tablecalculation whena network
links advertisemennustbefoundbasedsolelyonits Link StatelD. Thelookupin this casds still well defined sincenotwo networkadvertisements
canhavethesamelink StatelD.
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12.1.5 LS age

Thisfield is theageof thelink stateadvertisemenin secondslt shouldbe processedsanunsignedl6-bitinteger It
is setto 0 whenthelink stateadvertisemenis originated. It mustbeincrementedy InfTransDelayon everyhop of
thefloodingprocedurelLink stateadvertisementarealsoagedastheyareheldin eachroutersdatabase.

Theageof alink stateadvertisemenis neverincrementegastMaxAge. AdvertisementhiavingageMaxAgearenot
usedin theroutingtablecalculation.Whenanadvertisemens agefirst reachesviaxAge, it is reflooded.A link state
advertisememf ageMaxAgeis finally flushedrom thedatabas&vhenit is nolongercontainedn anyneighbor_ink
stateretransmissionlists. Thisindicatesthatit hasbeenacknowledgedy all adjacenneighbors.

Agesareexaminedvhena routerreceiveswo instantiationsof a link stateadvertisementyoth havingidenticalse-
guencenumbersandchecksumsAn instantiationof ageMaxAgeis thenalwaysacceptedsmostrecent;this allows
old advertisementto be flushedquickly from the routing domain. Otherwise,if the agesdiffer by morethanMax-
AgeDiff, theinstantiatiorhavingthe smallerageis acceptedismostrecent.'®

12.1.6 LS checksum

This field is the checksunof the completecontentsof the advertisementexceptingthe agefield. The agefield is
exceptedsothatit canbeupdatecdeasily Thelengthof theadvertisemenis alsoindicatedn thelink stateheaderThe
checksunrusedis the samethatis usedfor ISO connectionlesgatagramsit is commonlyreferredto asthe Fletcher
checksumlt is documentedh AnnexC of [RFC 994].

Thechecksums usedto detectdatacorruptionof anadvertisementThis corruptioncanoccurwhile anadvertisement
is beingflooded,orwhile it is beingheldin aroutef smemory TheL S checksunfield cannotakeonthevalueof zero;
the occurrencef sucha valueshouldbe consideredh checksunfailure. In otherwords,calculationof the checksum
is not optional.

The checksunof a link stateadvertisemenits verified in two cases:a) whenit is receivedin a Link StateUpdate
Packetandb) attimesduringtheagingof thelink statedatabaseThedetectiorof achecksunfailureleadsto separate
actionsin eachcase.SeeSectionsl3 and14 for moredetails.

Whenevetthe LS sequenc@mumberfield indicatesthattwo instantiationsof an advertisemenarethe samethe LS
checksunfield is examined.If thereis a difference the instantiationwith the larger checksumnis consideredo be
mostrecent.!

12.2 Thelink statedatabase

A routerhasa separatéink statedatabaséor everyareato whichit belongs.Thelink statedatabas@asbeenreferred
to elsewhereén thetext asthetopologicaldatabaseAll routersbelongingto the sameareahaveidenticaltopological
databasefor thearea.

The databasefor eachindividual areaare alwaysdealtwith separately The shortesipath calculationis performed
separatelyfor eacharea(seeSection16). Component®f the areatopologicaldatabasere floodedthroughoutthe
areaonly. Finally, whenan adjacency(belongingto Area A) is beingbroughtup, only the databasdor Area A is
synchronizedetweerthetwo routers.

1OMmaxAgeDiff is an architecturalconstant. It indicatesthe maximumdispersionof ages,in secondsthat canoccurfor a singlelink state
instantiationasit is floodedthroughoutthe routing domain. If two advertisementsliffer by more than this, they are assumedo be different
instantiationof the sameadvertisementThis canoccurwhena routerrestartsandlosestrack of its previoussequenc&umber SeeSection13.4
for moredetails.

whentwo advertisementhavedifferentchecksumstheyareassumedo be separaténstantiations This canoccurwhenarouterrestartsand
losedtrackof its previoussequencaumber In thiscaseijt is notpossibleto determinevhichlink stateis actuallynewer If thewrongadvertisement
is acceptedasnewer theoriginatingrouterwill originateanothelinstantiation.SeeSection13.4for further details.
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12.1.2 Link StatelD

This field identifiesthe pieceof the routingdomainthatis beingdescribedy the advertisementDependingon the
advertisemen$LS type,theLink StatelD takesonthefollowing values:

Router links Theoriginatingrouters RouterlD.

Network links ThelP interfaceaddres®f the Designatedrouteron thenetwork. Notethatmaskingthis ID with the
network’s subnetmaskyieldsthe network’s IP address.

Summary link For Type 3 advertisementghe destinationnetwork’s IP address.For Type 4 advertisementshe
RouterlD of thedescribedAS boundaryroutet

AS external link Thedestinatiometwork’s [P address.

12.1.3 Advertising Router

Thisfield specifiesthe OSPFRouterID of theadvertisemensoriginator Forrouterlinks advertisementshisfield is
identicalto the Link StatelD field. Networklink advertisementareoriginatedby the network’s DesignatedRouter
Summarylink advertisementsre originatedby areaborderrouters. Finally, AS externallink advertisementsre
originatedby AS boundaryrouters.

12.1.4 LS sequencenumber

Thesequencaumbeffield isasigned32-bitinteger It isusedto detecibld andduplicatelink stateadvertisementsThe
spaceof sequenc@umbershasa definedordering. Giventwo differentsequenc&umbersthis orderingdetermines
which sequenceumberis newer In thetext, thisis indicatedasnewer

The shapeof the sequenceaumberspaces shownin Figure15. This sequenc&umberspacehasbeendescribedn
[Periman]and[DEC]. It is oftenreferredto aslollipop-shapedThetail of thesequencepacds orderedinearly, and
theentirecircularportion of the sequencespacds newerthanthetail.

The precisedefinition of neweris asfollows. Twoscomplementarithmeticis usedin the definitions. < refersthe
comparisorof twos complemenintegersand — refersto the subtractiorof twos complemenintegers. N refersto
theconstan®!. Sequencaumbera is newerthansequenc@umbers if oneof thefollowing holds:

b<0, a>b or

N —
2

1
a>0, b>0, >(a—b)>0 or

N-1
a>0, b>0, (a—b)<—T
Thesequencaumberof alink stateadvertisemenis incrementegust beforea newinstantiatiorof theadvertisement
is originated.Whenthe sequenc&@umberincrementpastN — 2, it become®. Thislogic yieldsthecircular partof
thesequencapace.Thesequenc@umbervalue N — 1lisillegal.

The sequencaumber— N is reservedandunused).Thereforethe oldestsequenceumberis (—N + 1). A router
usesthis sequence@umberthe first time it originatesanylink stateadvertisementThe routermaythenpromotethe
sequencaumberif its link stateadvertisementfrom a previousinstantiationstill existin the AutonomousSystem.
Thisis coveredn Sectionl3.4.
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12 Link StateAdvertisements

Eachrouterin theAutonomousSystenoriginatesoneor morelink stateadvertisementslherearefour distincttypesof
link stateadvertisementsyhicharedescribedn Sectiord.3. Thecollectionof link stateadvertisement®rmsthelink
stateor topologicaldatabaseEachseparateaype of advertisementasa separatdunction. Routerlinks and network
links advertisementdescribenow an areas routersandnetworksareinterconnectedSummarylink advertisements
provideaway of condensin@nareasroutinginformation. AS externabdvertisementgrovideaway of transparently
advertisingexternally-derivedoutinginformationthroughthe AutonomousSystem.

Eachlink stateadvertisemenbeginswith a standard20-byteheader This link stateheadeiis discussedn the next
section.

12.1 ThelLink StateHeader

This link stateheadercontainsthe LS type, Link StatelD andAdvertising Routerfields. The combinationof these
threefields uniquelyidentifiesthelink stateadvertisement.

Theremay be severalinstantiationsof anadvertisemenpresentin the AutonomousSystem all at the sametime. It
mustthenbedeterminedvhichinstantiations morerecent.Thisdeterminations madebeexamininghelL S sequence,
LS checksumandLsS agefields. Thesefields arealsocontainedn the 20-bytelink stateheader

Severabf the OSPFpackettypeslist link stateadvertisement3NVhentheinstantiationis notimportant,anadvertise-
mentis referredto by its LS type, Link StatelD andAdvertisingRouter(seelLink StateRequesPackets)Otherwise,
theLS sequencaumber LS ageandLS checksunfieldsmustalsobereferenced.

A detailedexplanatiorof thefieldscontainedn thelink stateheadeffollows.

12.1.1 LStype

The LS typefield dictatesthe formatandfunction of thelink stateadvertisementAdvertisement®f differenttypes
havedifferentnameg(e.g.,routerlinks or networklinks). All advertisementypes,exceptthe AS externallink ad-
vertisementgLS type = 5), arefloodedthroughouta singleareaonly. AS externallink advertisementareflooded
throughouthe entire AutonomousSystem.Eachseparat@advertisementypeis briefly describedelow:

LS type = 1 Thesearetherouterlinks advertisementsThey describethe collectedstatesof the router sinterfaces.
For moreinformation,consultSection12.3.1.

LS type = 2 Thesearethe networklinks advertisementsThey describethe setof routersattachedo the network.
For moreinformation,consultSection12.3.2

LS type = 3 or 4 Thesearethe summarylink advertisementsThey describeinter-arearoutes,andenablethe con-
densatiorof routinginformationat areaborders.Originatedby areaborderroutersthe Type 3 advertisements
describeoutesto networkswhile the Type 4 advertisementdescribeoutesto AS boundaryrouters.

LS type = 5 ThesearetheAS externalink advertisementOriginatedoy AS boundaryrouters theydescriberoutes
to destinationexternalto the AutonomousSystem.
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OSPF
Type Dest Area | PathType| Cost | NextHop(s) | AdvertisingRouter(s)
N N1 1 1 4 RT1 *
N N2 1 1 4 RT2 *
N N3 1 1 1 * *
N N4 1 1 3 RT3 *
BR RT3 1 1 1 * *
N Ib 0 1 22 RT5 *
N la 0 1 27 RT5 *
BR RT3 0 1 21 RT5 *
BR RT7 0 1 14 RT5 *
BR RT10 0 1 22 RT5 *
BR RT11 0 1 25 RT5 *
ASBR RT5 0 1 8 * *
ASBR RT7 0 1 14 RT5 *
N N6 0 2 15 RT5 RT7
N N7 0 2 19 RT5 RT7
N N8 0 2 18 RT5 RT7
N N9-N11,H1| O 2 26 RT5 RT11
N N12 * 3 16 RT5 RT5,RT7
N N13 * 3 16 RT5 RT5
N N14 * 3 16 RT5 RT5
N N15 * 3 23 RT5 RT7
Table7: RouterRT4’sroutingtablein the presencef areas.
| Type| Dest | Area| PathType | Cost| NextHop(s) | AdvertisingRouter(s)]
N Ib 0 1 16 RT3 *
N la 0 1 21 RT3 *
BR RT3 0 1 1 * *
BR RT10 0 1 16 RT3 *
BR RT11 0 1 19 RT3 *
N | N9-N11,H1| O 2 20 RT3 RT11
Table8: Changesesultingfrom a configuredvirtual link.
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Type | Dest| Area | PathType | Cost| NextHop(s) | AdvertisingRouter(s)

N N1 0 1 10 RT3 *
N N2 0 1 10 RT3 *
N N3 0 1 7 RT3 *
N N4 0 1 8 RT3 *
N Ib 0 1 7 * *
N la 0 1 12 RT10 *
N N6 0 1 8 RT10 *
N N7 0 1 12 RT10 *
N N8 0 1 10 RT10 *
N N9 0 1 11 RT10 *
N N10O| O 1 13 RT10 *
N N11 0 1 14 RT10 *
N H1 0 1 21 RT10 *

ASBR | RT5| O 1 6 RT5 *

ASBR | RT7 0 1 8 RT10 *
N N12 | * 3 10 RT10 RT7
N N13 | * 3 14 RT5 RT5
N N14 | * 3 14 RT5 RT5
N N15 | * 3 17 RT10 RT7

Table6: Theroutingtablefor RouterRT6 (no configuredareas).

RouterRT4 to view the AS asthe concatenatiomf the two graphsshownin Figures7 and8. Theresultingrouting
tableis displayedn Table7.

Again, routersRT5 andRT7 are AS boundaryrouters. RoutersRT3, RT4, RT7, RT10andRT11 areareaboundary
routers.Notethattherearetwo routingentries(in this casehavingidenticalpaths)or routerRT7,in its dualcapacities
asanareaborderrouterandan AS boundaryrouter Note alsothattherearetwo routing entriesfor the areaborder
routerRT3, sinceit hastwo areasn commonwith RT4 (Areal andthebackbone).

Backbonepathshavebeencalculatedo all areaborderrouters(BR). Theseareusedwhendeterminingtheinter-area
routes.Notethatall of theinter-arearoutesareassociatedvith thebackbonethis is alwaysthe casewhentherouter
is itself anareaborderrouter Note alsothatthe backbonepathto routerRT4 is quite long. This canbefixed (below)
by configuringa virtual link betweenRT4 andRT3. Sucha virtual link would alsoleadto a muchbetterpathto the
networkscontainedn Area3.

Routinginformationis condensedtareaboundariesin thisexamplewe assumehatArea3 hasbeendefinedsothat
networksN9-N11 andthe hostrouteto N1 areall condensedo a singleroutewhenadvertisedo the backbongby
routerRT11). Notethatthe costof this routeis theminimumof the setof coststo its individual components.

Therearetwo equal-cospathsto networkN12. However theybothusethe samenexthop (RouterRT5).
As mentionedabove,a few routeswould improveif a virtual link to RT3 wereconfigured.Therouting tableentries
thatwould be affectedby this changearedisplayedin Table8. In this case the virtual link would be associatedvith

thefirst routing tableentry for routerRT3 appearingn Table7. Notethatthis entry’s associatedreais equalto the
virtual link’ stransitarea(Areal).
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Therestof theroutingtableentry describedhe setof pathsto the describedlestination.The following fieldspertain
to the setof pathsasa whole:

Path type Therearethreepossibletypesof path(s)usedto routetraffic to the destination listed herein order of
preferenceintra-areajnter-area,or AS external.Intra-aregpathsindicatedestinationdelongingto oneof the
router's attachedareas. Inter-areapathsare pathsto destinationdn otherOSPFareas. Thesearediscovered
throughthe examinatiorof receivedsummarylink advertisementsAS externalpathsarepathsto destinations
externalto the AS. Thesearedetectedhroughthe examinatiorof receivedAS externallink advertisements.

Cost Thecostof thepath(s)to thedestination Forintra-areaandinter-aregpathsthis costis in termsof thelink state
metric. For AS externalpaths this field indicateghelink statemetriccomponenbf the path’scost. For Typel
externalmetrics,this describeghe path's entirecost. For Type 2 externalmetrics,this describeghe distanceto
theadvertisingAS boundaryroutet

For AS externaldestinationsthefollowing fields arealsospecified againfor the setof pathsasawhole:

External metric type Thetypeof externalmetrictypeadvertisedy the AS boundaryrouter(s).EitherTypel (com-
parableto link state)or Type?2 (incomparabldo link state). Type 2 metricsarealwayslargerthanthe costof
anyintra-areaor inter-areapath.

Type 2 cost For path(s)describedby Type 2 externalmetrics,the costadvertisedby the advertisingAS boundary
router(s).

Multiple equal-cospathsto a destinatiorarestoredwhentheyexist. All thesepathsmustbeassociateavith thesame
area.Eachoneof the pathsis furtherdescribedy thefields:

Next hop Therouterinterfaceto usewhenforwardingtraffic to the destination.On multi-accessetworks,the next
hopalsoincludesthe IP addres®f thenextrouter(if any)in the pathtowardsthe destination.This nextrouter
will alwaysbeoneof theadjacenneighbors.

Advertising router Valid only for inter-areaandAS externalpaths. This field indicatesthe RouterID of the router
advertisinghe summarnylink or externalliink thatled to this path.

11.1 Twoexamples

Thefollowing two examplearebasednthenetworkmappresentedh Figure2. Thecorrespondinglirectedgraphis
shownin Figure3. Notethatboth of thesefiguresshowa singlemetric peroutboundinterface indicatingthatroutes
will notvarybasednTOS.

First, assumehatno areasareconfigured.All networksandroutersbelongto the backbone.The calculationof the
routing table for router RT6 proceedsasdescribedn Section2.1. The resultingrouting tableis shownin Table®6.
DestinationtypesareabbreviatedNetworkas“N”, areaborderrouteras“BR” andAS boundaryrouteras“ASBR”.

Intra-areapathsareindicatedby the valuel in the pathtype field, inter-areapathsby the value 2, and AS external
pathsby thevalue3.

Sincethereareno areadn this first example thereare no inter-areapaths. RoutersRT5 andRT7 are AS boundary
routers. They arebothassumedo be advertisingType 1 externalmetrics. In this example thereareno instance®f
multiple equal-cosshortespaths.

Next, assumehatareashavebeenconfiguredasin Figure6. Thefollowing exampledescribeskouterRT4’s routing
tablefor this areaconfiguration. RouterRT4 hasa connectionto Area 1 and a backboneconnection. This causes
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11 The Routing Table Structure

Theroutingtabledatastructurecontainsall the informationnecessaryo forwardan IP datapackettowardits desti-
nation. Eachroutingtableentrydescribeshe collectionof bestpathsto a particulardestination Whenforwardingan
IP datapackettheroutingtableentryprovidingthe bestmatchfor the packets IP destinatioris located.Therouting
tableentryindicatesthe nexthoptowardsthe packets destination.OSPFalsoprovidesfor the existenceof a default
route (DestinationID = DefaultDestination). Whenthe defaultroute exists,it matchesall IP destinationgalthough
anyothermatchingentryis a bettermatch).

Thereis asingleroutingtablein eachrouter, built out of thelink stateinformationobtainedfrom eachattachechrea.
A routerbeginsbuilding its routing tableby examiningthe topologicaldatabasérouterlinks andnetworklinks) for
eachattachedarea. Fromthesedatabasedhe routerconstructsa shortest-patiireefor eacharea,with itself aseach
tree'sroot. Thisyieldsthe setof knownintra-areaoutes.A byproductof this calculationis thedistanceo all routers
in theattachedareas.

In particular the distanceto all areaborderroutersis discovered.By examiningthe summarylink advertisements
originatedby theseareaborderrouters,all inter-arearoutesarediscoveredaswell asthe routesto all AS boundary
routers. Finally, by examiningthe AS externallink advertisementsriginatedby theseAS boundaryrouters,the
completesetof routesis discoveredThebuilding of theroutingtableis discussedn greateretailin Sectionl6.

Someof theroutingtableentriesdescribentermediatedestinationsisedin the constructiorof theroutingtable,i.e.,
theareaborderroutersandthe AS boundaryrouters.A routing tableentry canbeidentifiedby a combinationof the
following fields:

Destination Type The destinationcanbe one of threetypes. Only the first type, Network, is actually usedwhen
forwardinglP datatraffic. The otherdestinationgareusedsolely by theroutingtablebuild process:

Network A rangeof IP addressedp which IP datatraffic maybeforwarded.This includeslP networks(class
A, B, or C), IP subnetsandsinglelP hosts.Thedefaultroutealsofalls in this category

Areaborder router Routersthatareconnectedo multiple OSPFareas.Suchroutersoriginatesummarylink
advertisementsTheseroutingtableentriesareusedwhencalculatingtheinter-arearoutes.Theserouting
tableentriesmayalsobeassociatedvith configuredvirtual links.

AS boundary router Routersthat originate AS externallink advertisementsTheserouting tableentriesare
usedwhencalculatingthe AS externalroutes.

DestinationID Thedestinations identifieror name.This depend®nthe destinatiors type. For networks theiden-
tifier is their associatedP addressForall othertypes,theidentifieris the OSPFRouterID. °

AddressMask Only definedfor networks.The network’s IP addresgogethemwith its addressnaskdefinesarange
of IP addressed-or IP subnetsthe addressnaskis referredto asthe subneimask.For hostroutes the maskis
“all ones”(Oxffffffff).

Typeof Service Therecanbe aseparatesetof routesfor eachlP Typeof Service.

Ar ea Thisfield indicategheareawhoselink stateinformationhasled to theroutingtableentry’s collectionof paths.
Thisis calledtheentry’'sassociate@drea.For setsof AS externalpathsthisfield is notdefined.For destinations
of type “areaborderrouter’, theremay be separatesetsof paths(andthereforeseparateoutingtableentries)
associatedvith eachof severalareas.This will happenwhentwo areaborderrouterssharemultiple areasin
common.For all otherdestinatiortypes,only the setof pathsassociatedvith the bestarea(the oneproviding
theshortestroute)is kept.

9Theaddresspaceof IP networksandthe addresspaceof OSPFRouterlDs mayoverlap. Thatis, a networkmayhavean IP addressvhichis
identical(whenconsideredsa 32-bithumber)to somerouter's RouteriD.
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transitionsinto Exchangestate)is listedin the neighborDatabasesummary list. Whena new packetis to be sent,
the sequencenumberis incrementedandthe (new) top of the Databasesummary list is describedy the packet.
Itemsareremovedrom the Databasesummary list whenthe previouspacketis acknowledged.

In stateExchange the determinatiorof whento senda packetdepend®nwhethertherouteris masteror slave:

Master Packetsare sentwheneithera) the slaveacknowledgeshe previouspacketby echoingthe sequenceum-
ber or b) Rxmtintervalsecondslapsewithout an acknowledgmentin which casethe previouspacketis
retransmitted.

Slave Packetaresentonly in responseo packetseceivedrom themaster If the packetreceivedrom themaster
is new, a newpacketis sent,otherwisethe previouspacketis resent.

In states oading andFull the slavemustresendits last packetin responséo duplicatepacketsreceivedfrom the
master For thisreasorthe slavemustwait RouterDeadIntervadeconddeforefreeingthelastpacket.Receptiorof a
packetfrom the masterafterthisintervalwill generatea SeqNumber Mismatch neighborevent.

10.9 SendingLink StateRequestPackets

Whentheneighborentershe statel oading, thelink staterequestist containsalist of thoselink stateadvertisements
thatshouldbe obtainedrom the neighbor Thebeginningof thislist is packagednto a Link StateRequespacketfor
transmissiorto the neighbor

Whentheneighborsatisfieghisrequesby sendinghe properLink StateUpdatepacket(s)thelink staterequestist is
truncatedaccordinglyandanewLink StateRequespacketis sent.Unsatisfied_ink StateRequestgreretransmitted
atintervalsof Rxmtinterval. Thereshouldbe at mostoneLink StateRequespacketoutstandingatanyonetime.

Whenthelink staterequestist become®mpty the Loading Done neighboreventis generated.

10.10 An Example

Figurel4showsanexampleof anadjacencyorming. RouterdRT1andRT2arebothconnectedo abroadcastetwork.
It is assumedhatRT2 is the Designatedrouterfor the network,andthatRT2 hasa higherRouterlD thatrouterRT1.

Theneighborstatechangesealizedby eachrouterarelisted on the sidesof thefigure.

At the beginningof Figure 14, routerRT1’s interfaceto the networkbecomeoperational.lt beginssendinghellos,
althoughit doesnt knowtheidentity of the Designatedrouteror of anyotherneighboringrouters.RouterRT2 hears
this hello (movingtheneighborto Init state),andin its nexthello indicatesthatit is itself the DesignatedRouterand
thatit hasheardhellosfrom RT1. Thisin turncausedRT1to goto stateExStart, asit startsto bringup theadjacency

RT1 beginsby assertingtself asthe master Whenit seeghatRT2 is indeedthe master RT1 transitionsto slavestate
andadoptdts neighboirssequencaumber Databas®escriptionpacketsarethenexchangedwith pollscomingfrom

themaster(RT2) andresponseffom theslave(RT1). Thissequencef Databas®escriptionPacketendswvhenboth
thepoll andassociatedesponséasthe M-bit off.

In thisexamplejt is assumedhatRT2 hasa completelyup to datedatabaseln thatcase RT2 goesimmediatelyinto
Full state.RT1will gointo Full stateafterupdatingthe necessarpartsof its databaseThis is doneby sendingLink
StateRequesPacketsandreceivingLink StateUpdatePacketsn response.
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e Else,generatehe neighboreventSeqNumber Mismatch andstopprocessinghe packet.

Loading or Full In this state,the router hassentand receivedan entire sequenceof DatabaseDescriptions. The
only packetsreceivedshouldbe duplicates(seeabove). Any other packetsreceived,including the reception
of a packetwith the Initialize(l) bit set,shouldgeneratehe neighboreventSeqNumber Mismatch. & Dupli-
catesshouldbe discardedy the master The slavemustrespondo duplicatesby repeatingthe last Database
Descriptionpacketthatit sent.

Whentherouteraccepts receivedDatabaséescriptionPacketasthe nextin sequencéhe packetcontentsarepro-
cessedsfollows. Foreachlink stateadvertisemeniisted, the routerlooksin its databas¢o seewhetherit alsohas
aninstantiationof thelink stateadvertisementlf it doesnot, or if the databaseopyis lessrecent(seeSection13.1),
thelink stateadvertisemenis putonthelink staterequestlist sothatit canberequestedvhentheneighbois state
transitiongo Loading.

Whentherouteracceptareceivedatabas®escriptionPackeasthenextin sequencet alsoperformsthefollowing
actions dependingopn whetherit is masteror slave:

Master Incrementghesequencaumber If therouterhasalreadysentits entiresequencef Databas®escriptions,
andthejustacceptegackethasthe morebit (M) setto 0, the neighboreventExchangeDoneis generated.
Otherwisejt shouldsenda new Databas®escriptionto theslave.

Slave Setsthe sequenc&umberto the sequencaumberappearingn the receivedpacket. The slavemustsenda
Databasdescriptionin reply. If thereceivedpackethasthemorebit (M) setto 0, andthe packetto besent
by the slavewill havethe M-bit setto 0 also,the neighboreventExchangeDoneis generatedNotethatthe
slavealwaysgeneratethis eventfirst.

10.7 ReceivingLink StateRequestPackets

This sectionexplainsthe detailedprocessingf receivedLink StateRequesipackets.ReceivedLink StateRequest
Packetsspecifya list of link stateadvertisementshatthe neighborwishesto receive. Link stateRequestPackets
shouldbe accepteday the masterwhenthe neighboris in statesExchange Loading, or Full. Link stateRequest
Packetshouldbe acceptedy the slavewhenthe neighboris in stated oading or Full. In all otherstated_ink State
requestshouldbeignored.

Eachlink stateadvertisemengpecifiedn theLink StateRequespacketshouldbelocatedn therouter sdatabaseand
copiedinto Link StateUpdatepacketdor transmissiorno the neighbor Thesedlink stateadvertisementshouldNOT
beplacedonthelLink stateretransmissionlist for theneighbor If alink stateadvertisementannotbe foundin the
databasesomethinghasgonewrong with the synchronizatiorprocedureandneighboreventBadLSReq shouldbe
generated.

10.8 SendingDatabaseDescription Packets

This sectiondescribefiowDatabas®escriptionPacketaresentto aneighbor Thesendingof thesepacketdepends
ontheneighbots state.In stateExStart the routersendsemptyDatabaséescriptionpacketswith theinitialize (1),
more(M) andmaster(MS) bits set. ThesepacketareretransmittecveryRxmtintervalseconds.

In stateExchangetheDatabas®escriptionPacketactuallycontainsummarie®f thelink stateinformationcontained
in the routers database.Eachlink stateadvertisemenin the areas topologicaldatabasdat the time the neighbor

8Notethatit is possiblefor a routerto resynchronizeny of its fully establishechdjacenciedy settingthe adjacencys statebackto ExStart.
Thiswill causeheotherendof the adjacencyto processa Seg Number Mismatch event,andthereforeto alsogo backto ExStart state.
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e Finally, the BackupDesignatedRouterfield in theHello Packetis examined If the neighboris declaringitself
to be backupDesignatedRouter(backupDesignatedRouterfield = neighborlD) andit hadnot previously or
theneighboris not declaringitself backupDesignatedRkouterwhereit hadpreviously thereceivinginterfaces
statemachineis scheduledvith the eventNeighborChange In anycase the BackupDesignhatedRouteritem
in the neighborstructures setaccordingly

10.6 ReceivingDatabaseDescription Packets

This sectionexplainsthe detailedprocessingf a receivedDatabaseDescriptionpacket. The incoming Database
DescriptionPackethasalreadybeenassociatedvith a neighborandreceivinginterfaceby the genericinput packet
processindSection8.2). Thefurtherprocessingf the Databas®escriptionPackedepend®nthe neighborstate.If
theneighbots stateis Down or Attempt the packetshouldbeignored.Otherwisejf the stateis:

Init Theneighborstatemachineshouldbe executedvith theevent2-Way Received This causeanimmediatestate
changeo eitherstate2-Way or stateExstart. The processingf thecurrentpacketshouldthencontinuein this
newstate.

2-Way The packetshouldbe ignored. Databasedescriptionpacketsare usedonly for the purposeof bringing up
adjacencies!

ExStart If thereceivedpacketmatche®neof thefollowing casesthentheneighborstatemachineshouldbeexecuted
with theeventNegotiationDone(causinghestateto transitionto Exchangg andthepacketshouldbeaccepted
asnextin sequencandprocessedurther (seebelow). Otherwisethe packetshouldbeignored.

e Theinitialize(l), more(M) andmaster(MShitsareset,thecontent®f the packetareempty andtheneigh-
bor's RouterlD is largerthantherouters own. In this casetherouteris now Slave. Setthe master/slave
bit to slave,andsetthe sequenc@umberto thatspecifiedoy the master

e Theinitialize(l) andmaster(MS)bits are off, the packets sequenceaumberequalsthe routers own se-
guencenumber(indicating acknowledgmentandthe neighbots RouterID is smallerthanthe routers
own. In this casetherouteris Master

Exchange If thestateof theMS bit is inconsistentvith themaster/slavetateof theconnectiongeneratéheneighbor
eventSeqNumber Mismatch andstopprocessinghe packet.Otherwise:

o If theinitialize(l) bit is set,generateéhe neighboreventSegNumber Mismatch andstopprocessinghe
packet.

¢ If therouteris masterandthe packets sequenceumberequalsthe routefs own sequenceumber(this
packetis thenextin sequencedhe packetshouldbe acceptedndits contentprocessedbelow).

o If therouteris masteyandthe packets sequenc&umberis onelessthantherouter s sequenc&umber
the packetis a duplicate.Duplicatesshouldbe discardedy the master

o If therouteris slave,andthepacketssequencaumbelis onemorethantherouter sown sequencaumber
(this packetis the nextin sequencethe packetshouldbe acceptedndits contentprocessedbelow).

¢ If therouteris slave andthepacketssequencaumberis equalto theroutef ssequencaumberthepacket
is aduplicate.Theslavemustrespondo duplicatedy repeatinghelastDatabas@®escriptionpacketthat
it sent.

“Whenthe identity of the DesignatedRouteris changing,it may be quite commonfor a neighborin this stateto sendthe routera Database
Descriptionpacket;this meanghatthereis somemomentarydisagreemern the DesignatedRouter sidentity.
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Theadjacency-forminglecisionoccursn two placesn theneighborstatemachine.First, whenbidirectionalcommu-
nicationis initially establishedvith theneighborandsecondlywhentheidentity of the attachedetwork’s (Backup)
Designatedrouterchangeslf the decisionis madeto not attemptanadjacencythe stateof the neighborcommuni-
cationstopsat 2-Way.

An adjacencyshouldbe establishedvith a (bidirectional)neighborif atleastoneof thefollowing conditionsholds:

- Theunderlyingnetworktypeis point-to-point

- Theunderlyingnetworktypeis virtual link

- Therouteritself is the Designatedrouter

- Therouteritself is the BackupDesignatedrouter

- Theneighboringrouteris the Designatedrouter

- Theneighboringrouteris the BackupDesignatedrouter

10.5 ReceivingHello packets

This sectionexplainsthe detailedprocessingf a receivedHello packet. (SeeSectionA.4 for the format of Hello
packets.)Thegenericinput processingf OSPFpacketswill havecheckedhevalidity of thelP headeandthe OSPF
packetheaderNext, thevaluesof theNetwork Mask, Hellolnt, andDeadInt fieldsin thereceivedHello packetmust
be checkedagainsthe valuesconfiguredfor thereceivinginterface.Any mismatchcausegrocessingdo stopandthe
packetto bedropped.In otherwords,the abovefields arereally describingthe attachechetwork’s configuration.

The sourceof the Hello Packetis thenmatchedo oneof thereceivinginterfaces neighbors.The sourceis identified
eitherby the RouterID foundin the OSPFpacketheadeor by IP sourceaddresgoundin the Hello’s IP headerThe
interfaces currentlist of neighbords containedn theinterfaces datastructure.

If a matchingneighborstructurecannotbe found, (i.e., this is the first time the neighborhasbeendetected)pneis
created Whenit is createdthe neighborstructures NeighborlD andNeighborlP addressreset. Theinitial stateof
theneighboris setto Down.

Nowtherestof theHello Packeis examinedgeneratingventdo begivento theneighborandinterfacestatemachines.
Thesestatemachinesare specifiedeitherto be executedr scheduledseeSection4.4). Forexample by specifying
belowthattheneighborstatemachinebeexecutedn line, severaheighborstatetransitionamaybeeffectedby asingle
receivedHello:

e EachHello Packettausesheneighborstatemachineto beexecutedvith theeventHello Received

e Thenthelist of neighborscontainedn the Hello Packetis examined. If the routeritself appeardn this list,
the neighborstatemachineshouldbe executedvith the event2-Way Received Otherwise the neighborstate
machineshouldbe executedvith theeventl-Way Received andthe processingf the packetstops.

e Next, the Hello packets RouterPriority field is examined.If this field is differentthanthe onepreviouslyre-
ceivedfrom theneighborthereceivinginterfaces statemachines scheduledvith theeventNeighborChange
In any casethe RouterPriority field in the neighbordatastructureshouldbe setaccordingly

¢ Next the DesignatedRouterfield in the Hello Packetis examined. If the neighboris declaringitself to be
Designatedrouter(DesignatedRouterfield = neighborID) andit hadnot previously or the neighboris not
declaringitself DesignatedRouterwhereit hadpreviously thereceivinginterfaces statemachines scheduled
with the eventNeighborChange In any case,the DesignatedRouteritem in the neighborstructureis set
accordingly
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of link stateadvertisementsThentherouterincrementghe sequencaumberfor this
neighbor declarestself master(setsthe master/slavéit to master) andstartssending
DatabasdescriptionPacketswith theinitialize (1), more(M) andmaster(MS) bits
set. This DatabasdescriptionPacketshouldbe otherwiseempty(seeSection10.8).

Any state
KillNbr
Down

ThelLink stateretransmissionlist, Databasesummary list andLink staterequest
list areclearedof link stateadvertisementsAlso, theinactivity timeris disabled.

Any state
LLDown
Down

ThelLink stateretransmissionlist, Databasesummary list andLink staterequest
list areclearedof link stateadvertisementsAlso, theinactivity timeris disabled.

Any state
Inactivity Timer
Down

ThelLink stateretransmissionlist, Databasesummary list andLink staterequest
list areclearedof link stateadvertisements.

2-Way or greater

1-Way Received

Init

ThelLink stateretransmissionlist, Databasesummary list andLink staterequest
list areclearedof link stateadvertisements.

2-Way or greater
2-Way received
No statechange.
No actionrequired.

Init
1-Wayreceived
No statechange.
No actionrequired.

10.4 Whether to becomeadjacent

Adjacenciesare establishedvith somesubsetof the router's neighbors. Routersconnectedoy point-to-pointnet-
works andvirtual links alwaysbecomeadjacent.On multi-accessietworks,all routersbecomeadjacento boththe

DesignatedRouterandthe BackupDesignatedrouter
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networklinks and summarylinks containedn the areastructure alongwith the AS
externallinks containedn the global structure. AS externallink advertisementare
omittedfrom avirtual neighbotsDatabasesummary list. Advertisementsvhoseage
is equalto MaxAgeareinsteadaddedo theneighbotsLink stateretransmissionlist.
A summaryof the Databasesummary list will be sentto the neighborin Database
Descriptionpackets.EachDatabaséescriptionPackethasa sequenc&umber and
is explicitly acknowledged.Only one DatabaseDescriptionPacketis allowed out-
standingat any onetime. For moredetail on the sendingandreceivingof Database
DescriptionpacketsseeSectionsl0.8and10.6.

Exchange
ExchangeDone
Loading

StartsendingLink StateRequesipacketsto the neighbor(seeSection10.9). These
arerequestdgor theneighboits morerecentadvertisementévhich werediscoveredn
the Exchangestate). Theseadvertisementarelisted in the Link state requestlist
associateavith thenneighbor

Loading

Loading Done

Full

No actionrequired.Thisis anadjacencysfinal state.

2-Way
AdjOK?
Dependaiponactionroutine.

Determinewhetheran adjacencyshouldbe formedwith the neighboringrouter(see
Section10.4). If not, the neighborstateremainsat 2-Way. Otherwise transitionthe
neighborstateto Exchangeandperformthe actionsassociatedavith the abovestate
machineentryfor statelnit andevent2-Way Received

ExStart or greater
AdjOK?
Dependaiponactionroutine.

Determinewhetherthe neighboringroutershouldstill be adjacent.If yes,thereis no
statechangeandno furtheractionis necessary

Otherwisethe(possiblypartially formed)adjacencynustbedestroyed Theneighbor
statetransitionsto 2-Way. ThelLink stateretransmissionlist, Databasesummary
list andLink staterequestlist areclearedof link stateadvertisements.

Exchangeor greater
SegNumber Mismatch
ExStart

The (possiblypartially formed)adjacencyis torn down, andthenan attemptis made
at reestablishmentThe neighborstatefirst transitionsto ExStart. The Link state
retransmissionlist, Databasesummary list andLink staterequestlist arecleared
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Down
Start
Attempt

Sendanhelloto theneighbor(this neighboris alwaysassociateevith anon-broadcast
network)andstartthe inactivity timer for the neighbor Thetimer slaterfiring would
indicatethatcommunicatiorwith the neighborwasnot attained.

Attempt

Hello Received

Init

Restartthe inactivity timer for the neighbor sincethe neighborhasnow beenheard
from.

Down

Hello Received

Init

Startthe inactivity timer for the neighbor Thetimer slaterfiring would indicatethat
theneighboris dead.

Init or greater
Hello Received
No statechange.

Restartthe inactivity timer for the neighbor sincethe neighborhasagainbeenheard
from.

Init

2-Way Received

Dependsiponactionroutine.

Determinewhetheran adjacencyshouldbe establishedvith the neighbor(seeSec-
tion 10.4).If not,the newneighborstateis 2-Way.
Otherwise(anadjacencyshouldbeestablished)he neighborstatetransitionsto ExS-
tart. Upon enteringthis state,the routerincrementsthe sequencenumberfor this
neighbor If this is the first time that an adjacencyhasbeenattemptedthe sequence
numbershouldbe assignedsomeuniquevalue (like the time of day clock). It then
declarestself master(setsthe master/slavéit to master) andstartssendingDatabase
DescriptionPacketswith theinitialize (I), more(M) andmaster(MS) bits set. This
DatabaséescriptionPacketshouldbe otherwiseempty This Databaséescription
Packetshouldbe retransmittedat intervalsof Rxmtintervaluntil the next stateis en-
tered(seeSection 10.8).

ExStart
NegDone
Exchange

The router mustlist the contentsof its entire arealink statedatabasen the neigh-
bor Databasesummary list. Thearealink statedatabaseonsistsof therouterlinks,
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2-Way Received Bidirectionalcommunicatiorhasbeenrealizedbetweerthe two neighboringrouters. This is indi-
catedby thisrouterseeingitself in theother's Hello packet.

NegotiationDone The Master/Slaveelationshiphasbeennegotiatedandsequenc&umbershavebeenexchanged.
This signalsthe startof the sending/receivingf Databaséescriptionpackets.For moreinformationon the
generatiorof this event,consultSection10.8.

ExchangeDone Both routershavesuccessfullytransmitteda full sequencef Databasdescriptionpackets.Each
routernow knowswhat partsof its link statedatabaseareout of date. For moreinformationon the generation
of this event,consultSection10.8.

SegNumber Mismatch A Databas®escriptionpackethasbeenreceivedhateithera) hasanunexpectedequence
numberor b) unexpectedhjhasthe Init bit set. This indicatesthat someerror hasoccurredduring adjacency
establishment.

BadLSReq A Link StateRequeshasbeerreceivedor alink stateadvertisememotcontainedn thedatabaseThis
indicatesanerrorin the synchronizatiorprocess.

Loading Done Link StateUpdateshavebeenreceivedfor all out-of-dateportionsof the databaseThis is indicated
by thelink staterequeslist becomingempty after processing Link StateUpdate.

AdjOK? A decisionmustbe made(again)asto whetheranadjacencyshouldbe establishedvith the neighbor This
eventwill startsomeadjacenciesorming,anddestroyothers.

Thefollowing eventscausewell developecheighbordo revertto lesserstates.Unlike theaboveeventstheseevents
may occurwhenthe neighborconversations in any of a numberof states.

1-Way An Hello packethasbeenreceivedfrom the neighborin which this routeris not mentioned.This indicates
thereis communicatiorwith the neighboris notbidirectional.

KillNbr Thisis anindicationthatall communicationwith the neighboris now impossible forcing the neighborto
revertto Down state.

Inactivity Timer Theinactivity Timerhasfired. This meanghatno Hello packetshavebeenseerrecentlyfrom the
neighbor The neighbomrevertsto Down state.

LLDown Thisis anindicationfrom the lower level protocolsthat the neighboris now unreachable For example,
on an X.25 networkthis could be indicatedby an X.25 clearindicationwith appropriatecauseanddiagnostic
fields. This eventforcestheneighborinto Down state.

10.3 The Neighbor statemachine

A detaileddescriptionof the neighborstatechangegollows. Eachstatechangés invokedby anevent(Section10.2).

This eventmay producedifferenteffects,dependingon the currentstateof the neighbor For this reasonthe state
machinebelowis organizedby currentneighborstateandreceivedevent. Eachentryin the statemachinedescribes
theresultingnewneighborstateandthe requiredsetof additionalactions.

Whenan neighbots statechangesit may be necessaryo rerunthe DesignatedRouterelectionalgorithm. This is
determinedby whetherthe interfaceNeighbor Change eventis generatedseeSection9.2). Also, if the Interface
is in DR state(the router is itself DesignatedRouter),changedn neighborstatemay causea new network links
advertisemento beoriginated(seeSection12.3).

Whenthe neighborstatemachineneedgo invoke the interfacestatemachine,it shouldbe doneasa scheduledask
(seeSectiond.4). This simplifiesthings,by ensuringthatneitherstatemachinewill be executedecursively
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Thegraphin Figure13 showsthe forming of anadjacencyNot everytwo neighboringroutersbecomeadjacentsee
Section10.4). The adjacencystartsto form whenthe neighboris in stateExStart. After the two routersdiscover
their master/slavastatus the statetransitionsto Exchange At this pointthe neighborstartsto beusedin theflooding
procedureandthetwo neighboringoutersbeginsynchronizingheirdatabasesihenthissynchronizations finished,
theneighboris in stateFull andwe saythatthe two routersarefully adjacent At this pointthe adjacencys listedin

link stateadvertisements.

Foramoredetaileddescriptiorof neighborstatechangestogethemwith theadditionalactionsnvolvedin eachchange,
seeSectionl10.3.

Down Thisistheinitial stateof aneighborconversationlt indicateghattherehasbeemoreceninformationreceived
from theneighbor On non-broadcastetworks,Hello packetanay still be sentto “Down” neighborsalthough
atareducedrequency(seeSection9.5.1).

Attempt This stateis only valid for neighborsattachedon-broadcastetworks(or neighborsassociatedavith virtual
links). It indicatesthat no recentinformationhasbeenreceivedfrom the neighbor but thata more concerted
effort shouldbe madeto contactthe neighbor This is doneby sendingthe neighborHello packetsatintervals
of HelloIlnterval(seeSection9.5.1).

Init In this state,anHello packethasrecentlybeenseenfrom the neighbor However bidirectionalcommunication
hasnot yet beenestablishedvith the neighbor(i.e., the routeritself did not appearin the neighbots Hello
packet).All neighbordn this state(or higher)arelistedin the Hello packetssentfrom the associatedhterface.

2-Way In this state communicatiorbetweerthetwo routersis bidirectional. This hasbeenassuredy the operation
of theHello Protocol. Thisis themostadvancedtateshortof beginningadjacencyestablishmentThe(Backup)
Designatedrouteris selectedrom the setof neighbordn state2-Way or greater

ExStart Thisis thefirst stepin creatingan adjacencybetweerthe two neighboringrouters. The goal of this stepis
to decidewhichrouteris the masterandto decideupontheinitial sequencaumber Neighborconversationg
this stateor greaterarecalledadjacencies.

Exchange In thisstatetherouteris describingts entirelink statedatabaséy sendingDatabas®escriptionpacketgo
theneighbor EachDatabas®escriptionPackethasa sequenc@umberandis explicitly acknowledgedOnly
oneDatabas®escriptionPackeis allowedoutstandingatanyonetime. All adjacencie this stateor greater
areusedby thefloodingprocedureln fact, theseadjacenciearefully capableof transmittingandreceivingall
typesof OSPFroutingprotocolpackets.

Loading In thisstate Link StateRequespacketsaresentto the neighboraskingfor the morerecentadvertisements
thathavebeendiscoveredn the Exchangestate.

Full In this state,the neighboringroutersarefully adjacent.Theseadjacenciesvill how appeatin routerlinks and
networklinks advertisements.

10.2 Eventscausingneighbor statechanges

Statechangesanbe effectedby a numberof events.Theseeventsareshownin thelabelsof the arcsin Figures12
and13. Thelabeldefinitionsareasfollows:

Hello Received A Hello packethasbeenreceivedfrom a neighbor

Start Thisis anindicationthatHello Packetshouldnowbesentto theneighboratintervalsof Hellolntervalseconds.
This eventis generateanly for neighborsassociateavith non-broadcastetworks.
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SequenceNumber A 32-bit numberidentifying individual Databaséescriptionpackets.Whenthe neighborstate
ExStartis enteredthe sequenc@umbershouldbe setto a valuenot previouslyseenby the neighboringroutet
Onepossibleschemads to usethe machines time of day counter The sequenceaumberis thenincremented
by the mastemwith eachnew Databas@®escriptionpacketsent. The slaves sequencaumberindicatesthe last
packetreceivedfrom the master Only onepacketis allowedoutstandingatatime.

Neighbor ID TherouterID of thenneighboringrouter

Neighbor priority Therouterpriority of the neighboringouter Containedn theneighbotsHello packetsthisitem
is usedwhenselectinghe DesignhatedRouterfor the attachedetwork.

Neighbor IP address TheIP addres®f the neighboringroutersinterfaceto theattachecetwork. Usedasthe Des-
tinationIP addressvhenprotocolpacketsaresentasunicastsalongthis adjacencyAlso usedto constructthe
link stateOriginatingID for theattachechetworkif the neighboringrouteris selectedo be Designatedrouter
The neighborlP addresss learnedwhenHello packetsarereceivedfrom the neighbor or is configuredif this
is avirtual adjacencyseeSectionC.4).

Neighbor's DesignatedRouter The neighbots ideaof the DesignatedRouter If this is the neighboritself, this is
importantin thelocal calculationof the DesignatedRkouter Definedonly on multi-accessietworks.

Neighbor's Backup DesignatedRouter Theneighbotsideaof theBackupDesignatedRouter If thisistheneighbor
itself, this is importantin thelocal calculationof the BackupDesignatedRouter Definedonly on multi-access
networks.

The next setof variablesarelists of link stateadvertisementsTheselists describesubsetof the areatopological
database.Thereare four distinct typesof link stateadvertisementé an areatopologicaldatabase:routerlinks,
networklinks, and summarylinks (all storedin the areadatastructure),andAS externallinks (storedin the global
datastructure).

Link stateretransmissionlist Thelist of link stateadvertisementthathavebeenfloodedbut not but not acknowl-
edgedon this adjacency Thesewill be retransmittedat intervalsuntil they are acknowledgedpr until the
adjacencys destroyed.

Databasesummary list The completelist of link stateadvertisementthat makeup the areatopologicaldatabase,
at the momentthe neighborgoesinto DatabasdExchangestate. This list is sentto the neighborin Database
Descriptionpackets.

Link staterequestlist Thelist of link stateadvertisementthatneedto be receivedfrom this neighborin orderto
synchronizeéhe two neighbors’topologicaldatabasesThislist is createdasDatabaséescriptionpacketsare
received.Theneighboris latersentLink StateRequespacketauntil theinitialization list becomegmpty.

10.1 Neighbor states

The stateof a neighbor(really, the stateof a conversatiobeingheldwith a neighboringrouter)is documentedn the

following sections.The statesarelistedin orderof progressingunctionality. For example the inoperativestateis

listedfirst, followed by alist of intermediatestateeforethefinal, fully functionalstates achieved.Thespecification
makesuseof this orderingby sometimesnakingreferencesuchas“thoseneighbors/adjacenci@s stategreateithan
X". Figures12 and13 showthe graphof neighborstatechanges.The arcsof the graphsarelabelledwith the event
causingthe statechange.The neighboreventsaredocumentedh the nextsection.

Thegraphin Figure 12 showthe statechange®ffectedby the Hello Protocol. The Hello Protocolis responsibldor
neighboracquisitionandmaintenanceandfor ensuringtwo way communicatiorbetweemeighbors.
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otherendof thevirtual link) everyHellolntervalsecondsOn non-broadcastetworks the sendingof Hello packets
is morecomplicated.Thiswill becoveredn thenextsection.

9.5.1 SendingHello packetson non-broadcastnetworks

Staticconfigurationinformationis necessaryn orderfor the Hello Protocolto function on non-broadcashetworks
(seeSectionC.5). Everyattachedouterwhich is eligible to becomeDesignatedRouterhasa configuredist of all of
its neighborson the network. Eachlisted neighboris labelledwith its DesignatedRoutereligibility .

The interfacestatemustbe at leastWaiting for any hellosto be sent. Hellos arethensentdirectly (asunicasts)to
somesubsebdf arouter s neighbors.Sometimesanhello is sentperiodicallyon a timer; at othertimesit is sentasa
responsé¢o areceivedhello. A router shello-sendindehaviowvariesdependingnwhethertherouteritself is eligible
to becomeDesignatedRouter

If the routeris eligible to becomeDesignatedrouter it mustperiodically sendhellosto all neighborgthat arealso
eligible. In addition,if the routeris itself the DesignatedRouteror BackupDesignatedRouter it mustalsosend
periodichellosto all otherneighbors.This meanghatanytwo eligible routersarealwaysexchanginghellos,which
is necessaryor the correctoperationof the Designatedrouterelectionalgorithm. To minimize the numberof hellos
sent,the numberof eligible routerson a non-broadcastetworkshouldbekeptsmall.

If the routeris not eligible to becomeDesignatedrouter it must periodically sendhellosto both the Designated
Routerandthe BackupDesignatedrouter(if theyexist). It mustalsosendanhelloin replyto anhelloreceivedrrom
any eligible neighbor(otherthanthe currentDesignatedRouterand BackupDesignatedRouter). This is neededo
establishaninitial bidirectionalrelationshipwith any potentialDesignatedRouter

WhensendingHello packetgeriodicallyto anyneighbortheintervalbetweerhellosis determinedy theneighbois
state. If the neighboris in stateDown, hellosare senteveryPollintervalseconds.Otherwise hellosare sentevery
HelloIntervalseconds.

10 The Neighbor Data Structure

An OSPFrouterconversesvith its neighboringrouters.Eachseparateonversations describedy a “neighbordata
structure”.Eachconversations boundto aparticularOSPFouterinterface andis identifiedeitherby theneighboring
routers OSPFrouterID or by its NeighborIP addresqseebelow). Thusif the OSPFrouter and anotherrouter
havemultiple attachedhetworksin commonmultiple conversationgnsuegachdescribedy auniqueneighbordata
structure Eachseparateonversations looselyreferredto in thetextasbeinga separaténeighbor’.

The neighbordatastructurecontainsall information pertinentto the forming or formed adjacencybetweenthe two
neighbors.(However remembethatnot all neighborsbecomeadjacent.)An adjacencycanbe viewedasa highly
developedconversatiorbetweertwo routers.

State Thefunctionallevel of the neighborconversationThis is describedn moredetailin thenextsection.

Inactivity Timer A singleshottimer whosefiring indicatesthatno Hello Packethasbeenseenfrom this neighbor
recently

Master/Slave Whenthetwo neighborsareexchanginglatabasesheyform aMasterSlaverelationship.The Master
sendsthefirst DatabaséDescriptionPacket,andis the only partthatis allowedto retransmit. The slavecan
only respondo the mastets Databas®escriptionPacketsThe master/slaveelationshipis negotiatedn state
ExStart.
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longerbeeligible for BackupDesignatedrouterelection. Among otherthings, thiswill ensurethatno router
will declareitself bothBackupDesignatedRouterandDesignatedRouter °

5. As aresultof thesecalculationstherouteritself maynow be Designatedrouteror BackupDesignatedRouter
SeeSections/.3 and7.4 for the additionaldutiesthis would entail. The router's interfacestateshouldbe set
accordingly If therouteritself is now DesignatedRouter the newinterfacestateis DR. If therouteritself is
now BackupDesignatedRouter the newinterfacestateis Backup. Otherwise the new interfacestateis DR
Other.

6. If theattachechetworkis non-broadcastndthe routeritself hasjust becomeg(Backup)DesignatedRouter it
muststartsendinghellosto thoseneighborghatarenoteligibleto becomeDesignatedRouter(seeSectior.5.1).
Thisis doneby invoking the neighboreventStart for eachneighborhavinga Router Priority of 0.

7. If the abovecalculationshave causedhe identity of the (Backup) DesignatedRouterto change the set of
adjacenciesissociateavith this interfacewill needto be modified. Someadjacenciesnay needto be formed,
andothersmayneedto be broken.To accomplistthis, invoke the eventAdjOK? onall neighborsvhosestate
is atleast2-Way. Thiswill causetheir eligibility for adjacencyto bereexaminedseeSectionsl0.3and10.4).

Thereasorbehindtheelectionalgorithm’s complexityis the desirefor anorderlytransitionfrom BackupDesignated
Routerto DesignatedRrouter whenthe currentDesignatedRouterfails. This orderly transitionis ensuredhrough
theintroductionof hysteresisno newBackuproutercanbe choseruntil the old Backupacceptdts new Designated
Routerresponsibilities.

If RouterX is notitself eligible to becomeDesignatedRouter it is possiblethatneithera BackupDesignatedrouter
nor aDesignatedRouterwill beselectedn theaboveprocedureNotealsothatif RouterX is theonly attachedouter
thatis eligible to becomeDesignatedrouter it will selectitself asDesignatedRouterandtherewill be no Backup
Designatedrouterfor the network.

9.5 SendingHello packets

Hello packetsare sentout eachfunctioningrouterinterface. They areusedto discoverand maintainneighborrela-
tionships.® On multi-accesnetworks,hellosarealsousedto electthe DesignatecdRouterand BackupDesignated
Router andin thatway determinewvhatadjacencieshouldbeformed.

Theformatof a Hello packetis detailedin SectionA.4. The Hello Packetcontainstherouters RouterPriority (used
in choosinghe Designatedrouter) andtheintervalbetweerHello broadcast§Hellolnterval). The Hello Packetlso
indicateshow often a neighbormustbe heardfrom to remainactive (RouterDeadInterval)Both Hellolntervaland
RouterDeadIntervahustbethe samefor all routersattachedo a commonnetwork.

In orderto ensurgwo-way communicatiorbetweeradjacentoutersthe Hello packetcontainsthelist of all routers
from which helloshavebeenseerrecently The Hello packetalsocontaingherouter s currentchoicefor Designated
RouterandBackupDesignatedRouter A valueof 0 in thesefieldsmeanghatonehasnotyet beenselected.

On broadcashetworksand physicalpoint-to-pointnetworks,Hello packetsare senteveryHellolnterval secondgo
thelP multicastaddresllISPFRouters Onvirtual links, Hello packetsaresentasunicastgaddressedirectly to the

5|t is instructiveto seewhathappensvhenthe DesignhatecdRouterfor the networkcrashes Call the DesignatedRouterfor the network RT1,
andthe the BackupDesignatedRouterRT2. If routerRT1 crashegor maybeits interfaceto the networkdies),the otherrouterson the network
will detectRT1's absencavithin RouterDeadIntervadeconds.All routersmay not detectthis at preciselythe sametime; the routersthat detect
RT1'sabsencdeforeRT2 doeswill, for atime, selectRT2 to be both DesignatedRouterandBackupDesignatedrouter WhenRT2 detectshat
RT1is goneit will moveitself to DesignatedRouter At thistime, theremainingrouterhavinghighestRouterPriority will be selectecasBackup
Designatedrouter

60n point-to-pointnetworks,the lower level protocolsindicatewhetherthe neighboris up andrunning. Likewise, existenceof the neighbor
on virtual links is indicatedby the routing table calculation. However in both thesecasesthe Hello Protocolis still used. This ensureghat
communicatiorbetweertheneighbords bidirectional,andthateachof the neighborshasa functioningrouting protocollayer.
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State(s): Any State
Event: Interface Down
Newstate: Down

Action:  All interfacevariablesareresetandinterfacetimersdisabled.Also, all neighborcon-
nectionsassociatedvith the interfaceare destroyed.This is doneby generatinghe
eventKillNbr onall associateseighborgseeSection10.2).

State(s): Any State
Event:  Loop Ind
Newstate:  Loopback

Action:  Sincethisinterfaceis nolongerconnectedo the attachedhetworkthe actionsassoci-
atedwith theabovelnterface Down eventareexecuted.

State(s): Loopback
Event:  Unloop Ind
Newstate:  Down

Action: No actionsarenecessaryor exampletheinterfacevariableshavealreadybeenreset
uponenteringthe Loopback state. Note thatreceptionof an Interface Up eventis
necessarpeforetheinterfaceagainbecomedully functional.

9.4 Electing the DesignatedRouter

The DesignatedRoutercalculationproceedsasfollows: Call the routerdoing the calculationRouterX. Thelist of

neighborsattachedo the networkandhaving establishedidirectionalcommunicatiorwith RouterX is examined.
This list is preciselythe collectionof RouterX'’ s neighborgon this network)whosestateis greaterthanor equalto

2-Way (seeSection10.1). RouterX itself is alsoconsideredo be on thelist. Discardall routersfrom the list that

areineligible to becomeDesignatedRouter (RoutershavingRouterPriority of 0 areineligible to becomeDesignated
Router.)Thefollowing stepsarethenexecutedconsideringonly thoseroutersthatremainonthelist:

1. Notethecurrentvaluesfor the network’s DesignatedRouterandBackupDesignatedRouter Thisis usedlater
for comparisorpurposes.

2. Calculatethe new BackupDesignatedrouterfor the networkasfollows. If one or moreof the routershave
declaredhemselveBackupDesignatedrouter(they havelisted themselvessBackupDesignatedRouterin
their Hello Packets}he one having highestRouter Priority is declaredto be BackupDesignatedrouter In
caseof atie, the onehavingthe highestRouterID is chosen.If no routershavedeclaredhemselveBackup
DesignatedRouter chooseherouterhavinghighestRouterPriority, excludingthoserouterswho havedeclared
themselve®esignatedRouter andagainusethe RouterID to breakties.

3. Calculatethe new Designatedrouterfor the networkasfollows. If oneor more of the routershavedeclared
themselve®esignatedRouter(theyhavelistedthemselvessDesignatedRouterin their Hello Packetsjheone
havinghighestRouterPriority is declaredo be Designatedrouter In caseof atie, the onehavingthe highest
RouterID is chosen. If no routershavedeclaredthemselveDesignatedRouter promotethe new Backup
Designatedrouterto Designatedrouter

4. If RouterX is now newlythe(Backup)DesignatedRouter or is nownolongerthe (Backup)DesignatedRouter
repeatstep? and3. Forexamplejf RouterX is nowthe DesignatedRkouter whenstep? is repeateX will no
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9.3 The Interface statemachine

A detaileddescriptionof the interfacestatechangedollows. Eachstatechangeis invokedby anevent(Section9.2).
This eventmay producedifferenteffects,dependingon the currentstateof the interface. For this reasonthe state
machinebelowis organizedby currentinterfacestateandreceivedevent. Eachentryin the statemachinedescribes
theresultingnewinterfacestateandthe requiredsetof additionalactions.

Whenaninterfaces statechangesit maybenecessaryo originatea newrouterlinks advertisementSeeSection12.3
for moredetails.

Someof therequiredactionsbelowinvolve generatingeventsfor the neighborstatemachine.For example whenan
interfacebecomesnoperative all neighborconnectionsassociatedvith the interfacemustbe destroyed.For more
informationon the neighborstatemachine seeSection10.3.

State(s): Down
Event: Interface Up
Newstate: Dependsnactionroutine

Action:  StarttheintervalHello Timer, enablingthe periodicsendingof Hello packetsutthe
interface.If the attachechetworkis a physicalpoint-to-pointnetworkor virtual link,
the interfacestatetransitionsto Point-to-Point. Else,if the routeris not eligible to
becomeDesignatedRoutertheinterfacestatetransitionsto DR other.

Otherwise the attachedhetworkis multi-accessandthe routeris eligible to become
Designatedrouter In this casejn anattemptto discovertheattachedetwork’s Des-
ignatedRouterthe interfacestateis setto Waiting andthe single shotWait Timer
is started. If in additionthe attachedhetworkis non-broadcastgxaminethe config-
uredlist of neighbordor thisinterfaceandgeneratehe neighboreventStart for each
neighborthatis alsoeligible to becomeDesignatedrouter

State(s): Waiting
Event:  Backup Seen
Newstate:  Dependaiponactionroutine.

Action:  Calculatethe attachedhetwork’s BackupDesignatedRouterand Designatedrouter
asshownin Section9.4. As aresultof this calculation the new stateof theinterface
will beeitherDR other, Backup or DR.

State(s): Waiting
Event:  Wait Timer
Newstate:  Dependaiponactionroutine.

Action:  Calculatethe attachedhetwork’s BackupDesignatedRouterand Designatedrouter
asshownin Section9.4. As aresultof this calculation the new stateof theinterface
will beeitherDR other, Backup or DR.

State(s): DR Other, Backup or DR
Event:  Neighbor Change
Newstate:  Dependaiponactionroutine.

Action: Recalculateheattachedetwork's BackupDesignatedRouterandDesignatedRouter
asshownin Section9.4. As aresultof this calculation the new stateof theinterface
will beeitherDR other, Backup or DR.
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DR In this state,this routeritself is the DesignatedRouteron the attachednetwork. Adjacenciesare established
to all otherroutersattachedo the network. Theroutermustalsooriginatea networklinks advertisementor
the networknode. The advertisementvill containlinks to all routers(includingthe DesignatedRouteritself)
attachedo the network. SeeSection7.3for moredetailson thefunctionsperformedby the Designatedrouter

9.2 Eventscausinginterface statechanges

Statechangeganbeeffectedby a numberof events.Theseeventsarepicturedasthelabelledarcsin Figure1l. The
labeldefinitionsarelistedbelow Foradetailedexplanatiorof the effectostheseeventson OSPFprotocoloperation,
consultSection9.3.

Interface Up Lower-levelprotocolshaveindicatedhatthenetworkinterfacds operational Thisenablesgheinterface
to transitionout of Down state. On virtual links, the interfaceoperationaindicationis actuallya resultof the
shortespathcalculation(seeSection16.7).

Wait Timer The Wait timer hasfired, indicating the end of the waiting periodthat is requiredbeforeelectinga
(Backup)DesignatedRouter

Backup seen Therouterhasdetectedhe existenceor non-existencef aBackupDesignatedrouterfor thenetwork.
This is donein one of two ways. First, a Hello Packetmay be receivedfrom a neighborclaiming to be itself
the BackupDesignatedRouter Alternatively, a Hello Packetmaybe receivedfrom a neighborclaimingto be
itself the Designatedrouter andindicatingthatthereis no Backup. In eithercasetheremustbe bidirectional
communicatiorwith the neighbori.e., theroutermustalsoappeaiin the neighbois Hello Packet.This event
signalsan endto the Waiting state.

Neighbor Change Therehasbeena changein the setof bidirectionalneighborsassociatedvith the interface. The
(Backup)DesignatedRouterneedsto berecalculated.The following neighborchangedeadto the Neighbor
Changeevent.Foranexplanatiorof neighborstatesseeSection10.1.

e Bidirectionalcommunicatiorhasbeenestablishedo a neighbor In otherwords,the stateof the neighbor
hastransitionedo 2-Way or highet

e Thereis nolongerbidirectionalcommunicatiorwith aneighbor In otherwords,the stateof the neighbor
hastransitionedo Init or lower.

e Oneofthebidirectionalneighborss newly declaringtself as(Backup)DesignatedRouter Thisis detected
throughexaminatiorof thatneighbots Hello Packets.

e Oneof the bidirectionalneighborss no longerdeclaringitself as (Backup)DesignatedRouter This is
againdetectedhroughexaminatiorof thatneighbots Hello Packets.

e TheadvertisedRouter Priority for abidirectionalneighborhaschanged.Thisis againdetectedhrough
examinatiorof thatneighbotsHello Packets.

Loop Ind An indication hasbeenreceivedthat the interfaceis now loopedbackto itself. This indication canbe
receivedeitherfrom networkmanagementr from thelower level protocols.

Unloop Ind An indicationhasbeenreceivedhattheinterfaceis nolongerloopedback. As with theLoop Ind event,
thisindicationcanbereceivedeitherfrom networkmanagementr from the lower level protocols.

Interface Down Lower-levelprotocolsindicatethatthisinterfaceis nolongerfunctional. No matterwhatthe current
interfacestateis, thenewinterfacestatewill be Down.
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Rxmtinterval The numberof seconddetweenlink stateadvertisementetransmissiondpr adjacencie®elonging
to this interface.Also usedwhenretransmittingDatabaséescriptionandLink StateRequesPackets.

Authentication key This configureddataallowstheauthenticatiorprocedurgo generateand/orverify the authenti-
cationfield in theOSPFheader Theauthenticatiotkey canbeconfiguredon aperinterfacebasis.Forexample,
if theauthenticatiortype indicatessimple passwordthe authenticatiorkey would be a 64-bit password.This
keywould beinserteddirectly into the OSPFheademhenoriginatingrouting protocolpacketsandtherecould
bea separatpasswordor eachnetwork.

9.1 Interface states

The variousstatesthat router interfacemay attainis documentedn this section. The statesare listed in order of

progressingunctionality For example the inoperativestateis listed first, followed by a list of intermediatestates
beforethefinal, fully functionalstateis achieved.The specificatiormakesuseof this orderingby sometimesnaking
referencesuchas“thoseinterfacesn stategreatetthanX”.

Figure 11 showsthe graphof interfacestatechanges.The arcsof the grapharelabelledwith the eventcausingthe
statechange. Theseeventsaredocumentedn Section9.2. The interfacestatetableis describedn more detail in
Section9.3.

Down This is the initial interfacestate. In this state,the lower-level protocolshaveindicatedthat the interfaceis
unusableNo protocoltraffic atall will besentor receivedon suchainterface.ln this state interfaceparameters
shouldbe setto theirinitial values.All interfacetimersshouldbe disabledandthereshouldbe no adjacencies
associateavith theinterface.

Loopback In this state,the routers interfaceto the networkis loopedback. The interfacemay be loopedback
in hardwareor software. The interfacewill be unavailablefor regulardatatraffic. However it may still be
desirabldo gaininformationon the quality of thisinterface eitherthroughsendind CMP pingsto theinterface
or throughsomethindike a bit errortest. For this reasonJP packetamay still be addressetb aninterfacein
Loopbackstate. To facilitate this, suchinterfacesare advertisedn routerlinks advertisementassingle host
routeswhosedestinatioris the IP interfaceaddress?

Waiting In this state therouteris trying to determinetheidentity of the BackupDesignatedrouterfor the network.
To dothis, theroutermonitorsthe Hellos it receives.Therouteris not allowedto electa BackupDesignated
Routernor Designatedrouteruntil it transitionsout of Waiting state. This preventsunnecessarghangeof
(Backup)DesignatedRouter

Point-to-point In this state theinterfaceis operationalandconnectsitherto a physicalpoint-to-pointnetworkor
to avirtual link. Uponenteringthis state the routerattemptdo form anadjacencywith the neighboringrouter
Hellosaresentto the neighboreveryHellolntervalseconds.

DR Other Theinterfaceis to a multi-accessietworkonwhich anotherouterhasbeenselectedo bethe Designated
Router In this state therouteritself hasnotbeenselectedBackupDesignatedRoutereither Therouterforms
adjacencie$o boththe DesignatedRouterandthe BackupDesignatedRouter(if theyexist).

Backup In this state therouteritself is the BackupDesignatedRouteron the attachechetwork. It will be promoted
to DesignatedRouterwhenthe presentDesignatedrouterfails. Therouterestablishesdjacencieso all other
routersattachedo thenetwork. TheBackupDesignatedRouterperformsslightly differentfunctionsduringthe
FloodingProcedureascomparedo the DesignhatedRouter(seeSection13.3). SeeSection7.4 for moredetails
onthefunctionsperformedby the BackupDesignatedRouter

4Note that no hostrouteis generatedor, andno IP packetscanbe addressedo, interfacesto unnumberegoint-to-pointnetworks. This is
regardles®f suchaninterfaces state.
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State Thefunctionallevel of aninterface.Statedeterminesvhetheror notfull adjacenciesreallowedto form over
theinterface.Stateis alsoreflectedin thelink stateadvertisement.

IP interface address ThelP addressssociatevith theinterface.ThisappearssthelP sourceaddressn all routing
protocolpacketsriginatedoverthis interface. Interfaceso unnumberegboint-to-pointnetworksdo not have
anassociatedP address.

IP interface mask This indicatesthe portion of the IP interfaceaddresghatidentifiesthe attachedhetwork. Thisis
oftenreferredto asthe subnetmask. Maskingthe IP interfaceaddresswith this valueyields the IP network
numberof theattachedhetwork.

ArealD ThearealD to whichtheattachedetworkbelongs All routingprotocolpacketsoriginatingfrom theinter-
facearelabelledwith this arealD.

Hellointerval Thelengthof time, in secondsbhetweerthe Hello packetghatthe routersendson theinterface. Ad-
vertisedin Hello packetssentoutthis interface.

RouterDeadInterval The numberof secondseforethe routers neighborswill declareit down, whenthey stop
hearingtheroutershellos. Advertisedin Hello packetssentout thisinterface.

InfT ransDelay Theestimatechumberof secondst takesto transmitaLink StateUpdatePackebverthisinterface.
Link stateadvertisementsontainedn the updatepacketwill havetheir ageincrementedy thisamountbefore
transmissionThis valueshouldtakeinto accountransmissiorandpropagatiordelays;it mustbe greaterthan
zero.

Router Priority An 8-bit unsignednteger Whentwo routersattachedo a networkbothattemptto becomeDesig-
natedRouter theonewith thehighestRouterPriority takesprecedenceA routerwhoseRouterPriority is setto
Ois ineligible to becomeDesignatedRouteron the attachechetwork. Advertisedin Hello packetssentout this
interface.

Hello Timer An intervaltimer that causegheinterfaceto senda Hello packet. Thistimer fires everyHelloInterval
secondsNotethaton non-broadcastetworksa separatédello packetis sentto eachqualifiedneighbor

Wait Timer A single shottimer that causeghe interfaceto exit the Waiting state,and as a consequencselecta
DesignatedRouteron the network. The lengthof thetimeris RouterDeadIntervadeconds.

List of neighboring routers Theotherroutersattachedo this network. Onmulti-accessetworksthislist is formed
by the Hello Protocol. Adjacencieswill beformedto someof theseneighbors.The setof adjacenineighbors
canbedeterminedy anexaminatiorof all of theneighbors’states.

DesignatedRouter The DesignatedRouterselectedor the attachechetwork. The DesignatedRouteris selectecbn
all multi-accessetworksby theHello Protocol. Two piecesof identificationarekeptfor theDesignatedRouter:
its RouterID andits interfacelP addres®on the network. The DesignatedRouteradvertisedink statefor the
network. The networklink stateadvertisemenis labelledwith the DesignatedRouters IP address.This item
isinitialized to 0, which indicateghelack of a DesignatedRouter

Backup DesignatedRouter TheBackupDesignatedRouteris alsoselectednall multi-accessietworksbytheHello
Protocol. All routerson the attachedhetworkbecomeadjacento boththe DesignatedRouterandthe Backup
Designatedrkouter The BackupDesignatedRouterbecome®esignatedRouterwhenthe currentDesignated
Routerfails. Initialized to 0 indicatingthelack of a BackupDesignatedRouter

Interface output cost(s) The costof sendinga packeton the interface,expressedn the link statemetric. This is
advertisedasthelink costfor this interfacein therouterlinks advertisementTheremaybe a separateostfor
eachlP Typeof Service.The costof aninterfacemustbegreaterthanzero.
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— Matchthe ArealD of the receivinginterface In this case,the packethasbeensentover a single hop.
Therefore the packets IP sourceaddressmustbe on the samenetworkasthe receivinginterface. This
canbedeterminedy comparinghepackets P sourceaddresso theinterfaces IP addressaftermasking
bothaddressewith theinterfacemask.

— Indicatethebackboneln this casethe packethasbeensentoveravirtual link. Thereceivingroutermust
beanareaborderrouter, andtherouterlD specifiedn the packet(thesourcerouter)mustbetheotherend
of aconfiguredvirtual link. Thereceivinginterfacemustalsoattachto thevirtual link’ s configuredransit
area.lf all of thesecheckssucceedthe packetis acceptedndis from now on associatedvith thevirtual
link (andthebackbonearea).

e PacketavhoselP destinationis AllDRoutersshouldonly be acceptedf the stateof thereceivinginterfaceis
DR or Backup (seeSection9.1).

e TheAuthenticationtype specifiednustmatchthe authenticationtype specifiedfor theassociatearea.

Next, the packetmustbe authenticated.This dependon the authenticatiortype specified(seeAppendix D). The
authenticatiorproceduremay usean Authenticationkey, which canbe configuredon a perinterfacebasis. If the
authenticatiorfails, the packetshouldbe discarded.

If the packettypeis Hello, it shouldthenbe further processedy the Hello Protocol(seeSection10.5). All other
packettypesaresentonly on adjacenciesThis meanghe packetmusthavebeensentby oneof therouters active
neighbors.The senderis identified by the RouterID (sourcerouter)foundin the OSPFheader The datastructure
associateavith thereceivinginterfacecontainghelist of activeneighbors Packetsiot matchinganyactiveneighbor
arediscarded.

At this point all receivedprotocolpacketsareassociateavith anactiveneighbor For the furtherinput processingf
specificpackettypes,consultthesections:

Type | Packethame detailedsection(receive)
1 Hello Section10.5

2 Databaselescription| Section10.6

3 Link staterequest Sectionl10.7

4 Link stateupdate Section13

5 Link stateack Sectionl3.7

9 The Interface Data Structur e

An OSPFinterfaceis the connectiorbetweera routeranda network. Thereis a single OSPFinterfacestructurefor
eachattachedhetwork; eachinterfacestructurehasat mostoneIP interfaceaddresgseebelow). The supportfor
multiple addresseen a singlenetworkis a matterfor future consideration.

An OSPFinterfacecanbe consideredo belongto the areathat containsthe attachechetwork. All routing protocol
packetsoriginatedby therouteroverthis interfacearelabelledwith the interfaces areanumber Oneor morerouter

adjacenciesnay developover aninterface.A routerslink stateadvertisementeeflectthe stateof its interfacesand
theirassociateédjacencies.

Thefollowing dataitemsareassociateavith aninterface.Notethatanumberof theseétemsareactuallyconfiguration
for the attachechetwork;thoseitemsmustbethe samefor all routersconnectedo the network.

Type Thekind of networkto which theinterfaceattacheslts valueis eitherbroadcastnon-broadcastet still multi-
accesspoint-to-pointor virtual link.
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belongingto therouter For this reasontheremustbe at leastonelP addressssignedo the router 2 Note that, for
mostpurposesyirtual links actpreciselythesameasunnumberegoint-to-pointnetworks.However eachvirtual link
doeshaveaninterface IP address(discoverediuringtheroutingtablebuild processwhichis usedasthe P source
whensendingpacketoverthevirtual link.

For moreinformationon theformatof specificpackettypes,consultthe sections:

Type | Packethame detailedsection(transmit)
1 Hello Section9.5

2 Databaselescription| Section10.8

3 Link staterequest Sectionl10.9

4 Link stateupdate Sectionl13.3

5 Link stateack Sectionl3.5

8.2 Receivingprotocol packets

Whenevera protocolpacketis receivedby therouterit is markedwith theinterfaceit wasreceivedon. For routers
thathavevirtual links configuredjt maynotbeimmediatelyobviouswhich interfaceto associat¢he packetwith. For
exampleconsidertherouterRT11 depictedn Figure6. If RT11 receivesan OSPFprotocolpacketon its interfaceto
networkN8, it may wantto associateéhe packetwith theinterfaceto area2, or with thevirtual link to routerRT19
(whichis partof thebackbone)In thefollowing, we assumehatthe packets initially associateavith the non-virtual
link. 3

In orderfor the packetto beacceptedtthe IP level, it mustpassa numberof tests,evenbeforethe packetis passed
to OSPFor processing:

e ThelP checksunmustbecorrect.

e Thepackets IP destinatioraddressnustbethe IP addres®f thereceivinginterface,or oneof the IP multicast
addressesllISPFRoutersor AlIDRouters.

e ThelP protocolspecifiedmustbe OSPF89).

¢ Locally originatedpacketshouldnotbepassednto OSPFE Thatis, the sourcelP addresshouldbe examined
to makesurethisis nota multicastpacketthattherouteritself generated.

Next, the OSPFpacketheaderis verified. The fields specifiedin the heademust matchthoseconfiguredfor the
receivinginterface.If theydo not, thepacketshouldbe discarded:

e Theversionnumberfield mustspecifyprotocolversionl.

e The16-bitchecksunof the OSPFpackets contentanustbe verified. Remembethatthe 64-bit authentication
field mustbeexcludedrom thechecksuntalculation.

e TheArealD foundin the OSPFheademustbe verified. If bothof the following casedail, the packetshould
bediscardedThe ArealD specifiedn the heademusteither:

2|t is possiblefor all of aroutersinterfacesto be unnumberegoint-to-pointlinks. In this case anlP addressnustbe assignedo theroutet
Thisaddreswill thenbe advertisedn the router srouterlinks advertisemenasa hostroute.
3Notethatin thesecasesothinterfacesthe non-virtualandthe virtual, would havethe samelP address.
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8 Protocol PacketProcessing

This sectiondiscussethe generalprocessingf routing protocolpackets.lt is veryimportantthatthe routertopolog-
ical databasesemainsynchronized.For this reasonyouting protocol packetsshouldget preferentiatreatmeniover
ordinarydatapacketspothin sendingandreceiving.

Routing protocol packetsare sentalong adjacencie®nly (with the exceptionof Hello packets which are usedto
discoverthe adjacencies)This meanghatall protocolpacketgravela singleIP hop, exceptthosesentover virtual
links.

All routing protocolpacketsbeginwith a standarcheader The sectionsbelow give the detailson how to fill in and
verify this standarcheader Then,for eachpackettype, the sectionis listed thatgivesmoredetailson that particular
packettype’s processing.

8.1 Sendingprotocol packets

Whenaroutersendsaroutingprotocolpacket,it fills in thefieldsof thatstandarcheadeiasfollows. For moredetails
onthe headerformatconsultSectionA.2:

Version#  Setto 1, theversionnumberof the protocolasdocumentedn this specification.
Packettype Thetypeof OSPFpacketsuchasLink stateUpdateor Hello Packet.
Packetlength Thelengthof the entireOSPFpacketin bytes,includingthe standarcheader
Router ID  Theidentity of therouteritself (who is originatingthe packet).

ArealD Theareathatthe packetis beingsentinto.

Checksum The standardP 16-bit one’s complementhecksumof the entire OSPFpacket,excludingthe 64-bit
authenticatiorfield. This checksunmshouldbe calculatedbeforehandingthe packetto the appropriate
authenticatiomprocedure.

Autype and Authentication EachOSPFpacketexchanges authenticatedAuthenticationtypesareassignedy the
protocolanddocumentedn AppendixD. A differentauthenticatiorschemecanbeusedfor eachOSPF
area. The 64-bit authenticatiorfield is setby the appropriateauthenticatiorprocedurgdeterminecby
Autype). This procedureshouldbe the last called when forming the packetto be sent. The setting
of the authenticatiorfield is determinedby the packetcontentsandthe authenticatiorkey (which is
configurableon a perinterfacebasis).

ThelP destinatioraddresgor thepackeis selecteasfollows. Onphysicalpoint-to-pointnetworksthelP destination
is alwayssetto the the addresAlISPFRouters.On all othernetworktypes(including virtual links), the majority of

OSPFpacketsaresentasunicastsj.e., sentdirectly to the otherendof the adjacency|In this casethe IP destination
is just the neighbor IP addressassociatedvith the otherend of the adjacencyseeSection10). The only packets
not sentasunicastsareon broadcashetworks;on thesenetworksHello packetsaresentto the multicastdestination
AlISPFRoutersthe Designatedrouterandits BackupsendbothLink StateUpdatePacketsandLink StateAcknowl-

edgmenPacketdo themulticastaddresflISPFRouterswhile all otherrouterssendboththeir Link StateUpdateand

Link StateAcknowledgmenPacketgo the multicastaddres#AlIDRouters.

Retransmissionsf Link StateUpdatepacketsare ALWAY'S sentasunicasts.

ThelP sourceaddresshouldbesetto thelP addres®f the sendingnterface.Interfaceso unnumberegboint-to-point
networkshavenoassociatetP addressOnthesednterfacesthelP sourceshouldbesetto anyof theotherlP addresses
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Section2 of thisdocumentiscusseshedirectedgraphrepresentationf anarea.Routernodesarelabelledwith their
RouterID. Broadcashetworknodesareactuallylabelledwith the IP addresf their DesignatedRouter It follows
thatwhenthe Designatedrouterchangesit appearsasif the networknodeon the graphis replacedby an entirely
newnode. Thiswill causethe networkandall its attachedoutersto originatenew link stateadvertisementsUntil
thetopologicaldatabaseagainconvege, sometemporaryiossof connectivitymayresult. This may resultin ICMP
unreachablenessagebeingsentin responseo datatraffic. For thatreasonthe DesignatedRoutershouldchange
only infrequently RouterPrioritiesshouldbe configuredsothatthe mostdependableouteron a networkeventually
become®esignatedRouter

7.4 The Backup DesignatedRouter

In orderto makethetransitionto a new DesignatedRroutersmootherthereis a BackupDesignatedRouterfor each
multi-accesmetwork. The BackupDesignatedRouteris alsoadjacentto all routerson the network, andbecomes
Designatedrouterwhenthe previousDesignatedrouterfails. If therewereno BackupDesignatedRouter whena
newDesignatedrkouterbecamenecessarynewadjacenciesvould haveto beformedbetweertherouterandall other
routersattachedo the network. Partof the adjacencyforming procesds the synchronizingof topologicaldatabases,
which can potentiallytake quite a long time. During this time, the networkwould not be availablefor transitdata
traffic. The BackupDesignateabviatesthe needto form theseadjacenciessincetheyalreadyexist. This meanshe
period of disruptionin transittraffic lastsonly aslong asit taketo flood the new link stateadvertisementgwhich
announcehe newDesignatedRouter).

TheBackupDesignatedRouterdoesnotgenerat@networklinks advertisemerfor thenetwork. (If it did, thetransition
to a new DesignhatedRouterwould be evenfaster However this is a tradeof betweendatabaseize and speedof
convegencewhenthe DesignatedRouterdisappears.)

The BackupDesignatedRouteris alsoelectedby the Hello Protocol. EachHello Packethasafield thatspecifieshe
BackupDesignatedrouterfor the network.

In somestepsof the flooding procedurethe BackupDesignatedrouterplaysa passiverole, letting the Designated
Routerdo more of the work. This cutsdown on the amountof local routing traffic. SeeSection13.3 for more
information.

7.5 The graph of adjacencies

An adjacencys boundto the networkthatthetwo routershavein common.If two routershavemultiple networksin
commonthey mayhavemultiple adjacenciebetweerthem.

Onecanpicturethe collectionof adjacencie®n a networkasforming anundirectedgraph. The verticesconsistof
routers,with an edgejoining two routersif theyareadjacent.The graphof adjacencieslescribesheflow of routing
protocolpacketsandin particularLink StateUpdatesthroughthe AutonomousSystem.

Two graphsare possible,dependingon whetherthe commonnetwork is multi-access.On physicalpoint-to-point
networks(andvirtual links), the two routersjoined by the networkwill be adjacentafter their databasebavebeen
synchronizedOnmulti-accessetworks boththe DesignatedRouterandthe BackupDesignatedRouterareadjacent
to all otherroutersattachedo the network,andtheseaccountfor all adjacencies.

Thesegraphsareshownin Figure10. The BackupDesignatedrouterperformsa lesserfunction duringthe flooding
procedurghantheDesignatedRouter(seeSectionl3.3). Thisis thereasorfor thedashedinesconnectingheBackup
Designatedrouter
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7.2 The Synchronization of Databases

In an SPF-basedouting algorithm, it is very importantfor all routers’topologicaldatabaseto stay synchronized.
OSPFsimplifiesthis by requiringonly adjacentroutersto remainsynchronizedThe synchronizatiorprocessegins
assoonastheroutersattemptto bring up the adjacencyEachrouterdescribests databaséy sendinga sequencef
Databas®escriptionpacketgo its neighbor EachDatabas®escriptionPacketescribes setof link stateadvertise-
mentsbelongingto the databaseWhenthe neighborseesa link stateadvertisementhatis morerecentthanits own
instantiationof the sameadvertisemenit makesa notethatthis neweradvertisemenghouldberequested.

This sendingandreceivingof Databaséescriptionpacketds calledthe “DatabaseExchangeProcess”.During this
processthetwo routersform a master/slaveelationship.EachDatabaséescriptionPackethasa sequencaumber
Databas®escriptionPacketsentby themastelpolls)areacknowledgethy theslavethroughechoingof thesequence
number Both polls andtheir responsesontainsummarie®f link statedata. The masteris the only oneallowedto
retransmitDatabaseDescriptionPackets. It doesso only at fixed intervals, the length of which is the configured
constanRxmtinterval.

EachDatabaséescriptioncontainsanindicationthattherearemore packetgo follow — the M-bit. The Database
ExchangeProcesss overwhenarouterhasreceivedandsentDatabasé@escriptionPacketsvith the M-bit off.

After the Databasd=xchangeProcesss over, eachrouterhasa list of thoselink stateadvertisementfor which the
neighbothasmoreupto dateinstantiationsThesearethenrequesteéh Link StateRequesPacketsLink StateRequest
packetghatarenot satisfiedareretransmittedat fixed intervalsof time Rxmtinterval. Whenall Link StateRequests
havebeensatisfied the databaseare synchronizedandthe routersarefully adjacent.At this time the adjacencyis
fully functionalandis advertisedn the two routers’link stateadvertisements.

The adjacencyis usedby the flooding procedureassoonasthe Databasd&xchangeProcesdegins. This simplifies
databassynchronizationandguaranteeshatit finishesin a predictableperiodof time.

7.3 The DesignatedRouter

Every multi-accessetworkhasa Designatedrouter The Designatedrouterperformstwo main functionsfor the
routing protocol:

e TheDesignatedRouteroriginatesa networklinks advertisemenon behalfof the network. This advertisement
lists the setof routers(including the DesignatedRouteritself) currently attachedto the network. The Link
StatelD for thisadvertisemenfseeSection12.1.2)is thelP interfaceaddres®f the Designatedrouter ThelP
networknumbercanthenbe obtainedby usingthe subnet/networknask.

e TheDesignatedouterbecomesadjacento all otherrouterson the network. Sincethelink statedatabaseare
synchronizedcrossadjacenciegthroughadjacencyring-upandthentheflooding procedure)the Designated
Routerplaysacentralpartin the synchronizatiormprocess.

The DesignatedRouteris electedby the Hello Protocol. A router s Hello Packetcontainsits RouterPriority, which
is configurableon a perinterfacebasis. In generalwhena router s interfaceto a networkfirst becomedunctional,
it checksto seewhetherthereis currentlya DesignatedRouterfor the network. If thereis, it acceptghat Desig-
natedRouter regardles®f its RouterPriority. (This makest harderto predicttheidentity of the Designatedrouter
but ensureghatthe DesignatedRouterchangedessoften. Seebelow) Otherwise the routeritself becomedesig-
natedRouterif it hasthe highestRouterPriority on the network. A moredetailed(andmoreaccurateescriptionof
Designatedrouterelectionis presentedn Section9.4.

The DesignatedRouteris the endpointof manyadjacenciesln orderto optimizethefloodingprocedureonbroadcast
networks the DesignatedRoutermulticastsits Link StateUpdatePacketdo the addresAllISPFRoutersratherthan
sendingseparat@acketsovereachadjacency
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List of router links advertisements A routerlinks advertisemeris generatedby eachrouterin thearea.lt describes
thestateof therouter sinterfacedo thearea.

List of network links advertisements One network links advertisemenis generatedor eachtransitmulti-access
networkin thearea.lt describeghesetof routerscurrentlyconnectedo the network.

List of summary links advertisements Summarnylink advertisementsriginatefrom the areas areaborderrouters.
Theydescriberoutesto destinationsnternalto the AutonomousSystemyet externalto the area.

Shortest-pathtr ee Theshortest-patkreefor theareawith thisrouteritself asroot. Derivedfrom thecollectedrouter
links andnetworklinks advertisementby the Dijkstra algorithm.

Authentication type Thetype of authenticatiorusedfor this area.Authenticationtypesaredefinedin AppendixE.
All OSPFpacketexchangeareauthenticatedDifferentauthenticatiorschemesnaybeusedin differentareas.

Unlessotherwisespecified the remainingsectionsof this documenteferto the operationof the protocolin asingle
area.

7 Bringing Up Adjacencies

OSPFcreatesaadjacenciedetweemeighboringoutersfor the purposeof exchangingoutinginformation. Not every
two neighboringrouterswill becomeadjacent.This sectioncoversthe generalitiesnvolvedin creatingadjacencies.
For furtherdetailsconsultSection10.

7.1 The Hello Protocol

TheHello Protocolis responsibldor establishingandmaintainingneighborelationshipslt alsoensureshatcommu-
nicationbetweemeighbords bidirectional.Hello packetsaresentperiodicallyout all routerinterfaces Bidirectional
communications indicatedwhentherouterseesdtself listedin the neighbots Hello Packet.

On multi-accessetworks,the Hello Protocolelectsa Designatedrouterfor the network. Among otherthings, the
Designatedroutercontrolswhatadjacenciesvill be formedoverthe network(seebelow).

The Hello Protocolworks differently on broadcashetworks,ascomparedo non-broadcastetworks.On broadcast
networks eachrouteradvertisedtself by periodicallymulticastingHello PacketsThis allowsneighbordo bediscov-
ereddynamically TheseHello Packetsontainthe routers view of the DesignatedRouter's identity, andthe list of
routerswhoseHelloshavebeenseerrecently

Onnon-broadcastetworkssomeconfiguratiorinformationis necessarfor the operatiorof theHello Protocol.Each
routerthatmay potentiallybecomeDesignatedrouterhasallist of all otherroutersattachedo the network. A router,

having Designatedrouterpotential,sendshellosto all otherpotentialDesignatedRouterswhenits interfaceto the
non-broadcagtetworkfirst become®operational Thisis anattemptto find the Designatedrouterfor the network. If

therouteritself is electedDesignhatedRouter it beginssendinghellosto all otherroutersattachedo the network.

After a neighborhasbeendiscoveredpidirectionalcommunicationensured and (if on a multi-accessetwork) a
DesignatedRouter elected,a decisionis maderegardingwhetheror not an adjacencyshould be formedwith the
neighbor(seeSection10.4). An attemptis alwaysmadeto establishadjacencie®ver point-to-pointnetworksand
virtual links. Thefirst stepin bringingup anadjacencys to synchronizehe neighbors'topologicaldatabasesThisis
coveredn thenextsection.
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Virtual links configured Thevirtual links configuredwith this routerasoneendpoint. Therouteritself mustbe an
areaborderrouter Virtual links areidentifiedby the RouterID of the otherendpoint— which is anotherarea
borderrouter Thesetwo endpointroutersmustbe attachedo a commonarea,calledthe virtual link’ s transit
area. Virtual links are part of the backboneandbehaveasif they wereunnumberegoint-to-pointnetworks
betweerthetwo routers.A virtual link usesheintra-arearoutingof its transitareato forward packets.Virtual
links arebroughtup anddownthroughthebuilding of the shortest-pattreesfor thetransitarea.

List of external routes Theseareroutesto destinationexternalto the AutonomousSystem that havebeengained
eitherthroughdirectexperienceavith anotheroutingprotocol(suchaseGP),or throughconfigurationnforma-
tion, or throughacombinatiorof thetwo (e.g.,dynamicexternainfo. to beadvertisedy OSPFwith configured
metric). Any routerhavingtheseexternalroutesis calledan AS boundaryrouter Theseroutesareadvertised
by therouterto the entire AS throughAS externalink advertisements.

List of AS external link advertisements Partof thetopologicaldatabaseThesehavehaveoriginatedfrom the AS
boundaryrouters. They compriseroutesto destinationexternalto the AutonomousSystem.Note that, if the
routeris itself an AS boundaryrouter, someof theseAS externalink advertisementeavebeenself originated.

The routing table Derivedfrom the topologicaldatabase Eachdestinationthatthe routercanforwardto is repre-

sentedby a costanda setof paths. A pathis describedy its type and nexthop. For moreinformation,see
Sectionll.

Figure9 showsthecollectionof datastructuregpresenin atypical router Therouterpicturedis RT10,from the map
in Figure6. NotethatrouterRT10hasa virtual link configuredto routerRT11, with Area?2 asthelink’ stransitarea.
Thisis indicatedby thedashedn Figure9. Whenthevirtual link becomesctive,throughthe building of theshortest
pathtreefor Area2, it becomesninterfaceto the backbongseethe two backbonenterfacesdepictedn Figure9).

6 The AreaData Structure

Theareadatastructurecontainsall the informationusedto runthe basicroutingalgorithm. Remembethateacharea
maintaingts own topologicaldatabaseRouterinterfacesandadjacenciebelongto asinglearea.

The backbonehasall the propertiesof anarea.For thatreasonit is alsorepresentetly an areadatastructure.Note
thatsomeitemsin the structureapply differentlyto the backbonahanto areas.

Theareatopological(or link state)databaseonsistof thecollectionof routerlinks, networklinks andsummaryinks
advertisementthathaveoriginatedfrom theareas routers.This informationis floodedthroughouta singleareaonly.
Thelist of AS externaladvertisementis alsoconsideredo be partof eachareastopologicaldatabase.

ArealD A 32bit numberidentifyingthearea.0 is reservedor the arealD of the backbonelf assigningsubnetted
networksasseparatareasthe IP networknumbercouldbe usedasthe ArealD.

List of componentaddressranges The addresgangesthat definethe area. Eachaddresgangeis specifiedby an
[address,maslfair. Eachnetworkis thenassignedo anareadependingpn theaddresgangethatit falls into
(specifiedaddresgangesare not allowedto overlap). As anexample,if anIP subnettechetworkis to be its
ownseparat®SPFareatheareais definedto consistof asingleaddressange- anlP networknumberwith its
natural(classA, B or C) mask.

Associatedr outer interfaces This routersinterfacesconnectingo the area.A routerinterfacebelongsto oneand
only onearea(or the backbone).For the backbonestructurethis list includesall the virtual adjacencies. A
virtual adjacencyis identifiedby the routerID of its otherendpoint;its costis the costof the intra-arearoute
thatexistsbetweerthetwo routers.
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4.4 Basicimplementation requirements

An implementatiorof OSPFrequireghefollowing piecesof systemsupport:

Timers Two differentkind of timersarerequired. The first kind, called single shottimers, fire onceand causea
protocoleventto be processedThe secondkind, calledintervaltimers,fire at continuoudntervals. Theseare
usedfor the sendingof packetsat regularintervals. A goodexampleof this is the regularbroadcasbf Hello
packetqon broadcashetworks).The granularityof bothkindsof timersis onesecond.

IP multicast CertainOSPFpacketaiselP multicast. Supportfor receivingandsendingP multicasts alongwith the
appropriatdower-level protocolsupport,is required. TheselP multicastpacketsnevertravel morethanone
hop. Forinformationon IP multicast,see[RFC 1112].

Lower-level protocol support Thelowerlevelprotocolgeferredto herearethenetworkaccesgrotocols suchasthe
Ethernetdatalink layer. Indicationsmustbepassedrom from theseprotocolsto OSPFasthenetworkinterface
goesup anddown. For example,on an ethernett would be valuableto know whenthe ethernetransceiver
cablebecomesinplugged.

Non-broadcastlower-level protocol support Rememberthat non-broadcashetworks are multi-accessnetworks
suchasa X.25 PDN. On thesenetworks the Hello Protocolmustbeaidedby providinganindicationto OSPF
whenanattemptis madeto senda packeto a deador non-existentouter ForexamplepnaPDN adeadrouter
maybeindicatedby thereceptiorof a X.25 clearwith anappropriatecauseanddiagnosticandthisinformation
would be passedo OSPFE

List manipulation primitives Much of the OSPFfunctionalityis describedn termsof its operationon lists of link
stateadvertisements.For example the advertisementshat will be retransmittedo an adjacentrouter until
acknowledgedare describedasa list. Any particularadvertisementnay be on many suchlists. An OSPF
implementatiomeedsto be ableto manipulatetheselists, addingand deletingconstituentadvertisementas
necessary

Tasking support Certainprocedureglescribedn this specificationinvoke otherprocedures At times,theseother
procedureshouldbe executedn-line, thatis, beforethe currentproceduras finished. This is indicatedin the
text by instructionsto executea procedure At othertimes,the otherproceduresreto be executednly when
thecurrentproceduréhasfinished. This is indicatedby instructionsto schedulea task.

5 Protocol Data Structur es

The OSPFprotocolis describedn this specificationin termsof its operationon variousprotocoldatastructuresThe
following list compriseghetop-level OSPFdatastructures Any initialization thatneedso be doneis noted. Areas,
OSPFinterfacesandneighborsalsohaveassociatedatastructureghataredescribedaterin this specification.

Router ID a32-bitnumberthatuniquelyidentifiesthisrouterin theAS. Onepossibldmplementatiorstrategywould
beto usethesmallestP interfaceaddresdelongingto theroutet

Pointersto areastructur es Eachoneof the areago which therouteris connectedasits own datastructure.This
datastructuredescribegheworking of the basicalgorithm. Remembethat eacharearunsa separateopy of
thebasicalgorithm.

Pointer to the backbonestructur e Thebasicalgorithmoperate®nthebackbonasif it wereanarea.Forthisreason
thebackbonds representedsanareastructure.
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4.3 Routing protocol packets

The OSPFprotocol runs directly over IP, using IP protocol 89. OSPFdoesnot provide any explicit fragmenta-
tion/reassemblsupport. When fragmentationis necessarylP fragmentation/reassembiyg used. OSPFprotocol
packetshavebeendesignedsothatlarge protocolpacketcangenerallybe splitinto severakmallerprotocolpackets.
This practiceis recommendedp fragmentatiorshouldbe avoidedwheneveipossible.

Routingprotocolpacketshouldalwaysbesentwith thelP TOSfield setto 0. If atall possibleroutingprotocolpackets
shouldbegivenpreferenceverregularlP datatraffic, bothwhenbeingsentandreceived.As anaidto accomplishing
this, OSPFprotocol packetsshouldhavetheir IP precedencdield setto the value InternetworkControl (see[RFC
791)).

All OSPFprotocolpacketssharea commonprotocolheadetthatis describedn AppendixA. OSPFdefinesthe fol-
lowing packettypes.Their formatsarealsodescribedn AppendixA.

Type | Packethame Protocolfunction
1 Hello Discover/maintaimeighbors
2 Databas®escription| Summarizedatabaseontents
3 Link StateRequest | Databaselownload
4 Link StateUpdate Databaseipdate
5 Link StateAck Floodingacknowledgment

OSPF5 Hello protocolusesHello packetsto discoverand maintainneighborrelationships.The Databasédescrip-
tion andLink StateRequestpacketsareusedin the forming of adjacencies OSPF5 reliable updatemechanismis
implementedy thelLink StateUpdateandLink StateAcknowledgmenpackets.

EachLink StateUpdatepacketcarriesa setof newlink stateadvertisementsne hop further awayfrom their point
of origination. A singleLink StateUpdatepacketmay containthelink stateadvertisementef severakouters.Each
advertisemenis taggedwith the ID of the originatingrouteranda checksunof its link statecontents.A link state
advertisementanbe oneof four types,dividing the topologicaldatabasénto four parts:

Router links advertisement Originatedby all routers. This advertisementlescribesthe collected statesof the
router sinterfacego anarea.Floodedthroughouta singleareaonly.

Network links advertisement Originatedby broadcashetworks.Thisadvertisementontainghelist of routerscon-
nectedo the network. Floodedthroughouta singleareaonly.

Summary link advertisement Originatedby areaborderrouters,andfloodedthroughoutheir associatedreas De-
scribesarouteto a destinatioroutsidethearea,yet still insidethe AS (i.e.,aninter-arearoute).

AS external link advertisement Originatedby AS boundaryouters andfloodedthroughoutheAS. Containsaroute
to adestinatiorin anotherAutonomousSystem.

As mentionedabove,OSPFrouting packetgwith the exceptionof Hellos) aresentonly over adjacenciesNote that
this meanghatall protocolpacketdravelasinglelP hop,exceptthosethataresentovervirtual adjacenciesThe IP
sourceaddresof an OSPFprotocolpacketis oneendof a routeradjacencyandthe IP destinatioraddresss either
theotherendof theadjacencyr anlP multicastaddress.

Moy Page 20



RFC 1131 OSPF October 1989

4 Functional Summary

A separatecopy of the basicrouting algorithmrunsin eacharea. Routershavinginterfacesto multiple areasrun
multiple copiesof the basicalgorithm. A brief summaryof the basicalgorithmfollows.

Whenarouterstarts,it first initializestherouting protocoldatastructures Therouterthenwaitsfor indicationsfrom
thelower-level protocolsthatits interfacesarefunctional.

A routerthenusesthe Hello Protocolto acquireneighbors.The routersendsHello packetsto its neighborsandin
turn receivegheir Hello packets.On broadcashetworks,the router dynamicallydetectsts neighboringroutersby
sendingits Hello packetgo the multicastaddresAllISPFRouters On multi-accessetworks the Hello Protocolalso
electsa Designatedouterfor the network.

Therouterwill attemptto form adjacenciesvith someof its newly acquiredneighbors. Topologicaldatabaseare
synchronizedetweerpairsof adjacentrouters.On multi-accessetworks the DesignatedRkouterdetermineavhich
routersshouldbecomeadjacent.

Adjacenciexontrolthe distributionof routing protocol packets.Routingprotocol packetamay be sentandreceived
only on adjacenciesln particular distributionof topologicaldatabasepdategroceedslongadjacencies.

A routerperiodicallyadvertisests state whichis alsocalledlink state.Link stateis alsoadvertisedvhenarouters
statechanges.A router's adjacenciesirereflectedin the contentsof its link stateadvertisementsThis relationship
betweeradjacenciesindlink stateallowsthe protocolto detectdeadroutersin atimely fashion.

Link stateadvertisementarefloodedthroughouthearea.Thefloodingalgorithmis reliable ensuringhatall routersin
anareahaveexactlythesameopologicaldatabaseThisdatabaseonsist®f thecollectionof link stateadvertisements
receivedfrom eachrouterbelongingto the area. Fromthis databas@achroutercalculatesa shortest-patiiree,with
itself asroot. This shortest-patlreein turn yieldsa routingtablefor theprotocol.

4.1 Inter-arearouting

Theprevioussectiondescribedhe operatiorof the protocolwithin asinglearea.Forintra-areaouting,no otherrout-

ing informationis pertinent.In orderto beableto routeto destination®utsideof theareatheareaborderroutersnject

additionalroutinginformationinto thearea.This additionalinformationis a distillation of therestof the Autonomous
Systemstopology

This distillationis accomplisheé@sfollows: Eachareaborderrouteris by definitionconnectedo thebackboneEach
areaborderroutersummarizeshe topologyof its attachedareador transmissioron the backboneandhenceto all
otherareaborderrouters. A areaborderrouterthenhascompletetopologicalinformationconcerninghe backbone,
andtheareasummariegrom eachof the otherareaborderrouters.Fromthis information,the routercalculategaths
to all destinationsotcontainedn its attachedareas.Therouterthenadvertiseshesepathsto its attachedareas.This
enableghe areasinternalroutersto pick the bestexit routerwhenforwardingtraffic to destinationsn otherareas.

4.2 AS external routes
Routersthat haveinformationregardingother AutonomousSystemscanflood this informationthroughoutthe AS.
Theseroutesaredistributedverbatimto everyparticipatingrouter

To utilize this information, the pathto all routersadvertisingsuch externally derivedinformation mustbe known
throughoutthe AS. For thatreasonthe locationsof theseAS boundaryroutersare summarizedy the areaborder
routers.
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In the previoussection,an areawasdescribedasa list of addresgsanges.Any particularaddresgsangemuststill be
completelycontainedn a singlecomponenbf the areapartition. This hasto do with theway the areacontentsare
summarizedo thebackbone Also, the backbonétself mustnotpartition. If it does partsof the AutonomousSystem
will becomeunreachable.

Anotherwayto think aboutareapartitionsis to look atthe AutonomousSystengraphthatwasintroducedn Section?.
ArealDs canbeviewedascolorsfor the graphs edges: Eachedgeof the graphconnectgo a network,or is itself a
point-to-pointnetwork. In eithercasethe edgeis coloredwith thenetwork's AreaID.

A groupof edgesall havingthe samecolor, andinterconnectetby vertices representanarea.If thetopologyof the
AutonomousSystemis intact, the graphwill haveseverakegionsof color, eachcolor beingadistinctArealD.

WhentheAS topologychangesoneof theareagnaybecomepartitioned.Thegraphof the AS will thenhavemultiple
regionsof the samecolor (ArealD). Theroutingin the AutonomousSystemwill continueto functionaslongasthese
regionsof samecolor areconnectedy thesinglebackboneegion.

1The graphs verticesrepreseneitherrouters transitnetworks,or stubnetworks. Sinceroutersmay belongto multiple areasit is not possible
to colorthegraphsvertices.
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A failure of the line betweenroutersRT6 andRT10 will causethe backboneto becomedisconnectedConfiguring
anothewvirtual link betweerroutersRT7 andRT10will give thebackbonemoreconnectivityandmoreresistanceo

suchfailures. Also, a virtual link betweenRT7 and RT10 would allow a much shorterpathbetweerthe third area
(containingN9) andtherouterRT7, whichis advertisinga goodrouteto externalnetworkN12.

3.5 IP subnetting support

OSPFattachesan IP addresanaskto eachadvertisedroute. The maskindicatesthe rangeof addressebeingde-
scribedby the particularroute. For example a summaryadvertisementor the destination128.185.0.Qvith a mask
of Oxf f f f 0000 actuallyis describinga singlerouteto the collectionof destinationd28.185.0.6 128.185.255.255.
Similarly, hostroutesarealwaysadvertisedvith a maskof Oxf f f f f f f f , indicatingthe presencef only a single
destination.

Including the maskwith eachadvertiseddestinatiorenableghe implementatiorof whatis commonlyreferredto as
variable-lengttsubnemasks.ThismeanghatasinglelP classA, B, or C networknumbercanbebrokenupinto many
subnetf varioussizes.Forexamplethenetwork128.185.0.@ouldbebrokenup into 64 variable-sizedubnets16
subnetf size4K, 16 subnetof size256,and 32 subnetof size8. Thefollowing tableshowssomeof theresulting
networkaddressewgethemith their masks:

Networkaddress| IP addressmask| Subnesize
128.185.16.0 | Oxfffff000 4K
128.185.1.0 oxffffffooO 256
128.185.0.8 Oxfffffff8 8

Thereare manypossiblewaysof dividing up a classA, B, and C networkinto variablesizedsubnets.The precise
procedurdor doingsois beyondthe scopeof this specification. The specificatiorhoweverestablisheshe following

guideline:WhenanlP packets forwardedt is alwaysforwardedo the networkthatis thebestmatchfor thepackets
destination.Herebestmatchis synonymouswith the longestor mostspecificmatch. For example the defaultroute
with destinationof 0.0.0.0and mask0x00000000 is alwaysa matchfor every IP destination. Yet it is always
lessspecificthanany othermatch. Subnetmasksmustbe assignedso that the bestmatchfor any IP destinationis

unambiguous.

The OSPFareaconceptis modelledafter an IP subnettechetwork. OSPFareashavebeenloosely definedto be a
collectionof networks.In actuality anOSPFareais specifiedo bealist of addressangeqseeSectionC.2for more
details). Eachaddressangeis definedasan[address,mask}air. Many separateretworksmay thenbe containedn

a singleaddresgange just asa subnettechetworkis composedf manyseparatesubnets.Areaborderroutersthen
summarizehe areacontentgfor distributionto the backbone)py advertisinga singleroute for eachaddressange.
Thecostof therouteis the minimumcostto any of the networksfalling in the specifiedrange.

ForexampleanlP subnettedetworkcanbeconfiguredasasingleOSPFarea.ln thatcasethe areawould bedefined
asa singleaddresgange: a classA, B, or C networknumberalongwith its naturallP mask. Insidethe area,any
numberof variablesizedsubnetsouldbedefined.Externalto theareaasingleroutefor theentiresubnettedhetwork
would be distributed hiding eventhefact thatthe networkis subnettedat all. The costof this routeis the minimum
of the setof coststo the componensubnets.

3.6 Partitions of areas
OSPFdoesnotactively attemptto repairareapartitions. Whenan areabecomegartitioned,eachcomponensimply

becomes separatarea. The backbonghenperformsrouting betweenthe new areas.Somedestinationgeachable
via intra-areaoutingbeforethe partitionwill now requireinter-arearouting.
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Moy

OSPF
Areaborder | distfrom | distfrom
router RT3 RT4
to RT3 * 21
to RT4 22 *
to RT7 20 14
to RT10 15 22
to RT11 18 25
tola 20 27
tolb 15 22
to RT5 14 8
to RT7 20 14

Table4: Backbondlistancesalculatedy routersRT3 andRT4.

Destination| RT3adv. | RT4adv
la,lb 15 22
N6 16 15
N7 20 19
N8 18 18
N9-N11,H1 19 26
RT5 14 8
RT7 20 14

Table5: Destinationsadvertisednto Areal by routersRT3 andRT4.
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Figure 7: Area 1's Dat abase

Fi gure 8: The backbone dat abase
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In Figure6, routersRT1, RT2, RT5, RT6, RT8, RT9 andRT12areinternalrouters.RoutersRT3,RT4,RT7, RT10and
RT11 areareaborderrouters.Finally asbefore,routersRT5 andRT7 are AS boundaryrouters.

Figure7 showstheresultingtopologicaldatabaséor the Areal. Thefigurecompletelydescribeshatareasintra-area
routing. It alsoshowsthe completeview of theinternetfor thetwo internalroutersRT1 andRT2. It is thejob of the
areaborderrouters, RT3 andRT4, to advertisento Area 1 the distancedo all destinationgxternalto thearea.These
areindicatedin Figure7 by the dashedstubroutes. Also, RT3 and RT4 mustadvertiseinto Area 1 the location of
the AS boundaryroutersRT5 and RT7. Finally, externaladvertisementfrom RT5 andRT7 arefloodedthroughout
theentireAS, andin particularthroughoutAreal. Theseadvertisementareincludedin Areal’sdatabaseandyield
routesto networksN12-N15.

RoutersRT3 andRT4 mustalsosummarizeArea 1's topologyfor distributionto the backbone.Their backbonead-
vertisementare shownin Table3. Thesesummarieshowwhich networksare containedn Areal (i.e., networks
N1-N4),andthedistanceo thesenetworksfrom the routersRT3 andRT4 respectively

Network | RT3adv. | RT4adv
N1 4 4
N2 4 4
N3 1 1
N4 2 3

Table3: Networksadvertisedo the backbonéyy routersRT3 andRT4.

Thetopologicaldatabaséor the backbonés shownin Figure8. Thesetof routerspicturedarethebackboneouters.
RouterRT11 is abackboneouterbecausé belonggo two areas.In orderto makethebackboneconnectedavirtual
link hasbeenconfiguredbetweerroutersR10andR11.

Again, routersRT3, RT4, RT7, RT10 and RT11 are areaborderrouters. As routersRT3 andRT4 did above,they
havecondensedheroutinginformationof their attachedareador distributionvia the backbonethesearethedashed
stubsthatappeain Figure8. RoutersRT5 andRT7 areAS boundaryrouters;their externallyderivedinformationalso
appear®n thegraphin Figure8 asstubs.

The backboneenableghe exchangeof summaryinformationbetweerareaborderrouters. Every areaborderrouter
hearsthe areasummariedrom all otherareaborderrouters. It thenforms a picture of the distanceto all networks
outsideof its areaby examiningthe collectedadvertisementgndaddingin thebackbonealistanceao eachadvertising
router

Again usingroutersRT3 andRT4 asanexamplethe procedureggoesasfollows: Theyfirst calculatethe SPFtreefor
thebackbone.This givesthe distancedo all otherareaborderrouters.Also notedarethe distancego networksand
AS boundaryroutersthatbelongto the backbone Thesecalculationareshownin Table4.

Next, by looking at the areasummariedrom theseareaborderrouters,RT3 and RT4 can determinethe distance
to all networksoutsidetheir area. Thesedistancesarethenadvertisednternally to the areaby RT3 andRT4. The
advertisementthatrouterRT3 andRT4 will makeinto Areal areshownin Table5.

Thisinformationenablesninternalrouterin Areal, suchasRT1,to chooseanareabordermrouterintelligently. Router
RT1 would useRT4 for traffic to networkN6, RT3 for traffic to networkN10,andwould load sharebetweerthetwo
for traffic to networkN8.

Onemoreiterationof thesamdogic enablesouterRT1 to decidebetweerroutingtowardskRT5 or RT7 whensending
to adestinatiorin anotherAutonomousSystem(oneof thenetworksN12-N15).
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3.2 Inter-arearouting

Whenroutinga packetbetweertwo areaghe backbones used.The paththatthe packetwill travelcanbe brokenup
into threecontiguougieces:anintra-aregpathfrom the sourceto anareaborderrouter, a backbonepathbetweerthe
sourceanddestinationareasandthenanotherintra-aregpathto the destination.The algorithmfindsthe setof such
pathsthathavethe smallestcost.

Looking at this anotherway;, inter-arearouting canbe picturedasforcing a star configurationon the Autonomous
Systemwith thebackboneashubandandeachof the areasasspokes.

Thetopologyof the backbonealictatesthe backbonegpathsusedbetweerareas.Thetopologyof the backbonecanbe
enhancedby addingvirtual links. This givesthesystemadministratoisomecontrolovertheroutestakenby inter-area
traffic.

The correctareaborderrouterto useasthe packetexits the sourceareais chosenin exactlythe sameway routers
advertisingexternalroutesare chosen. Eachareaborderrouterin an areasummarizedor the areaits costto all
networksexternalto the area.After the SPFtreeis calculatedor the area routesto all othernetworksarecalculated
by examiningthe summarie®f theareaborderrouters.

3.3 Classificationof routers

Beforetheintroductionof areasthe only OSPFroutershavinga specializedunctionwerethoseadvertisingexternal
routing information, suchasrouterRT5 in Figure2. Whenthe AS is split into OSPFareasthe routersare further
dividedaccordingto functioninto thefollowing four overlappingcategories:

Internal routers A routerwith all directly connectedetworksbelongingto the samearea.Routerswith only back-
boneinterfacesalsobelongto this category Theseroutersrun a singlecopy of the basicroutingalgorithm.

Areaborder routers Any routerthatis notaninternalrouter Borderroutersrun multiple copiesof the basicalgo-
rithm, onecopyfor eachattachedireaandanadditionalcopyfor thebackbone Areaborderrouterscondenséghe
topologicalinformationof theirattachedareador distributionto thebackbone Thebackbonen turndistributes
theinformationto the otherareas.

Backbonerouters A routerthathasaninterfaceto thebackboneThisincludesall routersthatinterfaceto morethan
onearea(i.e., areaborderrouters).However backboneoutersdo not haveto be areaborderrouters. Routers
with all interfacesconnectedo the backboneareconsideredo beinternalrouters.

AS boundary routers A routerthatexchangesoutinginformationwith routersbelongingo otherAutonomousSys-
tems.SucharouterhasAS externalroutesthatareadvertisedhroughouthe AutonomousSystem.The pathto
eachAS boundaryrouteris known by everyrouterin the AS. This classificatioris completelyindependenof
the previousclassifications:AS boundaryroutersmay be internalor areaborderrouters,andmay or may not
participatein thebackbone.

3.4 A sampleareaconfiguration

Figure 6 showsa sampleareaconfiguration. The first areaconsistsof networksN1-N4, alongwith their attached
routersRT1-RT4. The secondareaconsistsof networksN6-N8, alongwith their attachedroutersRT7, RT8, RT10,

RT11. Thethird areaconsistof networksN9-N11 andhostH1, alongwith their attachedoutersRT9, RT11, RT12.

Thethird areahasbeenconfiguredsothatnetworksN9-N11 andhostH1 will all begroupednto a singleroute,when

advertisecexternalto the area(seeSection3.5for moredetails).
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2.3 Equal-costmultipath

The abovediscussiorhasbeensimplified by consideringonly a singlerouteto any destination.In reality, if multiple
equal-costoutesto a destinationexist, theyareall discoveredandused. This requiresno conceptuathangego the
algorithm,andits discussioris postponedintil we considerthetree-buildingprocessn moredetail.

With equalcostmultipath,arouterpotentiallyhasseverakvailablenexthopstowardsanygivendestination.

3 Splitting the ASinto Areas

OSPFallows collectionsof contiguousnetworksand hoststo be groupedtogether Sucha group,togetherwith the
routershavinginterfacego anyoneof theincludednetworks,is calledanarea.Eacharearunsa separateopyof the
basicSPFroutingalgorithm. This meanghateachareahasits own topologicaldatabasandcorrespondingraph,as
explainedn the previoussection.

The topologyof anareais invisible from the outsideof the area. Converselyroutersinternalto a given areaknow
nothing of the detailedtopology externalto the area. This isolation of knowledgeenableghe protocolto effect a
markedreductionin routingtraffic ascomparedo treatingthe entire AutonomousSystemasa single SPFdomain.

With theintroductionof areasijt is nolongertruethatall routersin the AS haveanidenticaltopologicaldatabaseA
routeractuallyhasaseparatéopologicaldatabaséor eachareait is connectedo. (Routersconnectedo multipleareas
arecalledareaborderrouters). Two routersbelongingto the sameareahave,for thatarea,identicalareatopological
databases.

Routingin the AutonomousSystemtakesplaceon two levels, dependingon whetherthe sourceand destinationof
a packetresidein the samearea(intra-arearouting is used)or differentareas(inter-arearoutingis used). In intra-
arearouting,the packetis routedsolelyoninformationobtainedwithin theareanoroutinginformationobtainedrom
outsidetheareacanbeused.This protectdntra-areaoutingfrom theinjectionof badroutinginformation. We discuss
inter-arearoutingin Section3.2.

3.1 The backboneof the Autonomous System

Thebackboneonsistof thosenetworksnotcontainedn anyareatheirattachedoutersandthoseroutersthatbelong
to multiple areas.Thebackbonanustbe contiguous.

It is possibleto defineareadn suchaway thatthebackbones nolongercontiguous In this casethe systemadminis-
tratormustrestorebackboneconnectivityby configuringvirtual links.

Virtual links canbe configuredbetweeranytwo backboneoutersthathaveaninterfaceto a commonnon-backbone
area. Virtual links belongto the backbone.The protocoltreatstwo routersjoined by a virtual link asif they were
connectedy anunnumberegoint-to-pointnetwork. On the graphof the backbonefwo suchroutersarejoined by
arcswhosecostsaretheintra-areadistancedetweerthetwo routers.Theroutingprotocoltraffic thatflows alongthe
virtual link usesdntra-arearoutingonly.

Thebackbonés responsibldor distributingrouting informationbetweerareas.

Thebackbonatself hasall of thepropertiesof anarea.Thetopologyof the backbonas invisible to eachof theareas,
while thebackbonétself knowsnothingof thetopologyof theareas Beforetheadditionof virtual links, thebackbone
haspotentiallyseveracomponentsRoutingwithin anyoneof thesecomponentsannotbeinfluencedoy information

gainedfrom anyof theareas Routingalongvirtual links is of coursedictatedby thetopologyof theassociate@reas.
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Destination| NextHop | Distance
N1 RT3 10
N2 RT3 10
N3 RT3 7
N4 RT3 8

Ib * 7

la RT10 12
N6 RT10 8

N7 RT10 12
N8 RT10 10
N9 RT10 11
N10 RT10 13
N11 RT10 14
H1 RT10 21
RT5 RT5 6
RT7 RT10 8

Tablel: Theportionof routers RT6 routingtablelisting local destinations.

routeradvertisinghe shortestrouteis discoveredandthe nexthopto theadvertisingrouterbecomeghe nexthopto
thedestination.

Both RouterRT5 andRT7 areadvertisinganexternalrouteto destinatiometworkN12. RouterRT7 is preferredsince
it isadvertisingN12atadistanceof 10(8+2)to RouterRT6, whichis betterthanrouterRT5’s14 (6+8). Table2 shows
theentriesthatareaddedo theroutingtablewhenexternalroutesareexamined:

Destination| NextHop | Distance
N12 RT10 10
N13 RT5 14
N14 RT5 14
N15 RT10 17

Table2: The portionof routerRT6’sroutingtablelisting externaldestinations.

Processingf Type 2 externalmetricsis simpler The AS boundaryrouteradvertisingthe shortesexternalrouteis
chosenyregardles®f the internaldistanceto the AS boundaryrouter Supposen our examplebothrouter RT5 and
routerRT7 wereadvertisingType2 externalroutes.Thenall traffic destinedor networkN12 would beforwardedto
routerRT7, since2 < 8. Whenseverakequal-cosiType 2 routesexist, theinternaldistanceto the advertisingrouters
is usedto breakthetie.

Both Type 1 andType 2 externalmetricscanbe presentin the AS at the sametime. In thatevent, Type 1 external
metricsalwaystakeprecedence.
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onejoining routersRT6 andRT10. RoutersRT5 andRT7 haveEGP connectiongo other AutonomousSystems.A
setof EGP-learnedouteshavebeendisplayedfor both of theserouters.

A costis associatetvith theoutputsideof eachrouterinterface.This costis configurableéby the systemadministrator
The lower the cost,the morelikely theinterfaceis to be usedto forward datatraffic. Costsarealsoassociatedvith
theexternallyderivedroutingdata(e.g.,the EGP-learnedoutes).

The directedgraphresultingfrom the mapin Figure?2 is depictedin Figure3. Arcs arelabelledwith the costof the
correspondingouter outputinterface. Arcs havingno labelledcosthavea costof 0. Note that arcsleadingfrom
networksto routersalwayshavecostO; theyaresignificantnonethelessNote alsothatthe externallyderivedrouting
dataappear®nthe graphasstubs.

Thetopologicaldatabaséor whathasbeenreferredto aboveasthe directedgraph)is piecedtogetherfrom link state

advertisementgeneratedy therouters. The neighborhoof eachtransitvertexis representeth a single,separate
link stateadvertisementFigure4 showsgraphicallythelink staterepresentationf the two kinds of transitvertices:

routersandmulti-accessetworks.RouterRT12 hasaninterfaceto two broadcashetworksanda SLIP line to ahost.

Network N6 is a broadcashetworkwith threeattachedouters.The costof all links from networkNG6 to its attached
routersis 0. Notethatthelink stateadvertisemenfior networkNG6 is actuallygeneratedby oneof theattachedouters:

therouterthathasbeenelectedDesignatedrouterfor thenetwork.

2.1 The shortest-pathtree

Whenno OSPFareasare configured,eachrouterin the AutonomousSystemhasanidenticaltopologicaldatabase,
leadingto anidenticalgraphicalrepresentationA routergeneratedts routingtablefrom this graphby calculatinga
tree of shortespathswith therouteritself asroot. Obviously, the shortest-pattiree dependn the routerdoing the
calculation.Theshortest-pattreefor routerRT6 in our exampleis depictedn Figure5.

Thetreegivestheentirerouteto anydestinatiometworkor host. However only thenexthopto thedestinatioris used
in the forwardingprocess.Note alsothatthe bestrouteto anyrouterhasalsobeencalculated.For the processingf
externaldata,we notethe nexthopanddistanceto any routeradvertisingexternalroutes.Theresultingroutingtable
for routerRT6 is picturedin Tablel. Notethatthereis a separateoutefor eachendof anumberedserialline (in this
casetheserialline betweerroutersRT6 andRT10).

Routesto networksbelongingto otherAS’es (suchasN12) appeaasdashedinesontheshortespathtreein Figure
5. Useof this externallyderivedroutinginformationis consideredn the nextsection.

2.2 Useof external routing information

After thetreeis createdhe externalroutinginformationis examined.This externalroutinginformationmayoriginate
from anothemrouting protocolsuchasEGR or be staticallyconfigured(staticroutes). Defaultroutesarealsoa form
of externalroutinginformation.

Externalroutinginformationis floodedunalteredhroughouthe AS. In ourexampleall theroutersin the Autonomous
Systemknow thatrouterRT7 hastwo externalroutes,with metrics2 and9.

OSPFsupportgwo typesof externalmetrics. Type 1 externalmetricsareequivalento thelink statemetric. Type?2

externalmetricsaregreaterthanthe costof any pathinternalto the AS. Useof Type2 externalmetricsassumeshat
routing betweenAS’esis the major costof routing a packet,andeliminatesthe needfor conversiorof externalcosts
to internallink statemetrics.

Hereis anexampleof Type 1 externalmetric processing Supposehatthe routersRT7 andRT5 in our exampleare
advertisingType 1 externalmetrics. For eachexternalroute,the distanceto RouterRT6 is calculatedasthe sumof
the externalroute’s costandthe distanceof the advertisingrouterto RouterRT6. For everyexternaldestinationthe
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Theverticesof thegraphcanbefurthertypedaccordingo function. Only someof theselypescarrytransitdatatraffic;
thatis, traffic thatis neitherlocally originatednor locally destined Verticesthatcancarrytransittraffic areindicated
onthegraphby havingbothincomingandoutgoingedges.

Vertextype | Vertexname | Transit?
1 Router yes
2 Network yes
3 Stubnetwork no

OSPFsupportghefollowing typesof physicalnetworks:

Point-to-point networks A networkthatjoins a singlepair of routers.A 56Kb serialline is an exampleof a point-
to-pointnetwork.

Broadcastnetworks Networkssupportingmany (more thantwo) attachedrouters,togetherwith the capability to
address singlephysicalmessagéo all of theattachedouters(broadcast)Neighboringroutersarediscovered
dynamicallyon thesenetsusingthe Hello Protocol. The Hello Protocolitself takesadvantagef the broadcast
capability The protocolmakesfurtheruseof multicastcapabilitiesjf theyexist. An etherneis anexampleof
abroadcashetwork.

Non-broadcastnetworks Networkssupportingmany(morethantwo) attachedouters but havingno broadcasta-
pability. NeighboringroutersarediscoverednthesenetsusingtheHello Protocol. However dueto thelack of
broadcastapability someconfigurationinformationis necessaryor the correctoperationof the Hello Proto-
col. Onthesenetworks OSPFprotocolpacketghatarenormally multicastneedto be sentto eachneighboring
router, in turn. An X.25 PublicDataNetwork (PDN) is anexampleof anon-broadcastetwork.

The neighborhoodf eachnetworknodein the graphdependsn whetherthe networkhasmulti-accessapabilities
(eitherbroadcasbr non-broadcastand, if so,the numberof routershavingan interfaceto the network. The three
casesare depictedin Figurel. Rectanglesndicaterouters. Circlesand oblongsindicate multi-accessetworks.
Routernamesare prefixedwith the lettersRT andnetworknameswith N. Routerinterfacenamesareprefixedby I.
Linesbetweerroutersindicatepoint-to-pointnetworks.Theleft sideof thefigure showsa networkwith its connected
routers,with theresultinggraphshownon theright.

Two routersjoined by a point-to-pointnetworkarerepresenteth the directedgraphasbeingdirectly connectedy a
pair of edgespnein eachdirection. Interfacego physicalpoint-to-pointnetworksneednot beassignedP addresses.
Sucha point-to-pointnetworkis calledunnumbered.The graphicalrepresentationf point-to-pointnetworksis de-
signedsothatunnumberedetworkscanbe supportedhaturally Wheninterfaceaddressesxist,theyaremodelledas
stubroutes.Notethateachrouterwould thenhavea stubconnectiorto theotherrouter sinterfaceaddresgseeFigure
1).

When multiple routersare attachedo a multi-accessetwork, the directedgraphshowsall routersbidirectionally
connectedo thenetworkvertex(again,seefFigurel). If only asinglerouteris attachedo a multi-accessietwork,the
networkwill appeain thedirectedgraphasa stubconnection.

Eachnetwork(stubor transit)in the graphhasan IP addressandassociatedetworkmask. The maskindicatesthe
numberof nodeson the network. Hostsattachedlirectly to routers(referredto ashostroutes)appeaton the graphas
stubnetworks.The networkmaskfor a hostrouteis alwaysOxf f f f f f f f , which indicatesthe presencef a single
node.

Figure 2 showsa samplemap of an AutonomousSystem. The rectanglelabelledH1 indicatesa host,which hasa
SLIP connectionto routerRT12. RouterRT12 is thereforeadvertisinga hostroute. Lines betweerroutersindicate
physicalpoint-to-pointnetworks. The only point-to-pointnetworkthat hasbeenassignednterfaceaddressess the
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Lower-level protocols Theunderlyingnetworkaccesgprotocolsthatprovideservicego the InternetProtocolandin
turnthe OSPFprotocol. Exampleof thesearethe X.25 packetandframelevelsfor PDNs,andtheethernetlata
link layerfor ethernets.

1.3 Brief history of SPF-based outing technology

OSPHs anSPF-basedoutingprotocol. Suchprotocolsarealsoreferredto in theliteratureaslink-stateor distributed-
databaseprotocols. This sectiongivesa brief descriptionof the developmentsn SPF-basedechnologythat have
influencedhe OSPFprotocol.

Thefirst SPF-basedbutingprotocolwasdevelopedor usein the ARPANET packetswitchingnetwork. This protocol
is describedn [McQuillan]. It hasformedthe startingpoint for all other SPF-basegrotocols. The homogeneous
Arpanetenvironmentj.e., single-vendopacketswitchesconnectedy synchronouseriallines, simplifiedthe design
andimplementatiorof the original protocol.

Modificationsto thisprotocolwereproposedn [Periman]. Thesanodificationglealtwith increasinghefaulttolerance
of the routing protocol through,amongotherthings, addinga checksunto the link stateadvertisementgthereby
detectingdatabaseorruption). The paperalsoincludedmeansfor reducingthe routing traffic overheadn an SPF-
basedgrotocol. Thiswasaccomplishetby goingto alollipop-shapedequencspacendsynchronizinghetopological
databasevernewly formedadjacenciesnablingtheintervalbetweerlink stateadvertisement® beincreasedy an
orderof magnitude.

An SPF-basedlgorithmhasalsobeenproposedor useasanlSO 1S-ISroutingprotocol. This protocolis describedn
[DEC]. Theprotocolincludesmethodsor dataandroutingtraffic reductionwhenoperatingoverbroadcashetworks.
Thisis accomplishedby electionof a DesignatedRouterfor eachbroadcashetwork,whichthenoriginatesalink state
advertisemenfor the network.

TheOSPFsubcommitte®f thelETF hasextendedhisworkin developinghe OSPFprotocol. TheDesignatedRouter
concepthasbeengreatlyenhancedo furtherreducethe amountof routingtraffic required.Multicastcapabilitiesare
utilized for additionalroutingbandwidthreduction.An arearoutingscheméenasbeendevelopednablinginformation
hiding/protection/reductionFinally, the algorithm hasbeenmodifiedfor efficient operationin the internetenviron-
ment.

1.4 Organization of this document

Thefirst threesectionof this specificatiorgive a generaloverviewof the protocol’s capabilitiesandfunctions. Sec-
tions 4-16 explainthe protocol’s mechanismén detail. Packetformats,protocolconstantsconfigurationitemsand
requiredmanagemerdtatisticsarespecifiedn the appendices.

LabelssuchasHellolntervalencountereéh thetextreferto protocolconstantsTheymayor maynotbeconfigurable.
Thearchitecturaconstant@reexplainedn AppendixB. The configurableconstantareexplainedn AppendixC.

The detailedspecificatiorof the protocolis presentedn termsof datastructures.This is donein orderto makethe
explanationmore precise. Implementation®f the protocolare requiredto supportthe functionality describedput
neednot usethe precisedatastructureghatappeaitn this paper

2 The TopologicalDatabase

The databasef the AutonomousSystems topologydescribes directedgraph. The verticesof the graphconsistof
routersandnetworks.A graphedgeconnectdwo routerswhentheyareattachedia aphysicalpoint-to-pointnetwork.
An edgeconnectinga routerto a networkindicatesthatthe routerhasaninterfaceon the network.
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1.2 Definitions of commonly usedterms

Hereis a collectionof definitionsfor termsthat havea specificmeaningto the protocolandthatareusedthroughout
thetext. Thereademnfamiliarwith the InternetProtocolSuiteis referredto [RS-85-153]for anintroductionto IP.

Router A levelthreelnternetProtocolpacketswitch. Formerlycalleda gatewayin muchof theIP literature.

Autonomous System A groupof routersexchangingouting informationvia a commonrouting protocol. Abbrevi-
atedasAS.

Internal GatewayProtocol The routing protocol spokenby the routersbelongingto an Autonomoussystem. Ab-
breviatedasIGP. EachAutonomousSystemhasa singleIGP. DifferentAutonomousSystemsmay be running
differentiGPs.

Router ID A 32-bitnumberassignedo eachrouterrunningthe OSPFprotocol. This numberuniquelyidentifiesthe
routerwithin an AutonomousSystem.

Network In this paper an IP networkor subnet.lt is possiblefor one physicalnetworkto be assignednultiple IP
network/subnehumbers.We considertheseto be separatenetworks. Point-to-pointphysicalnetworksarean
exception theyareconsidered singlenetworkno matterhow many(if anyatall) IP network/subnenumbers
areassignedo them.

Network mask A 32-bit numberindicatingthe rangeof IP addressegesidingon a single IP network/subnetThis
specificationdisplaysnetwork masksas hexadecimahumbers. For example,the network maskfor a class
C IP networkis displayedasOxf f f f f f 00. Sucha maskis often displayedelsewheren the literatureas
255.255.255.0.

Multi-accessnetworks Thosephysicalnetworksthat supportthe attachmenbf multiple (morethantwo) routers.
Eachpair of routerson sucha networkis assumedo beableto communicatalirectly (multi-dropnetworksare
excluded).

Interface The connectionbetweena router and one of its attachednetworks. An interfacehas stateinformation
associatewdith it, whichis obtainedrom theunderlyinglowerlevelprotocolsandtheroutingprotocolitself. An
interfaceto anetworkhasassociateavith it asinglelP addressandmask(unlesshenetworkis anunnumbered
point-to-pointnetwork). An interfaceis sometimeslsoreferredto asalink.

Neighboring routers Two routersthathaveinterfacego a commonnetwork. On multi-accessetworks,neighbors
aredynamicallydiscoveredy the Hello Protocol.

Adjacency A relationshipformedbetweerselectecheighboringroutersfor the purposeof exchangingoutinginfor-
mation. Not everytwo pairsof neighboringroutershecomeadjacent.

Link stateadvertisement Refersto thelocal stateof a routeror network. This includesthe stateof therouter sin-
terfacesandadjacenciesEachlink stateadvertisemerit floodedthroughoutheroutingdomain. Thecollected
link stateadvertisementsf all routersandnetworksformstheprotocol'stopologicaldatabase.

Hello protocol Thepartof theOSPFprotocolusedto establisrandmaintainneighborrelationshipsOnmulti-access
networksthe Hello protocolcanalsodynamicallydiscovemeighboringrouters.

DesignatedRouter Eachmulti-accessetworkthathasat leasttwo attachedoutershasa DesignatedRouter The
DesignatedRoutergenerates link stateadvertisementor the multi-accessetworkandhasotherspecialre-
sponsibilitiesn therunningof the protocol. The DesignatedRouteris electedby theHello Protocol.

The DesignatedRouterconceptenablesa reductionin the numberof adjacenciesequiredon a multi-access
network. Thisin turn reduceghe amountof routing protocoltraffic andthe sizeof thetopologicaldatabase.
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1 Intr oduction

This documents a specificatiorof the OpenShortesPathFirst (OSPF)internetrouting protocol. OSPFis classified
asaninternalGatewayProtocol(IGP). Thismeanghatit distributesoutinginformationbetweerroutersbelongingto
asingleAutonomousSystem.The OSPFprotocolis basedon SPFor link-statetechnology This is adeparturdrom
theBellman-Fordbaseusedby traditionalinternetrouting protocols.

The OSPFprotocolwasdevelopedy the OSPFworking groupof the InternetEngineeringTaskForce. It hasbeen
designedexpresslyfor theinternetenvironmentjncluding explicit supportfor IP subnetting,T OS-basedoutingand

thetaggingof externally-derivedoutinginformation. OSPFalsoprovidesfor the authenticatiorof routing updates,
and utilizes IP multicastwhen sending/receivinghe updates.In addition,muchwork hasbeendoneto producea

protocolthatrepondsjuickly to topologychangesyetinvolvessmallamountsof routingprotocoltraffic.

The authorwould like to thankRob Coltun,Milo Medin, Mike Petryandtherestof the OSPFworking groupfor the
ideasandsupporttheyhavegivento this project.

1.1 Protocoloverview

OSPFRoutesP packetdasedsolelyonthedestinatiolP addresandIP Typeof Servicefoundin thelP packetheader
IP packetsarerouted‘asis” —theyarenotencapsulateth anyfurtherprotocolheadersstheytransitthe Autonomous
System.OSPHs adynamicroutingprotocol. It quickly detectdopologicalchangesn the AS (suchasrouterinterface
failures)andcalculatesnewloop-freeroutesafter a periodof convegence.This periodof convegences shortand
involvesa minimumof routingtraffic.

In an SPF-basedouting protocol,eachrouter maintainsa databaselescribingthe AutonomousSystems topology
EachparticipatingrouterhasanidenticaldatabaseEachindividual pieceof this databasés a particularrouterslocal
state(e.g.,therouter susableinterfacesandreachableneighbors) . Therouterdistributests local statethroughouthe
AutonomousSystemby flooding.

All routersrun the exactsamealgorithm,in parallel. Fromthetopologicaldatabasegachrouterconstructsa tree of
shortespathswith itself asroot. This shortest-pattreegivestherouteto eachdestinatiorin the AutonomousSystem.
Externallyderivedroutinginformationappear®nthetreeasleaves.

OSPFcalculateseparateoutesfor eachTypeof Service(TOS).Whenseverakqual-costoutesto adestinatiorexist,
traffic is distributedequallyamongthem. The costof a routeis describedy a singledimensionlessnetric.

OSPFallows setsof networksto be groupedtogether Sucha groupingis calledan area. Thetopologyof anareais
hiddenfrom the restof the AutonomousSystem. This informationhiding enablesa significantreductionin routing
traffic. Also, routingwithin theareais determinednly by theareas owntopology lendingthe areaprotectionfrom
badroutingdata.An areais a generalizatiorof a IP subnettedetwork.

OSPFenablesheflexible configuratiorof IP subnetsEachroutedistributedoy OSPFhasadestinatiorandmask. Two
differentsubnetof the samelP networknumbermay havedifferentsizes(i.e., differentmasks).This is commonly
referredto asvariablelengthsubnets A packetis routedto thebest(i.e.,longestor mostspecific)ymatch.Hostroutes
areconsideredo be subnetsvhosemasksare“all ones”(Oxf ff fffff).

All OSPFprotocolexchangeareauthenticatedT hismeanghatonly trustedrouterscanparticipaten the Autonomous
Systems&routing. A variety of authenticatiorschemeganbe used;a singleauthenticatiorschemds configuredfor
eacharea.This enablesomeareado usemuchstricterauthenticatiorthanothers.

Externallyderivedroutingdata(e.g.,routedearnedrom the ExteriorGatewayProtocolEGP))is passedransparently
throughouthe AutonomousSystem.This externallyderiveddatais keptseparatérom the OSPFprotocol’slink state
data.Eachexternalroutecanalsobetaggedby the advertisingrouter, enablingthe passingof additionalinformation
betweerroutersonthe boundarie®f the AutonomousSystem.

Moy Page 1



RFC 1131 OSPF

A PacketFormats

Al
A.2
A3
A4
A5
A.6
A7

A.8

Encapsulatiomf OSPFpackets . . . . . . ... ... ... .. ...
TheOSPFpacketheader. . . . . . .. .. ... ... .. ... ...
Thelink StateAdvertisemenheader . . . . . . . .. .. ... ...
TheHellopacket. . . . . . . . . .. .. ... ... .
TheDatabas®escriptionpacket. . . . . . . ... ... ... ....
Thelink StateRequespacket. . . . . . . . .. ... .. ... ...
Thelink StateUpdatepacket . . . . . . .. .. .. ... ... ...
A.7.1 Routerlinks advertisements. . . . . .. ... ... .. ...
A.7.2 Networklinks advertisements. . . . . . ... ... .. ...
A.7.3 Summanylinks advertisements . . . . . ... ... ... ..
A.7.4 ASexternallinks advertisements. . . . . . ... . ... ..
ThelLink StateAcknowledgmenpacket. . . . . . .. .. .. .. ..

B Architectural Constants

C Configurable Constants

Cl
C.z2
C3
C4
C5
C.6

Globalparameters. . . . . . . . . . ...
Areaparameters. . . . . . ... o
Routerinterfaceparameters. . . . . . ... ... L.
Virtuallink parameters . . . . . . .. ... ... L.

Non-broadcastnulti-accessetworkparameters

Host routeparameters. . . . . ... Lo Lo oL

D Required Statistics

D.1
D.2

LOggingmessages. . . . . . . .o e
Cumulativestatistics. . . . . . . . . .. ...

E Authentication

E.1
E.2

Moy

AutypeO—No authentication . . . . . . . ... ... .. ... ...
Autypel—Simplepassword. . . . .. .. ...,

October 1989

Page iv



RFC 1131 OSPF

12 Link State Advertisements

12.1 ThelLink StateHeader
1211 LStype . . . . . .
1212 Link StatelD . . . . . . ...
12.1.3 AdvertisingRouter. . . . . . ...
12.1.4 LSsequencaumber. . . . . .. ...
1215 LSage. . . . . . . .
12.1.6 LSchecksum . . . . . ... ...
12.2 Thelink statedatabase
12.3 Originatinglink stateadvertisements
12.3.1 Routerlinks . . . . . .. ..o
12.3.2 Networklinks . . . . . . . ... ...
12.3.3 Summarinks . . . . .. ..o
12.3.4 ASexternalinks. . . . . ... ... oL
12.4 TOSmetrics

13 The Flooding Procedure

13.1 Determiningwhichlink stateis newer
13.2 Installinglink stateadvertisementis the database
13.3 Next stepin thefloodingprocedure
13.4 Receivingself-originatedink state
13.5 SendingLink StateAcknowledgmenpackets
13.6 Retransmittindink stateadvertisements
13.7 Receivinglink stateacknowledgments

14 Aging The Link StateDatabase

15 Virtual Links

16 Calculation Of The Routing Table

16.1 Calculatingtheshortest-pathreefor anarea

16.2 Calculatingtheinter-arearoutes
16.3 Resolvingvirtual nexthops
16.4 CalculatingAS externalroutes
16.5 Incrementalipdates— summarylinks
16.6 Incrementalipdates— AS externallinks
16.7 Eventsgeneratecsaresultof routingtablechanges
16.8 Equal-cosmultipath

Moy

16.1.1 Thenexthopcalculation. . . . . . . ... .. ... ... ..

October 1989

Page iii



RFC 1131 OSPF

5 Protocol Data Structur es
6 The AreaData Structure

7 Bringing Up Adjacencies

7.1 TheHelloProtocol. . . . . . . ... ... ... ... ... . ...
7.2 TheSynchronizatiorof Databases . . . . . . . ... ... ... ....
7.3 TheDesignatedRouter. . . . . . . . . ...
7.4 TheBackupDesignatedRouter . . . . . . . . . ... ... ... ...
7.5 Thegraphofadjacencies . . . . . . . . . ... ... ... ... ...

8 ProtocolPacketProcessing

8.1 Sendingprotocolpackets . . . . . .. ...
8.2 Receivingprotocolpackets . . . . .. ...

9 The Interface Data Structur e

9.1 Interfacestates. . . . . . . .. ...
9.2 Eventscausingnterfacestatechanges. . . . . . . .. ... ... .. ..
9.3 Thelnterfacestatemachine . . . . .. .. ... ... L.
9.4 ElectingtheDesignatedRouter . . . . . .. .. ...
9.5 SendingHellopackets. . . . . . .. .. ...

9.5.1 SendingHello packetsonnon-broadcastetworks

10 The Neighbor Data Structur e

10.1 Neighborstates . . . . . . . . . . L
10.2 Eventscausingneighborstatechanges. . . . . . . . .. .. ... .. ..
10.3 TheNeighborstatemachine . . . . . . . . ... ... ... ... ... ..
10.4 Whetherto becomeadjacent. . . . . . . . . .. .. ...
10.5 ReceivingHellopackets. . . . . . .. .. ... L
10.6 ReceivingDatabas®escriptionPackets. . . . . . . . ... ... .. ..
10.7 ReceivingLink StateRequesPackets. . . . . . .. .. ... ... ...
10.8 SendingDatabas®escriptionPackets. . . . . . .. .. .. ...
10.9 SendingLink StateRequesPackets. . . . . . . . .. ... ...
10.10AnExample . . . . . . .

11 The Routing Table Structur e

11.1 Twoexamples. . . . . . . . . . L

Moy

October 1989

21

22

Page ii



Network Working Group J. Moy
Request for Comments: 1131 Proteon, Inc.

October 1989

The OSPFSpecification

Statusof this Memo

This RFC suggestsa proposedorotocolfor the Internetcommunity andrequestsliscussiorandsuggestiongor im-
provementsDistribution of this memaois unlimited.

Contents

1 Intr oduction 1
1.1 Protocoloverview . . . . . . . L 1
1.2 Definitionsof commonlyusedterms. . . . . . . . ... L 2
1.3 Brief historyof SPF-basedoutingtechnology. . . . . . . . . .. .. .. ... 3
1.4 Organizationof thisdocument. . . . . . . . . . .. .. 3

2 The TopologicalDatabase 3
2.1 Theshortest-patiree . . . . . . . . 7
2.2 Useof externalroutinginformation . . . . . . . . .. ... L 7
2.3 Equal-cosmultipath . . . . . . . .. 11

3 Splitting the AS into Areas 1
3.1 Thebackboneof the AutonomousSystem . . . . . . . . . . . .. L 11
3.2 Interarearouting. . . . . . . . . L 12
3.3 Classificatiorofrouters . . . . . . . . . e 12
3.4 A sampleareaconfiguration . . . . . . . ... 12
3.5 [IPsubnettingsupport. . . . . . . . 17
3.6 Partitionsofareas . . . . . . . .. e 17

4 Functional Summary 19
4.1 Interarearouting. . . . . . . ... 19
4.2 ASexternalroutes. . . . . . . .. 19
4.3 Routingprotocolpackets. . . . . . .. 20
4.4 Basicimplementatiomequirements. . . . . . ... 21

Moy Page i



