
RFC 1131 OSPF October 1989

Security Considerations

All OSPFprotocolexchangesareauthenticated.This is accomplishedthroughauthenticationfieldscontainedin the
OSPFpacketheader. For moreinformation,seeSections8.1,8.2,andAppendixE.
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E Authentication

All OSPFprotocolexchangesareauthenticated.TheOSPFpacketheader(seeSectionA.2) includesanauthentication
typefield, and64-bitsof datausedby theappropriateauthenticationscheme(determinedby thetypefield).

Theauthenticationtype is configurableon a per-areabasis.Additional authenticationdatais configurableon a per-
interfacebasis.For example,if anareausesa simplepasswordschemefor authentication,a separatepasswordmay
beconfiguredfor eachnetworkcontainedin thearea.

Authenticationtypesof 0-255arespecifiedbelow. Otherauthenticationtypesmaybeassignedlocally on a perAu-
tonomousSystembasis.

E.1 Autype 0 – No authentication

Useof thisauthenticationtypemeansthatroutingexchangesin theareaarenot authenticated.The64-bit field in the
OSPFheadercancontainanything;it is notexaminedonpacketreception.

E.2 Autype 1 – Simple password

Using this authenticationtype, a 64-bit field is configuredon a per-networkbasis. All packetssenton a particular
networkmusthavethisconfiguredvaluein theirOSPFheader64-bitauthenticationfield. Thisessentiallyservesasa
“clear” 64-bitpassword.

This guardsagainstroutersinadvertentlycomingup in the area. They mustfirst be configuredwith their attached
networks’passwordsbeforetheycanjoin theroutingdomain.
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LStype Link StateID AdvertisingRouter LSseqno LSage LSchecksum
1 192.1.1.1 192.1.1.1 * * *
1 192.1.1.2 192.1.1.2 * * *
1 192.1.1.3 192.1.1.3 * * *
1 192.1.1.4 192.1.1.4 * * *
2 192.1.1.3 192.1.1.3 * older *
2 192.1.1.4 192.1.1.4 * newer *
3 Ia,Ib 192.1.1.3 * * *
3 N6 192.1.1.3 * * *
3 N7 192.1.1.3 * * *
3 N8 192.1.1.3 * * *
3 N9-N11,H1 192.1.1.3 * * *
3 Ia,Ib 192.1.1.4 * * *
3 N6 192.1.1.4 * * *
3 N7 192.1.1.4 * * *
3 N8 192.1.1.4 * * *
3 N9-N11,H1 192.1.1.4 * * *
4 RT5 192.1.1.3 * * *
4 NT7 192.1.1.3 * * *
4 RT5 192.1.1.4 * * *
4 NT7 192.1.1.4 * * *
4 N12 RT5’sID * * *
4 N13 RT5’sID * * *
4 N14 RT5’sID * * *
4 N12 RT7’sID * * *
4 N15 RT7’sID * * *

5. Thecontentsof anyparticularlink stateadvertisement.Forexample,a listing of therouterlinks advertisement
for Area1, with LS type= 1 andLink StateID = 192.1.1.3is shownin Section12.3.1.

6. A listing of theentireroutingtable.Suchlistingsareshownin Section11. Theroutingtableis calculatedfrom
thecombineddatabasesof eachattachedarea(seeSection16). It maybedesirableto sort theroutingtableby
Typeof Service,or by destination,or acombinationof thetwo.
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InterfaceIP address state cost DR Backup # nbrs # adjs
192.1.1.3 DR other 1 192.1.1.4 192.1.1.1 3 2
192.1.4.3 DR 2 192.1.4.3 none 0 0

3. Thelist of neighborsassociatedwith aparticularinterface.Eachneighbor’s IP address,routerID, state,andthe
lengthof thethreelink stateadvertisementqueues(seeSection10) to theneighboris displayed.

SupposerouterRT4 is theDesignatedRouterfor networkN3, androuterRT1 is theBackupDesignatedrouter.
Supposealsothat theadjacencybetweenrouterRT3 andRT1 hasnot yet fully formed. Thedisplayof router
RT3’sneighbors(associatedwith its interfaceto networkN3) maythenappearasfollows. Thedisplayindicates
that RT3 andRT1 arestill in the databaseexchangeprocedure,RouterRT3 hasmoreDatabaseDescription
packetsto sendto RT1, andRT1 hasat leastonelink stateadvertisementthat RT3 doesn’t. Also, thereis a
singlelink stateadvertisementthathasbeenflooded,but not acknowledged,to eachneighborthatparticipates
in thefloodingprocedure(state��� Exchng).(In the following exampleswe assumethata router’s RouterID
is assignedto beits smallestIP interfaceaddress).

NeighborIP address RouterID state LSrxmt len DB summlen LSreqlen
192.1.1.1 192.1.1.1 Exchng 1 10 1
192.1.1.2 192.1.1.2 2-Way 0 0 0
192.1.1.4 192.1.1.4 Full 1 0 0

4. A list of the area’s link statedatabase.This is the samein all of the routersattachedto the area. It is com-
posedof thatarea’s routerlinks, networklinks, andsummarylinks advertisements.Also, theAS externallink
advertisementsareapartof all theareas’databases.

Thelink statedatabasefor Area1 in Figure16might look asfollows (comparethiswith Figure7). Assumethe
theDesignatedRouterfor networkN3 is routerRT4, asabove.Also, assumethatrouterRT3 wasformerly the
DesignatedRouterfor networkN3. Its networklinks advertisementis still partof thedatabase(it hasnot aged
to FlushAge).

Both routersRT3 andRT4 areoriginatingsummarylink advertisementsinto Area1, sincetheyareareaborder
routers. RoutersRT5 andRT7 areAS externalrouters. Their locationmustbe describedin summarylinks
advertisements.Also, theirAS externallink advertisementsarefloodedthroughouttheentireAS.

RouterRT3 canlocateits self-originatedadvertisementsby looking for its own routerID (192.1.1.3)in adver-
tisements’AdvertisingRouterfields.

The LS sequencenumber, LS age,andLS checksumfields indicatethe advertisement’s instantiation. Their
valuesare storedin the advertisement’s link stateheader;we havenot botheredto makeup valuesfor the
example.

Moy Page 100



RFC 1131 OSPF October 1989

R5 An advertisementhasbeenreceivedthroughthefloodingprocedurethat is LESSrecentthetherouter’scurrent
databasecopy(seeSection13). Theloggingmessageshouldincludethereceivedadvertisement’sLS type,Link
StateID, AdvertisingRouter, LS sequencenumber, LS ageandLS checksum.Also, themessageshoulddisplay
theneighborfrom whomtheadvertisementwasreceived.

The following messagesare indicationof normal,yet infrequentprotocolevents. Thesemessageswill help in the
interpretationof someof theabovemessages:

N1 TheLink staterefreshtimer hasfired for oneof therouter’sself-originatedadvertisements(seeSection12.3).
A newinstantiationof theadvertisementmustbeoriginated.Themessageshouldincludetheadvertisement’s
LS type,Link StateID andAdvertisingRouter.

N2 Oneof theadvertisementsin therouter’slink statedatabasehasagedto MaxAge(seeSection14). At thispoint,
theadvertisementis no longerincludedin therouting tablecalculation,andis reflooded.Themessageshould
list theadvertisement’sLS type,Link StateID andAdvertisingRouter.

N3 An advertisementof ageMaxAgehasbeenflushedfrom therouter’sdatabase.This occursaftertheadvertise-
menthasbeenacknowledgedby all adjacentneighbors.Themessageshouldlist theadvertisement’s LS type,
Link StateID andAdvertisingRouter.

D.2 Cumulative statistics

Thesestatisticsdisplaycollectionsof the routing datastructures.They shouldbe ableto be obtainedinteractively,
throughsomekind of networkmanagementfacility.

All the following statisticsdisplays,with the exceptionof the arealist, routing tableandthe AS externallinks, are
specificto asinglearea.As notedin Section4, mostOSPFprotocolmechanismswork oneachareaseparately.

Thefollowing statisticsdisplaysshouldbeavailable:

1. A list of all theareasattachedto therouter, alongwith theauthenticationtypeto usefor thearea,thenumberof
routerinterfacesattachingto thearea,andthetotal numberof netsandroutersbelongingto thearea.

For example,considerthe routerRT3 picturedin Figure16. It hasinterfacesto two separateareas,Area 1
andthebackbone(Area0). Thefollowing displaythenindicatesthatthebackboneis usinga simplepassword
for authentication,andthatArea1 is not usingany authentication.Thenumberof netsincludesIP networks,
subnets,andhosts(this is thereasonfor 2 backbonenets– theyarethehostroutescorrespondingto theserial
line betweenbackboneroutersRT6 andRT10).

AreaID # ifcs AuType # nets # routers
0 1 1 2 7
1 2 0 4 4

2. A list of all therouter’s interfacesto anarea,alongwith theiraddresses,outputcost,currentstate,the(Backup)
DesignatedRouterfor theattachednetwork,andthenumberof neighborscurrentlyassociatedwith theinterface.
Somenumberof theseneighborswill havebecomeadjacent,thenumberof theseis notedin thedisplayalso.

AgainconsiderrouterRT3 in Figure16. ThedisplaybelowindicatesthatRT4 hasbeenselectedasDesignated
Routerfor networkN3,androuterRT1hasbeenselectedasBackup.Adjacencieshavebeenestablishedto both
of theserouters.TherearenoroutersbesidesRT3attachedto networkN4, soit becomesDR,yetstill advertises
thenetworkasastubin its routerlinks advertisements.
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C1 A receivedOSPFpacketis rejectedduetoerrorsin its IP/OSPFheader. Thereasonsfor rejectionaredocumented
in Section8.2. TheyincludeOSPFchecksumfailure, authenticationfailure, andinability to matchthesource
with an activeOSPFneighbor. The logging messageproducedshouldincludethe IP sourceanddestination
addresses,therouterID in theOSPFheader, andthereasonfor therejection.

C2 An incomingHellopacketis rejectedduetomismatchesbetweentheHello’sparametersandthoseconfiguredfor
thereceivinginterface(seeSection10.5).This indicatesaconfigurationproblemontheattachednetwork.The
loggingmessageshouldincludetheHello’ssource,thereceivinginterface,andthenon-matchingparameters.

C3 An incomingDatabaseDescriptionpacket,Link StateRequestPacket,Link StateAcknowledgmentPacket
or Link State Update packet is rejecteddue to the sourceneighbor being in the wrong state (see Sec-
tions 10.6,10.7,13.7 , and13 respectively).This canbe normalwhenthe identity of the network’s Desig-
natedRouterchanges,causingmomentarydisagreementsoverthevalidity of adjacencies.Theloggingmessage
shouldincludethesourceneighbor, its state,andthepacket’s type.

C4 A DatabaseDescriptionpackethasbeenretransmitted.This maymeanthatthevalueof RxmtIntervalthathas
beenconfiguredfor theassociatedinterfaceis too small. Theloggingmessageshouldincludetheneighborto
whomthepacketis beingsent.

Thefollowing messagescanbecausedby packettransmissionerrors,or softwareerrorsin anOSPFimplementation:

E1 Thechecksumin areceivedlink stateadvertisementis incorrect.Theadvertisementisdiscarded(seeSection13).
Theloggingmessageshouldincludetheadvertisement’sLS type,Link StateID andAdvertisingRouter(which
maybeincorrect).Themessageshouldalsoincludetheneighborfrom whomtheadvertisementwasreceived.

E2 Duringtheagingprocess,it isdiscoveredthatoneof thelink stateadvertisementsin thedatabasehasanincorrect
checksum.Thisindicatesmemorycorruptionorasoftwareerrorin therouteritself. Theroutershouldbedumped
andrestarted.

Thefollowing messagesareanindicationthata routerhasrestarted,losingtrackof its previousLS sequencenumber.
Shouldthesemessagescontinue,it mayindicatethepresenceof duplicateRouterIDs:

R1 Two link stateadvertisementshavebeenseen,whoseLS type,Link StateID, AdvertisingRouterandLS se-
quencenumberarethe same,yet with differing LS checksums.Theseareconsideredto be differentinstanti-
ationsof the sameadvertisement.The instantiationwith the largerchecksumis acceptedasmorerecent(see
Section12.1.6,13.1).TheloggingmessageshouldincludetheLS type,Link StateID, AdvertisingRouter, LS
sequencenumberandthetwo differingchecksums.

R2 Two link stateadvertisementshavebeenseen,whoseLS type,Link StateID, AdvertisingRouter, LS sequence
numberandLS checksumarethesame,yet canbe distinguishedby their LS agefields. This meansthat one
of the advertisement’s LS ageis MaxAge, or the two LS agefields differ by more thanMaxAgeDiff. The
loggingmessageshouldincludetheLS type,Link StateID, AdvertisingRouter, LS sequencenumberandthe
two differingages.

R3 Therouterhasreceivedaninstantiationof oneof its self-originatedadvertisements,thatis consideredtobemore
recent.This forcestherouterto originatea newadvertisement(seeSection13.4).Theloggingmessageshould
includetheadvertisement’sLS type,Link StateID, andAdvertisingRouteralongwith theneighborfrom whom
theadvertisementwasreceived.

R4 An acknowledgmenthasbeenreceivedfor aninstantiationof anadvertisementthatis notcurrentlycontainedin
therouter’sdatabase(seeSection13.7).Theloggingmessageshoulddetailtheinstantiationbeingacknowledged
andthedatabasecopy(if any),alongwith theneighborfrom whomtheacknowledgmentwasreceived.
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D RequiredStatistics

An OSPFimplementationmustprovidea minimum setof statisticsindicatingthe operationalstateof the protocol.
Thesestatisticsmust be accessibleto the user; this will probablybe accomplishedthroughsomesort of network
managementinterface.

It is hopedthat thesestatisticswill aid in thedebuggingof the implementation,andin theanalysisof theprotocol’s
performance.

Thestatisticscanbebrokeninto two broadcategories.Thefirst consistsof whatwewill call loggingmessages.These
aremessagesproducedin realtime,with generallya singlemessageproducedastheresultof asingleprotocolevent.
Suchmessagesarealsocommonlyreferredto astraps.

Thesecondcategorywill bereferredto ascumulativestatistics.Thesearecounterswhosevaluehavecollectedover
time,suchasthecountof link stateretransmissionsoverthelasthour. Also falling into thiscategoryaredumpsof the
variousroutingdatastructures.

D.1 Logging messages

A loggingmessageshouldbeproducedon everysignificantprotocolevent.Themajoreventsarelistedbelow. Most
of theseeventsindicatea topologicalchangein theroutingdomain.However, somenumberof loggingmessagescan
beexpectedevenwhentheroutingdomainremainsintactfor longperiodsof time. Forexample,link stateoriginations
will still happendueto thelink staterefreshtimerfiring.

Any of the messagesthat refer to link stateadvertisementsshouldprint the areaassociatedwith the advertisement.
Thereis noareaassociatedwith AS externallink advertisements.

Thefollowing list of loggingmessagesindicatetopologicalchangesin theroutingdomain:

T1 The stateof a router interfacechanges.Interfacestatechangesaredocumentedin Section9.3. In general,
theywill causenewlink stateadvertisementsto beoriginated.The loggingmessageproducedshouldinclude
the interface’s IP address(or othername),interfacetype (virtual link, etc.) andold andnew statevalues(as
documentedin Section9.1).

T2 Thestateof aneighborchanges.Neighborstatechangesaredocumentedin Section10.3.Theloggingmessage
producedshouldincludetheneighborIP address,andold andnewstatevalues.

T3 The(Backup)DesignatedRouterhaschangedon oneof theattachednetworks.SeeSection9.4. Thelogging
messageproducedshouldincludethenetworkIP address,andtheold andnew(Backup)DesignatedRouters.

T4 Therouteris originatinganewinstantiationof alink stateadvertisement.Theloggingmessageproducedshould
indicatetheLS type,Link StateID andAdvertisingRouterassociatedwith theadvertisement(seeSection12.3).

T5 The routerhasreceiveda new instantiationof a link stateadvertisement.The router receivesthesein Link
StateUpdatepackets.Thiswill causerecalculationof theroutingtable.Theloggingmessageproducedshould
indicatetheadvertisement’sLS type,Link StateID andAdvertisingRouter. Themessageshouldalsoinclude
theneighborfrom whomtheadvertisementwasreceived.

T6 An entry in theroutingtablehaschanged(seeSection11). Theloggingmessageproducedshouldindicatethe
Destinationtype,DestinationID, andtheold andnewpathsto thedestination.

Thefollowing loggingmessagesmayindicatethatthereis anetworkconfigurationerror:
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delaybetweenthetwo routers.Thismaybehardto estimatefor avirtual link. It is betterto erron thesideof making
it too large. “RouterPriority” is not usedonvirtual links.

A virtual link isdefinedbythefollowing twoconfigurableparameters:theRouterID of thevirtual link’sotherendpoint,
andthe(non-backbone)areathroughwhich thevirtual link runs(referredto asthevirtual link’ s transitarea).

C.5 Non-broadcast,multi-accessnetwork parameters

OSPFtreatsa non-broadcast,multi-accessnetworkmuch like it treatsa broadcastnetwork. Sincetheremanybe
manyroutersattachedto thenetwork,a DesignatedRouteris selectedfor thenetwork. This DesignatedRouterthen
originatesa networkslinks advertisement,which lists all routersattachedto thenon-broadcastnetwork.

However, dueto the lack of broadcastcapabilities,it is necessaryto useconfigurationparametersin theDesignated
Routerselection.Theseparametersneedonly beconfiguredin thoseroutersthat arethemselveseligible to become
DesignatedRouter(i.e., thoserouter’swhoseDR Priority for thenetworkis non-zero):

List of all other attachedrouters Thelist of all otherroutersattachedto thenon-broadcastnetwork.Eachrouteris
listedby its IP interfaceaddresson thenetwork.Also, for eachrouterlisted,thatrouter’seligibility to become
DesignatedRoutermustbedefined.Whenaninterfaceto anon-broadcastnetworkcomesup,Hello packetswill
besentonly to thoserouterseligible to becomeDesignatedRouter, until theidentity of theDesignatedRouter
is discovered.

PollInterval If aneighboringrouterhasbecomeinactive(helloshavenotbeenseenfor RouterDeadIntervalseconds),
it may still be necessaryto sendHellos to the deadneighbor. TheseHellos will be sentat the reducedrate
PollInterval,whichshouldbemuchlargerthanHelloInterval.Samplevaluefor aPDNX.25network:2minutes.

C.6 Host routeparameters

Hostroutesareadvertisedin networklinks advertisementsasstubnetworkswith mask0xffffffff. Theyindicate
eitherrouterinterfacesto point-to-pointnetworks,loopedrouterinterfaces,or IP hoststhataredirectly connectedto
therouter(e.g.,via aSLIP line). For eachdirectly connectedhost,thefollowing itemsmustbeconfigured:

Host IP address TheIP addressof thehost.

Costof link to host Thecostof sendinga packetto thehost,in termsof thelink statemetric. Notethatthis doesn’t
reallymatterunlessthehostis multiply homed.
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IP interface mask This denotestheportionof the IP interfaceaddressthat identifiestheattachednetwork. This is
oftenreferredto asthesubnetmask.

Interface output cost(s) The costof sendinga packeton the interface,expressedin the link statemetric. This is
advertisedasthelink costfor this interfacein therouterlinks advertisement.Theremaybea separatecostfor
eachIP Typeof Service.Theinterfaceoutputcost(s)mustalwaysbegreaterthan0.

RxmtInterval Thenumberof secondsbetweenlink stateadvertisementretransmissions,for adjacenciesbelonging
to this interface. Also usedwhenretransmittingDatabaseDescriptionandLink StateRequestPackets.This
shouldbewell overtheexpectedround-tripdelaybetweenanytwo routersontheattachednetwork.Thesetting
of this valueshouldbe conservativeor needlessretransmissionswill result. It will needto be larger on low
speedseriallinesandvirtual links. Samplevaluefor a local areanetwork:5 seconds.

InfT ransDelay Theestimatednumberof secondsit takesto transmitaLink StateUpdatePacketoverthis interface.
Link stateadvertisementscontainedin theupdatepacketmusthavetheirageincrementedby thisamountbefore
transmission.This valueshouldtakeinto accountthetransmissionandpropagationdelaysfor theinterface.It
mustbegreaterthan0. Samplevaluefor a localareanetwork:1 second.

Router Priority An 8-bit unsignedinteger. Whentwo routersattachedto a networkbothattemptto becomeDesig-
natedRouter, theonewith thehighestRouterPriority takesprecedence.If thereis still a tie, therouterwith the
highestRouterID takesprecedence.A routerwhoseRouterPriority is setto0 is ineligibletobecomeDesignated
Routeron theattachednetwork.RouterPriority is only configuredfor interfacesto multi-accessnetworks.

HelloInterval Thelengthof time, in seconds,betweentheHello packetsthattheroutersendson theinterface.This
value is advertisedin the router’s Hello packets. It mustbe the samefor all routersattachedto a common
network.Thesmallerthehello interval,thefastertopologicalchangeswill bedetected,butmoreroutingtraffic
will ensue.Samplevaluefor a X.25 PDN network: 30 seconds.Samplevaluefor a local areanetwork: 10
seconds.

RouterDeadInterval Thenumberof secondsthata router’s Helloshavenot beenseenbeforeits neighborsdeclare
therouterdown. This is alsoadvertisedin therouter’sHello Packetsin theDeadIntfield. Thisshouldbesome
multiple of theHelloInterval(say4). This valueagainmustbethesamefor all routersattachedto a common
network.

Authentication key This configureddataallowsthe authenticationprocedureto generateand/orverify the authen-
tication field in the OSPFheader. For example,if the authenticationtype indicatessimplepassword,the au-
thenticationkey would bea 64-bit password.This key would be inserteddirectly into theOSPFheaderwhen
originatingroutingprotocolpackets.Therecouldbea separatepasswordfor eachnetwork.

C.4 Virtual link parameters

Virtual linksmaybeconfiguredbetweenanypairof areaborderroutershavinginterfacestoacommon(non-backbone)
area.The virtual link appearsasan unnumberedpoint-to-pointlink in thegraphfor the backbone.Thevirtual link
mustbeconfiguredin bothof theareaborderrouters.

A virtual link appearsin routerlinks advertisements(for thebackbone)asif it werea separaterouterinterfaceto the
backbone.As such,it hasall of theparametersassociatedwith arouterinterface(seeSectionC.3). Althoughavirtual
link actslike anunnumberedpoint-to-pointlink, it doeshaveanassociated“IP interfaceaddress”.Thisaddressisused
astheIP sourcein protocolpacketsit sendsalongthevirtual link, andis setdynamicallyduringtheroutingtablebuild
process.“Interfaceoutputcost” is alsosetdynamicallyon virtual links to bethecostof the intra-areapathbetween
thetwo routers.Theparameter“RxmtInterval” mustbeconfigured,andshouldbewell overtheexpectedround-trip
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C Configurable Constants

The OSPFprotocolhasquite a few configurableparameters.Theseparametersarelistedbelow. They aregrouped
into generalfunctionalcategories(areaparameters,interfaceparameters,etc.). Samplevaluesaregivenfor someof
theparameters.

Someparametersettingsneedto beconsistentamonggroupsof routers.Forexample,all routersin anareamustagree
on thatarea’sparameters,andall routersattachedto a networkmustagreeon thatnetwork’s IP networknumberand
mask.

Someparametersmay be determinedby routeralgorithmsoutsideof this specification(e.g., the addressof a host
connectedto theroutervia aSLIP line). FromOSPF’spoint of view, theseitemsarestill configurable.

C.1 Global parameters

Theonlyglobalconfigurableparameteris therouter’sRouterID. Thisuniquelyidentifiestherouterin theAutonomous
System.Onealgorithmfor RouterID assignmentis to choosethelargestor smallestIP addressassignedto therouter.

C.2 Ar eaparameters

All routersbelongingto anareamustagreeonthatarea’sconfiguration.Disagreementsbetweentwo routerswill lead
to aninability for adjacenciesto form betweenthem,with a resultinghindranceto theflow of routingprotocoltraffic.
Thefollowing itemsmustbeconfiguredfor anarea:

Ar eaID This is a 32-bit numberthat identifiesthearea.TheAreaID of 0 is reservedfor thebackbone.If thearea
representsa subnettednetwork,theIP networknumberof thesubnettednetworkmaybeusedfor theareaID.

List of addressranges An OSPFareais definedasa list [IP address,mask]pairs.Eachpair describesa rangeof IP
addresses.Networksandhostsareassignedto anareadependingonwhethertheiraddressesfall into oneof the
area’sdefiningaddressranges.Routersareviewedasbelongingto multiple areas,dependingon their attached
networks’areamembership.Routinginformationis condensedatareaboundaries.Externalto thearea,asingle
routeis advertisedfor eachaddressrange.

As anexample,supposeanIP subnettednetworkis to beits own OSPFarea.Theareawould beconfiguredas
asingleaddressrange,whoseIP addressis theaddressof thesubnettednetwork,andwhosemaskis thenatural
classA, B, or C internetmask. A singleroutewould beadvertisedexternalto thearea,describingtheentire
subnettednetwork.

Authentication type Eachareacanbeconfiguredfor aseparatetypeof authentication.SeeAppendixE for adiscus-
sionof thedefinedauthenticationtypes.

C.3 Router interface parameters

Someof the configurablerouterinterfaceparameters(suchasIP interfaceaddressandsubnetmask)actuallyimply
propertiesof theattachednetworks,andthereforemustbeconsistentacrossall theroutersattachedto thatnetwork.
Theparametersthatmustbeconfiguredfor a routerinterfaceare:

IP interface address The IP protocoladdressfor this interface. This uniquely identifiesthe routerover the entire
internet.An IP addressis not requiredon seriallines. Sucha serialline is called“unnumbered”.
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B Ar chitectural Constants

SeveralOSPFprotocolparametershavefixedarchitecturalvalues.Theseparametershavebeenreferredto in thetext
by namessuchasLSRefreshTimer. The samenamingconventionis usedfor the configurableprotocolparameters.
Theyaredefinedin anotherappendix.

Thenameof eacharchitecturalconstantfollows, togetherwith its valueandashortdescriptionof its function.

LSRefreshTime The maximumtime betweendistinct originationsof any particularlink stateadvertisement.For
eachlink stateadvertisementthata routeroriginates,anintervaltimershouldbesetto this value.Firing of this
timer causesa newinstantiationof thelink stateadvertisementto beoriginated.Thevalueof LSRefreshTime
is setto 30minutes.

MinLSInterval Theminimumtimebetweendistinctoriginationsof anyparticularlink stateadvertisement.Thevalue
of MinLSInterval is setto 5 seconds.

MaxAge Themaximumagethatalink stateadvertisementcanattain.Whenanadvertisement’sagereachesMaxAge,
it is reflooded.It is thenremovedfrom thedatabaseassoonasthisflood is acknowledged,i.e.,assoonasit has
beenremovedfrom all neighborLink stateretransmissionlists. AdvertisementshavingageMaxAgearenot
usedin theroutingtablecalculation.Thevalueof MaxAgemustbegreaterthanLSRefreshTime. Thevalueof
MaxAgeis setto 1 hour.

CheckAge Whenthe ageof a link stateadvertisement(that is containedin the link statedatabase)hits a multiple
of CheckAge,theadvertisement’schecksumis verified. An incorrectchecksumat this time indicatesaserious
error. Thevalueof CheckAgeis setto 5 minutes.

MaxAgeDiff Themaximumtimedispersionthatcanoccur, asalink stateadvertisementisfloodedthroughouttheAS.
Mostof this time is accountedfor by thelink stateadvertisementssittingonrouteroutputqueues(andtherefore
notaging)duringthefloodingprocess.Thevalueof MaxAgeDiff is setto 15minutes.

LSInfinity The link statemetric valueindicatingthat the destinationis unreachable.It is definedto be the binary
valueof all ones.It dependson thesizeof themetricfield, which is 16bits in routerlinks advertisements,and
24bits in bothsummaryandAS externallinks advertisements.

DefaultDestination TheDestinationID that indicatesthedefaultroute. This routeis usedwhenno othermatching
routingtableentrycanbefound. Thedefaultdestinationcanonly beadvertisedin AS externallink advertise-
ments.Its valueis theIP address0.0.0.0.
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A.8 The Link StateAcknowledgmentpacket

Link StateAcknowledgmentPacketsareOSPFpackettype 5. To makethe flooding of link stateadvertisements
reliable,theadvertisementsareexplicitly acknowledged.Thisacknowledgmentis accomplishedthroughthesending
andreceivingof Link StateAcknowledgmentpackets.Multiple link stateadvertisementscanbeacknowledgedin a
singlepacket.Unacknowledgedadvertisementswill beretransmitted.

Dependingonthestateof thesendinginterfaceandthesourceof theadvertisementsbeingacknowledged,aLink State
Acknowledgmentpacketis senteitherto themulticastaddressAllSPFRouters,to themulticastaddressAllDRouters,
or asaunicast.SeeSection13.5for moredetails.

Theformatof this packetis similar to thatof theDataDescriptionpacket.Thebodyof thepacketis simply a list of
link stateadvertisementdescriptions.

5

.

.

.

LS adv.
for each
Repeated

32241680

LS ageLS checksum

LS sequence number

Advertising Router

Link State ID

LS type

OSPF packet header

Thedatabasepiecesaredescribedpreciselyasin theDatabaseDescriptionPackets.TheLS type,Link StateID and
AdvertisingRouterfieldsidentify aspecificadvertisement,while theLS sequencenumber, LS checksumandLS age
fieldsisolateaparticularinstantiationof theadvertisement.SeeSectionA.3 for moredetails.
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A.7.4 AS external links advertisements

AS externallink advertisementsaretheType5 link stateadvertisements.Theseadvertisementsareoriginatedby AS
boundaryrouters.A separateadvertisementis madefor eachdestination(knownto therouter)whichis externalto the
AS. Thedestinationis alwaysanIP network;theadvertisement’sLink StateID field specifiesanIP networknumber.

If a routefor a certaintypeof serviceis not included,thatTOSis assumedto havethesamecostasTOS0. Thecost
for TOS0 mustbeincluded,andis alwayslistedfirst.

Network Mask

.

.

.
External Route Tag

bit E

5

metric

TOS

TOS
for each
Repeated

Link State header

32241680

Network Mask TheIP networkmaskfor theadvertiseddestination.For example,whenadvertisinga classA
networkthemask0xff000000 would beused.

Foreachtypeof service,thefollowing fieldsaredefined.Thenumberof TOSroutesincludedcanbecalculatedfrom
thelink stateadvertisement’s lengthfield. Valuesfor TOS0 mustbespecified;theyarelistedfirst.

bit E Thetypeof externalmetric. If bit E is set,themetricspecifiedis a Type2 externalmetric. This
meansthemetricis consideredlargerthananylink statepath.If bit E iszero,thespecifiedmetric
is aType1 externalmetric. Thismeansthatis is comparabledirectly(without translation)to the
link statemetric.

TOS TheTypeof Servicethatthefollowing costconcerns.

metric Thecostof this route.Interpretationdependson theexternaltypeindication(bit E above).

External Route Tag A 32-bit field attachedto eachexternalroute. This is not usedby theOSPFprotocolitself. It
may beusedto communicateinformationbetweenAS boundaryrouters;theprecisenatureof
suchinformationis outsidethescopeof this specification.
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A.7.3 Summary links advertisements

Summarylink advertisementsaretheType3 and4 link stateadvertisements.Theseadvertisementsareoriginatedby
areaborderrouters.A separatesummarylink advertisementis madefor eachdestination(knownto therouter)which
belongsto the AS, yet is outsidethe area. Type 3 link stateadvertisementsareusedwhenthe destinationis an IP
network.In this casetheadvertisement’sLink StateID field is anIP networknumber.

Whenthe destinationis an AS boundaryrouter, a Type 4 advertisementis used,andthe Link StateID field is the
AS boundaryrouter’s OSPFRouterID. To seewhy it is necessaryto advertisethe locationof eachASBR, consult
Section16.4.

Otherthanthedifferencein theLink StateID field, theformatof Type3 and4 link stateadvertisementsis identical.

Separatecostsmaybe advertisedfor eachIP Typeof Service.The costfor TOS0 mustbe included,andis always
listedfirst. If acostfor acertaintypeof serviceis not included,its costdefaultsto thatspecifiedfor TOS0.

Network Mask

metric
TOS

TOS

3 or 4

for each
Repeated

.

.

.

Link State header

32241680

Network Mask For Type3 link stateadvertisements,this indicatesthedestination’s IP networkmask.For ex-
ample,whenadvertisingthe locationof a classA networkthe value0xff000000 would be
used.This field is notmeaningfulandmustbezerofor Type4 link stateadvertisements.

Foreachtypeof service,thefollowing fieldsaredefined.Thenumberof TOSroutesincludedcanbecalculatedfrom
thelink stateadvertisement’s lengthfield. Valuesfor TOS0 mustbespecified;theyarelistedfirst.

TOS TheTypeof Servicethatthefollowing costconcerns.

metric The costof this route. Expressedin the sameunits as the interfacecostsin the router links
advertisements.
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A.7.2 Network links advertisements

Network links advertisementsaretheType2 link stateadvertisements.A networklinks advertisementis originated
for eachtransitnetworkin thearea.A transitnetworkis amulti-accessnetworkthathasmorethanoneattachedrouter.
Thenetworklinks advertisementis originatedby thenetwork’s DesignatedRouter. Theadvertisementdescribesall
routersattachedto thenetwork,including theDesignatedRouteritself. Theadvertisement’s Link StateID field lists
theIP interfaceaddressof theDesignatedRouter.

Thedistancefrom thenetworkto all attachedroutersis zero,for all typesof service.This is why theTOSandmetric
fieldsneednotbespecifiedin therouterlinks advertisement.

.

.

.

Network Mask

router
attached
for each
Repeated

Attached Router

2

Link State header

32241680

Network Mask The IP network maskfor the network. For example,a classA networkwould havethe mask
0xff000000.

Attached Router TheRouterIDs of eachof theroutersattachedto thenetwork.Actually, only thoseroutersthatare
fully adjacentto theDesignatedRouterarelisted.TheDesignatedRouterincludesitself in this list.
Thenumberof routersincludedcanbededucedfrom thelink stateadvertisementlengthfield.
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Link ID Identifiesthe object that this router link connectsto. This dependson the link’s Typefield.
Whenconnectingtoanobjectthatalsooriginatesalink stateadvertisement(i.e.,anotherrouter
or a transit network) the Link ID is equalto the otheradvertisement’s Link StateID. This
providesthekeyfor lookingupsaidadvertisementin thelink statedatabase.SeeSection12.2
for moredetails. Note also that the networknumberof an attachedtransit networkcanbe
obtainedby maskingtheLink ID with theappropriatenetworkmask.

Type Link ID
1 Neighboringrouter’s ID
2 IP addressof DesignatedRouter
3 IP network/subnetnumber

Link Data Contentsagaindependon thelink’ s Typefield. For connectionsto stubnetwork,it specifies
the network mask. For the other link typesit specifiesthe router’s associatedIP interface
address.This latter pieceof information is neededduring the routing tablebuild process,
whencalculatingtheIP addressof thenexthop. SeeSection16.1.1for moredetails.

Type Whattherouterlink connectsto. Oneof:

1 – Connectsto anotherrouter
2 – Connectsto a transitnetwork
3 – Connectsto a stubnetwork

#metrics Thenumberof differentTOSmetricsgivenfor this link, not countingtherequiredmetricfor
TOS0. Forexample,if no additionalTOSmetricsaregiven,thisfield shouldbesetto 0.

metric (TOS0) Thecostof usingthis routerlink for TOS0.

Eachmetricis describedasfollows. Thereis potentiallyonemetricfor eachtypeof service.TheTOS0 metricis used
for all typesof serviceunlessothersareexplicitlyspecified.

TOS IP typeof servicethat this metric refersto. Representedexactlyasit would appearin the IP
header’sTOSfield. This impliesthattheonly valid valuesare0–7.

metric Thecostof usingthis outboundrouterlink, for traffic of thespecifiedTOS.
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A.7.1 Router links advertisements

Routerlinks advertisementsaretheType1 link stateadvertisements.Eachrouterin anareaoriginatesa routerlinks
advertisement.Theadvertisementdescribesthecollectedstatesof therouter’slinks to thearea.(Therouterlinks to an
areacanbederivedfrom thelist of routerinterfacedatastructuresandconfiguredhostroutes,seeSection12.3.1).The
advertisement’sLink StateID fieldspecifiestherouter’sOSPFRouterID. Suchanadvertisementisfloodedthroughout
thesingleareaonly.

Therouterlinks connectto transitnetworks,stubnetworks(includingattachedhosts),or to otherrouters.Eachlink
alsohasan associated32-bit datafield; for links to stubnetworksthis specifiesthenetworkmaskandfor theother
link typesthisspecifiestheappropriateIP interfaceaddress.Hostroutesareclassifiedaslinks to stubnetworkswhose
networkmaskis 0xffffffff.

All of therouter’s links to theareamustbedescribedin asinglerouterlinks advertisement.Multiple advertisements
maybeincludedin a singleLink StateUpdatepacket.For eachlink, theremaybeseparatemetricsfor eachTypeof
Service(TOS).Themetricfor TOS0 mustalwaysbeincluded,andlistedfirst.

0

.

.

.

times
# links

...times
# TOS

metric0TOS

Bit E

Bit B

0 # links

metric0TOS

TOS 0 metric# TOSType

Link Data

Link ID

Link State header

1

32241680

bit E Whenset,therouteris anAS boundaryrouter(E is for external)

bit B Whenset,therouteris anareaborderrouter(B is for border)

# links Thenumberof routerlinks describedby this advertisement.This mustbethe total collection
of routerlinks to thearea.

Thefollowingfieldsareusedtodescribeeachrouterlink. Eachrouterlink is typed(seethebelowTypefield),indicating
thekind of objectto which therouterconnects.It maybea link to a transit network,to anotherrouteror to a stub
network.Thevaluesof all theotherfieldsdescribinga routerlink dependon thelink’s type.
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A.7 The Link StateUpdate packet

Link StateUpdatepacketsareOSPFpackettype4. Thesepacketsimplementthefloodingof link stateadvertisements.
EachLink StateUpdatepacketcarriesacollectionof link stateadvertisementsonehopfurtherfrom its origin. Several
link stateadvertisementsmaybeincludedin asinglepacket.

Link StateUpdatepacketsaremulticastonthosephysicalnetworksthatsupportmulticast/broadcast.In orderto make
thefloodingprocedurereliable,Link StateUpdatepacketsareacknowledgedbyLink StateAcknowledgmentpackets.
If retransmissionis necessary, theretransmittedLink StateUpdateis alwaysdoneasaunicastpacket.

4

.

.

.

Link state advertisement

# advertisements

LS adv.
for each
Repeated

32241680

OSPF packet header

# advertisements Thenumberof link stateadvertisementsincludedin thisupdate.

Eachlink stateadvertisementcontainsa typefield. Theformatof eachof thefour typesof link stateadvertisements
is different.Their formatsaredescribedin thefollowing sections.All advertisementsbeginwith a common20 byte
header, thelink stateadvertisementheader. This is describedin SectionA.3.
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A.6 The Link StateRequestpacket

Link StateRequestpacketsareOSPFpackettype3. After exchangingDatabaseDescriptionpacketswith aneighboring
router, a routermayfind thatpartsof its topologicaldatabaseareoutof date.TheLink StateRequestpacketis usedto
requestthepiecesof theneighbor’sdatabasethataremoreup to date.Multiple Link StateRequestpacketsmayneed
to beused.Thesendingof Link StateRequestpacketsis thelaststepin bringingup anadjacency.

A router that sendsa Link StateRequestpackethasin mind the preciseinstantiationof the databasepiecesit is
requesting(definedbyLSsequencenumber, LSchecksum,andLSage).It mayreceiveevenmorerecentinstantiations
in response.

3

.

.

.

LS adv.
for each
Repeated

32241680

Advertising Router

Link State ID

LS type

OSPF packet header

Eachadvertisementrequestedis specifiedby its LS type,Link StateID, andAdvertisingRouter. Thisuniquelyidenti-
fiestheadvertisement,butnot its instantiation.Link StateRequestpacketsareunderstoodto berequestsfor themost
recentinstantiation(whateverthatmightbe).
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A.5 The DatabaseDescription packet

DatabaseDescriptionpacketsareOSPFpackettype 2. Thesepacketsareexchangedwhenan adjacencyis being
initialized. They describethe contentsof the topologicaldatabase.Multiple packetsmay be usedto describethe
database.For this purposea poll-responseprocedureis used.Oneof theroutersis designatedto bemaster, theother
a slave. The mastersendsDatabaseDescriptionpackets(polls) which areacknowledgedby DatabaseDescription
packetssentby theslave(responses).Theresponsesarelinked to thepolls via thepackets’sequencenumbers.

The format of the DatabaseDescriptionpacketis very similar to both the Link StateRequestandLink StateAc-
knowledgmentpackets.Themain partof all threeis a list of items,eachitem describinga pieceof the topological
database.

2

DD sequence number

.

.

.

LS adv.

MS bit
M bit
I bit

0000

for each
Repeated

32241680

LS ageLS checksum

LS sequence number

Advertising Router

Link State ID

LS type

OSPF packet header

0 Thesefieldsarereserved.Theymustbe0.

I bit TheInit bit. Whensetto 1, thispacketis thefirst in thesequenceof databasedescriptions.

M bit Themorebit. Whensetto 1, it indicatesthatmoredatabasedescriptionsareto follow.

MS bit TheMaster/Slavebit. Whensetto 1, it indicatesthattherouteris themasterduringthedatabase
exchangeprocess.Otherwise,therouteris theslave.

DD sequencenumber Usedtosequencethecollectionof databasedescriptionpackets.Theinitial value(indicatedby
theinit bit beingset)shouldbeunique.Thesequencenumberthenincrementsuntil thecomplete
databasedescriptionhasbeensent.

Therestof thepacketconsistsof a(possiblypartial)list of thetopologicaldatabase’spieces.Eachpieceof thedatabase
is describedby thefollowing fields: LS type,Link StateID, AdvertisingRouter, LS sequencenumber, LS checksum
andLS age.Takentogether, thesefieldsuniquelyidentify anadvertisementandits instantiation.Thesefieldsareall
containedin theadvertisement’s link stateheader. For furtherinformation,seeSectionA.3.
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A.4 The Hello packet

Hello packetsareOSPFpackettype1. Thesepacketsaresentperiodicallyon all interfaces,includingvirtual links.
Neighborrelationshipsareestablishedandmaintainedthroughthe exchangesof Hello packets.Thesepacketsare
multicaston thosephysicalnetworkshavinga multicastor broadcastcapability. This enablesdynamicdiscoveryof
neighboringrouters.

All routersconnectedtoacommonnetworkmustagreeoncertainparameters(networkmask,helloanddeadintervals).
Theseparametersareincludedin Hello packets,sothatdifferencescaninhibit theforming of neighborrelationships.
Bidirectionalityof communicationisdeterminedby includingthelist of all routerswhoseHellopacketshavebeenseen
recently. The packetfields RouterPriority, BackupDesignatedRouter, andDesignatedRouterenablethe(Backup)
DesignatedRouterto beselectedthroughtheexchangeof Hello packets.

1

neighbor

Neighbor

Backup Designated Router

Designated Router

Rtr PriHelloIntDeadInt

Network mask

.

.

.
for each
Repeated

32241680

OSPF packet header

Network mask Thenetworkmaskassociatedwith this interface.Forexample,if theinterfaceis to aclassB network
whosethird byteis usedfor subnetting,thenetworkmaskis 0xffffff00. If theinterfaceis to aclass
A network,thenetworkmaskis 0xff000000.

Deadint Thenumberof secondsbeforedeclaringa silentrouterdown.

HelloInt Thenumberof secondsbetweenthis router’sHello packets.

Rtr Pri This router’s RouterPriority. Usedin (Backup)DesignatedRouterelection. If setto 0, therouterwill
beineligible to become(Backup)DesignatedRouter.

DesignatedRouter Theidentityof theDesignatedRouterfor thisnetwork,in theview of theadvertisingrouter. The
DesignatedRouteris identifiedhereby its IP interfaceaddresson thenetwork. Setto 0 if thereis no
DesignatedRouter.

Backup DesignatedRouter Theidentityof theBackupDesignatedRouterfor thisnetwork,in theview of theadver-
tisingrouter. TheBackupDesignatedRouteris identifiedhereby its IP interfaceaddressonthenetwork.
Setto 0 if thereis no backupDesignatedRouter.

Neighbor TheRouterIDs of eachrouterfrom whomvalid Hello packetshavebeenseenrecentlyon thenetwork.
Recentlymeansin thelastDeadIntseconds.
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A.3 The Link StateAdvertisement header

The topologicaldatabaseis composedof individual link stateadvertisements.Eachadvertisementdescribessome
local pieceof theroutingdomain,e.g.,a routerlinks advertisement(LS type= 1) indicatesthosenetworks/neighbors
to which aparticularrouteris connected.

All link stateadvertisementsbeginwith a common20 byte header. This link stateadvertisementheadercontains
enoughinformationto uniquelyidentify theadvertisement(LS type,Link StateID, andAdvertisingRouter).

Multiple instantiationsof a link stateadvertisementmay exist in the routing domainat the sametime. It is then
necessarytodeterminewhichinstantiationismorerecent.ThisisaccomplishedbyexaminingtheLSage,LSsequence
numberandLS checksumfieldsthatarealsocontainedin thelink stateheader.

lengthLS checksum

LS sequence number

Advertising Router

Link State ID

LS typeLS age

32241680

LS age Thetime in secondssincethelink stateadvertisementwasoriginated.

LS type The type of the link stateadvertisement.Eachlink statetype hasa separateadvertisementformat; these
formatsaredescribedin SectionA.7. The link statetypesareasfollows (seeSection12.1.1for furtherexpla-
nation):

1 – Routerlinks
2 – Networklinks
3 – Summarylink (IP network)
4 – Summarylink (ASBR)
5 – AS externallink

Link StateID Thisfield identifiesthatpieceof theinternetenvironmentthatisbeingdescribedby theadvertisement.
This is furtherdiscussedin Section12.1.2. The contentsof this field dependon the advertisement’s LS type.
For link stateadvertisementTypes1 and4 it is a RouterID, for Types3 and5 it is an IP networknumber, and
for Type2 it is the IP interfaceaddressof the DesignatedRouter(from which the IP networknumbercanbe
derived).

Advertising Router TheRouterID of therouterthatoriginatedthe link stateadvertisement.For Type1 advertise-
ments,thisfield is identicalto theLink StateID. ForType2 advertisements,it is theRouterID of thenetwork’s
DesignatedRouter. For advertisementTypes3 and4, it is theRouterID of anareaborderrouter. Finally, for
Type5 advertisementsit is theRouterID of anAS boundaryrouter.

LS sequencenumber Detectsold or duplicatelink stateadvertisements.Successiveinstantiationsof a link state
advertisementaregivensuccessiveLS sequencenumbers.

LS checksum TheFletcherchecksumof thecompletecontentsof thelink stateadvertisement.SeeSection12.1.6for
moredetails.

length Thelengthin bytesof thelink stateadvertisement.This includesthe20 bytelink stateheader.
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A.2 The OSPFpacketheader

Every OSPFpacketstartswith a common24 byte header. This headercontainsall the necessaryinformation to
determinewhetherthepacketshouldbeacceptedfor furtherprocessing.Thisdeterminationis describedin Section8.2
of thespecification.

Authentication

AutypeChecksum

Area ID

Router ID

Packet lengthTypeVersion #

32241680

Version# TheOSPFversionnumber. Thisspecificationdocumentsversion1 of theprotocol.

Type The OSPFpackettypesareasfollows. The format of eachof thesepackettypesis describedin a
succeedingsection.

1 – Hello
2 – DatabaseDescription
3 – Link StateRequest
4 – Link StateUpdate
5 – Link StateAck

Packetlength Thelengthof theprotocolpacketin bytes.This lengthincludesthestandardOSPFheader.

Router ID TheRouterID of thepacket’ssource.In OSPF, thesourceanddestinationof aroutingprotocolpacket
arethetwo endsof anadjacency.

Ar eaID A 32bit numberidentifyingtheareathatthispacketbelongsto. All OSPFpacketsareassociatedwith
asinglearea.Most travelasinglehoponly. Packetstravellingoveravirtual link arelabelledwith the
backboneareaID of 0.

Checksum ThestandardIPchecksumof theentirecontentsof thepacket,excludingthe64-bitauthenticationfield.
This checksumis calculatedasthe 16-bit one’s complementof theone’s complementsumof all the
16-bitwordsin thepacketsavetheauthenticationfield. If thepacket’slengthis notanintegralnumber
of 16-bitwords,thepacketis paddedwith abyteof zerobeforechecksumming.

AuType Identifiestheauthenticationschemeto beusedfor thepacket.Authenticationisdiscussedin Appendix
E of thespecification.Authenticationtypesof greaterthan255maybeassignedonaperAutonomous
Systembasis. Authenticationtypesof 0-255are reservedfor definition by this specification. The
authenticationtypescurrentlydefinedare:

0 – None
1 – Simplepassword

Authentication A 64-bit field for useby theauthenticationscheme.
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A PacketFormats

Thisappendixgivesformatsfor thevariousOSPFpackets.For eachpackettype,thedivision into fieldsis displayed,
andthenthefield definitionsareenumerated.EachOSPFpacketbeginswith a standard24 byteheader. This header
is describedbeforethedetailsof thetype-specificportionsof thepacketsareenumerated.

All OSPFpackettypes(otherthantheOSPFHello packets)dealwith listsof link stateadvertisements.For example,
Link StateUpdatepacketsimplementthefloodingof advertisementsthroughouttheOSPFroutingdomain.Eachlink
stateadvertisementbeginswith a standard20-bytelink stateheader. Sinceall packets(exceptHello) referencefields
from thelink stateheader, thelink stateheaderis describedearlyin thisAppendix.

Therearefour distinct typesof link stateadvertisements(routerlinks, networklinks, summarylink andAS external
link advertisements).All advertisementsaretransportedby Link StateUpdatepackets;for this reasontheindividual
advertisementformatsaregivenin thesectionexplainingtheLink StateUpdatepacket.

A.1 Encapsulationof OSPFpackets

OSPFrunsdirectly overtheInternetProtocol’snetworklayer. OSPFpacketsarethereforeencapsulatedsolelyby IP
andlocal networkheaders.

OSPFdoesnot definea way to fragmentits protocolpackets,anddependson IP fragmentationwhenpacketslarger
thanthelink layersegmentsizesneedto betransmitted.TheOSPFpackettypesthatarelikely to belarge(Database
DescriptionPackets,Link StateRequest,Link StateUpdate,andLink StateAcknowledgmentpackets)canusually
besplit into severalseparateprotocolpackets.This is recommended;IP fragmentationshouldbeavoidedwhenever
possible.Using this reasoning,anattemptshouldbemadeto limit thesizesof packetssentovervirtual links to 576
bytes.However, if necessary, thelengthof OSPFpacketscanbeup to 65,535bytes(includingtheIP header).

Theotherimportantfeaturesof theIP encapsulationare:

� Useof IP multicast. SomeOSPFmessagesaremulticast,whensentovermulti-accessnetworks.Two distinct
IP multicastaddressesareused.Packetsdestinedto thesemulticastaddressesshouldneverbeforwarded.Such
packetsaremeantto travelasinglehoponly; theymusthavetheir IP TTL setto 1.

AllSPFRouters Thismulticastaddresshasbeenassignedthevalue224.0.0.5.All routersrunningOSPFshould
bepreparedto receivepacketssentto thisaddress.Hello packetsarealwayssentto thisdestination.Also,
certainprotocolpacketsaresentto thisaddressduringthefloodingprocedure.

AllDRouters This multicastaddresshasbeenassignedthevalue224.0.0.6.Both theDesignatedRouterand
BackupDesignatedRoutermustbepreparedto receivepacketsdestinedto this address.Certainpackets
aresentto this addressduringthefloodingprocedure.

� OSPFis IP protocolnumber89. This numberhasbeenregisteredwith the Network InformationCenter. IP
protocolnumberassignmentsaredocumentedin [RFC 1010].

� Routingprotocolpacketsaresentwith IP TOSof 0. TheOSPFprotocolsupportsTOS-basedrouting. Routes
to anyparticulardestinationmayvarybasedonTOS.However, all OSPFroutingprotocolpacketsaresentwith
theIP TOSfield setto 0.

� Routingprotocolpacketsaresentwith IP precedencesetto InternetworkControl. OSPFprotocolpacketsshould
begivenprecedenceoverregularIP datatraffic, in bothsendingandreceiving.SettingtheIP precedencefield
in theIP headerto InternetworkControl [RFC791] mayhelpimplementthisobjective.
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� Thecostor pathtypeof aroutingtableentryhaschanged.If thedestinationdescribedby thisentryisaNetwork
or AS boundaryrouter, andthis is notsimplyachangeof AS externalroutes,newsummarylink advertisements
mayhavetobegenerated(potentiallyonefor eachattachedarea,includingthebackbone).SeeSection12.3.3for
moreinformation.If a previouslyadvertisedentryhasbeendeleted,or is no longeradvertisableto a particular
area,it mustbeadvertisedwith costLSInfinity.

� A routing tableentryassociatedwith a configuredvirtual link haschanged.Thedestinationof sucha routing
tableentryis anareaborderrouter. Thechangeindicatesa modificationto thevirtual link’ scostor viability.

If theentry indicatesthattheareaborderrouteris newly reachable(via TOS0), thecorrespondingvirtual link
is now operational.An Interface Up eventshouldbegeneratedfor thevirtual link, which will causea virtual
adjacencyto beginto form (seeSection10.3). At this time the virtual interface’s IP addressandthe virtual
neighbor’s IP addressarealsocalculated.

If the entry indicatesthat the areaborderrouter is no longerreachable(via TOS 0), the virtual link andits
associatedadjacencyshouldbedestroyed.This meansan Interface Down eventshouldbe generatedfor the
associatedvirtual link.

If thecostof theentryhaschanged,andthereis a fully establishedvirtual adjacency, a newrouterlinks adver-
tisementfor thebackbonemustbeoriginated.This in turnmaycausefurtherroutingtablechanges.

16.8 Equal-costmultipath

TheOSPFprotocolmaintainsmultiple equal-costroutesto all destinations.This canbeseenin thestepsusedabove
to calculatetheroutingtable,andin thedefinitionof theroutingtablestructure.

Eachoneof themultiple routeswill beof thesametype(intra-area,inter-area,or AS external),cost,andwill havethe
sameassociatedarea.However, eachroutespecifiesaseparatenexthopandadvertisingrouter.

Thereis no requirementthata routerrunningOSPFkeeptrackof all possibleequal-costroutesto a destination.An
implementationmaychooseto keeponly a fixed numberof routesto anygivendestination.This doesnot affectany
of thealgorithmspresentedin thisspecification.
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� Next, look up theroutingtableentryfor thedestinationN. If no entryexistsfor N, install theAS externalpath
to N, with nexthopequalto thelist of nexthopsto routerASBR,andadvertisingrouterequalto ASBR. If the
externalmetric typeis 1, thenthecostis equalto X+Y. Else,the link statecomponentof theroute’scostis X,
andtheType2 costis Y.

� Else,if thepathspresentin thetablearenot AS externalpaths,do nothing(AS externalpathshavethelowest
priority).

� Otherwise,comparethecostof thisnewASexternalpathto theonespresentin thetable.Type1pathsarealways
shorterthanType2 paths.Type1 pathsarecomparedby looking at thesumof thedistanceto theadvertising
routerandthe advertisedType1 metric (X+Y). Type2 pathsarecomparedby looking at the distanceto the
advertisingrouters,andthenif necessary, theadvertisedType2 metrics.

If thenewpathis shorter, it replacesthepresentpathsin theroutingtableentry. If thenewpathis thesamecost,
it is addedto theroutingtableentry’s list of paths.

16.5 Incr ementalupdates— summary links

Whenanewsummarylink advertisementis received,it is notnecessaryto recalculatetheentireroutingtable.Call the
destinationdescribedby thesummarylink advertisementN, andlet A betheareato whichtheadvertisementbelongs.

Look up theroutingtableentryfor N. If thenexthopto N is avirtual link throughAreaA (thismeansthattheentry’s
associatedareais thebackbone,andthelistednexthopdoesnot belongto thebackbone,but insteadbelongsto Area
A), therealnexthopmustagainberesolved.Thismeansrunningthealgorithmin Section16.3for destinationN only.

Else,if thereis an intra-arearouteto destinationN nothingneedbedone(intra-arearoutesalwaystakeprecedence).
Otherwise,if AreaA is therouter’ssoleattachedarea,or AreaA is thebackbone,theprocedurein Section16.2will
haveto beperformed,but only for thosesummarylink advertisementswhosedestinationis N. Beforethis procedure
is performed,thepresentrouting tableentry for N shouldbe invalidated(but kept for comparisonpurposes).If this
procedureleadstoavirtualnexthop,thealgorithmin Section16.3will againhavetobeperformedin ordertocalculate
therealnexthop.

If N’sroutingtableentrychanges,andN is anAS boundaryrouter, theAS externallinks will haveto bereexamined
(Section16.4).

16.6 Incr ementalupdates— AS external links

WhenanewAS externallink advertisementis received,it is notnecessaryto recalculatetheentireroutingtable.Call
thedestinationdescribedby theAS externallink advertisementN. If thereis alreadyanintra-areaor inter-arearoute
to thedestination,no recalculationis necessary(theseroutestakeprecedence).

Otherwise,theprocedurein Section16.4will haveto beperformed,butonly for thoseAS externallink advertisements
whosedestinationis N. Beforethisprocedureis performed,thepresentroutingtableentryfor N shouldbeinvalidated.

16.7 Eventsgeneratedasa resultof routing table changes

ChangestoroutingtableentriessometimescausetheOSPFareaborderroutersto takeadditionalactions.Theserouters
needto acton thefollowing routingtablechanges:
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16.3 Resolvingvirtual next hops

Thisstepis only necessaryin area-borderroutershavingconfiguredvirtual links. In theserouters,someof therouting
tableentriesmay havevirtual next hops. That is, oneor moreof the next hopsinstalledin Sections16.1and16.2
maybeoveravirtual link. However, whenforwardingdatatraffic to adestination,thenexthopsmustalwaysbeona
directlyattachednetwork.

In this section,eachvirtual next hop is replacedby a real next hop. In the processa new routing tabledistanceis
calculatedthatmaybesmallerthanthepreviouslycalculateddistance.In this case,thelist of nexthopsis prunedso
thatonly thosegiving riseto thenewshortestdistanceareincluded,andtheroutingtableentry’sdistanceis updated
accordingly.

This resolutionof virtual nexthopsis doneonly for DestinationtypesNetworkor AS Boundaryrouter. Supposethat
oneof a routingtableentry’snexthopsis avirtual link. This is determinedby thefollowing combination:therouting
tableentry’s pathtype is eitherintra-areaor inter-area,the areaassociatedwith the routing tableentry mustbe the
backbone,yet thenexthopbelongsto adifferentarea(thevirtual link’ s transitarea).

Let N betheaboveentry’sdestination,andA thevirtual link’s transitarea.Therealnexthop(andnewdistance)is
calculatedasfollows. Let D beadistancecounter, andsettherealnexthopNH to null. Then,look upall thesummary
link advertisementsfor N in areaA’sdatabase,performingthefollowing stepsfor eachadvertisement:20

1. Call theborderrouterthatoriginatedtheadvertisementBR. If thereis no routingtableentryfor BR havingA
asassociatedarea(i.e.,BR is unreachablethroughAreaA), examinethenextadvertisement.

2. Else,letX bethedistancetoBRviaAreaA. If thecostadvertisedbyBR(call it Y) to thedestinationisLSInfinity,
examinethenextsummarylink advertisement.Else,thecostto destinationN throughareaborderrouterBR is
X+Y.

3. If nexthopNH is null or X+Y is smalleris smallerthanD, setD to X+Y andsetthenexthopNH to thenext
hopspecifiedin routerBR’sentry.

At this point, the real next hop NH shouldbeset,andthe distanceD calculatedshouldbe lessthanor equalto the
costoriginally specifiedin destinationN’s routing tableentry. This samecalculationshouldbe donefor all of N’s
virtual nexthops,andthenN’snewcostsetto theminimumcalculateddistance,with theits newsetof nexthopsthat
combinationof non-virtualandrecalculatednexthopsthatcorrespondto this (possiblysameasoriginal)distance.

16.4 Calculating AS external routes

AS externalroutesarecalculatedby examiningAS externallink advertisements.Eachof the AS externallink ad-
vertisementsis consideredin turn. Rememberthatthedestinationdescribedby anAS externallink advertisementis
alwaysa network.ForeachAS externallink advertisement:

� If thecostspecifiedby theadvertisementis LSInfinity, thenexaminethenextadvertisement.

� Call thedestinationdescribedby theadvertisementN. Lookuptheroutingtableentryfor theASboundaryrouter
(ASBR) thatoriginatedtheadvertisement.If no entryexistsfor routerASBR (i.e., ASBR is unreachable),do
nothingwith this advertisementandconsiderthe next in the list. Else, this advertisementdescribesan AS
externalpathto destinationN. Call thedistanceto routerASBR X, andthecostspecifiedin theadvertisement
Y. X is in termsof thelink statemetric,andY is aType1 or 2 externalmetric.

20Notethesimilarity betweenthis procedureandthecalculationof inter-arearoutesby arouterinternalto AreaA.
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Thespecificationdoesnotrequirethattheabovemethodbeusedtocalculatetheshortestpathtree.However, if another
algorithmis used,anidenticaltreemustbeproduced.For thisreason,it is importantto notethatlinks betweentransit
verticesmustbebidirectionalin orderedto beincludedin theabovetree.It shouldalsobementionedthatalgorithms
existfor incrementallyupdatingtheshortest-pathtree(see[BBN]).

16.1.1 The next hop calculation

This sectionexplainshow to calculatethesetof nexthopsaseachvertexis addedto theshortestpathtree. Input to
thiscalculationis thenewlyaddedvertex(alsocalledthedestination)andits parentin thetree.

If thereis at leastoneinterveningrouterbetweenthenewlyaddedvertexandtheroot, thenewlyaddedvertexsimply
inheritsthesetof nexthopsfrom theparent.Otherwise,therearetwo cases.In thefirst case,theparentvertexis the
root (thecalculatingrouteritself). This meansthat thedestinationis eithera directly connectednetworkor directly
connectedrouter. Thenexthopin thiscaseis theinterfaceindicatedby thenewlyaddedlink. No IPaddressis required
for thesenexthops.

In thesecondcase,thenewly addedvertexis a router, andits parentvertexis a network.Thelist of nexthopsis then
determinedby examiningthenewly addedrouter’s link stateadvertisement.For eachlink in theadvertisementthat
pointsbackto theparentnetwork,thelink’ sLink Datafield providestheIP addressof a nexthop.

16.2 Calculating the inter-arearoutes

Theinter-arearoutesarecalculatedby examiningsummarylink advertisements.If therouterhasactiveattachmentsto
multipleareas,only backbonesummarylink advertisementsareexamined.Routersattachedto asingleareaexamine
thatarea’ssummarylinks. In eithercase,thesummarylinks examinedbelowareall partof a singlearea’s link state
database(call it AreaA).

Summarylink advertisementsareoriginatedby theareaborderrouters.Eachsummarylink advertisementin AreaA
is consideredin turn. Rememberthat thedestinationdescribedby a summarylink advertisementis eithera network
or anAS boundaryrouter. For eachsummarylink advertisement:

� If thecostspecifiedby theadvertisementis LSInfinity, thenexaminethenextadvertisement.

� If theadvertisementwasoriginatedby therouteritself, examinethenextadvertisement.

� Else,call the destinationdescribedby theadvertisementN, andtheareaborderoriginatingthe advertisement
BR. Look up theroutingtableentryfor BR havingA asits associatedarea.If nosuchentryexistsfor routerBR
(i.e., BR is unreachablein AreaA), do nothingwith this advertisementandconsiderthenext in thelist. Else,
this advertisementdescribesan inter-areapathto destinationN, whosecostis thedistanceto BR plus thecost
specifiedin theadvertisement.Call thecostof this inter-areapathIAC.

� Next, look up therouting tableentry for thedestinationN. (Theentry’s Destinationtype is eitherNetworkor
AS boundaryrouter.) If no entryexistsfor N or if theentry’s pathtype is “AS external”,install theinter-area
pathto N, with associatedareaA, costIAC, nexthopequalto thelist of nexthopsto routerBR,andadvertising
routerequalto BR.

� Else,if thepathspresentin thetableareintra-areapaths,donothingwith theadvertisement(intra-areapathsare
alwayspreferred).

� Else, the pathspresentin the routing tablearealso inter-areapaths. Install the new paththroughBR if it is
cheaper, overridingthepathsin theroutingtable.Otherwise,if thenewpathis thesamecost,addit to thelist
of pathsthatappearin theroutingtableentry.
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– Equalto thevaluethatappearsfor vertexW onthethecandidatelist, calculatethesetof nexthops
that resultfrom usingtheadvertisedlink. Input to this calculationis the destination(W), andits
parent(V). Thiscalculationis shownin Section16.1.1.Thissetof hopsshouldbeaddedto thenext
hopvaluesthatappearfor W onthecandidatelist.

– Lessthanthevaluethatappearsfor vertexW on thethecandidatelist, or if W doesnot yetappear
on the candidatelist, then set the entry for W on the candidatelist to indicatea distanceof D
from the root. Also calculatethe list of next hopsthat result from usingthe advertisedlink (see
Section16.1.1),settingthenexthopvaluesfor W accordingly.

Step2 If at this stepthecandidatelist is empty, theshortest-pathtree(of transitvertices)hasbeencompletelybuilt
andthisstageof thealgorithmterminates.Otherwise,choosethevertexbelongingto thecandidatelist thatis
closestto theroot,andaddit to theshortest-pathtree(removingit from thecandidatelist in theprocess).

Step3 Possiblymodify therouting table. For thoserouting tableentriesmodified,theassociatedareawill beArea
A, thepathtypewill beintra-area,andits costwill beequalto thedistancefrom theroot to thevertex.

If thenewly addedvertexis a router, multiple routingtableentriesmaybeadded/modified,or noneatall. If
thenewaddedrouteris anareaborderrouter, a routing tableentry is addedwhosedestinationtype is “area
borderrouter”. In addition,if thenewlyaddedrouteris anAS boundaryrouter, theroutingtableentryof type
“AS boundaryrouter” for therouteris located.Sincerouterscanbelongto morethanonearea,it is possible
thatan intra-arearouteof equalor bettercostalreadyexistsusinganotherarea.In this case,do not modify
thealreadyexistingentry. Otherwise,install thenewvaluesfor theAS boundaryrouter.

If thenewly addedvertexis a transitnetwork,theroutingtableentryfor thenetworkis located.Theentry’s
destinationID is theIP networknumber, whichcanbeobtainedby maskingthevertexidentifier(Link State
ID) with its associatedsubnetmask(found in the associatedlink stateadvertisement).If the routing table
entryalreadyexists(i.e., thereis alreadyanintra-arearouteto thedestinationinstalledin therouting table),
multiple verticeshavemappedto thesameIP network.For example,this canoccurwhena newDesignated
Routeris beingestablished.In thiscase,thecurrentroutingtableentryshouldnotbeoverwritten(becausethe
previouslyfoundroutewill beshorter).Otherwise,a routingtableentryfor theIP networkshouldbeadded.

Step4 Iteratethealgorithmby returningto Step1.

The stubnetworksareaddedto the treein the procedure’s secondstage. In this stage,all routerverticesareagain
examined.Thosethathavebeendeterminedtobeunreachablein theabovefirstphasearediscarded.Foreachreachable
routervertex,the associatedrouter links advertisementis found in the link statedatabase.Eachstubnetwork link
appearingin theadvertisementis thenexamined.

If the costof the stubnetworklink is LSInfinity, the link shouldnot be usedfor datatraffic. In this case,go on to
examinethenextstubnetworklink in theadvertisement.Otherwise,CalculatethedistanceD of stubnetworkfrom
the root. D is equalto the distancefrom the root to the routervertex(calculatedin stage1), plus the stubnetwork
link’ sadvertisedcost.Comparethis costto thecurrentbestdistanceto thestubnetwork.This is doneby looking up
thenetwork’scurrentroutingtableentry. If thecalculateddistanceD is larger, goon to examinethenextstubnetwork
link in theadvertisement.

Otherwise,thestublink isaddedto thetree.As aresult,thecorrespondingroutingtableentrymustbeupdated.Calcu-
latethesetof nexthopsthatwouldresultfromusingthestubnetworklink. Thiscalculationisshownin Section16.1.1;
input to thiscalculationis thedestination(thestubnetwork)andtheparentvertex(theroutervertex).If thedistanceD
is thesameasthecurrentroutingtabledistance,simplyaddthissetof nexthopsto theroutingtableentry’slist of next
hops.Otherwise,settheroutingtableentry’sdistanceto D, andsettheentry’slist of nexthopsto thenewlycalculated
set.Thengo on to examinethenextstubnetworklink.

Whenthelist of reachablerouterlinks is exhausted,thesecondstageis completed.At this time,all intra-arearoutes
associatedwith AreaA havebeendetermined.
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Theprocedurewill beexplainedusingthegraphterminologythatwasintroducedin Section2. Thearea’s link state
databaseis representedasadirectedgraph.Thegraph’sverticesarerouters,transitnetworksandstubnetworks.The
first stageof theprocedureconcernsonly thetransitvertices(routersandtransitnetworks)andtheirconnectinglinks.
Eachtransitvertexhasanassociatedlink stateadvertisement.Throughouttheshortestpathcalculation,thefollowing
datais alsoassociatedwith eachtransitvertex:

Vertex (node)ID Thevertex’s identifier. For routerverticesthis is anOSPFRouterID. Fornetworkvertices,this is
theIP addressof thenetwork’sDesignatedRouter(theactualoriginatorof theadvertisement).In anycase,the
VertexID is thesameastheassociatedlink stateadvertisement’sLink StateID.

Distanceto root Thecurrentbestdistancefrom theroot to thevertex,expressedin thelink statemetric.

List of next hops the list of nexthopsfor thecurrentbestpathsfrom theroot to this vertex. Therecanbemultiple
bestpathsdueto theequal-costmultipathcapability.

Thefirst stageof theprocedurecannow besummarizedasfollows: At anystep,thereis a list of candidatevertices.
Thebestpathsfrom theroot to theseverticeshavenotbeenfound.Thecandidatevertexclosestto theroot is addedto
theshortest-pathtree(andtheroutingtable),removedfrom thecandidatelist, andits adjacentverticesareexamined
for possibleadditionto thecandidatelist. Thealgorithmtheniterates.It terminateswhenthecandidatelist becomes
empty.

This is describedin detailbelow. Rememberthatwe arecomputingtheshortestpathtreefor AreaA. All references
to link statedatabaselookupbelowarefrom AreaA’sdatabase.

Step0 Initialize thealgorithm’sdatastructures.Clearthe list of candidatevertices.Initialize theshortest-pathtree
to only theroot (which is therouteritself).

Step1 Call the vertexjust addedto the treevertexV. Examinethe link stateadvertisementassociatedwith vertex
V. This is a lookup in thearealink statedatabasebasedon thevertexidentifier. Eachlink describedby the
advertisementgivesthecostto anadjacentvertex. For eachadvertisedlink, (sayit joins vertexV to vertex
W):

� If this is a link to a stubnetwork,examinethenext link in V’ s advertisement.Links to stubnetworks
will beconsideredin thesecondstageof theshortestpathcalculation.

� W is thena transit vertex(routerot transitnetwork). Look up the vertexW’s advertisement(router
links or networklinks) in thearealink statedatabase.If theadvertisementdoesnot exist,or its ageis
���������	��
 , or it doesnot havea link backto vertexV, examinethe next link in V’ s advertisement.
Both endsof a link mustadvertiseit beforeit will beusedfor datatraffic. 19

� If vertexW is alreadyon theshortest-pathtree,examinethenext link in theadvertisement.
� If the costof the link (from V to W) is LSInfinity, the link shouldnot be usedfor datatraffic. In this

case,examinethenextlink in theadvertisement.
� CalculatethedistanceD of vertexW from theroot, whentheadvertisedlink is used.D is equalto the

distancefrom theroot to vertexV, plustheadvertisedlink’ scost.If D is:

– Greaterthanthevaluethatalreadyappearsfor vertexW onthecandidatelist, thenexaminethenext
link.

19This meansthatbeforedatatraffic will flow betweena pair of neighboringrouters,their link statedatabasesmustbesynchronized.Before
synchronization(neighborstate� Full), neitherrouterwill advertisetheotherin its link stateadvertisements.
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16 Calculation Of The Routing Table

ThissectiondetailstheOSPFroutingtablecalculation.Usingits attachedareas’link statedatabasesasinput,a router
runsthe following algorithm,building its routing tablestepby step. At eachstep,theroutermustaccessindividual
piecesof the link statedatabases(e.g.,a router links advertisementoriginatedby a certainrouter). This accessis
performedby thelookupfunctiondiscussedin Section12.2.Thelookupprocessmayreturnalink stateadvertisement
whoseLS ageis � MaxAge.Suchanadvertisementshouldnotbeusedin theroutingtablecalculation,andis treated
justasif thelookupprocesshadfailed.

TheOSPFrouting table’s organizationis explainedin Section11. Thefirst stepof theroutingtablecalculationis to
invalidatethepresentroutingtable.Thecontentsof theold tableshouldberememberedhowever, sothatroutingtable
changescanbeidentified.

Changesmadeto theroutingtablecancausetheOSPFprotocolto takefurtheractions.For example,a changeto an
intra-arearoutewill causeanareaborderrouterto originatenewsummarylink advertisements(seeSection12.3).

Theroutingtablecalculationconsistsof thefollowing steps.

1. Thepresentroutingtableis invalidated.Therouting tableis built againfrom scratch.Theold routingtableis
savedfor comparisonpurposes.

2. Theintra-arearoutesare calculatedby building the shortestpath treefor eachattachedarea. In particular,
all routingtableentrieswhoseDestinationtypeis “areaborderrouter” arecalculatedin this step. This stepis
describedin two parts.At first thetreeisconstructedby only consideringthoselinks betweenroutersandtransit
networks.Thenthestubnetworksareincorporatedinto thetree.

3. The inter-area routesare calculated,throughexaminationof summarylink advertisements.If the router is
attachedto multiple areas(i.e., it is an areaborderrouter),only backbonesummarylink advertisementsare
examined.

4. For thoseroutingentrieswhosenexthop is over a virtual link, a real (physical)nexthop is calculated. The
realnexthopwill beon oneof therouter’sdirectly attachednetworks.This steponly concernsroutershaving
configuredvirtual links.

5. ASexternalroutesarecalculated,throughexaminationof ASexternallink advertisements.Thelocationof the
AS boundaryrouters(whichoriginatetheAS externallink advertisements)hasbeendeterminedin steps2-4.

Steps2-5 areexplainedin further detail below. The explanationsdescribethe calculationsfor a singleTOS only.
In general,eachcalculationmustbeperformedfor asmanyTOSvaluesastherearediffering routes.Any link state
advertisementmayspecifyaseparatecostfor eachTOS(seeSection12.4).A costfor TOS0mustalwaysbespecified.
Thecostof anyotherTOS,whennot specified,defaultsto thecostof TOS0.

16.1 Calculating the shortest-pathtr eefor an area

Thiscalculationyieldsthesetof intra-arearoutesassociatedwith anarea(calledhereafterAreaA). A routercalculates
theshortest-pathtreeusingitself astheroot. 18 Theformationof theshortestpathtreeis doneherein two stages.In
thefirst step,only links betweenroutersandtransitnetworksareconsidered.Using theDijkstra algorithm,a treeis
formedfrom this subsetof thelink statedatabase.In thesecondstep,leavesareaddedto thetreeby consideringthe
links to stubnetworks.

18Strictly speaking,becauseof equal-costmultipath,thealgorithmdoesnotcreateatree.Wecontinueto usethe“tree” terminologybecausethat
is whatoccursmostoftenin theexistingliterature.Equal-costmultipathcausesthealgorithmto changeonly slightly.
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15 Virtual Links

Thesinglebackbonearea(AreaID = 0) cannotbe disconnected,or someareasof theAutonomousSystemwill be-
comeunreachable.This is becauseall inter-areatraffic traversesthebackbone.Thebackboneis alsoresponsiblefor
distributingtheinter-arearoutinginformation.

To establish/maintainconnectivityof thebackbone,virtual links canbeconfiguredthroughnon-backboneareas.Vir-
tual links serveto connectseparatecomponentsof thebackbone.Thetwo endpointsof a virtual link areareaborder
routers.Thevirtual link mustbeconfiguredin bothrouters.Theconfigurationinformationin eachrouterconsistsof
theothervirtual endpoint(theotherareaborderrouter),andthenon-backboneareathe two routershavein common
(calledthetransitarea).

Thevirtual link is treatedasif it wereanunnumberedpoint-to-pointnetwork(belongingto thebackbone)joining the
two areaborderrouters.An attemptis madeto establishanadjacencyover thevirtual link. Whenthis adjacencyis
established,thevirtual link will beincludedin backbonerouterlinks advertisements,andOSPFpacketspertainingto
thebackboneareawill flow overtheadjacency. Suchanadjacencyhasbeenreferredto asa “virtual adjacency”.

Thepresenceof avirtual link canbedetectedonly by thetwo endpointrouters.Thesetwo routersmustdeterminethe
viability andcostof thevirtual link. Themechanismsbehindthisdeterminationareasfollows:

� In eachendpointrouter, thecostandviability of thevirtual link isdiscoveredbyexaminingtheroutingtableentry
for theotherendpointrouter. (Theentry’sassociatedareamustbetheconfiguredtransitarea).Actually, there
maybeaseparateroutingtableentryfor eachTypeof Service.Thesearecalledthevirtual link’ scorresponding
routingtableentries.

� The Interface Up eventoccursfor a virtual link whenits correspondingTOS 0 routing tableentry becomes
reachable.Conversely, theInterface Down eventoccurswhenits TOS0 routingtableentrybecomesunreach-
able. 17 In otherwords,thevirtual link’ sviability is determinedby theexistenceof anintra-areapath,through
thetransitarea,betweenthetwo endpoints.

� Virtual links belongto thebackbone.Only routingtraffic for thebackboneareashouldbetraversingtheassoci-
atedvirtual adjacency.

� Virtual links arerepresentedasUNNUMBERED point-to-pointnetworksin backbonerouterlinks advertise-
ments.

� AS externallinks areNEVER floodedovervirtual adjacencies.This would beduplicationof effort, sincethe
sameAS externallinks arealreadyfloodedthroughoutthevirtual link’ s transitarea.For this samereason,AS
externallink advertisementsarenotsummarizedovervirtual adjacenciesduringthedatabaseexchangeprocess.

� Thecostof a virtual link is NOT configured.It is definedto bethecostof theintra-areapathbetweenthetwo
definingareaborderrouters.Thiscostappearsin thevirtual link’ scorrespondingroutingtableentry.

� Justasthevirtual link’ scostandviability aredeterminedby theroutingtablebuildprocess(throughconstruction
of theroutingtableentryfor theotherendpoint),soaretheIP interfaceaddressfor thevirtual interfaceandthe
virtual neighbor’s IP address.Theseareusedwhensendingprotocolpacketsoverthevirtual link.

� Thetimebetweenlink stateretransmissions,RxmtInterval,is configuredfor a virtual link. This shouldbewell
overtheexpectedround-tripdelaybetweenthetwo routers.Thismaybehardto estimatefor avirtual link. It is
betterto erron thesideof makingit too large.

17Only theTOS0 routesareimportanthere.This is becauseall routingprotocolpacketsaresentwith TOS� 0. SeeAppendixA.
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timebetweenretransmissionsis aconfigurableper-interfacevalue,RxmtInterval.If this is settoolow for aninterface,
needlessretransmissionswill ensue.If thevalueis settoo high, thespeedof theflooding,in thefaceof lost packets,
maybeaffected.

Severalretransmittedadvertisementsmayfit into a singleLink StateUpdatepacket.Whenadvertisementsareto be
retransmitted,only thenumberfitting in a singleLink StateUpdatepacketshouldbetransmitted.Anotherpacketof
retransmissionscanbesentwhensomeof theadvertisementsareacknowledged,or on thenextfiring of theretrans-
missiontimer.

Link StateUpdatePacketscarryingretransmissionsarealwayssentasunicasts(directly to thephysicaladdressof the
neighbor). Theyareneversentasmulticasts.Eachadvertisement’s LS agemustbe incrementedby InfTransDelay
(which mustbe � 0) whencopiedinto the outgoingpacket(until the LS agefield reachesits maximumvalueof
MaxAge).

If the adjacentroutergoesdown,retransmissionsmayoccuruntil the adjacencyis destroyedby theHello Protocol.
Whentheadjacencyis destroyed,theLink stateretransmissionlist is cleared.

13.7 Receivinglink stateacknowledgments

ManyconsistencycheckshavebeenmadeonareceivedLink StateAcknowledgmentpacketbeforeit is handedto the
floodingprocedure.In particular, it hasbeenassociatedwith a particularneighbor. If thisneighboris in a lesserstate
thanExchange, thepacketis discarded.

Otherwise,for eachacknowledgmentin thepacket,thefollowing stepsareperformed:

� DoestheadvertisementacknowledgedhaveaninstantiationontheLink stateretransmissionlist for theneigh-
bor?If not,examinethenextacknowledgment.Otherwise:

� If theacknowledgmentis for thesameinstantiationthat is containedon the list, removetheitem from the list
andexaminethenextacknowledgment.Otherwise:

� Log thequestionableacknowledgment,andexaminethenextone.

14 Aging The Link StateDatabase

Eachlink stateadvertisementhasan agefield. The ageis expressedin seconds.An advertisement’s agefield is
incrementedwhile it is containedin a router’s database.Also, whencopiedinto a Link StateUpdatePacketfor
floodingout aparticularinterface,theadvertisement’sageis incrementedby InfTransDelay.

An advertisement’s ageis neverincrementedpastthe valueMaxAge. As a routeragesits link statedatabase,an
advertisement’sagemayreachMaxAge.At thistime,theadvertisementis refloodedjustasif it wasanewlyoriginated
advertisement.This flooding processis describedin Section13.3. In addition,whenaddingadvertisementsto a
neighbor’s Databasesummary list, thoseadvertisementshavingageMaxAge areinsteadaddedto the neighbor’s
Link stateretransmissionlist.

It will bea relativelyrareoccurrencefor anadvertisement’sageto reachMaxAge.Usually, theadvertisementwill be
replacedby amorerecentinstantiationbeforeit agesout.

AdvertisementshavingageMaxAgearenot usedin therouting tablecalculation.Whensuchanadvertisementis no
longercontainedonanyneighborLink stateretransmissionlists it is removedentirelyfrom thelink statedatabase.

When,in theprocessof agingthelink statedatabase,anadvertisement’sagehitsamultipleof CheckAge,its checksum
shouldbeverified. If thechecksumis incorrect,a programor memoryerrorhasbeendetected,andat thevery least
therouteritself shouldberestarted.
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multicasting);andit randomizestheacknowledgmentpacketssentby thevariousroutersattachedtoamulti-accessnet-
work. Thefixed intervalbetweena router’sdelayedtransmissionsmustbeshort(lessthanRxmtInterval)or needless
retransmissionswill ensue.

Direct acknowledgmentsaresentto a particularneighborin responseto thereceiptof duplicatelink stateadvertise-
ments.Theseacknowledgmentsaresentasunicasts,andaresentimmediatelywhentheduplicateis received.

Thepreciseprocedurefor sendingLink StateAcknowledgmentpacketsis describedin thefollowing table. Thecir-
cumstancessurroundingthereceiptof theadvertisementarelistedin theleft column.Theacknowledgmentactionthen
takenis listedin oneof thetwo right columns.This actiondependson thestateof theconcernedinterface;interfaces
in stateBackup behavedifferentlyfrom interfacesin all otherstates.

Actiontakenin state
Circumstances Backup All otherstates

Advertisement has been
floodedback out receivingin-
terface(seeSection13,step2a).

No acknowledgmentsent. No acknowledgmentsent.

Advertisementis more recent
thandatabasecopy, butwasnot
floodedback out receivingin-
terface

Delayedacknowledgmentsent
if advertisementreceivedfrom
DR, otherwisedo nothing.

Delayedacknowledgmentsent.

Advertisement
is a duplicate,and was treated
asan implied acknowledgment
(seeSection13,step3a).

Delayedacknowledgmentsent
if advertisementreceivedfrom
DR, otherwisedo nothing.

No acknowledgmentsent.

Advertisementis a duplicate,
and was not treatedas an im-
pliedacknowledgment.

Direct acknowledgmentsent. Direct acknowledgmentsent.

Delayedacknowledgmentsmustbedeliveredto all adjacentroutersassociatedwith theinterface.On broadcastnet-
works,thisisaccomplishedbysendingthedelayedLink StateAcknowledgmentpacketsasmulticasts.TheDestination
IP addressuseddependson thestateof theinterface.If thestateis DR or Backup, thedestinationAllSPFRoutersis
used.In otherstates,thedestinationAllDRoutersis used.On non-broadcastnetworks,delayedacksmustbeunicast
separatelyovereachadjacency(neighborwhosestateis � � Exchange).

Thereasoningbehindsendingtheabovepacketsasmulticastsis bestexplainedby anexample.Considerthenetwork
configurationdepictedin Figure16. SupposeRT4 hasbeenelectedasDR, andRT3 asBackupfor thenetworkN3.
WhenrouterRT4 floodsa new advertisementto networkN3, it is receivedby routersRT1, RT2, andRT3. These
routerswill not flood theadvertisementbackontonetRT3, but theystill mustensurethattheir topologicaldatabases
remainsynchronizedwith theiradjacentneighbors.SoRT1,RT2,andRT4arewaitingtoseeanacknowledgmentfrom
RT3. Likewise,RT4 andRT3 arebothwaiting to seeacknowledgmentsfrom RT1 andRT2. This is bestachievedby
sendingtheacknowledgmentsasmulticasts.

The reasonthat the acknowledgmentlogic for BackupDRs is slightly differentis becausethey performdifferently
duringthefloodingof link stateadvertisements(seeSection13.3,step4).

13.6 Retransmitting link stateadvertisements

Advertisementsfloodedout an adjacencyareplacedon theadjacency’s Link stateretransmissionlist. In orderto
ensurethat flooding is reliable,theseadvertisementsareretransmitteduntil they areacknowledged.The lengthof
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2. Theroutermustnowdecidewhethertofloodthenewlink stateadvertisementoutthisinterface.If in theprevious
step,thelink stateadvertisementwasNOT addedto anyof theLink stateretransmissionlists, thereis noneed
to flood theadvertisementandthenext interfaceshouldbeexamined.

3. If thenewadvertisementwasreceivedonthisinterface,andit wasreceivedfromeithertheDesignatedRouteror
theBackupDesignatedRouter, chancesareall theneighborshavereceivedtheadvertisementalready. Therefore,
examinethenextinterface.

4. If thenewadvertisementwasreceivedon this interface,andtheinterfacestateis Backup (i.e., therouteritself
is theBackupDesignatedRouter),examinethenext interface.TheDesignatedRouterwill do thefloodingon
this interface.If theDesignatedRouterfails, this routerwill endupretransmittingtheupdates.

5. If this stepis reached,the advertisementmustbe floodedout the interface.Senda Link StateUpdatepacket
(with the new advertisementascontents)out the interface.The advertisement’s LS agemustbe incremented
by InfTransDelay(which mustbe � 0) whencopiedinto theoutgoingpacket(until theLS agefield reachesits
maximumvalueof MaxAge).

On broadcastnetworks,the Link StateUpdatepacketsaremulticast. ThedestinationIP addressspecifiedfor
theLink StateUpdatePacketdependson thestateof theinterface.If theinterfacestateis DR or Backup, the
addressAllSPFRoutersshouldbeused.Otherwise,theaddressAllDRoutersshouldbeused.

Onnon-broadcast,multi-accessnetworks,separateLink StateUpdatepacketsmustbesent,asunicasts,to each
adjacentneighbor(i.e., thosein stateExchangeor greater).ThedestinationIP addressesfor thesepacketsare
theneighbors’IP addresses.

13.4 Receivingself-originated link state

It is a commonoccurrenceto receivea self-originatedlink stateadvertisementvia the flooding procedure. If the
advertisementreceivedis anewerinstantiationthanthelastinstantiationthattherouteractuallyoriginated,therouter
musttakespecialaction.

The receptionof suchan advertisementindicatesthat therearelink stateadvertisementsin the routing domainthat
wereoriginatedbeforethelasttimetherouterwasrestarted.In thiscase,theroutermustadvancethesequencenumber
for theadvertisementonepastthereceivedsequencenumber, andoriginateanewinstantiationof theadvertisement.

Notealsothat if thetypeof theadvertisementis Summarylink or AS externallink, theroutermayno longerhavean
(advertisable)routeto thedestination.In this case,anewadvertisementmuststill beoriginated,with metricequalto
LSInfinity.

13.5 SendingLink StateAcknowledgmentpackets

Eachnewly receivedlink stateadvertisementmustbe acknowledged.This is usuallydoneby sendingLink State
Acknowledgmentpackets.However, acknowledgmentscanalsobe accomplishedimplicitly by sendingLink State
Updatepackets(seestep3aof Section13).

Manyacknowledgmentsmaybegroupedtogetherinto a singleLink StateAcknowledgmentpacket.Sucha packetis
sentbackout theinterfacethathasreceivedtheadvertisements.Thepacketcanbesentin oneof two ways:delayed
andsenton aninterval timer, or sentdirectly (asa unicast)to a particularneighbor. Theparticularacknowledgment
strategyuseddependson thecircumstancessurroundingthereceiptof theadvertisement.

Sendingdelayedacknowledgmentsaccomplishesseveralthings: it facilitatesthepackagingof multiple acknowledg-
mentsin asinglepacket;it enablesasinglepacketto indicateacknowledgmentsto severalneighborsatonce(through
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AS external link The best route to the destinationdescribedby the AS externallink advertisementmust be re-
examined(seeSection16.6).

Also,anyoldversionof theadvertisementmustberemovedfromthedatabasewhenthenewadvertisementis installed.
Thisold versionmustalsoberemovedfrom all listsof link stateadvertisements(e.g.,theLink stateretransmission
lists for all neighbors;seeSection10).

13.3 Next stepin the flooding procedure

When a new (andmore recent)advertisementhasbeenreceived,it mustbe floodedout somesetof the router’s
interfaces.Thesetof interfacesto flood theadvertisementout of dependson thetypeof advertisement:

AS external links AS externallinks arefloodedthroughouttheentireAS. Theeligible interfacesareall interfaces,
regardlessof associatedarea,yet excludingthevirtual links.

All other types All othertypesarespecificto a singlearea(AreaA). Theeligible interfacesareall thoseinterfaces
associatedwith theAreaA. If AreaA is thebackbone,this includesall thevirtual links.

Link statedatabasesmustremainsynchronizedover all adjacenciesassociatedwith the above“eligible interfaces”.
This is accomplishedby executingthefollowing stepsoneacheligibleinterface.It shouldbenotedthatthisprocedure
may decidenot to flood a link stateadvertisementout a particularinterface,if thereis a high probability that the
attachedneighborshavealreadyreceivedtheadvertisement.However, in thesecasesthefloodingproceduremustbe
absolutelysurethattheneighborseventuallydo receivetheadvertisement,sotheadvertisementis still addedto each
adjacency’sLink stateretransmissionlist. Foreacheligible interface:

1. Eachof theneighborsattachedto this interfaceareexamined,to determinewhethertheymustreceivethenew
advertisement.Thefollowing stepsareexecutedfor eachneighbor:

(a) If theneighboris in a lesserstatethanExchange, it doesnotparticipatein flooding,andthenextneighbor
shouldbeexamined.

(b) Else,if the adjacencyis not yet full (neighborstateis Exchangeor Loading), examinethe Link state
requestlist associatedwith thisadjacency. If thereis aninstantiationof thenewadvertisementonthelist,
it indicatesthattheneighboringrouterhasaninstantiationof theadvertisementalready. Comparethenew
advertisementto theneighbor’scopy:

� If thenewadvertisementis lessrecent,thentry thenextneighbor.
� If thetwo copiesarethesameinstantiation,thendeletetheadvertisementfrom theLink staterequest

list, andtry thenextneighbor. 16

� Else,thenew advertisementis morerecent. Deletethe advertisementfrom the Link state request
list.

(c) If thenewadvertisementwasreceivedfrom thisneighbor, try thenextneighbor.

(d) At this point we arenot positivethatthenewneighborhasanup-to-dateinstantiationof this newadver-
tisement.Add thenewadvertisementto theLink stateretransmissionlist for theadjacency. Thisensures
thatthefloodingprocedureis reliable;theadvertisementwill beretransmittedatintervalsuntil anacknowl-
edgmentis seenfrom theneighbor. Any old instantiationsof theadvertisementshouldberemovedfrom
theLink stateretransmissionlist at this time.

16This is howtheLink state request list is emptied,whicheventuallycausestheneighborstateto transitionto Full. SeeSection10.2.
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4. Else,thedatabasecopyismorerecent.Noteanunusualeventtonetworkmanagement,discardtheadvertisement
andprocessthenextlink stateadvertisementcontainedin thepacket.

13.1 Determining which link stateis newer

Whenarouterencounterstwo instantiationsof alink stateadvertisement,it mustdeterminewhichis morerecent.This
occurredabovewhencomparinga receivedadvertisementto thedatabasecopy. This comparisonmustalsobedone
duringthedatabaseexchangeprocedurewhichoccursduringadjacencybring-up.

A link stateadvertisementis identifiedby its LS type,Link StateID andAdvertisingRouter. For two instantiations
of the sameadvertisement,the LS sequencenumber, LS age,andLS checksumfields areusedto determinewhich
instantiationis morerecent:

� TheadvertisementhavingthenewerLS sequencenumberis morerecent.SeeSection12.1.4for anexplanation
of theLS sequencenumberspace.If bothinstantiationshavethesameLS sequencenumber, then:

� If the two instantiationshavedifferentLS checksums,then the instantiationhavingthe larger LS checksum
(whenconsideredasa16-bit unsignedinteger)is consideredmorerecent.

� Else,if only oneof the instantiationsis of ageMaxAge, the instantiationof ageMaxAge is consideredto be
morerecent.

� Else,if theagesof thetwo instantiationsdiffer by morethanMaxAgeDiff, theinstantiationhavingthesmaller
(younger)ageis consideredto bemorerecent.

� Else,thetwo instantiationsareconsideredto beidentical.

13.2 Installing link stateadvertisementsin the database

Installing a new link stateadvertisementin the database,eitherasthe resultof flooding or a newly self originated
advertisement,maycausetheroutingtablestructureto berecalculated.Thecontentsof thenewadvertisementshould
be comparedto the old instantiation,if present.If thereis no difference,thereis no needto recalculatethe routing
table. (Note thatevenif thecontentsarethesame,theLS checksumwill probablybedifferent,sincethechecksum
coverstheLS sequencenumber.)

If thecontentsaredifferent,thefollowing piecesof theroutingtablemustberecalculated,dependingon theLS type
field:

Router links, network links Theentireroutingtablemustberecalculated,startingwith theshortestpathcalculations
for eacharea(not just the areawhosetopologicaldatabasehaschanged).The reasonthat the shortestpath
calculationcannotberestrictedto thesinglechangedareahasto dowith thefact thatAS boundaryroutersmay
belongto multipleareas.A changein theareacurrentlyprovidingthebestroutemayforcetherouterto usean
intra-arearouteprovidedby a differentarea.15

Summary link Thebestrouteto thedestinationdescribedby thesummarylink advertisementmustbere-examined
(seeSection16.5). If this destinationis anAS boundaryrouter, it maybe necessaryto re-examineall theAS
externallink advertisements.

15By keepingmoreinformationin the routing table,it is possiblefor an implementationto recalculatetheshortestpathtreeonly for a single
area. In fact, thereareincrementalalgorithmsthatallow an implementationto recalculateonly a portionof theshortestpathtree[BBN]. These
algorithmsarebeyondthescopeof thisspecification.
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13 The Flooding Procedure

Link StateUpdatepacketsprovidethemechanismfor floodinglink stateadvertisements.A Link StateUpdatepacket
maycontainseveraldistinctadvertisements,andfloodseachadvertisementonehopfurtherfromitspointof origination.
To makethe flooding procedurereliable,eachadvertisementmustbe acknowledgedseparately. Acknowledgments
aretransmittedin Link StateAcknowledgmentpackets.Many separateacknowledgmentscanbe groupedtogether
into a singlepacket.

The flooding procedurestartswhena Link StateUpdatepackethasbeenreceived.Many consistencycheckshave
beenmadeon thereceivedpacketbeforebeinghandedto thefloodingprocedure(seeSection8.2). In particular, the
Link StateUpdatepackethasbeenassociatedwith aparticularneighbor, anda particulararea.If theneighboris in a
lesserstatethanExchange, thepacketshouldbedroppedwithout furtherprocessing.

All typesof link stateadvertisements,otherthanAS externallinks, areassociatedwith a specificarea. The adver-
tisementdoesnot containan areafield, however, andthe areamustbe deducedfrom the Link StateUpdatepacket
header.

Foreachlink stateadvertisementcontainedin thepacket,thefollowing stepsaretaken:

1. Validatetheadvertisement’s link statechecksum.If thechecksumturnsout to beinvalid, discardtheadvertise-
mentandgetthenextonefrom theLink StateUpdatepacket.

2. Findtheinstantiationof thisadvertisementthatis currentlycontainedin therouter’slink statedatabase.If there
isnodatabasecopy, or thereceivedadvertisementis morerecentthanthedatabasecopy(seeSection13.1below
for thedeterminationof which advertisementis morerecent)thefollowing stepsmustbeperformed:

(a) Immediatelyflood the new advertisementout somesubsetof the router’s interfaces(seeSection13.3).
In somecases(e.g.,thestateof thereceivinginterfaceis DR andtheadvertisementwasreceivedfrom a
routerotherthantheBackupDR) theadvertisementwill befloodedbackout thereceivinginterface.This
occurrenceshouldbenotedfor lateruseby theacknowledgmentprocess(Section13.5).

(b) Removethecurrentdatabasecopyfromall listsof link stateadvertisements(e.g.,fromall neighbors’Link
stateretransmissionlists).

(c) Install the new advertisementin the link statedatabase(replacingthe currentdatabasecopy). This may
causethe routing tablecalculationto be scheduled.The advertisementinstallationprocessis discussed
furtherin Section13.2.

(d) Possiblyacknowledgethereceiptof theadvertisementby sendinga Link StateAcknowledgmentpacket
backout thereceivinginterface.This is explainedbelowin Section13.5.

(e) If this new link stateadvertisementindicatesthat it wasoriginatedby this routeritself, the routermust
advancetheadvertisement’slink statesequencenumber, andissueanewinstantiationof theadvertisement
(seeSection13.4).

3. Else,if thereceivedadvertisementis thesameinstantiationasthedatabasecopy(i.e.,neitheroneismorerecent)
thefollowing two stepsshouldbepreformed:

(a) If theadvertisementis listedin theLink stateretransmissionlist for thereceivingadjacency, therouter
itself is expectingan acknowledgmentfor this advertisement.The routershouldtreat the receivedad-
vertisementasanacknowledgment,by removingtheadvertisementfrom theLink stateretransmission
list. This is termedan “implied acknowledgment”.Its occurrenceshouldbe notedfor later useby the
acknowledgmentprocess(Section13.5).

(b) Possiblyacknowledgethereceiptof theadvertisementby sendinga Link StateAcknowledgmentpacket
backout thereceivinginterface.This is explainedbelowin Section13.5.
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; AS external link advertisement for network N12,
; originated by router RT7

LS age = 0 ;always true on origination
LS type = 5 ;indicates AS external link
Link State ID = N12’s IP network number
Advertising Router = Router RT7’s ID

bit E = 1 ;Type 2 metric
TOS = 0
metric = 2

12.4 TOSmetrics

In eachtypeof link stateadvertisement,differentmetricscanbeadvertisedfor eachIP Typeof Service(TOS).The
TOSfieldsspecifiedin thelink stateadvertisementsmapdirectly to theTOSfield in theIP header.

A metric for TOS0 mustalwaysbespecified.Metrics for otherTOSvaluescanbe specified;if theyarenot, these
metricsareassumedequalto themetricspecifiedfor TOS0.

As anexample,supposethepoint-to-pointlink betweenroutersRT3 andRT6 in Figure16 is asatellitelink. TheAS
administratormaywantto encouragetheuseof theline for highbandwidthtraffic. Thiswouldbedoneby settingthe
metricartificially low for thatTOS.RouterRT3 would thenoriginatethefollowing routerlinks advertisementfor the
backbone:

; RT3’s router links advertisement for the backbone

LS age = 0 ;always true on origination
LS type = 1 ;indicates router links
Link State ID = 192.1.1.3 ;RT3’s Router ID
Advertising Router = 192.1.1.3
bit E = 0 ;not an AS boundary router
bit B = 1 ;RT3 is an area border router
#links = 1

Link ID = 18.10.0.6 ; Neighbor’s Router ID
Link Data = 0.0.0.0 ;Interface to unnumbered SL
Type = 1 ;connects to router
# other metrics = 1
TOS 0 metric = 8

TOS = 2 ;High bandwidth
metric = 1 ;traffic preferred

Conversely, supposethattheadministratordoesnotwantanyhighbandwidthtraffic to gooveracertainlink. Thecost
of thelink for TOS2 would thenbesetto LSInfinity. 14

Summarylink advertisementsandAS externallink advertisementspertainto a singledestination(IP networkor AS
boundaryrouter). However, for a singledestinationtheremaybeseparatesetsof paths,andthereforeseparaterout-
ing tableentries,for eachType of Service. All theseentriesmustbe consideredwhenbuilding the summarylink
advertisementfor thedestination;asingleadvertisementmustspecifytheseparatecosts(if theyexist)for eachTOS.

14A similar techniquecanbedonefor routersthatareunableto routebasedonTypeof Service,yetwish to run theOSPFprotocol.Suchrouters
mustavoid forwardingIP datatraffic with non-zeroTOS,sincetheycannotdeterminethebestroute(andsocannotbesureto avoidlooping) for
thepacketswith non-zeroTOS.Theseroutersshouldoriginaterouterlinks advertisementsthatindicatetheir interfacesareunavailablefor non-zero
TOStraffic. This is againaccomplishedusingthemetricLSInfinity.
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associatedwith somenon-backbonearea;it would thusno longerbeadvertisableto thebackbone),a newsummary
advertisementmustbeadvertisedwith metricLSInfinity.

As an example,consideragainthe areaconfigurationin Figure6. RoutersRT3, RT4, RT7, RT10 andRT11 areall
areaborderrouters,andthereforeareoriginatingsummarylinks advertisements.Considerin particularrouterRT4.
Its routing tablewascalculatedasthesecondexamplein Section11.1. RT4 originatessummarylink advertisements
into both the backboneandArea 1. Into the backbone,routerRT4 originatesseparateadvertisementsfor eachof
the networksN1-N4. Into Area 1, routerRT4 originatesseparateadvertisementsfor networksN6-N8 andthe AS
boundaryroutersRT5,RT7. It alsocondenseshostroutesIa andIb into a singlesummaryadvertisement.Finally,
the routesto networksN9,N10,N11 andhostH9 areadvertisedby a singlesummarylink. This condensationwas
originally performedby therouterRT11.

Theseadvertisementsareillustratedgraphicallyin Figures7and8. Twoof thesummarylink advertisementsoriginated
by routerRT4 follow. TheactualIP addressesfor thenetworksandroutersin questionhavebeenassignedin Figure
16.

; summary link advertisement for network N1,
; originated by router RT4 into the backbone

LS age = 0 ;always true on origination
LS type = 3 ;indicates summary link to IP net
Link State ID = 192.1.2.0 ;N1’s IP network number
Advertising Router = 192.1.1.4 ;RT4’s ID

TOS = 0
metric = 4

; summary link advertisement for AS boundary router RT7
; originated by router RT4 into Area 1

LS age = 0 ;always true on origination
LS type = 4 ;indicates summary link to ASBR
Link State ID = router RT7’s ID
Advertising Router = 192.1.1.4 ;RT4’s ID

TOS = 0
metric = 14

12.3.4 AS external links

EachAS externallink advertisementdescribesa routeto a destinationthat is externalto the AS. AS externallink
advertisementsaretheonly typeof link stateadvertisementsthatarefloodedthroughouttheentireAS; all othertypes
of link stateadvertisementsarespecifictoasinglearea.ASexternallink advertisementsareoriginatedbyASboundary
routers.

An AS boundaryrouteroriginatesa singleAS externallink advertisementfor eachexternalroutethat it haslearned,
eitherthroughanotherroutingprotocol(suchasEGP),or throughconfigurationinformation.A defaultroutemayalso
beadvertised.Thedestinationfor thedefaultrouteis definedto beDefaultDestination.

Themetricthat is advertisedfor anexternalroutecanbeoneof two types.Type1 metricsarecomparableto thelink
statemetric. Type2 metricsareassumedto belargerthanthecostof anyintra-ASpath.

As anexample,consideronceagaintheAS picturedin Figure6. Therearetwo AS boundaryrouters:RT5 andRT7.
RouterRT5 originatesthreeexternallink advertisements,for networksN12-N14.RouterRT7 originatestwo external
link advertisements,for networksN12 andN15. AssumethatRT7 haslearnedits routeto N12 via EGP, andthat it
wishesto advertisea Type2 metricto theAS. RT7 would thenoriginatethefollowing advertisementfor N12:
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; network links advertisement for network N3

LS age = 0 ;always true on origination
LS type = 2 ;indicates network links
Link State ID = 192.1.1.4 ;IP address of Designated Router
Advertising Router = 192.1.1.4 ;RT4’s Router ID
Network Mask = 0xffffff00

Attached Router = 192.1.1.4 ;Router ID
Attached Router = 192.1.1.1 ;Router ID
Attached Router = 192.1.1.2 ;Router ID
Attached Router = 192.1.1.3 ;Router ID

12.3.3 Summary links

Eachsummarylink advertisementdescribesa routeto asingledestination.Summarylink advertisementsareflooded
throughouta singleareaonly. The destinationdescribedis onethat is externalto thearea,yet still belongingto the
AutonomousSystem.

Summarylinks advertisementsaregeneratedby areaborderrouters.Theprecisesummaryroutesto advertiseinto an
areaaredeterminedby examiningthe routing tablestructure(seeSection11). Only intra-arearoutesareadvertised
into thebackbone.Both intra-areaandinter-arearoutesareadvertisedinto theotherareas.

To determinewhich routesto advertiseinto anattachedAreaA, eachroutingtableentryis processedasfollows:

� Only Destinationtypesof networkandAS boundaryrouterareadvertisedin summarylink advertisements.If
theroutingtableentry’sDestinationtypeis areaborderrouter, examinethenextroutingtableentry.

� AS externalroutesareneveradvertisedin summarylink advertisements.If theroutingtableentryhaspathtype
AS external,examinethenextroutingtableentry.

� Else,if theareaassociatedwith thissetof pathsis theAreaA itself, donotgenerateasummarylinks advertise-
mentfor theroute.13

� Else,if the destinationof this routeis an AS boundaryrouter, generatea Type4 link stateadvertisementfor
thedestination,with Link StateID equalto theAS boundaryrouter’s ID andmetricequalto theroutingtable
entry’scost.

� Else, the Destinationtype is network. If this is an inter-arearoute,generatea Type 3 advertisementfor the
destination,with Link StateID equalto thenetwork’saddressandmetricequalto theroutingtablecost.

� Theoneremainingcaseis anintra-arearouteto a network.Thismeansthatthenetworkis containedin oneof
therouter’sdirectlyattachedareas.In general,thisinformationmustbecondensedbeforeappearingin summary
link advertisements.Rememberthatanareahasbeendefinedasa list of addressranges,eachrangeconsisting
of an[address,mask]pair. A singleType3 advertisementmustbemadefor eachrange,with Link StateID equal
to therange’saddressandcostequalto thesmallestcostof anyof thecomponentnetworks.

If arouteradvertisesasummaryadvertisementfor adestinationwhichthenbecomesunreachable,theroutermustthen
originateanewsummaryadvertisement,havingmetricLSInfinity. Also, if thedestinationis still reachable,yetcannot
beadvertisedaccordingto theaboveprocedure(e.g.,it is nowaninter-arearoute,whenit usedtobeanintra-arearoute

13Thisclausecoversthecase:Inter-arearoutesarenotsummarizedto thebackbone.This is becauseinter-arearoutesarealwaysassociatedwith
thebackbonearea.
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; RT3’s router links advertisement for Area 1

LS age = 0 ;always true on origination
LS type = 1 ;indicates router links
Link State ID = 192.1.1.3 ;RT3’s Router ID
Advertising Router = 192.1.1.3 ;RT3’s Router ID
bit E = 0 ;not an AS boundary router
bit B = 1 ;RT3 is an area border router
#links = 2

Link ID = 192.1.1.4 ;IP address of Designated Router
Link Data = 192.1.1.3 ;RT3’s IP interface to net
Type = 2 ;connects to transit network
# other metrics = 0
TOS 0 metric = 1

Link ID = 192.1.4.0 ;IP Network number
Link Data = 0xffffff00 ;Network mask
Type = 3 ;connects to stub network
# other metrics = 0
TOS 0 metric = 2

; RT3’s router links advertisement for the backbone

LS age = 0 ;always true on origination
LS type = 1 ;indicates router links
Link State ID = 192.1.1.3 ;RT3’s router ID
Advertising Router = 192.1.1.3 ;RT3’s router ID
bit E = 0 ;not an AS boundary router
bit B = 1 ;RT3 is an area border router
#links = 1

Link ID = 18.10.0.6 ;Neighbor’s Router ID
Link Data = 0.0.0.0 ;Interface to unnumbered SL
Type = 1 ;connects to router
# other metrics = 0
TOS 0 metric = 8

12.3.2 Network links

A networklinks advertisementis generatedfor everytransitmulti-accessnetwork. (A transitnetworkis a network
havingtwo or moreattachedrouters).Thenetworklinks advertisementdescribesall theroutersthatareattachedto
thenetwork.

TheDesignatedRouterfor thenetworkoriginatestheadvertisement.TheDesignatedRouteroriginatesanadvertise-
mentonly if it is fully adjacentto at leastoneotherrouteron thenetwork.Thenetworklinks advertisementis flooded
throughouttheareathatcontainsthetransitnetwork,andno further. Therouterslistedin theadvertisementarethose
thatarefully adjacentto theDesignatedRouterTheyareidentifiedin theadvertisementby theirRouterIDs. Eachlink
from thetransitnetworkto anattachedrouterhascost0.

TheLink StateID for anetworklinks advertisementis theIP interfaceaddressof theDesignatedRouter.

As an example,againconsiderthe areaconfigurationin Figure6. Network links advertisementsareoriginatedfor
networkN3 in Area1, networksN6 andN8 in Area2, andnetworkN9 in Area3. AssumingthatrouterRT4 hasbeen
selectedastheDesignatedRouterfor networkN3, thefollowing networklinks advertisementis generatedby RT4 on
behalfof networkN3 (seeFigure16 for theaddressassignments):
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is neededby the routing tablecalculation). For links to stubnetworks,this field specifiesthe network’s IP address
mask.

Finally, thecostof usingthelink for output(possiblyspecifyingadifferentcostfor eachtypeof service)is specified.
Theoutputcostof a link is configurable.It mustalwaysbenon-zero.

To describetheprocessof building thelist of link records,supposearouterwishesto build routerlinks advertisement
for anAreaA. Therouterexaminesits collectionof interfacedatastructures.For eachinterface,thefollowing steps
aretaken:

� If theattachednetworkdoesnotbelongtoAreaA, nolinksareaddedto theadvertisement,andthenextinterface
shouldbeexamined.

� Else,if thestateof theinterfaceis Down,no links areadded.

� Else,if thestateof theinterfaceis Point-to-Point, thenaddlinks accordingto thefollowing:

– If theneighboringrouteris fully adjacent,addaType1 link (router)whoselink ID is theRouterID of the
neighboringrouterandwhoseLink DataspecifiestheinterfaceIP address.

– If theneighboringrouter’s IP addressis known,adda Type3 link (stubnetwork)whosewhoselink ID is
theneighbor’s IP address,whoseLink Datais themask0xffffffff indicatingahostroute,andwhose
costis theinterface’s configuredoutputcost. In thecaseof anunnumberedserialline, theneighborwill
not haveanIP addressandnostublink shouldbeadded.

� Else,if thestateof theinterfaceis Loopback, addaType3 link (stubnetwork)whoselink ID is theIP interface
address,whoseLink Datais themask0xffffffff indicatingahostroute,andwhosecostis 0. Unnumbered
serialline interfacesdonot generatelink stateinformationin Loopback state.

� Else,if thestateof the interfaceis Waiting, adda Type3 link (stubnetwork)whoselink ID is the IP network
numberof theattachednetworkandwhoseLink Datais theattachednetwork’saddressmask.

� Else,therehasbeenaDesignatedRouterselectedfor theattachednetwork.If therouteris fully adjacentto the
DesignatedRouter, or if therouteritself isDesignatedRouterandis fully adjacenttoatleastoneotherrouter, add
asingleType2 link (transitnetwork)whosewhoselink ID is theIP interfaceaddressof theattachednetwork’s
DesignatedRouter(whichmaybetherouteritself) andwhoseLink Datais theinterfaceIP address.Otherwise,
adda link asif theinterfacestatewereWaiting (seeabove).

Unlessspecifiedabove,thecostof eachlink generatedis equalto theoutputcostof theassociatedinterface.Notethat
in thecaseof seriallines,multiple links maybegeneratedby asingleinterface.

After considerationof all the router interfaces,host links areaddedto the advertisementby examiningthe list of
attachedhosts.A hostrouteis representedasa Type3 link (stubnetwork)whoselink ID is thehost’s IP addressand
whoseLink Dateis themaskof all ones(0xffffffff).

As anexample,considertherouterlinks advertisementsgeneratedby routerRT3, aspicturedin Figure6. Thearea
containingrouterRT3 (Area1) hasbeenredrawn,with actualnetworkaddresses,in Figure16. Assumethatthe last
byte of all of RT3’s interfaceaddressesis 3, giving it the interfaceaddresses192.1.1.3and192.1.4.3,andthat the
otherroutershavesimilar addressingschemes.In addition,assumethatall links arefunctional,andthatRouterIDs
areassignedasthesmallestIP interfaceaddress.

RT3 originatestwo routerlinks advertisements,onefor Area 1 andonefor the backbone.Assumethat routerRT4
hasbeenselectedastheDesignatedrouterfor networkN3. RT3’s two routeradvertisementsthenhavethefollowing
values(referto SectionA.7.1 for thefield definitions).
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� An attachednetwork’s DesignatedRouterchanges.A new router links advertisementshouldbe originated.
Also, if therouteritself is now theDesignatedRouter, a newnetworklinks advertisementshouldbeproduced.

� Oneof theneighboringrouterschangesto/fromtheFULL state.Thismaymeanthat it is necessaryto produce
a newinstantiationof therouterlinks advertisement.Also, if therouteris itself theDesignatedRouterfor the
attachednetwork,anewnetworklinks advertisementshouldbeproduced.

Thenexttwo eventsconcernareaborderroutersonly.

� Anintra-area(Type1) routehasbeenadded/deleted/modifiedin theroutingtable.Thismaycauseanewinstan-
tiationof asummarylinks advertisement(for this route)to beoriginatedin eachattachedarea(this includesthe
backbone).

� Aninter-area(Type2) routehasbeenadded/deleted/modifiedin theroutingtable.Thismaycauseanewinstan-
tiationof asummarylinks advertisement(for this route)to beoriginatedin eachattachedarea(butNEVERfor
thebackbone).

ThelasteventconcernsAS boundaryroutersonly.

� An externalroutegainedthroughdirectexperiencewith anexternalroutingprotocol(like EGP)changes.This
will causetheAS boundaryrouterto originatea newinstantiationof anexternallinks advertisement.

Theconstructionof eachof the link statetypesis explainedbelow. Eachsectionassumesthatthepathsdo not vary
basedon Typeof Service.For theimplicationsof separatecostsfor separateTOSvalues,consultSection12.4.

12.3.1 Router links

A routeroriginatesa routerlinks advertisementfor eachareathat it belongsto. Suchanadvertisementdescribesthe
collectedstatesof therouter’s links to thearea.Theadvertisementis floodedthroughouttheparticulararea,andno
further.

Theformatof a routerlinks advertisementis shownin AppendixA (SectionA.7.1). Thefirst 20 bytesof theadver-
tisementconsistof thegenericlink stateheaderthatwasdiscussedin Section12.1.Routerlinks advertisementshave
LS type= 1.

A router indicateswhetherit is an areaborderrouter, or an AS boundaryrouter, by settingthe appropriatebits in
its routerlinks advertisements.This enablespathsto thosetypesof routersto besavedin therouting table,for later
processingof summarylink advertisementsandAS externallink advertisements.

Therouterlinks advertisementthendescribesthe router’s working links to thearea.Eachlink is typed. Theselink
typesindicatethekind of entity thatis on theotherendof thelink. Eachlink is alsolabelledwith its link ID. This ID
givesanameto theentity that is on theotherendof thelink. Thefollowing tablesummarizesthevaluesusedfor the
typeandLink ID fields:

Link type Description Link ID
1 Link to router NeighborRouterID
2 Link to transitnetwork Interfaceaddressof DesignatedRouter
3 Link to stubnetwork IP networknumber

In addition,theLink Datafield is specifiedfor eachlink. Thisfield gives32bitsof extrainformationfor thelink. For
links to routersandtransitnetworks,thisfield specifiestheIP interfaceaddressof theassociatedrouterinterface(this
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Thepiecesof anareadatabaseare:therouterlinks advertisements,networklinks advertisements,andsummarylinks
advertisementsfor thearea(all listedin theareadatastructure)andtheAS externallink advertisementsfor thewhole
AutonomousSystem.NotethattheAS externallink advertisementsarecommonto all areadatabases.

An implementationof OSPFmustbe ableto accessindividual piecesof an areadatabase.This lookup function is
basedonLS type,Link StateID andAdvertisingRouter. 12 Therewill bea singleinstantiation(themostup-to-date)
of eachlink stateadvertisementin thedatabase.Using this lookupfunction,theroutercandeterminewhetherit has
itself everoriginateda particularlink stateadvertisement,andif so,with whatLS sequencenumber.

12.3 Originating link stateadvertisements

A routermayoriginatemanytypesof link stateadvertisements.A routeroriginatesa routerlinks advertisementfor
eachareato which it belongs. If the router is also the DesignatedRouterfor oneof its attachednetworks,it will
originatea link statepacketfor thatnetwork.

Areaborderroutersoriginateasinglesummarylinks advertisementfor eachknowninter-areadestination.AS bound-
aryroutersoriginateasingleAS externallinksadvertisementfor eachknownASexternaldestination.Destinationsare
advertisedoneat a time sothatthechangein anysingleroutecanbefloodedwithout refloodingtheentirecollection
of routes.Rememberthatmanylink stateadvertisementscanbecontainedin a singleLink StateUpdatepacket.

As anexample,considerrouterRT4 in Figure6. It is an areaborderrouter, havinga connectionto Area1 andthe
backbone.RouterRT4 originates5 distinct link stateadvertisementsinto the backbone(onerouter links, andone
summarylinks for eachof thenetworksN1-N4). RouterRT4 will alsooriginate8 distinct link stateadvertisements
into Area1 (onerouterlinks andsevensummarylink advertisementsaspicturedin Figure7). If RT4hasbeenselected
asDesignatedRouterfor networkN3, it will alsooriginatea link stateadvertisementfor N3 into Area1.

In this samefigure, routerRT5 will be originating3 distinct AS externallinks advertisements(onefor eachof the
networksN12-N14).Thesewill befloodedthroughouttheentireAS.

Whenevera newinstantiationof a link stateadvertisementis originated,its LS sequencenumberis incremented,its
LS ageis setto 0, its LS checksumis calculated,andtheadvertisementis addedto thelink statedatabaseandflooded
out theappropriateinterfaces.SeeSection13.3for details.

Theeventsthatcauseanewinstantiationof a link stateadvertisementto beoriginatedare:

� TheLS refreshtimer firing. Thereis a LS refreshtimer for eachlink stateadvertisementthat the routerhas
originated.TheLS refreshtimer is an interval timer, with lengthLSRefreshTimer. This periodicupdatingof
link stateadvertisementsis necessaryfor the maintenanceof the LS sequencespace. The LS refreshtimer
guaranteesperiodicoriginationsregardlessof anyothereventsthatcausenewinstantiations.Thereis oneex-
ception;summarylink andAS externallink advertisementsthataresolelyindicatingunreachabilityshouldnot
berefreshed.

Whenwhateveris beingdescribedby a link stateadvertisementchanges,a new advertisementis originated. Two
instantiationsof thesamelink stateadvertisementmaynot beoriginatedwithin thetime periodMinLSInterval. This
mayrequirethatthegenerationof thenext instantiationto bedelayedby up to MinLSInterval. Thefollowing events
maycausea routerto originatea newinstantiationof anadvertisement.Theseeventsshouldcauseneworiginations
only if thecontentsof thenewadvertisementwould bedifferent.

� Aninterface’sstatechanges(seeSection9.1). Thismaymeanthatit is necessaryto produceanewinstantiation
of therouterlinks advertisement.

12Thereis oneinstancewherea lookupmustbedonebasedonpartial information.This is duringtheroutingtablecalculation,whenanetwork
linksadvertisementmustbefoundbasedsolelyonits Link StateID. Thelookupin thiscaseisstill well defined,sincenotwonetworkadvertisements
canhavethesameLink StateID.
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12.1.5 LS age

Thisfield is theageof thelink stateadvertisementin seconds.It shouldbeprocessedasanunsigned16-bit integer. It
is setto 0 whenthelink stateadvertisementis originated.It mustbe incrementedby InfTransDelayon everyhopof
thefloodingprocedure.Link stateadvertisementsarealsoagedastheyareheldin eachrouter’sdatabase.

Theageof alink stateadvertisementis neverincrementedpastMaxAge.AdvertisementshavingageMaxAgearenot
usedin theroutingtablecalculation.Whenanadvertisement’sagefirst reachesMaxAge,it is reflooded.A link state
advertisementof ageMaxAgeisfinally flushedfrom thedatabasewhenit isnolongercontainedonanyneighborLink
stateretransmissionlists. This indicatesthatit hasbeenacknowledgedby all adjacentneighbors.

Agesareexaminedwhena routerreceivestwo instantiationsof a link stateadvertisement,bothhavingidenticalse-
quencenumbersandchecksums.An instantiationof ageMaxAgeis thenalwaysacceptedasmostrecent;this allows
old advertisementsto beflushedquickly from therouting domain. Otherwise,if theagesdiffer by morethanMax-
AgeDiff, theinstantiationhavingthesmallerageis acceptedasmostrecent.10

12.1.6 LS checksum

This field is the checksumof the completecontentsof the advertisement,exceptingthe agefield. The agefield is
exceptedsothatit canbeupdatedeasily. Thelengthof theadvertisementis alsoindicatedin thelink stateheader. The
checksumusedis thesamethat is usedfor ISO connectionlessdatagrams;it is commonlyreferredto astheFletcher
checksum.It is documentedin AnnexC of [RFC994].

Thechecksumis usedto detectdatacorruptionof anadvertisement.Thiscorruptioncanoccurwhile anadvertisement
isbeingflooded,orwhile it isbeingheldin arouter’smemory. TheLSchecksumfieldcannottakeonthevalueof zero;
theoccurrenceof sucha valueshouldbeconsideredachecksumfailure. In otherwords,calculationof thechecksum
is not optional.

The checksumof a link stateadvertisementis verified in two cases:a) whenit is receivedin a Link StateUpdate
Packetandb)at timesduringtheagingof thelink statedatabase.Thedetectionof achecksumfailureleadsto separate
actionsin eachcase.SeeSections13and14 for moredetails.

Wheneverthe LS sequencenumberfield indicatesthat two instantiationsof an advertisementarethe same,the LS
checksumfield is examined.If thereis a difference,the instantiationwith the larger checksumis consideredto be
mostrecent.11

12.2 The link statedatabase

A routerhasaseparatelink statedatabasefor everyareato whichit belongs.Thelink statedatabasehasbeenreferred
to elsewherein thetext asthetopologicaldatabase.All routersbelongingto thesameareahaveidenticaltopological
databasesfor thearea.

The databasesfor eachindividual areaarealwaysdealtwith separately. The shortestpathcalculationis performed
separatelyfor eacharea(seeSection16). Componentsof the areatopologicaldatabasearefloodedthroughoutthe
areaonly. Finally, whenan adjacency(belongingto Area A) is beingbroughtup, only the databasefor Area A is
synchronizedbetweenthetwo routers.

10MaxAgeDiff is an architecturalconstant. It indicatesthe maximumdispersionof ages,in seconds,that canoccur for a single link state
instantiationas it is floodedthroughoutthe routing domain. If two advertisementsdiffer by more than this, they areassumedto be different
instantiationsof thesameadvertisement.This canoccurwhena routerrestartsandlosestrackof its previoussequencenumber. SeeSection13.4
for moredetails.

11Whentwo advertisementshavedifferentchecksums,theyareassumedto beseparateinstantiations.Thiscanoccurwhenarouterrestarts,and
losestrackof itsprevioussequencenumber. In thiscase,it is notpossibleto determinewhichlink stateis actuallynewer. If thewrongadvertisement
is acceptedasnewer, theoriginatingrouterwill originateanotherinstantiation.SeeSection13.4for furtherdetails.
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Figure 15: The lollipop-shaped sequence space
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12.1.2 Link StateID

This field identifiesthepieceof theroutingdomainthat is beingdescribedby theadvertisement.Dependingon the
advertisement’sLS type,theLink StateID takeson thefollowing values:

Router links Theoriginatingrouter’sRouterID.

Network links TheIP interfaceaddressof theDesignatedRouteron thenetwork.Notethatmaskingthis ID with the
network’ssubnetmaskyieldsthenetwork’s IP address.

Summary link For Type 3 advertisements,the destinationnetwork’s IP address.For Type 4 advertisements,the
RouterID of thedescribedAS boundaryrouter.

AS external link Thedestinationnetwork’s IP address.

12.1.3 Advertising Router

Thisfield specifiestheOSPFRouterID of theadvertisement’soriginator. Forrouterlinks advertisements,thisfield is
identicalto theLink StateID field. Network link advertisementsareoriginatedby thenetwork’s DesignatedRouter.
Summarylink advertisementsareoriginatedby areaborderrouters. Finally, AS externallink advertisementsare
originatedby AS boundaryrouters.

12.1.4 LS sequencenumber

Thesequencenumberfield isasigned32-bitinteger. It isusedtodetectoldandduplicatelink stateadvertisements.The
spaceof sequencenumbershasa definedordering.Giventwo differentsequencenumbers,this orderingdetermines
whichsequencenumberis newer. In thetext, this is indicatedasnewer.

Theshapeof thesequencenumberspaceis shownin Figure15. This sequencenumberspacehasbeendescribedin
[Perlman]and[DEC]. It is oftenreferredto aslollipop-shaped.Thetail of thesequencespaceis orderedlinearly, and
theentirecircularportionof thesequencespaceis newerthanthetail.

The precisedefinition of neweris asfollows. Twoscomplementarithmeticis usedin the definitions. � refersthe
comparisonof twoscomplementintegers,and � refersto thesubtractionof twoscomplementintegers. � refersto
theconstant231. Sequencenumber� is newerthansequencenumber� if oneof thefollowing holds:

� � 0 � � � � or

� � 0 ��� � 0 � ��� 1
2

��� � �	��
 � 0 or

� � 0 ��� � 0 � � � �
��
 � � ��� 1
2

Thesequencenumberof a link stateadvertisementis incrementedjustbeforeanewinstantiationof theadvertisement
is originated.Whenthesequencenumberincrementspast ��� 2, it becomes0. This logic yieldsthecircularpartof
thesequencespace.Thesequencenumbervalue ��� 1 is illegal.

Thesequencenumber ��� is reserved(andunused).Thereforetheoldestsequencenumberis � ����� 1
 . A router
usesthis sequencenumberthefirst time it originatesanylink stateadvertisement.Theroutermaythenpromotethe
sequencenumberif its link stateadvertisementsfrom a previousinstantiationstill exist in theAutonomousSystem.
This is coveredin Section13.4.

Moy Page 55



RFC 1131 OSPF October 1989

12 Link StateAdvertisements

Eachrouterin theAutonomousSystemoriginatesoneormorelink stateadvertisements.Therearefourdistincttypesof
link stateadvertisements,whicharedescribedin Section4.3. Thecollectionof link stateadvertisementsformsthelink
stateor topologicaldatabase.Eachseparatetypeof advertisementhasa separatefunction. Routerlinks andnetwork
links advertisementsdescribehow anarea’s routersandnetworksareinterconnected.Summarylink advertisements
provideawayof condensinganarea’sroutinginformation.AS externaladvertisementsprovideawayof transparently
advertisingexternally-derivedroutinginformationthroughtheAutonomousSystem.

Eachlink stateadvertisementbeginswith a standard20-byteheader. This link stateheaderis discussedin the next
section.

12.1 The Link StateHeader

This link stateheadercontainsthe LS type,Link StateID andAdvertisingRouterfields. The combinationof these
threefieldsuniquelyidentifiesthelink stateadvertisement.

Theremaybeseveralinstantiationsof anadvertisementpresentin theAutonomousSystem,all at thesametime. It
mustthenbedeterminedwhichinstantiationismorerecent.ThisdeterminationismadebeexaminingtheLSsequence,
LS checksumandLS agefields. Thesefieldsarealsocontainedin the20-bytelink stateheader.

Severalof theOSPFpackettypeslist link stateadvertisements.Whentheinstantiationis not important,anadvertise-
mentis referredto by its LS type,Link StateID andAdvertisingRouter(seeLink StateRequestPackets).Otherwise,
theLS sequencenumber, LS ageandLS checksumfieldsmustalsobereferenced.

A detailedexplanationof thefieldscontainedin thelink stateheaderfollows.

12.1.1 LS type

TheLS typefield dictatesthe formatandfunctionof thelink stateadvertisement.Advertisementsof differenttypes
havedifferentnames(e.g.,routerlinks or networklinks). All advertisementtypes,exceptthe AS externallink ad-
vertisements(LS type � 5), arefloodedthroughouta singleareaonly. AS externallink advertisementsareflooded
throughouttheentireAutonomousSystem.Eachseparateadvertisementtypeis briefly describedbelow:

LS type � 1 Thesearetherouterlinks advertisements.Theydescribethecollectedstatesof therouter’s interfaces.
Formoreinformation,consultSection12.3.1.

LS type � 2 Thesearethe networklinks advertisements.Theydescribethesetof routersattachedto the network.
Formoreinformation,consultSection12.3.2

LS type � 3 or 4 Thesearethesummarylink advertisements.Theydescribeinter-arearoutes,andenablethe con-
densationof routinginformationat areaborders.Originatedby areaborderrouters,theType3 advertisements
describeroutesto networkswhile theType4 advertisementsdescriberoutesto AS boundaryrouters.

LS type � 5 ThesearetheAS externallink advertisements.Originatedby AS boundaryrouters,theydescriberoutes
to destinationsexternalto theAutonomousSystem.
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Type Dest Area PathType Cost NextHop(s) AdvertisingRouter(s)
N N1 1 1 4 RT1 *
N N2 1 1 4 RT2 *
N N3 1 1 1 * *
N N4 1 1 3 RT3 *

BR RT3 1 1 1 * *
N Ib 0 1 22 RT5 *
N Ia 0 1 27 RT5 *

BR RT3 0 1 21 RT5 *
BR RT7 0 1 14 RT5 *
BR RT10 0 1 22 RT5 *
BR RT11 0 1 25 RT5 *

ASBR RT5 0 1 8 * *
ASBR RT7 0 1 14 RT5 *

N N6 0 2 15 RT5 RT7
N N7 0 2 19 RT5 RT7
N N8 0 2 18 RT5 RT7
N N9-N11,H1 0 2 26 RT5 RT11
N N12 * 3 16 RT5 RT5,RT7
N N13 * 3 16 RT5 RT5
N N14 * 3 16 RT5 RT5
N N15 * 3 23 RT5 RT7

Table7: RouterRT4’sroutingtablein thepresenceof areas.

Type Dest Area PathType Cost NextHop(s) AdvertisingRouter(s)

N Ib 0 1 16 RT3 *
N Ia 0 1 21 RT3 *

BR RT3 0 1 1 * *
BR RT10 0 1 16 RT3 *
BR RT11 0 1 19 RT3 *
N N9-N11,H1 0 2 20 RT3 RT11

Table8: Changesresultingfrom a configuredvirtual link.
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Type Dest Area PathType Cost NextHop(s) AdvertisingRouter(s)
N N1 0 1 10 RT3 *
N N2 0 1 10 RT3 *
N N3 0 1 7 RT3 *
N N4 0 1 8 RT3 *
N Ib 0 1 7 * *
N Ia 0 1 12 RT10 *
N N6 0 1 8 RT10 *
N N7 0 1 12 RT10 *
N N8 0 1 10 RT10 *
N N9 0 1 11 RT10 *
N N10 0 1 13 RT10 *
N N11 0 1 14 RT10 *
N H1 0 1 21 RT10 *

ASBR RT5 0 1 6 RT5 *
ASBR RT7 0 1 8 RT10 *

N N12 * 3 10 RT10 RT7
N N13 * 3 14 RT5 RT5
N N14 * 3 14 RT5 RT5
N N15 * 3 17 RT10 RT7

Table6: Theroutingtablefor RouterRT6 (noconfiguredareas).

RouterRT4 to view theAS asthe concatenationof the two graphsshownin Figures7 and8. Theresultingrouting
tableis displayedin Table7.

Again, routersRT5 andRT7 areAS boundaryrouters.RoutersRT3, RT4, RT7, RT10 andRT11 areareaboundary
routers.Notethattherearetwo routingentries(in thiscasehavingidenticalpaths)for routerRT7, in itsdualcapacities
asanareaborderrouterandan AS boundaryrouter. Notealsothat therearetwo routingentriesfor the areaborder
routerRT3,sinceit hastwo areasin commonwith RT4 (Area1 andthebackbone).

Backbonepathshavebeencalculatedto all areaborderrouters(BR). Theseareusedwhendeterminingtheinter-area
routes.Notethatall of theinter-arearoutesareassociatedwith thebackbone;this is alwaysthecasewhentherouter
is itself anareaborderrouter. Notealsothatthebackbonepathto routerRT4 is quitelong. Thiscanbefixed (below)
by configuringa virtual link betweenRT4 andRT3. Sucha virtual link would alsoleadto a muchbetterpathto the
networkscontainedin Area3.

Routinginformationis condensedatareaboundaries.In thisexample,weassumethatArea3 hasbeendefinedsothat
networksN9-N11 andthehostrouteto N1 areall condensedto a singleroutewhenadvertisedto thebackbone(by
routerRT11). Notethatthecostof this routeis theminimumof thesetof coststo its individual components.

Therearetwo equal-costpathsto networkN12. However, theybothusethesamenexthop(RouterRT5).

As mentionedabove,a few routeswould improveif a virtual link to RT3 wereconfigured.Therouting tableentries
thatwould beaffectedby this changearedisplayedin Table8. In this case,thevirtual link would beassociatedwith
thefirst routing tableentry for routerRT3 appearingin Table7. Note thatthis entry’s associatedareais equalto the
virtual link’ s transitarea(Area1).
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Therestof theroutingtableentrydescribesthesetof pathsto thedescribeddestination.Thefollowing fieldspertain
to thesetof pathsasa whole:

Path type Thereare threepossibletypesof path(s)usedto routetraffic to the destination,listed herein orderof
preference:intra-area,inter-area,or AS external.Intra-areapathsindicatedestinationsbelongingto oneof the
router’s attachedareas.Inter-areapathsarepathsto destinationsin otherOSPFareas.Thesearediscovered
throughtheexaminationof receivedsummarylink advertisements.AS externalpathsarepathsto destinations
externalto theAS. Thesearedetectedthroughtheexaminationof receivedAS externallink advertisements.

Cost Thecostof thepath(s)to thedestination.For intra-areaandinter-areapaths,thiscostis in termsof thelink state
metric.ForAS externalpaths,thisfield indicatesthelink statemetriccomponentof thepath’scost.ForType1
externalmetrics,thisdescribesthepath’sentirecost.ForType2 externalmetrics,thisdescribesthedistanceto
theadvertisingAS boundaryrouter.

ForAS externaldestinations,thefollowing fieldsarealsospecified,againfor thesetof pathsasawhole:

External metric type Thetypeof externalmetrictypeadvertisedby theAS boundaryrouter(s).EitherType1 (com-
parableto link state)or Type2 (incomparableto link state).Type2 metricsarealwayslargerthanthecostof
anyintra-areaor inter-areapath.

Type2 cost For path(s)describedby Type2 externalmetrics,the costadvertisedby the advertisingAS boundary
router(s).

Multiple equal-costpathsto adestinationarestoredwhentheyexist.All thesepathsmustbeassociatedwith thesame
area.Eachoneof thepathsis furtherdescribedby thefields:

Next hop Therouterinterfaceto usewhenforwardingtraffic to thedestination.On multi-accessnetworks,thenext
hopalsoincludestheIP addressof thenextrouter(if any) in thepathtowardsthedestination.This nextrouter
will alwaysbeoneof theadjacentneighbors.

Advertising router Valid only for inter-areaandAS externalpaths.This field indicatestheRouterID of therouter
advertisingthesummarylink or externallink thatled to thispath.

11.1 Two examples

Thefollowing two examplesarebasedonthenetworkmappresentedin Figure2. Thecorrespondingdirectedgraphis
shownin Figure3. Notethatbothof thesefiguresshowasinglemetricperoutboundinterface,indicatingthatroutes
will not varybasedonTOS.

First, assumethatno areasareconfigured.All networksandroutersbelongto thebackbone.Thecalculationof the
routing table for routerRT6 proceedsasdescribedin Section2.1. The resultingrouting table is shownin Table6.
Destinationtypesareabbreviated:Networkas“N”, areaborderrouteras“BR” andAS boundaryrouteras“ASBR”.
Intra-areapathsareindicatedby the value1 in the pathtype field, inter-areapathsby the value2, andAS external
pathsby thevalue3.

Sincethereareno areasin this first example,thereareno inter-areapaths.RoutersRT5 andRT7 areAS boundary
routers.Theyarebothassumedto beadvertisingType1 externalmetrics. In this example,thereareno instancesof
multipleequal-costshortestpaths.

Next,assumethatareashavebeenconfiguredasin Figure6. Thefollowing exampledescribesRouterRT4’s routing
table for this areaconfiguration. RouterRT4 hasa connectionto Area 1 anda backboneconnection.This causes
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11 The Routing TableStructur e

Therouting tabledatastructurecontainsall the informationnecessaryto forwardanIP datapackettowardits desti-
nation.Eachroutingtableentrydescribesthecollectionof bestpathsto aparticulardestination.Whenforwardingan
IP datapacket,theroutingtableentryprovidingthebestmatchfor thepacket’s IP destinationis located.Therouting
tableentryindicatesthenexthoptowardsthepacket’sdestination.OSPFalsoprovidesfor theexistenceof a default
route(DestinationID = DefaultDestination).Whenthe defaultrouteexists,it matchesall IP destinations(although
anyothermatchingentryis abettermatch).

Thereis asingleroutingtablein eachrouter, built out of thelink stateinformationobtainedfrom eachattachedarea.
A routerbeginsbuilding its routing tableby examiningthetopologicaldatabase(routerlinks andnetworklinks) for
eachattachedarea.Fromthesedatabases,therouterconstructsa shortest-pathtreefor eacharea,with itself aseach
tree’sroot. Thisyieldsthesetof knownintra-arearoutes.A byproductof this calculationis thedistanceto all routers
in theattachedareas.

In particular, the distanceto all areaborderroutersis discovered.By examiningthe summarylink advertisements
originatedby theseareaborderrouters,all inter-arearoutesarediscovered,aswell astheroutesto all AS boundary
routers. Finally, by examiningthe AS externallink advertisementsoriginatedby theseAS boundaryrouters,the
completesetof routesis discovered.Thebuilding of theroutingtableis discussedin greaterdetail in Section16.

Someof theroutingtableentriesdescribeintermediatedestinationsusedin theconstructionof theroutingtable,i.e.,
theareaborderroutersandtheAS boundaryrouters.A routing tableentrycanbeidentifiedby a combinationof the
following fields:

DestinationType The destinationcanbe oneof threetypes. Only the first type, Network, is actuallyusedwhen
forwardingIP datatraffic. Theotherdestinationsareusedsolelyby theroutingtablebuild process:

Network A rangeof IP addresses,to which IP datatraffic maybeforwarded.This includesIP networks(class
A, B, or C), IP subnets,andsingleIP hosts.Thedefaultroutealsofalls in this category.

Ar eaborder router Routersthatareconnectedto multiple OSPFareas.Suchroutersoriginatesummarylink
advertisements.Theseroutingtableentriesareusedwhencalculatingtheinter-arearoutes.Theserouting
tableentriesmayalsobeassociatedwith configuredvirtual links.

AS boundary router Routersthat originateAS externallink advertisements.Theserouting tableentriesare
usedwhencalculatingtheAS externalroutes.

Destination ID Thedestination’s identifieror name.Thisdependson thedestination’s type. For networks,theiden-
tifier is theirassociatedIP address.Forall othertypes,theidentifieris theOSPFRouterID. 9

Addr essMask Only definedfor networks.Thenetwork’s IP addresstogetherwith its addressmaskdefinesa range
of IP addresses.For IP subnets,theaddressmaskis referredto asthesubnetmask.For hostroutes,themaskis
“all ones”(0xffffffff).

Typeof Service Therecanbeaseparatesetof routesfor eachIP Typeof Service.

Ar ea Thisfield indicatestheareawhoselink stateinformationhasled to theroutingtableentry’scollectionof paths.
This is calledtheentry’sassociatedarea.Forsetsof AS externalpaths,thisfield is notdefined.Fordestinations
of type“areaborderrouter”, theremaybeseparatesetsof paths(andthereforeseparaterouting tableentries)
associatedwith eachof severalareas.This will happenwhentwo areaborderrouterssharemultiple areasin
common.For all otherdestinationtypes,only thesetof pathsassociatedwith thebestarea(theoneproviding
theshortestroute)is kept.

9Theaddressspaceof IP networksandtheaddressspaceof OSPFRouterIDs mayoverlap.Thatis, anetworkmayhaveanIP addresswhich is
identical(whenconsideredasa 32-bitnumber)to somerouter’sRouterID.

Moy Page 50



RFC 1131 OSPF October 1989

Exchange

Exchange

InitHello(DR=RT2,seen=...,RT1)

Hello(DR=0,seen=0)

Figure 14: An adjacency bring-up example

Exstart

Exstart

DownDown

D-D (Seq=y+1, M, Slave)

D-D (Seq=y+1, M, Master)

D-D (Seq=y, M, Slave)

D-D (Seq=y, I, M, Master)

D-D (Seq=x, I, M, Master)

.

.

.

RT2RT1

Full

Full
Loading

LS Update

LS Update

LS Request

LS Request

D-D (Seq=y+n, Slave)

D-D (Seq=y+n, Master)

Moy Page 49



RFC 1131 OSPF October 1989

transitionsinto Exchangestate)is listed in theneighborDatabasesummary list. Whena newpacketis to besent,
the sequencenumberis incremented,andthe (new) top of the Databasesummary list is describedby the packet.
Itemsareremovedfrom theDatabasesummary list whenthepreviouspacketis acknowledged.

In stateExchange, thedeterminationof whento sendapacketdependsonwhethertherouteris masteror slave:

Master Packetsaresentwheneithera) the slaveacknowledgesthe previouspacketby echoingthe sequencenum-
ber or b) RxmtIntervalsecondselapsewithout an acknowledgment,in which casethe previouspacketis
retransmitted.

Slave Packetsaresentonly in responseto packetsreceivedfrom themaster. If thepacketreceivedfrom themaster
is new, a newpacketis sent,otherwisethepreviouspacketis resent.

In statesLoading andFull the slavemustresendits last packetin responseto duplicatepacketsreceivedfrom the
master. For this reasontheslavemustwait RouterDeadIntervalsecondsbeforefreeingthelastpacket.Receptionof a
packetfrom themasterafterthis intervalwill generateaSeqNumber Mismatch neighborevent.

10.9 SendingLink StateRequestPackets

WhentheneighborentersthestateLoading, thelink staterequestlist containsalist of thoselink stateadvertisements
thatshouldbeobtainedfrom theneighbor. Thebeginningof this list is packagedinto aLink StateRequestpacketfor
transmissionto theneighbor.

Whentheneighborsatisfiesthisrequestby sendingtheproperLink StateUpdatepacket(s),thelink staterequestlist is
truncatedaccordinglyandanewLink StateRequestpacketis sent.UnsatisfiedLink StateRequestsareretransmitted
at intervalsof RxmtInterval.Thereshouldbeat mostoneLink StateRequestpacketoutstandingatanyonetime.

Whenthelink staterequestlist becomesempty, theLoading Doneneighboreventis generated.

10.10 An Example

Figure14showsanexampleof anadjacencyforming. RoutersRT1andRT2arebothconnectedtoabroadcastnetwork.
It is assumedthatRT2 is theDesignatedRouterfor thenetwork,andthatRT2 hasahigherRouterID thatrouterRT1.

Theneighborstatechangesrealizedby eachrouterarelistedon thesidesof thefigure.

At thebeginningof Figure14, routerRT1’s interfaceto thenetworkbecomesoperational.It beginssendinghellos,
althoughit doesn’t knowtheidentityof theDesignatedRouteror of anyotherneighboringrouters.RouterRT2 hears
this hello (movingtheneighborto Init state),andin its nexthello indicatesthatit is itself theDesignatedRouterand
thatit hasheardhellosfrom RT1. This in turncausesRT1 to goto stateExStart, asit startsto bringup theadjacency.

RT1 beginsby assertingitself asthemaster. Whenit seesthatRT2 is indeedthemaster, RT1 transitionsto slavestate
andadoptsitsneighbor’ssequencenumber. DatabaseDescriptionpacketsarethenexchanged,with pollscomingfrom
themaster(RT2)andresponsesfrom theslave(RT1). Thissequenceof DatabaseDescriptionPacketsendswhenboth
thepoll andassociatedresponsehastheM-bit off.

In thisexample,it is assumedthatRT2 hasa completelyup to datedatabase.In thatcase,RT2 goesimmediatelyinto
Full state.RT1 will go into Full stateafterupdatingthenecessarypartsof its database.This is doneby sendingLink
StateRequestPackets,andreceivingLink StateUpdatePacketsin response.
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� Else,generatetheneighboreventSeqNumber Mismatch andstopprocessingthepacket.

Loading or Full In this state,the routerhassentand receivedan entiresequenceof DatabaseDescriptions. The
only packetsreceivedshouldbe duplicates(seeabove). Any otherpacketsreceived,including the reception
of a packetwith the Initialize(I) bit set,shouldgeneratetheneighboreventSeqNumber Mismatch. 8 Dupli-
catesshouldbediscardedby themaster. Theslavemustrespondto duplicatesby repeatingthe last Database
Descriptionpacketthatit sent.

Whentherouteracceptsa receivedDatabaseDescriptionPacketasthenext in sequencethepacketcontentsarepro-
cessedasfollows. For eachlink stateadvertisementlisted,therouterlooksin its databaseto seewhetherit alsohas
aninstantiationof thelink stateadvertisement.If it doesnot,or if thedatabasecopyis lessrecent(seeSection13.1),
thelink stateadvertisementis put on theLink staterequestlist sothat it canberequestedwhentheneighbor’sstate
transitionsto Loading.

WhentherouteracceptsareceivedDatabaseDescriptionPacketasthenextin sequence,it alsoperformsthefollowing
actions,dependingonwhetherit is masteror slave:

Master Incrementsthesequencenumber. If therouterhasalreadysentits entiresequenceof DatabaseDescriptions,
andthejust acceptedpackethasthemorebit (M) setto 0, theneighboreventExchangeDone is generated.
Otherwise,it shouldsendanewDatabaseDescriptionto theslave.

Slave Setsthesequencenumberto thesequencenumberappearingin thereceivedpacket.Theslavemustsenda
DatabaseDescriptionin reply. If thereceivedpackethasthemorebit (M) setto 0, andthepacketto besent
by theslavewill havetheM-bit setto 0 also,theneighboreventExchangeDone is generated.Notethatthe
slavealwaysgeneratesthis eventfirst.

10.7 ReceivingLink StateRequestPackets

This sectionexplainsthe detailedprocessingof receivedLink StateRequestpackets.ReceivedLink StateRequest
Packetsspecifya list of link stateadvertisementsthat the neighborwishesto receive. Link stateRequestPackets
shouldbe acceptedby the masterwhenthe neighboris in statesExchange, Loading, or Full . Link stateRequest
Packetsshouldbeacceptedby theslavewhentheneighboris in statesLoading or Full . In all otherstatesLink State
requestsshouldbeignored.

Eachlink stateadvertisementspecifiedin theLink StateRequestpacketshouldbelocatedin therouter’sdatabase,and
copiedinto Link StateUpdatepacketsfor transmissionto theneighbor. Theselink stateadvertisementsshouldNOT
beplacedon theLink stateretransmissionlist for theneighbor. If a link stateadvertisementcannotbefoundin the
database,somethinghasgonewrongwith thesynchronizationprocedure,andneighboreventBadLSReqshouldbe
generated.

10.8 SendingDatabaseDescription Packets

ThissectiondescribeshowDatabaseDescriptionPacketsaresentto aneighbor. Thesendingof thesepacketsdepends
on theneighbor’sstate.In stateExStart theroutersendsemptyDatabaseDescriptionpackets,with theinitialize (I),
more(M) andmaster(MS) bitsset.ThesepacketsareretransmittedeveryRxmtIntervalseconds.

In stateExchangetheDatabaseDescriptionPacketsactuallycontainsummariesof thelink stateinformationcontained
in the router’s database.Eachlink stateadvertisementin the area’s topologicaldatabase(at the time the neighbor

8Note that it is possiblefor a routerto resynchronizeanyof its fully establishedadjacenciesby settingtheadjacency’s statebackto ExStart.
Thiswill causetheotherendof theadjacencyto processaSeq Number Mismatch event,andthereforeto alsogobackto ExStart state.
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� Finally, theBackupDesignatedRouterfield in theHello Packetis examined.If theneighboris declaringitself
to bebackupDesignatedRouter(backupDesignatedRouterfield = neighborID) andit hadnot previously, or
theneighboris not declaringitself backupDesignatedRouterwhereit hadpreviously, thereceivinginterface’s
statemachineis scheduledwith theeventNeighborChange. In anycase,theBackupDesignatedRouteritem
in theneighborstructureis setaccordingly.

10.6 ReceivingDatabaseDescription Packets

This sectionexplainsthe detailedprocessingof a receivedDatabaseDescriptionpacket. The incomingDatabase
DescriptionPackethasalreadybeenassociatedwith a neighborandreceivinginterfaceby thegenericinput packet
processing(Section8.2). Thefurtherprocessingof theDatabaseDescriptionPacketdependson theneighborstate.If
theneighbor’sstateis Down or Attempt thepacketshouldbeignored.Otherwise,if thestateis:

Init Theneighborstatemachineshouldbeexecutedwith theevent2-Way Received. Thiscausesanimmediatestate
changeto eitherstate2-Way or stateExstart. Theprocessingof thecurrentpacketshouldthencontinuein this
newstate.

2-Way The packetshouldbe ignored. Databasedescriptionpacketsareusedonly for the purposeof bringing up
adjacencies.7

ExStart If thereceivedpacketmatchesoneof thefollowing cases,thentheneighborstatemachineshouldbeexecuted
with theeventNegotiationDone(causingthestateto transitionto Exchange) andthepacketshouldbeaccepted
asnext in sequenceandprocessedfurther(seebelow). Otherwise,thepacketshouldbeignored.

� Theinitialize(I), more(M) andmaster(MS)bitsareset,thecontentsof thepacketareempty, andtheneigh-
bor’s RouterID is largerthantherouter’sown. In this casetherouteris now Slave.Setthemaster/slave
bit to slave,andsetthesequencenumberto thatspecifiedby themaster.

� The initialize(I) andmaster(MS)bits areoff, the packet’s sequencenumberequalsthe router’s own se-
quencenumber(indicatingacknowledgment)andthe neighbor’s RouterID is smallerthanthe router’s
own. In this casetherouteris Master.

Exchange If thestateof theMSbit is inconsistentwith themaster/slavestateof theconnection,generatetheneighbor
eventSeqNumber Mismatch andstopprocessingthepacket.Otherwise:

� If theinitialize(I) bit is set,generatetheneighboreventSeqNumber Mismatch andstopprocessingthe
packet.

� If therouteris master, andthepacket’s sequencenumberequalstherouter’s own sequencenumber(this
packetis thenext in sequence)thepacketshouldbeacceptedandits contentsprocessed(below).

� If therouteris master, andthe packet’s sequencenumberis onelessthantherouter’s sequencenumber,
thepacketis a duplicate.Duplicatesshouldbediscardedby themaster.

� If therouteris slave,andthepacket’ssequencenumberisonemorethantherouter’sownsequencenumber
(this packetis thenextin sequence)thepacketshouldbeacceptedandits contentsprocessed(below).

� If therouteris slave,andthepacket’ssequencenumberis equalto therouter’ssequencenumber, thepacket
is aduplicate.Theslavemustrespondto duplicatesby repeatingthelastDatabaseDescriptionpacketthat
it sent.

7Whenthe identity of the DesignatedRouteris changing,it maybe quitecommonfor a neighborin this stateto sendthe routera Database
Descriptionpacket;thismeansthat thereis somemomentarydisagreementon theDesignatedRouter’s identity.
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Theadjacency-formingdecisionoccursin two placesin theneighborstatemachine.First,whenbidirectionalcommu-
nicationis initially establishedwith theneighbor, andsecondly, whentheidentityof theattachednetwork’s(Backup)
DesignatedRouterchanges.If thedecisionis madeto not attemptanadjacency, thestateof theneighborcommuni-
cationstopsat2-Way.

An adjacencyshouldbeestablishedwith a (bidirectional)neighborif at leastoneof thefollowing conditionsholds:

- Theunderlyingnetworktypeis point-to-point
- Theunderlyingnetworktypeis virtual link
- Therouteritself is theDesignatedRouter
- Therouteritself is theBackupDesignatedRouter
- Theneighboringrouteris theDesignatedRouter
- Theneighboringrouteris theBackupDesignatedRouter

10.5 ReceivingHello packets

This sectionexplainsthe detailedprocessingof a receivedHello packet. (SeeSectionA.4 for the format of Hello
packets.)Thegenericinputprocessingof OSPFpacketswill havecheckedthevalidity of theIP headerandtheOSPF
packetheader. Next,thevaluesof theNetwork Mask, HelloInt , andDeadInt fieldsin thereceivedHello packetmust
becheckedagainstthevaluesconfiguredfor thereceivinginterface.Any mismatchcausesprocessingto stopandthe
packetto bedropped.In otherwords,theabovefieldsarereallydescribingtheattachednetwork’sconfiguration.

Thesourceof theHello Packetis thenmatchedto oneof thereceivinginterface’sneighbors.Thesourceis identified
eitherby theRouterID foundin theOSPFpacketheaderor by IP sourceaddressfoundin theHello’s IP header. The
interface’scurrentlist of neighborsis containedin theinterface’sdatastructure.

If a matchingneighborstructurecannotbe found, (i.e., this is the first time the neighborhasbeendetected),oneis
created.Whenit is created,theneighborstructure’sNeighborID andNeighborIP addressareset.Theinitial stateof
theneighboris setto Down.

Nowtherestof theHelloPacketisexamined,generatingeventstobegiventotheneighborandinterfacestatemachines.
Thesestatemachinesarespecifiedeitherto beexecutedor scheduled(seeSection4.4). For example,by specifying
belowthattheneighborstatemachinebeexecutedin line,severalneighborstatetransitionsmaybeeffectedbyasingle
receivedHello:

� EachHello Packetcausestheneighborstatemachineto beexecutedwith theeventHello Received.

� Thenthe list of neighborscontainedin the Hello Packetis examined.If the routeritself appearsin this list,
theneighborstatemachineshouldbeexecutedwith theevent2-Way Received. Otherwise,theneighborstate
machineshouldbeexecutedwith theevent1-Way Received, andtheprocessingof thepacketstops.

� Next, theHello packet’s RouterPriority field is examined.If this field is differentthantheonepreviouslyre-
ceivedfrom theneighbor, thereceivinginterface’sstatemachineis scheduledwith theeventNeighborChange.
In anycase,theRouterPriority field in theneighbordatastructureshouldbesetaccordingly.

� Next the DesignatedRouterfield in the Hello Packetis examined. If the neighboris declaringitself to be
DesignatedRouter(DesignatedRouterfield = neighborID) andit hadnot previously, or the neighboris not
declaringitself DesignatedRouterwhereit hadpreviously, thereceivinginterface’sstatemachineis scheduled
with the eventNeighborChange. In any case,the DesignatedRouter item in the neighborstructureis set
accordingly.
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of link stateadvertisements.Thentherouterincrementsthesequencenumberfor this
neighbor, declaresitself master(setsthemaster/slavebit to master),andstartssending
DatabaseDescriptionPackets,with the initialize (I), more(M) andmaster(MS) bits
set.ThisDatabaseDescriptionPacketshouldbeotherwiseempty(seeSection10.8).

State(s): Any state
Event: KillNbr

Newstate: Down
Action: TheLink stateretransmissionlist, Databasesummary list andLink staterequest

list areclearedof link stateadvertisements.Also, theinactivity timer is disabled.

State(s): Any state
Event: LLDown

Newstate: Down
Action: TheLink stateretransmissionlist, Databasesummary list andLink staterequest

list areclearedof link stateadvertisements.Also, theinactivity timer is disabled.

State(s): Any state

Event: Inactivity Timer
Newstate: Down

Action: TheLink stateretransmissionlist, Databasesummary list andLink staterequest
list areclearedof link stateadvertisements.

State(s): 2-Way or greater
Event: 1-Way Received

Newstate: Init
Action: TheLink stateretransmissionlist, Databasesummary list andLink staterequest

list areclearedof link stateadvertisements.

State(s): 2-Way or greater
Event: 2-Way received

Newstate: No statechange.
Action: No actionrequired.

State(s): Init
Event: 1-Way received

Newstate: No statechange.
Action: No actionrequired.

10.4 Whether to becomeadjacent

Adjacenciesareestablishedwith somesubsetof the router’s neighbors. Routersconnectedby point-to-pointnet-
worksandvirtual links alwaysbecomeadjacent.On multi-accessnetworks,all routersbecomeadjacentto both the
DesignatedRouterandtheBackupDesignatedRouter.
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networklinks andsummarylinks containedin the areastructure,alongwith the AS
externallinks containedin the global structure.AS externallink advertisementsare
omittedfrom avirtual neighbor’sDatabasesummary list. Advertisementswhoseage
isequaltoMaxAgeareinsteadaddedto theneighbor’sLink stateretransmissionlist.
A summaryof theDatabasesummary list will be sentto the neighborin Database
Descriptionpackets.EachDatabaseDescriptionPackethasa sequencenumber, and
is explicitly acknowledged.Only oneDatabaseDescriptionPacketis allowedout-
standingat anyonetime. For moredetail on the sendingandreceivingof Database
Descriptionpackets,seeSections10.8and10.6.

State(s): Exchange
Event: ExchangeDone

Newstate: Loading
Action: StartsendingLink StateRequestpacketsto the neighbor(seeSection10.9). These

arerequestsfor theneighbor’smorerecentadvertisements(whichwerediscoveredin
the Exchangestate). Theseadvertisementsarelisted in the Link state requestlist
associatedwith theneighbor.

State(s): Loading
Event: Loading Done

Newstate: Full
Action: No actionrequired.This is anadjacency’sfinal state.

State(s): 2-Way
Event: AdjOK?

Newstate: Dependsuponactionroutine.
Action: Determinewhetheran adjacencyshouldbe formedwith the neighboringrouter(see

Section10.4). If not, theneighborstateremainsat 2-Way. Otherwise,transitionthe
neighborstateto Exchangeandperformthe actionsassociatedwith the abovestate
machineentryfor stateInit andevent2-Way Received.

State(s): ExStart or greater
Event: AdjOK?

Newstate: Dependsuponactionroutine.

Action: Determinewhethertheneighboringroutershouldstill beadjacent.If yes,thereis no
statechangeandno furtheractionis necessary.

Otherwise,the(possiblypartially formed)adjacencymustbedestroyed.Theneighbor
statetransitionsto 2-Way. TheLink stateretransmissionlist, Databasesummary
list andLink staterequestlist areclearedof link stateadvertisements.

State(s): Exchangeor greater
Event: SeqNumber Mismatch

Newstate: ExStart
Action: The(possiblypartially formed)adjacencyis torn down,andthenanattemptis made

at reestablishment.The neighborstatefirst transitionsto ExStart. The Link state
retransmissionlist, Databasesummary list andLink staterequestlist arecleared
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State(s): Down
Event: Start

Newstate: Attempt
Action: Sendanhelloto theneighbor(thisneighboris alwaysassociatedwith anon-broadcast

network)andstarttheinactivity timer for theneighbor. Thetimer’s laterfiring would
indicatethatcommunicationwith theneighborwasnotattained.

State(s): Attempt
Event: Hello Received

Newstate: Init
Action: Restartthe inactivity timer for the neighbor, sincethe neighborhasnow beenheard

from.

State(s): Down
Event: Hello Received

Newstate: Init
Action: Starttheinactivity timer for theneighbor. Thetimer’s laterfiring would indicatethat

theneighboris dead.

State(s): Init or greater
Event: Hello Received

Newstate: No statechange.
Action: Restarttheinactivity timer for theneighbor, sincetheneighborhasagainbeenheard

from.

State(s): Init
Event: 2-Way Received

Newstate: Dependsuponactionroutine.
Action: Determinewhetheran adjacencyshouldbe establishedwith the neighbor(seeSec-

tion 10.4). If not, thenewneighborstateis 2-Way.

Otherwise(anadjacencyshouldbeestablished)theneighborstatetransitionsto ExS-
tart . Upon enteringthis state,the router incrementsthe sequencenumberfor this
neighbor. If this is thefirst time that anadjacencyhasbeenattempted,the sequence
numbershouldbe assignedsomeuniquevalue(like the time of day clock). It then
declaresitself master(setsthemaster/slavebit to master),andstartssendingDatabase
DescriptionPackets,with the initialize (I), more(M) andmaster(MS) bits set. This
DatabaseDescriptionPacketshouldbe otherwiseempty. This DatabaseDescription
Packetshouldberetransmittedat intervalsof RxmtIntervaluntil thenext stateis en-
tered(seeSection 10.8).

State(s): ExStart
Event: NegDone

Newstate: Exchange
Action: The routermust list the contentsof its entirearealink statedatabasein the neigh-

bor Databasesummary list. Thearealink statedatabaseconsistsof therouterlinks,
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2-Way Received Bidirectionalcommunicationhasbeenrealizedbetweenthetwo neighboringrouters.This is indi-
catedby this routerseeingitself in theother’sHello packet.

NegotiationDone TheMaster/Slaverelationshiphasbeennegotiated,andsequencenumbershavebeenexchanged.
This signalsthestartof the sending/receivingof DatabaseDescriptionpackets.For moreinformationon the
generationof thisevent,consultSection10.8.

ExchangeDone Both routershavesuccessfullytransmitteda full sequenceof DatabaseDescriptionpackets.Each
routernow knowswhatpartsof its link statedatabaseareout of date.For moreinformationon thegeneration
of this event,consultSection10.8.

SeqNumber Mismatch A DatabaseDescriptionpackethasbeenreceivedthateithera)hasanunexpectedsequence
numberor b) unexpectedlyhasthe Init bit set. This indicatesthat someerror hasoccurredduring adjacency
establishment.

BadLSReq A Link StateRequesthasbeenreceivedfor a link stateadvertisementnotcontainedin thedatabase.This
indicatesanerrorin thesynchronizationprocess.

Loading Done Link StateUpdateshavebeenreceivedfor all out-of-dateportionsof thedatabase.This is indicated
by thelink staterequestlist becomingempty, afterprocessinga Link StateUpdate.

AdjOK? A decisionmustbemade(again)asto whetheranadjacencyshouldbeestablishedwith theneighbor. This
eventwill startsomeadjacenciesforming,anddestroyothers.

Thefollowing eventscausewell developedneighborsto revertto lesserstates.Unlike theaboveevents,theseevents
mayoccurwhentheneighborconversationis in anyof a numberof states.

1-Way An Hello packethasbeenreceivedfrom the neighbor, in which this routeris not mentioned.This indicates
thereis communicationwith theneighboris notbidirectional.

KillNbr This is an indicationthatall communicationwith the neighboris now impossible,forcing the neighborto
revertto Downstate.

Inactivity Timer Theinactivity Timerhasfired. This meansthatno Hello packetshavebeenseenrecentlyfrom the
neighbor. Theneighborrevertsto Downstate.

LLDown This is an indicationfrom the lower level protocolsthat the neighboris now unreachable.For example,
on anX.25 networkthis couldbe indicatedby anX.25 clearindicationwith appropriatecauseanddiagnostic
fields. Thiseventforcestheneighborinto Down state.

10.3 The Neighbor statemachine

A detaileddescriptionof theneighborstatechangesfollows. Eachstatechangeis invokedby anevent(Section10.2).
This eventmay producedifferenteffects,dependingon the currentstateof the neighbor. For this reason,the state
machinebelowis organizedby currentneighborstateandreceivedevent.Eachentryin thestatemachinedescribes
theresultingnewneighborstateandtherequiredsetof additionalactions.

Whenan neighbor’s statechanges,it may be necessaryto rerunthe DesignatedRouterelectionalgorithm. This is
determinedby whetherthe interfaceNeighbor Changeeventis generated(seeSection9.2). Also, if the Interface
is in DR state(the router is itself DesignatedRouter),changesin neighborstatemay causea new network links
advertisementto beoriginated(seeSection12.3).

Whentheneighborstatemachineneedsto invokethe interfacestatemachine,it shouldbedoneasa scheduledtask
(seeSection4.4). Thissimplifiesthings,by ensuringthatneitherstatemachinewill beexecutedrecursively.
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Thegraphin Figure13 showstheforming of anadjacency. Not everytwo neighboringroutersbecomeadjacent(see
Section10.4). The adjacencystartsto form whenthe neighboris in stateExStart. After the two routersdiscover
theirmaster/slavestatus,thestatetransitionsto Exchange. At thispoint theneighborstartsto beusedin theflooding
procedure,andthetwoneighboringroutersbeginsynchronizingtheirdatabases.Whenthissynchronizationisfinished,
theneighboris in stateFull andwesaythatthetwo routersarefully adjacent.At thispoint theadjacencyis listedin
link stateadvertisements.

Foramoredetaileddescriptionof neighborstatechanges,togetherwith theadditionalactionsinvolvedin eachchange,
seeSection10.3.

Down Thisis theinitial stateof aneighborconversation.It indicatesthattherehasbeennorecentinformationreceived
from theneighbor. Onnon-broadcastnetworks,Hello packetsmaystill besentto “Down” neighbors,although
ata reducedfrequency(seeSection9.5.1).

Attempt Thisstateis only valid for neighborsattachednon-broadcastnetworks(or neighborsassociatedwith virtual
links). It indicatesthat no recentinformationhasbeenreceivedfrom theneighbor, but thata moreconcerted
effort shouldbemadeto contacttheneighbor. This is doneby sendingtheneighborHello packetsat intervals
of HelloInterval(seeSection9.5.1).

Init In this state,anHello packethasrecentlybeenseenfrom theneighbor. However, bidirectionalcommunication
hasnot yet beenestablishedwith the neighbor(i.e., the router itself did not appearin the neighbor’s Hello
packet).All neighborsin thisstate(or higher)arelistedin theHello packetssentfrom theassociatedinterface.

2-Way In this state,communicationbetweenthetwo routersis bidirectional.Thishasbeenassuredby theoperation
of theHelloProtocol.Thisis themostadvancedstateshortof beginningadjacencyestablishment.The(Backup)
DesignatedRouteris selectedfrom thesetof neighborsin state2-Wayor greater.

ExStart This is thefirst stepin creatinganadjacencybetweenthetwo neighboringrouters.Thegoalof this stepis
to decidewhichrouteris themaster, andto decideupontheinitial sequencenumber. Neighborconversationsin
thisstateor greaterarecalledadjacencies.

Exchange In thisstatetherouterisdescribingitsentirelink statedatabasebysendingDatabaseDescriptionpacketsto
theneighbor. EachDatabaseDescriptionPackethasasequencenumber, andis explicitly acknowledged.Only
oneDatabaseDescriptionPacketis allowedoutstandingatanyonetime. All adjacenciesin thisstateor greater
areusedby thefloodingprocedure.In fact, theseadjacenciesarefully capableof transmittingandreceivingall
typesof OSPFroutingprotocolpackets.

Loading In thisstate,Link StateRequestpacketsaresentto theneighboraskingfor themorerecentadvertisements
thathavebeendiscoveredin theExchangestate.

Full In this state,theneighboringroutersarefully adjacent.Theseadjacencieswill now appearin routerlinks and
networklinks advertisements.

10.2 Eventscausingneighbor statechanges

Statechangescanbeeffectedby a numberof events.Theseeventsareshownin the labelsof thearcsin Figures12
and13. Thelabeldefinitionsareasfollows:

Hello Received A Hello packethasbeenreceivedfrom a neighbor.

Start Thisis anindicationthatHelloPacketsshouldnowbesentto theneighborat intervalsof HelloIntervalseconds.
Thiseventis generatedonly for neighborsassociatedwith non-broadcastnetworks.
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* Event Seq Number Mismatch forces Exstart state

Event AdjOK? leads to adjacency forming/breaking

Event 1-Way forces Init state

Event LLDown forces Down state

Event LLDown forces Down state

Event KillNbr forces Down state

Event KillNbr forces Down state
Event Inactivity Timer forces Down State

Done

Loading

Done
Exchng

NegDone

Figure 13: Neighbor state changes (Database Exchange)

Loading

Full

ExStart Exchng

Event Inactivity Timer forces Down State

Received
2-Way

Received
Hello

2-Way

InitDown

1-Way

Figure 12: Neighbor state changes (Hello Protocol)
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SequenceNumber A 32-bit numberidentifying individual DatabaseDescriptionpackets.Whentheneighborstate
ExStartis entered,thesequencenumbershouldbesetto avaluenot previouslyseenby theneighboringrouter.
Onepossibleschemeis to usethe machine’s time of day counter. The sequencenumberis thenincremented
by themasterwith eachnewDatabaseDescriptionpacketsent.Theslave’ssequencenumberindicatesthelast
packetreceivedfrom themaster. Only onepacketis allowedoutstandingata time.

Neighbor ID TherouterID of theneighboringrouter.

Neighbor priority Therouterpriority of theneighboringrouter. Containedin theneighbor’sHello packets,this item
is usedwhenselectingtheDesignatedRouterfor theattachednetwork.

Neighbor IP address TheIP addressof theneighboringrouter’s interfaceto theattachednetwork.UsedastheDes-
tinationIP addresswhenprotocolpacketsaresentasunicastsalongthis adjacency. Also usedto constructthe
link stateOriginatingID for theattachednetworkif theneighboringrouteris selectedto beDesignatedRouter.
TheneighborIP addressis learnedwhenHello packetsarereceivedfrom theneighbor, or is configuredif this
is a virtual adjacency(seeSectionC.4).

Neighbor’sDesignatedRouter The neighbor’s ideaof the DesignatedRouter. If this is the neighboritself, this is
importantin thelocalcalculationof theDesignatedRouter. Definedonly onmulti-accessnetworks.

Neighbor’sBackup DesignatedRouter Theneighbor’sideaof theBackupDesignatedRouter. If thisis theneighbor
itself, this is importantin thelocal calculationof theBackupDesignatedRouter. Definedonly on multi-access
networks.

The next setof variablesare lists of link stateadvertisements.Theselists describesubsetsof the areatopological
database.Thereare four distinct typesof link stateadvertisementsin an areatopologicaldatabase:router links,
networklinks, andsummarylinks (all storedin the areadatastructure),andAS externallinks (storedin the global
datastructure).

Link stateretransmissionlist The list of link stateadvertisementsthathavebeenfloodedbut not but not acknowl-
edgedon this adjacency. Thesewill be retransmittedat intervalsuntil they are acknowledged,or until the
adjacencyis destroyed.

Databasesummary list The completelist of link stateadvertisementsthat makeup the areatopologicaldatabase,
at the momentthe neighborgoesinto DatabaseExchangestate. This list is sentto the neighborin Database
Descriptionpackets.

Link staterequestlist The list of link stateadvertisementsthat needto be receivedfrom this neighborin orderto
synchronizethe two neighbors’topologicaldatabases.This list is createdasDatabaseDescriptionpacketsare
received.Theneighboris latersentLink StateRequestpacketsuntil theinitialization list becomesempty.

10.1 Neighbor states

Thestateof aneighbor(really, thestateof a conversationbeingheldwith a neighboringrouter)is documentedin the
following sections.The statesarelisted in orderof progressingfunctionality. For example,the inoperativestateis
listedfirst, followedbyalist of intermediatesstatesbeforethefinal, fully functionalstateisachieved.Thespecification
makesuseof thisorderingby sometimesmakingreferencessuchas“thoseneighbors/adjacenciesin stategreaterthan
X”. Figures12 and13 showthegraphof neighborstatechanges.Thearcsof thegraphsarelabelledwith theevent
causingthestatechange.Theneighboreventsaredocumentedin thenextsection.

Thegraphin Figure12 showthestatechangeseffectedby theHello Protocol.TheHello Protocolis responsiblefor
neighboracquisitionandmaintenance,andfor ensuringtwo way communicationbetweenneighbors.
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otherendof thevirtual link) everyHelloIntervalseconds.On non-broadcastnetworks,thesendingof Hello packets
is morecomplicated.Thiswill becoveredin thenextsection.

9.5.1 SendingHello packetson non-broadcastnetworks

Staticconfigurationinformationis necessaryin orderfor the Hello Protocolto function on non-broadcastnetworks
(seeSectionC.5). Everyattachedrouterwhich is eligible to becomeDesignatedRouterhasa configuredlist of all of
its neighborson thenetwork.Eachlistedneighboris labelledwith its DesignatedRoutereligibility.

The interfacestatemustbe at leastWaiting for any hellosto be sent. Hellos arethensentdirectly (asunicasts)to
somesubsetof a router’sneighbors.Sometimesanhello is sentperiodicallyon a timer; at othertimesit is sentasa
responsetoareceivedhello. A router’shello-sendingbehaviorvariesdependingonwhethertherouteritself is eligible
to becomeDesignatedRouter.

If the routeris eligible to becomeDesignatedRouter, it mustperiodicallysendhellosto all neighborsthat arealso
eligible. In addition, if the router is itself the DesignatedRouteror BackupDesignatedRouter, it mustalsosend
periodichellosto all otherneighbors.This meansthatanytwo eligible routersarealwaysexchanginghellos,which
is necessaryfor thecorrectoperationof theDesignatedRouterelectionalgorithm.To minimizethenumberof hellos
sent,thenumberof eligible routerson anon-broadcastnetworkshouldbekeptsmall.

If the router is not eligible to becomeDesignatedRouter, it mustperiodically sendhellos to both the Designated
RouterandtheBackupDesignatedRouter(if theyexist). It mustalsosendanhello in reply to anhello receivedfrom
any eligible neighbor(otherthanthe currentDesignatedRouterandBackupDesignatedRouter). This is neededto
establishaninitial bidirectionalrelationshipwith anypotentialDesignatedRouter.

WhensendingHello packetsperiodicallyto anyneighbor, theintervalbetweenhellosis determinedby theneighbor’s
state. If the neighboris in stateDown, hellosaresenteveryPollIntervalseconds.Otherwise,hellosaresentevery
HelloIntervalseconds.

10 The Neighbor Data Structur e

An OSPFrouterconverseswith its neighboringrouters.Eachseparateconversationis describedby a “neighbordata
structure”.EachconversationisboundtoaparticularOSPFrouterinterface,andis identifiedeitherby theneighboring
router’s OSPFrouter ID or by its NeighborIP address(seebelow). Thus if the OSPFrouter andanotherrouter
havemultipleattachednetworksin common,multipleconversationsensue,eachdescribedby auniqueneighbordata
structure.Eachseparateconversationis looselyreferredto in thetextasbeingaseparate“neighbor”.

The neighbordatastructurecontainsall informationpertinentto the forming or formedadjacencybetweenthe two
neighbors.(However, rememberthatnot all neighborsbecomeadjacent.)An adjacencycanbe viewedasa highly
developedconversationbetweentwo routers.

State Thefunctionallevelof theneighborconversation.This is describedin moredetail in thenextsection.

Inactivity Timer A singleshottimer whosefiring indicatesthatno Hello Packethasbeenseenfrom this neighbor
recently.

Master/Slave Whenthetwo neighborsareexchangingdatabases,theyform aMasterSlaverelationship.TheMaster
sendsthe first DatabaseDescriptionPacket,andis the only part that is allowedto retransmit.The slavecan
only respondto themaster’sDatabaseDescriptionPackets.Themaster/slaverelationshipis negotiatedin state
ExStart.

Moy Page 37



RFC 1131 OSPF October 1989

longerbeeligible for BackupDesignatedRouterelection.Amongotherthings,this will ensurethatno router
will declareitself bothBackupDesignatedRouterandDesignatedRouter. 5

5. As aresultof thesecalculations,therouteritself maynowbeDesignatedRouteror BackupDesignatedRouter.
SeeSections7.3 and7.4 for the additionaldutiesthis would entail. The router’s interfacestateshouldbe set
accordingly. If therouteritself is now DesignatedRouter, thenewinterfacestateis DR. If therouteritself is
now BackupDesignatedRouter, thenewinterfacestateis Backup. Otherwise,thenew interfacestateis DR
Other.

6. If theattachednetworkis non-broadcast,andtherouteritself hasjust become(Backup)DesignatedRouter, it
muststartsendinghellosto thoseneighborsthatarenoteligibletobecomeDesignatedRouter(seeSection9.5.1).
This is doneby invoking theneighboreventStart for eachneighborhavinga Router Priority of 0.

7. If the abovecalculationshavecausedthe identity of the (Backup)DesignatedRouter to change,the set of
adjacenciesassociatedwith this interfacewill needto bemodified. Someadjacenciesmayneedto beformed,
andothersmayneedto bebroken.To accomplishthis, invoketheeventAdjOK? onall neighborswhosestate
is at least2-Way. Thiswill causetheireligibility for adjacencyto bereexamined(seeSections10.3and10.4).

Thereasonbehindtheelectionalgorithm’scomplexityis thedesirefor anorderlytransitionfrom BackupDesignated
Routerto DesignatedRouter, whenthe currentDesignatedRouterfails. This orderly transitionis ensuredthrough
theintroductionof hysteresis:no newBackuproutercanbechosenuntil theold Backupacceptsits newDesignated
Routerresponsibilities.

If RouterX is not itself eligible to becomeDesignatedRouter, it is possiblethatneithera BackupDesignatedRouter
noraDesignatedRouterwill beselectedin theaboveprocedure.Notealsothatif RouterX is theonly attachedrouter
that is eligible to becomeDesignatedRouter, it will selectitself asDesignatedRouterandtherewill be no Backup
DesignatedRouterfor thenetwork.

9.5 SendingHello packets

Hello packetsaresentout eachfunctioningrouterinterface.They areusedto discoverandmaintainneighborrela-
tionships. 6 On multi-accessnetworks,hellosarealsousedto electtheDesignatedRouterandBackupDesignated
Router, andin thatwaydeterminewhatadjacenciesshouldbeformed.

Theformatof a Hello packetis detailedin SectionA.4. TheHello Packetcontainstherouter’sRouterPriority (used
in choosingtheDesignatedRouter),andtheintervalbetweenHello broadcasts(HelloInterval).TheHello Packetalso
indicateshow often a neighbormustbe heardfrom to remainactive(RouterDeadInterval).Both HelloIntervaland
RouterDeadIntervalmustbethesamefor all routersattachedto a commonnetwork.

In orderto ensuretwo-waycommunicationbetweenadjacentrouters,theHello packetcontainsthelist of all routers
from which helloshavebeenseenrecently. TheHello packetalsocontainstherouter’scurrentchoicefor Designated
RouterandBackupDesignatedRouter. A valueof 0 in thesefieldsmeansthatonehasnotyet beenselected.

On broadcastnetworksandphysicalpoint-to-pointnetworks,Hello packetsaresenteveryHelloIntervalsecondsto
theIP multicastaddressAllSPFRouters.Onvirtual links, Hello packetsaresentasunicasts(addresseddirectly to the

5It is instructiveto seewhathappenswhentheDesignatedRouterfor thenetworkcrashes.Call theDesignatedRouterfor thenetworkRT1,
andthe theBackupDesignatedRouterRT2. If routerRT1 crashes(or maybeits interfaceto thenetworkdies),theotherrouterson thenetwork
will detectRT1’s absencewithin RouterDeadIntervalseconds.All routersmaynot detectthis at preciselythesametime; the routersthatdetect
RT1’sabsencebeforeRT2 doeswill, for a time,selectRT2 to bebothDesignatedRouterandBackupDesignatedRouter. WhenRT2 detectsthat
RT1 is goneit will moveitself to DesignatedRouter. At this time, theremainingrouterhavinghighestRouterPriority will beselectedasBackup
DesignatedRouter.

6On point-to-pointnetworks,the lower level protocolsindicatewhethertheneighboris up andrunning. Likewise,existenceof theneighbor
on virtual links is indicatedby the routing tablecalculation. However, in both thesecases,the Hello Protocolis still used. This ensuresthat
communicationbetweentheneighborsis bidirectional,andthateachof theneighborshasa functioningroutingprotocollayer.
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State(s): Any State
Event: Interface Down

Newstate: Down
Action: All interfacevariablesarereset,andinterfacetimersdisabled.Also, all neighborcon-

nectionsassociatedwith the interfacearedestroyed.This is doneby generatingthe
eventKillNbr onall associatedneighbors(seeSection10.2).

State(s): Any State
Event: Loop Ind

Newstate: Loopback
Action: Sincethis interfaceis no longerconnectedto theattachednetworktheactionsassoci-

atedwith theaboveInterface Down eventareexecuted.

State(s): Loopback
Event: Unloop Ind

Newstate: Down
Action: No actionsarenecessary. Forexample,theinterfacevariableshavealreadybeenreset

uponenteringthe Loopback state. Note that receptionof an Interface Up eventis
necessarybeforetheinterfaceagainbecomesfully functional.

9.4 Electing the DesignatedRouter

The DesignatedRoutercalculationproceedsasfollows: Call the routerdoing the calculationRouterX. The list of
neighborsattachedto the networkandhavingestablishedbidirectionalcommunicationwith RouterX is examined.
This list is preciselythecollectionof RouterX’ s neighbors(on this network)whosestateis greaterthanor equalto
2-Way (seeSection10.1). RouterX itself is alsoconsideredto be on the list. Discardall routersfrom the list that
areineligibleto becomeDesignatedRouter. (RoutershavingRouterPriority of 0 areineligible to becomeDesignated
Router.)Thefollowing stepsarethenexecuted,consideringonly thoseroutersthatremainon thelist:

1. Notethecurrentvaluesfor thenetwork’sDesignatedRouterandBackupDesignatedRouter. This is usedlater
for comparisonpurposes.

2. Calculatethe new BackupDesignatedRouterfor the networkasfollows. If oneor moreof the routershave
declaredthemselvesBackupDesignatedRouter(theyhavelisted themselvesasBackupDesignatedRouterin
their Hello Packets)the onehavinghighestRouterPriority is declaredto be BackupDesignatedRouter. In
caseof a tie, the onehavingthe highestRouterID is chosen.If no routershavedeclaredthemselvesBackup
DesignatedRouter, choosetherouterhavinghighestRouterPriority, excludingthoserouterswhohavedeclared
themselvesDesignatedRouter, andagainusetheRouterID to breakties.

3. Calculatethenew DesignatedRouterfor the networkasfollows. If oneor moreof the routershavedeclared
themselvesDesignatedRouter(theyhavelistedthemselvesasDesignatedRouterin theirHello Packets)theone
havinghighestRouterPriority is declaredto beDesignatedRouter. In caseof a tie, theonehavingthehighest
RouterID is chosen. If no routershavedeclaredthemselvesDesignatedRouter, promotethe new Backup
DesignatedRouterto DesignatedRouter.

4. If RouterX is nownewlythe(Backup)DesignatedRouter, or is nownolongerthe(Backup)DesignatedRouter,
repeatsteps2 and3. Forexample,if RouterX is nowtheDesignatedRouter, whenstep2 is repeatedX will no
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9.3 The Interface statemachine

A detaileddescriptionof theinterfacestatechangesfollows. Eachstatechangeis invokedby anevent(Section9.2).
This eventmay producedifferenteffects,dependingon the currentstateof the interface. For this reason,the state
machinebelowis organizedby currentinterfacestateandreceivedevent.Eachentry in thestatemachinedescribes
theresultingnewinterfacestateandtherequiredsetof additionalactions.

Whenaninterface’sstatechanges,it maybenecessaryto originateanewrouterlinks advertisement.SeeSection12.3
for moredetails.

Someof therequiredactionsbelowinvolve generatingeventsfor theneighborstatemachine.For example,whenan
interfacebecomesinoperative,all neighborconnectionsassociatedwith the interfacemustbe destroyed.For more
informationon theneighborstatemachine,seeSection10.3.

State(s): Down
Event: Interface Up

Newstate: Dependsonactionroutine
Action: StarttheintervalHello Timer, enablingtheperiodicsendingof Hello packetsout the

interface.If theattachednetworkis a physicalpoint-to-pointnetworkor virtual link,
the interfacestatetransitionsto Point-to-Point. Else,if the router is not eligible to
becomeDesignatedRoutertheinterfacestatetransitionsto DR other.
Otherwise,theattachednetworkis multi-accessandthe routeris eligible to become
DesignatedRouter. In thiscase,in anattemptto discovertheattachednetwork’sDes-
ignatedRouterthe interfacestateis set to Waiting andthe singleshotWait Timer
is started. If in additionthe attachednetworkis non-broadcast,examinethe config-
uredlist of neighborsfor this interfaceandgeneratetheneighboreventStart for each
neighborthat is alsoeligible to becomeDesignatedRouter.

State(s): Waiting
Event: Backup Seen

Newstate: Dependsuponactionroutine.
Action: Calculatethe attachednetwork’s BackupDesignatedRouterandDesignatedRouter,

asshownin Section9.4. As a resultof this calculation,thenewstateof theinterface
will beeitherDR other, Backup or DR.

State(s): Waiting
Event: Wait Timer

Newstate: Dependsuponactionroutine.
Action: Calculatethe attachednetwork’s BackupDesignatedRouterandDesignatedRouter,

asshownin Section9.4. As a resultof this calculation,thenewstateof theinterface
will beeitherDR other, Backup or DR.

State(s): DR Other, Backup or DR
Event: Neighbor Change

Newstate: Dependsuponactionroutine.
Action: Recalculatetheattachednetwork’sBackupDesignatedRouterandDesignatedRouter,

asshownin Section9.4. As a resultof this calculation,thenewstateof theinterface
will beeitherDR other, Backup or DR.
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DR In this state,this router itself is the DesignatedRouteron the attachednetwork. Adjacenciesareestablished
to all otherroutersattachedto thenetwork. Theroutermustalsooriginatea networklinks advertisementfor
thenetworknode. The advertisementwill containlinks to all routers(including the DesignatedRouteritself)
attachedto thenetwork.SeeSection7.3for moredetailson thefunctionsperformedby theDesignatedRouter.

9.2 Eventscausinginterface statechanges

Statechangescanbeeffectedby a numberof events.Theseeventsarepicturedasthelabelledarcsin Figure11. The
labeldefinitionsarelistedbelow. Foradetailedexplanationof theeffectostheseeventsonOSPFprotocoloperation,
consultSection9.3.

Interface Up Lower-levelprotocolshaveindicatedthatthenetworkinterfaceisoperational.Thisenablestheinterface
to transitionout of Down state.On virtual links, the interfaceoperationalindicationis actuallya resultof the
shortestpathcalculation(seeSection16.7).

Wait Timer The Wait timer hasfired, indicating the end of the waiting period that is requiredbeforeelectinga
(Backup)DesignatedRouter.

Backup seen Therouterhasdetectedtheexistenceor non-existenceof aBackupDesignatedRouterfor thenetwork.
This is donein oneof two ways. First, a Hello Packetmay bereceivedfrom a neighborclaiming to be itself
theBackupDesignatedRouter. Alternatively, a Hello Packetmaybereceivedfrom a neighborclaiming to be
itself theDesignatedRouter, andindicatingthat thereis no Backup. In eithercasetheremustbebidirectional
communicationwith theneighbor, i.e., theroutermustalsoappearin theneighbor’s Hello Packet.This event
signalsanendto theWaitingstate.

Neighbor Change Therehasbeena changein thesetof bidirectionalneighborsassociatedwith the interface.The
(Backup)DesignatedRouterneedsto berecalculated.The following neighborchangesleadto theNeighbor
Changeevent.Foranexplanationof neighborstates,seeSection10.1.

� Bidirectionalcommunicationhasbeenestablishedto aneighbor. In otherwords,thestateof theneighbor
hastransitionedto 2-Way or higher.

� Thereis no longerbidirectionalcommunicationwith aneighbor. In otherwords,thestateof theneighbor
hastransitionedto Init or lower.

� Oneof thebidirectionalneighborsisnewlydeclaringitself as(Backup)DesignatedRouter. Thisisdetected
throughexaminationof thatneighbor’sHello Packets.

� Oneof the bidirectionalneighborsis no longerdeclaringitself as(Backup)DesignatedRouter. This is
againdetectedthroughexaminationof thatneighbor’sHello Packets.

� TheadvertisedRouter Priority for a bidirectionalneighborhaschanged.This is againdetectedthrough
examinationof thatneighbor’sHello Packets.

Loop Ind An indicationhasbeenreceivedthat the interfaceis now loopedback to itself. This indicationcanbe
receivedeitherfrom networkmanagementor from thelower levelprotocols.

Unloop Ind An indicationhasbeenreceivedthattheinterfaceis nolongerloopedback.As with theLoop Ind event,
this indicationcanbereceivedeitherfrom networkmanagementor from thelower level protocols.

Interface Down Lower-levelprotocolsindicatethatthis interfaceis nolongerfunctional.No matterwhatthecurrent
interfacestateis, thenewinterfacestatewill beDown.
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RxmtInterval Thenumberof secondsbetweenlink stateadvertisementretransmissions,for adjacenciesbelonging
to this interface.Also usedwhenretransmittingDatabaseDescriptionandLink StateRequestPackets.

Authentication key This configureddataallowstheauthenticationprocedureto generateand/orverify theauthenti-
cationfield in theOSPFheader. Theauthenticationkeycanbeconfiguredonaper-interfacebasis.Forexample,
if theauthenticationtype indicatessimplepassword,theauthenticationkey would bea 64-bit password.This
keywouldbeinserteddirectly into theOSPFheaderwhenoriginatingroutingprotocolpackets,andtherecould
bea separatepasswordfor eachnetwork.

9.1 Interface states

The variousstatesthat router interfacemay attain is documentedin this section. The statesare listed in orderof
progressingfunctionality. For example,the inoperativestateis listed first, followed by a list of intermediatesstates
beforethefinal, fully functionalstateis achieved.Thespecificationmakesuseof thisorderingby sometimesmaking
referencessuchas“thoseinterfacesin stategreaterthanX”.

Figure11 showsthe graphof interfacestatechanges.The arcsof the grapharelabelledwith theeventcausingthe
statechange.Theseeventsaredocumentedin Section9.2. The interfacestatetable is describedin moredetail in
Section9.3.

Down This is the initial interfacestate. In this state,the lower-level protocolshaveindicatedthat the interfaceis
unusable.No protocoltraffic atall will besentor receivedonsuchainterface.In thisstate,interfaceparameters
shouldbesetto their initial values.All interfacetimersshouldbedisabled,andthereshouldbeno adjacencies
associatedwith theinterface.

Loopback In this state,the router’s interfaceto the network is loopedback. The interfacemay be loopedback
in hardwareor software. The interfacewill be unavailablefor regulardatatraffic. However, it may still be
desirableto gaininformationon thequalityof this interface,eitherthroughsendingICMP pingsto theinterface
or throughsomethinglike a bit error test. For this reason,IP packetsmaystill beaddressedto an interfacein
Loopbackstate. To facilitate this, suchinterfacesareadvertisedin routerlinks advertisementsassinglehost
routes,whosedestinationis theIP interfaceaddress.4

Waiting In this state,therouteris trying to determinetheidentityof theBackupDesignatedRouterfor thenetwork.
To do this, theroutermonitorstheHellos it receives.Therouteris not allowedto electa BackupDesignated
Routernor DesignatedRouteruntil it transitionsout of Waiting state. This preventsunnecessarychangesof
(Backup)DesignatedRouter.

Point-to-point In this state,the interfaceis operational,andconnectseitherto a physicalpoint-to-pointnetworkor
to a virtual link. Uponenteringthisstate,therouterattemptsto form anadjacencywith theneighboringrouter.
Hellosaresentto theneighboreveryHelloIntervalseconds.

DR Other Theinterfaceis to amulti-accessnetworkonwhichanotherrouterhasbeenselectedto betheDesignated
Router. In this state,therouteritself hasnotbeenselectedBackupDesignatedRoutereither. Therouterforms
adjacenciesto boththeDesignatedRouterandtheBackupDesignatedRouter(if theyexist).

Backup In this state,therouteritself is theBackupDesignatedRouteron theattachednetwork. It will bepromoted
to DesignatedRouterwhenthepresentDesignatedRouterfails. Therouterestablishesadjacenciesto all other
routersattachedto thenetwork.TheBackupDesignatedRouterperformsslightly differentfunctionsduringthe
FloodingProcedure,ascomparedto theDesignatedRouter(seeSection13.3).SeeSection7.4for moredetails
on thefunctionsperformedby theBackupDesignatedRouter.

4Note that no hostroute is generatedfor, andno IP packetscanbeaddressedto, interfacesto unnumberedpoint-to-pointnetworks. This is
regardlessof suchaninterface’sstate.
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State Thefunctionallevel of aninterface.Statedetermineswhetheror not full adjacenciesareallowedto form over
theinterface.Stateis alsoreflectedin thelink stateadvertisement.

IP interface address TheIP addressassociatedwith theinterface.ThisappearsastheIP sourceaddressin all routing
protocolpacketsoriginatedover this interface.Interfacesto unnumberedpoint-to-pointnetworksdo not have
anassociatedIP address.

IP interface mask This indicatestheportionof theIP interfaceaddressthat identifiestheattachednetwork.This is
often referredto asthe subnetmask. Maskingthe IP interfaceaddresswith this valueyields the IP network
numberof theattachednetwork.

Ar eaID TheareaID to which theattachednetworkbelongs.All routingprotocolpacketsoriginatingfrom theinter-
facearelabelledwith this areaID.

HelloInterval Thelengthof time, in seconds,betweentheHello packetsthat theroutersendson theinterface.Ad-
vertisedin Hello packetssentout this interface.

RouterDeadInterval The numberof secondsbeforethe router’s neighborswill declareit down, when they stop
hearingtherouter’shellos.Advertisedin Hello packetssentout this interface.

InfT ransDelay Theestimatednumberof secondsit takesto transmitaLink StateUpdatePacketoverthis interface.
Link stateadvertisementscontainedin theupdatepacketwill havetheirageincrementedby thisamountbefore
transmission.This valueshouldtakeinto accounttransmissionandpropagationdelays;it mustbegreaterthan
zero.

Router Priority An 8-bit unsignedinteger. Whentwo routersattachedto a networkbothattemptto becomeDesig-
natedRouter, theonewith thehighestRouterPriority takesprecedence.A routerwhoseRouterPriority is setto
0 is ineligible to becomeDesignatedRouteron theattachednetwork.Advertisedin Hello packetssentout this
interface.

Hello Timer An interval timer thatcausestheinterfaceto senda Hello packet.This timer fireseveryHelloInterval
seconds.Notethaton non-broadcastnetworksaseparateHello packetis sentto eachqualifiedneighbor.

Wait Timer A singleshot timer that causesthe interfaceto exit the Waiting state,andasa consequenceselecta
DesignatedRouteron thenetwork.Thelengthof thetimer is RouterDeadIntervalseconds.

List of neighboring routers Theotherroutersattachedto thisnetwork.Onmulti-accessnetworks,this list is formed
by theHello Protocol.Adjacencieswill be formedto someof theseneighbors.Thesetof adjacentneighbors
canbedeterminedby anexaminationof all of theneighbors’states.

DesignatedRouter TheDesignatedRouterselectedfor theattachednetwork.TheDesignatedRouteris selectedon
all multi-accessnetworksby theHelloProtocol.Twopiecesof identificationarekeptfor theDesignatedRouter:
its RouterID andits interfaceIP addresson thenetwork. TheDesignatedRouteradvertiseslink statefor the
network. Thenetworklink stateadvertisementis labelledwith theDesignatedRouter’s IP address.This item
is initialized to 0, which indicatesthelackof aDesignatedRouter.

Backup DesignatedRouter TheBackupDesignatedRouterisalsoselectedonall multi-accessnetworksbytheHello
Protocol.All routerson theattachednetworkbecomeadjacentto both theDesignatedRouterandtheBackup
DesignatedRouter. TheBackupDesignatedRouterbecomesDesignatedRouterwhenthecurrentDesignated
Routerfails. Initialized to 0 indicatingthelack of aBackupDesignatedRouter.

Interface output cost(s) The costof sendinga packeton the interface,expressedin the link statemetric. This is
advertisedasthelink costfor this interfacein therouterlinks advertisement.Theremaybea separatecostfor
eachIP Typeof Service.Thecostof aninterfacemustbegreaterthanzero.
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– Match the AreaID of the receivinginterface. In this case,the packethasbeensentover a singlehop.
Therefore,the packet’s IP sourceaddressmustbe on the samenetworkasthereceivinginterface. This
canbedeterminedby comparingthepacket’sIP sourceaddressto theinterface’sIP address,aftermasking
bothaddresseswith theinterfacemask.

– Indicatethebackbone.In thiscase,thepackethasbeensentoveravirtual link. Thereceivingroutermust
beanareaborderrouter, andtherouterID specifiedin thepacket(thesourcerouter)mustbetheotherend
of aconfiguredvirtual link. Thereceivinginterfacemustalsoattachto thevirtual link’sconfiguredtransit
area.If all of thesecheckssucceed,thepacketis acceptedandis from now on associatedwith thevirtual
link (andthebackbonearea).

� PacketswhoseIP destinationis AllDRoutersshouldonly be acceptedif thestateof thereceivinginterfaceis
DR or Backup (seeSection9.1).

� TheAuthenticationtypespecifiedmustmatchtheauthenticationtypespecifiedfor theassociatedarea.

Next, the packetmustbe authenticated.This dependson the authenticationtype specified(seeAppendixD). The
authenticationproceduremay usean Authenticationkey, which canbe configuredon a per-interfacebasis. If the
authenticationfails, thepacketshouldbediscarded.

If the packettype is Hello, it shouldthenbe further processedby the Hello Protocol(seeSection10.5). All other
packettypesaresentonly on adjacencies.This meansthe packetmusthavebeensentby oneof therouter’s active
neighbors.The senderis identifiedby the RouterID (sourcerouter)found in the OSPFheader. The datastructure
associatedwith thereceivinginterfacecontainsthelist of activeneighbors.Packetsnotmatchinganyactiveneighbor
arediscarded.

At this point all receivedprotocolpacketsareassociatedwith anactiveneighbor. For thefurtherinput processingof
specificpackettypes,consultthesections:

Type Packetname detailedsection(receive)
1 Hello Section10.5
2 Databasedescription Section10.6
3 Link staterequest Section10.7
4 Link stateupdate Section13
5 Link stateack Section13.7

9 The Interface Data Structur e

An OSPFinterfaceis theconnectionbetweena routeranda network. Thereis a singleOSPFinterfacestructurefor
eachattachednetwork; eachinterfacestructurehasat mostoneIP interfaceaddress(seebelow). The supportfor
multipleaddressesona singlenetworkis amatterfor futureconsideration.

An OSPFinterfacecanbeconsideredto belongto theareathat containstheattachednetwork. All routingprotocol
packetsoriginatedby therouterover this interfacearelabelledwith the interface’s areanumber. Oneor morerouter
adjacenciesmaydevelopoveran interface.A router’s link stateadvertisementsreflectthestateof its interfacesand
theirassociatedadjacencies.

Thefollowing dataitemsareassociatedwith aninterface.Notethatanumberof theseitemsareactuallyconfiguration
for theattachednetwork;thoseitemsmustbethesamefor all routersconnectedto thenetwork.

Type Thekind of networkto which theinterfaceattaches.Its valueis eitherbroadcast,non-broadcastyet still multi-
access,point-to-pointor virtual link.
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belongingto therouter. For this reason,theremustbeat leastoneIP addressassignedto therouter. 2 Note that,for
mostpurposes,virtual links actpreciselythesameasunnumberedpoint-to-pointnetworks.However, eachvirtual link
doeshavean interface IP address(discoveredduringtheroutingtablebuild process)which is usedastheIP source
whensendingpacketsoverthevirtual link.

Formoreinformationon theformatof specificpackettypes,consultthesections:

Type Packetname detailedsection(transmit)
1 Hello Section9.5
2 Databasedescription Section10.8
3 Link staterequest Section10.9
4 Link stateupdate Section13.3
5 Link stateack Section13.5

8.2 Receivingprotocolpackets

Whenevera protocolpacketis receivedby therouterit is markedwith the interfaceit wasreceivedon. For routers
thathavevirtual links configured,it maynotbeimmediatelyobviouswhich interfaceto associatethepacketwith. For
example,considertherouterRT11 depictedin Figure6. If RT11 receivesanOSPFprotocolpacketon its interfaceto
networkN8, it may want to associatethepacketwith the interfaceto area2, or with thevirtual link to routerRT19
(whichis partof thebackbone).In thefollowing, weassumethatthepacketis initially associatedwith thenon-virtual
link. 3

In orderfor thepacketto beacceptedat theIP level, it mustpassa numberof tests,evenbeforethepacketis passed
to OSPFfor processing:

� TheIP checksummustbecorrect.

� Thepacket’s IP destinationaddressmustbetheIP addressof thereceivinginterface,or oneof theIP multicast
addressesAllSPFRoutersor AllDRouters.

� TheIP protocolspecifiedmustbeOSPF(89).

� Locally originatedpacketsshouldnotbepassedon to OSPF. Thatis, thesourceIP addressshouldbeexamined
to makesurethis is nota multicastpacketthattherouteritself generated.

Next, the OSPFpacketheaderis verified. The fields specifiedin the headermustmatchthoseconfiguredfor the
receivinginterface.If theydo not, thepacketshouldbediscarded:

� Theversionnumberfield mustspecifyprotocolversion1.

� The16-bit checksumof theOSPFpacket’scontentsmustbeverified. Rememberthatthe64-bitauthentication
field mustbeexcludedfrom thechecksumcalculation.

� TheAreaID found in theOSPFheadermustbeverified. If bothof thefollowing casesfail, thepacketshould
bediscarded.TheAreaID specifiedin theheadermusteither:

2It is possiblefor all of a router’s interfacesto beunnumberedpoint-to-pointlinks. In this case,anIP addressmustbeassignedto therouter.
Thisaddresswill thenbeadvertisedin therouter’srouterlinks advertisementasahostroute.

3Notethat in thesecasesbothinterfaces,thenon-virtualandthevirtual, wouldhavethesameIP address.
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8 ProtocolPacketProcessing

Thissectiondiscussesthegeneralprocessingof routingprotocolpackets.It is very importantthattheroutertopolog-
ical databasesremainsynchronized.For this reason,routingprotocolpacketsshouldgetpreferentialtreatmentover
ordinarydatapackets,bothin sendingandreceiving.

Routingprotocolpacketsaresentalongadjacenciesonly (with the exceptionof Hello packets,which areusedto
discovertheadjacencies).This meansthatall protocolpacketstravela singleIP hop,exceptthosesentovervirtual
links.

All routingprotocolpacketsbeginwith a standardheader. Thesectionsbelowgive thedetailson how to fill in and
verify this standardheader. Then,for eachpackettype,thesectionis listed thatgivesmoredetailson thatparticular
packettype’sprocessing.

8.1 Sendingprotocolpackets

Whenaroutersendsaroutingprotocolpacket,it fills in thefieldsof thatstandardheaderasfollows. Formoredetails
on theheaderformatconsultSectionA.2:

Version# Setto 1, theversionnumberof theprotocolasdocumentedin this specification.

Packettype Thetypeof OSPFpacket,suchasLink stateUpdateor Hello Packet.

Packetlength Thelengthof theentireOSPFpacketin bytes,includingthestandardheader.

Router ID Theidentityof therouteritself (who is originatingthepacket).

Ar eaID Theareathatthepacketis beingsentinto.

Checksum The standardIP 16-bit one’s complementchecksumof the entireOSPFpacket,excludingthe 64-bit
authenticationfield. This checksumshouldbecalculatedbeforehandingthe packetto theappropriate
authenticationprocedure.

Autype and Authentication EachOSPFpacketexchangeis authenticated.Authenticationtypesareassignedby the
protocolanddocumentedin AppendixD. A differentauthenticationschemecanbeusedfor eachOSPF
area.The64-bit authenticationfield is setby theappropriateauthenticationprocedure(determinedby
Autype). This procedureshouldbe the last calledwhen forming the packetto be sent. The setting
of the authenticationfield is determinedby the packetcontentsandthe authenticationkey (which is
configurableon aper-interfacebasis).

TheIPdestinationaddressfor thepacketis selectedasfollows. Onphysicalpoint-to-pointnetworks,theIP destination
is alwayssetto the theaddressAllSPFRouters.On all othernetworktypes(includingvirtual links), themajority of
OSPFpacketsaresentasunicasts,i.e., sentdirectly to theotherendof theadjacency. In this case,theIP destination
is just the neighbor IP addressassociatedwith the otherendof the adjacency(seeSection10). The only packets
not sentasunicastsareon broadcastnetworks;on thesenetworksHello packetsaresentto themulticastdestination
AllSPFRouters,theDesignatedRouterandits BackupsendbothLink StateUpdatePacketsandLink StateAcknowl-
edgmentPacketsto themulticastaddressAllSPFRouters,while all otherrouterssendboththeirLink StateUpdateand
Link StateAcknowledgmentPacketsto themulticastaddressAllDRouters.

Retransmissionsof Link StateUpdatepacketsareALWAYS sentasunicasts.

TheIP sourceaddressshouldbesetto theIP addressof thesendinginterface.Interfacesto unnumberedpoint-to-point
networkshavenoassociatedIPaddress.Ontheseinterfaces,theIPsourceshouldbesettoanyof theotherIPaddresses
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Section2 of thisdocumentdiscussesthedirectedgraphrepresentationof anarea.Routernodesarelabelledwith their
RouterID. Broadcastnetworknodesareactuallylabelledwith theIP addressof their DesignatedRouter. It follows
that whentheDesignatedRouterchanges,it appearsasif the networknodeon the graphis replacedby an entirely
newnode. This will causethe networkandall its attachedroutersto originatenew link stateadvertisements.Until
thetopologicaldatabasesagainconverge,sometemporarylossof connectivitymayresult. This mayresultin ICMP
unreachablemessagesbeingsentin responseto datatraffic. For that reason,the DesignatedRoutershouldchange
only infrequently. RouterPrioritiesshouldbeconfiguredsothatthemostdependablerouteron a networkeventually
becomesDesignatedRouter.

7.4 The Backup DesignatedRouter

In orderto makethe transitionto a newDesignatedRoutersmoother, thereis a BackupDesignatedRouterfor each
multi-accessnetwork. The BackupDesignatedRouteris alsoadjacentto all routerson the network,andbecomes
DesignatedRouterwhenthepreviousDesignatedRouterfails. If therewereno BackupDesignatedRouter, whena
newDesignatedRouterbecamenecessary, newadjacencieswouldhaveto beformedbetweentherouterandall other
routersattachedto thenetwork.Partof theadjacencyforming processis thesynchronizingof topologicaldatabases,
which canpotentiallytakequite a long time. During this time, the networkwould not be availablefor transitdata
traffic. TheBackupDesignatedobviatestheneedto form theseadjacencies,sincetheyalreadyexist. Thismeansthe
periodof disruptionin transit traffic lastsonly as long asit taketo flood the new link stateadvertisements(which
announcethenewDesignatedRouter).

TheBackupDesignatedRouterdoesnotgenerateanetworklinksadvertisementfor thenetwork.(If it did, thetransition
to a new DesignatedRouterwould be evenfaster. However, this is a tradeoff betweendatabasesizeandspeedof
convergencewhentheDesignatedRouterdisappears.)

TheBackupDesignatedRouteris alsoelectedby theHello Protocol.EachHello Packethasa field thatspecifiesthe
BackupDesignatedRouterfor thenetwork.

In somestepsof the floodingprocedure,the BackupDesignatedRouterplaysa passiverole, letting theDesignated
Routerdo more of the work. This cutsdown on the amountof local routing traffic. SeeSection13.3 for more
information.

7.5 The graph of adjacencies

An adjacencyis boundto thenetworkthatthetwo routershavein common.If two routershavemultiple networksin
common,theymayhavemultipleadjacenciesbetweenthem.

Onecanpicturethecollectionof adjacencieson a networkasforming anundirectedgraph. The verticesconsistof
routers,with anedgejoining two routersif theyareadjacent.Thegraphof adjacenciesdescribestheflow of routing
protocolpackets,andin particularLink StateUpdates,throughtheAutonomousSystem.

Two graphsarepossible,dependingon whetherthe commonnetwork is multi-access.On physicalpoint-to-point
networks(andvirtual links), the two routersjoined by the networkwill be adjacentafter their databaseshavebeen
synchronized.Onmulti-accessnetworks,boththeDesignatedRouterandtheBackupDesignatedRouterareadjacent
to all otherroutersattachedto thenetwork,andtheseaccountfor all adjacencies.

Thesegraphsareshownin Figure10. TheBackupDesignatedRouterperformsa lesserfunctionduringtheflooding
procedurethantheDesignatedRouter(seeSection13.3).Thisis thereasonfor thedashedlinesconnectingtheBackup
DesignatedRouter.
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7.2 The Synchronization of Databases

In an SPF-basedrouting algorithm, it is very importantfor all routers’topologicaldatabasesto staysynchronized.
OSPFsimplifiesthis by requiringonly adjacentroutersto remainsynchronized.Thesynchronizationprocessbegins
assoonastheroutersattemptto bring up theadjacency. Eachrouterdescribesits databaseby sendinga sequenceof
DatabaseDescriptionpacketsto its neighbor. EachDatabaseDescriptionPacketdescribesasetof link stateadvertise-
mentsbelongingto thedatabase.Whentheneighborseesa link stateadvertisementthat is morerecentthanits own
instantiationof thesameadvertisement,it makesanotethatthis neweradvertisementshouldberequested.

This sendingandreceivingof DatabaseDescriptionpacketsis calledthe“DatabaseExchangeProcess”.During this
process,thetwo routersform a master/slaverelationship.EachDatabaseDescriptionPackethasa sequencenumber.
DatabaseDescriptionPacketssentbythemaster(polls)areacknowledgedby theslavethroughechoingof thesequence
number. Both polls andtheir responsescontainsummariesof link statedata.Themasteris theonly oneallowedto
retransmitDatabaseDescriptionPackets. It doesso only at fixed intervals,the lengthof which is the configured
constantRxmtInterval.

EachDatabaseDescriptioncontainsan indicationthat therearemorepacketsto follow — theM-bit. TheDatabase
ExchangeProcessis overwhenarouterhasreceivedandsentDatabaseDescriptionPacketswith theM-bit off.

After theDatabaseExchangeProcessis over, eachrouterhasa list of thoselink stateadvertisementsfor which the
neighborhasmoreuptodateinstantiations.Thesearethenrequestedin Link StateRequestPackets.Link StateRequest
packetsthatarenot satisfiedareretransmittedat fixed intervalsof time RxmtInterval.Whenall Link StateRequests
havebeensatisfied,the databasesaresynchronizedandthe routersarefully adjacent.At this time the adjacencyis
fully functionalandis advertisedin thetwo routers’link stateadvertisements.

Theadjacencyis usedby theflooding procedureassoonastheDatabaseExchangeProcessbegins.This simplifies
databasesynchronization,andguaranteesthatit finishesin a predictableperiodof time.

7.3 The DesignatedRouter

Every multi-accessnetworkhasa DesignatedRouter. The DesignatedRouterperformstwo main functionsfor the
routingprotocol:

� TheDesignatedRouteroriginatesa networklinks advertisementon behalfof thenetwork.This advertisement
lists the setof routers(including the DesignatedRouteritself) currentlyattachedto the network. The Link
StateID for thisadvertisement(seeSection12.1.2)is theIP interfaceaddressof theDesignatedRouter. TheIP
networknumbercanthenbeobtainedby usingthesubnet/networkmask.

� TheDesignatedrouterbecomesadjacentto all otherrouterson thenetwork. Sincethelink statedatabasesare
synchronizedacrossadjacencies(throughadjacencybring-upandthenthefloodingprocedure),theDesignated
Routerplaysacentralpart in thesynchronizationprocess.

TheDesignatedRouteris electedby theHello Protocol.A router’s Hello Packetcontainsits RouterPriority, which
is configurableon a per-interfacebasis. In general,whena router’s interfaceto a networkfirst becomesfunctional,
it checksto seewhetherthereis currentlya DesignatedRouterfor the network. If thereis, it acceptsthat Desig-
natedRouter, regardlessof its RouterPriority. (This makesit harderto predicttheidentityof theDesignatedRouter,
but ensuresthat the DesignatedRouterchangeslessoften. Seebelow.) Otherwise,therouteritself becomesDesig-
natedRouterif it hasthehighestRouterPriority on thenetwork.A moredetailed(andmoreaccurate)descriptionof
DesignatedRouterelectionis presentedin Section9.4.

TheDesignatedRouteris theendpointof manyadjacencies.In orderto optimizethefloodingprocedureonbroadcast
networks,theDesignatedRoutermulticastsits Link StateUpdatePacketsto theaddressAllSPFRouters,ratherthan
sendingseparatepacketsovereachadjacency.
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List of router links advertisements A routerlinks advertisementis generatedby eachrouterin thearea.It describes
thestateof therouter’s interfacesto thearea.

List of network links advertisements Onenetwork links advertisementis generatedfor eachtransitmulti-access
networkin thearea.It describesthesetof routerscurrentlyconnectedto thenetwork.

List of summary links advertisements Summarylink advertisementsoriginatefrom thearea’sareaborderrouters.
Theydescriberoutesto destinationsinternalto theAutonomousSystem,yetexternalto thearea.

Shortest-pathtr ee Theshortest-pathtreefor thearea,with thisrouteritself asroot. Derivedfrom thecollectedrouter
links andnetworklinks advertisementsby theDijkstraalgorithm.

Authentication type Thetypeof authenticationusedfor this area.Authenticationtypesaredefinedin AppendixE.
All OSPFpacketexchangesareauthenticated.Dif ferentauthenticationschemesmaybeusedin differentareas.

Unlessotherwisespecified,theremainingsectionsof this documentrefer to theoperationof theprotocolin a single
area.

7 Bringing Up Adjacencies

OSPFcreatesadjacenciesbetweenneighboringroutersfor thepurposeof exchangingroutinginformation.Not every
two neighboringrouterswill becomeadjacent.This sectioncoversthegeneralitiesinvolved in creatingadjacencies.
For furtherdetailsconsultSection10.

7.1 The Hello Protocol

TheHello Protocolis responsiblefor establishingandmaintainingneighborrelationships.It alsoensuresthatcommu-
nicationbetweenneighborsis bidirectional.Hello packetsaresentperiodicallyoutall routerinterfaces.Bidirectional
communicationis indicatedwhentherouterseesitself listedin theneighbor’sHello Packet.

On multi-accessnetworks,theHello Protocolelectsa DesignatedRouterfor thenetwork. Among otherthings,the
DesignatedRoutercontrolswhatadjacencieswill beformedoverthenetwork(seebelow).

TheHello Protocolworksdifferentlyon broadcastnetworks,ascomparedto non-broadcastnetworks.On broadcast
networks,eachrouteradvertisesitself by periodicallymulticastingHello Packets.Thisallowsneighborsto bediscov-
ereddynamically. TheseHello Packetscontaintherouter’s view of theDesignatedRouter’s identity, andthe list of
routerswhoseHelloshavebeenseenrecently.

Onnon-broadcastnetworkssomeconfigurationinformationis necessaryfor theoperationof theHello Protocol.Each
routerthatmaypotentiallybecomeDesignatedRouterhasa list of all otherroutersattachedto thenetwork.A router,
havingDesignatedRouterpotential,sendshellosto all otherpotentialDesignatedRouterswhenits interfaceto the
non-broadcastnetworkfirst becomesoperational.This is anattemptto find theDesignatedRouterfor thenetwork.If
therouteritself is electedDesignatedRouter, it beginssendinghellosto all otherroutersattachedto thenetwork.

After a neighborhasbeendiscovered,bidirectionalcommunicationensured,and (if on a multi-accessnetwork)a
DesignatedRouterelected,a decisionis maderegardingwhetheror not an adjacencyshouldbe formedwith the
neighbor(seeSection10.4). An attemptis alwaysmadeto establishadjacenciesover point-to-pointnetworksand
virtual links. Thefirst stepin bringingupanadjacencyis to synchronizetheneighbors’topologicaldatabases.This is
coveredin thenextsection.
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Figure 9: Router RT10’s Data Structures
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Virtual links configured Thevirtual links configuredwith this routerasoneendpoint.Therouteritself mustbean
areaborderrouter. Virtual links areidentifiedby theRouterID of theotherendpoint– which is anotherarea
borderrouter. Thesetwo endpointroutersmustbeattachedto a commonarea,calledthe virtual link’ s transit
area. Virtual links arepart of the backbone,andbehaveasif they wereunnumberedpoint-to-pointnetworks
betweenthetwo routers.A virtual link usestheintra-arearoutingof its transitareato forwardpackets.Virtual
links arebroughtupanddownthroughthebuilding of theshortest-pathtreesfor thetransitarea.

List of external routes Theseareroutesto destinationsexternalto theAutonomousSystem,thathavebeengained
eitherthroughdirectexperiencewith anotherroutingprotocol(suchasEGP),or throughconfigurationinforma-
tion,or throughacombinationof thetwo (e.g.,dynamicexternalinfo. to beadvertisedby OSPFwith configured
metric). Any routerhavingtheseexternalroutesis calledanAS boundaryrouter. Theseroutesareadvertised
by therouterto theentireAS throughAS externallink advertisements.

List of AS external link advertisements Partof thetopologicaldatabase.Thesehavehaveoriginatedfrom theAS
boundaryrouters.Theycompriseroutesto destinationsexternalto theAutonomousSystem.Note that, if the
routeris itself anAS boundaryrouter, someof theseAS externallink advertisementshavebeenselforiginated.

The routing table Derivedfrom the topologicaldatabase.Eachdestinationthat the routercanforward to is repre-
sentedby a costanda setof paths. A pathis describedby its type andnext hop. For moreinformation,see
Section11.

Figure9 showsthecollectionof datastructurespresentin a typical router. Therouterpicturedis RT10,from themap
in Figure6. NotethatrouterRT10hasa virtual link configuredto routerRT11, with Area2 asthelink’s transitarea.
This is indicatedby thedashedin Figure9. Whenthevirtual link becomesactive,throughthebuildingof theshortest
pathtreefor Area2, it becomesaninterfaceto thebackbone(seethetwo backboneinterfacesdepictedin Figure9).

6 The Ar eaData Structur e

Theareadatastructurecontainsall theinformationusedto run thebasicroutingalgorithm.Rememberthateacharea
maintainsits owntopologicaldatabase.Routerinterfacesandadjacenciesbelongto asinglearea.

Thebackbonehasall thepropertiesof anarea.For that reasonit is alsorepresentedby anareadatastructure.Note
thatsomeitemsin thestructureapplydifferentlyto thebackbonethanto areas.

Theareatopological(or link state)databaseconsistsof thecollectionof routerlinks,networklinks andsummarylinks
advertisementsthathaveoriginatedfrom thearea’srouters.This informationis floodedthroughoutasingleareaonly.
Thelist of AS externaladvertisementsis alsoconsideredto bepartof eacharea’stopologicaldatabase.

Ar eaID A 32 bit numberidentifying thearea.0 is reservedfor theareaID of thebackbone.If assigningsubnetted
networksasseparateareas,theIP networknumbercouldbeusedastheAreaID.

List of componentaddressranges The addressrangesthat definethe area. Eachaddressrangeis specifiedby an
[address,mask]pair. Eachnetworkis thenassignedto anareadependingon theaddressrangethat it falls into
(specifiedaddressrangesarenot allowedto overlap). As an example,if an IP subnettednetworkis to be its
ownseparateOSPFarea,theareais definedto consistof asingleaddressrange- anIP networknumberwith its
natural(classA, B or C) mask.

Associatedrouter interfaces This router’s interfacesconnectingto thearea.A routerinterfacebelongsto oneand
only onearea(or the backbone).For the backbonestructurethis list includesall the virtual adjacencies.A
virtual adjacencyis identifiedby therouterID of its otherendpoint;its costis thecostof the intra-arearoute
thatexistsbetweenthetwo routers.
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4.4 Basicimplementation requirements

An implementationof OSPFrequiresthefollowing piecesof systemsupport:

Timers Two differentkind of timersarerequired. The first kind, calledsingleshot timers,fire onceandcausea
protocoleventto beprocessed.Thesecondkind, calledintervaltimers,fire at continuousintervals.Theseare
usedfor thesendingof packetsat regularintervals. A goodexampleof this is theregularbroadcastof Hello
packets(on broadcastnetworks).Thegranularityof bothkindsof timersis onesecond.

IP multicast CertainOSPFpacketsuseIP multicast.Supportfor receivingandsendingIP multicasts,alongwith the
appropriatelower-level protocolsupport,is required. TheseIP multicastpacketsnevertravel morethanone
hop. For informationon IP multicast,see[RFC 1112].

Lower-levelprotocolsupport Thelowerlevelprotocolsreferredtoherearethenetworkaccessprotocols,suchasthe
Ethernetdatalink layer. Indicationsmustbepassedfrom from theseprotocolsto OSPFasthenetworkinterface
goesup anddown. For example,on an ethernetit would be valuableto know whenthe ethernettransceiver
cablebecomesunplugged.

Non-broadcastlower-levelprotocolsupport Rememberthat non-broadcastnetworksare multi-accessnetworks
suchasa X.25 PDN.On thesenetworks,theHello Protocolmustbeaidedby providinganindicationto OSPF
whenanattemptis madeto sendapacketto adeador non-existentrouter. Forexample,onaPDNadeadrouter
maybeindicatedby thereceptionof aX.25 clearwith anappropriatecauseanddiagnostic,andthis information
wouldbepassedto OSPF.

List manipulation primitives Much of theOSPFfunctionality is describedin termsof its operationon lists of link
stateadvertisements.For example,the advertisementsthat will be retransmittedto an adjacentrouteruntil
acknowledgedaredescribedasa list. Any particularadvertisementmay be on manysuchlists. An OSPF
implementationneedsto be ableto manipulatetheselists, addinganddeletingconstituentadvertisementsas
necessary.

Taskingsupport Certainproceduresdescribedin this specificationinvoke otherprocedures.At times,theseother
proceduresshouldbeexecutedin-line, that is, beforethecurrentprocedureis finished.This is indicatedin the
text by instructionsto executea procedure.At othertimes,theotherproceduresareto beexecutedonly when
thecurrentprocedurehasfinished.This is indicatedby instructionsto schedulea task.

5 ProtocolData Structur es

TheOSPFprotocolis describedin thisspecificationin termsof its operationon variousprotocoldatastructures.The
following list comprisesthetop-levelOSPFdatastructures.Any initialization thatneedsto bedoneis noted.Areas,
OSPFinterfacesandneighborsalsohaveassociateddatastructuresthataredescribedlaterin thisspecification.

Router ID a32-bitnumberthatuniquelyidentifiesthisrouterin theAS.Onepossibleimplementationstrategywould
beto usethesmallestIP interfaceaddressbelongingto therouter.

Pointers to areastructur es Eachoneof theareasto which therouteris connectedhasits own datastructure.This
datastructuredescribestheworking of thebasicalgorithm. Rememberthateacharearunsa separatecopyof
thebasicalgorithm.

Pointer to the backbonestructur e Thebasicalgorithmoperatesonthebackboneasif it wereanarea.Forthisreason
thebackboneis representedasanareastructure.
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4.3 Routing protocolpackets

The OSPFprotocol runs directly over IP, using IP protocol 89. OSPFdoesnot provide any explicit fragmenta-
tion/reassemblysupport. When fragmentationis necessary, IP fragmentation/reassemblyis used. OSPFprotocol
packetshavebeendesignedsothatlargeprotocolpacketscangenerallybesplit into severalsmallerprotocolpackets.
Thispracticeis recommended;IP fragmentationshouldbeavoidedwheneverpossible.

Routingprotocolpacketsshouldalwaysbesentwith theIPTOSfieldsetto0. If atall possible,routingprotocolpackets
shouldbegivenpreferenceoverregularIP datatraffic, bothwhenbeingsentandreceived.As anaidto accomplishing
this, OSPFprotocolpacketsshouldhavetheir IP precedencefield set to the valueInternetworkControl (see[RFC
791]).

All OSPFprotocolpacketssharea commonprotocolheaderthat is describedin AppendixA. OSPFdefinesthe fol-
lowing packettypes.Their formatsarealsodescribedin AppendixA.

Type Packetname Protocolfunction
1 Hello Discover/maintainneighbors
2 DatabaseDescription Summarizedatabasecontents
3 Link StateRequest Databasedownload
4 Link StateUpdate Databaseupdate
5 Link StateAck Floodingacknowledgment

OSPF’s Hello protocolusesHello packetsto discoverandmaintainneighborrelationships.The DatabaseDescrip-
tion andLink StateRequestpacketsareusedin the forming of adjacencies.OSPF’s reliableupdatemechanismis
implementedby theLink StateUpdateandLink StateAcknowledgmentpackets.

EachLink StateUpdatepacketcarriesa setof new link stateadvertisementsonehopfurther awayfrom their point
of origination. A singleLink StateUpdatepacketmaycontainthe link stateadvertisementsof severalrouters.Each
advertisementis taggedwith the ID of the originatingrouteranda checksumof its link statecontents.A link state
advertisementcanbeoneof four types,dividing thetopologicaldatabaseinto four parts:

Router links advertisement Originatedby all routers. This advertisementdescribesthe collectedstatesof the
router’s interfacesto anarea.Floodedthroughouta singleareaonly.

Network links advertisement Originatedby broadcastnetworks.Thisadvertisementcontainsthelist of routerscon-
nectedto thenetwork.Floodedthroughoutasingleareaonly.

Summary link advertisement Originatedby areaborderrouters,andfloodedthroughouttheirassociatedareas.De-
scribesa routeto a destinationoutsidethearea,yetstill insidetheAS (i.e.,aninter-arearoute).

AS external link advertisement OriginatedbyASboundaryrouters,andfloodedthroughouttheAS.Containsaroute
to a destinationin anotherAutonomousSystem.

As mentionedabove,OSPFroutingpackets(with theexceptionof Hellos)aresentonly overadjacencies.Note that
this meansthatall protocolpacketstravela singleIP hop,exceptthosethataresentovervirtual adjacencies.TheIP
sourceaddressof anOSPFprotocolpacketis oneendof a routeradjacency, andthe IP destinationaddressis either
theotherendof theadjacencyor anIP multicastaddress.
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4 Functional Summary

A separatecopy of the basicrouting algorithmruns in eacharea. Routershaving interfacesto multiple areasrun
multiplecopiesof thebasicalgorithm.A brief summaryof thebasicalgorithmfollows.

Whenarouterstarts,it first initializestheroutingprotocoldatastructures.Therouterthenwaitsfor indicationsfrom
thelower-levelprotocolsthat its interfacesarefunctional.

A routerthenusestheHello Protocolto acquireneighbors.The routersendsHello packetsto its neighbors,andin
turn receivestheir Hello packets.On broadcastnetworks,therouterdynamicallydetectsits neighboringroutersby
sendingits Hello packetsto themulticastaddressAllSPFRouters.On multi-accessnetworks,theHello Protocolalso
electsa Designatedrouterfor thenetwork.

The routerwill attemptto form adjacencieswith someof its newly acquiredneighbors.Topologicaldatabasesare
synchronizedbetweenpairsof adjacentrouters.On multi-accessnetworks,theDesignatedRouterdetermineswhich
routersshouldbecomeadjacent.

Adjacenciescontrol thedistributionof routingprotocolpackets.Routingprotocolpacketsmaybesentandreceived
only on adjacencies.In particular, distributionof topologicaldatabaseupdatesproceedsalongadjacencies.

A routerperiodicallyadvertisesits state,which is alsocalledlink state.Link stateis alsoadvertisedwhena router’s
statechanges.A router’s adjacenciesarereflectedin thecontentsof its link stateadvertisements.This relationship
betweenadjacenciesandlink stateallowstheprotocolto detectdeadroutersin a timely fashion.

Link stateadvertisementsarefloodedthroughoutthearea.Thefloodingalgorithmis reliable,ensuringthatall routersin
anareahaveexactlythesametopologicaldatabase.Thisdatabaseconsistsof thecollectionof link stateadvertisements
receivedfrom eachrouterbelongingto thearea.Fromthis databaseeachroutercalculatesa shortest-pathtree,with
itself asroot. Thisshortest-pathtreein turn yieldsa routingtablefor theprotocol.

4.1 Inter -arearouting

Theprevioussectiondescribedtheoperationof theprotocolwithin asinglearea.For intra-arearouting,nootherrout-
ing informationis pertinent.In ordertobeableto routetodestinationsoutsideof thearea,theareaborderroutersinject
additionalroutinginformationinto thearea.Thisadditionalinformationis adistillationof therestof theAutonomous
System’stopology.

Thisdistillation is accomplishedasfollows: Eachareaborderrouteris by definitionconnectedto thebackbone.Each
areaborderroutersummarizesthe topologyof its attachedareasfor transmissionon the backbone,andhenceto all
otherareaborderrouters.A areaborderrouterthenhascompletetopologicalinformationconcerningthebackbone,
andtheareasummariesfrom eachof theotherareaborderrouters.Fromthis information,theroutercalculatespaths
to all destinationsnotcontainedin its attachedareas.Therouterthenadvertisesthesepathsto its attachedareas.This
enablesthearea’s internalroutersto pick thebestexit routerwhenforwardingtraffic to destinationsin otherareas.

4.2 AS external routes

Routersthat haveinformationregardingotherAutonomousSystemscanflood this informationthroughoutthe AS.
Theseroutesaredistributedverbatimto everyparticipatingrouter.

To utilize this information, the pathto all routersadvertisingsuchexternallyderivedinformationmustbe known
throughoutthe AS. For that reason,the locationsof theseAS boundaryroutersaresummarizedby the areaborder
routers.
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In theprevioussection,anareawasdescribedasa list of addressranges.Any particularaddressrangemuststill be
completelycontainedin a singlecomponentof theareapartition. This hasto do with theway theareacontentsare
summarizedto thebackbone.Also, thebackboneitself mustnotpartition. If it does,partsof theAutonomousSystem
will becomeunreachable.

Anotherwayto thinkaboutareapartitionsis to lookattheAutonomousSystemgraphthatwasintroducedin Section2.
AreaIDs canbeviewedascolorsfor thegraph’sedges.1 Eachedgeof thegraphconnectsto a network,or is itself a
point-to-pointnetwork.In eithercase,theedgeis coloredwith thenetwork’sAreaID.

A groupof edges,all havingthesamecolor, andinterconnectedby vertices,representsanarea.If thetopologyof the
AutonomousSystemis intact,thegraphwill haveseveralregionsof color, eachcolorbeingadistinctAreaID.

WhentheAS topologychanges,oneof theareasmaybecomepartitioned.Thegraphof theASwill thenhavemultiple
regionsof thesamecolor (AreaID). Theroutingin theAutonomousSystemwill continueto functionaslongasthese
regionsof samecolor areconnectedby thesinglebackboneregion.

1Thegraph’sverticesrepresenteitherrouters,transitnetworks,or stubnetworks.Sinceroutersmaybelongto multipleareas,it is not possible
to color thegraph’svertices.
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A failure of the line betweenroutersRT6 andRT10 will causethe backboneto becomedisconnected.Configuring
anothervirtual link betweenroutersRT7 andRT10will give thebackbonemoreconnectivityandmoreresistanceto
suchfailures. Also, a virtual link betweenRT7 andRT10 would allow a muchshorterpathbetweenthe third area
(containingN9) andtherouterRT7,which is advertisinga goodrouteto externalnetworkN12.

3.5 IP subnetting support

OSPFattachesan IP addressmaskto eachadvertisedroute. The maskindicatesthe rangeof addressesbeingde-
scribedby theparticularroute. For example,a summaryadvertisementfor the destination128.185.0.0with a mask
of 0xffff0000 actuallyis describingasinglerouteto thecollectionof destinations128.185.0.0- 128.185.255.255.
Similarly, hostroutesarealwaysadvertisedwith a maskof 0xffffffff, indicatingthe presenceof only a single
destination.

Including themaskwith eachadvertiseddestinationenablesthe implementationof what is commonlyreferredto as
variable-lengthsubnetmasks.ThismeansthatasingleIPclassA, B, orCnetworknumbercanbebrokenupintomany
subnetsof varioussizes.Forexample,thenetwork128.185.0.0couldbebrokenup into 64variable-sizedsubnets:16
subnetsof size4K, 16 subnetsof size256,and32subnetsof size8. Thefollowing tableshowssomeof theresulting
networkaddressestogetherwith theirmasks:

Networkaddress IP addressmask Subnetsize
128.185.16.0 0xfffff000 4K
128.185.1.0 0xffffff00 256
128.185.0.8 0xfffffff8 8

Therearemanypossiblewaysof dividing up a classA, B, andC networkinto variablesizedsubnets.The precise
procedurefor doingsois beyondthescopeof this specification.Thespecificationhoweverestablishesthefollowing
guideline:WhenanIP packetis forwarded,it isalwaysforwardedto thenetworkthatis thebestmatchfor thepacket’s
destination.Herebestmatchis synonymouswith thelongestor mostspecificmatch.For example,thedefaultroute
with destinationof 0.0.0.0andmask0x00000000 is alwaysa matchfor every IP destination. Yet it is always
lessspecificthanany othermatch. Subnetmasksmustbe assignedso that the bestmatchfor any IP destinationis
unambiguous.

The OSPFareaconceptis modelledafter an IP subnettednetwork. OSPFareashavebeenlooselydefinedto be a
collectionof networks.In actuality, anOSPFareais specifiedto bea list of addressranges(seeSectionC.2 for more
details).Eachaddressrangeis definedasan[address,mask]pair. Many separatenetworksmaythenbecontainedin
a singleaddressrange,just asa subnettednetworkis composedof manyseparatesubnets.Areaborderroutersthen
summarizetheareacontents(for distributionto thebackbone)by advertisinga singleroutefor eachaddressrange.
Thecostof therouteis theminimumcostto anyof thenetworksfalling in thespecifiedrange.

Forexample,anIP subnettednetworkcanbeconfiguredasasingleOSPFarea.In thatcase,theareawouldbedefined
asa singleaddressrange: a classA, B, or C networknumberalongwith its naturalIP mask. Insidethe area,any
numberof variablesizedsubnetscouldbedefined.Externalto thearea,asingleroutefor theentiresubnettednetwork
would bedistributed,hiding eventhefact that thenetworkis subnettedat all. Thecostof this routeis theminimum
of thesetof coststo thecomponentsubnets.

3.6 Partitions of areas

OSPFdoesnotactivelyattemptto repairareapartitions.Whenanareabecomespartitioned,eachcomponentsimply
becomesa separatearea.Thebackbonethenperformsroutingbetweenthenewareas.Somedestinationsreachable
via intra-arearoutingbeforethepartitionwill nowrequireinter-arearouting.
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Areaborder dist from dist from
router RT3 RT4
to RT3 * 21
to RT4 22 *
to RT7 20 14
to RT10 15 22
to RT11 18 25

to Ia 20 27
to Ib 15 22

to RT5 14 8
to RT7 20 14

Table4: Backbonedistancescalculatedby routersRT3 andRT4.

Destination RT3adv. RT4adv.
Ia,Ib 15 22
N6 16 15
N7 20 19
N8 18 18

N9-N11,H1 19 26

RT5 14 8
RT7 20 14

Table5: Destinationsadvertisedinto Area1 by routersRT3 andRT4.
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In Figure6, routersRT1,RT2,RT5,RT6,RT8,RT9 andRT12areinternalrouters.RoutersRT3,RT4,RT7,RT10and
RT11 areareaborderrouters.Finally asbefore,routersRT5 andRT7 areAS boundaryrouters.

Figure7 showstheresultingtopologicaldatabasefor theArea1. Thefigurecompletelydescribesthatarea’sintra-area
routing. It alsoshowsthecompleteview of theinternetfor thetwo internalroutersRT1 andRT2. It is thejob of the
areaborderrouters,RT3 andRT4, to advertiseinto Area1 thedistancesto all destinationsexternalto thearea.These
areindicatedin Figure7 by the dashedstubroutes. Also, RT3 andRT4 mustadvertiseinto Area 1 the locationof
theAS boundaryroutersRT5 andRT7. Finally, externaladvertisementsfrom RT5 andRT7 arefloodedthroughout
theentireAS, andin particularthroughoutArea1. Theseadvertisementsareincludedin Area1’sdatabase,andyield
routesto networksN12-N15.

RoutersRT3 andRT4 mustalsosummarizeArea1’s topologyfor distributionto thebackbone.Their backbonead-
vertisementsareshownin Table3. Thesesummariesshowwhich networksarecontainedin Area1 (i.e., networks
N1-N4),andthedistanceto thesenetworksfrom theroutersRT3 andRT4 respectively.

Network RT3adv. RT4adv.
N1 4 4
N2 4 4
N3 1 1
N4 2 3

Table3: Networksadvertisedto thebackboneby routersRT3 andRT4.

Thetopologicaldatabasefor thebackboneis shownin Figure8. Thesetof routerspicturedarethebackbonerouters.
RouterRT11 is abackbonerouterbecauseit belongsto two areas.In orderto makethebackboneconnected,avirtual
link hasbeenconfiguredbetweenroutersR10andR11.

Again, routersRT3, RT4, RT7, RT10 andRT11 areareaborderrouters. As routersRT3 andRT4 did above,they
havecondensedtheroutinginformationof theirattachedareasfor distributionvia thebackbone;thesearethedashed
stubsthatappearin Figure8. RoutersRT5andRT7areAS boundaryrouters;theirexternallyderivedinformationalso
appearson thegraphin Figure8 asstubs.

Thebackboneenablestheexchangeof summaryinformationbetweenareaborderrouters.Everyareaborderrouter
hearsthe areasummariesfrom all otherareaborderrouters. It thenforms a pictureof the distanceto all networks
outsideof its areaby examiningthecollectedadvertisements,andaddingin thebackbonedistanceto eachadvertising
router.

Again usingroutersRT3 andRT4 asanexample,theproceduregoesasfollows: Theyfirst calculatetheSPFtreefor
thebackbone.This givesthedistancesto all otherareaborderrouters.Also notedarethedistancesto networksand
AS boundaryroutersthatbelongto thebackbone.Thesecalculationareshownin Table4.

Next, by looking at the areasummariesfrom theseareaborderrouters,RT3 andRT4 can determinethe distance
to all networksoutsidetheir area. Thesedistancesarethenadvertisedinternally to the areaby RT3 andRT4. The
advertisementsthatrouterRT3 andRT4 will makeinto Area1 areshownin Table5.

Thisinformationenablesaninternalrouterin Area1,suchasRT1, tochooseanareaborderrouterintelligently. Router
RT1 would useRT4 for traffic to networkN6, RT3 for traffic to networkN10,andwould loadsharebetweenthetwo
for traffic to networkN8.

Onemoreiterationof thesamelogic enablesrouterRT1 to decidebetweenroutingtowardsRT5 or RT7 whensending
to a destinationin anotherAutonomousSystem(oneof thenetworksN12-N15).
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Figure 6: A sample OSPF area configuration
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3.2 Inter -arearouting

Whenroutinga packetbetweentwo areasthebackboneis used.Thepaththatthepacketwill travelcanbebrokenup
into threecontiguouspieces:anintra-areapathfrom thesourceto anareaborderrouter, abackbonepathbetweenthe
sourceanddestinationareas,andthenanotherintra-areapathto thedestination.Thealgorithmfindsthesetof such
pathsthathavethesmallestcost.

Looking at this anotherway, inter-arearouting canbe picturedasforcing a starconfigurationon the Autonomous
System,with thebackboneashubandandeachof theareasasspokes.

Thetopologyof thebackbonedictatesthebackbonepathsusedbetweenareas.Thetopologyof thebackbonecanbe
enhancedby addingvirtual links. Thisgivesthesystemadministratorsomecontrolovertheroutestakenby inter-area
traffic.

The correctareaborderrouter to useasthe packetexits the sourceareais chosenin exactlythe sameway routers
advertisingexternalroutesarechosen. Eachareaborderrouter in an areasummarizesfor the areaits cost to all
networksexternalto thearea.After theSPFtreeis calculatedfor thearea,routesto all othernetworksarecalculated
by examiningthesummariesof theareaborderrouters.

3.3 Classificationof routers

Beforetheintroductionof areas,theonly OSPFroutershavinga specializedfunctionwerethoseadvertisingexternal
routing information,suchasrouterRT5 in Figure2. Whenthe AS is split into OSPFareas,the routersarefurther
dividedaccordingto functioninto thefollowing four overlappingcategories:

Internal routers A routerwith all directly connectednetworksbelongingto thesamearea.Routerswith only back-
boneinterfacesalsobelongto thiscategory. Theseroutersrun asinglecopyof thebasicroutingalgorithm.

Ar eaborder routers Any routerthat is not an internalrouter. Borderroutersrun multiple copiesof thebasicalgo-
rithm,onecopyfor eachattachedareaandanadditionalcopyfor thebackbone.Areaborderrouterscondensethe
topologicalinformationof theirattachedareasfor distributionto thebackbone.Thebackbonein turndistributes
theinformationto theotherareas.

Backbonerouters A routerthathasaninterfaceto thebackbone.This includesall routersthatinterfaceto morethan
onearea(i.e., areaborderrouters).However, backboneroutersdo not haveto beareaborderrouters.Routers
with all interfacesconnectedto thebackboneareconsideredto beinternalrouters.

AS boundary routers A routerthatexchangesroutinginformationwith routersbelongingto otherAutonomousSys-
tems.SucharouterhasAS externalroutesthatareadvertisedthroughouttheAutonomousSystem.Thepathto
eachAS boundaryrouteris knownby everyrouterin theAS. This classificationis completelyindependentof
thepreviousclassifications:AS boundaryroutersmay be internalor areaborderrouters,andmayor maynot
participatein thebackbone.

3.4 A sampleareaconfiguration

Figure6 showsa sampleareaconfiguration. The first areaconsistsof networksN1-N4, alongwith their attached
routersRT1-RT4. The secondareaconsistsof networksN6-N8, alongwith their attachedroutersRT7, RT8, RT10,
RT11. Thethird areaconsistsof networksN9-N11 andhostH1, alongwith their attachedroutersRT9, RT11, RT12.
Thethird areahasbeenconfiguredsothatnetworksN9-N11 andhostH1 will all begroupedinto asingleroute,when
advertisedexternalto thearea(seeSection3.5for moredetails).
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2.3 Equal-costmultipath

Theabovediscussionhasbeensimplifiedby consideringonly a singlerouteto anydestination.In reality, if multiple
equal-costroutesto a destinationexist, theyareall discoveredandused.This requiresno conceptualchangesto the
algorithm,andits discussionis postponeduntil weconsiderthetree-buildingprocessin moredetail.

With equalcostmultipath,a routerpotentiallyhasseveralavailablenexthopstowardsanygivendestination.

3 Splitting the AS into Ar eas

OSPFallowscollectionsof contiguousnetworksandhoststo begroupedtogether. Sucha group,togetherwith the
routershavinginterfacesto anyoneof theincludednetworks,is calledanarea.Eacharearunsaseparatecopyof the
basicSPFroutingalgorithm.This meansthateachareahasits owntopologicaldatabaseandcorrespondinggraph,as
explainedin theprevioussection.

The topologyof anareais invisible from the outsideof thearea.Conversely, routersinternalto a givenareaknow
nothingof the detailedtopologyexternalto the area. This isolationof knowledgeenablesthe protocol to effect a
markedreductionin routingtraffic ascomparedto treatingtheentireAutonomousSystemasasingleSPFdomain.

With theintroductionof areas,it is no longertruethatall routersin theAS haveanidenticaltopologicaldatabase.A
routeractuallyhasaseparatetopologicaldatabasefor eachareait is connectedto. (Routersconnectedtomultipleareas
arecalledareaborderrouters).Two routersbelongingto thesameareahave,for thatarea,identicalareatopological
databases.

Routingin the AutonomousSystemtakesplaceon two levels,dependingon whetherthe sourceanddestinationof
a packetresidein the samearea(intra-arearouting is used)or differentareas(inter-arearouting is used). In intra-
arearouting,thepacketis routedsolelyoninformationobtainedwithin thearea;noroutinginformationobtainedfrom
outsidetheareacanbeused.Thisprotectsintra-arearoutingfromtheinjectionof badroutinginformation.Wediscuss
inter-arearoutingin Section3.2.

3.1 The backboneof the AutonomousSystem

Thebackboneconsistsof thosenetworksnotcontainedin anyarea,theirattachedrouters,andthoseroutersthatbelong
to multiple areas.Thebackbonemustbecontiguous.

It is possibleto defineareasin suchaway thatthebackboneis no longercontiguous.In thiscasethesystemadminis-
tratormustrestorebackboneconnectivityby configuringvirtual links.

Virtual links canbeconfiguredbetweenanytwo backboneroutersthathaveaninterfaceto a commonnon-backbone
area. Virtual links belongto the backbone.The protocoltreatstwo routersjoined by a virtual link asif they were
connectedby anunnumberedpoint-to-pointnetwork. On thegraphof thebackbone,two suchroutersarejoinedby
arcswhosecostsaretheintra-areadistancesbetweenthetwo routers.Theroutingprotocoltraffic thatflowsalongthe
virtual link usesintra-arearoutingonly.

Thebackboneis responsiblefor distributingroutinginformationbetweenareas.

Thebackboneitself hasall of thepropertiesof anarea.Thetopologyof thebackboneis invisible to eachof theareas,
while thebackboneitself knowsnothingof thetopologyof theareas.Beforetheadditionof virtual links, thebackbone
haspotentiallyseveralcomponents.Routingwithin anyoneof thesecomponentscannotbeinfluencedby information
gainedfrom anyof theareas.Routingalongvirtual links is of coursedictatedby thetopologyof theassociatedareas.
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Destination NextHop Distance
N1 RT3 10
N2 RT3 10
N3 RT3 7
N4 RT3 8
Ib * 7
Ia RT10 12
N6 RT10 8
N7 RT10 12
N8 RT10 10
N9 RT10 11
N10 RT10 13
N11 RT10 14
H1 RT10 21

RT5 RT5 6
RT7 RT10 8

Table1: Theportionof router’sRT6 routingtablelisting localdestinations.

routeradvertisingtheshortestrouteis discovered,andthenexthopto theadvertisingrouterbecomesthenexthopto
thedestination.

BothRouterRT5andRT7 areadvertisinganexternalrouteto destinationnetworkN12. RouterRT7 is preferredsince
it isadvertisingN12atadistanceof 10(8+2)to RouterRT6,whichis betterthanrouterRT5’s14(6+8). Table2 shows
theentriesthatareaddedto theroutingtablewhenexternalroutesareexamined:

Destination NextHop Distance
N12 RT10 10
N13 RT5 14
N14 RT5 14
N15 RT10 17

Table2: Theportionof routerRT6’sroutingtablelisting externaldestinations.

Processingof Type2 externalmetricsis simpler. The AS boundaryrouteradvertisingthe shortestexternalrouteis
chosen,regardlessof the internaldistanceto the AS boundaryrouter. Supposein our examplebothrouterRT5 and
routerRT7 wereadvertisingType2 externalroutes.Thenall traffic destinedfor networkN12 would beforwardedto
routerRT7, since2 � 8. Whenseveralequal-costType2 routesexist,theinternaldistanceto theadvertisingrouters
is usedto breakthetie.

Both Type1 andType2 externalmetricscanbepresentin the AS at thesametime. In that event,Type1 external
metricsalwaystakeprecedence.
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Figure 5: The SPF tree for router RT6
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onejoining routersRT6 andRT10. RoutersRT5 andRT7 haveEGPconnectionsto otherAutonomousSystems.A
setof EGP-learnedrouteshavebeendisplayedfor bothof theserouters.

A costis associatedwith theoutputsideof eachrouterinterface.Thiscostis configurableby thesystemadministrator.
The lower thecost,themorelikely the interfaceis to beusedto forwarddatatraffic. Costsarealsoassociatedwith
theexternallyderivedroutingdata(e.g.,theEGP-learnedroutes).

Thedirectedgraphresultingfrom themapin Figure2 is depictedin Figure3. Arcs arelabelledwith thecostof the
correspondingrouteroutput interface. Arcs havingno labelledcosthavea costof 0. Note that arcsleadingfrom
networksto routersalwayshavecost0; theyaresignificantnonetheless.Notealsothattheexternallyderivedrouting
dataappearson thegraphasstubs.

Thetopologicaldatabase(or whathasbeenreferredto aboveasthedirectedgraph)is piecedtogetherfrom link state
advertisementsgeneratedby therouters.Theneighborhoodof eachtransitvertexis representedin a single,separate
link stateadvertisement.Figure4 showsgraphicallythelink staterepresentationof the two kindsof transitvertices:
routersandmulti-accessnetworks.RouterRT12hasaninterfaceto two broadcastnetworksandaSLIP line to ahost.
NetworkN6 is a broadcastnetworkwith threeattachedrouters.Thecostof all links from networkN6 to its attached
routersis 0. Notethatthelink stateadvertisementfor networkN6 is actuallygeneratedby oneof theattachedrouters:
therouterthathasbeenelectedDesignatedRouterfor thenetwork.

2.1 The shortest-pathtr ee

Whenno OSPFareasareconfigured,eachrouterin the AutonomousSystemhasan identicaltopologicaldatabase,
leadingto an identicalgraphicalrepresentation.A routergeneratesits routing tablefrom this graphby calculatinga
treeof shortestpathswith therouteritself asroot. Obviously, theshortest-pathtreedependson therouterdoing the
calculation.Theshortest-pathtreefor routerRT6 in our exampleis depictedin Figure5.

Thetreegivestheentireroutetoanydestinationnetworkor host.However, only thenexthopto thedestinationis used
in the forwardingprocess.Notealsothat thebestrouteto anyrouterhasalsobeencalculated.For theprocessingof
externaldata,wenotethenexthopanddistanceto anyrouteradvertisingexternalroutes.Theresultingroutingtable
for routerRT6 is picturedin Table1. Notethatthereis aseparateroutefor eachendof anumberedserialline (in this
case,theserialline betweenroutersRT6 andRT10).

Routesto networksbelongingto otherAS’es(suchasN12) appearasdashedlineson theshortestpathtreein Figure
5. Useof thisexternallyderivedroutinginformationis consideredin thenextsection.

2.2 Useof external routing information

After thetreeis createdtheexternalroutinginformationis examined.Thisexternalroutinginformationmayoriginate
from anotherroutingprotocolsuchasEGP, or bestaticallyconfigured(staticroutes).Defaultroutesarealsoa form
of externalroutinginformation.

ExternalroutinginformationisfloodedunalteredthroughouttheAS.In ourexample,all theroutersin theAutonomous
Systemknow thatrouterRT7 hastwo externalroutes,with metrics2 and9.

OSPFsupportstwo typesof externalmetrics.Type1 externalmetricsareequivalentto thelink statemetric. Type2
externalmetricsaregreaterthanthecostof anypathinternalto theAS. Useof Type2 externalmetricsassumesthat
routingbetweenAS’esis themajorcostof routinga packet,andeliminatestheneedfor conversionof externalcosts
to internallink statemetrics.

Hereis anexampleof Type1 externalmetricprocessing.SupposethattheroutersRT7 andRT5 in our exampleare
advertisingType1 externalmetrics. For eachexternalroute,thedistanceto RouterRT6 is calculatedasthe sumof
theexternalroute’s costandthedistanceof theadvertisingrouterto RouterRT6. For everyexternaldestination,the
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Figure 2: A sample Autonomous System
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Theverticesof thegraphcanbefurthertypedaccordingto function.Only someof thesetypescarrytransitdatatraffic;
that is, traffic thatis neitherlocally originatednor locally destined.Verticesthatcancarrytransittraffic areindicated
on thegraphby havingbothincomingandoutgoingedges.

Vertextype Vertexname Transit?
1 Router yes
2 Network yes
3 Stubnetwork no

OSPFsupportsthefollowing typesof physicalnetworks:

Point-to-point networks A networkthat joins a singlepair of routers.A 56Kb serialline is anexampleof a point-
to-pointnetwork.

Broadcastnetworks Networkssupportingmany(morethantwo) attachedrouters,togetherwith the capability to
addressasinglephysicalmessageto all of theattachedrouters(broadcast).Neighboringroutersarediscovered
dynamicallyon thesenetsusingtheHello Protocol.TheHello Protocolitself takesadvantageof thebroadcast
capability. Theprotocolmakesfurtheruseof multicastcapabilities,if theyexist. An ethernetis anexampleof
abroadcastnetwork.

Non-broadcastnetworks Networkssupportingmany(morethantwo) attachedrouters,but havingno broadcastca-
pability. NeighboringroutersarediscoveredonthesenetsusingtheHello Protocol.However, dueto thelackof
broadcastcapability, someconfigurationinformationis necessaryfor thecorrectoperationof theHello Proto-
col. On thesenetworks,OSPFprotocolpacketsthatarenormallymulticastneedto besentto eachneighboring
router, in turn. An X.25 PublicDataNetwork(PDN) is anexampleof anon-broadcastnetwork.

Theneighborhoodof eachnetworknodein thegraphdependson whetherthenetworkhasmulti-accesscapabilities
(eitherbroadcastor non-broadcast)and,if so, the numberof routershavingan interfaceto the network. The three
casesare depictedin Figure1. Rectanglesindicaterouters. Circlesand oblongsindicatemulti-accessnetworks.
Routernamesareprefixedwith the lettersRT andnetworknameswith N. Routerinterfacenamesareprefixedby I.
Linesbetweenroutersindicatepoint-to-pointnetworks.Theleft sideof thefigureshowsanetworkwith its connected
routers,with theresultinggraphshownon theright.

Two routersjoinedby a point-to-pointnetworkarerepresentedin thedirectedgraphasbeingdirectlyconnectedby a
pairof edges,onein eachdirection.Interfacesto physicalpoint-to-pointnetworksneednotbeassignedIP addresses.
Sucha point-to-pointnetworkis calledunnumbered.Thegraphicalrepresentationof point-to-pointnetworksis de-
signedsothatunnumberednetworkscanbesupportednaturally. Wheninterfaceaddressesexist,theyaremodelledas
stubroutes.Notethateachrouterwouldthenhaveastubconnectionto theotherrouter’sinterfaceaddress(seeFigure
1).

Whenmultiple routersareattachedto a multi-accessnetwork, the directedgraphshowsall routersbidirectionally
connectedto thenetworkvertex(again,seeFigure1). If only asinglerouteris attachedto amulti-accessnetwork,the
networkwill appearin thedirectedgraphasa stubconnection.

Eachnetwork(stubor transit)in thegraphhasanIP addressandassociatednetworkmask. Themaskindicatesthe
numberof nodeson thenetwork.Hostsattacheddirectly to routers(referredto ashostroutes)appearon thegraphas
stubnetworks.Thenetworkmaskfor a hostrouteis always0xffffffff, which indicatesthepresenceof a single
node.

Figure2 showsa samplemapof an AutonomousSystem.The rectanglelabelledH1 indicatesa host,which hasa
SLIP connectionto routerRT12. RouterRT12 is thereforeadvertisinga hostroute. Lines betweenroutersindicate
physicalpoint-to-pointnetworks. The only point-to-pointnetworkthathasbeenassignedinterfaceaddressesis the
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Lower-levelprotocols Theunderlyingnetworkaccessprotocolsthatprovideservicesto theInternetProtocolandin
turntheOSPFprotocol.Examplesof thesearetheX.25packetandframelevelsfor PDNs,andtheethernetdata
link layerfor ethernets.

1.3 Brief history of SPF-basedrouting technology

OSPFis anSPF-basedroutingprotocol.Suchprotocolsarealsoreferredto in theliteratureaslink-stateor distributed-
databaseprotocols. This sectiongivesa brief descriptionof the developmentsin SPF-basedtechnologythat have
influencedtheOSPFprotocol.

Thefirst SPF-basedroutingprotocolwasdevelopedfor usein theARPANET packetswitchingnetwork.Thisprotocol
is describedin [McQuillan]. It hasformedthe startingpoint for all otherSPF-basedprotocols. The homogeneous
Arpanetenvironment,i.e.,single-vendorpacketswitchesconnectedby synchronousseriallines,simplifiedthedesign
andimplementationof theoriginalprotocol.

Modificationstothisprotocolwereproposedin [Perlman].Thesemodificationsdealtwith increasingthefault tolerance
of the routing protocol through,amongother things,addinga checksumto the link stateadvertisements(thereby
detectingdatabasecorruption). Thepaperalsoincludedmeansfor reducingtherouting traffic overheadin anSPF-
basedprotocol.Thiswasaccomplishedbygoingtoalollipop-shapedsequencespaceandsynchronizingthetopological
databaseovernewlyformedadjacencies,enablingtheintervalbetweenlink stateadvertisementsto beincreasedby an
orderof magnitude.

An SPF-basedalgorithmhasalsobeenproposedfor useasanISOIS-ISroutingprotocol.Thisprotocolisdescribedin
[DEC]. Theprotocolincludesmethodsfor dataandroutingtraffic reductionwhenoperatingoverbroadcastnetworks.
This is accomplishedby electionof aDesignatedRouterfor eachbroadcastnetwork,whichthenoriginatesalink state
advertisementfor thenetwork.

TheOSPFsubcommitteeof theIETFhasextendedthiswork in developingtheOSPFprotocol.TheDesignatedRouter
concepthasbeengreatlyenhancedto furtherreducetheamountof routingtraffic required.Multicastcapabilitiesare
utilizedfor additionalroutingbandwidthreduction.An arearoutingschemehasbeendevelopedenablinginformation
hiding/protection/reduction.Finally, thealgorithmhasbeenmodifiedfor efficient operationin the internetenviron-
ment.

1.4 Organization of this document

Thefirst threesectionsof this specificationgivea generaloverviewof theprotocol’scapabilitiesandfunctions.Sec-
tions 4-16explaintheprotocol’s mechanismsin detail. Packetformats,protocolconstants,configurationitemsand
requiredmanagementstatisticsarespecifiedin theappendices.

LabelssuchasHelloIntervalencounteredin thetextreferto protocolconstants.Theymayor maynotbeconfigurable.
Thearchitecturalconstantsareexplainedin AppendixB. Theconfigurableconstantsareexplainedin AppendixC.

Thedetailedspecificationof theprotocolis presentedin termsof datastructures.This is donein orderto makethe
explanationmoreprecise. Implementationsof the protocolarerequiredto supportthe functionality described,but
neednot usetheprecisedatastructuresthatappearin this paper.

2 The TopologicalDatabase

Thedatabaseof theAutonomousSystem’s topologydescribesa directedgraph.Theverticesof thegraphconsistof
routersandnetworks.A graphedgeconnectstwo routerswhentheyareattachedviaaphysicalpoint-to-pointnetwork.
An edgeconnectinga routerto a networkindicatesthattherouterhasaninterfaceon thenetwork.
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1.2 Definitions of commonlyusedterms

Hereis a collectionof definitionsfor termsthathavea specificmeaningto theprotocolandthatareusedthroughout
thetext. Thereaderunfamiliarwith theInternetProtocolSuiteis referredto [RS-85-153]for anintroductionto IP.

Router A level threeInternetProtocolpacketswitch. Formerlycalledagatewayin muchof theIP literature.

AutonomousSystem A groupof routersexchangingrouting informationvia a commonroutingprotocol. Abbrevi-
atedasAS.

Internal GatewayProtocol The routingprotocolspokenby the routersbelongingto an Autonomoussystem.Ab-
breviatedasIGP. EachAutonomousSystemhasa singleIGP. Dif ferentAutonomousSystemsmayberunning
differentIGPs.

Router ID A 32-bitnumberassignedto eachrouterrunningtheOSPFprotocol.This numberuniquelyidentifiesthe
routerwithin anAutonomousSystem.

Network In this paper, an IP networkor subnet.It is possiblefor onephysicalnetworkto be assignedmultiple IP
network/subnetnumbers.Weconsidertheseto beseparatenetworks.Point-to-pointphysicalnetworksarean
exception- theyareconsideredasinglenetworknomatterhowmany(if anyatall) IP network/subnetnumbers
areassignedto them.

Network mask A 32-bit numberindicatingthe rangeof IP addressesresidingon a singleIP network/subnet.This
specificationdisplaysnetworkmasksashexadecimalnumbers. For example,the networkmaskfor a class
C IP network is displayedas0xffffff00. Sucha maskis often displayedelsewherein the literatureas
255.255.255.0.

Multi-accessnetworks Thosephysicalnetworksthat supportthe attachmentof multiple (morethantwo) routers.
Eachpairof routersonsuchanetworkis assumedto beableto communicatedirectly (multi-dropnetworksare
excluded).

Interface The connectionbetweena routerandoneof its attachednetworks. An interfacehasstateinformation
associatedwith it, whichisobtainedfromtheunderlyinglowerlevelprotocolsandtheroutingprotocolitself. An
interfaceto anetworkhasassociatedwith it asingleIP addressandmask(unlessthenetworkis anunnumbered
point-to-pointnetwork).An interfaceis sometimesalsoreferredto asa link.

Neighboring routers Two routersthathaveinterfacesto a commonnetwork. On multi-accessnetworks,neighbors
aredynamicallydiscoveredby theHello Protocol.

Adjacency A relationshipformedbetweenselectedneighboringroutersfor thepurposeof exchangingroutinginfor-
mation.Not everytwo pairsof neighboringroutersbecomeadjacent.

Link stateadvertisement Refersto thelocal stateof a routeror network. This includesthestateof therouter’s in-
terfacesandadjacencies.Eachlink stateadvertisementis floodedthroughouttheroutingdomain.Thecollected
link stateadvertisementsof all routersandnetworksformstheprotocol’s topologicaldatabase.

Hello protocol Thepartof theOSPFprotocolusedto establishandmaintainneighborrelationships.Onmulti-access
networkstheHello protocolcanalsodynamicallydiscoverneighboringrouters.

DesignatedRouter Eachmulti-accessnetworkthathasat leasttwo attachedroutershasa DesignatedRouter. The
DesignatedRoutergeneratesa link stateadvertisementfor the multi-accessnetworkandhasotherspecialre-
sponsibilitiesin therunningof theprotocol.TheDesignatedRouteris electedby theHello Protocol.

The DesignatedRouterconceptenablesa reductionin the numberof adjacenciesrequiredon a multi-access
network.This in turn reducestheamountof routingprotocoltraffic andthesizeof thetopologicaldatabase.
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1 Intr oduction

This documentis a specificationof theOpenShortestPathFirst (OSPF)internetroutingprotocol.OSPFis classified
asanInternalGatewayProtocol(IGP).Thismeansthatit distributesroutinginformationbetweenroutersbelongingto
a singleAutonomousSystem.TheOSPFprotocolis basedonSPFor link-statetechnology. This is adeparturefrom
theBellman-Fordbaseusedby traditionalinternetroutingprotocols.

TheOSPFprotocolwasdevelopedby theOSPFworking groupof the InternetEngineeringTaskForce. It hasbeen
designedexpresslyfor theinternetenvironment,includingexplicit supportfor IP subnetting,TOS-basedroutingand
the taggingof externally-derivedrouting information. OSPFalsoprovidesfor theauthenticationof routingupdates,
andutilizes IP multicastwhensending/receivingthe updates.In addition,muchwork hasbeendoneto producea
protocolthatrepondsquickly to topologychanges,yet involvessmallamountsof routingprotocoltraffic.

Theauthorwould like to thankRobColtun,Milo Medin,Mike Petryandtherestof theOSPFworking groupfor the
ideasandsupporttheyhavegivento thisproject.

1.1 Protocoloverview

OSPFroutesIPpacketsbasedsolelyonthedestinationIPaddressandIPTypeof Servicefoundin theIPpacketheader.
IP packetsarerouted“asis” – theyarenotencapsulatedin anyfurtherprotocolheadersastheytransittheAutonomous
System.OSPFisadynamicroutingprotocol.It quicklydetectstopologicalchangesin theAS (suchasrouterinterface
failures)andcalculatesnewloop-freeroutesaftera periodof convergence.This periodof convergenceis shortand
involvesa minimumof routingtraffic.

In an SPF-basedrouting protocol,eachroutermaintainsa databasedescribingthe AutonomousSystem’s topology.
Eachparticipatingrouterhasanidenticaldatabase.Eachindividualpieceof thisdatabaseis aparticularrouter’s local
state(e.g.,therouter’susableinterfacesandreachableneighbors).Therouterdistributesits localstatethroughoutthe
AutonomousSystemby flooding.

All routersrun theexactsamealgorithm,in parallel. Fromthetopologicaldatabase,eachrouterconstructsa treeof
shortestpathswith itself asroot. Thisshortest-pathtreegivestherouteto eachdestinationin theAutonomousSystem.
Externallyderivedroutinginformationappearson thetreeasleaves.

OSPFcalculatesseparateroutesfor eachTypeof Service(TOS).Whenseveralequal-costroutestoadestinationexist,
traffic is distributedequallyamongthem.Thecostof a routeis describedby asingledimensionlessmetric.

OSPFallowssetsof networksto begroupedtogether. Sucha groupingis calledanarea.Thetopologyof anareais
hiddenfrom therestof theAutonomousSystem.This informationhiding enablesa significantreductionin routing
traffic. Also, routingwithin theareais determinedonly by thearea’sowntopology, lendingtheareaprotectionfrom
badroutingdata.An areais ageneralizationof a IP subnettednetwork.

OSPFenablestheflexibleconfigurationof IPsubnets.EachroutedistributedbyOSPFhasadestinationandmask.Two
differentsubnetsof thesameIP networknumbermayhavedifferentsizes(i.e., differentmasks).This is commonly
referredto asvariablelengthsubnets.A packetis routedto thebest(i.e., longestor mostspecific)match.Hostroutes
areconsideredto besubnetswhosemasksare“all ones”(0xffffffff).

All OSPFprotocolexchangesareauthenticated.Thismeansthatonly trustedrouterscanparticipatein theAutonomous
System’s routing. A varietyof authenticationschemescanbeused;a singleauthenticationschemeis configuredfor
eacharea.This enablessomeareasto usemuchstricterauthenticationthanothers.

Externallyderivedroutingdata(e.g.,routeslearnedfromtheExteriorGatewayProtocol(EGP))ispassedtransparently
throughouttheAutonomousSystem.Thisexternallyderiveddatais keptseparatefrom theOSPFprotocol’slink state
data.Eachexternalroutecanalsobetaggedby theadvertisingrouter, enablingthepassingof additionalinformation
betweenrouterson theboundariesof theAutonomousSystem.
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