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Policy Routing in Internet Protocols
1. Status of this Meno

The purpose of this RFCis to focus discussion on particular problens
in the Internet and possible nethods of solution. No proposed
solutions in this docunent are intended as standards for the
Internet. Distribution of this nenmo is unlimted.

2. Introduction

An integral conmponent of the Internet protocols is the routing
function, which determ nes the series of networks and gateways a
packet will traverse in passing fromthe source to the destination
Al t hough there have been a nunber of routing protocols used in the
Internet, they share the idea that one route should be sel ected out
of all available routes based on m nim zing sone neasure of the
route, such as delay. Recently, it has becone inportant to sel ect
routes in order to restrict the use of network resources to certain
cl asses of customers. These considerations, which are usually
descri bed as resource policies, are poorly enforced by the existing
technology in the Internet. This document proposes an approach to
integrating policy controls into the Internet.

| assume that the resources of the Internet: networks, |inks, and

gat eways, are partitioned into Administrative Regions or ARs. Each
AR is governed by a somewhat autonompus admi nistration, with distinct
goals as to the class of custoners it intends to serve, the qualities
of service it intends to deliver, and the neans for recovering its
cost. To construct a route across the Internet, a sequence of ARs
nmust be selected that collectively supply a path fromthe source to
the destination. This sequence of ARs will be called a Policy Route,
or PR Each AR through which a Policy Route passes will be concerned
that the PR has been properly constructed. To this end, each AR may
wish to insure that the user of the PR is authorized, the requested
quality of service is supported, and that the cost of the service can
be recovered.

In the abstract, a Policy Route is a series of ARs, which are assumed
to be naned with globally distinct identifiers. (The requirenent for
gl obal nanes for ARs suggests that the nane space of ARs is flat.
That sinplifying assunption is made in this RFC, but it should be
possi ble to extend the schene described here to permt nesting of ARs
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to reduce the amount of global information. The probl em of adding
structure to the space of ARs is an exercise for later study.)

Before a PR can be used, however, it must be reduced to nore concrete
terns; a series of gateways which connect the sequence of ARs. These
gateways will be called Policy Gateways.

Presently, the closest nechanismto policy routing in the Internet is
EGP, the Exterior Gateway Protocol. EGP was constructed to permt
regions of the Internet to comuni cate reachability information, even
though they did not totally share trust. |In this respect, the

regi ons hooked together by EGP could each be viewed as Adm nistrative
Regi ons. However, the nechanisns of EGP i nposed a topol ogica
restriction on the interconnection of the Adm nistration Regions. In
practice, this has proved unsatisfactory. Policy matters are driven
by human concerns, and these have not turned out to be anenable to
topol ogi cal constraints, or indeed to constraints of alnpst any sort.

The proposals in this nenpo are designed to pernit as wide a latitude
as possible in the construction and enforcenent of policies. |In
particular, no topological restrictions are assuned. In general, the
approach taken in this nmeno is driven by the belief that since
policies reflect human concerns, the system should primarily be
concerned with enforcenent of policy, rather than synthesis of

policy. The proposal permits both end points and transit services to
express and enforce | ocal policy concerns.

3. Policy Routes

Al nost all approaches to policy control share, to sone degree, the
idea of a Policy Route. The distinguishing conponent of a policy
approach is the procedure by which the Policy Route is synthesized.
One approach to synthesizing routes is to associate with each

di stinct policy a subset of all the gateways in the system and then
run a routing algorithmacross the subset of the gateways. This
approach has several drawbacks. It requires a distinct routing
conputation for every policy, which may be prohibitively expensive.
It requires the gl obal agreement on the nature and scope of each
policy, which is at odds with the desire of Administrative Regions to
establish their own i ndependent policy assertions. Finally, it

al nost inevitably inplies a topological restriction on the

i nterconnection of regions.

Anot her synthesis approach is to have each Policy Gateway exam ne

i ncom ng packets and determnine, based on | ocal policy constraints,
the nost appropriate next AR  This approach night possibly work, but
agai n has several drawbacks. First, it inplies a substantial anount
of computation at each Policy Gateway. More inportantly, it renoves
the route selection fromthe |ocation where it would nost naturally
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be executed, the end-points of the connection

It is useful to think of the interconnected ARs as a narketplace, in
whi ch various services are offered and users sel ect anbng these
services to obtain packet transport. By this analogy, it seens
appropriate that the actual selection of the Policy Route should be
nmade by the end ARs desiring to send the packets, rather than by the
Policy Gateways. Looking to the phone systemfor conparison, it is
the customer of the phone system who sel ects which of the | ong

di stance carriers to use, whether to purchase a fixed price service
or pay increnentally for usage, and so on. In this proposal
therefore, Policy Routes are synthesized at the end point, where the
packet originates, and are attached to packets in order to direct
them through the appropriate series of ARs. In other words, Policy
Routes are a formof source routing. The role of synthesizing a
Policy Route is shared between the source AR and the particul ar
source host.

In this architecture, therefore, the function of the Policy Gateway
is not to synthesize the Policy Route, but to verify it. 1In the
following sections, we will address the two questions of how a Policy
Route is verified, and how a Policy Route is synthesized.

In determ ning that Policy Routes should be synthesized at the end
point, it is inmportant to distinguish between those aspects of
routing that reflect legitimte policy concerns, and those aspects of
routing which, inreality, relate to the detail ed operation of the
ARs. For exanple, if one were to represent Policy Routes using the
exi sting Internet source route nmechanism which allows the end point
to specify a series of gateways through which the packet shoul d pass,
the result would be that too nuch function has been transferred from
the internals of the Internet to the end points. The end point would
have to have know edge of exactly which gateways are up and
operational at a particular nonent, and this degree of know edge
cannot be justified by policy concerns. Further, it would be
necessary to run a systemwi de gateway reachability protocol

This proposal attenpts to strike a bal ance between end point
specification of those concerns legitimately related to policy, and
| ocal determination in the Policy Gateways of the more specific
details necessary for reliable operation. This |leads to a two-1eve
routing nodel, in which the abstract Policy Route, a series of

adm nistrative regions, is specified by the end point as a form of
source route, and each Policy Gateway sel ects the next actual Policy
Gateway that is to be used to forward this packet. |In other words,
the abstract Policy Route is nade concrete incrementally. This

di vi sion of function does require that the source AR know if there
are faults that have partitioned pairs of ARs that are normally
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connected together. This inplies a global reachability protocol to
be run for the purpose of providing information to the source AR but
it need only concern itself at the level of ARs, not at the |evel of
gateways. |In a later section on cost-recovery, the topic of gateway
selection will be discussed in nore detail

An objection to a scheme such as source routing is that the
potentially bulky source route nust be in every packet, and nust be
eval uated for each packet. One solution to this performance probl em
istoenploy alimted formof route setup, in which the actua

Policy Route is carried only in the first packet of a sequence, and a
short identifier or "handle" is included in subsequent packets of the
sequence. Each Policy Gateway evaluates the PR on first encounter,
and caches the result, which is then retrieved for |ater packets
using the handle in the packet. The idea of a handl e and cachi ng,
and the need for a formof route setup, is discussed |ater.

4. Verification of Policy Routes

As a packet arrives at a Policy Gateway, attenpting to enter an AR
the Policy Gateway nust decide whether it is legitimate to forward
this packet, and if so, at what next Policy Gateway the packet should
exit the AR (assuming that the final destination is not within the
AR). The information available to the Policy Gateway to support its
deci sion determ nes the range of policies that can be enforced.
Determ ning what information is to be available is therefore a
central feature of our proposal

4.1. ldentifying the User

Classic routing decisions, those mnimzing sone cost, are typically
driven only by the destination of the packet. At a mininum policy
deci si ons nust be based both on the source and the destination of the
packet. In fact, source and destinati on addresses may not be
sufficient to determ ne policy, for an AR may support different users
with different rights, noreover a single user may w sh to exercise
different rights at different times. | suggest that to identify the
user who is proposing to use this particular Policy Route, it is
sufficient that the packets contain the source host and AR, the
destinati on host and AR, and, optionally, a User Class ldentifier, or
UCI. In alater section, | discuss howto prevent msuse of the user
class identifier.

In fact, the source and destination host address may not be needed to
support the practical range of policy decisions required at
internediate ARs. Only the source and destination AR information may
be necessary. If individual host addresses are to be used, that
inplies that internediate ARs will want to keep track of the rights
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of individual hosts. It would be nmuch sinpler if the source AR could
be trusted to permit only the proper hosts to use certain PRs. |

will consider this further in a later section when | discuss the role
of the Policy Controller.

4.2. Verifying the Route

The packet contains an abstract Policy Route: a series of AR
identifiers. To validate this route, each Policy Gateway could store
the conpl ete selection of acceptable policy routes, and require that
an incom ng packet have a Policy Route that exactly matched one of
the stored entries. This degree of constraint probably overspecifies
the situation, and causes an infornmation explosion. At the other end
of the scale, Policy Gateways could sinply be sensitive to the source
AR and the destination AR I n some cases, particularly as regards to
billing, this does not provide sufficient constraints. This proposa
suggests that in deciding whether a given Policy Route is valid, a
Policy Gateway should | ook at the source and destination ARs, and

al so the ARs i medi ately abutting the AR in question, called the
entry and exit ARs.

One can think of the verification information in the Policy Gateway
as a nunber of tenplates. Each tenplate is associated with a valid
set of users, as described by the source and destination host address
and the optional User O ass, and contains the four ARs descri bed
above, Source, Destination, Exit, and Entry. An inconing packet
shoul d be forwarded if, and only if, there is a tenplate matching the
information in the packet. These tenplates will be called Policy

Ter s.

4.3. Conditions

The Policy Terns, as described so far, do not permnmit the expression
of a realistic range of policies. What is needed is the ability to
attach to a Policy Term a nunber of conditions, which describe

ci rcunst ances under which the termis valid. These m ght include
what type of service (TOS) is available, what tinmes of day the term
is valid, what accounting options are valid, and so on. A tinme-of-
day condition, for exanple, would permt networks, |ike time-sharing
systens, to offer their off-peak capacity to a wi der comunity.

In general, these conditions could be quite arbitrary. The inportant
constraint on these conditions is that any condition i nposed by the
Policy Gateway nust be understood by the end point, so that it can
generate Policy Routes which will conformto the condition. |[If this
is not so, and the Policy Gateway attaches capricious conditions to
its policy ternms, then the end points will construct Policy Routes in
good faith which are rejected, leading to a failure to obtain service
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and serious dissatisfaction anong users. For this reason, it is
necessary that the nature of policy conditions be negotiated in
advance.

The nost interesting and difficult conditions are those that relate
to the dynanic state of the network. An excellent exanple is a
bilateral nutual aid agreenent between two transit ARs in which each
agrees to carry the load of the other if the other should go down.
To capture this agreenment, each mght wish to put in Policy Terms
with the condition that they are valid only if some other AR is non-
functional. |In the earlier discussion of Policy Route synthesis, it
was necessary for the ARs to run a gl obal up-down protocol to
descri be the connectivity of ARs. This protocol is sufficient to
allow the Policy Gateway to know that some other AR is non-
functional, but care is required in the dynami cs of this systemto
ensure that the end point in the PR have a consistent view of the
up-down status of the world. Oherw se, there would be transient
servi ce outages, which again would | ead to user dissatisfaction

In general, this proposal asserts that policies should not be based
on hi ghly dynami c phenonenon. Adninistrative Regi ons should be
thought of as stable entities which do not change state rapidly.

Hi ghly dynam c characteristics |ike queue | ength should be dealt with
by proper engineering internal to the AR Precisely because
conditions nmust be propagated globally, attenpting to base a
condition on a highly dynamic paraneter is liable to lead to system
instability.

4.4. Ownership of Policy Gateways

In Section 1, all the resources of the network were described as
being partitioned anong the ARs. This statenent does not extend to
the Policy Gateways, which sit on the boundary between ARs. Either
the Policy Gateway nmust be conposed of two physical hal ves, connected
by a wire, or there nust be a joint agreenent for the ownership and
operation of the gateway. This is a matter for further study.

5. Exanples of Policy Terns

This section presents exanples of how policy terns would be used to

express a range of practical policies. |In order to give examples, it
is necessary to define a notation for policy terms. The following is
not necessarily the nost conpact form but will be sufficient for

sone sinple exanpl es.
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A Policy Termw ||l be expressed as follows:
((Hs, ARs, ARent ), (Hd, ARd, ARexi t), UCl, Cg)
wher e:

Hs is the source host address,
ARs is the source AR
ARent is the entry AR,

and these three values conprise the first "elenent" of the term
describing the permtted access | ooking toward the source.
Similarly, for the destination, there is an el enent describing the
host address, the adjacent AR, and the ultimte AR

In addition to the two directional elenents of the term there is
gl obal information:

UCl is the User Cass Id, and
Cg are any global conditions.

In many cases, an elenent will not want to constrain one of the
val ues, and we will use the "*" synbol to indicate a "w | d-card"
mat ch.

To construct some sinple examples, here is a topol ogy, where H
el ements are hosts, G elenents are Policy Gateways, and Numnbered
el ements are ARs.

HL --- 1 --- Gl ----- 2 ce--- @ ----- < R H2
| |
: :
|---- G3 ----- Y/ [ |------ @& --- 5
| |
| |
| HA
H3

In this picture, there are four hosts, five gateways, and five
Admi ni strative Regions.

First, consider AR two. It has no hosts attached, and nodels a
transit service, such as the NSF network. It may have a very sinmple
policy: it will carry any traffic between universities, wthout
further constraint. If we let ARL and AR3 be the regions of two
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particul ar universities, then its policy termcould be witten as:
ARZ: ((*,1,%), (%, 38,%), %, *).

This says that AR 2 agrees to carry traffic fromAR 1 to AR 3,
wi t hout concern as to the entry and exit AR, and for any hosts in
t hese ARs.

This notation works, but is very bulky, as a newtermis required for
every pair of universities. There are several ways to conpact the

notation. First, we can use the * and a new synbol, "-", to broaden
the terms a bit. For exanple:

AR2: ((*,1,%),(*,*,-),*, %)

woul d assert that AR 1 can use AR 2 to talk to any directly attached
AR, where we use the "-" to nmean that the exit AR nust be the
destination AR In other words, the destination AR nust be directly
attached to AR2. If AR 2 only attaches to universities, then this
woul d provide the proper constraint.

Anot her approach is to use the User Cass ID:
AR2: ((*,*,*),(*,*,*),University,*)

says that any traffic of any sort that has the User O ass of
University is acceptable.

Anot her, and perhaps nost suitable notation, is to observe that the
di stinction between source and destination is actually artificial
Wiile it helps in this meno to have nanes for the two ends, either
end can be a source, depending on who sends the first packet. (A

| ater section explores the bi-directional nature of PRs). A nore
general formof a PRis thus to permt any nunber of elenents. That
is, a Policy Termcan have nore than two el enents, and the meani ng of
this is that a PRis valid if it uses any two of these.

For exanple, if university 5 wanted to use the AR2 service, AR2 nmight
wite a Policy termas foll ows:

AR2: ((*,1,%),(*,3,*%),(*,5,*),*,*)

which woul d permit a policy route between hosts in any two of the ARs
1, 3 and 5.

Al the terns so far relate to the policies of AR2. If university 1
wanted to subscribe to this service, and use it to reach any ot her
site, it would specify terns of its own. For exanple:
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ARL: ((*,1, -),(*,*,2),*,*).

This term says that any host in AR 1 can use AR 2 as a path to any
host in any AR Again we use the "-" notation to indicate that the
entry ARis the same as the source AR, in this case the AR witing
the term

The ARs nunbered 3 and 5 are nore interesting. Wile 3 is directly
attached to 2, 5is not. Instead, 5 has attached to 3. |If 3 wants
to use 2 for general transit service, it nmust provide a termsimlar
to the one provided by 1:

ARS: ((*131_)1(*1*12)1*1*)'
If 5 wants to use 2, nore terns are required. Since 2 is not

directly attached, it cannot be named as the exit ARin a term
witten by 5. The directly attached AR, 3, is all that can be naned:

AR5: ((*,5,-),(*,*,3),*,*).
Then AR3 nust agree to carry the transit traffic for 5.
AR3 ((*151_)1(*1*12)1*1*)

AR3 might not want to carry all fornms of transit traffic for 5, but
only of certain sorts or to certain locations. This could be
expressed by restricting the previous term For exanple,

AR3: ((*,5,-),(*,2,-),*,%)

woul d permt traffic from5 to cross 3 to reach 2, but only to hosts
directly in those ARs.

For some further exanples, consider AR 4, which mght represent the
AR of a commercial user. It connects together the hosts of that
user, for exanple, H3, and is connected to the other environnent to
permt cross-comruni cation. Gven the terns so far, no traffic wll
flowinto this AR

If AR 1 wants to permit comrunication with AR 4, it could add:
ARl- ((*111_)1(*141_)1*1*)
This woul d permt comruni cati on between hosts directly in each AR

but no transit traffic. |In particular, H3 and H2 cannot talk. There
are several different terns that would permt themto talk.
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The direct path would be the follow ng:

This would permt direct connection through 4. Note, for variety,
that each term has been set up so that any host in the |local AR can
mat ch, but only one host in the other AR  The conbi nati on happens to
pernmit only H3 and H2 to communi cate.

If G4 were not there, another path would be via AR 2, which could be
permtted by suitable terms in ARs 1,2,3 and 4.

Even if G3 and &4 exist, no transit traffic will flow across AR 4
from1lto 3. Evenif 1 and 3 want it to:

ARL: ((*,1,-),(*,3,4),*,*) and
AR3: ((*,3,-),(*,1,4),*,*),

the lack of a termfor AR4 will prevent a valid PR via that path.
Only if AR 4 added:

ARA: ((*,1,-),(*,3,-),*,7%)
would AR 4 start serving AR a transit path from1l to 3.
| f AR4 added:

ARA: ((*,4,-),(*,*,*),*,*), any host in AR 4 could talk to any host
anywhere el se, but AR 4 would still not becone a transit service.

These various exanpl es denonstrate how i ndividual ARs can offer
Policy Terns that can be conbined to forma route. The notation
proposed here is probably not adequate to express the needed range of
policies. For exanple, it may be desirable to have lists of ARs as
part of a term as well as single values and "*". Qher notation

m ght be proposed to permt exclusion of a limted set of ARs. It
may al so be appropriate to wite elenents that are directional, so
that connections can be "opened" in one direction but not in others.
This idea is vague in a connectionless architecture, but seenms to
relate to sonme real policy requirenents.

In general, the problem of expressing policy ternms in conpact formis

the sane as the problem of constructing conpact access control |ists.
There is still an ongoing argunent whet her access control lists
shoul d be ordered, and should permt exclusion, and so on. It would

seem that the exact sane issues arise here. Some experience
attenpting to express real policies may give gui dance as to the
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expressive power needed.
6. Cost Recovery

Al nmost all of the existing Internet has been paid for as a capita
purchase and provided to the users as a free good. There are limted
exanpl es of cost recovery, but these are based on an annua
subscription fee rather than a charge related to the utilization
There is a growi ng body of opinion which says that accounting for

usage, if not billing for it, is an inportant conponent of effective
resource managenent. For this reason, tools for accounting and
billing nust be a central part of any policy nmechanism However,
preci sely because the adm nistrative regi ons are autononous, we
cannot inpose a uniformformof billing policy on all of the regions.

Sone of them may continue to provide service freely, or on the basis
of an annual fee. Qhers may charge on the basis of resources

consumed, but even here there may be variations in detail, as sone
may charge by the packet and others may charge by the byte. Again
in the tel ephone anal ogy, we see a variety of billing policies, with

both | ocal and |ong distance carriers selling service either on the
basis of a monthly fee or on a fee-per-nmnute of usage, with tinme of
day conditions attached. The billing problemis thus a very
conplicated one, for the user would presumably desire to mnimze the
cost, in the context of the various outstanding conditions.

If we are actually to pay for use of services, there is also the
probl em of collection. Using the current telephone systemas an
exanpl e, there are two strategies for collecting revenues. One is
the pre-divestiture node, in which the source AR (or the destination
AR in the case of a collect call) serves as a single collection point

for all of the ARs involved in the call. After divestiture, we see
anot her paradigm in which the transit AR separately bills the
cust oner.

There are many reasons to support both collection formats. The
primary reason for separate billing is that not all regions nay w sh
to charge the user in the same units of currency. Sone regi ons may
wi sh to charge actual dollars, while others may wi sh to charge using
sone formof private allocation units. On the other hand, having a
single point of collection is very convenient, because it elimnates
a lot of duplicate effort in collection. 1t does, however, require a
greater degree of trust and coordinati on anong ARs.

Single point collection also sinplifies another sticky problem | ost
packets. For nost types of service, the user would presumably be

of fended if asked to pay for a significant number of packets
undel i vered because they have been | ost before reaching the
destination. |[|f each region separately bills for its traffic, then
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to avoid billing for packets that are | ost between that AR and the
destination, it is necessary to have sone form of |ost packet
reporting, which travels backward through system decrenenting the
counters of all the intervening ARs. |If single point collection is
performed, then the usage neters can be put in the destination AR
and periodically propagated to the billing AR if that is a different
regi on.

The di scussion of |ost packets makes clear an inportant relationship
between billing and policy. |If a Policy Route takes packets through
a region of known unreliability, the regions preceding it on the path
may be quite unwilling to forgive the charges for packets which have
successfully crossed their region, only to be lost further down the
route. A billing policy is a way of asserting that one regi on w shes
to divorce itself fromthe reliability behavior of another region

The conditions in the policy terms, and correspondi ng policy routes,
must therefore be able to capture two distinct conditions. The first
is whether or not there exists a bilateral agreenent between two ARs
by which one agrees to be the collection agent for the other. The
concatenati on of a nunber of these agreements pernits a single
collection point to be used for the entire policy route. The other

condition is whether or not the AR will accept packet and byte counts
fromthe next AR downstream as the basis of billing, or whether the
AR insists that the billing be based on the counts at the exit point

of this AR This condition allows an ARto build a wall between it
and a subsequent unreliable AR One can inmmgine certain regions
agreeing to carry traffic into unreliable regions, but only

grudgi ngly, knowing that the result is going to be user frustration
which may be directed to all the ARs indiscrimnately. The use of a
specific policy condition can nmake clear to the end user which ARs do
not view thensel ves as interworking harnoniously.

To enforce these nmechani snms, the abstract PR which is included in the
packet must be augnented with a nunber of conditions. First, for
each AR there is a 3-way flag which describes whether the billing
shoul d be separately collected for the region, propagated back to the
source (which corresponds to the normal tel ephone conpany paradi gm,
or propagated towards the destination (which corresponds to a coll ect
call). Second, there is a flag which indicates whether the region is
expected to accept fromthe next regi on downstreamthe packet and
byte counts as the basis of billing. Third, there nmust be a charge
code, a uni que nunber sonewhat resenbling a credit card nunber to
which bills may be sent. The Policy Terns in the Gateways mnust
simlarly be augnented to permit verification. The nmanagenent of the
charge code, insuring its uniqueness and preventing its abuse, is

di scussed | ater.

These conditions, which relate to agreenents between two ARs, are
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sonmewhat different fromthe conditions previously discussed, such as

time of day. Conditions relating to AR agreenents will be called
"bilateral conditions," while the others are called "gl oba
conditions." Note that even though bilateral conditions relate to

the agreement between two ARs, they can have gl obal effects.
7. Gateway Sel ection

In Section Two, this neno proposed that the end point should specify
an abstract Policy Route, as a series of ARs, and the Policy Gateway
at the entry to each AR should convert the next hop to a concrete
route, selecting the Policy Gateway to exit fromthis region into the
next. It turns out that this selection is not entirely devoid of
policy concerns, and sone additional conditions are required in the
Policy Terns in order to make this operate properly.

In order that each Policy Gateway be able to select the next Policy
Gateway on the route, it is necessary to have a table which lists al
of the potential Policy Gateways that connect together adjacent
regions. Presunably, this information is very slowy changi ng, and
is not difficult to propagate. The nore dynamic information that is
needed i s whet her each of these gateways is up. It is therefore
necessary that all of the Policy Gateways attached to a gi ven AR nust
run a | ocal up-down algorithm one which hopefully can determ ne not
only that each of the other gateways is up, but that its interfaces
are up and that it is properly forwarding traffic. It is slightly
conplicated to design such a test. However, we do not have to design
a strategy for propagating this information globally, because it is
only needed by the other Policy Gateways attached to each region

The policy matter related to concrete routes arises if there are
several gateways connecting two adm nistrative regions. As described
so far, the exit Policy Gateway fromany region (which is the entry
Policy Gateway for the next region) is selected by the entry Policy
Gateway for that region. |In other words, each region may select its
exit gateway, but has no control over its entry gateway. There are
certain circunstances where a particular region mght insist on being
able to control the entry gateway used. Inmmgine two parallel transit
regi ons, one which charges incrementally for service, the other of

whi ch provides its service as a free good. Cbviously, fromthe point
of view of the user, it is desirable to mnimze the use of the
charging AR, and naxim ze the use of the free AR But this may | ead
to gross overloads in the free AR and apparent discrimnation

agai nst the charging AR The owner of the free AR therefore, might
choose to inpose a policy which says that it can be used only to
reach certain points which are not directly connected to the AR which
bills for its service, and the traffic nust enter the free AR at the
cl osest point to the destination. In other words, the free AR
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requires that it be allowed to choose its entry gateway so that it
mnimzes its costs (which are not, in fact, being billed), with the
intent of shifting as nuch as possible of the cost onto the other
net wor k.

By adding nore bilateral conditions to the Policy Terns and the
Policy Route in the packet, it is possible to control the various
options for Policy Gateway selection. At each boundary between ARs,
there are only a linited nunber of ways to select the Policy Gateway.
Either it is selected by the entry side, by the exit side, or by sone
col | aborative algorithmspecified through a bilateral agreenent.
(There mi ght be several such algorithns, which requires the
possibility of nore conplexity in the specification. In particular
if two adjacent ARs have agreed to use a common routing nmetric for
some type of service, they nay agree to nake a comon routing based
on this metric.)

Allowing the policy gateway to be selected by the AR which is on the
far side of the gateway represents an interesting inplenentation
problem It would be possible to send sone nessage in advance of the
packet, which requests the next AR to select its entry gateway. To
do this, it would figure out what its exit gateway woul d be, and then
figure backwards to mnimze its costs (for exanple) to select the
potential entry gateway back into the inmediate region. This is
conplicated to describe, and woul d probably be complicated to

i mpl enent. One way to focus the problemis to observe that routes
are bi-directional, because a packet flowis bi-directional, and it
is very desirable that the packets fromboth directions follow the
same route. Once a packet has come back al ong the reverse route, the
gateway fromwhich it emerges is precisely the gateway which shoul d
be used for future traffic in the other direction. But each gateway,
in either the forward or reverse direction, nust renmenber a decision
made by anot her AR

For this to work it is necessary that gateways not be stateless. |If
each Policy Gateway nmaintains a cache of recently conputed Policy
Routes, in particular remenbering the result of conputing the gateway
for each abstract route, then by sinply detern ning whether or not
the forward direction or the reverse direction is allowed to
constrain the gateway across this boundary, both policies can be
enforced. But this requires building gateways with state, which has
not been culturally acceptable in the Internet. | therefore consider
as a separate topic the virtues of state in Policy Gateways. |
believe that fairly sinple algorithnms exist to set up the required

bi ndings in the Policy Gateways, but that problemis a matter for

| ater study.
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8. Flow States

The previous section suggested that the gateway needed to maintain
state in order to tie together the forward and reverse halves of a
flow This solved the particul ar problemof tying together the
routing decision which had been nmade in each direction, so that they
could be used in the other. There are, in fact, a nunber of reasons
why the two hal ves of the flow should be tied together

- There is considerable overhead in accounting and collecting for the
usage. It is clearly desirable to have both halves of the flow
netered jointly.

- If the route is not bi-directional, then a failure in the node
produces a uni-directional link. Uni-directional |inks are known
to cause anomal ous behavior in protocols.

- As part of resource managenent, it may be desirable for
i nternedi ate nodes to pass flow control information back to the
source of the flow If identifiable reverse-direction packets
are passing through the gateway, then this information can be
pi ggy- backed onto those packets.

An additional advantage of mmintaining state in the gateway is that
it will greatly reduce the overhead of dealing with incom ng packets.
There are a nunber of decisions which the Policy Gateway nust mnake
which are a part of forwarding a packet: it rmust validate the Policy
Route against its ternms, it nust create or nodify an accounting
record, and it nust select the next Policy Gateway. It is
unreasonabl e to i magi ne performng these tasks from scratch for each
i ncom ng packet. Once these decisions have been nade, the results
shoul d be cached, so that they can be used for subsequent packets.

The statel ess gateway was proposed as part of the Internet design in
order to insure a robust architecture. |If the gateway has no state,
then a crash of a gateway cannot endanger an on-going connection. |f
there is state in a gateway, and that state information is |ost
because of a crash, then it is possible that a flow woul d be

di srupt ed.

In noving froma gateway with no state to a gateway whi ch caches
information, it is necessary to ensure that the cached information
can be lost and reconstructed. The idea of keeping in gateways only
that state which can be easily reconstructed | call "soft state."
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9. Synthesis and Sel ection of Policy Routes

In this proposal, a packet contains a Policy Route, which is verified
by each Policy Gateway al ong the way. This section di scusses how the
Policy Route is created in the first place.

PR creation cannot be done totally autonatically by the system but
will in general require human judgment. Policies, after all, are
matters of human concern. The approach to PR creation is thus a
joint one, in which the system provides support to the persons
setting policy.

Most comonly, the desired PR will be selected from anpong those
avail able by first finding all valid PRs, and then picking one that
neets the requirements of the user and has the | owest real cost.
These two stages will be called synthesis and sel ection.

To synthesize a PR across a sequence of ARs, one nust find a Policy
Termin each AR that would pernit such a PR The Policy Terns in
each adjacent AR nust be conpatible in their billing conditions and
ot her particulars. One can imagine finding a sequence of Policy
Terns that match, rather |ike dom noes, and reach fromthe source to
the destination.

For a Policy Termat sone AR to be acceptable as a part of a PR the
foll owi ng must be true:

- The Source and Destination Host address and UCI must match the
term

- The Source and Destination AR nmust match the term
- The Entry and Exit AR must match the adjacent AR in the route,

- The conditions in the termrelating to the adjacent AR (e.g.
billing) must match the conditions in the termfromthat region

These conditions, of course, are exactly what the Policy Gateway
woul d test in validating the PR when it is used.

As the route is synthesized frommatching terns, the gl oba

conditions of each termare noted, and the conbination of these
becorme the condition under which the PRis valid. As a starting
poi nt of the synthesis the user nmay have indicated constraints on the
acceptabl e conditions in order to linit the candidate terns in the
synt hesi s.

The result of PR synthesis, which is sonewhat simlar to the
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conputation in a link-state routing al gorithmwhere each Policy Term
represents an abstract link, is a potentially long list of possible

PRs to each destination AR each with attached conditions. The

sel ection process nmust identify one of these which is actually to be
used. The selection can be based on the conditions, and on the cost
of each PR

To deternine the cost, it nust be possible to ask each AR to identify
the cost of using that Policy Termin the context of this particular
set of Entry and Exit ARs. Either there must be an architected
protocol for reporting these costs, or the task of cost determ nation
nust be left to hunans to perform outside the system The probl em
with architected cost reporting is that while some ARs nay bill using
real dollars, others may bill in terns of abstract usage

aut hori zati ons whi ch have no neani ng outside that AR  Even so,
bel i eve that we should attenpt to define a representation for
reporting the billing basis associated with each AR This is a
matter for |ater study.

Wil e PR synthesis nmay be an automated process, selection probably is

not. Wile cost mininization will help prune the Iist, and sone
routes may be rejected automatically on the basis of conditions, part
of the selection will in general require human judgnent. This

observation, together with the observation that PR synthesis may be
costly, suggests first that synthesis and sel ection cannot be done
for each packet or indeed each tinme a transport connection is
establ i shed, and second that it should not be done separately for
each host in the AR

I nst ead, each AR should have one (or nore) Policy Servers, servers
i nside the AR which support the managerment of PRs. The Policy Server
woul d perform a number of functions.

- It would store the Policy Ternms for the AR and make them avail abl e
to the Policy Gateways and the Servers of other ARs as appropriate.

- It would synthesize potential PRs to reach other ARs, and renenber
whi ch of these have been selected for use.

- It will respond to requests fromhosts in the AR for PRs, and
return them so that they can be included in outgoing packets.

- It will participate on behalf of the AR in AR up-down protocols,
and other inter-AR routing al gorithns.

- It will renenber the location of all Policy Gateways attached to
this AR
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10.

- It will provide the managenent interface for those persons who nust
establish AR policy: setting of local Policy Terms, selection of
Pol i cy Routes, and so on.

A host wi shing to send packets outside the |ocal AR nust first obtain
a PRto put into the packets. 1In the nornal case, it would do so by
directing a request to the local Policy Server, supplying the desired
destinati on and other negotiable conditions. (For exanple, the TGOS
is negotiable, the current time is not.) The Server, based on this

i nput, nmust select the nost appropriate PR and return it.

At this point in the process, human intervention is not reasonabl e,
as it would take nuch too long. By now, sufficient selection nust
have been done so that automated PR selection is possible. The nost
direct inmplementation is that the nanual selection process should
yield an ordered (or partially ordered) list of potential PRs, and
the list is searched in order until a PRis found that nmatches the
destination and conditions. That PR is then returned.

Security

There are a nunber of aspects of this scheme which present
opportunities for abuse. 1In essentially all cases, the possible
abuse is theft of network resources or inproper charging. They thus
have a sonmewhat different nature than problens related to corruption
or disclosure of data. Mechanismto insure proper use and chargi ng
of resources often tolerate mnor abuse in exchange for ease of
operation. Also, control is often based on detection and recovery
rather than prevention. Assunptions of this sort are probably

acceptable here as well. An isolated packet, which is not a part of
any sequence of packets, nmay be too snmall an itemto account for or
control. But if a significant stream of packets goes unaccounted,

this is |l ess acceptable.

There are three general options for abuse. One is to falsify the
user identification information in the PR the source and destination
host, the User Cass Id and the charge code. Another is to take a
valid PR and msuse it intact. And the third is to read out a valid
charge code froma PR and then nake additional charges against it.

To protect against putting false user identification information into
a PR, the PRs should be seal ed or signed, using a crypto sealing
technique. Since Policy Servers are the source of PRs, the sealing
can be done by the Server. This would require that the seal or
digital signature of each Server be known, but avoids the need to
have each host known. The Server would be trusted to seal only valid
PRs. It must only put User Cass Ids and charge codes into PRs from
a source permtted to use them for exanple
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Assumi ng a public key system each Policy Server could have a
separate key pair, the public half of which was advertised in sone
way. It is a matter for further study exactly what parts of the PR
need be seal ed.

If the Policy Server violates this trust, and uses a UClI or charge
code with an unauthorized host, there are two sub-cases: the fal se
source host is in the sane AS, or is outside it. |If it is outside,
this can be detected by inspection of the PR, since the relation

bet ween AR and network number is (alnbst) static. One approach is to
make an AR identifier part of the charge code, so that use of the
code can be rejected unless that AR is the source AR for the packet.
Thi s works, but prevents using charge codes froma foreign | ocation
O her nore general techniques coul d probably be proposed.

If the fal se source host is inside the AR then further steps are
required to prevent the problem One general solution is to note
that a PRis valid only if sealed by a Policy Server. Any AR
attenpting to collect for usage should be required to keep a copy of
the PR as proof that the route was used. |If there seens to be

unaut hori zed use of a charge code, the owner can ask to see the PR
whi ch generated the charge, which will show the Policy Server which
constructed the route. |If this is an unauthorized use, action can be
taken agai nst the AR owning that Server, with the sealed PR as
evidence. In other words, detection and redress may be nore effective
than preventi on.

If we can assune that the Policy Server for a particular region is as
trustworthy as that AR requires, there is still the problemof a
Server of one region trying to steal fromanother AR This could be
done, for exanple, by taking a valid PR, and sending data forward
along it fromthe "mddle" of the route, so that what appears to be
conming fromone source is actually coming fromanother in a different
AR

This woul d require that packets com ng back along the route towards
the original source be rerouted to the fal se source, which would
require that the whole routing function within the AR be corrupted.
It is unlikely that this would go | ong undetected, but if direct
control of this class of fraud is needed, it could be achieved by
requiring any AR intending to charge against a particular PRto
obtain fromtinme to tine a confirnation, sealed by the Server of the
source AR, that its policy gateway has in fact forwarded sone nunber
of packets using this PR This sort of function is probably overkill
but this class of fraud needs to be considered.

Qoviously, a nmore detailed study will be required of the probl em of
resource theft, but | believe that a nmechani smcan be nmade to work
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11.

based on:

- Local trust of the Policy Server within each AR

- Sealing of the PR by the Server.

- Selective validation of the seal at the Policy Gateway.

- Sel ective consistency checking of the PR at the Policy Gateway.
- Use of seal on PR as evidence of the source of the PR

An Experinmental Program-- Mgration to Policy Routing

The proposal above calls for several Internet conponents not present
today: the Policy Route IP option, Policy Gateways, Policy Servers,
and support protocols such as the gl obal AS up-down protocol and the
local (to the AS) Policy Gateway up-down protocol. Any plan for

i ntroduction of policy routing nust provide a nethod to experinent
with the concept w thout changing all the hosts and the gateways now
in place.

Since the Policy Server is a new conponent which can be added to the
Internet wthout changing any existing conponents, it is easy to put
that facility in place. This, then, becones the central part of an
experimental plan. Later, it is possible to inmagi ne adding the policy

controls to sone of the gateways. Most difficult will be nodifying
all the hosts to use the PR 1P option. Based on our experience with
addi ng m nor features such as |IP subnetworks, it will never be

possible to get the PR option into all the hosts, and policy routing
nust be nmade to work anyway.

Taki ng into account these difficulties, here is a concrete
experimental plan, in three phases.

In Phase |, software for a Policy Server is created, and made
available to all potential ARs. As a part of its function, it has
two "tenporary" feature, to minmc the function of the missing host
and gat eway support.

To mimc the function of the policy gateway, two policy Servers are
pl aced "near" a current function gateway whi ch happens to connect the
two ARs, one on each side of the current gateway, and representing
their respective ARs. These two Servers then proceed to fool the
current gateway as foll ows.

- The current gateway is given the two Servers as neighbors inits
routing exchanges. In this way, the Servers can control which
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network nunbers are advertised. This is simlar to the way "gated"
is used today to control routes.

- A packet entering the ARis directed to the "near" Server inside
the AR, which perfornms the functions of the Policy Gateway and
then resends the packet. This may require the use of a regul ar
source route in sone cases, but can probably just be done by
rewiting the destination |IP address in the packet. (Note that
the IP PR option proposed in the Appendix has fields for the
original IP source and destination, so that these fields can be
reused in forwardi ng the packet from gateway to gateway.)

To deal with the lack of host support for the PR option, we again
make use of the Server. Since the Server is the recipient of al
routing information coming into the AR (since it has been set up as
the nei ghbor of the current gateway at the actual AR boundary) it

al one knows the proper routes out. Internally, it advertises itself
as the default gateway to all networks outside the AR, so that it
receives all the packets intending to |l eave the region. It, rather

than the host, adds the PR option and then sends the packet on the
Policy Gateway (or the matching Server in the next AR playing its
part) for relaying.

By controlling how routes are propagated by the regul ar gateways, it
is possible to prevent hosts fromnanually setting up routes to
bypass the Servers. 1In any event, enforcenment is not the primary
concern in Phase | of the experinment.

In Phase I, certain of the current gateways are augnented with the
Policy Gateway functions. This will make enforcenent easier, and
elimnate the extra hop which the packet had make in Phase I, as it

passed from one Server to another through the current gateway. At
the same tinme, sone of the hosts are nodified to insert the IP PR
option into the packet at the source. This will explore the problens
of PR sel ection.

In Phase Il1, the PR design is proposed for general inplenmentation
12. Policy Route Setup

One objection to this scheme is the large size of the IP PR option

Wth all the information proposed in this neno, it is larger than the

| P header itself. However, this problemcan easily be avoided; the

PR option sel dom need be sent.

Since the Policy Gateways are going to cache the result of processing

the PR, the cache holds the equivalent of the PR Al that is
required is a very short option in the packet which is a handl e that
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permts the gateway to find the correct cache entry. This handle
woul d be included in the original IP PR option, and then repeated in
every packet. The Policy Server which generated the PR could sel ect
the handle, so it would be unique for each AR Perhaps the AR id and
a 16 bit U D woul d be sufficient.

The full PR option needs to be in the packet only if the cached
Information in the gateway is lost. |If a gateway crashes or the
rout e changes, the end point nust reconstruct the caches in the
series of gateways that formthe route. The end point could
determ ne that this was necessary either when a gateway reports
explicitly that it does not have an entry corresponding to a handl e,
or when the host determines that it is not getting the desired

servi ce.

This sort of action can be thought of as an extension to the idea of
retransmtting. |In transport protocols such as TCP, the host keeps
track of the behavior of the network, and if it believes that
sonething is wong (e.g., there is a |ack of an acknow edgnent), it
takes action to restore the desired service. Qher exanples include
switching to another gateway if the currently active adjacent gateway
seens to be down. Sending the full PR option in the packet is just
anot her exanple of allowing the end node to restore the state of the
connection if it seenms to be broken

Using this nodel, nobst packets would have only a short option
(perhaps 12 bytes).

This idea of restoring the state in the gateway as needed achieves
the idea of "soft state" nentioned earlier, and all ows gateways wth
state to achi eve the sane robustness associated with datagram

net wor ks.
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