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Status of this Meno

Thi s docunent is being distributed to menbers of the Internet
comunity in order to solicit their reactions to the proposals
contained in it. Wile the issues discussed may not be directly
rel evant to the research problens of the Internet, they may be
interesting to a nunber of researchers and inplementors.

This meno defines a sinple application-layer protocol by which
managenment i nformation for a gateway may be inspected or altered by
| ogically renote users.

This proposal is intended only as an interimresponse to i medi ate
gat eway nonitoring needs while work on nore el aborate and robust

desi gns proceeds with the care and deliberation appropriate to that
task. Accordingly, long termuse of the mechani snms descri bed here
shoul d be seriously questioned as nore conprehensive proposal s emnerge
in the future. Distribution of this menp is unlimted.

Prot ocol Design Strategy

The proposed protocol is shaped in large part by the desire to

m ni m ze the nunber and conpl exity of managenent functions realized
by the gateway itself. This goal is attractive in at |east four
respects:

(1) The devel opnent cost for gateway software necessary to
support the protocol is accordingly reduced.

(2) The degree of managenent function that is renotely
supported is accordingly increased, thereby adnmitting
full est use of internet resources in the managenent task.
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(3) The degree of managenent function that is renotely
supported is accordingly increased, thereby inposing the
fewest possible restrictions on the form and sophistication
of managenent tools.

(4) A sinplified set of nmanagenment functions is easily
under st ood and used by devel opers of gateway nmanagenent
tool s.

A second design goal is that the functional paradigmfor nonitoring
and control be sufficiently extensible to acconmodate additional
possi bly unantici pated aspects of gateway operation.

A third goal is that the design be, as nuch as possible, independent
of the architecture and mechani sms of particular hosts or particular
gat eways.

Consi stent with the foregoing design goals are a nunber of decisions
regardi ng the overall formof the protocol design

One such decision is to nodel all gateway managenent functions as
alterations or inspections of various paraneter values. By this
nodel , a protocol entity on a logically renote host (possibly the
gateway itself) interacts with a protocol entity resident on the
gateway in order to alter or retrieve naned portions (variables) of
the gateway state. This design decision has at | east two positive
consequences:

(1) It has the effect of limting the nunber of essentia
managenent functions realized by the gateway to two: one
operation to assign a value to a specified configuration
paranmeter and another to retrieve such a val ue.

(2) A second effect of this decision is to avoid introducing
into the protocol definition support for inperative
managenent conmands: the nunber of such commands is in
practice ever-increasing, and the senmantics of such
commands are in general arbitrarily conplex.

The excl usion of inperative conmands fromthe set of explicitly
supported managenment functions is unlikely to preclude any desirable
gat eway nmanagenent operation. Currently, npost gateway conmmands are
requests either to set the value of sonme gateway paraneter or to
retrieve such a value, and the function of the few inperative
conmands currently supported is easily accomobdated in an
asynchronous nmode by this managenment nodel. |In this schene, an

i mperative conmand mi ght be realized as the setting of a parameter
val ue that subsequently triggers the desired action
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A second design decision is to realize any needed authentication
functionality in a distinct protocol |ayer that provides services to
the nmonitoring protocol itself. The nost inportant benefit of this
decision is a reduction in the conplexity of the individual protoco
| ayers - thereby easing the task of inplenmentation

Consistent with this |ayered design strategy is a third design
decision that the identity of an application protocol entity is known
to its peers only by the services of the underlying authentication
protocol. Inplicit in this decision is a nodel of access control by
whi ch access to variables of a gateway configuration is managed in
terns of the association between application entities and sessions of
the authentication protocol. Thus, multi-level access to gateway
variables is supported by nultiple instances of the application
protocol entity, each of which is characterized by:

(1) the set of gateway variables known to said entity,

(2) the node of access (READ-ONLY or READ-WRI TE) afforded to
sai d set of variables, and

(3) the authentication protocol session to which belong the
nmessages sent and received by said entity.

A fourth design decision is to adopt the conventions of the CCTT

X. 409 recommendation [1] for representing the informati on exchanged
bet ween protocol entities. One cost of this decision is a nodest
increase in the conplexity of the protocol inplementation. One
benefit of this decision is that protocol data are represented on the
network in a nachi ne-independent, wi dely understood, and widely
accepted form A second benefit of this decision is that the form of
the protocol nessages may be concisely and understandably descri bed
in the X 409 | anguage defined for such purposes.

A fifth design decision, consistent with the goal of mnimzing
gateway conplexity, is that the variables mani pul ated by the protoco
assune only integer or octet string type val ues.

A sixth design decision, also consistent with the goal of nininizing
gateway conplexity, is that the exchange of protocol messages
requires only an unreliable datagramtransport, and, furthernore,
that every protocol nmessage is entirely and i ndependently
representabl e by a single transport datagram \Wile this docunent
speci fies the exchange of protocol nessages via the UDP protocol [2],
the design proposed here is in general suitable for use with a w de
variety of transport nechani sns.
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A seventh design decision, consistent with the goals of sinplicity
and extensibility, is that the variables nmani pul ated by the protoco
are named by octet string values. While this decision departs from
the architectural traditions of the Internet whereby objects are
identified by assigned integer values, the nam ng of variables by
octet strings affords at |east two val uable benefits. Because the
set of octet string values constitutes a variable nane space that, as
conveni ent, nanifests either flat or hierarchical structure,

(1) a single, sinple mechani smcan provide both random access
to individual variables and sequential access to
semantically rel ated groups of variables, and

(2) the variable nane space nmay be extended to acconmodat e
unf or eseen needs w t hout conpronising either the
rel ati onshi ps anong exi sting vari ables or the potentia
for further extensions to the space.

An ei ghth design decision is to ninimze the nunber of unsolicited
nessages required by the protocol definition. This decisionis
consistent with the goal of sinplicity and notivated by the desire to
retain maxi mal control over the anmpbunt of traffic generated by the
net wor k managenent function - even at the expense of additiona
protocol overhead. The strategy inplicit in this decision is that

the nonitoring of network state at any significant |level of detail is
acconplished primarily by polling for appropriate information on the
part of the nmonitoring center. |In this context, the definition of

unsolicited messages in the protocol is confined to those strictly
necessary to properly guide a nonitoring center regarding the timng
and focus of its polling.

3. The Gateway Monitoring Protoco

The gateway nonitoring protocol is an application protocol by which
the variables of a gateway’s configuration may be inspected or
al tered

Conmruni cati on anong application protocol entities is by the exchange
of protocol nessages using the services of the authentication

prot ocol described el sewhere in this document. Each such nessage is
entirely and i ndependently represented by a single nessage of the

under|yi ng aut hentication protocol. An inplementation of this
protocol need not accept protocol nessages whose | ength exceeds 484
octets.

The form and function of the four message types recogni zed by a
protocol entity is described below The type of a given protoco
nessage is indicated by the value of the inplicit type tag for the
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data structure that is represented by said nessage according to the
conventions of the COTT X 409 reconmendati on.

3.1. The Get Request Message Type

The form of a nessage of Get Request type is described belowin the
| anguage defined in the CCITT X. 409 reconmendati on:

var _val ue_type M CHO CE {
| NTECER,
OCTET STRI NG
}
var _nane_type D= OCTET STRI NG
var_op_type D= SEQUENCE {
var _nane var _nane_t ype,
var _val ue var _val ue_type
}
var_op_list_type D= SEQUENCE OF var_op_type
error_status_type = | NTEGER {
gnp_err_noerror (0),
gnp_err_too_big (1),
gnp_err_ni x_nane (2),
gnp_err_bad_val ue (3)
}
error _index_type = | NTEGER
request _id_type = | NTEGER
get _req_nessage_type = [ APPLICATION 1 ] IMPLICT
SEQUENCE {
request id request id_type,
error_status error_status_type,
error _i ndex error_i ndex_type,
var_op_li st var_op_list_type
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}

Upon recei pt of a nessage of this type, the receiving entity responds
according to any applicable rule in the list bel ow

(1) If, for sone var_op_type conmponent of the received nessage, the
val ue of the var_nane field does not | exicographically precede
the name of some variable known to the receiving entity, then
the receiving entity sends to the originator of the received
nmessage a nessage of identical formexcept that the indicated
nmessage type is Get Response, the value of the error_status
field is gnp_err_nix _name, and the value of the error_index
field is the unit-based i ndex of said var_op_type conponent in
the recei ved nessage.

(2) If the size of the Get Response type message generated as
descri bed bel ow woul d exceed the size of the |argest nessage
for which the protocol definition requires acceptance, then the
receiving entity sends to the originator of the received nessage
a nessage of identical formexcept that the indicated nessage
type is Get Response, the value of the error_status field is
gnp_err_too_big, and the value of the error_index field is zero.

If none of the foregoing rules apply, then the receiving entity sends
to the originator of the received nessage a Get Response type nessage
such that, for each var_op_type conmponent of the received nessage, a
correspondi ng conponent of the generated nessage represents the nane
and val ue of that variable whose name is, in the |exicographica
ordering of the names of all variables known to the receiving entity
together with the value of the var_nane field of the given conponent,
the i mmedi ate successor to that value. The value of the error_status
field of the generated nessage is gnp_err_noerror and the val ue of
the error_index field is zero. The value of the request_id field of
the generated nessage is that for the received nessage.

Messages of the Get Request type are generated by a protocol entity
only at the request of the application user

3.2. The Get Response Message Type
The form of messages of this type is identical to that of Get Request
type nessages except for the indication of nessage type. In the COTT
X. 409 | anguage,
get _rsp_nessage_type D= [ APPLICATION 2 ] IMPLICT

SEQUENCE {
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3.

3.

request _id request id_type,
error_status error_status_type,
error_i ndex error_i ndex_type,
var_op_li st var_op_list_type
}

The response of a protocol entity to a nmessage of this type is to
present its contents to the application user

Messages of the Get Response type are generated by a protocol entity
only upon recei pt of Set Request or Get Request type nessages as
described el sewhere in this docunment.
3. The Trap Request Message Type

The form of a nessage of this type is described below in the | anguage
defined in the CCOTT X 409 recommendation

val _list_type SEQUENCE OF var_val ue_type

trap_type_type = | NTEGER

trap_req_nessage_type D= [ APPLICATION 3 ] IMPLICIT
SEQUENCE {
trap_type trap_type_type
val |ist val _list_type

}

The response of a protocol entity to a nmessage of this type is to
present its contents to the application user

Messages of the Trap Request type are generated by a protocol entity
only at the request of the application user

The significance of the val _|ist conponent of a Trap Request type
nmessage i s inplenmentation-specific.

Interpretations for negative values of the trap _type field are

i mpl enentati on-specific. Interpretations for non-negative val ues of
the trap_type field are defined bel ow.
3.1. The Cold Start Trap Type

A Trap Request type nmessage for which the value of the trap_type
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field is 0, signifies that the sending protocol entity is
reinitializing itself such that the gateway configuration or the
protocol entity inplenentation nay be altered.

3.3.2. The Warm Start Trap Type

A Trap Request type nmessage for which the value of the trap_type
field is 1, signifies that the sending protocol entity is
reinitializing itself such that neither the gateway configuration nor
the protocol entity inplementation is altered.

3.3.3. The Link Failure Trap Type

A Trap Request type nessage for which the value of the trap_type
field is 2, signifies that the sending protocol entity recognizes a
failure in one of the conmunication links represented in the gateway
confi gurati on.

3.3.4. The Authentication Failure Trap Type

A Trap Request type nmessage for which the value of the trap_type
field is 3, signifies that the sending protocol entity is the
addressee of a protocol nessage that is not properly authenticated.

3.3.5. The EGP Nei ghbor Loss Trap Type

A Trap Request type nmessage for which the value of the trap_type
field is 4, signifies that an EGP nei ghbor for whom the sending
protocol entity was an EGP peer has been marked down and the peer
rel ati onship no | onger obtains.

3.4. The Set Request Message Type
The form of nmessages of this type is identical to that of Get Request

type nessages except for the indication of message type. 1In the
CCl TT X. 409 | anguage:

set _req_nessage_type D= [ APPLICATION 4 ] IMPLICT
SEQUENCE {
request id request id_type,
error_status error_status_type,
error_index error _i ndex_type,
var_op_li st var_op_list_type
}
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Upon recei pt of a nessage of this type, the receiving entity responds
according to any applicable rule in the list bel ow

(1) 1If, for sone var_op_type component of the received nessage, the
val ue of the var_nane field names no variable known to the
receiving entity, then the receiving entity sends to the
originator of the received nessage a nessage of identical form
except that the indicated nmessage type is Get Response, the
val ue of the error_status field is gnp_err_nix_name, and the
value of the error_index field is the unit-based i ndex of said
var_op_type conmponent in the received message.

(2) If, for sone var_op_type conmponent of the received nessage, the
contents of the var_value field does not, according to the CCTT
X. 409 recommendation, nanifest a type, length, and value that is
consistent with that required for the variable naned by the
val ue of the var_nane field, then the receiving entity sends to
the originator of the received nessage a nessage of identica
formexcept that the indicated nessage type is Get Response, the
val ue of the error_status field is gnp_err_bad val ue, and the
val ue of the error_index field is the unit-based index of said
var_op_type conponent in the received message.

(3) If the size of the Get Response type nessage generated as
descri bed bel ow woul d exceed the size of the | argest nmessage for
whi ch the protocol definition requires acceptance, then the
receiving entity sends to the originator of the received
nmessage a nessage of identical formexcept that the indicated
nmessage type is Get Response, the value of the error_status
field is gnp_err_too _big, and the value of the error_index field
is zero.

I f none of the foregoing rules apply, then for each var_op_type
conponent of the received nmessage, according to the sequence of such
conponents represented by said nmessage, the value represented by the
var_value field of the given conponent is assigned to the variable
naned by the value of the var_name field of that conmponent. The
receiving entity sends to the originator of the received nessage a
nessage of identical formexcept that the indicated nessage type is
Get Response, the value of the error_status field is gnp_err_noerror,
and the value of the error_index field is zero.

Messages of the Set Request type are generated by a protocol entity
only at the request of the application user

Recogni ti on and processing of Set Request type frames is not required
by the protocol definition
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4.

The Aut hentication Protoco

The aut hentication protocol is a session-layer protocol by which
nmessages specified by a protocol user are selectively delivered to
ot her protocol users. The protocol definition precludes delivery to
a protocol user of any user nessage for which the protoco
representation | acks a specified "authentic" form

Conmruni cati on anong aut henticati on protocol entities is acconplished
by the exchange of protocol nessages, each of which is entirely and

i ndependently represented by a single UDP datagram An

aut hentication protocol entity responds to protocol nessages received
at UDP port 153 on the host with which it is associated.

A hal f-session of the authentication protocol is, for any ordered
pair of protocol users, the set of nmessages sent fromthe first user
of the pair to the second user of said pair. A session of the

aut hentication protocol is defined to be union of two conplenentary
hal f-sessions of the protocol - that is, the set of nessages
exchanged between a given pair of protocol users. Associated with
each protocol half-session is a triplet of functions:

(1) The authentication function for a given half-session is a
bool ean-val ued function that characterizes the set of
aut hentication protocol nessages that are of acceptable,
authentic formw th respect to the set of all possible
aut henti cation protocol messages.

(2) The nessage interpretation function for a given half-
session is a mapping fromthe set of authentication
protocol nessages accepted by the authentication function
for said half-session to the set of all possible user
nmessages.

(3) The nessage representation function for a given half-
session is a mapping that is the inverse of the nessage
interpretation function for said hal f-session

The associ ati on between hal f-sessions of the authentication protoco
and triplets of functions is not defined in this docunent.

The form and function of the single nessage type recogni zed by a
protocol entity is described below. The type of a given protoco
nmessage is indicated by the value of the inplicit type tag for the
data structure that is represented by said nessage according to the
conventions of the CCITT X 409 recomendati on.
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4.1. The Data Request Message Type

Messages of this type are represented by a sequence of fields whose
formand interpretation are descri bed bel ow

4.1.1. The Message Length Field

The Message Length field of a given Data Request nessage represents
the length of said nessage as an unsigned, 16-bit, binary integer
This value is encoded such that nore significant bits precede |ess
significant bits in the order of transm ssion and includes the |ength
of the Message Length field itself.

4.1.2. The Session ID Length Field

The Session ID Length field of a given Data Request nessage
represents the length, in octets, of the Session ID field of said
nessage. This value is encoded as an unsigned, 8-bit, binary

i nteger.

4.1.3. The Session ID Field

The Session ID field of a given Data Request nessage represents the
nane of the protocol session to which said nessage bel ongs. The
value of this field is encoded as asequence of octets whose length is
the value of the Session ID Length field for said nessage.

4.1.4. The User Data Field

The User Data field of a given Data Request nessage represents a
nessage being passed from one protocol user to another. The val ue of
this field is encoded according to conventions inplicit in the
nmessage representation function for the appropriate half of the

prot ocol session named by the value of the Session IDfield for said
nessage.

Upon recei pt of a Data Request type nessage, the receiving

aut hentication protocol entity verifies the formof said nessage by
application of the authentication function associated with its half
of the session naned by the value of the Session ID field in the
recei ved nessage. |If the formof the received nessage is accepted as
"authentic" by said function, then the user nessage conputed by the
application of the nmessage interpretation function for said half-
session to the value of the User Data field of the received nessage
is presented to the protocol user together with an indication of the
prot ocol session to which the received nessage bel ongs.
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QO herwi se, the nessage is discarded and an indication of the receipt
of an unaut henticated nessage is presented to the protocol user

A message of this type is generated only at the request of the
protocol user to communicate a nessage to another user of the
protocol. Such a request specifies the user nessage to be sent as
wel |l as the session of the authentication protocol to which said user
nessage bel ongs. The value of the Session ID field of the generated
nessage i s the name of the session specified in the user request.

The value of the User Data field of the generated nessage is conputed
by applying the message representation function for the appropriate
hal f of the specified session to the specified user nessage.

5. Vari abl e Names

The vari ables retrieved or nanipul ated by the application protoco
are named by octet string values. Such values are represented in
this docunent in two ways:

(1) A variable name octet string nmay be represented
nunerically by a sequence of hexadeci mal nunbers, each of
whi ch denotes the value of the corresponding octet in
said string.

(2) A variable name octet string nmay be represented
synbolically by a character string whose formreflects
the sequence of octets in said nane while at the sane
time suggesting to a human reader the semantics of the
naned vari abl e.

Vari abl e nane octet strings are represented synbolically according to
the following two rules:

(1) The synbolic character string representation of the
vari abl e nane of zero length is the character string of
zero | ength.

(2) The synbolic character string representation of a
vari abl e nane of non-zero length n is the concatenation
of the synbolic character string representation of the
variabl e nane formed by the first (n - 1) octets of the
gi ven nane together with the underscore character ("_")
and a character string that does not include the
underscore character, such that the resulting character
string i s unique anong the synmbolic character string
representations for all variable names of length n.
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Thus, for exanple, the variable names represented nunerically as:

01 01 01,

01 01 02,

01 02 01,

01 03 01 03 01,

01 03 01 03 02,

01 03 01 04 01, and
01 03 01 04 02

m ght be represented synbolically by the character strings:

_GWversion_id,
_GWversion_rev,
_GWcfg_nnets,
_GWnet_if_type_net1l,
_GWnet_if_type_net?2,
_GWnet_if_speed netl, and
_GWnet _if_speed_net 2.

Al variable names are term nated by an inplenentation specific octet
string of non-zero length. Thus, a conplete variable nane is not
specified for any of the variables defined in this docunment. Rather
for each defined variable, sone prefix portion of its nane is
specified, with the understanding that the rightnost portion of its
nane is specific to the protocol inplenentation

Ful | est exploitation of the semantics of the Get Request type nessage
requires that names for related variabl es be chosen so as to be
contiguous in the |exicographic ordering of all variable nanes
recogni zed by an application protocol entity. This principle is
observed in the naming of variables currently defined by this
docunent, and it should be observed as well for variables defined by
subsequent revisions of this document and for variables introduced by
particul ar i nplementations of the protocol

A particular inplenmentation of a protocol entity may present
variables in addition to those defined by this docunment, provided
that in no case will an inplenentation-specific variable be presented
as having a nanme identical to that for one of the variables defined
here. By convention, the nanes of variables specific to a particular
i npl enentati on share a comopn prefix that distinguishes said

vari abl es fromthose defined in this document and fromthose that may
be presented by other inplenmentations of an application protoco
entity. For exanple, variables specific to an inplenentation of this
protocol in version 1.3 of the Squeaky gateway product of the

Swi ngi ng Gat eway conpany m ght have the nanmes represented by:
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01 FF 01 01 13 01,
01 FF 01 01 13 02, and
01 FF 01 01 13 03,

for which the correspondi ng synbolic representations night be:

_GW.inpl _Swi nging_Squeaky v1.3 vari abl eA,
_GW.i npl _Swi ngi ng_Squeaky_v1. 3 vari abl eB, and
_GW.inpl _Swi ngi ng_Squeaky_v1. 3 vari abl eC.

The nanes and semantics of inplenentation-specific variables are not
ot herwi se defined by this docunent, although inplenmentors are

encour aged to publish such definitions either as appendices to this
docunent or by other appropriate neans.

Vari abl e nanes of which the initial portion is represented
nunerically as 02 and synbolically as " HOST" are reserved for future
use. Variable names of which the initial portion is represented
nunerically as 03 and synbolically as "_TS" are simlarly reserved.

6. Required Variables
To the extent that the information represented by a variabl e defined
in this section is also represented internally by a gateway for which
this protocol is realized, access to that variable nmust be afforded
by at | east one application protocol entity associated with said
gat eway.

6.1. The GWversion_id Variable

The variable such that the initial portion of its name is represented
synbolically as "_GWversion_id" and nunerically as:

01 01 01

has an octet string value that identifies the protocol entity
i mpl enentation (e.g., "ACME Packet-Wiz Mdel [1").

6.2. The _GWversion rev Variable

The variable such that the initial portion of its name is represented
synbolically as " _GWversion_rev" and nunerically as:

01 01 02

has an integer value that identifies the revision level of the entity
i npl enentation. The encoding of the revision |level as an integer

Davi n, Case, Fedor and Schoffstall [ Page 14]



RFC 1028 Si npl e Gateway Monitoring Noverber 1987

val ue is inplenmentation-specific.
6.3. The _GWcfg_nnets Variable

The variable such that the initial portion of its name is represented
synbolically as " _GWcfg nnets" and nunerically as:

01 02 01

has an integer value that represents the nunmber of |ogical network
interfaces afforded by the configuration of the gateway.

6.4. Network Interface Variables
This section describes a related set of variables that represent
attributes of the logical network interfaces afforded by the gateway
configuration. Each such network interface is uniquely identified by
an octet string. The convention by which nanmes are assigned to the
network interfaces of a gateway is inplenentation-specific.

6.4.1. The _GWnet_ if_type Variable O ass

A variable such that the initial portion of its nane is represented
synbolically as " _GWNnet if_type" and nunerically as:

01 03 01 03
has an integer value that represents the type of the network
interface identified by the remai nder of the nane for said variable.
The value of a variable of this class represents network type
according to the conventions described in Appendix 1
6.4.2. The _GWnet_if_speed Variable C ass

A variable such that the initial portion of its nane is represented
synbolically as "_GWnet if_speed" and numerically as:

01 03 01 04
has an integer value that represents the estimated nom nal bandw dth
in bits per second of the network interface identified by the
remai nder of the name for said variable.

6.4.3. The _GWnet_if_in_pkts Variable C ass

A variable such that the initial portion of its nane is represented
synmbolically as "_GWnet_if_in_pkts" and nunerically as:
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01 03 01 01 01

has an integer value that represents the nunber of packets received
by the gateway over the network interface identified by the renmai nder
of the nane for said variable.

6.4.4. The _GWnet if _out pkts Variable C ass

A variable such that the initial portion of its nane is represented
synmbolically as "_GWnet _if_out_pkts" and nunerically as:

01 03 01 02 01
has an integer value that represents the nunber of packets
transmtted by the gateway over the network interface identified by
the renmmi nder of the nane for said variable.

6.4.5. The _GWnet if_in_bytes Variable C ass

A variable such that the initial portion of its nane is represented
synbolically as "_GWnet _if_in_bytes" and nunerically as:

01 03 01 01 02

has an integer value that represents the nunber of octets received by
the gateway over the network interface identified by the remainder of
the nane for said variable.

6.4.6. The _GWnet_if_out_bytes Variable O ass

A variable such that the initial portion of its nane is represented
synbolically as " _GWnet if _out bytes" and nunerically as:

01 03 01 02 02

has an integer value that represents the nunber of octets transmtted
by the gateway over the network interface identified by the renai nder
of the nane for said variable.

6.4.7. The GWnet if _in_errors Variable O ass

A variable such that the initial portion of its nane is represented
synbolically as " _GWnet if_in_errors" and nunerically as:

01 03 01 01 03

has an integer value that represents the nunber of reception errors
encountered by the gateway on the network interface identified by the
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remai nder of the nanme for said variable. The definition of a
reception error is inplenmentation-specific and nmay vary according to
network type

6.4.8. The GWnet if _out_errors Variable O ass

A variable such that the initial portion of its nane is represented
synbolically as " _GWnet if _out _errors" and nunerically as:

01 03 01 02 03

has an integer value that represents the nunber of transm ssion
errors encountered by the gateway on the network interface identified
by the renai nder of the nane for said variable. The definition of a
transm ssion error is inplenmentation-specific and may vary according
to network type.

6.4.9. The _GWnet if_status Variable O ass

A variable such that the initial portion of its nane is represented
synbolically as "_GWnet _if_status" and nunerically as:

01 03 01 05

has an integer value that represents the current status of the
network interface identified by the remai nder of the name for said
variable. Network status is represented according to the conventions
descri bed i n Appendi x 2.

6.5. Internet Protocol Variables

This section describes variables that represent infornation related
to protocol s and nechanisns of the Internet Protocol (IP) family [3].

6.5.1. Protocol Address Variable C asses

This section describes a related set of variables that represent
attributes of the the IP interfaces presented by a gateway on the
various networks to which it is attached. Each such protoco
interface is uniquely identified by an octet string. The convention
by which names are assigned to the protocol interfaces for a gateway
is inmplementation-specific.

6.5.1.1. The _GWpr_in_addr_value Variable C ass

A variable such that the initial portion of its nane is represented
synbolically as "_GWpr_in_addr_val ue" and nunerically as:
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01 04 01 01 01
has an octet string value that literally represents the 32-bit

Internet address for the IP interface identified by the renai nder of
the name for said variable.

6.5.1.2. The _GWpr_in_addr_scope Variable C ass

A variable such that the initial portion of its nane is represented
synmbolically as "_GWpr_in_addr_scope" and nunerically as:

01 04 01 01 02
has an octet string value that names the network interface with which
the IP interface identified by the renmai nder of the name for said
vari abl e i s associ at ed.

6.5.2. Exterior Gateway Protocol (EGP) Vari ables

Thi s section describes variables that represent infornation related
to protocol s and nechani sns of the EGP protocol [4].

6.5.2.1. The _GWpr_in_egp_core Variable

A variable such that the initial portion of its nane is represented
synbolically as " _GWpr_in_egp_core" and nunerically as:

01 04 01 03 01
has an integer value that characterizes the associated gateway wth
respect to the set of | NTERNET core gateways. A nonzero val ue
i ndi cates that the associated gateway is part of the | NTERNET core.
6.5.2.2. The _GWpr_in_egp_as Variable d ass

A variable such that the initial portion of its nane is represented
synbolically as " _GWpr_in_egp_as" and nunerically as:

01 04 01 03 02

has an integer value that literally identifies an Autononous System
to which this gateway bel ongs.

6.5.2.3. The EGP Nei ghbor Variable C asses
This section describes a related set of variables that represent

attributes of "neighbors" with which the gateway may be associ ated by
EGP. Each such EGP nei ghbor is uniquely identified by an octet

Davi n, Case, Fedor and Schoffstall [ Page 18]



RFC 1028 Si npl e Gateway Monitoring Noverber 1987

string. The convention by whi ch names are assigned to EGP nei ghbors
of a gateway is inplenentation-specific.

6.5.2.3.1. The _GWpr_in_egp_nei ghbor_addr Variable d ass

A variable such that the initial portion of its nane is represented
synbolically as " _GWpr _in_egp_nei ghbor_addr" and nunerically as:

01 04 01 03 03 01

has an octet string value that literally represents the 32-bit
Internet address for the EGP nei ghbor identified by the renai nder of
the name for said variable.

6.5.2.3.2. The _GWpr_in_egp_nei ghbor_state Variable C ass

A variable such that the initial portion of its nane is represented
synbolically as " _GWpr _in_egp_neighbor_state" and nunerically as:

01 04 01 03 03 02

has an octet string value that represents the EGP protocol state of
the gateway with respect to the EGP nei ghbor identified by the
remai nder of the name for said variable. The nmeani ngful val ues for
such a variable are: "IDLE, " "ACQUI SITION, " "DOMW," "UP," and

" CEASE. "

6.5.2.4. The _GWpr_in_egp_errors Variable

The variable such that the initial portion of its name is represented
synbolically as " _GWpr_in_egp_errors" and nunerically as:

01 04 01 03 05

has an integer value that represents the nunber of EGP protoco
errors.

6.5.3. Routing Variable C asses

This section describes a related set of variables that represent
attributes of the the IP routes by which a gateway directs packets to
various destinations on the Internet. Each such route is uniquely
identified by an octet string that is the concatenation of the
literal 32-bit value of the Internet address for the destination of
said route together with an inplenmentation-specific octet string.

The convention by which nanmes are assigned to the Internet routes for
a gateway is in all other respects inplenmentation-specific.
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6.5.3.1. The _GWpr_in_rt _gateway Variable C ass

A variable such that the initial portion of its nane is represented
synmbolically as "_GWpr_in_rt_gateway" and nunerically as:

01 04 01 02 01
has an octet string value that literally represents the 32-bit
Internet address of the next gateway to which traffic is directed by
the route identified by the remni nder of the nane for said variable.

6.5.3.2. The GWpr_in_rt _type Variable C ass

A variable such that the initial portion of its nane is represented
synbolically as "_GWNpr_in_rt_type" and nunerically as:

01 04 01 02 02
has an integer value that represents the type of the route identified
by the renai nder of the nane for said variable. Route types are
identified according to the conventions described in Appendi x 3.

6.5.3.3. The _GWpr_in_rt_how | earned Variable d ass

A variable such that the initial portion of its nane is represented
synbolically as " _GWpr_in_rt_how | earned" and nunerically as:

01 04 01 02 03
has an octet string value that represents the source of the
informati on fromwhich the route identified by the renai nder of the
nane for said variable is generated. The neani ngful values of such a
vari able are: "STATIC " "EGP," and "RIP."
6.5.3.4. The _GWpr_in_rt_metricO Variable C ass

A variable such that the initial portion of its nane is represented
synbolically as " _GWpr_in_ rt _netric0" and nunerically as:

01 04 01 02 04
has an integer value that represents the quality (in terms of cost,
di stance fromthe ultimte destination, or other netric) of the route
identified by the remai nder of the name for said variable.

6.5.3.5. The _GWpr_in_rt_metricl Variable C ass

A variable such that the initial portion of its nane is represented
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synbolically as " _GWpr_in_ rt _netricl" and nunerically as:
01 04 01 02 05

has an integer value that represents the quality (in ternms of cost,
di stance fromthe ultimte destination, or other netric) of the route
identified by the remai nder of the name for said variable.

6.6. DECnet Protocol Variables
This section describes variables that represent information rel ated
to protocols and nmechani sns of the DEC Digital Network Architecture.
DEC and DECnet are registered trademarks of Digital Equipnent
Cor por ati on.

6.7. XNS Protocol Variables

This section describes variables that represent infornation rel ated
to protocols and nechani sns of the Xerox Network System  Xerox
Net wor k System and XNS are regi stered trademarks of the XEROX
Cor por ati on.

7. Implenentation-Specific Variables
Addi tional variables that nay be presented for inspection or
mani pul ati on by particul ar protocol entity inplenentations are
descri bed in Appendices to this docunent.
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9. Appendix 1: Network Type Representation

Nuneric representations for various types of networks are presented
bel ow
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Val ue Net wor k Type

Unspecifi ed

| EEE 802.3 MAC

| EEE 802. 4 NMAC

| EEE 802.5 MAC

Et her net

Pr oNET- 80

Pr oNET- 10

FDDI

X. 25

Poi nt -t o-Poi nt Seri al
10 Proprietary Point-to-Point Serial
11 ARPA 1822 HDH

12 ARPA 1822

13 Appl eTal k

14 St ar LAN

OCO~NOOUITA~WNEO

10. Appendi x 2: Network Status Representation
Nuneric representations for network status are presented bel ow.

Val ue Net wor k St at us

0 Interface Operating Normally
1 Interface Not Present

2 Interface Disabled

3 I nt erface Down

4 Interface Attenpting Link

11. Appendi x 3: Route Type Representation
Nuneric representations for route types are presented bel ow.

Val ue Rout e Type

0 Route to Nowhere -- ignored

1 Route to Directly Connected Network
2 Route to a Renote Host

3 Route to a Renpte Network

4 Route to a Sub- Network

12. Appendix 4: Initial Inplenmentation Strategy
The initial objective of inplenenting the protocol specified in this

docunent is to provide a nechanismfor monitoring |Internet gateways.
Wil e the protocol design nakes sone provision for gateway managenent
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13.

functions as well, this aspect of the design is not fully devel oped
and needs further refinement before a generally useful inplenmentation
could be produced. Accordingly, initial inplenentations will not

generate or respond to the optional Set Request nessage type.

The protocol defined here may be subsequently refined based upon
experience with early inplenmentations or upon further study of the
probl em of gateway nmanagenent. Moreover, it may be superceded by
ot her proposals in the area of gateway nonitoring and control

| mpl ement ati ons of the authentication protocol specified in this
docunent are likely to evolve in response to the particular security
and privacy needs of its users. Wile, in general, the association
bet ween particul ar hal f-sessions of the authentication protocol and
the described triplets of functions is specific to an inplenmentation
and beyond the scope of this docunent, the desire for imediate
interoperability anong initial inplenentations of this protocol is
best served by the tenporary adoption of a commopn aut hentication
schene. Accordingly, initial inplenentations will associate with
every possible half-session a triplet of functions that realizes a
trivial authentication mechanism

(1) The authentication function is defined to have the val ue
TRUE over the entire donmmi n of authentication protocol
nmessages.

(2) The nessage interpretation function is defined to be the
identity function.

(3) The nessage representation function is defined to be the
identity function.

Because this initial posture with respect to authentication is not
likely to remain acceptable indefinitely, inplenentors are urged to
adopt designs that isolate authentication mechani smas much as
possi bl e from ot her conmponents of the inplenmentation

Appendi x 5: Routing Information Propagation Variabl es

This section describes a set of related variables that characterize
the sources and destinations of routing information propagated by
various routing protocols. These variabl es have neaning only for
those routing protocol inplenmentations that afford greater
flexibility in propagating routing information than is required by
the various routing protocol specifications.

Each IP interface afforded by the configuration of the gateway over
which routing informati on may propagate via a routing protoco
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(target interface) is named by a string of four octets that literally
represents the | P address associated with said protocol interface.

Each I P protocol interface afforded by the configuration of the

gat eway over which routing information may arrive via any routing
protocol (source interface) is nanmed by a string of four octets that
literally represents the | P address associated with said protoco
interface.

Each routing protocol by which a gateway receives information that it
uses to route IP traffic (source routing protocol) is named by a
single-octet string according to the conventions set forth in
Appendi x 6 of this docunent.

Each routing protocol by which a gateway propagates routing

i nformati on used by other hosts or gateways to route IP traffic
(target routing protocol) is named by a single-octet string according
to the conventions set forth in Appendix 6 of this docunent.

A variable such that the initial portion of its nane is the
concat enati on of:

(1) the octet string represented synbolically as "_GWNpr_in_rif"
and nurerically as 01 04 01 04 foll owed by:

(2) the nanme of a target routing protocol followed by
(3) the nanme of a target interface foll owed by

(4) the name of a source routing protocol followed by
(5) the name of a source interface

has an integer value that characterizes the propagation of routing

i nformati on between the sources and destinations of such informtion
that are identified by the initial portion of that variable s nane. A
non-zero value for such a variable indicates that routing infornmation
received via the source routing protocol named by the fourth
conponent of the variable nane on the source interface naned by its
fifth conponent is propagated via the target routing protocol named
by the second conmponent of the variable nane over the target
interface named by its third conponent. A zero value for such a
variable indicates that routing infornation received via the source
routing protocol on the source interface identified in the variable
nane is NOT propagated via the target routing protocol over the
target interface identified in the variable name.
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14.

Appendi x 6: Routing Protocol Representation

Nuneric representations for routing protocols are presented bel ow

15.

15.

15.

15.

Val ue Rout i ng Protoco

0 None -- Reserved

1 Berkeley RIP Version 1
2 EGP

3 GGP

4 Hel | o

5 O her I GRP

Appendi x 7: Proteon p4200 Rel ease 7.4 Vari abl es

Thi s section describes inplementation-specific variables presented by
the inplementation of this protocol in Software Rel ease 7.4 for the
Pr ot eon p4200 Internet Router. These variable definitions are

subj ect to change w thout notice.

1. The Network Interface Vari abl es

This section describes a related set of variables that represent
attributes of a network interface in the Proteon p4200 Internet
Rout er gateway. Each such network interface is uniquely named by an
i mpl ement ati on-specific octet string of length 1

1.1. The Ceneric Network Interface Vari abl es

This section describes a related set of variables that represent
attributes common to all network interfaces in the Proteon p4200
Internet Router gateway. Each generic network interface of a p4200
configuration is uniquely named by the concatenation of the octet
string represented synmbolically as " _GW.i npl _Proteon_p4200-R7. 4_net -
if" and nunerically as:

01 FF 01 01 01
foll owed by the name of said network interface as described above.
1.1.1. The Ceneric _ovfl-in Variable C ass

A variable such that the initial portion of its nane is the
concatenation of the nane for a generic network interface foll owed by
the octet string represented synbolically as " _ovfl-in" and
nunerically as 01, has an integer value that represents the nunber of
i nput packets dropped due to gateway congestion for the network
interface identified by the initial portion of its nane.
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15.

15.

15.

15.

15.

15.

1.1.2. The Ceneric _ovfl-out Variable C ass

A variable such that the initial portion of its nane is the

concat enati on of the nanme for a generic network interface foll owed by
the octet string represented synbolically as " _ovfl-out” and
nunerically as 02, has an integer value that represents the nunber of
out put packets dropped due to gateway congestion for the network
interface identified by the initial portion of its name.

1.1.3. The Ceneric _slftst-pass Variable C ass A variabl e
such that the initial portion of its name is the concatenation of the
nane for a generic network interface followed by the octet string
represented synbolically as " _slftst-pass" and nunerically as 03, has
an integer value that represents the nunber of tinmes the interface
sel f-test procedure succeeded for the network interface identified by
the initial portion of its nane.

1.1.4. The Ceneric _slftst-fail Variable C ass

A variable such that the initial portion of its nane is the
concatenation of the nane for a generic network interface foll owed by
the octet string represented synbolically as " _slftst-fail" and
nunerically as 04, has an integer value that represents the nunber of
times the interface self-test procedure failed for the network
interface identified by the initial portion of its nane.

1.1.5. The CGeneric _maint-fail Variable C ass

A variable such that the initial portion of its nane is the

concat enati on of the nanme for a generic network interface foll owed by
the octet string represented synbolically as " nmaint-fail" and
nunerically as 06, has an integer value that represents the nunber of
times the network mai ntenance procedure failed for the network
interface identified by the initial portion of its name.

1.1.6. The Ceneric _csr Variable d ass

A variable such that the initial portion of its nane is the
concatenation of the nane for a generic network interface foll owed by
the octet string represented synbolically as "_csr" and nunerically
as 07, has an integer value that represents the internal address of
the device CSR for the network interface identified by the initia
portion of its nane.

1.1.7. The Ceneric _vec Variable O ass
A variable such that the initial portion of its nane is the

concat enati on of the nanme for a generic network interface foll owed by
the octet string represented synbolically as " _vec" and nunerically
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15.

15.

15.

15.

as 08, has an integer value that identifies the device interrupt
vector used by the network interface identified by the initia
portion of its nane.

1.2. The ProNET Network Interface Vari abl es

This section describes a related set of variables that represent
attributes of a ProNET type network interface in the Proteon p4200
Internet Router gateway. Each network interface of a p4200
configuration that supports ProNET nmedia is uniquely named by the
concatenation of the octet string represented synbolically as

" GW.i nmpl _Proteon_p4200-R7.4_devpn" and nunerically as:

01 FF 01 01 04
foll owed by the nanme of said network interface as described above.
1.2.1. The ProNET _node-nunber Variable d ass

A variable such that the initial portion of its nane is the
concatenation of the name for a ProNET type network interface

foll owed by the octet string represented synmbolically as "_node-
nunber” and numerically as 01, has an integer value that represents
the ProNET node number associated with the network interface
identified by the initial portion of its nane.

1.2.2. The ProNET _in-data-present Variable C ass

A variable such that the initial portion of its nane is the
concatenation of the name for a ProNET type network interface
followed by the octet string represented synbolically as " _in-data-
present” and nunerically as 02, has an integer value that represents
the nunber of tines that unread data was present in the input packet
buffer for the network interface dentified by the initial portion of
its name.

1.2.3. The ProNET _in-overrun Variable O ass

A variable such that the initial portion of its nane is the

concat enati on of the name for a ProNET type network interface
followed by the octet string represented synmbolically as "_in-
overrun" and nunerically as 03, has an integer value that represents
the nunber of tines that a packet copied fromthe ring exceeded the
size of the packet input buffer on the network interface identified
by the initial portion of its name.
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15.

15.

15.

15.

15.

1.2.4. The ProNET _in-odd-byte-cnt Variable O ass

A variable such that the initial portion of its nane is the

concat enati on of the name for a ProNET type network interface

foll owed by the octet string represented synbolically as "_in-odd-
byte-cnt" and numerically as 04, has an integer value that represents
the nunber of tines that a packet was received with an odd nunber of
bytes on the network interface identified by the initial portion of
its nane.

1.2.5. The ProNET _in-parity-error Variable O ass

A variable such that the initial portion of its nane is the
concatenation of the name for a ProNET type network interface

foll owed by the octet string represented synbolically as "_in-
parity-error” and nunerically as 05, has an integer val ue that
represents the nunber of times that a parity error was detected in a
packet copied fromthe ring on the network interface identified by
the initial portion of its nane.

1.2.6. The ProNET _in-bad-format Variable C ass

A variable such that the initial portion of its nane is the
concatenation of the name for a ProNET type network interface

foll owed by the octet string represented synbolically as " _in-bad-
format" and nunmerically as 06, has an integer value that represents
the nunber of tines that a format error was detected in a packet
copied fromthe ring on the network interface identified by the
initial portion of its name.

1.2.7. The ProNET _not-in-ring Variable d ass

A variable such that the initial portion of its nane is the

concat enati on of the name for a ProNET type network interface

foll owed by the octet string represented synbolically as "_not-in-
ring" and nunerically as 07, has an integer value that represents the
nunber of times that the ProNET wire center relays were detected in
an unenergi zed state for the network interface identified by the
initial portion of its name.

1.2.8. The ProNET _out-ring-inits Variable C ass

A variable such that the initial portion of its nane is the
concatenation of the name for a ProNET type network interface

foll owed by the octet string represented synmbolically as "_out-ring-
inits" and nunerically as 08, has an integer value that represents
the nunber of tines that ring initialization has been attenpted on
the network interface identified by the initial portion of its nane.
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15.

15.

15.

15.

15.

1.2.9. The ProNET _out-bad-fornat Variable C ass

A variable such that the initial portion of its nane is the

concat enati on of the name for a ProNET type network interface
followed by the octet string represented synmbolically as "_out-bad-
format" and nunerically as 09, has an integer value that represents
the nunber of tines that an inproperly formatted packet was detected
in the course of an output operation on the network interface
identified by the initial portion of its nane.

1.2.10. The ProNET _out-timeout Variable C ass

A variable such that the initial portion of its nane is the
concatenation of the name for a ProNET type network interface

foll owed by the octet string represented synbolically as "_out-
timeout" and nurerically as OA, has an integer value that represents
the nunber of tines that an attenpt to originate a nmessage has been
del ayed by nmore than 700 ns on the network interface identified by
the initial portion of its nane.

1.3. The Ethernet Network Interface Vari abl es

This section describes a related set of variables that represent
attributes of an Ethernet type network interface in the Proteon p4200
Internet Router gateway. Each network interface of a p4200
configuration that supports Ethernet nmedia is uniquely named by the
concatenation of the octet string represented synbolically as

" _GW.i nmpl _Proteon_p4200-R7.4_dev-ie" and nunerically as:

01 FF 01 01 03
foll owed by the name of said network interface as described above.
1.3.1. The Ethernet _phys-addr Variable d ass

A variable such that the initial portion of its nane is the
concatenation of the nanme for an Ethernet type network interface
followed by the octet string represented synbolically as "_ phys-addr"
and nunerically as 01 has an octet string value that literally
represents the Ethernet station address associated with the network
interface identified by the initial portion of its name.

1.3.2. The Ethernet _input-ovfl Variable C ass

A variable such that the initial portion of its nane is the

concat enati on of the nanme for an Ethernet type network interface
followed by the octet string represented synbolically as "_input-
ovfl" and nunerically as 02, has an integer value that represents the
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15.

15.

15.

15.

15.

nurmber of tinmes the size of a received frane exceeded the maxi mum
all owabl e for the network interface identified by the initial portion
of its name.

1.3.3. The Ethernet _input-dropped Variable O ass

A variable such that the initial portion of its nane is the
concatenation of the nane for an Ethernet type network interface
foll owed by the octet string represented0 synbolically as " _input-
dropped" and nunerically as 03, has an integer value that represents
the nunber of tines the | oss of one or nore franes was detected on
the network interface identified by the initial portion of its nane.

1.3.4. The Ethernet _output-retry Variable C ass

A variable such that the initial portion of its nane is the

concat enati on of the name for an Ethernet type network interface
followed by the octet string represented synbolically as " _output-
retry" and nunerically as 04, has an integer value that represents
the nunber of output operations retried as the result of a

transm ssion failure on the network interface identified by the
initial portion of its name.

1.3.5. The Ethernet _output-fail Variable O ass

A variable such that the initial portion of its nane is the

concat enati on of the nane for an Ethernet type network interface

foll owed by the octet string represented synmbolically as "_output-
fail" and numerically as 05, has an integer value that represents the
nunber of failed output operations detected on the network interface
identified by the initial portion of its nane.

1.3.6. The Ethernet _excess-coll Variable O ass

A variable such that the initial portion of its nane is the
concatenation of the name for an Ethernet type network interface

foll owed by the octet string represented synbolically as "_excess-
coll" and nunerically as 06, has an integer value that represents the
nunber of tines a transmit frame incurred 16 successive collisions
when attenpting nedia access via the network interface identified by
the initial portion of its nane.

1.3.7. The Ethernet _frag-rcvd Variable d ass

A variable such that the initial portion of its nane is the

concat enati on of the nanme for an Ethernet type network interface

foll owed by the octet string represented synbolically as "_frag-rcvd"
and nurerically as 07, has an integer value that represents the
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nunber of collision fragnments (i.e., "runt packets") that were
received and filtered by the controller for the network interface
identified by the initial portion of its nane.

1.3.8. The Ethernet _franmes-lost Variable C ass

A variable such that the initial portion of its nane is the
concatenation of the nane for an Ethernet type network interface

foll owed by the octet string represented synbolically as " _frames-
lost" and nurerically as 08, has an integer value that represents the
nunber of franes not accepted by the Receive FIFO due to insufficient
space for the network interface identified by the initial portion of
its name.

1.3.9. The Ethernet _multicst-accept Variable C ass

A variable such that the initial portion of its nane is the
concatenation of the name for an Ethernet type network interface
foll owed by the octet string represented synbolically as " _nulticst-
accept” and nunerically as 09, has an integer value that represents
the number of franes received with a nulticast-group destination
address that matches one of those assigned to the controller for the
network interface identified by the initial portion of said variable
name.

1.3.10. The Ethernet nulticst-reject Variable O ass

A variable such that the initial portion of its nane is the

concat enati on of the name for an Ethernet type network interface
followed by the octet string represented synbolically as " _nulticst-
reject"” and nunerically as OA, has an integer value that represents
the nunber of frames detected as having a nulticast-group destination
address that matches none of those assigned to the controller for the
network interface identified by the initial portion of said variable
nane.

1.3.11. The Ethernet _crc-error Variable C ass

A variable such that the initial portion of its nane is the

concat enati on of the nanme for an Ethernet type network interface

foll owed by the octet string represented synmbolically as "_crc-error”
and nunerically as 0B, has an integer value that represents the
nunmber of frames received with a CRC error on the network interface
identified by the initial portion of its nane.

1.3.12. The Ethernet _alignmt-error Variable C ass

A variable such that the initial portion of its nane is the
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concatenation of the nanme for an Ethernet type network interface
foll owed by the octet string represented synbolically as " _alignhmt-
error"” and nunerically as 0C, has an integer value that represents
the nunber of frames received with an alignnment error on the network
interface identified by the initial portion of its name. A received
frane is said to have an alignnment error if its received length is
not an integral multiple of 8 bits.

1.3.13. The Ethernet _collisions Variable O ass

A variable such that the initial portion of its nane is the

concat enation of the name for an Ethernet type network interface
foll owed by the octet string represented synbolically as
"_collisions" and nunerically as 0D, has an integer val ue that
represents the number of collisions incurred during transm ssions on
the network interface identified by the initial portion of its name.

1.3.14. The Ethernet _out-of-wi ndowcoll Variable d ass

A variable such that the initial portion of its nane is the
concatenati on of the nane for an Ethernet type network interface
foll owed by the octet string represented synmbolically as "_out-of -
wi ndow-col I " and nunerically as OE, has an integer val ue that
represents the number of out-ofw ndow collisions incurred during
transm ssions on the network interface identified by the initia
portion of its name. CQutof-w ndow collisions are those occurring
after the first 51.2 nicroseconds of slot tinme.

1.4. The Serial Network Interface Vari abl es

This section describes a related set of variables that represent
attributes of an serial line type network interface in the Proteon
p4200 I nternet Router gateway. Each network interface of a p4200
configuration that supports serial comunications is uniquely naned
by the concatenation of the octet string represented synbolically as
" GW.inmpl Proteon_p4200-R7.4 _dev-sl" and nunerically as:

01 FF 01 01 05
foll owed by the nanme of said network interface as described above.
1.4.1. The Serial _tx-pkts Variable C ass
A variable such that the initial portion of its nane is the
concatenation of the nane for a serial line type network interface
foll owed by the octet string represented synbolically as "_tx-pkts"

and nurerically as 01, has an integer value that represents the
nunber of packets transmtted on the network interface identified by
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the initial portion of its nane.
1.4.2. The Serial _tx-framng-error Variable C ass

A variable such that the initial portion of its nane is the
concatenation of the nane for a serial line type network interface
followed by the octet string represented synbolically as " _tx-

fram ng-error" and nunerically as 02, has an integer val ue that
represents the number of transnission framng errors for the network
interface identified by the initial portion of its name.

1.4.3. The Serial _tx-underrns Variable d ass

A variable such that the initial portion of its nane is the
concatenation of the nane for a serial line type network interface
followed by the octet string represented synmbolically as " _tx-
underrns" and numerically as 03, has an integer value that represents
t he number of transmi ssion underrun errors for the network interface
identified by the initial portion of its nane.

1.4.4. The Serial _tx-no-dcd Variable C ass

A variable such that the initial portion of its nane is the
concatenation of the nane for a serial line type network interface
foll owed by the octet string represented synbolically as " _tx-no-dcd"
and nurerically as 04, has an integer value that represents the
nunber of tines transmi ssion failed due to absence of the EIA Data
Carrier Detect signal on the network interface identified by the
initial portion of its name.

1.4.5. The Serial _tx-no-cts Variable C ass

A variable such that the initial portion of its nane is the
concatenation of the nane for a serial line type network interface
foll owed by the octet string represented synmbolically as "_tx-no-cts”
and nurerically as 05, has an integer value that represents the
nunber of tines transm ssion failed due to absence of the EIA O ear
To Send signal on the network interface identified by the initia
portion of its nane.

1.4.6. The Serial _tx-no-dsr Variable C ass

A variable such that the initial portion of its nane is the
concatenation of the nane for a serial line type network interface
foll owed by the octet string represented synbolically as "_tx-no-dsr"
and nurerically as 06, has an integer value that represents the
nunber of times transmission failed due to absence of the EIA Data
Set Ready signal on the network interface identified by the initia
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portion of its nane.
1.4.7. The Serial _rx-pkts Variable C ass

A variable such that the initial portion of its nane is the
concatenation of the nane for a serial line type network interface
foll owed by the octet string represented synbolically as " _rx-pkts"
and nurerically as 07, has an integer value that represents the
nunber of packets received on the network interface identified by the
initial portion of its name.

1.4.8. The Serial _rx-framng-err Variable C ass

A variable such that the initial portion of its nane is the
concatenation of the nane for a serial line type network interface
followed by the octet string represented synmbolically as "_rx-
fram ng-err" and nunerically as 08, has an integer val ue that
represents the number of receive framng errors on the network
interface identified by the initial portion of its nane.

1.4.9. The Serial _rx-overrns Variable Cass

A variable such that the initial portion of its nane is the
concatenation of the nane for a serial line type network interface
foll owed by the octet string represented synbolically as " _rx-
overrns" and nunerically as 09, has an integer value that represents
the nunber of receive overrun errors on the network interface
identified by the initial portion of its name.

1.4.10. The Serial _rx-aborts Variable O ass

A variable such that the initial portion of its nane is the
concatenation of the nane for a serial line type network interface
foll owed by the octet string represented synmbolically as "_rx-aborts”
and nurerically as 0OA, has an integer value that represents the
nunber of aborted frames received on the network interface identified
by the initial portion of its nane.

1.4.11. The Serial _rx-crc-err Variable C ass

A variable such that the initial portion of its nane is the
concatenation of the nane for a serial line type network interface
foll owed by the octet string represented synbolically as " _rx-crc-
err" and nunerically as 0B, has an integer value that represents the
nunber of franmes received with CRC errors on the network interface
identified by the initial portion of its name.
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1.4.12. The Serial _rx-buf-ovfl Variable C ass

A variable such that the initial portion of its nane is the
concatenation of the nane for a serial line type network interface
foll owed by the octet string represented synbolically as "_rx-buf-
ovfl" and nunerically as 0OC, has an integer value that represents the
nunmber of received frames whose size exceeded the maxi nrum al | owabl e
on the network interface identified by the initial portion of its
nane.

1.4.13. The Serial _rx-buf-locked Variable C ass

A variable such that the initial portion of its nane is the
concatenation of the nane for a serial line type network interface
foll owed by the octet string represented synbolically as "_rx-buf-

| ocked" and numerically as 0D, has an integer value that represents
the nunber of received franes |lost for |ack of an available buffer on
the network interface identified by the initial portion of its nane.

1.4.14. The Serial _rx-line-speed Variable Cass

A variable such that the initial portion of its nane is the

concat enation of the nane for a serial line type network interface
followed by the octet string represented synbolically as " _rx-line-
speed" and nunerically as OE, has an integer value that represents an
estimate of serial line bandwidth in bits per second for the network
interface identified by the initial portion of its name.
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