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0

| ntroducti on

This Protocol Standard is one of a set of International Standards
produced to facilitate the interconnection of open systens. The set
of standards covers the services and protocols required to achieve
such interconnection

This Protocol Standard is positioned with respect to other rel ated
standards by the layers defined in the Reference Mdel for Qpen Sys-

tems Interconnection (1SO 7498). |In particular, it is a protocol of
the Network Layer. This Protocol may be used between network-entities
in end systems or in Network Layer relay systenms (or both). It pro-

vi des the Connecti onl ess-node Network Service as defined in Addendum
1 to the Network Service Definition Covering Connectionl ess-node
Transmi ssion (1SO 8348/ AD1) .

The interrel ationship of these standards is illustrated in Figure 1
bel ow:
-------------------- +--- 1 SO NETWORK SERVI CE PROVIDER -----/-cmmmmmiiaa oo o
|
|
PROTOCCL REFERENCE TO AIMS  ----------------- +

SPECI FI CATI ON REFERENCE TO ASSUMPTI ONS ----------- +

-------------------- +- - - SUBNETWORK SERVI CE DEFI NI TI ON(S) = = = Ve == == === c == e o= -

Figure 1: Interrelationship of Standards

Scope and Field of Application

This International Standard specifies a protocol which is used to
provi de the Connecti onl ess-node Network Service as described in Ad-
dendum 1 to the Network Service Definition Covering Connectionl ess-
node Transm ssion. The protocol relies upon the provision of an
under | yi ng connectionl ess-nbde service by real subnetworks and/or
data |inks. The underlying connectionl ess-node service assuned by the
protocol may be obtained either directly, froma connectionl ess-node
real subnetwork, or indirectly, through the operation of an appropri-
ate Subnetwork Dependent Convergence Function (SNDCF) or Protoco
(SNDCP) over a connection-node real subnetwork as described in | SO
8648, Internal O ganization of the Network Layer.

| SO 8473 [ Page 6]
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Thi s Standard specifi es:

a) procedures for the connectionless transm ssion of data and
control information fromone network-entity to a peer
net wor k-entity;

b) the encoding of the protocol data units (PDUs) used for the
transm ssion of data and control information, conprising a
vari abl e-1 ength protocol header format;

c) procedures for the correct interpretation of protocol contro
i nformation; and

d) the functional requirenments for inplenentations claimng
conformance to the Standard.

The procedures are defined in terns of:

a) the interactions anobng peer network-entities through the
exchange of protocol data units;

b) the interactions between a network-entity and a Network Service
user through the exchange of Network Service primtives; and

c) the interactions between a network-entity and an underlying
servi ce provider through the exchange of service primtives.

2 Ref er ences

| SO 7498, Information Processing Systens --- Open Systens |ntercon-
nection --- Basic Reference Mde

DS 7498/ AD1, |Information Processing Systenms --- Open Systens In-
terconnection --- Addendumto | SO 7498 Covering Connecti onl ess-node
Transm ssi on

| SO 8348, Information Processing Systens --- Tel econmmuni cati ons and
I nformati on Exchange between Systems --- Network Service Definition

| SO 8348/ AD1, Information Processing Systens --- Tel ecomruni cati ons
and I nformati on Exchange between Systens --- Addendumto the Net-
wor k Service Definition Covering Connectionl ess-npbde Transni ssion

| SO 8348/ AD2, Infornmation Processing Systens --- Tel ecomuni cati ons
and I nformati on Exchange between Systens --- Addendumto the Net-
work Service Definition Covering Network Layer Addressing*

DI S 8648, Information Processing Systems --- Tel ecomuni cations and

I nformati on Exchange between Systens --- Internal Organization of the
Net wor k Layer

| SO 8473 [ Page 7]
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| SO 8509, Technical Report --- OSI Service Conventions

| SO 9074, A Formal Description Techni que based on an Extended State
Transi ti on Model

*At present, at the stage of Draft; publication anticipated in
due course.
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SECTION ONE. GENERAL
3 Definitions
3.1 Ref erence Model Definitions
Thi s docunent nakes use of the follow ng concepts defined in | SO 7498:

(a) End system

(b) Network entity

(c) Network |ayer

(d) Network protocol

(e) Network protocol data unit

(f) Network rel ay

(g) Network service

(h) Network service access point

(i) Network service access point address

(j) Routing

(k) Service

(I') Service data unit
3.2 Servi ce Conventions Definitions

This Protocol Standard makes use of the following terns fromthe OSI
Servi ce Conventions Technical Report (I1SO TR 8509):

(a) Service provider
(b) Service user
3.3 Net wor k Layer Architecture Definitions

This Protocol Standard nmakes use of the following terns fromthe
Internal Organization of the Network Layer (ISO 8648):

(a) Intermediate system
(b) Relay system

(c) Subnetwork

| SO 8473 [ Page 9]
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3.4 Net wor k Layer Addressing Definitions

This Protocol Standard nmakes use of the following terns from| SO 8348/ AD2,
Addendum to the Network Service Definition Covering Network Layer
addr essi ng:

(a)
(b)
()

Net wor k addr essi ng domai n
Net wor k protocol address information

Subnet wor k poi nt of attachment

3.5 Addi ti onal Definitions

For the purposes of this Protocol Standard, the follow ng definitions

appl y:

(a)

(b)

(¢)

(d)

(e)

()

(9)

| SO 8473

derived PDU --- a protocol data unit whose fields are identica
to those of an initial PDU, except that it carries only a segnent
of the user data froman N UN TDATA request.

initial PDU --- a protocol data unit carrying the whole of the
userq data from an N-UN TDATA request.

| ocal matter --- a decision nade by a systemconcerning its
behavior in the Network Layer that is not prescribed or
constrained by this Protocol Standard.

network-entity title --- an identifier for a network-entity

whi ch has the sane abstract syntax as an NSAP address, and which
can be used to unanbiguously identify a network-entity in an end
or internedi ate system

reassenmbly --- the act of regenerating an initial PDU fromtwo
or nore derived PDUs.

segnent --- a distinct unit of data consisting of part or al
of the user data provided in the N UNl TDATA request and delivered
in the N-UNI TDATA i ndication.

segnentation --- the act of generating two or nore derived PDUs
froman initial or derived PDU. The derived PDUs together carry
the entire user data of the initial or derived PDU from which they
wer e gener at ed.

Not e:
It is possible that such an initial PDU will never actually be
generated for a particular N UN TDATA request, owing to the
i medi ate application of segnentation

[ Page 10]
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4 Synbol s and Abbrevi ations
4.1 Data Units
NSDU Net wor k Service Data Unit
PDU Prot ocol Data Unit
SNSDU Subnetwor k Service Data Unit
4.2 Protocol Data Units
DT PDU Dat a Protocol Data Unit
ER PDU Error Report Protocol Data Unit
4.3 Protocol Data Unit Fields
Cs Checksum
DA Desti nati on Address
DAL Destinati on Address Length
DU D Data Unit ldentifier
E/R Error Report Flag
LI Lengt h I ndi cat or
LT Lifetine
VS More Segnents Fl ag
NLPI D Net wor k Layer Protocol Identifier
SA Sour ce Address
SAL Source Address Length
SL Segnent Length
SO Segrment O f set
SP Segnentation Permitted Fl ag
TL Total Lengt
TP Type
VI P Ver si on/ Protocol ldentifier Extension
4.4 Par amet ers
DA Destinati on Address
Qs Quality of Service
SA Sour ce Address
4.5 M scel | aneous
CLNP Connecti onl ess- nbde Networ k Protoco
NS Net wor k Servi ce
NPAI Net wor k Protocol Address |nformation
NSAP Net wor k Servi ce Access Poi nt
SDU Service Data Un
SN Subnet wor k
SNDCF Subnet wor k Dependent Conver gence Function
SNDCP Subnet wor k Dependent Conver gence Protoco
SNI CP Subnet wor k | ndependent Conver gence Protoco
SNPA Subnet wor k Poi nt of Attachnent
| SO 8473
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5 Overvi ew of the Protocol
5.1 Internal Organization of the Network Layer

The architectural organization of the Network Layer is described in a
separ ate docunent, Internal Oganization of the Network Layer (ISO
8648). 1SO 8648 identifies and categorizes the way in which functions
can be performed within the Network Layer by Network Layer protocols,
thus providing a uniformframework for describing how protocols
operating either individually or cooperatively in the Network Layer
can be used to provide the OSI Network Service. This protocol is
designed to be used in the context of the internetworking protoco
approach to the provision of the Connectionl ess-node Network Service
defined in that Standard.

This protocol is intended for use in the Subnetwork |ndependent Con-
vergence Protocol (SNICP) role. A protocol which fulfills the SN CP
role operates to construct the OSI Network Service over a defined set
of underlying services, performng functions which are necessary to
support the uniform appearance of the OSI Connecti onl ess-node Network
Servi ce over a honpgeneous or heterogeneous set of interconnected
subnetworks. This protocol is defined to acconmodate variability
wher e Subnet wor k Dependent Convergence Protocols and/ or Subnetwork
Access Protocols do not provide all of the functions necessary to
support the Connectionl ess-nbde Network Service over all or part of
the path from one NSAP to anot her

As described in |1 SO 8648, a protocol at the Network Layer may ful fil
different roles in different configurations. Although this protoco
is designed particularly to be suitable for a SNICP role in the con-
text of the internetworking protocol approach to the provision of the
Connectionl ess-node Network Service, it may al so be used to fulfill
other roles and may therefore be used in the context of other ap-
proaches to subnetwork interconnection.

The specification of this protocol begins with a definition of the
underlying service which it assunes. This service is nade avail abl e
by the operation of other Network Layer protocols or through provi-
sion of the Data Link Service. The underlying service assuned by this
protocol is described in Cause 5.5.

5.2 Subsets of the Protoco

Two proper subsets of the full protocol are defined which permt the
use of known subnetwork characteristics and are therefore not subnet-
wor k i ndependent .

The I nactive Network Layer protocol subset is a null-function subset
whi ch can be used when it is known that the source and destination
end- systens are connected by a single subnetwork, and when none of
the functions performed by the full protocol is required to provide

| SO 8473 [ Page 12]
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the Connectionl ess-node Network Service between any pair of end-
syst ens.

The Non-segnenting protocol subset permits sinplification of the
header where it is known that the source and destinati on end-systens
are connected by subnetworks whose service data unit sizes are
greater than or equal to a known bound which is |arge enough so that
segmentation is not required. This subset is selected by setting the
Segnentation Pernmitted flag to zero.

5.3 Addresses and Titles

The foll owi ng C auses describe the addresses and titles used by this
Pr ot ocol

5.3.1 Addr esses

The Source Address and Destination Address paraneters referred to in
Clause 7.3 of this International Standard are OSI Network Service Ac-
cess Point Addresses. The syntax and semantics of an OSI Network
Servi ce Access Point Address are described in a separate docunent,

| SO 8348/ AD2, Addendumto the Network Service Definition Covering

Net wor k Layer Addressi ng.

The encodi ng used by this protocol to convey NSAP Addresses shall be
the preferred binary encoding specified in | SO 8348/ AD2; the entire
NSAP address, taken as a whole, is represented explicitly as a string
of binary octets. This string is conveyed in its entirety in the ad-
dress fields described in Clause 7.3. The rul es governing the genera-
tion of the preferred binary encoding are described in | SO 8348/ AD2.

5.3.2 Network-entity Titles

A network-entity title is an identifier for a network-entity in an
endsystem or intermedi ate-system Network-entity titles are allocated
fromthe sane nane space as NSAP addresses, and the determ nation of
whet her an address is an NSAP address or a network-entity title
depends on the context in which the address is interpreted. The en-
tries in the Source Routing and Recordi ng of Route paraneters defined
in Clauses 7.5.4 and 7.5.5 are network-entity titles. The Source Ad-
dress and Destinati on Address parameters in the Error Report PDU de-
fined in Clause 7.9.1.2 are also network-entity titles.

The encodi ng used by this protocol to convey network-entity titles
shall also be the preferred binary encoding; again, the entire
network-entity title, taken as a whole, is represented explicitly as
a string of binary octets. This string is conveyed in its entirety
in the fields described in Causes 7.5.4, 7.5.5, and 7.9.1.2.

| SO 8473 [ Page 13]
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5.

5.

4

5

Service Provided by the Network Layer

The service provided by this protocol is the Connectionl ess-nmode Net -
wor k Service described in | SO 8348/ AD1, Addendumto the Network Ser-

vice Definition Covering Connectionl ess-node Transm ssion. The Net-

work Service primtives provided are summari zed in Table 1:

PRI M Tl VES PARAMETERS

N_UNI TDATA . Request
.Indication

| N_Source_Address,

| N_Destination_Address,
| N Quality of Service

| N Userdata

|

Table 1: Service Primtives for Underlying Service

The Addendumto the Network Service Definition Covering
Connecti onl ess-node Transm ssion (1 SO 8348/ AD1) states that the nax-
i mum si ze of a connectionl ess-node Network-service-data-unit (NSDU)
islimted to 64512 octets.

Under | yi ng Service Assuned by the Protoco

The underlying service required to support this protocol is defined
by the following primtives:

PRI M Tl VES PARAVETERS

SN_UNI TDATA . Request
.Indication

| SN _Source_Address,

| SN Destination_Address,
| SN Quality_of _Service

| SN _Userdata

|

Table 2: Service Primtives for Underlying Service

Not e:
These service prinitives are used to describe the abstract interface
whi ch exists between the | SO 8473 protocol machine and an underl ying
real subnetwork or a Subnetwork Dependent Convergence Function which
operates over a real subnetwork or real data link to provide the
requi red underlying service.

| SO 8473 [ Page 14]
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5.5.1 Subnet wor k Poi nts of Attachment

The source and destinati on addresses specify the points of attachnent
to a public or private subnetwork(s) involved in the transni ssion.
Subnetwork Point of Attachment addresses (SNPAs) are defined by each
i ndi vi dual subnetwork authority.

The syntax and semantics of SNPAs are not defined in this Standard.
5.5.2 Subnetwork Quality of Service

Subnetwork Quality of Service describes aspects of an underlying
connectionl ess-node service which are attributable solely to the
underlyi ng service.

Associ ated with each connectionl ess-node transm ssion, certain neas-
ures of Quality of Service are requested when the primtive action is
initiated. These requested neasures (or paraneter val ues and op-
tions) are based on a priori know edge of the service(s) made avail -
able to it by the subnetwork. Know edge of the nature and type of
service available is typically obtained prior to an invocation of the
under | yi ng connecti onl ess- nnode servi ce.

The Quality of Service paraneters identified for the underlying
connectionl ess-nbde service nay in sonme circunstances be directly
derivable from or mappable onto those identified in the
Connecti onl ess-node Network Service. The follow ng paraneters as de-
fined in |1 SO 8348/ AD1, Addendumto the Network Service Definition
Covering Connectionl essnode Transm ssion, may be enpl oyed:

(a) transit delay;

(b) protection agai nst unauthorized access;

(c) cost determ nants;

(d) priority; and

(e) residual error probability.

Not e:

For those subnetworks which do not inherently provide Quality of
Service as a paraneter when the primtive action is initiated, it
is alocal matter as to how the semantics of the service requested
m ght be preserved. In particular, there may be instances in which
the Quality of Service requested cannot be mmintained. |In such

ci rcunst ances, an attenpt shall be nmade to deliver the protoco
data unit at whatever Quality of Service is avail able.

| SO 8473 [ Page 15]



RFC 994 Decenmber 1986

5.5.3 Subnet wor k User Data

The SN-Userdata is an ordered nultiple of octets, and is transferred
transparently between the specified subnetwork points of attachnent.

The underlying service assuned by the CLNP is required to support a
service data unit size of at |least 512 octets.

If the mininumservice data unit sizes supported by all of the sub-
networks involved in the transm ssion of a particular PDU are known
to be | arge enough that segnmentation is not required, then the Non-
segnenting protocol subset may be used

5.5.4 Subnet wor k Dependent Conver gence Functions

Subnet wor k Dependent Conver gence Functions may be perforned to pro-

vi de an underlying connectionl ess-node service in the case where a
real subnetwork does not inherently provide the connectionl ess-node
service assunmed by the protocol. |f a subnetwork inherently provides
a connection-node service, a Subnetwork Dependent Convergence Func-
tion provides a mapping into the required underlying service. Sub-
net wor k Dependent Convergence Functions may al so be required in those
cases where functions assuned fromthe underlying service are not
perfornmed. |In sonme cases, this nmay require the operation of an ex-
plicit protocol (i.e., a protocol involving explicit exchanges of
protocol control information between peer network-entities) in the
Subnet wor k Dependent Conver gence Protocol (SNDCP) rol e. However,
there may al so be cases where the functionality required to fulfill
the SNDCP role consists sinply of a set of rules for nanipulating the
under | yi ng service.

5.6 Servi ce Assumed from Local Environment

A timer service nust be provided to allow the protocol entity to
schedul e events.

There are three primtives associated with the S-TIMER servi ce:

1. the S--TIMER Request,
2. the S -TIMER Response, and
3. the S--TIMER Cancel

The S--TIMER Request primtive indicates to the |ocal environnent
that it should initiate a timer of the specified name and subscri pt
and maintain it for the duration specified by the tinme paraneter.

The S--TIMER Response primtive is initiated by the |ocal environnent

to indicate that the delay requested by the correspondi ng S-TlI MER Re-
guest primtive has el apsed.

| SO 8473 [ Page 16]
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The S--TIMER Cancel primtive is an indication to the |Iocal environ-
nment that the specified tiner(s) should be canceled. If the subscript
paranmeter is not specified, then all tiners with the specified nane
are cancel ed; otherwi se, the tinmer of the given name and subscript is
cancelled. |If no tiners correspond to the paranmeters specified, the
| ocal environment takes no action

The paraneters of the S--TIMER service primtives are specified in
Tabl e 3.

PRI M Tl VES PARAMETERS

|
S--TI MER . Request S-Tine, |
S- Nane, |
S- Subscri pt |
|

. Response S- Nane, |
S- Subscri pt |
|

Table 3: Timer Primtives

The tine paraneter indicates the tine duration of the specified ti-
mer. An identifiying |abel is associated with a tiner by means of
the nane paraneter. The subscript parameter specifies a value to dis-
tinguish tiners with the sane nane. The nane and subscript taken to-
get her constitute a unique reference to the tiner.

Timers used in association with a specific protocol funtion are de-
fined under that protocol function

Not e:
This International Standard does not define specific values for
the timers. Any derivations described in this Standard are not
mandat ory. Ti ner val ues shoul d be chosen so that the requested
Quality of Service can be provided, given the known characteristics
of the underlying service.

| SO 8473 [ Page 17]
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SECTION TWD. SPECI FI CATI ON OF THE PROTOCCL

6 Pr ot ocol Functions

This O ause describes the functions performed as part of the Proto-
col

Not all of the functions must be performed by every inplenmentation.
Cl ause 6.17 specifies which functions may be omtted, and the correct
behavi or when requested functions are not i npl enented.

6.1 PDU Conposition Function

This function is responsible for the construction of a protocol data
unit according to the rul es governing the encoding of PDUs given in
Clause 7. Protocol Control Information required for delivering the
data unit to its destination is determined fromcurrent state and | o-
cal information and fromthe paraneters associated with the N

UNI TDATA Request .

Net wor k Prot ocol Address Information (NPAI) for the Source Address
and Destination Address fields of the PDU header is derived fromthe
NS- Sour ce- Addr ess and NS- Desti nati on- Address paraneters. The NS-
Destinati on- Address and NS-Quality-of-Service paraneters, together
with current state and local information, are used to determ ne which
optional functions are to be selected. User data passed fromthe Net-
work Service User (NS-Userdata) forms the Data field of the protoco
data unit.

During the conposition of the protocol data unit, a Data Unit I|den-
tifier is assigned to distinguish this request to transmt NS-
Userdata to a particular destination NS User from other such re-
guests. The originator of the PDU nmust choose the Data Unit ldentif-
ier so that it remains unique (for this Source and Destination ad-
dress pair) for the naximumlifetinme of the Initial PDUin the net-
work; this rule applies for any PDUs derived fromthe Initial PDU as
a result of the application of the Segnentation Function (see C ause
6.7). Derived PDUs are considered to correspond to the sanme Initia
PDU, and hence the sane N UN TDATA Request, if they have the sane
Source Address, Destination Address, and Data Unit Identifier.

The Data Unit Identifier is also available for ancillary functions
such as error reporting (see O ause 6.10).

The total length of the PDUin octets is deternmined by the originator
and placed in the Total Length field of the PDU header. This field is
not changed in any Derived PDU for the lifetime of the protocol data
unit.

| SO 8473 [ Page 18]



RFC 994 Decenmber 1986

When t he Non-segnenting protocol subset is enployed, neither the To-
tal Length field nor the Data Unit ldentifier field is present. The
rul es governing the PDU conposition function are nodified in this
case as follows. During the conposition of the protocol data unit,
the total length of the PDU in octets is determ ned by the originator
and placed in the Segnent Length field of the PDU header. This field
is not changed for the lifetime of the PDU. No Data Unit Identifica-
tion is provided.

6.2 PDU Deconposition Function

This function is responsible for renoving the Protocol Control Infor-
mati on fromthe protocol data unit. During this process, infornmation
pertinent to the generation of the N-UN TDATA Indication is deter-

m ned as follows. The NS-Source-Address and NS-Desti nati on- Address
paranmeters of the N-UN TDATA Indication are recovered fromthe NPAI
in the Source and Destination Address fields of the PDU header. The
data field of the PDU received is reserved until all segnents of the
original service data unit have been received; collectively, these
formthe NS-Userdata paraneter of the N-UN TDATA Indication. Infor-
mation relating to the Quality of Service provided during the

transm ssion of the PDU is deternmned fromthe Quality of Service and
other information contained in the Options Part of the PDU header
This information constitutes the NS-Quality-of-Service paraneter of
the N-UNI TDATA | ndi cati on.

6.3 Header Fornmat Anal ysis Function

This function determ nes whether the full protocol described in this
Standard is enpl oyed, or one of the defined proper subsets thereof.

If the protocol data unit has a Network Layer Protocol Identifier in-
dicating that this is a standard version of the Protocol, this func-
tion determ nes whether a received PDU has reached its destination
using the Destination Address provided in the PDU. If the Destination
Address provided in the PDU identifies an NSAP served by this
network-entity, then the PDU has reached its destination; if not, it
must be forwarded.

If the protocol data unit has a Network Layer Protocol Identifier in-
di cating that the Inactive Network Layer Protocol subset is in use,
then no further analysis of the PDU header is required. The network-
entity in this case determ nes that either the Subnetwork Point of
Attachnment address encoded as network protocol address information in
the supporting subnetwork protocol corresponds directly to an NSAP
address serviced by this network-entity or that an error has oc-
curred. If the subnetwork protocol data unit has been delivered
correctly, then the PDU may be deconposed according to the procedures
described for that particul ar subnetwork protocol
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6.4 PDU Li fetime Control Function

This function is used to enforce the maxinum PDU lifetime. It is

cl osely associated with the Header Format Analysis function. This
function determ nes whether a PDU received may be forwarded or wheth-
er its assigned lifetine has expired, in which case it nust be dis-
car ded.

The operation of the PDU Lifetime Control function depends upon the
Lifetime field in the PDU header. This field contains, at any tine,
the remaining lifetime of the PDU (represented in units of 500 m| -
|iseconds). The Lifetinme of the Initial PDUis determ ned by the ori-
ginating network-entity, and placed in the Lifetine field of the PDU
When the Segnentation function is applied to a PDU, the value of the
Lifetime field of the Initial PDUis copied into all of the Derived
PDUs .

The Lifetinme of the PDU is decrenented by every network-entity which
processes the PDU. Wen a network-entity processes a PDU, it decre-
nents the PDU Lifetine by at | east one. The value of the PDU Life-
time field shall be decremented by nore than one if the sum of:

1. the transit delay in the underlying service fromwhich the PDU
was received; and

2. the delay within the system processing the PDU

exceeds or is estimated to exceed 500 mlliseconds. 1In this case,
the lifetime field should be decrenented by one for each additiona
500 mlliseconds of delay. The deternination of delay need not be
preci se, but where a precise value cannot be ascertained, the val ue
used shall be an overestimte, not an underestinmate.

If the Lifetime field reaches a value of zero before the PDUis
delivered to the destination, the PDU nust be discarded. The Error
Reporting function shall be invoked as described in C ause 6.10, Er-
ror Reporting Function, and may result in the generation of an Error
Report PDU. It is a local matter whether the destination network-
entity perfornms the Lifetinme Control function

6.5 Rout e PDU Functi on

This function determ nes the network-entity to which a protocol data
unit should be forwarded and the underlying service that nust be used
to reach that network-entity, using the Destination Address and the
total length of the PDU. Were segnentation is required, the Route
PDU function further determ nes over which underlying service Derived
PDUs/ segnents nust be sent in order to reach that network-entity. The
results of the Route PDU function are passed to the Forward PDU func-
tion (along with the PDU itself) for further processing. Selection
of the underlying service that must be used to reach the "next" sys-
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temin the route is initially influenced by the NS-Quality-of- Ser-

vi ce paranmeter of the N UN TDATA Request, which specifies the QoS re-
guested by the sending NS User. Whether this QoS is to be provided
directly by the CLNP, through the selection of the Quality of Service
Mai nt enance parameter and ot her optional parameters, or through the
QS facilities offered by each of the underlying services is deter-

m ned prior to invocation of the Forward PDU function. Route selec-
tion by internediate systens nay subsequently be influenced by the
val ues of the Quality of Service M ntenance paraneter (if present),
and other optional paraneters (if present).

6.6 Forward PDU Functi on

This function issues an SN-UNI TDATA Request primtive (see C ause
5.5), supplying the subnetwork or SNDCF identified by the Route PDU
function with the protocol data unit as user data to be transnmitted,
the address information required by that subnetwork or SNDCF to iden-
tify the "next" systemw thin the subnetwork-specific addressing
donmain (this may be an internedi ate-systemor the destination end-
system), and Quality of Service constraints (if any) to be considered
in the processing of the user data.

VWen the PDU to be forwarded is | onger than the maxi num servi ce data
user size provided by the underlying service, the Segnentation func-
tion is applied (See C ause 6.7, which follows).

6.7 Segnent ati on Function

Segnentation is performed when the size of the protocol data unit is
greater than the maxi num service data unit size supported by the
underlying service to be used to transnmit the PDU

Segnent ati on consi sts of conmposing two or nore new PDUs (Derived
PDUs) fromthe PDU received. The PDU received may be the Initial PDU,
or it my be a Derived PDU. Al of the header information fromthe
PDU to be segnented, with the exception of the segnment | ength and
checksum fields of the fixed part, and the segnent offset of the seg-
nmentation part, is duplicated in each Derived PDU, including all of
the address part, the data unit identifier and total I|ength of the
segnentation part, and the options part (if present).

Not e:
The rules for forwardi ng and segnentation guarantee that the
header length is the same for all segments (Derived PDUs) of
the Initial PDU, and is the same as the header |ength of the
Initial PDU. The size of a PDU header will not change due to
operation of any protocol function.

The user data encapsulated within the PDU recei ved are divided such

that the Derived PDUs satisfy the size requirenments of the user data
paranmeter field of the prinitive used to access the underlying ser-
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Vi ce.

Derived PDUs are identified as being fromthe same Initial PDU by
neans of

(a) the source address,
(b) the destination address, and
(c) the data unit identifier

Segnent ation shall not result in the generation of a Derived PDU con-
taining |l ess than eight (8) octets of user data.

The following fields of the PDU header are used in conjunction with
the Segmentation function:

(a) Segnment Offset --- identifies, with respect to the start
of the Initial PDU, the octet at which the segnent begins;

(b) Segment Length --- specifies the nunber of octets in the
Derived PDU, including both header and dat a;

(c) More Segnents Flag --- is set to one if this Derived PDU
does not contain, as its final octet of user data, the fina
octet of the Initial PDU;, and

(d) Total Length --- specifies the entire length of the Initia
PDU, including both header and dat a.

Derived PDUs nay be further segnented without constraining the rout-
ing of the individual Derived PDUs. The Segnentation Permtted flag
is set to one to indicate that segnentation is permtted. If the Ini-
tial PDUis not to be segmented at any point during its lifetime in
the network, the flag is set to zero by the source network-entity.
The setting of the Segnentation Pernitted flag cannot be changed by
any other network-entity for the lifetinme of the Initial PDU and any
Derived PDUs.

6.8 Reassenmbl y Function

The Reassenbly function reconstructs the Initial PDU fromthe Derived
PDUs generated by the operation of the Segnmentation Function on the
Initial PDU (and, recursively, on subsequent Derived PDUs). A bound
on the tinme during which segnents (Derived PDUs) of an Initial PDU
will be held at a reassenbly point before being discarded is provid-
ed, so that reassenbly resources nay be rel eased when it is no | onger
expected that any outstandi ng segnents of the Initial PDUw Il arrive
at the reassenbly point. Upon reception of a Derived PDU, a reassem
bly timer is initiated with a value which indicates the amunt of
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time which nust el apse before any outstanding segnents of the Initia
PDU shal |l be assumed to be lost. Wen this tinmer expires, all seg-
ments (Derived PDUs) of the Initial PDU held at the reassenbly point
are di scarded, the resources allocated for those segments are freed,
and if selected, an Error Report is generated (see O ause 6.10).
Wil e the exact relationship between reassenbly lifetinme and PDU
lifetime is a local matter, the Reassenbly Function nust preserve the
intent of the PDU lifetinme. Consequently, the reassenbly function
must di scard PDUs whose lifetinme would otherwi se have expired had
they not been under the control of the reassenbly function

Not e:

1. Methods of bounding reassenbly lifetinme are discussed in
Annex B.

2. The Segnentation and Reassenbly functions are intended to
be used in such a way that the fewest possible segnents are
generated at each segnentation point and reassenbly takes
pl ace at the final destination of a PDU However, other
schenmes whi ch

(a) interact with the routing algorithmto favor paths on
whi ch fewer segnents are generated

(b) generate nore segnents than absolutely required in
order to avoi d additional segnentation at some subsequent
poi nt; or

(c) allow partial or full reassenbly at sone internediate
poi nt along the route

are not precluded. The information necessary to enable the
use of one of these alternative strategies may be made
avai |l abl e through the operation of a Network Layer Managenent
function or by other neans.

3. The originator of the Initial PDU determ nes the value of the
Segnentation Permitted flag in the Initial PDU and all Derived
PDUs (if any). Partial or full reassenbly in an internediate
system (Note 2 (c) above) cannot change this value in the
Initial PDU or any PDU derived fromit, and cannot therefore
add or renove the segnentation part of the header

6.9 Di scard PDU Functi on
This function perfornms all of the actions necessary to free the
resources reserved by the network-entity when any of the follow ng
situations is encountered (Note: the list is not exhaustive):

(a) A violation of protocol procedure has occurred.
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(b) A PDU is received whose checksumis inconsistent with its
contents.

(c) APDUIis received, but due to local congestion, it cannot be
processed.

(d) A PDU is received whose header cannot be anal yzed.

(e) A PDU is received which cannot be segnented and cannot be
forwarded because its | ength exceeds the maxi num servi ce data
unit size supported by any underlying service available for
transm ssion of the PDUto the next network-entity on the
chosen route.

(f) A PDUis received whose destination address is unreachabl e or
unknown.

(g) Incorrect or invalid source routing was specified. This my
include a syntax error in the source routing field, an unknown
or unreachabl e address in the source routing field, or a path
which is not acceptable for other reasons.

(h) A PDUis received whose PDU |ifetime has expired or whose
lifetinme expires during reassenbly.

(i) A PDUis received which contains an unsupported option.
6. 10 Error Reporting Function
6.10.1 Overvi ew

This function causes an attenpt to return an Error Report PDU to the
source network-entity when a protocol data unit is discarded in ac-
cordance with C ause 6.9

The Error Report PDU identifies the discarded PDU, specifies the type
of error detected, and identifies the location in the header of the
di scarded PDU at which the error was detected. At least the entire
header of the Discarded PDU (and, at the discretion of the originator
of the Error Report PDU none, all, or part of the data field) is
placed in the data field of the Error Report PDU

The originator of a Data PDU may control the generation of Error Re-
port PDUs. An Error Report flag in the original PDUis set by the
source network-entity to indicate that an Error Report PDU is to be
returned if the Initial PDU or any PDUs derived fromit are discard-
ed; if the flag is not set, Error Reports are to be suppressed.

Not e:

1. The suppression of Error Report PDUs is controlled by the
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originating network-entity and not by the NS User. Care
shoul d be exercised by the originator with regard to
suppressing ER PDUs so that error reporting is not suppressed
for every PDU generated.

2. Non-receipt of an Error Report PDU does not inply correct
delivery of a PDU issued by a source network-entity.

6. 10. 2 Requi renent s

An Error Report PDU shall not be generated to report the discard of
an Error Report PDU

An Error Report PDU shall not be generated to report the discard of a
Data PDU unl ess that PDU has the Error Report flag set to allow Error
Reports.

If a Data PDU is discarded, and the Error Report flag has been set to
allow Error Reports, an Error Report PDU shall be generated if the
reason for discard is one of the reasons for discard enunerated in
Clause 6.9, subject to the conditions described in O ause 6.10.4.

Not e:
If a Data PDUwith the EfR flag set to allow Error Reports is
di scarded for any other reason, an ER PDU nmay be generated (as
an i nmpl ementati on option).

6. 10. 3 Processing of Error Reports

An Error Report PDU is conposed frominfornmation contained in the
header of the discarded Data PDU to which the Error Report refers.
The contents of the Source Address field of the discarded Data PDU
are used as the Destination Address of the Error Report PDU. This
val ue, which in the context of the Data PDU was used as an NSAP Ad-
dress, is used in the context of the Error Report PDU as the
network-entity title of the network-entity that originated the Data
PDU. The network- entity title of the originator of the Error Report
PDU is conveyed in the Source Address field of the header of the Er-
ror Report PDU. The value of the Lifetine field is determined in ac-
cordance with Clause 6.4. Optional parameters are selected in accor-
dance with C ause 6. 10. 4.

Segnentation of Error Report PDUs is not permtted; hence, no Segnen-
tation Part is present. The total length of the ER PDU in octets is
placed in the Segrment Length field of the ER PDU header. This field
is not changed during the lifetime of the ER PDU. If the originator
of the ER PDU determ nes that the size of the ER PDU exceeds the max-
i mum service data unit size of the underlying service, the ER PDU
shal |l be truncated to the maxi num service data unit size (see C ause
5.5.3) and forwarded with no other change. Error Report PDUs are
routed and forwarded by internedi ate-system network-entities in the
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same way as Data PDUs.

Not e:
The requirenent that the underlying service assuned by the CLNP
nmust be capabl e of supporting a service data unit size of at |east
512 octets guarantees that the entire header of the discarded Data
PDU can be conveyed in the data field of any ER PDU

Whien an ER PDU i s deconposed upon reaching its destination, informa-
tion that may be used to interpret and act upon the Error Report is
obtained as follows. The network-entity title recovered fromthe NPAI
in the Source Address field of the ER PDU header is used to identify
the network-entity which generated the Error Report. The reason for
generating the Error Report is extracted fromthe Options Part of the
PDU header. The entire header of the discarded Data PDU (and part or
all of the original user data) is extracted fromthe data field of
the ER PDU to assist in determ ning the nature of the error.

6.10.4 Rel ati onship of Data PDU Options to Error Reports

The generation of an Error Report is affected by options that are
present in the corresponding Data PDU. The presence of options in the
original Data PDU that are not supported by the system which has dis-
carded that PDU nmay cause the suppression of an Error Report even if
the original Data PDU indicated that an Error Report should be gen-
erated in the event of a discard.

The processing of an Error Report is also affected by options which
are present in the corresponding Data PDU. In particul ar, options
sel ected for the original Data PDU affect which options are included
in the corresponding Error Report PDU. The sel ection of options for
an Error Report PDU is governed by the follow ng requirenents:

(a) |If the Priority Option or the QoS Miintenance Option is sel ected
in the original Data PDU, and the system generating the Error
Report PDU supports the option, then the Error Report PDU shal
specify the option

(b) If the Security Option is selected in the Data PDU, and the system
generating the Error Report supports this option, then the Error
Report PDU shall specify the option using the value that was
specified in the original Data PDU. |If the system does not support
the Security Option, an Error Report nust not be generated for
a Data PDU that selects the Security Option.

(c) If the Conplete Source Route Option is selected in the origina
Data PDU, and the system generating the Error Report PDU supports
this option, then the error Report shall specify the Conplete Source
Route option. The Source Route paraneter value is obtained by
extracting fromthe original Data PDU that portion of the conplete
source route that has already been traversed, and reversing the
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order of network-entity titles which conprise the list.

If the system does not support the Conplete Source Route Option
an Error Report nust not be generated for a Data PDU that selects
the Conpl ete Source Route option.

(d) The Paddi ng, Partial Source Routing, and Record Route Options,
if supported, nmay be specified in the Error Report PDU

Not e:
The val ues of the optional paraneters in (d) above may be
derived as a |local matter, or they may be based upon the
correspondi ng values in the original Data PDU

6.11 PDU Header Error Detection

The PDU Header Error Detection function protects against failure of

i nternedi ate or end-system network-entities due to the processing of
erroneous information in the PDU header. The function is realized by
a checksum conputed on the entire PDU header. The checksumis veri -
fied at each point at which the PDU header is processed. |If the
checksum cal cul ation fails, the PDU nmust be discarded. |f PDU header
fields are nodified (for exanple, due to operation of the lifetime
function), then the checksumis nodified so that the checksum remai ns
val i d.

The use of the Header Error Detection function is optional, and is
sel ected by the originating network-entity. |If the function is not
used, the checksumfield of the PDU header is set to zero.

If the function is selected by the originating network-entity, the
val ue of the checksumfield causes the followi ng fornulae to be sa-
tisfied:

(The Sumfromi=1to L of a(i)) (npd 255) =0

(The sSumfromi=1to L of (L - i + 1) * a(i)) (md 255) =0
where L = the nunber of octets in the PDU header, and a(i) = the
val ue of the octet at position i. The first octet in the PDU header

is considered to occupy position i = 0.

When the function is in use, neither octet of the checksumfield may
be set to zero

Not e:
1. To ensure that inadvertent nodification of a header while a
PDU i s being processed by an internmedi ate system (for

exanple, due to a nmenory fault) may still be detected by the
PDU Header Error function, an internedi ate system network-
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entity nust not reconpute the checksum for the entire header
even if fields are nodified.

2. Annex C contains descriptions of algorithnms which may be
used to calculate the correct value of the checksumfield
when the PDU is created, and to update the value of the
checksum fiel d when the header is nodified.

6.12 Paddi ng Functi on

The paddi ng function is provided to all ow space to be reserved in the
PDU header which is not used to support any other function. Cctet
al i gnment nust be mai nt ai ned.

Not e:
An exanpl e of the use of this function is to cause the data field
of a PDU to begin on a conveni ent boundary for the originating
network-entity, such as a conputer word boundary.

6. 13 Security

The provision of protection services (e.g., data origin authentica-
tion, data confidentiality, and data integrity of a single
connectionl ess-node NSDU) is perfornmed by the Security Function

The Security Function is related to the Protection from Unaut hori zed
Access Quality of Service parameter described in | SO 8348/ AD1, Adden-
dumto the Network Service Definition Covering Connectionl ess-node
Transm ssion. The function is realized through selection of the secu-
rity paraneter in the options part of the PDU header

Thi s Standard does not specify the way in which protection services
are to be provided; it only provides for the encoding of security in-
formation in the PDU header. To facilitate interoperation between
end- systens and network rel ay-systens by avoiding different interpre-
tations of the sanme encoding, a neans to distinguish user-defined
security encodings from standardi zed security encodings is described
in Cause 7.5.3.

Not e:
As an inpl enentation consideration, data origin authentication
may be provided through the use of a cryptographically generated
or enci phered checksum (uni que fromthe PDU Header Error Detection
nmechani sn); data confidentiality and data integrity nmay be
provi ded via route control mechani smns.

6. 14 Source Routing Function

The Source Routing function allows the originator to specify the path
a generated PDU nust take. Source routing rmay only be selected by the
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originator of a PDU. Source Routing is acconplished using a list of
network-entity titles held in a paraneter within the options part of
the PDU header. The length of this paranmeter is determned by the
originating network-entity, and does not change as the PDU traverses
the networKk.

The Source Route paraneter includes information used by the originat-
i ng end-system when determining the initial route of the PDU. Only
the titles of internediate system network-entities are included in
the list; the network-entity title of the destination of the PDUis
not included in the list.

Associated with the list of network-entity titles is an indicator
which identifies the next entry in the list to be used; this indica-
tor is advanced by the receiver of the PDU when the next title in the
list matches its own. The indicator is updated as the PDU is forward-
ed so as to identify the appropriate entry at each stage of relaying.

Two fornms of the Source Routing function are provided. The first
form referred to as Conpl ete Source Routing, requires that the
specified path nmust be taken; that is, only those systens identified
inthe list my be visited by the PDU while en route to the destina-
tion, and each system must be visited in the order specified. If the
speci fied path cannot be taken, the PDU nust be discarded. C ause

6. 10 describes the circunstances in which an attenpt shall be nade to
informthe originator of the discard using the Error Reporting func-
tion.

The second formis referred to as Partial Source Routing. Again, each
systemidentified in the list nust be visited in the order specified

while en route to the destination. However, with this form of source
routing the PDU may take any path necessary to arrive at the next in-
ternmedi ate systemin the list, which may include visiting internedi-

ate systens that are not identified in the list. The PDU will not be

di scarded (for source routing related reasons) unless one of the sys-
tems specified cannot be reached by any avail able route.

6. 15 Record Route Function

The Record Route function records the path(s) taken by a PDU as it
traverses a series of internmedi ate systenms. A recorded route consists
of alist of network-entity titles held in a paraneter within the op-
tions part of the PDU header. The length of this paraneter is deter-
m ned by the originating network-entity, and does not change as the
PDU traverses the network.

The list is constructed as the PDU is forwarded al ong a path towards
its destination. Only the titles of internedi ate system network-
entities are included in the recorded route. The network-entity title
of the originator of the PDUis not recorded in the list.
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6.

When an internediate system network-entity processes a PDU contai ni ng
the Record Route paraneter, the systemadds its own networkentity ti-
tle at the end of the list of recorded network-entity titles. An in-
dicator is maintained to identify the next avail able octet to be used
for recording of route. This indicator is updated as entries are ad-
ded to the list as follows. The length of the entry to be added to
the list is added to the value of the next available octet indicator,
and this sumis conmpared with the Iength of the Record Route parane-
ter. If the addition of the entry to the list would exceed the size
of the paranmeter, the next avail able octet indicator is set to indi-
cate that route recording has been term nated. The network-entity ti-
tle is not added to the list. The PDU may still be forwarded to its
final destination, without further addition of network-entity titles.

If the addition of the entry would not exceed the size of the Record
Rout e paraneter, the next available octet indicator is updated with

the new value, and the network-entity title is added to the head of

the list after the other entries have been noved.

Two fornms of the Record Route function are provided. The first form
is referred to as Conplete Route Recording. It requires that the
list of network-entity titles be a conmplete and accurate record of
all internediate systens visited by a PDU (including Derived PDUs),
except when a shortage of space in the record route option field
causes term nation of recording of route, as described above. Wen
Conpl ete Route Recording is selected, PDU reassenbly at internediate
systens is perforned only when the Derived PDUs that are reassenbl ed
all took the sane route; otherwi se, the PDU is discarded, and if

sel ected, an Error Report is generated (see C ause 6.10).

The second formis referred to as Partial Route Recording. It also
requires a record of internediate systens visited by a PDU. Wen Par-
tial Route Recording is selected, PDU reassenbly at internedi ate sys-
tems is always permitted. Wen reassenbly is performed at an inter-
nmedi ate system the route recorded in any of the Derived PDUs may be
placed in the PDU resulting fromthe reassenbly.

Not e:
The Record Route function is intended to be used in the diagnosis
of subnetwork problens and/or to provide a return path that could
be used as a source route in a subsequent PDU

16 Quality of Service Mintenance Function

The Quality of Service Mintenance function provides information to
network-entities in intermedi ate systems which may be used to nake
routing deci sions where such decisions affect the overall QS provid-
ed to NS users. This information is conveyed to internediate system
network- entities in a paraneter in the options part of the PDU
header .
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6.

6.

6.

In those instances where the QoS requested cannot be naintained, in-
ternedi ate system network-entities shall attenpt to deliver the PDU
at a QS different fromthe QoS requested. Internediate system
network-entities do not necessarily provide a notification of failure
to neet the requested Quality of Service.

17 Priority Function

The Priority function allows a PDU with a nunmerically higher priority
val ue to be processed preferentially with respect to other PDUs with
nunerically lower priority values. The function is realized through
sel ection of a paraneter in the options part of the PDU header

The |l owest priority value is zero; a source network-entity that does
not support the Priority function nust set the Priority value to
zero. The Priority function provides a neans whereby the resources
of end and internedi ate system network-entities, such as outgoing
transm ssi on queues and buffers, can be used preferentially to pro-
cess higher-priority PDUs ahead of lower-priority PDUs. The specific
action taken by an individual network-entity to support the Priority
function is a local matter.

18 Congestion Notification Function

To allow NS Users to take appropriate action when congestion is ex-
perienced within the NS provider, internediate systens may informthe
destinati on network-entity of congestion through the use of a flag in
the QoS Mai ntenance paraneter in the options part of the PDU header
The value of this flag is initially set to zero (0) by the originator
of the PDU and nay be set to one (1) by any internediate system which
processes the PDU to indicate that it is experiencing congestion. The
criteria for determining when this action is to be taken are a | oca
matter.

Not e:
Congestion typically corresponds to inavailability of buffer space
to maintain output queues. An appropriate policy for indicating
congestion may be based upon the depth of the output queue sel ected
for a PDU (according to its destination address or other routing
i nformati on). Wien the depth of a particul ar output queue exceeds
a certain proportion of the depth of that queue, an internediate
systemw || start to discard PDUs. The internedi ate systemw || set
the Congestion Experienced flag in the next PDU to be forwarded
and may continue to do so until the condition is alleviated.

19 Cl assification of Functions
| mpl enentations are not required to support all of the functions

described in Clauses 6.1 through 6.18. Functions are divided into
three categories:
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Type 1: These functions nust be supported.

Type 2: These functions may or may not be supported.

If an inplenentati on does not support a Type 2 function, and the
function is selected in a PDU, then that PDU nust be di scarded,

and an Error Report PDU nmust be generated and forwarded to the
originating network-entity, providing that the Error Report flag is
set and the conditions of Cause 6.10.4 are satisfied.

Type 3: These functions may or may not be supported.

[f an inplenentati on does not support a Type 3 function, and the
function is selected in a PDU, then the function is not perforned,
and the PDU is processed exactly as though the function had not
been sel ected. The protocol data unit shall not be discarded for
this reason.

Table 4 shows how the functions are divided into these three categories:
| | FULL | NON | I NACTI VE
| FUNCTI ON | PROTOCOL | SEGVENTI NG | SUBSET
| | | SUBSET |
| | | |
| PDU Conposition | 1 | 1 | 1
| PDU Conposition | 1 | 1 | 1
| Header Fornat Anal ysis | 1 | 1 | 1
| PDU Lifetine Control | 1 | 1 | N A
| Rout e PDU | 1 | 1 | N A
| For war d PDU | 1 | 1 | N A
| Segnent PDU | 1 | N A | N A
| Reassenbl e PDU | 1 | N A | N A
| Di scard PDU | 1 | 1 | N A
| Error Reporting (Note 1) | 1 | 1 | N A
| Header Error Detection (Note 1) | 1 | 1 | N A
| Security | 1 | 2 | N A
| Conpl et e Source Routing | 1 | 2 | N A
| Conpl et e Route Recording | 2 | 2 | N A
| Partial Source Routing | 3 | 3 | N A
| Partial Route Recording | 3 | 3 | N A
| Priority | 3 | 3 | N A
| QS Mai nt enance | 3 | 3 | N A
| Congestion Notification | 3 | 3 | N A
| Paddi ng | 3 | 3 | N A
| | | |

Tabl e 4: Categorization of Protocol Functions
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Not e:

1. Wiile the Error Reporting and Header Error Detection functions
nmust be provided, they are provided only when sel ected
by the sendi ng Network Service user

2. The rationale for the inclusion of type 3 functions is that in
the case of some functions it is nore inportant to forward
the PDUs between internedi ate systens or deliver themto
an end-systemthan it is to support the functions. Type 3
functions should be used in those cases where they are of an
advi sory nature; they cannot cause a PDU to be di scarded
when they are not supported.

7 Structure and Encodi ng of PDUs
7.1 Structure

Al Protocol Data Units shall contain an integral nunber of octets.
The octets in a PDU are nunbered starting fromone (1) and increasing
in the order in which they are subnitted to the underlying service.
The bits in an octet are nunbered fromone (1) to eight (8), where
bit one (1) is the |loworder (least significant) bit.

When consecutive octets are used to represent a binary nunber, the
| ower octet nunber has the nost significant val ue.

Any inplementation supporting this protocol is required to state in
its specification the way in which octets are transferred, using the
terns "nost significant bit" and "least significant bit". The PDUs of
this protocol are defined using the ternms "nobst significant bit" and
"l east significant bit".

Not e:
VWhen the encoding of a PDU is represented using a diagramin this
Clause the follow ng representation is used:

a) octets are shown with the | owest nunbered octet to the left,
hi gher nunber octets being further to the right;

b) within an octet, bits are shown with bit eight (8) to the left
and bit one (1) to the right.

PDUs shall contain, in the follow ng order

1. the fixed part;
2. the address part;
3. the segnentation part, if present;
4. the Options part, if present;
and the data field, if present. This structure is illustrated in Figure 2:
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7.2 Fi xed Part

7.2.1 CGener a
The fixed part of the PDU header contains frequently occurring param
eters including the type code (DT or ER) of the protocol data unit.
The I ength and the structure of the fixed part are defined by the PDU
code.

The fixed part has the follow ng format:

Par t Described in
| Fi xed Part | Section 7.2
I Addr ess Part I Section 7.3
I Segnentation Part I Section 7.4
I Options Part I Section 7.5
I Dat a I Section 7.6
| |

Figure 2: PDU Structure
Cct et

| Net wor k Layer Protocol Identifier | 1
I Lengt h I ndi cat or I 2
I Ver si on/ Prot ocol 1d Extension I 3
I Lifetine I 4
I SP vline MSvline e/R| Type I 5
I Segnent Length I 6,7
i Checksum i 8,9

Fi gure 3: PDU Header -- Fixed Part
7.2.2 Net wor k Layer Protocol Identifier
The value of this field is set to binary 1000 0001 to identify this

Net wor k Layer protocol as |1SO 8473, Protocol for Providing the
Connectionl ess- nbde Network Service. The value of this field is set
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to binary 0000 0000 to identify the Inactive Network Layer protoco
subset .

7.2.3 Lengt h I ndi cat or

The length is indicated by a binary nunber, with a naxi mum val ue of
254 (1111 1110). The length indicated is the length in octets of the
header, as described in Cause 7.1. The value 255 (1111 1111) is
reserved for possible future extensions.

Not e:
The rules for forwardi ng and segnentation guarantee that the header
length is the same for all segments (Derived PDUs) of the Initia
PDU, and is the sane as the header length of the Initial PDU
The size of a PDU header will not change due to operation of any
prot ocol function.

7.2.4 Ver si on/ Protocol ldentifier Extension

The value of this field is binary 0000 0001, which identifies the
standard Version 1 of |1SO 8473, Protocol for Providing the
Connecti onl ess- nbde Network Servi ce.

7.2.5 PDU Lifetine

The PDU Lifetine field is encoded as a binary nunber representing the
remaining lifetime of the PDU, in units of 500 nilliseconds.

7.2.6 Fl ags
7.2.6.1 Segnentation Pernmitted

The Segnmentation Pernmitted flag indicates whether segnentation is
permtted. Its value is determ ned by the originator of the PDU and
cannot be changed by any other network-entity for the lifetime of the
Initial PDU and any Derived PDUs.

A val ue of one (1) indicates that segnentation is permtted. A value

of zero (0) indicates that the non-segnenting protocol subset is em

pl oyed. When the value of zero is selected, the segnentation part of
the PDU header is not present, and the Segnent Length field serves as
the Total Length field (see Cause 7.2.8).

7.2.6.2 Mor e Segnent s

The More Segnents flag indicates whether the data segnent in this PDU
contains (as its last octet) the last octet of the User Data in the
NSDU. When the More Segnents flag is set to one (1), segnentation
has taken place and the | ast octet of the NSDU is not contained in
this PDU. The More Segnments flag cannot be set to one (1) if the Seg-
mentation Pernmitted flag is not set to one (1).

| SO 8473 [ Page 35]



RFC 994 Decenber 1986
When the More Segnents flag is set to zero (0), the last octet of the
Data Part of the PDUis the |ast octet of the NSDU

7.2.6.3 Error Report
When the Error Report flag is set to one, the rules in C ause 6.10
are used to determ ne whether to generate an Error Report PDUif it

is necessary to discard this Data PDU

VWen the Error Report flag is set to zero, discard of the Data PDU
wi Il not cause the generation of an Error Report PDU

7.2.7 Type Code

The Type code field identifies the type of the protocol data unit.
Al l oned val ues are given in Table 5:

| | Bits 5 4 3 2 1
| | |
| DT PDU | 1 1 1 0 O
| | |
| ER PDU | 0O 0O 0 oO 1
| | |

Table 5: Valid PDU Types
7.2.8 PDU Segnent Length

The Segment Length field specifies the entire length, in octets, of
the Derived PDU, including both header and data (if present). Wen
the full protocol is enployed and a PDU is not segnented, the value
of this field is identical to the value of the Total Length field Io-
cated in the Segnentation Part of the header

When t he non-segnenting protocol subset is enployed, no segnentation
part is present in the header. In this subset, the Segnent Length
field specifies the entire length of the Initial PDU, including both
header and data (if present). The Segnment Length field is not changed
for the lifetime of the PDU

7.2.9 PDU Checksum

The checksumis conputed on the entire PDU header. For the Data PDU
this includes the segnentation and options parts (if present). For
the Error Report PDU, this includes the reason for discard field as
wel | .

A checksum val ue of zero is reserved to indicate that the checksumis

to be ignored. The operation of the PDU Header Error Detection func-
tion (Clause 6.11) ensures that the value zero does not represent a
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val id checksum A non-zero val ue indicates that the checksum nmust be
processed. |If the checksumcalculation fails, the PDU nust be dis-
car ded.

7.3 Addr ess Part
7.3.1 Gener a
Address paraneters are distinguished by their |ocation, imediately

following the fixed part of the PDU header. The address part is il-
lustrated Figure 4:

Cct et
| Destinati on Address Length | ndicator | 10
I I
I I 11
: Desti nati on Address :
| | m- 1
I I
| Sour ce Address Length Indicator | m
I I
I | m+1
Sour ce Address
| | n-1

Figure 4: PDU Header -- Address Part
7.3.1.1 Desti nati on and Source Addresses

The Destination and Source addresses used by this protocol are Net-
wor k Service Access Point addresses as defined in | SO 8348/ AD2, Ad-
dendumto the Network Service Definition Covering Network Layer Ad-
dr essi ng.

The Destination and Source Addresses are variable I ength. The Desti -
nati on and Source Address fields are encoded as Network Protocol Ad-
dress Information using the Preferred Binary Encodi ng defined in
Clause 8.3.1 of |SO 8348/ AD2.

The Destination Address Length Indicator field specifies the Iength
of the Destination Address in octets. The Destination Address field
follows the Destination Address Length Indicator field.

The Source Address Length Indicator field specifies the Iength of the
Source Address in octets. The Source Address Length Indicator field
follows the Destination Address field. The Source Address field fol -

| ows the Source Address Length Indicator field.
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Each address paranmeter is encoded as illustrated in Table 5:
| COctet | Address paraneter Length |ndicator |
I n I (e.g., 'm) I
| Cctets | |
| n+ 1| Addr ess Paraneter Val ue |
| thru | |
| n+ m| |
| | |
Figure 5. Address Paraneters
7.4 Segnent ati on Part

If the Segnmentation Permitted Flag in the Fixed Part of the PDU
Header (COctet 4, Bit 8) is set to one, the segnentation part of the
header, illustrated in Figure 6, nmust be present:

If the Segmentation Pernitted flag is set to zero, the non-segmenting
protocol subset is in use.

Cct et

Data Unit ldentifier

Segnment O f set

| |
| |
| |
| |
| Total Length |
| |

Figure 6: PDU Header -- Segmentation Part
7.4.1 Data Unit ldentifier

The Data Unit Identifier identifies an Initial PDU (and hence, its
Derived PDUs) so that a segnented data unit nay be correctly reassem
bled. The Data Unit Identifier size is two octets.

7.4.2 Segnment O f set

For each Derived PDU, the Segnent O fset field specifies the relative
position of the segnment contained in the data field of the Derived
PDU with respect to the start of the data field of the Initial PDU.
The offset is neasured in units of octets. The offset of the first
segnent (and hence, the Initial PDU) is zero; an unsegmented (lnitial
PDU) has a segnent offset value of zero (0). The value of this field
shall be a nmultiple of eight 8).
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7.4.3 PDU Total Length
The Total Length field specifies the entire length of the Initial
PDU, including both the header and data. This field is not changed
for the lifetime of the Initial PDU (and hence, its Derived PDUs).

7.5 Options Part

7.5.1 Gener al

The options part is used to convey optional paraneters. The options

part of the PDU header is illustrated bel ow
Cct et
| | n+ 6
: Opt i ons :
| | P

| |
Fi gure 7: PDU Header -- Options Part

If the options part is present, it may contain one or nore parane-
ters. The nunber of paraneters that nay be contained in the options
part is constrained by the length of the options part, which is
determi ned by the follow ng fornul a:

PDU Header Length -(length of fixed part+l ength of address
part +l engt h of segnentation part)

and by the length of the individual optional paraneters.

Parameters defined in the options part nay appear in any order. Du-
plication of options is not permtted. Receipt of a Protocol Data
Unit with an option duplicated should be treated as a protocol error.
The rul es governing the treatnment of protocol errors are described in
Clause 6.10, Error Reporting Function.

The encodi ng of parameters contained within the options part of the
PDU header is illustrated in Table 6:

Cctets

| n | Par armet er Code |
| | |
| n+1 | Parameter Length (e.g.m |
| | |
| n+2 | |
| to | Par armet er Val ue |
| n+m+ 1 | |
| | |
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Tabl e 6: Encodi ng of Paraneters

The paraneter code field is coded in binary and, w thout extensions,
provi des a maxi num of 255 different parameters. No paraneter codes
use bits 8 and 7 with the value 00, so the actual maxi num nunber of
paranmeters is lower. A paraneter code of 255 (binary 1111 1111) is
reserved for possible future extensions.

The paraneter length field indicates the length, in octets, of the
paranmeter value field. The length is indicated by a positive binary
nunber, m wth a theoretical maxi numvalue of 254. The practica
maxi mum value of mis lower. For exanple, in the case of a single
paraneter contained within the options part, two octets are required
for the paraneter code and the paranmeter length indicators. Thus, the
value of mis limted to:

m = 252-(length of fixed part +l ength of address part +l ength of seg-
nentati on part)

For each succeedi ng paraneter the nmaxi mum val ue of m decreases. The
parameter value field contains the value of the paraneter identified
in the parameter code field.

The foll owi ng paraneters are permtted in the options part.

7.5.2 Paddi ng

The paddi ng paranmeter is used to | engthen the PDU header to a con-
veni ent size (See O ause 6.12).

Par anet er Code: 1100 1100
Par armet er Lengt h: vari abl e
Par anmet er Val ue: any value is all owed

7.5.3 Security

This paraneter allows a unique and unanbi guous security |level to be
assigned to a protocol data unit.

Par amet er Code: 1100 0101
Par anmet er Lengt h: vari abl e
Par amet er Val ue: The high order two bits of the first octet

specify the Security Format Code, where:

Security Type of Security Field:
For mat Code
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00 Reserved

01 Sour ce Address Specific

10 Destinati on Address Specific
11 A obal Iy Uni que

The rest of the first octet is reserved and nust be zero. The
remai nder of the Paraneter Value field specifies the security
| evel as described in the followi ng d auses.

7.5.3.1 Source Address Specific

The Security Format Code value of binary "01" indicates that the
remai ni ng octets of the paraneter value field specify a security |ev-
el which is unique and unanbi guous in the context of the security
classification systemenployed by the authority responsible for as-
signi ng the source NSAP Address.

7.5.3.2 Destinati on Address Specific

The Security Format Code val ue of binary "10" indicates that the
remai ni ng octets of the paraneter value field specify a security |ev-
el which is unique and unanbi guous in the context of the security
classification systemenployed by the authority responsible for as-
signing the destinati on NSAP Address.

7.5.3.3 A obally Unique Security

The Security Format Code val ue of binary "11" indicates that the
remai ni ng octets of the paraneter value field specify a globally

uni que and unambi guous security level. This security classification
systemis not specified in this Standard.

7.5.4 Sour ce Routing
The source routing paranmeter specifies, either conpletely or partial-

ly, the route to be taken from Source Network Address to Destination
Net wor k Addr ess.

Par anet er Code: 1100 0101
Par amet er Lengt h: vari abl e
Par armet er Val ue: 2 octets of control information succeeded by a

concatenati on of ordered network-entity title entries (ordered
fromsource to destination)

The first octet of the paraneter value is the type code, and has the
foll owi ng significance:

0000 0000 partial source routing

0000 0001 conpl ete source routing
<al | other values reserved>
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The second octet indicates the octet offset of the next network-
entity title entry to be processed in the list. It is relative to
the start of the paraneter, such that a value of three (3) indicates
that the next network-entity title entry begins i mediately after
this control octet. Successive octets are indicated by correspondi ng-
Iy larger values of this indicator.

The third octet begins the network-entity title list. The Iist con-
sists of variable length network-entity title entries. The first oc-
tet of entry identifies the length of the network-entity title which
conpri ses the re- mainder of the entry.

7.5.5 Recordi ng of Route

The recording of route parameter identifies the route of internediate
systens traversed by the PDU

Par amet er Code: 1100 1011
Par armet er Lengt h: vari abl e
Par amet er Val ue: 2 octets of control information succeeded by a

con catenation of ordered network-entity title entries (ordered
fromdestination to source)

The first octet of the paraneter value is the type code, and has the
foll ow ng significance:

0000 0000 Partial Recording of Route in progress
0000 0001 Conpl ete Recording of Route in progress
<al | other values reserved>

The second octet identifies the first octet not currently used for a
recorded network-entity title, and therefore also the end of the
list. It is encoded relative to the start of the parameter val ue,
such that a value of three (3) indicates that no network-entity ti-

tl es have yet been recorded. A value of all ones is used to indicate
that route recordi ng has been terninated.

The third octet begins the network-entity title list. The list con-
sists of variable length network-entity title entries. The first oc-
tet of each entry specifies the Iength of the network-entity title
conprising the remainder of the entry. Network-entity title entries
are always added to the beginning of the list; that is, the nost re-
cently added entry will begin in the third octet of the paraneter

val ue.

Not e:
The I ength of the Record Route paraneter is determ ned by the
originator of the PDU and is not changed during the lifetinme of
the PDU;, hence, the operation of the Record Route function does
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not affect the length of the header
7.5.6 Quality of Service Mintenance

The Quality of Service paraneter conveys information about the quali -
ty of service requested by the originating Network Service user
Network-entities in internmediate systems may (but are not required
to) make use of this information as an aid in selecting a route when
nore than one route satisfying other routing criteria is available
and the available routes are known to differ with respect to Quality
of Service see Cl ause 6.16).

Par anet er Code: 1100 0011
Par armet er Lengt h: vari abl e
Par aret er Val ue: The high order two bits of the first octet

specify the QS Format Code, where:

QoS For mat Type of QoS
Code Field
00 Reserved
01 Sour ce Address Specific
10 Destinati on Address Specific
11 G obal Iy Uni que

The rest of the first octet is reserved and nust be zero. The
remai nder of the Paraneter Value field specifies the QoS as descri bed
in the followi ng d auses.

7.5.6.1 Source Address Specific

The QS Format Code val ue of binary "01" indicates that the renmining
octets of the parameter value field specify a QS which is unique and
unanbi guous in the context of the QS Mintenance system enpl oyed by
the authority responsible for assigning the source NSAP Address.

7.5.6.2 Destination Address Specific

The QoS Format Code val ue of binary "10" indicates that the remaining
octets of the parameter value field specify a QoS which is unique and
unanbi guous in the context of the QoS Mintenance system enpl oyed by
the authority responsible for assigning the destination NSAP Address.

7.5.6.3 d obal ly Uni que QoS
The QoS Format Code val ue of binary "11" indicates that the remainder
of the paraneter value field specifies a globally unique QS Minte-
nance field. Wen the globally unique QS Mintenance function is em
pl oyed, the parameter value field nust have a total |ength of one oc-
tet, which is assigned the foll ow ng val ues:

Bits 8 and 7: QS Fornmat Code of binary "11"
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Bit 6: Reserved

Bit 5: sequenci ng vs. transit del ay

Bit 4: congestion experienced

Bit 3: transit delay vs. cost

Bit 2: residual error probability vs. transit del ay
Bit 1: residual error probability vs. cost

Bit 5is set to one to indicate that, where possible, routing deci-
sions should favor sending all PDUs to the specified destination NSAP
address over a single path (in order to maintain sequence) over
mnimzing transit delay. A value of zero (0) indicates that, where
possi bl e, routing decisions should favor low transit delay over se-
quence preservation.

Bit 4 is set to zero by the network-entity which originates the pro-
tocol data unit. It is set to one by an interm ediate systemto indi-
cate that this PDU has visited a congested internediate system and
appropriate action should be taken by the destination network-entity.
Once the congestion experienced bit is set by an internedi ate system
it may not be reset by any intermedi ate systemtraversed by the PDU
further along the path towards the destination

Bit 3 is set to one to indicate that, where possible, routing deci-
sions should favor low transit delay over |low cost. A value of 0 in-
di cates that routing decisions should favor | ow cost over lowtransit
del ay.

Bit 2 set to one to indicate that, where possible, routing decisions
shoul d favor |ow residual error probability over |ow transit del ay.
A value of zero indicates that routing decisions should favor |ow
transit delay over |ow residual error probability.

Bit 1 is set to one to indicate that, where possible, routing deci-
sions should favor |ow residual error probability over low cost. A
val ue of 0 indicates that routing decisions should favor | ow cost
over | ow residual error probability.

7.5.7 Priority

The value of the Priority paraneter indicates the relative priority
of the protocol data unit. Internediate systens that support this
option shall make use of this information in routing and in ordering
PDUs for transm ssion

Par anet er Code: 1100 1101
Par amet er Lengt h: one oct et
Par armet er Val ue: 0000 0000 - Normal (Default) through

0000 1110 - Highest
<all other values reserved>
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The val ues 0000 0001 through 0000 1110 are to be used for higher
priority protocol data units. If an intermediate system does not sup-
port this option, all PDUs shall be treated as if the field had the
val ue 0000 0000.

7.6 Data Part
The Data part of the PDUis structured as an ordered nultiple of oc-

tets, which is identical to the sane ordered nultiple of octets
specified for the NS-Userdata paranmeter of the N UN TDATA Request and

Indication primtives. The data field is illustrated in Figure 8:
Cct et
| | p+1
: Dat a :
| |z

| |
Fi gure 8: PDU Header -- Data Field
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7.7

7.7.1

Data (DT) PDU

Structure

The DT PDU has the followi ng fornmat:

| SO 8473

Net wor k Layer Protocol Identifier

Lengt h I ndi cat or

Ver si on/ Prot ocol 1d Extension

Lifetine

SP vline MSvline e/R| Type

Segnent Length

Checksum

Destinati on Address Length | ndicator

Desti nati on Address

Sour ce Address Length Indicator

Sour ce Address

Data Unit ldentifier

Segnment O f set

Total Length

Opt i ons

Dat a

Figure 9: DT PDU

Decenmber 1986

6,7
8,9
10

11
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7.7.1.1 Fi xed Part

1) Net wor k Layer Protocol Identifier See Clause 7.2.2
2) Lengt h I ndi cat or See Clause 7.2.3
3) Ver si on/ Prot ocol 1d Extension See Clause 7.2.4
4) Lifetine See Clause 7.2.5
5) SP, M5, E/R See Clause 7.2.6
6) Type Code See Clause 7.2.7
7) Segnent Length See Clause 7.2.8
8) Checksum See Clause 7.2.9

7.7.1.2 Addr esses
See O ause 7. 3.
7.7.1.3 Segment at i on
See O ause 7. 4.
7.7.1.4 Opt i ons
See Cl ause 7.5.
7.7.1.5 Dat a

See Cl ause 7.7.

7.8 I nacti ve Network Layer Protocol
Cct et

| Net wor k Layer Protocol ldentifier | 1

| |

| | 2

| Dat a |

| | 2-n
| |

Figure 10: Inactive Network Layer Protocol

7.8.1 Net wor k Layer Protocol Id

The val ue of the Network Layer Protocol Identifier field is binary
zero (0000 0000).

7.8.2 Data Field
The I ength of the NS-Userdata paraneter is constrained to be |ess

than or equal to the value of the length of the SN Userdata paraneter
m nus one (see Cl ause 7.7).
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7.9 Error Report PDU (ER)
7.9.1 Structure

The ER PDU has the followi ng fornmat:

Error Report Data Field

Cct et
| Net wor k Layer Protocol Identifier | 1
| |
| Lengt h I ndi cat or | 2
| |
| Ver si on/ Prot ocol |d Extension | 3
| |
| Li fetine | 4
| |
| SP=0 vline M5= 0 vline Reserved | Type | 5
| | |
| Segnent Length | 6,7
| |
| Checksum | 8,9
| |
| Destinati on Address Length | ndicator | 10
| |
| | 11
: Desti nati on Address
| | m- 1
| |
| Source Address Length Indicator | m
| |
| | m+ 1
: Sour ce Address :
| | n- 1
| |
| , | n
| Opt i ons |
| | p- 1
| |
| _ | P
| Reason for Discard |
| | 9- 1
| |
| | q
| |
| |
| |

Figure 11: Error Report PDU
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7.9.1.1 Fi xed Part

The fixed part of the Error Report Protocol Data Unit is composed in
the sane way as a new (Initial) Data PDU References are provided to
previ ous C auses describing the encoding of the fields conprising the
fixed part:

1) Net wor k Layer Protocol Identifier See Cl ause 7.2.2

2) Lengt h I ndi cat or See Clause 7.2.3

3) Ver si on/ Prot ocol 1d Extension See Clause 7.2.4

4) Lifetime See Clause 7.2.5

5) SP, M5, EZR Al ways set to zero,
(See C ause 6.10)

6) Type Code See Clause 7.2.7

7) Segnent Length See Clause 7.2.8

8) Checksum See Clause 7.2.9

7.9.1.2 Addr esses
See C ause 7. 3.
The Destination Address specifies the network-entity title of the origi-
nator of the discarded PDU The Source Address specifies the title of the
i nternedi at e-system or end-system network-entity initiating the Error
Report PDU.

7.9.1.3 Opt i ons

See Cl ause 7.5.

| SO 8473 [ Page 49]



RFC 994 Decenmber 1986

7.9.1. 4 Reason for Discard

This paraneter is valid only for the Error Report PDU

Par armet er Code: 1100 0001
Par armet er Lengt h: two octets
Par armet er Val ue: type of error encoded in binary. Values are listed
in Table 7:
| Paraneter Value | Cass of | Meaning
| Octet 1 Cctet 2| Error |
| | |
| 0000 0000 | | Reason not specified
| 0001 | | Protocol Procedure Error
| 0010 | | I'ncorrect Checksum
| 0011 | General | PDU Di scarded due to Congestion
| 0100 | | Header Syntax Error (cannot be parsed)
| 0101 | | Segnentation needed but not permitted
| 0110 | | I'ncompl ete PDU Received
| 0111 | | Duplicate Option
| | |
| 1000 0000 | Address | Destination Address Unreachabl e
| 0001 | | Destination Address Unknown
| | |
| 1001 0000 | | Unspecified Source Routing Error
| 0001 | Sour ce | Syntax Error in Source Routing Field
| 0010 | Routing | Unknown Address in Source Routing Field
| 0011 | | Path not Acceptable
| | |
| 1010 0000 | Lifetine | Lifetine Expired while Data Unit in Transit
| 0001 | | Lifetinme Expired during Reassenbly
| | |
| 1011 0000 | | Unsupported Option not Specified
| 0001 | PDU | Unsupported Protocol Version
| 0010 | Discarded | Unsupported Security Option
| 0011 | | Unsupported Source Routing Option
| 0100 | | Unsupported Recording of Route Option
| | |
| 1100 0000 | Reassenbly | Reassenbly interference
| | |

Tabl e 7: Reasons for Discard

The first octet of the paraneter value contains an error type code.

If the error in the discarded Data PDU can be |l ocalized to a particu-
lar field, the nunmber of the first octet of that field is stored in
the second octet of the reason for discard paraneter field. If the
error cannot be localized to a particular field, or if the error is a
checksum error, then the value zero is stored in the second octet of
the reason for discard paraneter field.
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7.9.1.5 Error Report Data Field

This field contains the entire header of the discarded Data PDU, and
may contain some or all of the data field of the di scarded PDU

8 Conf or mance

For conformance to this International Standard, the ability to ori-
gi nate, manipul ate, and receive PDUs in accordance with the full pro-
tocol (as opposed to the non-segnenting or |nactive Network Layer
Prot ocol subsets) is required.

Additionally, conformance to the Standard requires provision of the
protocol functions described in Cause 6. Provision of the optiona
functions described in Cause 6.18 and enunerated in Table 9-1 nust
neet the requirements described therein. Exceptions to this require-
ment are described in Clause 8.1 bel ow.

Additionally, conformance to the Standard requires adherence to the
structure and encodi ng of PDUs of O ause 7

If and only if the above requirenents are net is there conformance to
this International Standard.

8.1 Provi si on of Functions for Confornance

The following table categorizes the functions in Clause 6 with
respect to the type of system providing the function:

Not e:

1. The support of the PDU Conposition and Forward PDU functions
is necessary for the generation of Error Report PDUs.

2. The Segnent PDU function is in general mandatory for an
i nternedi ate system However, a systemwhich is to be
connected only to subnetworks all offering the sane naxi mum

SDU size (such as identical Local Area Networks) wll not
need to performthis function and therefore does not need to
i mpl enent it.

If this function is not inplenented, this shall be stated
as part of the specification of the inplenentation

3. The correct treatnent of the padding function requires no
processing. A conform ng inplenmentation shall support the
function, to the extent of ignoring this paraneter wherever
it may appear.

4. This function nay or may not be supported. |If an
i mpl enent ati on does not support this function, and the
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function is selected in a PDU, then the PDU shall be discarded,
and an ER PDU shall be generated and forwarded to the
originating network-entity if the Error Report flag is set

and the conditions of Cl ause 6.10.4 are satisfied.

5. This function may or may not be supported. |If an inplenmentation
does not support this function, and the function is sel ected
in a PDU then the function is not perforned and the PDU is
processed exactly as though the function had not been
sel ected. The PDU shall not be discarded for this reason.

| Function | Send | Forward | Recei ve |
| | | | |
| PDU Conposition | M | (Note 1) | (Note 1) |
| PDU Decomnposition | M | - | M |
| Header Format Anal ysis | - | M | M |
| PDU Lifetime Control | | M | I |
| Route PDU | - | M | - |
| Forward PDU | M | M | (Note 1) |
| Segnent PDU | M | (Note 2) | - |
| Reassenbl e PDU | - | I | M |
| Discard PDU | - | M | M |
| Error Reporting | M | M | M |
| Header Error Detection | (Note 3) | M | M |
| | | | |
| Security | - | (Note 3) | (Note 4) |
| Compl ete Source Routing | - | (Note 4) | - |
| Compl ete Route Recording | - | (Note 4) | - |
| Partial Source Routing | - | (Note 5) | - |
| Partial Route Recording | - | (Note 5) | - |
| Priority | - | (Note 5) | - |
| QoS Maintenance | - | (Note 5) | - |
| Congestion Notification | - | (Note 5) | - |
| Paddi ng | - | (Note 5) | (Note 3) |
| | | | |

Tabl e 8: Categorization of Functions
Key:

M Mandatory Function; this function nust be inpl enented.
-: Not applicable.
[: Inmplenentation option, as described in the text.

NOTE: See notes above
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