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PREFACE

This is the final report of the National Research Council Conmittee on
Conput er - Conput er Conmuni cati on Protocols. The committee was
established in May 1983 at the request of the Department of Defense
(DOD) and the National Bureau of Standards (NBS), Departnent of

Conmer ce, to devel op recomendati ons and gui delines for resolving

di fferences between the two agencies on a data conmuni cations transport
pr ot ocol standard.

Conput er - based i nformati on and transacti on-processi ng systens are basic
tools in nodern industry and governnment. Over the past several years
there has been a growi ng denmand to transfer and exchange digitized data
in these systens quickly and accurately. This demand for data transfer
and exchange has been both anbng the terminals and conmputers within an
organi zati on and anmong those in different organizations.

Rapi d el ectronic transport of digitized data requires electronic
conmuni cation links that tie the elenments together. These |inks are
est abl i shed, organi zed, and nai ntai ned by neans of a | ayered series of
procedures performng the many functions inherent in the comruni cations
process. The successful movenment of digitized data depends upon the
partici pants using identical or conpatible procedures, or protocols.

The DOD and NBS have each devel oped and pronul gated a transport protoco
as standard. The two protocols, however, are dissimlar and

i nconpatible. The committee was called to resolve the differences

bet ween t hese protocol s.

The conmmittee held its first neeting in August 1983 at the Nationa
Research Council in Washington, D.C. Follow ng this two-day neeting the
commttee held five nmore two-day neetings, a three-day neeting, and a
one-week wor kshop.

The conmittee was briefed by personnel fromboth agencies. |In addition
the commttee heard fromJon Postel, University of Southern California s
Informati on Sciences Institute; Dave Oran, Digital Equi pment

Corporation; Vinton Cerf, MI; David Wod, The Mtre Corporation; Cair
M1l er, Honeywell, and Robert Follett, I1BM representing the Conputer
and Busi ness Equi prent Manufacturer’s Association; and John Newran
Utimate Corporation. In nost cases the briefings were foll owed by

di scussi on.

The conmittee wi shes to thank Philip Selvaggi of the Departnent of
Def ense and Robert Blanc of the NBS, Institute of Conputer Sciences and
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Technol ogy, for their cooperation as their agency’'s liaison
representatives to the coomittee. The comittee appreciates the
contributions and support of Richard B. Marsten, Executive Director of
the Board on Tel econmuni cati ons -- Conputer Applications (BOTCAP), and
Jeronme D. Rosenberg, BOTCAP Senior Staff Oficer and the conmttee Study
Director. W also wish to thank Lois A Leak for her expert

adm ni strative and secretarial support.
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EXECUTI VE SUMVARY

Conput er conmuni cati on networ ks have becone a very inportant part of
mlitary and commrerci al operations. |Indeed, the nation is becom ng
dependent upon their efficiency and reliability, and the recent
proliferation of networks and their wi despread use have enphasi zed t he

i nportance of devel opi ng uni form conventions, or protocols, for

conmuni cati on between conmputer systens. The Departnent of Defense (DOD)
and the National Bureau of Standards (NBS) have been actively engaged in
activities related to protocol standardization. This report is
concerned primarily with recommendati ons on protocol standardization
within the Departnent of Defense.

Depart ment of Defense’s Transni ssion Protoco

The DOD s Defense Advanced Research Projects Agency (DARPA) has been
conducting and supporting research on conmputer networks for over
fifteen years (1). These efforts led to the devel opnent of nodern
packet - swi t ched network desi gn concepts. Transni ssion between
conputers is generally acconplished by packet sw tching using strict
protocols for the control and exchange of messages. The Advanced
Research Projects Agency network (ARPANET), inplenented in the early
1970s, provided a testing ground for research on comuni cations
protocols. In 1978, after four years of devel opnent, the DOD
promul gat ed versions of its Transm ssion Control Protocol (TCP) and an
Internet Protocol (IP) and nandated their use as standards within the
DOD. TCP is now wi dely used and accepted. These protocols neet the
uni que operational and functional requirenents of the DOD, and any
changes in the protocols are viewed with sone trepidation by nmenbers of
the departnment. DOD representatives have stated that standardi zing TCP
greatly increased the nmonentumwi thin the DOD toward establi shing
interoperability between networks within the DOD.

nt ernati onal Standards Organi zation’s Transport Protoco

The NBS Institute for Conputer Sciences and Technology (I CST), in
cooperation with the DOD, many industrial firnms, and the Internationa
St andards Organi zation (1SO, has devel oped a new i nternationa
standard

(1) The Advanced Research Projects Agency (ARPA) was reorgani zed and
becanme the Defense Advanced Research Projects Agency (DARPA) in 1973.
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Transport Protocol (TP-4) and a new Internetwork Protocol (2). These
protocols will soon be available as comercial products. Although in
part derived from TCP, the new protocols are not conpatible with

TCP (3). The U.S. standards organizations are supporting TP-4 in

i nternational operations, and the Department of Conmerce is proposing
TP-4 as a Federal Information Processing Standard (FIPS) for use by al
federal agencies.

DOD OPERATI ONAL AND TECHNI CAL NEEDS

The DOD has uni que needs that could be affected by the Transport and
Internet Protocol |layers. Although all data networks must have sonme of
these capabilities, the DOD s needs for operational readiness,
nmobi | i zati on, and war-fighting capabilities are extreme. These needs

i ncl ude the foll ow ng:

Survivability--Sone networks rmust function, albeit at reduced
performance, after many nodes and |inks have been destroyed.

Security--Traffic patterns and data nust be sel ectively protected
through encryption, access control, auditing, and routing.

Precedence-- Systens shoul d adjust the quality of service on the basis
of priority of use; this includes a capability to preenpt services in
cases of very high priority.

Robust ness--The system nust not fail or suffer nuch | oss of capability
because of unpredicted situations, unexpected |oads, or msuse. An
international crisis is the strongest test of robustness, since the
system nmust operate imediately and with virtually full performance
when an international situation flares up unexpectedly.

Availability--El ements of the system needed for operational readi ness
or fighting nust be continuously avail abl e.

Interoperability--Different elenments of the Departnent nust be able to
“"tal k" to one another, often in unpredicted ways between parties that
had not planned to interoperate.

(2) The ISO Transport Protocol and |1SO Internetwork Protocol becane
Draft International Standards in Septenber 1983 and April 1984,
respectively. Commrercial vendors nornally consider Draft Internationa
Standards to be ready for inplementation.

(3) Except where noted, the abbreviation TCP generally refers to both
the DOD' s Transmi ssion Control Protocol and its Internet Protocol
Simlarly, the abbreviation TP-4 refers to both the | SO Transport
Protocol class 4 and its Internetwork Protocol. (Transport Protoco
classes 0 to 3 are used for special purposes not related to those of
this study.)
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These operational needs reflect thenselves into five technical or
nmanageri al needs:

1. Functional and operational specifications (that is, will the
prot ocol designs neet the operational needs?);

Maxi mum i nt eroperability;

M ni mum procur enent, devel opnent, and support costs;

Ease of transition to new protocols; and

Manageabi l ity and responsiveness to changi ng DOD requirenents.

aRwN

These are the criteria against which DOD options for using the |SO
transport and internet protocols should be eval uated.

Interoperability is a very inmportant DOD need. Ideally, DOD networks
woul d permit operators at any terminal to access or be accessed by
applications in any conputer. This would provide nore network power
for users, integration of independently devel oped systens, better use
of resources, and increased survivability. To increase
interoperability, the Ofice of the Secretary of Defense has nandated
the use of TCP for the Defense Communication Systenis Defense Data
Network (DDN), unless waivers are granted. In addition, the Defense
Conmuni cati on Agency (DCA) is establishing standards for three

hi gher-level "utility" protocols for file transfer, term nal access,
and electronic mail. Partly as a result of these actions, it has
becorme clear that there is growi ng nonmentum toward accepting
interoperability and a recognition that it is an inportant operationa
need.

It is very inmportant, however, to recognize that functiona
interoperability is only achieved with full generality when two
conmuni cati on nodes can interoperate at all protocol levels. For the
DOD the relevant levels are as foll ows:

1. Internet, using IP
2. Transport, using TCP
3. Uility, using file, terminal, or mail protocols; and
4, Specific applications that use the above protocols for their
particul ar purpose.
Accordingly, if a network is devel oped using one transport protocol, it

woul d generally not be able to interoperate functionally with other
networ ks using the sanme transport protocol unless both networks were
al so using the higher-level utility and application protocols. In
eval uati ng whether or not to convert to TP-4 and in devel oping a
transition plan, the followi ng factors nust be considered:

The DOD contai ns nunerous communities of interest whose principal need

is to interoperate within their own nenbers, independently. Such
conmuniti es generally have a specific, well-defined nission
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The DOD Intelligence Information System (DODIIS) and the World Wde
Mlitary Command and Control System (WAMCCS) are exanpl es.
Interoperability is needed primarily between the higher |ayer
applications progranms initially unique to each conmunity of interest.

There are many di fferent kinds of operations needed between
conmunities of interest. Exanples of such operations are
headquarters’ need for access to several subordinate conmunities and
the conmmunities’ need for some mnimum functional interoperability
wi th each other (such as mail exchange).

The need for functional interoperability can arise, unexpectedly and
urgently, at a time of crisis or when i nproved nmanagenent
opportunities are discovered. Wdespread standardi zation of TP-4 and
hi gher-1evel protocols can readily help to achi eve these needs.

O'ten, special devel opnent of additional applications that cost tine
and noney will be necessary.

The DOD needs functional interoperability with many inportant externa
agencies that are conmitted to | SO standards: The North Atlantic
Treaty Organi zation (NATO), sone intelligence and security agencies,
and other parts of the federal government.

The sane objectives that have pronpted the use of standardized
protocol s at higher-level headquarters will lead to their use by
tactical groups in the field.

SOVE COVPARI SONS

A detail ed conparison of the DOD Transm ssion Control Protocol and the
| SO Transport Protocol indicates they are functionally equival ent and
provide essentially simlar services. Because it is clear that a great
deal of care and experience in protocol devel opnent have gone into
generating the specifications for TP-4, the conmttee is confident that
TP-4 will meet mlitary requirenents.

Al t hough there are differences between the two protocols, they do not
conprom se DOD requirenents. And, although in several areas, including
the data transfer interface, flow control, connection establishment,
and out-of -band, services are provided in different ways by the two
protocols, neither seens intrinsically superior. Thus, while existing
applications may need to be nodified somewhat if noved from TCP to
TP-4, new applications can be witten to use either protocol with a
simlar level of effort.

The TCP and TP-4 protocols are sufficiently equivalent in their
security-related properties in that there are no significant technica
points favoring the use of one over the other

While TCP currently has the edge in maturity of inplenentation, TP-4 is
gai ning rapidly due to the worldw de support for and acceptance of the
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Open System Interconnection (CSI) international standards.

Experimental TCP inplenentations were conpleted in 1974 at Stanford

Uni versity and BBN Communi cati ons Corporation. Between 1974 and 1982 a
| arge nunber of inplenentati ons were produced. The Defense Advanced
Research Projects Agency (ARPA) network switched to a conpl ete use of
TCP in January 1983. Qperations have been satisfactory and its use is
growi ng. A nunber of TCP inplenentations are also in comercial use in
various private networks.

In contrast, TP-4 has not yet been inplenented in any |arge operationa
system It has been tested experinmentally, however, and has received
endor senent by nany commercial vendors worldw de. In addition
substantial portions of TP-4 have been denpbnstrated at the Nationa
Conput er Conference in July 1984.

The Internet Protocol (I1P) part of the standards is not believed to be
a problem The ISOIPis not as far along as TP-4, but it is much |ess
conplex. The ISO IP, based very strongly on the DOD | P, becane a draft
i nternational standard in April 1984.

The rapidity of the progress in | SO and the results achi eved over the
past two years have surprised even the supporters of internationa
standards. The reasons for this progress are twofold: strong market
demands stemm ng fromthe growi ng i ntegration of comrunications and
dat a processing and the progress in networking technol ogy over the past
years as the result of ARPA and commercial devel opnents.

Al t hough the DOD networ ks have been a nodel upon which the |1 SO
transport standards have been built, the rest of the world is adopting
TP-4. Because the DOD represents a snmall fraction of the market and
because the United States supports the | SO standard, it is not
realistic to hope that TP-4 can be altered to conformwi th TCP. This
rai ses the question as to what action should be taken by the DOD with
respect to the I SO standard.

SOVE ECONOM C CONSI DERATI ONS

The DOD has a | arge and growi ng comitnent in operational TCP networKks,
and this will increase by 50 to 100 percent in the next eighteen
nmonths. This rate of investnent will probably continue for the next
five years for new systens and the upgradi ng of current ones. The
current Mlitary Network (MLNET) and Movenent | nfornmation Network

(M NET) systens are expanding and will shortly be conbined. The
Strategic Air Command Digital Information Network (SACDIN) and DODI IS
are undergoi ng nmaj or upgradi ng. Wen these changes are conpl et ed,
there are plans to upgrade the WAWMCCS | nterconputer Network (WN) and
to add separate SECRET and TOP SECRET networks. There are plans to

conbi ne these six networks in the |ate 1980s, and they will becone
i nteroperable and nultil evel secure using an advanced technol ogy now
under developnent. |f these plans are inplenented on schedule, a del ay

of several years in noving to TP-4 would nean that the DOD networks in
the late 1980s would be virtually all TCP-based. Subsequent conversion
to international standards would be very expensive
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if hastily attenpted in order to nmaintain established DOD
interoperability and gain interoperability with a | arge body of users.

As the Departnent of Defense policy recognizes, there are significant
advant ages in using comercial vendor products if they nmeet the
department’s operational needs. The mmjor advantages are as foll ows:

Costs to the DOD for devel opnent, production, and nai ntenance are
significantly | ower because (1) vendors spread the cost over a nuch

| arger user base, (2) comrercial vendors are generally nore efficient
in their operations, and (3) vendors | ook for ways to inprove their
product to nmeet conpetition.

The departnment generally gets nore effective products because vendors
integrate the protocol functions into their entire software and

har dware product line. Thus the DOD may be able eventually to use
commer ci al software products that are built on top of, and thereby
take advantage of, the transport protocols.

By depending on industry to nanage the devel opnment and nai ntenance of
products, the departnment can use its scarce nanagenent and technica
resources on activities unique to its mssion

Because the costs of transport and internet protocol devel opnent and
mai nt enance are so intertwined with other factors, it is inpossible to
give a precise estimate of the savings that woul d be achi eved by using
conmer ci al products. Savings will vary in individual cases. The
mar gi nal savi ngs should range from 30 to 80 percent.

RECOMVENDATI ONS

The 1 SO protocols are now well specified but will not generally be
conmercially available for many nmonths. Nevertheless, this conmittee
bel i eves that the principles on which they are based are

wel | - establ i shed, and the protocols can be made to satisfy fully DOD s
needs. The committee reconmends that the DOD nove toward adoption of
TP-4 as costandard with TCP and toward excl usive use of TP-4.

Transition to the use of the | SO standards, however, nust be nanaged in
a manner that will maintain DOD s operational capabilities and mnim ze
risks. The timng of the transition is, therefore, a major concern

Descriptions of two options that take this requirement into account
follow A mgjority of the conmttee recommends the first option, while
a mnority favors the second. A third option--to defer action--is also
descri bed but not recomended.

Option 1
The first option is for the DOD to imediately nodify its current

transport policy statement to specify TP-4 as a costandard along with
TCP. In addition, the DOD would develop a mlitary specification for
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TP-4 that would al so cover DOD requirenents for discretionary options
al | owed under the NBS protocol specifications. Requests for proposals
(RFPs) for new networks or major upgrades of existing networks woul d
specify TP-4 as the preferred protocol. Contracts for TP-4 systens
woul d be awarded only to contractors providing cormercial products,
except for uni que cases.

Exi sting networks that use TCP and new networks firmy committed to
the use of TCP-based systens could continue to acquire inplenentations
of TCP. The DOD should carefully review each case, however, to see
whet her it woul d be advantageous to delay or nodify some of these
acquisitions in order to use comercial TP-4 products. For each
conmunity of users it should be decided when it is operationally or
econom cal |y nost advant ageous to replace its current or planned
systens in order to conformto | SO standards without excessively
conprom sing continued operations.

United States governnent test facilities would be devel oped to enable
val idation of TP-4 products (4). The Departnent of Defense would
either require that products be validated using these test facilities
or that they be certified by the vendor. The test facilities could
al so be used to isolate multivendor protocol conpatibility problens.
The exi sting NBS validation tools should be used as the base for the
DOD test facilities.

Because under this option networks based on both TCP and TP-4 woul d
coexi st for some time, several capabilities that facilitate
i nteroperability anong networks woul d need to be devel oped. The

Depart ment of Defense generally will not find themcomrercially
avai | abl e. Exanpl es are gateways anpbng networks or specialized hosts
that provide services such as electronic nmail. The departnent would

need to initiate or nodify devel opnent progranms to provide these
capabilities, and a test and denobnstration network woul d be required.

Option 2

Under Option 2 the Departnent of Defense would i medi ately announce
its intention to adopt TP-4 as a transport protocol costandard with
TCP after a satisfactory demonstration of its suitability for use in
mlitary networks. A final commitnment would be deferred until the

denonstrati on has been evaluated and TP-4 is commercially avail abl e.

The denonstration should take at npbst ei ghteen nmonths and shoul d

i nvol ve devel opnent of TP-4 inplenmentations and their installation
This option differs fromOption 1 primarily in postponing the adoption
of a TP-4 standard and, consequently, the issuance of RFPs based on
TP-4 until successful conpletion of a denobnstration. The department,

(4) Validation nmeans a systematic and thorough state-of-the-art testing
of the products to assure that all technical specifications are being
achi eved.
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however, should proceed with those provisions of Option 1 that may be
conpleted in parallel with the denpbnstration. Early issuance of a
TP-4 military specification, devel opnent of validation procedures, and
i mpl enentati on of neans for interoperability would be particularly

i mportant in this regard

Option 3

Under the third option the DOD woul d continue using TCP as the
accepted transport standard and defer any decision on the use of TP-4
indefinitely. The departnment woul d be expected to stay well informed
on the devel opnent and use of the new protocol in the comrercial and
international arena and, with the National Bureau of Standards, work
on neans to transfer data between the two protocol systens. Testing
and eval uation of TP-4 standards by NBS woul d continue. The DOD mi ght
eventual | y acconmodat e both protocol systems in an evol utionary
conversion to TP-4.

Conpari son of Options

The conmittee believes that all three options equally satisfy the
functional objectives of the DOD, including matters of security. It
bel i eves the two protocols are sufficiently simlar and no significant
differences in performance are to be expected if the chosen protoco

i mpl enentation is of equal quality and is optim zed for the given

envi ronnent .

The primary notivation for recommending Option 1 is to obtain the
benefits of standard conmercial products in the comruni cati on protoco
area at an early date. Benefits include snmaller devel opnent,
procurenent, and support costs; nore tinely updates; and a wi der
product availability. By inmediately conmitting to TP-4 as a
costandard for new systenms, Option 1 mininzes the nunber of systens
that have to be converted eventually from TCP. The ability to nanage
the transition is better than with OQption 2 since the nunmber of
systens changed would be smaller and the tine duration of mxed TCP
and TP-4 operation would be shorter. Interoperability with externa
systenms (NATO government, comercial), which presumably will al so use
TP-4, woul d be brought about nmore quickly. Option 1 involves greater
ri sk, however, since it conmts to a new approach w thout as conplete
a denonstration of its viability.

As with Option 1, a primary benefit of followi ng Option 2 would be
obt ai ning the use of standard commercial products. Unit procurenent
costs probably would be I ower than with Option 1 because the
commercial market for TP-4 will have expanded somewhat by the tinme DOD
woul d begin to buy TP-4 products. Risk is smaller, conpared to Option
1, because testing and denponstration of the suitability for mlitary
use will have preceded the commitnent to the | SO protocols.

Transition and support costs would be higher than for Option 1,
however, because nore networks and systenms woul d al ready have been

i mpl enented with TCP. Also this is perhaps the nost difficult option
to manage since the |argest number of system conversions and the
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| ongest interval of mxed TCP and TP-4 operations would occur. In
addition, interoperability with external networks through
st andar di zati on woul d be del ayed.

The principal benefit of exercising Option 3 would be the elimnation
of transition cost and the risk of faulty system behavior and del ay.
It would allow the nost rapid achi evenent of full interna

i nteroperability anbng DOD systens. Manageability shoul d be good
because only one set of protocols would be in use (one with which the
DOD al ready has much experience), and because the DOD woul d be in
conpl ete control of system evolution. Procurenment costs for TCP
systens would remain high conpared with standard | SO protoco
products, however, and availability of inplenentations for new systens
and releases would remain limted. External interoperability with
non- DOD systens woul d be linmited and inefficient.

In summary, Option 1 provides the nost rapid path toward the use of
commer ci al products and interoperability with external systens.
Option 2 reduces the risk but involves sonewhat greater delay and
expense. Option 3 involves the |east risk and provides the quickest
route to interoperability within the Defense Departrment at the | east
short-termcost. These are, however, acconpani ed by penalties of
inconpatibility with NATO and ot her external systenms and hi gher
life-cycle costs.
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. I NTRODUCTI ON

For the past two decades industry and governnent have experienced an

i ncreasi ng need to share software programs, transfer data, and exchange
i nformati on anbng conputers. As a result, conmputer-to-conputer data
comuni cati ons networks and, therefore, comunication formats and
procedures, or protocols, have proliferated. The need to interconnect
these networks is obvious, but the problens in establishing agreenents
among users on the protocols have hei ght ened.

The Department of Defense (DOD) has been conducting research and

devel opnent on protocols and commruni cati on standards for nore than
fifteen years. In Decenmber 1978 the DCOD promul gated versions of the

Def ense Advanced Research Projects Agency’s (DARPA) Transm ssion Contro
Protocol (TCP) and Internet Protocol (IP) as standards within DOD. Wth
the participation of major manufacturers and systens houses, the DOD has
i mpl enent ed successfully over twenty different applications of these
standards in DOD operational data conmunicati ons networKks.

The Institute for Computer Sciences and Technol ogy (I CST) of the

Nati onal Bureau of Standards (NBS) is the governnent agency responsible
for devel opi ng network protocols and interface standards to neet the
needs of federal agencies. The Institute has been actively hel ping
nati onal and international voluntary standards organi zati ons devel op
sets of protocol standards that can be incorporated into conmercia
products.

Working with both industry and governnent agencies, the |ICST has
devel oped protocol requirements based, in ternms of functions and
services, on the DOD's TCP. These requirenents were submtted to the
I nternational Standards Organization (1SO and resulted in the

devel opnent of a transport protocol (TP-4) that has the announced
support of twenty conputer nmanufacturers.

Al though the SO s TP-4 is based on the DOD's TCP, the two protocols are
not conpatible. Thus manufacturers who wish to serve DOD, while

remai ning able to capture a significant share of the worl dw de narket,
have to field two product lines that are inconpatible but performthe
sane function. The Institute for Conputer Sciences and Technol ogy woul d
like to have a single set of protocol standards that serves both the
DOD, ot her government agencies, and comerci al vendors.

It would be to the advantage of the DOD to use the same standards as the
rest of the world. The dilemm, however, is understandable: The DOD
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has well satisfied its requirenents by its own tried and proven
protocol s, the agency has invested heavily in systems operating
successfully with TCP, and the Armed Forces is increasingly adopting the
protocol. Thus, although DOD' s policy is to use comercial standards
whenever suitable, it is hesitant about converting to the 1SO TP-4
protocols. In addition, the DOD is not certain whether the |1SO TP-4
conpletely satisfies mlitary requirenents.

In 1983 both DOD and the | CST agreed that an objective study of the
situation was needed. Each requested assistance fromthe Nationa
Research Council. The National Research Council, through its Board on
Tel ecomuni cati ons and Conputer Applications (BOTCAP), appointed a
special Conmmittee on Conputer-Conputer Comruni cation Protocols to study
the i ssues and devel op recomrendati ons and gui delines for ways to
resolve the differences in a mutually beneficial manner

The six itens conposing the conmttee’ s scope of work are as foll ows:

1. Revi ew the techni cal aspects of the DOD transmi ssion control and
| CST transport protocols.

2. Revi ew the status of the inplenmentation of these protocols.
3. Revi ew the industrial and government markets for these protocols.

4. Anal yze the technical and political inplications of the DOD and
| CST views on the protocols.

5. Report on time and cost inplications to the DOD, other federa
entities, and manufacturers of the DOD and | CST positions.

6. Recommend courses of action toward resolving the differences
bet ween the DOD and | CST on these protocol standards.

The conmttee devoted considerable effort to review ng the objectives
and goals of the DOD and NBS that relate to data conmmuni cations, the
techni cal aspects of the two protocols, the status of their

i mpl ementation in operating networks, and the market conditions
pertaining to their use. This process included hearing government and

i ndustry presentations and reviewi ng pertinent literature. The results
of this part of the study are presented in Sections Il through VII.
Concurrent with this research and analysis, the commttee devel oped ten
possi bl e options that offered plausible resolutions of the problem
These ranged from nmai ntaining the status quo to an i medi ate sw t chover
fromone protocol to the other. Fromthese ten initial options three
were determned to hold the greatest potential for resolving the

pr obl em

Section VIIIl describes the three options, Section | X provides a cost
conpari son, and Section X provides an overall evaluation of the three
options. Section Xl presents the conmittee’s basic and detail ed
recomendati ons for how best the DOD m ght approach the differences
between its protocol and the |SO protocol
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1. REVIEWCOF NBS AND DOD OBJECTI VES

The National Bureau of Standards and the Department of Defense are such
di sparate organizations that the committee felt it needed to begin its
study with a definition of the roles and expectations of each with
regard to the protocol issues in question. The follow ng provides a
revi ew of each organi zation's objectives (5).

NBS OBJECTI VES

The National Bureau of Standards has three primary goals in computer
net wor ki ng:

1. To devel op networki ng and protocol standards that neet U S.
governnment and industry requirenents and that will be inplenented
in off-the-shelf, comercial products.

2. To devel op testing nethodol ogies to support devel opnent and
i mpl enent ati on of conputer network protocols.

3. To assist government and industry users in the application of
advanced networ ki ng technol ogi es and computer and communi cati ons
equi pment manufacturers in the inplenentati on of standard
pr ot ocol s.

Devel opment of Networking and Protocol Standards

The Bureau accomplishes the first objective through cl ose coordi nation
and cooperation with U S. conputer manufacturers and comuni cati ons
system devel opers. Technical specifications are devel oped
cooperatively with U S. industry and ot her governnment agencies and
provi ded as proposals to voluntary standards organi zati ons.

Because the Departnent of Defense is potentially the |argest
government client of these standards, DOD requirenents are carefully
factored into these proposals. 1In addition, protocols for
conput er -t o- conput er conmuni cati ons devel oped within the DOD research
conmunity are used as an

(5) The objectives were reviewed by representatives of NBS and DOD,
respectively.
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exact statement of DOD functional needs for a particular protocol and
forma basis for the functions, features, and services of NBS-proposed
st andar ds.

To further the devel opnent of commercial products that inplenent
standards, the NBS gives priority to the needs of U S. conmputer
manuf acturers who wi sh to narket their products nationally and
internationally, not just to the U S. governnent. The NBS
partici pates, therefore, in national and international voluntary
st andards organi zations toward the devel opnent of an internationa
consensus based on United States needs. Specifications, forma
description techni ques, testing nmethodol ogies, and test results
devel oped by the NBS are used to further the internationa

st andar di zati on process.

Devel opnent of Testing Methodol ogi es

The National Bureau of Standards has | aboratory activities where
prototypes of draft protocol standards are inplenented and tested in a
vari ety of comruni cations environnments supporting different
applications on different kinds and sizes of conputers.

Conmuni cati ons environnments include, for exanple, global networks,

| ocal networks, and office system networks. Applications may, for
exanpl e, include file transfer or nessage processing. The primary
purposes are to advance the state of the art in nmeasurenent

nmet hodol ogi es for advanced conputer networking technol ogi es and

det erm ne protocol inplenmentation correctness and perfornmance.

The NBS views testing as a cooperative research effort and works with
ot her agencies, private-sector conpanies, and other countries in the
devel opnent of nethodol ogies. At this tine, this cooperation involves
five network | aboratories in other countries and over twenty conputer
manuf act ur er s.

The testing nethodol ogi es devel oped at the NBS are wel |l docunented,

and the testing tools thenselves are devel oped with the objective of
portability in mnd. They are nade avail able to nmany organi zati ons
engaged i n protocol devel opment and i npl enent ati ons.

Assi sting Users and Manufacturers

The NBS works directly with government agencies to hel p them use
evol vi ng network technol ogi es effectively and apply international and
gover nment networ ki ng standards properly. Wen |arge amounts of
assistance are required, the NBS provides it under contract.

Assi stance to industry is provided through cooperative research
efforts and by the availability of NBS testing tools, industry wide
wor kshops, and cooperative denobnstration projects. At this tine, the
NBS is working directly with over twenty conmputer manufacturers in the
i mpl ement ati on of network protocol standards.
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Consi stent with overall goals, NBS standards devel opnments, research in
testi ng net hodol ogi es, and technical assistance are characterized by
direct industry and gover nnent

cooperati on and mutual support.

DCD OBJECTI VES

The DOD has uni que needs that could be affected by the Transport and
Internet Protocol |ayers. Although all data networks mnmust have some of
these capabilities, the DOD s needs for operational readiness,
nmobi |l i zation, and war-fighting capabilities are extreme. These needs

i nclude the foll ow ng:

Survivability--Sone networks nust function, albeit at reduced
performance, after many nodes and |inks have been destroyed.

Security--Traffic patterns and data nust be sel ectively protected
t hrough encryption, access control, auditing, and routing.

Precedence-- Systens shoul d adjust the quality ot service on the basis
of priority of use; this includes a capability to preenpt services in
cases of very high priority.

Robust ness--The system nust not fail or suffer nuch | oss of capability
because of unpredicted situations, unexpected | oads, or msuse. An
international crisis is the strongest test of robustness, since the
system must operate i mediately and with virtually full performance
when an international situation flares up unexpectedly.

Avail ability--Elements of the system needed for operational readi ness
or fighting nust be continuously avail abl e.

Interoperability--Different elenments of the Department nust be able to
"tal k" to one another, often in unpredicted ways between parties that
had not planned to interoperate.

These operational needs reflect thenselves into five technical or
nmanageri al needs:

1. Functional and operational specifications (that is, will the
prot ocol designs neet the operational needs?);

2. Maxi mum i nt eroperability;

3. M ni mum procur enent, devel opnent, and support costs;

4. Ease of transition to new protocols; and

5. Manageabi l ity and responsi veness to changi ng DOD requirenents.

These are the criteria agai nst which DOD options for using the |SO
transport and internet protocols should be eval uated.
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Perf ormance and Functionality

The performance and functionality of the protocols nust provide for
the many uni que operational needs of the DOD. The follow ng

par agr aphs di scuss in some detail both these needs and the ways they
can i npact protocol design.

Survivability includes protecting assets, hiding them and duplicating
them for redundancy. |t also includes endurance--the assurance that
those assets that do survive can continue to performin a battle
environnent for as |long as needed (generally nonths rather than
hours); restoral--the ability to restore sone of the danaged assets to
operating status; and reconstitution--the ability to integrate
fragmented assets into a surviving and enduring network.

The DOD feels that an inportant reason for adopting international and
commer ci al standards is that under cases of very w despread damage to
its own communi cations networks, it would be able to support DOD
functions by using those civil comunications that survive. This
woul d require interoperability up to the network |ayer, but neither
TCP nor TP-4 woul d be needed. The conmittee has not considered the
extent to which such increased interoperability would increase
survivability through better restoral and reconstitution.

Availability is an indication of howreliable the systemand its
conponents are and how qui ckly they can be repaired after a failure.
Availability is also a function of how badly the system has been
damaged. The DDN objective for systemavailability in peacetinme varies
accordi ng to whether subscribers have access to | or 2 nodes of the
DDN. For subscribers having access to only one node of the DDN, the
objective is that the system be avail able 99.3 percent of the tine,
that is, the systemw |l be unavail able for no nore than 60 hours per
year. For subscribers having access to 2 nodes, the objective is that
the system be avail able 99.99 percent of the tine, that is, the system
wi Il be unavail able for no nore than one hour per year

Robust ness is a neasure of how well the systemw || operate
successfully in face of the unexpected. Robustness attenpts to avoid
or mininmze system degradati on because of user errors, operator

errors, unusual |oad patterns, inadequate interface specifications,
and so forth. A well designed and tested systemw |l limt the damage
caused by incorrect or unspecified inputs to affect only the
performance of the specific function that is requested. Since
protocols are very conplex and can be in very many "states",
robustness is an inportant consideration in evaluating and

i mpl enenting protocols.

Security attenpts to limt the unauthorized user from gaining both the
i nformati on communicated in the systemand the patterns of traffic
throughout the system Security also attenpts to prevent spoofing of
the system an agent attenpting to appear as a legitimte user

insert false traffic, or deny services to users by repeatedly seeking
system servi ces.
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Finally, Security is also concerned with making sure that electronic
neasures cannot seriously degrade the system confuse its performance,
or cause |loss of security in other ways.

Encrypti on of communication links is a relatively straightforward

el ement of security. It is widely used, fairly well understood,
constantly undergoi ng i nprovenent, and becom ng | ess expensive. On
the ot her hand, conputer network security is a nmuch newer field and
consi derably nmore conplex. The ability of conmputer network protocols
to provide security is a very critical issue. In the past decade much
has been | earned about vulnerability of conmputer operating systens,
devel opnent of trusted systens, different |evels of protection, neans
of proving that security has been achieved, and ways to achieve
multilevel systens or a conpartnented node. This is a dynamic field,
however, and new experience and anal ysis will probably place new
requi rements on network protocols.

Crisis-performance needs are a form of global robustness. The nature
of a national security crisis is that it is fraught with the
unexpected. Unusual patterns of comunication traffic emerge.
Previously unstressed capabilities becone critical to nationa

| eaders. Individuals and organizations that had not been

conmuni cati ng must suddenly have cl ose, secure, and reliable
conmuni cati ons. Many users need information that they are not sure
exists, and if it does, they do not know where it is or howto get it.
The devel opnent of wi dely depl oyed, interoperable computer networks
can provide inmportant new capabilities for a crisis, particularly if
there is sone investrment in preplanning, including the higher-Ieve
protocols that facilitate interoperability. Presidential directives
call for this. This will becone a major factor in DOD s need for
interoperability with other federal computer networks. The DOD, as
one of the nost affected parties, has good reason to be concerned that
its network protocols will stand the tests of a crisis.

In addition, there are performance and functionality features that are
neasures of the capability of the network when it is not damaged or
stressed by unexpected situations. Performance includes quantifiable
neasures such as tinme delays, transmission integrity, data rates and
ef ficiency, throughput, numbers of users, and other features well
understood in computer networks. Equally inmportant is the extent of
functionality: What jobs will the network do for the user?

The DDN has established sonme perfornance objectives such as end-to-end
del ays for high-precedence and routine traffic, the probability of
undetected errors, and the probability of nisdelivered packets. Such
objectives are inportant to engi neer a systemsoundly. The DOD nust

pl ace greater enphasis on nore conpl ex performance i ssues such as the
efficiency with which protocols process and conmuni cate dat a.

The DOD has stated a need for an effective and robust system for
precedence and preenption. Precedence refers to the ability of the
systemto adaptively allocate network resources so that the network
performance is related to the inportance of the function being
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performed. Preenption refers to the ability of the systemto renove
users (at least tenporarily) until the needs of the high-priority user
are satisfied. The ARPANET environnent in which the protocols were
devel oped did not enphasize these capabilities, and the current M LNET
does not function as effectively in this regard as DOD voice

net wor ks.

The DOD has al so stated a need for connectionless conmmunications and a
broadcast node. In the mgjority of network protocols, when two of
nore parties comruni cate, virtual circuits are established between the
conmuni cating parties. (For reliability, additional virtual circuits
may be established to provide an in place backup.) DOD needs a
connectionl ess node where the nessage can be transnitted to one or
nore parties without the virtual circuit in order to enhance
survivability; provide a broadcast capability (one sender to nany
recei vers); and handl e i magery, sensor data, and speech traffic

qui ckly and efficiently.

If internediate nodes are destroyed or become ot herw se unavail abl e,
there is still a chance that the data can be sent via alternate paths.
The broadcast capability is particularly inportant in tactica
situations where many parties nust be infornmed al nost sinultaneously
and where the avail abl e assets may be di sappeari ng and appeari ng
dynam cally. The Departnent of Defense requires an internetting
capability whereby different autononobus networks of users can

comuni cate wi th each other.

nt eroperability

Presidential and DOD directives place a high priority on
interoperability, which is related to the internetworking previously
di scussed.

Interoperability is primarily inportant at two |evels: network access
and applications. To achieve interoperability at the |evel of network
access, users of backbone communi cations nets nust utilize the same

| ower-1evel protocols that are utilized by the network. Generally
these protocols are layers 1, 2, and 3, up to and including part of
the IP layer. |In other words, interoperability for network access
does not depend on either inplementation of the transport |layer (TP-4
or TCP) or of all of the internet (IP) layer. The prinmary advantages
of network access interoperability are twofold:

1. Si gni fi cant econoni es of scal e are possible since the various
users can share the resources of the backbone network including
har dwar e, software, and devel opnent and support costs.

2. Net work survivability for all users can be increased
significantly since the network has high redundancy and, as the
threat increases, the redundancy can al so be increased.

Interoperability at the applications |ayer allows conpatible users at
different nodes to talk to each other, that is, to share their data
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support each other, and thereby coordi nate and strengthen the
managenment of forces and other assets. |Interoperability at the
applications |ayer can be achi eved through the use of specialized
software that performs those functions of higher-1layer protocols (such
as TCP or TP-4, file transfer, and virtual term nal) that are needed
by the particular application. |If some of the higher-layer transport
and utility protocols have been devel oped for particular hosts or work
stations, their use greatly reduces devel opnent, integration, and
support costs, although with a potential sacrifice of performance.
Interoperability at the applications level, that is, full functiona
interoperability, is inportant to specialized communities of users
such as the logistics, conmand and control, or research and

devel opnent comunities. As these different communities utilize the
DDN, they have the advantages of shared network resources. Wthin each
comunity there is full functional interoperability but generally
there is much | ess need for one community to have functiona
interoperability with menbers of another comunity.

The i npl enentati on of TCP or TP-4 within network users, but without
the i nplenmentation of higher-level protocols and application
interoperability, is not generally an inmediate step in increasing
interoperability. It does have these i medi ate advant ages:

It represents an inportant step in investing in | onger-term
i nteroperability.

It generally represents an econonical near-terminvestment on which
conmunities of interest can build their own applications.

It facilitates the devel opnent of devices for general network use
such as Term nal Access Controllers (TAGCs).

Interoperability at the applications level will becone increasingly

i mportant among the following communities: Wrldwide MIlitary Conmmand
and Control Systens, including systens of subordi nate commands;
Department of Defense Intelligence Information Systens; U S. tactica
force headquarters (fixed and nobile); NATO force headquarters; other
U.S. intelligence agencies; the State Departnent; and the Federa
Bureau of Investigation and other security agencies.

Al t hough interoperability of applications within the DOD has the

hi ghest priority, it is clear that governnent wi de and internationa
interoperability will be an objective with increasing priority. The
NATO situation is especially inmportant (6).

(6) Europe has been a major force in the devel opnent of |SO standards.
Consistent with this is a NATO conmitment to adopt | SO standards so | ong
as they nmeet mlitary requirenents.
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In a somewhat |onger tinme period, DOD will want applications
interoperability with many comrercial information services. As
i nt eroperabl e conmput er networks becone nore comon, processing and

data services will burgeon in the marketplace. These will include
speci al i zed data bases and analytic capabilities that all |arge
organi zations will need in order to be up-to-date and conpetitive.

Wth regard to interoperability at the network level, DOD will want to
be able to utilize comercially avail abl e networks for both
survivability and operational effectiveness and econony. In the case
of a major war in Europe, for exanple, the United States would want to
be able to use surviving PTTs (Postal, Tel egraphy, and Tel ephony
Mnistries) for restoral and reconstitution. During peacetine there
will be cases where special DOD needs can be best satisfied with
comercially avail abl e capabilities.

As technol ogy continues to provide | ess expensive, smaller, and nore
reliabl e data processing equi pnment, conputer networks will becone
increasingly prevalent at lower |evels of the tactical forces--Iand,
air, and sea. It will be inportant that these tactical networks be
capabl e of interoperability with each other (for exanple, air support
of ground forces) and with headquarters. It is likely that the
tactical network will need a network architecture and protocols that
are different fromthe ARPA-\and |1 SO-derived protocols. |If so, the
devel opnents will place requirenments on the higher-level DOD

pr ot ocol s.

If the DOD chooses to nbve from  TCP to TP-4, this can be done in

phases for different communities of interest and subnetworks. In this
way if there is difficulty in converting one subnet, the rest of the
network need not be degraded. Also the different subnets will be able

to make the transition at the nost suitable time in ternms of cost,

ri sk, and the need to interoperate with other subnets. As a result if
DOD uses TP-4 for sone new nets or major upgrade of existing nets,
this will generally not reduce interoperability in the near term

unl ess interoperability of applications is needed between two
conmunities. In this case specific interoperability needs nmay be
satisfied with specialized gateways for nail or data exchange.

The DOD points out that it desires all networks to be interoperable
since it is not possible to predict when one comunity will need to
comuni cate with another or use the resources of the other. As
previously indicated, however, unexpected needs for full functiona
interoperability can only be nmet when appropriate higher-I|ayer
software i s devel oped.

M nimze Costs

The Departnent of Defense seeks to minimze costs of devel oprent,
procurenment, transition (if it decides to nove to | SO protocols), and
support. Cenerally the objective is to limt life-cycle costs, that
is, the total costs over a 5-to-8-year period with future costs

sui tably discounted (10 to 20 percent per year).
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The Departnent of Defense has already nade a heavy investnent in
protocols, and the investrment has paid off in the success of current
protocol s operational in many networks. On the other hand, the DOD
acknow edges the potential advantages of using the |1SO protocols if
made avail able as comercially supported products. Devel opnent costs
for these protocols can be small since their devel opnent cost is
anortized by the comercial vendor over a |larger market. Support
costs for these protocols (including mnor nodifications, integration
into other products, documentation, and training) are also
significantly reduced because of vendor-supplied services. These cost
factors are further discussed in Section IXin terns of the three
options presented in Section VIII

Ease of Transition and Manageability

Net wor ks rmust be manageabl e and capabl e of growth and i nprovement. The
Depart ment of Defense generally makes the fastest progress in
devel opi ng conplex information systens if it evol ves these
capabilities while working in concert with the users and the acquiring
agencies. In this light, the followi ng factors are inportant:

M nimal interruption of current service--For nost DOD networks it is
essential that they operate continuously. |If there is to be
transition to new protocol services (whether based on current DOD
versions or 1SO, it is inportant that these transitions be planned,
desi gned, and pretested so that the transition will be nondisruptive.

Verifiability--1t is essential to have a testing capability where new
protocol inplenmentations can be thoroughly tested to ensure that they
will interoperate, have full functionality specified, do not contain
errors, are robust, and neet quantitative performance needs. The
Nati onal Bureau of Standards has established such a capability, and
it is being used to verify a nunber of TP-4 inpl enentations,

i ncludi ng those denonstrated at the National Conputer Conference in
July 1984. An IP-testing capability is being added. The Depart nent
of Defense is planning a simlar protocol test facility for TCP, but
work is just getting underway. |If the DOD plans to migrate pronptly
to TP-4, there is a question whether this investnment is warranted.

Conpatibility with higher protocols--As the transport and

| ower - protocol |ayers evolve, it is essential that they maintain ful
conpatibility with higher-layer protocols. This is particularly

i nportant for the DOD because it will increasingly have
inter-operability at the applications |evel.

Responsi veness to evol ving DOD needs--Current DOD needs will change
or new needs may arise. It is very likely, for exanple, that subtle
performance probl ens may be discovered in a protocol that are uni que
to the strenuous DOD operating environnment and that could have
serious operational consequences. |If the DOD is using conmercia
protocol s products based upon international standards, the DOD wil |
need two commitnents when critical deficiencies are discovered. It
will need a commitnent fromthe manufacturer that critical problens
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will be pronptly fixed and a commitment fromthe NBS that it wll
nove qui ckly to change federal standards and seek changes in
i nternational standards.

M ni mal risks--The DOD needs are so |large and inportant, it cannot
afford to take otherw se avoi dabl e risks.

Mai nt enance of nanageability--The DDN is new and is using a new
approach after the cancellation of AUTCDIN Il (7). There are

pressing operational needs and nany inpatient users. |If the DOD
delays in nmoving to | SO protocols and | ater decides to do so, the
costs and disruption will be large. On the other hand, noving nowto
ISOw Il be Iless disruptive.
(7) AUTODIN Il was a programto devel op a data comuni cations system
for the DOD. The program envisioned relatively few | arge packet
switches. It was cancelled in 1982 in favor of ARPANET-derived designs

because of considerations of security, architecture, survivability, and
cost.
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[11. COVPARI SON OF DOD AND | SO PROTOCOLS

This section presents a general description of the major functiona

di fferences between the | SO and DOD protocol sets at the transport and
network | ayers and then di scusses particul ar aspects of the protocols:
performance, security, and risk.

COVPARI SON OF DOD AND | SO TRANSPORT LAYERS

Di fferences between the Defense Departnment’s TCP protocol and the

I nternational Standards Organization’s TP-4 protocol are described in
terns of itens visible to users of the protocol. Internal differences

i n mechani smthat have no effect on the service seen by the user are not
consi dered. A second nuch sinpler protocol, the User Datagram Protoco
(UDP), providing datagram or connectionless service at the transport
layer is also briefly considered.

In summary, the services provided by TCP and TP-4 are functionally quite
simlar. Several functions, however, including data transfer interface,
flow control, connection establishnent binding, and out-of-band signals
are provided in significantly different ways by the two protocols.

Neit her seems intrinsically superior, but sone effort would be required
to convert a higher-1level protocol using TCP to nake use of TP-4. The
exact anpunt of work needed will vary with the nature of the

hi gher-1evel protocol inplenentations and the operating systens in which
they are enbedded. A programer experienced with the higher-I|eve
protocol s woul d require about six nonths to design, inplenent, and test
nodi fications of the three major DOD higher-1level protocols (file
transfer, mail, and Telnet) to work with TP-4.

There are several areas in which the openness and | ack of experience
with the TP-4 specification | eave questions about just what
functionality is provided and whether incompatibilities are all owed.
These areas include connection-establishnent binding, flow control

addr essing, and provision of expedited network service. The best way to
resol ve these questions seens to be to inplenent and test TP-4 in a
mlitary environment and to further specify desired procedures where
there is unwanted | atitude allowed by the standard (see the
reconmendati ons section Xl).

There is one area in which the NBS-proposed Federal |nformation

Processing Standard (FIPS) differs fromthe | SO specification: The FIPS
provides a graceful closing service as in TCP, while the | SO does not.
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Data Transfer Interface

TCP is streamoriented. It does not deliver any End of Transm ssion
(EOT), but accepts a "push" on the send side which has an effect much
i ke an EOT causes data being buffered to be sent.

TP-4 is block oriented and does deliver EOT indications. By indicating
EOT, a sending user should be able to acconplish the sane effect as
"push"” in TCP in nost reasonable TP-4 inpl enentations.

The inpact of this is uncertain. Neither type of interface is

i nherently better than the other. Some applications will find it nore
convenient to have a streamtype interface (for exanple, interactive
termi nal handling), while others might prefer a block node (for exanple,
file transfer). It should be possible for TP-4 to approxi mate the
stream node by forwarding data without an EOT fromthe sending user and
delivering data to the receiving user before an EOT is received. Some
wor k woul d have to be done on applications using one type of protocol to
nodi fy themto use the other.

Fl ow Contro

TCP has octet units of allocation, with no EOT and hence no inpact of
EOT on the allocation. The segnent size, Transport Protocol Data Unit
(TPDU) size, used by the protocol is invisible to the user, who sees
allocations in units of octets.

TP-4 has segnent units of allocation, with a cormon segnment size for
both directions negotiated as part of connection establishment.

Al t hough in some inplenmentations the protocol’s flow control is not
directly visible to the users, in others it is. 1In the latter case,
users of TP-4 will see allocations in units of segnents and will have to
be aware of the segment size for this to be neaningful (for exanple, to
know t hat a wi ndow of four 100-byte segnents seen will be consuned by
two messages of 101 to 200 bytes each).

The inmpact is uncertain. Both octet and segnment units of flow contro
can be argued to have their advantages for different types of
application. The forner makes it easy to indicate buffering linmts in
terns of total bytes (appropriate for streamtransfer), while the latter
makes it easy to indicate buffering limts in terns of messages
(appropriate for block node). The way in which flow control is exerted
over an interface is conplex and one of the npbst perfornmance-sensitive
areas of protocols, so a significant conversion and tuning effort would
be required to get an application used with one type of high-Ieve
protocol to be able to perform using another

Error Detection

TCP appl i es ones-conpl enent additi on checksum TP-4 uses an |SO
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algorithm (8). The error-detection properties of the TCP procedure have
not been studied carefully, but the SO algorithmis thought to be
somewhat stronger and hence all ows fewer nondetected errors in data
passed to users. It should be noted that the TCP checksumis defined to
include certain fields fromthe IP |level including addresses so that
doubl e protection against msdelivery errors is provided. The practica
difference in error-detecti on power is probably not inportant.

Si mul t aneous Cal |l Between Sane Users

TCP will establish one call. TP-4 will establish two calls if both
sides support nultiple calls, no call if they allow only one call (that
is, see each other as busy), or in very unusual circunstances, one call
The inmpact is mnor since nost applications naturally have an initiator
and a responder side.

Multiple Calls Between Same Addresses_

TCP allows only one call between a given pair of source and destination
ports. TP-4 allows nore than one by using reference nunbers. The
impact is mnor since it is easy to generate a new per-call port nunber
on the calling side in npbst cases. This can be a problemin TCP
however, if both are well-known ports.

Addr essi ng

TCP provides sixteen bit ports for addressing within a node identified
by the internet |ayer. Sone of these ports are assigned to well-known
applications, others are free for dynam c assi gnment as needed.

TP-4 provides a variable-length transport suffix (same as Transport
Service Access Point ldentifier) in the call-request packet. The use of
addresses at different levels in the | SO nodel has not yet been
solidified, but it seens likely that addressing capabilities simlar to
TCP’s will eventually be provided by TP-4 (or possibly the session

| ayer) along with standard addresses for comon applications.

The inpact is likely to be minimal, but this is an open area of the |SO
specifications that may need further definition for use by DOD

Bi ndi ng User Entities to Connections

TCP requires a prior Listen Request froma user entity for it to be able
to accept an incoming connection request. Nornmally a user entity nust
exi st and declare itself to TCP, giving prior approval to accept

(8) For additional information, see Information Processing Systens,
Open Systens | nterconnection, Connection-Oiented Transport Protoco
Specifications, 1SO DS 8073, Section 6.17, page 45.
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a call froma specific or general renote entity. |In sone

i mpl enentations it may be possible for a nonresident user entity to
cause a Listen Request to be posted and an instance of the entity to
be created when a nmatching connection request arrives. TCP does not
gueue an incom ng connection request with no matching Li sten Request
but instead rejects the connection

TP-4 requires no prior request but passes a Call Indication to a user
entity whenever a Call Request is received. It is, however, left open
as an inplenmentation decision as to how TP-4 finds and/or creates an
appropriate user entity to give the Call Indication; that is, the
servi ce does not include or define how user applications nmake
thensel ves available for calls (no Listen Service Primtive). The

i mpl ement ation gui delines indicate that well-known addresses, prior
process existence, and Call Request queuing are all facilities that
may or may not be provided at the inplenentor’s choice (9). This
woul d seemto allow for different choices and hence failure to
establish a connection between standard inplenmentations (for exanple,
cal l er expects requests not to be queued, while callee does queuing,
and hence never responds).

The practical impact is uncertain due to | ack of experience with how
the various options allowed by the TP-4 standard will be used in
practice. TCP seens nore oriented to a prior authorization node of
operation, while TP-4 nost easily supports an

i ndi cation-with-|ater-acceptance scenario. It is not clear how TP-4
will support rejecting calls to nonexistent or inactive user entities
and how user entities could control how many calls they woul d accept.
This area may require DOD refinenent.

Qut - of -Band Si gnal s

TCP all ows the user to specify an urgent condition at any point in the
normal data stream Several such indications my be conbined, with
only the | ast one shown to the destination. There is nolimt to the
nunber of urgent indications that can be sent. The TCP urgent
nessages are sent requesting expedited service fromthe network |ayer
so network bottl enecks can be bypassed as well.

TP-4 all ows users to send expedited data units carrying up to sixteen
octets of user data. These are only half synchronized with the norma
data stream since they may be delivered before previously sent norma
data, but not after subsequently sent nornal data. Each expedited
data unit is delivered to the destination, and only one can be
outstanding at a time. 1SO has indicated its intention to all ow
transport protocols to use network-1|evel expedited service, but this

(9) Specification of a Transport Protocol for Conputer Comunications,
Vol . 5: CGuidance for the Inplenmentor, Section 2.11.2. National Bureau
of Standards, Institute for Conputer Sciences and Technol ogy,
(Washington, D.C.) U S. Departnent of Comerce, January 1983.
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is not yet defined.

The inpact is primarily for applications like terminal traffic

handl ers that rnmust deal with interrupt-type signals of various types.
The need to read an arbitrary anmount of normal data and recogni ze
urgent data in the normal streamare difficulties with TCP urgent
service, but it has been used successfully by the Tel net protocol

The lack of full synchronization of the signal and normal data in TP-4
may require users to insert their own synchronization nmarks in the
normal data stream[as was the case with the old ARPA Network Contro
Program (NCP)], and the limtation of one outstanding signal may be
restrictive. Some effort would be required to convert higher-Ieve
protocol s using one transport protocol to using the other

Security

The conmttee has determned that the TCP and TP-4 are sufficiently
equivalent in their security-related properties so that no significant
techni cal points favor the use of one over the other

The DOD protocol architecture assigns the security-marking function to
the I P layer and provides an 11-byte security option with a defined
coding in the I P header.

TP-4 provides a variable-length security option carried in Cal
Request packets. A variable-length security option field is also
provided in the 1SOIP. Standard encoding of security markings are
under consideration but not yet defined and accepted.

In addition to these explicit security-marking fields, the existence,
codi ng, and pl acenent of other header fields have security
inmplications. If data is encrypted, for exanple, a checksumis usually
used to deternine if the decrypted data is correct, so the strength of
the checksum has security inplications.

Pr ecedence

TCP supports precedence by using three bits provided in |IP headers of
every packet. TP-4 provides a 2-byte priority option in Call Request
packets. A 2-byte priority option in the 1SOIP header is al so under
consideration. Currently, no inplenentations nake use of precedence
information (to support preenption, for exanple). There should be no
i npact, therefore, of changing fromone protocol to the other

Type of Service

The types of network service that can be requested via TCP and TP-4
are somewhat different. The inpact seens nmininmal since few networks
do anything with the type of service fields at present with the
exception of DARPA' s packet radio and satellite nets. This may become
nore inmportant in the future.
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Dat agr am Ser vi ce

TCP provides only reliable session service. A separate User Datagram
Protocol (UDP) in the DOD architecture supports transaction or
connectionl ess-type interaction where individual nmessages are
exchanged. UDP is nmerely an addition of the port-addressing |ayer to
the basic datagram service provided by IP. No delivery confirnmation
or sequencing is provided (although |IP provides fragnentati on and
reassenbl y).

The NBS TP-4 specification originally presented to the comm ttee
provided unit-data-transfer service within the sane protocol franmework
as sessions (10). This material has since been deleted to bring the
NBS proposal into confornmance with | SO work. A separate | SO datagram
protocol simlar to UDP has been defined and is expected to becone a
draft proposed standard in June 1984.

Cl osi ng

TCP provides a graceful closing nechanismthat ensures that all data
submitted by users are delivered before the connection is terninated.
The NBS TP-4 provides a simlar nechanism but is not included in the
| SO standard TP-4, which provides only an i medi ate di sconnect

service. Inpact is significant if the 1SO version is used because
users would then have to add their own graceful term nation handshake
i f desired.

COVPARI SON CF DOD AND | SO | NTERNET LAYERS

The internet protocols of DOD and | SO are much nore simlar to one
another than the transport protocols. This is not surprising since the
Def ense Departnent’s I P was used as the basis for the Internationa

St andards Organi zation’s |IP. Some reformatting, renaning, and recoding
of fields has been done. Hence not only are the services to higher

| ayers essentially equival ent, but the protocol mechani snms thensel ves
are also nearly identical. Due to the format changes, however, the two
protocol s are inconpatible.

It should be noted that the IP itself forms only part of the internet
layer. For clarity it should also be noted that the internet layer in
SO is considered to be the top sublayer within the network | ayer.

In DOD, there is an additional Internet Control Message Protocol (I CWP)
that deals with error conditions, congestion control, and sinple
routi ng updates to host conputers. There is also a Gateway-to- Gat eway
Protocol (GGP) that deals with internet managenent and routing updates
for gateways. In the 1SO only the IP itself has so far been

(10) National Bureau of Standards, Specification of a Transport
Prot ocol for Conputer Communications, Vol. 3, Cass 4 Protocol
| CST/ HLNP- 83- 3, February 1983.
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consi dered, while nobst error reporting, control, and routing functions
are consi dered "managenent" functions that remain to be addressed in
the future.

The only significant differences in the IPs thenselves are in the areas
of addressing and error reporting. The DOD IP has a fixed-Iength,
32-bit source and destination addresses (identifying network and host)
plus an 8-bit "protocol nunber" field to identify the higher-1Ieve
protocol for which the IP data is intended. The ISO IP has

vari abl e-1 ength source and destinati on addresses whose format and
content are not yet specified, although prelimnary docunmentation
indicates that SO intends to support a simlar |level of addressing
(network/host) in a nore gl obal context which would all ow use of
current DOD addresses as a subset. There is no equival ent of the DOD
protocol nunber field, although possibly the tail of the

vari abl e-1 ength |1 SO addresses could be used for this purpose.

Error reporting is provided within the 1SOIP by neans of a separate
packet type, while the DOD provides nore conplete error- and
status-reporting functions via the separate Internet Control Message
Protocol (ICWP), including routing "redirect" messages to hosts that
have sent datagranms via nonoptinal routes.

In summary, fromthe functional point of view, DOD and | SO I P can be
consi dered essentially equivalent with the provision that the

| SO addressing schene is suitably resolved. The absence of routing and
control procedures fromthe 1SO internet |ayer means that additiona
procedures beyond | P woul d be needed to produce a conpl ete,

functioning, internet even if the ISOIP were adopted. It appears that
the existing DOD I CVP and GGP or its successors could be nodified to
operate with the ISOIP with nodest effort, but this requires further
study and validation in an operational system

A table at the end of this chapter conpares DOD and | SO | P packet
formats.

COVPARI SON ON THE BASI S OF PERFORVMANCE, SECURITY, AND RI SK
Per f or mance

The performance of a transport protocol, such as TCP or TP-4, is a
function of its inplenentation as well as its inherent design
Experience in inplenmenting TCP and other proprietary protocols has
denponstrated that inplenentati on considerations usually dom nate.
This makes it difficult to conpare protocols, since a wide range in
efficiency of inplementations is possible. Furthernore, there are a
nunber of dinmensions along which an inplenentation can be optim zed.

Despite the difficulties, protocol designers have devel oped severa
nmetrics for conparing transport protocols. These view protoco
performance froma variety of perspectives, including (1) user
response time, (2) throughput on a single connection, (3) network and
host conputer resource utilization. Protocol efficiency can also be
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significantly affected by the comruni cations environnent. Protoco
efficiency nust be considered in a wi de range of conmunication
envi ronnents, including |ocal area networks, satellite Iinks,
terrestrial |inks, and packet-sw tched networks.

The critical algorithms nost affecting protocol performance are those
that performend-to-end error control and end-to-end fl ow control
These al gorithns affect the response tine, throughput, and resource
utilization of the protocol during the data transfer phase. The
efficiency of the connection managenent procedures nay al so be

i mportant in applications involving frequent connections of brief
durati on.

The conmittee conpared the al gorithns and nessage fornmats specified
for each protocol for critical functions, including flow and
error-control and connection managenent. They concl uded that since
the two protocols were sufficiently simlar there would be no
significant difference in performance of TCP or TP-4 inpl enentations
of equal quality optimzed for a given environnent.

The conmittee conpared the error-and-flow control algorithns of TCP/IP
and TP-4. Both enpl oy wi ndow based techni ques using | arge-sequence
nunber spaces and both permt |arge wi ndow sizes. Their differences
are mnor. TCP perforns its error-and-flowcontrol in units of octets,
rather than the protocol data units enployed by TP-4. This adds a
smal | amount of overhead to TCP calculation in return for a finer
control over host buffer nenmory. The comittee did not consider the
di fference significant, assunming that appropriate buffer managenent
strategies are inplemented by transport and hi gher-I|evel protocols.
TP-4 enpl oys nore sophisticated techniques to ensure that fl owcontro
information is reliably transmtted than does TCP. These nore

sophi sticated techni ques may reduce TP-4 protocol overhead during
periods of light load in sonme applications, possibly adding slightly
nore CPU load in other cases. The committee did not consider these
effects significant.

Both protocols enploy a three-way handshake for establishing a
transport connection. The differences between the TCP and TP-4
handshake are related to the addressing conventions enpl oyed for
est abl i shing connections and do not affect protocol efficiency. In
the common cases where a client process requests a connection to a
server process, the TCP and TP-4 operations are equival ent.

Both protocols permit a range of policy decisions in their

i mpl enentati on. These include (1) selection of tiner values used to
recover fromtransm ssion errors and | ost packets, (2) selection of

wi ndow si zes at the receiver and transmtter, and (3) sel ection of
protocol data unit sizes. Both permt substantial reduction in
control nessage overhead by expandi ng wi ndow sizes. Both permt
credits to be granted "optimstically," permtting receiver buffers to
be shared over several transport connections and pernmitting credit
reduction in the event of buffer congestion. Both permit optim zing
protocol efficiency by delaying control message traffic when it does
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not need to be transmtted, conmbining it with later data or contro
traffic.

The nost significant difference between TCP and TP-4 fl ow contro
derives fromslight differences in expression of flow control at the
transport |layer service interface. TCP enploys a stream nodel while
TP-4 uses a nmessage nodel. These two nodels are equivalent in
function; however, sone higher-1level applications protocols nmay be
nore naturally expressed in one nodel than the other. The committee
consi dered the possibility that current ARPA protocols mght require
some adaptation to operate nore efficiently with TP-4. For this
reason the conmittee recomends that the DOD study the operation of
current DOD hi gher-1level protocols on TP-4 (recomendation 5, Chapter
Xl).

Security

The commttee considered the inpact of security requirenments on
transport protocols primarily and al so on overall protocol hierarchies
in the DOD, The American National Standards Institute (ANSI), and | SO
Based on the information the conmittee received, it finds that:

The current TCP-4 and TP-4 are sufficiently equivalent in their
security-related properties that no significant technical points
woul d favor the use of one over the other

There is no technical inpedinment to their equival ent evol ution over
time in the security area.

Ri sk

There are several risks in inplenenting a new protocol or protoco
famly. These include (1) fatal flaws in protocol design not easily
rectified, (2) errors in protocol specification, (3) anbiguities in
prot ocol specification, (4) errors in protocol inplenentation, (5)
performance degradation due to inefficient inplenentation, (6)
perfornmance degradati on due to "untuned" inplenentation, and (7)
performance degradati on due to untuned application protocols.

This list of risks comes from experience in inplementing conputer
net wor ks based on the DOD protocols and proprietary comercia
protocols. Considering that it took nore than ten years for the
current TCP protocols to reach their current state of maturity and
that the TP-4 protocol is only about two years old, the conmittee
devot ed considerable attention to the maturity of TP-4.

Fatal Flaws in Protocol Design

Early ARPANET protocols had a nunber of "fatal" design errors that
resulted in deadl ocks or other serious systemfailures. Comercia
networks had simlar problenms in early design phases. The committee
consi dered the possibility that TP-4 could suffer fromsinilar faults
and concluded that this was unlikely. TP-4 enploys design techni ques

Nat i onal Research Counci |l [ Page 21]



RFC 942 February 1985
Report Transport on Protocols

simlar to those of TCP and proprietary transport protocols. The
faults encountered in the ARPANET are now well known. I|ndeed, the
state of the art in transport protocol design is now quite mature.
The devel opers of the TP-4 protocol were fanmliar with the earlier
protocol s and their probl ens.

Errors and Ambiguities in Protocol Specification

Early in the devel opnent of TP-4, NBS devel oped a formal protoco
specification and a test environnent based on this specification. A
protocol inplenmentation can be partially conpiled automatically from
the formal specification. Oher inplenentations can be tested agai nst
this master inplenmentation. The NBS protocol |aboratory was used to
debug the formal specification of TP-4 and is currently being used to
certify other inplenmentations of TP-4. The | aboratory has al so

devel oped and enpl oyed tools to anal yze the specification for possible
probl ems. The existence of this |aboratory and the results obtained
to date led the committee to conclude that there is no substantia

ri sk associated with the TP-4 protocol specification

In contrast TCP has only recently received a formal specification. To
the committee’ s know edge nost existing TCP inpl ementati ons predate
the formal TCP specification and have not been derived fromthe forma
specification. In the commttee' s opinion the formal TCP
specification is likely to have nore bugs or anbiguities than the TP-4
speci fication.

At the present time NBS has devel oped the only fornmal specification

for 1SOTP-4. 1SOis currently devel opi ng standards for forma
specification techniques that are simlar to those used by NBS. Wen
these specifications are conplete SO w ||l update the TP-4
specification to include a fornmal description. |In translating the

current informal |SO specification into the formal specification there
is arisk that the 1SO specification may be changed such that it is no
| onger consistent with the current NBS specification. The Nationa
Bureau of Standards is playing a key role in devel oping the |1SO fornal
specification techniques and fornmal specification. It plans to
generate automatically an inplenmentation of the | SO forma
specification and verify it against the NBS specification using the
NBS test tools. In the conmittee’s opinion this nakes the risk of

uni ntenti onal changes in the |1SO specification quite | ow

One possible risk renmains. The |SO specification for TP-4 that was
approved is an informal docunent subject to the anbiguities of

i nformal protocol specifications. The formalization may renove
ambiguities that have gone undetected and that were the basis of its
approval. It is conceivable that once these anbiguities are exposed,
the current consensus for TP-4 may di ssolve. The commttee considers
this risk to be very low. The areas of anmbiguity in protoco
specifications are typically only of concern to protocol inplenentors.
The current protocol inplementors through nmuch of the world are
typically using the NBS formal specifications as a basis of their

i mpl enent ati ons of TP-4 and have access to the NBS test tools for
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certifying their inplenentations. In the event of a possible
conflict, the majority of inplementors could be expected to support
resol ution of anbiguities in favor of the current NBS forna
specification, making it unlikely that |SO woul d approve an alternate
resol ution.

Errors in Protocol |nplenentation

Several factors influence the likelihood of errors in a protoco

i mpl enentation. These include the conplexity of the protocol, quality
of the protocol specification, the experience of the inplenmentors, and
the availability of test tools. Based on the availability of the NBS
test tools and formal protocol specification for TP-4, the conmittee
did not see any significant risk of errors in inplenenting TP-4.

Per f or mance | ssues

The largest risk in inplementing TP-4 concerns the performance of the
i npl enentations. This risk is not inherent in the protocol as
specified, but is present in new inplenentations of any transport
protocol . Experience has shown that performance can often be inproved
by a factor of two or nore by careful attention to inplenmentation
details and careful performance nmeasurement and tuning. The committee
considered it likely that sone initial inplementations of TP-4 will
have significantly | ower perfornance than the current nmature

i mpl enentati ons of TCP. Evidence to support this conclusion may be
found in data supplied by the DOD which show a w de range of
performance of TCP inpl ementations.

Sone nmenbers of the commttee expressed the belief that over the | ong
term TP-4 will afford better performance due to wi despread comercia
support. Vendors will be highly notivated to optim ze perfornance of
their TP-4 inplenentations, since a |large nunber of users wll
benchmark i nmpl enentati on perfornmance. Many individuals will becone
famliar with inplementations of TP-4 and with configuring and
operating networks based on TP-4. Initially, this expertise will be
found in organi zati ons devel opi ng TP-4 i npl enentati ons and
installation.

The conmittee believes that the | argest performance risks are short
term The performance of existing DOD high-1evel protocols may be

af fected by subtle differences between TP-4 and TCP interfaces.

Hi ghl evel DOD i npl enentations and protocols nay require retuning to
attain sone high-level efficiency using TP-4. Another short-termrisk
is potential |ack of experience in configuring and operating
TP- 4- based networks. The committee believes that a program of testing
and devel opment woul d m nim ze these risks, ensuring that the current
hi gh-1 evel DOD protocols run effectively on TP-4-based networks.

There is a possibility that the equivalent, but different, protoco
mechani sns and interfaces in TP-4 may mani fest sone undesirable
behavi or that is not expected and which cannot easily be renmoved by
tuning. In this event I1SOmy find it necessary to make some
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nodifications to TP-4. It is unlikely that such problenms will be
serious enough to prevent an early transition to TP-4. |If such

probl enms are discovered, it is expected that they can be handl ed
through the normal standards process of periodic enhancenment. A
nunber of proprietary comrercial networking protocols are simlar in
operation to TP-4 and do not have serious performance problens. Any
enhancenents that may be desirable can probably be added to TP-4 in a
conpati bl e fashion, permtting interoperation of enhanced and
unenhanced i npl ement ati ons.

TABLE: Conparison of DOD and |1 SO | P Packet Fornmats

DCOD | SO (not in correct order)

Protocol version: 4 bits Version: 8 bits

Header Length (in 32-bit words): [Header] Length (in bytes): 8 bits
4 bits

Type of service: 8 bits Quality of service**: 8 bits
(includes 3-bit Precedence) Precedence**: 8 bits

Total Length: 16 bits Segrment Length: 16 bits

ID: 16 bits Data Unit ID*: 16 bits

Don’t Fragnent flag Segnentation Permtted flag

More Fragnments fl ag More Segnments flag

Fragment offset: 13 bits Segnent offset*: 16 bits

Tinme to live (sec): 8 bits Lifetime (.5 sec): 8 bhits

Protocol number: 8 bits ---

Header checksum 16 bits Header checksum 16 bits
(provi ded by subnet [|ayer) Net wor k Layer Protocol ID: 8 bits

--- [ Generate] Error flag

(in | QW) Type: 5 bits

--- Total Length*: 16 bits

Source address: 32 bits Source address length: 8 bits

Source address: var.
Dest. address: 32 hits Dest. address length: 8 bits

Dest. address: var.

OPTI ONS: NOP, Security, OPTI ONS: Paddi ng, Security
Source Route, Record Route, Source Route, Record Route,
Stream I D, Tine Stanp Quality of service, Precedence

Error reason (only for error type)

only present if segnmentation is in use
** in options
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V. STATUS OF DOD AND | SO PROTCCOL | MPLEMENTATI ONS AND SPECI FI CATI ONS
DEPARTMENT OF DEFENSE

The DOD internetting protocol was first introduced in 1974 and | ater
split into separate TCP and | P specifications. From 1974 until 1978,
when they were adopted as DOD standards, the protocols underwent a
nunber of major revisions. These revisions were largely a result of
ext ensi ve experience gai ned by researchers working on the DARPA
Internet project. The DARPA "Request for Comment" and "I nternet

Experi mental Note" technical report series docunent the concl usions of
nunerous protocol -rel ated studi es and di scussions. Successive
specifications of TCP and other internet protocols are also given by
reports in these series. Mst of these specifications were informally
presented and were acconpani ed by di scussions that affected design
choi ces. The nost recent TCP documents introduce a nmore formal style
of presentation (11).

The first experinental TCP inplenentations were conpleted in 1974 at
Stanford University and Bolt Beranek and Newran, Inc., for the

PDP- 11/ ELF and DEC- 10/ TENEX systemns, respectively. Today

i mpl enentati on exi sts for nunerous computer systens. \Wile many of
these were inplenented at and are supported by university and ot her
research groups, several are avail able as commercial products.

Testing of TCP was done on the ARPANET (12), other DOD networks
(Satellite net, packet radio), and a variety of |ocal networks. For
several years a nunber of DARPA contractors used TCP in parallel with
the ol d ARPANET transport protocol (NCP). |In addition, for about six
nont hs precedi ng the January 1, 1983, ARPANET cutover from NCP to TCP
these hosts were joined by additional TCP-only hosts (for a total of
approximately thirty). This extensive testing prior to the cutover to
TCP enabl ed the networks involved to nmaintain operational capability

t hr oughout

(11) Transport Control Protocol, DOD M L-STD 1778, August 1983.

(12) The ARPANET is a data conmuni cations network established in 1969
by the DOD' s Advanced Research Projects Agency to interconnect the
conputer resources at selected research centers at substantially | ower
costs than systems then available. The ARPANET is a fully operationa
80-node network that interconnects over 200 host conputers in the United
States, the United Kingdom and Norway. ARPA becane the Defense
Advanced Research Projects Agency (DARPA) in 1973.

Nat i onal Research Counci |l [ Page 25]



RFC 942 February 1985
Report Transport on Protocols

the transition and to achieve nornmal service levels in a few nonths.
Today the TCP-based DOD networks includes hundreds of hosts (over 300
on DDN al one) and serves thousands of users. Traffic on just the
ARPANET comnponent is now approxi mately 500 mllion packets per nonth.

TCP is al so extensively used on | ocal area networks including Ethernet
and Pronet, as well as on CSNET, the Conmputer Science Research Network
(Tel enet hosts).

In addition to TCP, the DOD protocol architecture includes internet

| ayer protocols for comunication between hosts and gateways (I CWP) and
bet ween gateways (GGP). Experience indicates that the design of robust
and powerful gateways that internet nunerous networks and provide
survivability is a conplex challenge. DOD is devel opi ng new gat eway
protocol s that could be adapted to work with either DOD's or 1SOs IP

The hi gher-1evel protocols currently used on DDN for el ectronic mai
(Sinple Mail Transfer Protocol), file transfer (File Transfer

Protocol), and renmote log-in (Telnet) are TCP-specific. Their
specifications are stable, and nunmerous inplenentations exist. The DOD
has indicated its intent to adopt |SO higher-Ievel protocols when they
are specified and i npl enentations are avail abl e.

The commttee has concluded that the DOD transport and internet
protocols are well tested and robust. It is unlikely that major
problens with their design or specifications will be uncovered. No
conprehensive facility or procedures for testing new inplenentations of
TCP now exi st, although efforts in this area are being started at

Def ense Conmuni cati ons Agency (DCA) .

| NTERNATI ONAL STANDARDS ORGANI ZATI ON

St andar di zati on and devel opment of the 1SOIP and | SO TP-4 are
proceeding in a relatively independent fashion. Currently, TP-4 is
further along in the standardization process. The |ocal area network
comuni cations environnent has created an i medi ate need for TP-4
functions; however, communications within a single Local Area Network
(LAN) do not need an internet capability. A "null" |IP has been defined
to enable TP-4 to be used on a single LAN w thout the necessity of a
conplete IP. It is quite likely that some early TP-4 products wll

implenent this null P, |eaving inplementation of the conplete IP for
future product developnment. In the follow ng discussion, TP-4 and IP
will be treated separately due to this potential independence.

TP-4 Status and Pl ans

The 1SO TP-4 becane a Draft International Standard in Septemnber 1983.

The final stages in standardization are prinarily procedural. The
conmittee expects products that inplement TP-4 to be widely avail abl e
in the market within about two years. It nornmally takes twelve to

ei ghteen nonths for inplenentations and testing prior to product
announcement. Some vendors apparently began inpl enentati on and testing
the protoco
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soon after it becanme a draft proposal in June 1982, because the
protocol was essentially frozen at that tine.

At present, |INTEL and Abl e Conputer have announced the availability of
products that inplement TP-4 for use over LANs. The conmittee does
not know, however, whether these products have been delivered or

i ncorporated into systens. In addition, nore than twenty conpanies
have indicated their support of TP-4 and their intention to

i ncorporate TP-4 into future products, w thout announcing specific
products or availability dates. Mst compani es do not nake specific
product announcements until relatively late in the product devel opnment
process.

I n Decenber 1982 six vendors and network users interested in early
devel opnent of TP-4 products requested NBS to hold a series of

wor kshops on the operation of TP-4 in a LAN environment. To date,
four workshops have been held, with nmore than thirty conpanies in
attendance. The first workshop set a goal of denonstrating

mul tivendor networking at a major U.S. national conputer conference.
The second workshop, held in April 1983, determ ned that
denonstrations would include a file transfer application and woul d be
devel oped on two | ocal area network technol ogies currently
standardi zed by the Institute of Electrical and El ectronics Engi neers
(IEEE). These technologies are the Carrier Sense Miultiple Access with
Col l'ision Detection, which is standardi zed by | EEE comrittee 802. 3,
and the Token Bus, which is standardi zed by | EEE conmittee 803.4. The
wor kshop sel ected the National Conputer Conference in July 1984 for
the denonstrati ons.

Vendors comitted to the denonstration devel oped and tested TP-4

i npl enentations using the NBS test tools. The workshops defined a
schedul e that called for individual testing through April 1984 with
mul ti vendor testing commencing thereafter. Wile the vendors that
participated in the denonstration have enphasi zed that participation
in the denonstration is not a commitnent to product devel oprent, a

nunber of |arge custoners have indicated that there will be an
i medi ate nmarket demand for TP-4 inplenentation as soon after the
denonstration as practical. The conmittee considers it highly likely

that many commercial vendors will announce conmitnents to deliver TP-4
products shortly after the denpnstration.

nt ernetwork Protocol Status and Pl ans
The 1SO Internetwork Protocol (IP) becanme a Draft Internationa
Standard (DIS) in May 1984 (13). The DS was out for ballot for the

previous eight nonths. Attaining DIS status freezes the technica
approach, permtting inplenmentations to begin

(13) 1SO Draft Proposal, Information Processing Systens -- Data
Conmuni cations -- Protocol for Providing Connectionless Network
Services, DP 8473, May 1984.
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The 1SO I P specification is only one of several specifications needed
to conpletely specify the Network Layer. A nunber of other

speci fications are needed, including a Gateway-to-Host error protocol
a network w de addressing plan, and a Gateway-to- Gateway Protocol for
managi ng routing information. A conplete specification is needed
before an internetwork, consisting of gateways and hosts, can be

depl oyed. Most of the conplexity of the Network Layer, however, is
confined to the gateways. A conplete standardization of the Network
Layer is not required to devel op and depl oy host systemns.

The International Standards Organization is currently devel opi ng
proposal s for conveying error infornmation between hosts and gat eways.
It is expected that responses to the Draft Proposal by | SO nenbers
wi Il include proposals to provide these functions. The committee does
not consider this a controversial area and expects that these
capabilities will be included in the 1SO standard by the tine it
reaches Draft International Status.

Addressing is a nore conplex issue. The addressing structure of a
conput er internetwork depends on conpl ex trade-offs between

i mpl ementation complexity, flexibility, network cost, and network
robust ness. Addressing structure in a |arge network can influence the
range of possible policy decisions available for routing network
traffic. The trade-offs for a mlitary environnent may be
significantly different fromthose of a comercial environment. The

| SO has considered these factors in its existing IP. A flexible
addressing schene is provided, permitting inplementation of a variety
of addressing structures. Host computers need not be concerned with
the internal structure of addresses. The commttee considers that the
| P-addressi ng schene has sufficient flexibility that host

i mpl enentati ons can be constructed that will support the full range of
addr essi ng phil osophies allowed by SO including those needed by DOD.

Routing algorithms, |ike addressing, are conplex and often
controversial. For this reason | SO has not yet attenpted
standardi zati on of routing algorithns. A routing algorithmis a key
part of a Gateway-to-Gateway Protocol. A single network nust

i mpl enent a common routing algorithm In the absence of an |1SO
routing algorithm a network must be based on either proprietary
routing algorithnms or on other standards.

The committee has studied the current 1SOIP and the current |SO

addressing structure. It believes that it will be possible to map the
current DOD | P-addressing structure and routing algorithminto the |1SO
network layer. In practice this means that the Gateway-to-Host
Protocol s and addressing formats will fully conply with the |1SO
standards, while gateways will need to include additional DOD

capabilities. (This is addressed in reconmendations, section |IX.)
Thi s approach will enable DOD to procure conmercial host

i mpl enentations, while retaining the need for procuring DOD specific
gat eways. The conmittee believes these hybrid DOD | SO gat eways can be
readi | y devel oped by nodifying existing DOD gateway i npl enentations.
Since the majority of systems in a network are hosts and not gateways,
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the conmittee considers this approach worthwhil e.

To the conmittee’s knowl edge no vendor has yet announced plans to
support the 1SO Internetwork Protocol. This is not surprising, since
the 1SO I P attained Draft Proposal status only recently. The
conmittee has considered the possibility that the 1SO I P nay not
attain the same wide | evel of market demand and vendor support
anticipated by TP-4. Since host support of IP is necessary for DOD to
mgrate to 1 SO protocols, the committee has considered this question
in sone depth.

While it is possible to operate TP-4 directly over a LAN or directly
over an X 25-based, w de-area network, some form of internetwork
capability or alternative approach is needed to interconnect systens
attached to multiple LANs via Wde Area Networks (WANs). In the
current |1 SO open systens architecture, this function is to be provided
by the Network | ayer. There are two possible Network |ayer services,
connectionl ess and connection oriented. The |ISO architecture pernmts
both of these services, leaving it to the market place to determ ne
whi ch approach is to be selected. The DOD believes that the
connectionl ess approach best suits their needs.

Devel opi ng a connection-oriented network that operates over a m xed
LAN and WAN environnment is considerably nore difficult than devel opi ng
a connectionless one. Existing LANs are inherently connectionless and
exi sting (X. 25) WANs are inherently connection oriented. A protoco

to provide internetwork service between these LANs nust arrive at a
conmon subnetwork capability. It is arelatively sinple matter to
adapt a connection-oriented to a connectionless service since it can
be done by ignoring unneeded functions of the connection-oriented
service. Adapting a connectionl ess subnetwork to the needs of a
connection-oriented network service is nuch nmore difficult. Many of
the functions provided by TP-4 woul d be needed in the network layer to
buil d such a service

Sone work is currently going on in European Conputer Manufacturer’s
Associ ation (ECMA) to interconnect WANs and LANs in a
connection-oriented fashion. There is considerable controversy
surroundi ng several proposals, since sonme participants in the

st andards process do not believe the proposals conformto the | SO
Ref erence Mbdel for Open Systens Interconnection. This, plus their
conplexity, nmakes it unlikely that a connection-oriented network
standard will gain support in ISOin the i mediate future.

There is an imedi ate need for users to build networks consisting of

i nterconnected LANs and WANs. Such networks are currently in place
usi ng vendor proprietary architectures. Mrket pressures to build

nmul tivendor LAN and WAN networks make it quite likely that vendors

wi || adopt the inmediate solution and inplenment the connectionless | SO
IP. The conmittee believes that DOD can enhance the early
availability of 1SOIP by announcing its intention to use it.
Conmmercial availability of IPis an inmportant part of a mgration
strategy, as described in the section on recomendati ons. The
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conmittee believes that vendors woul d be responsive to DOD requests
for IP, since IPis quite sinple to inplenment in conparison with TP-4
and since they foresee the need to operate in m xed LAN-WAN

envi ronnent s.
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V.  MARKETS

The conmittee reviewed the narket demand and its potential with respect
to both TCP and TP-4 to provide an indication of the Iikelihood and
rapidity with which conpetition and its benefits will devel op. The
conmittee concludes that the market denmand for TCP protocols will be
smal | outside the United States. The demand for TP-4, on the other
hand, is expected to be worl dw de.

In this report we use the term market demand to indicate the potentia

or actual demand for products using the protocols under discussion. A

| arge market is characterized by a broad demand fromall sectors of the
nmar ket pl ace: consuners, businesses, and governnents. The broadest
demand is an international demand in all sectors. W distinguish the
demand for products fromthe supply that usually devel ops as a result of
the demand. It is assumed here that a broad market demand will result in
a broad range of products, conpetitive in price, quality, function, and
per f or mance.

The denmand for products inplenmenting conputer comruni cation protocols is
di scussed in relation to the requirenments placed on the potentia
customer. Specifically, the custoner may be required to acquire products
that neet one or the other of the standards under discussion or may have
no obligation to use either of the two. That is, custoners will fal
into one of the following classes with respect to these standards:

1. DOD standards required.
2. International or National standards required.
3. No requirenment with respect to standards.

Al t hough custoners in the third class may be under no formal obligation
to use standards, they may still prefer a standard solution for severa
possi bl e real or perceived benefits. They may, for exanple, obtain a

br oader sel ection of products using the standard solution or may obtain
a nore conpetitive price. They may also require a specific

comuni cation protocol in order to share information with products that
are required by fiat to inplement certain standard protocols. This need
for conpatible protocols to comrunicate is a powerful driving force
toward communi cati on standards.

DEPARTMENT OF DEFENSE NETWORKS MARKET STATUS AND PLANS

The maj or networks of the Defense Data Network include the follow ng:
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Mlitary Network (M LNET)--operational and grow ng.

Advanced Research Projects Agency Network (ARPANET)--operational and
gr owi ng.

WAMCCS | nterconputer Network (WN)--to be upgraded
DOD Intelligence Informati on System (DODIIS)--to be upgraded.

Strategic Air Command Digital Information Network (SACDIN)--to be
upgr aded.

Moverrent I nformation Network (M NET)--to be established in 1984.

Sensitive Conpartnented Information (SCl) net--to be established in
1985.

TOP SECRET (TS) net--to be established in 1985.
SECRET net--to be established in 1986.

Initially, each of these networks has its own backbone. The networks
will be integrated into a cormon Defense Data Network in a series of
phases starting in 1984 with the integration of MLNET and M NET. It
is planned that by 1988 they will all be integrated but communities of
interest will operate at different security classifications

i nterconnected with Internet Private Line Interfaces (IPLIs). Wen
appropriate technol ogy becormes available in the late 1980s, the network
wi Il have the capability for nultilevel security, including end-to-end
encryption, and will achieve interoperability between all users.

The foll owi ng observations are relevant to the TCP and TP-4 issue:

The DOD currently has two maj or networks, M LNET and ARPANET,
currently conprising the DDN. About sixty subnets and hundreds of
hosts are internetted and nost use TCP

This year a European network, M NET, will be activated and integrated
into the DDN. It uses TCP.

In the second half of 1983, fifteen additional subscribers have been
added to MLNET and current planning estinmates hundreds nore
addi ti onal subscribers in 1984 and 1985.

For the many DDN users that are, or shortly will be, interconnected
over conmon backbones, there are groups of users that need
interoperability within the group. These groups are determ ned by the
mlitary departnent they are part of as well as by functions such as

| ogi stics, mmintenance, training, and many others.

The Air Force and the Arny are both conmitted to the use of TCP for
some of their networks or subnetworks (including Local Area
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Net wor ks) and active acquisition prograns are underway, or will be
initiated, during the next twelve to eighteen nonths.

The DDN Program Office has procured, or shortly will procure, devices
to facilitate term nal and host access to DDN hosts and termnals.
These devi ces enpl oy TCP

NATO has di scussed protocol standards and has selected | SO as an
approach, subject to its being adapted to neet military requirenents,
if such adaptation is necessary. There is no definitive planning
underway, however, to devel op a NATO conputer networKk.

The Mail Bridge that will allowtraffic to pass between the classified
segnment and the uncl assified segnent will use TCP and i s schedul ed for
a 1987 Initial Operational Capability (1CC).

In general, the backbone in the various networks provides functions at
| ayers below TCP and TP-4. As a result a backbone (such as M LNET)
coul d support users of either protocol set. The users of one set
could not, however, interoperate with the users of another unless
addi ti onal steps are taken.

In summary, there is a large TCP community operational today and the
conmunity is growing rapidly. 1In addition, there are, or shortly wll
be, procurenments underway that plan to use TCP. The rate of growth
cannot be precisely estimated in part because of uncertainties in
demand and availability of trunks and cryptographic equipnment. On the
ot her hand, interconnection of several mmjor networks will not take

pl ace until 1987 or later; and for those elenents that are

i nterconnected, there are nany groups of users that primarily require
interoperability with each ot her

System Descri ptions

M LNET is a network for handling the unclassified operational data of
the DOD. It was created after the decision in 1982 to cancel the
AUTODIN I'l system by dividing the ARPANET into two nets, M LNET and
ARPA Research Net. The ngjority of the capacity of ARPANET was
assigned to MLNET, and the nunber of subscribers is growi ng rapidly.
The networ k backbone does not require the use of TCP but its use is
general | y mandated for subscribers. To achieve TCP functions, the DDN
wi Il procure sonme interface devices and thereby take the burden off
sone subscri bers.

ARPANET supports npost of the research organi zati ons sponsored by
DARPA. It generally uses TCP but sone users continue to use NCP

M NET is a European network scheduled for Initial Operationa
Capability (10C) in 1984 to handl e uncl assified operational traffic,
nostly logistical, and tie into the MLNET. It will have 8 nodes, 8

TACs, and 3 hosts to process electronic nail. These hosts and ot hers
to be added to the net will use TCP and the File Transfer Protoco
(FTP).
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The Departnent of Defense Intelligence Information Systemcurrently
uses a home-grown protocol. Sonetinme after 1984 its plans are to
upgrade it to TCP. It will be a 3-node, 3-host net with plans to
upgrade it to 20 to 30 nodes and about 50 hosts. The net is run at a
hi gh-security level (SCI) for communicating conpartnmented data. The
SCI network consists of those users of SCI who are outside of DODIIS.

SACDI N i s an upgrade of the digital comunications system of the
Strategic Air Cormand. The I1CC is planned for about 1985. At
present, TCP is not planned initially as a protocol. SACDIN wll
operate with multilevel security up to Top Secret sensitive

i nformation.

WN is the WAWCCS Information Network. It is currently operational
and uses NCP as a transport protocol. There is a nmajor effort underway
to noderni ze the WAMCCS, i ncluding upgradi ng or replacing current
conputers, providing Local Area Networks at mmjor centers throughout
the world, and providing conmon software packages for utilities and
sone applications. The upgradi ng of the transport protocols is part of
this effort. Schedules are still uncertain but there is a target of
1986 for the protocol upgrading.

TOP SECRET is a network that will support top secret users other than
W N and SACDI N.

SECRET net is a network that will operate at the Secret level. It
shoul d be very useful for a large community that does not routinely
need top secret or conpartnented information. This is a comunity
primarily outside the command and intelligence comunities and

i ncl udes m ssions such as logistics, procurenent, and research and
devel opnent. DOD will start the systemas soon as there is sufficient
crypt ographi c equi prrent; by 1986 they hope to have a 90- node network
with several hundred subscribers.

The Arny plans to establish a Headquarters Net tying together mgjor
headquarters with an 10C of 1986. It will use TCP

The Air Force has established a Program Ofice to help in the

devel opnent of Local Area Networks at nmjor Air Force installations.
These could be internetted using the DDN and thereby al so gain access
to other nodes. TCP has been nandated. Initial procurenents are
under way.

Mail Bridge will provide gateways between ARPA Research Net and other
el ements of the DDN. These would use TCP and are scheduled for 1OC in
1987.

During 1984 the DDN is procuring two capabilities that will facilitate
use of the network and hi gher-1evel protocols.

The first capability will be provided shortly by Network Access
Controllers (NAC). The NACs provide three elenents all based on TCP:
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1. Term nal Access Controllers (TACs) allow a cluster of terminals
to access hosts on the DDN. Many are in operation today as a
| egacy of the ARPANET devel opnments. New ones will be
conpetitively procured.

2. Term nal Enul ati on Processes (TEP) allow the connection of a
hi gh-capacity host to the DDN through a nunber of terminal-like
lines.

3. Host Front-End Processors (HFP) allow high-capacity host
connection to the DDN through use of a Network Front End that
of f | oads much processing capacity fromthe host.

The second capability will be provided by software the DDN is
currently procuring for up to seventeen families of specific

conbi nati ons of hosts and their comrercially avail abl e operating
systens. The software packages will include 1822 or X 25, TCP, and
utility protocols for termnal access, nmail, and file transfer.
Initial operational capability is planned for |ate 1985.

nt egration

M NET will be connected to MLNET in 1984. This will be an
uncl assi fi ed networKk.

WN, DODIIS, SECRET, and SACDIN will be integrated as a classified
network in 1987 at the earliest. Since they all operate at different
security levels, they will be able to use the sane DDN backbone but
will be cryptologically isolated.

Integration and interoperability of all the networks will not be
possible until the late 1980s at the earliest, since this will require
successful inplenmentation of an advanced technol ogy for end-to-end
cryptol ogi cal networking and the devel opnment of techni ques for
multilevel security in individual and netted conputer systemns.

The use of gateways as elenents to integrate networks is under

consi deration. Gateways are currently operational to interconnect

M LNET with (1) ARPANET (six gateways primarily used to exchange mmi
bet ween aut horized users), (2) MNET (one gateway for use prior to
integration of the two networks into one), and (3) eight

devel opnental |y oriented networks. There are many nore gateways
internetting ARPANET with other research nets. Mst of these gateways
use the ARPA-devel oped Gateway-to-Gateway Protocol. It is now
realized that this protocol is deficient for wi despread use and ARPA
has been investigating alternatives.

The earliest requirenment for additional gateways in the operationa
elenents of the DDN will be to internet Local Area Networks into

gl obal networks of the DDN. A new "stub" protocol has been devel oped
that m ght neet this need. The DDNis reviewing its requirenents for
avai | abl e gat eways and appr oaches.
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| NTERNATI ONAL AND NATI ONAL STANDARD MARKET DEMAND FOR TP-4

In the United States and nost countries of the world, nationa
st andards organi zati ons adopt international data comrunication
st andar ds.

In the United States the standards for the transport protocols are
established by the American National Standards Institute (ANSI). The
sane standards for the federal sector are established by the NBS with
an exception for DOD's mlitary needs which may be established by ML
standards. Market demand for the latter was previously discussed.

Qut side the DOD there are nunerous governnent agenci es and

organi zati ons such as the Federal Aviation Agency, Internal Revenue
Service, the Federal Bureau of Investigation, and the Federal Reserve
Banks whi ch have, or will have, networks that fall under the guidance
of the NBS and will probably use the NBS-specified standard protocols
when the NBS standard is issued. Already the Federal Reserve is
procuring its conmputer networking products using the X 25 protocol

Nati onal Support of International Standards

The earliest evidence of demand for TP-4 products is in countries that
gi ve strong support for |SO standards. Mbst countries outside of the
United States give the international standards much stronger
governmental support than the United States does for a variety of
reasons. First, in nost cases these governments own the postal and

t el econmuni cati on nonopolies. Frequently, the responsibility for
these organizations is at a mnisterial |evel in the governnent.
Furthernore, nany of the nodern countries have concluded that the
information industry is a national resource and one of the growth

i ndustries of the future. International standards that are neutral

in the sense that no manufacturer has a head start, give the conpanies
in these countries the additional margin they feel is necessary to
conpete in the worldwi de market. It is also recognized by many that a
wor | dwi de market is nmuch better than a market demand fragmented by
nati onal geographic and political considerations. Finally, the PTTs
have traditionally provided information services equivalent to those
for which some of the |1 SO conmputer conmunication protocols are
designed. The best exanple is Tel etext, which is an upgraded version
of the Tel ex system used wi dely outside the United States.

Consequent |y, governnent networks in many countries use the
international |SO standards or the national standards derived fromthe
i nternational standards. Bid requests for governnent networks in
France and Germany, for exanple, have required support for |ISO
protocols for over a year even though the standards are not yet fully
approved. These bids ask the respondent only to state support for the
protocols. No doubt, as the |ISO protocols becone stable, these
countries will require the protocols for their networks. These
government networks will further influence the inplenmentation of
networ ks not actually required to use the international and nationa

st andar ds.
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MARKET SEGVENTS NOT REQUI RED TO USE TCP OR TP-4

Most of the demand for communi cati on protocols comes from potentia
customers who are under no governnent fiat to use either TCP or TP-4
protocols in their networks or network products. Many of these wll
use existing supplier-specified protocols. Such protocols have been
enmbedded in products for over ten years and are well tested both
formally and through field experience in thousands of networks.
Cont i nui ng dermand for these protocols will not contribute to the

rel ati ve demand for either TCP or TP-4.

There are w dely recogni zed advantages in using international standard
protocols for conmputer comunications. First, there is trenmendous

val ue in exchanging information with other information users. As the
standard protocol s becone wi dely used, the value of the information
accessi bl e through networks using these protocols is nornally greater
than the value of information accessible through | ess w dely used
networks protocols. This is the reason that industry groups such as
airlines, banks, and insurance conpani es band together to set up comon
networks. Simlarly, it is recognized that there are econom es of
scale for wi dely used networking protocols both in the sense that

equi prent can be obtained at | ower cost and in the sense that the

manuf acturer’s inprovenents in performance, function, and cost will be
repaid by market denmand. In addition, nany network protocol users w sh
to have the option to procure equi pnment froma w de variety of vendors.
Sonetimes international standards encourage this environment. Finally,
i nternational organizations would prefer to have comon procurenent of
equi prent and software for worldw de operations. Thus internationa
standards are preferred for operational as well as logistic

consi derati ons.

In the United States nuch of the demand for TP-4 will develop in the
i ndustries that exchange information regularly with entities of the
federal governnment. |If the Federal Reserve were to use the TP-4
standard for exchanging information with menber banks, for example,
there woul d be pressure on the banks to use TP-4. Simlarly, if DOD
suppliers wish to have easy access to DOD enpl oyees using a system
based on TCP, they would need to use TCP. Also nany of the

uni versity-oriented networks use the ARPANET protocols to exchange
information with other university ARPANET users.

The conm ttee concludes that the demand for TP-4 in the United States
will significantly out weigh the demand for TCP i ndependent of DOD s
adoption of TP-4. |f DOD adopts the I1SO TP-4 imediately or if DOD
adopts TP-4 after a denonstration, the U S. market demand for TCP
protocols will disappear as the current networks are converted to TP-4.
I f DOD chooses to use the DOD TCP indefinitely, clearly the DOD and
ARPANET demand for TCP will continue.

A simlar set of market forces operates outside the United States
except that the foreign governnents are nore strongly in favor of
i nternational and national standards and have snmaller investnents in
nonst andard equi prrent. Thus there are even nore industries drawn to
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the standards in order to share information. This is illustrated by
the extremely strong support for |1SO efforts. The European Comnputer
Manuf act urers Associ ati on has been active in the TP-4 standardi zation
effort. NATO appears committed to TP-4 inplenentations, and there is
likely to be intense conpetition in this arena. Lacking the federa
government support of two different protocol suites, there is a
stronger force to adopt a single international standard in nost
countries. There are other countries with a simlar problem however.
Germany is beginning to install systens based on its uni que nationa
standard but has conmitted to convert eventually to | SO protocols.

The conm ttee concludes that there will be little market demand for the
TCP protocols outside the United States. The strong internationa
demand will be for 1SO protocols, including TP-4.
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VI. DEVELOPMENT OF STANDARD COMMERCI AL VERSUS SPECI AL COMMERCI AL
PRCDUCTS

DOD has expressed a desire to use off-the-shelf commrercial products
because they are expected to be less costly. It is expected that
performance of commercial products will be optinm zed to increase
conpetitiveness. User cost will be | ower because of a |arge conmmercia
cust omer base over which to anortize costs for devel opnent, continuous
i mprovenents, and mai ntenance. Furthernore, the DOD may benefit from
havi ng nore vendors conpete for their business. This section exani nes
the way vendors sel ect standard products for devel opnent and the
inmplications in cost, continuing supports, and inprovenents.

PRODUCT DEVELOPMENT VERSUS SYSTEM | NTEGRATI ON

It is assumed in this discussion that off-the-shelf commercial products
can be used through systemintegration to construct system sol utions.
Most vendors supply both standard products and systemintegration
services. Some vendors supply only the integration functions, using

ot her vendors’ products. Systemintegration adds value to the product
and in sone cases results in nodifications of the product to neet
system requi renents. \When standard products are used, the

responsi bility for continuing maintenance and i nprovenments al nost

al ways can be passed to the product developer. Thus in this discussion
we assune that off-the-shelf comercial products are standard products
supplied by vendors to inplenment one or nore transport-|level protocols
for the DOD

CRI TERI A FOR SELECTI ON OF STANDARD PRODUCTS

The product vendor’s choice to develop a standard product is governed
by market requirenments, econom c opportunities, and other design
considerations. In the case of data transni ssion products, narket

requi renments include conpetition, connection to the installed base of
products, market growth, and satisfaction of the standards requiremnments
of custoners.

O'ten the vendor will devel op a product that supports several protocols
as options. Usually only one or two protocols will be selected for
primary support, and all other options are considered for secondary
support. The primary protocols selected for inplenmentation are based
upon the largest potential nmarket for the vendor. These protocols
becorme the vendor’s standard products. Standard products are announced
for sale and supported on a continuing basis. |nplenmentations of
secondary protocols are often adaptations of the inplenentations of
standard protocols and may be suboptimal with respect to performance
and continui ng vendor support. O ten secondary inplenentations are
created when an RFP is issued and the vendor who w shes to respond to
the RFP nust create a special product to do so. This conmittee

beli eves that, in general, future standard data transm ssion products
will be either TP-4 or vendor-unique protocols and TCP will be a
speci al product.

Nat i onal Research Counci |l [ Page 39]



RFC 942 February 1985
Report Transport on Protocols

STANDARD VERSUS SPECI AL PRODUCT

Wthin the OSI architectural nodel, seven |ayers are defined, each of

which will have protocols defined for interconnection of systemns.
These protocols are controlled by standards. TP-4 is an exanple of a
protocol for the transport |layer. These protocols will be inplenented

on many vendor systens that have different systens architecture,
different operating systemarchitectures, and, therefore, differences
in the specifics of the layer interface. The vendor systens will be
designed to optim ze the specific environnents that each vendor has
determ ned are nost inmportant to satisfy the major nmarket objective for
that vendor’s particular conputer architectures. This determ nes the
vendor’'s standard system and architecture. Support of specia
requirenents will frequently be designed as nodifications to a standard
system using translators and other techniques to bridge the
differences in layer interface definitions, operating systens
structure, and protocols. Mst support activity, optimzation of
performance and resource usage will be directed at the standard system
architecture selected by the supplier

Speci al - Product Process

Speci al - product devel opnent is initiated to nmeet custoner
specifications. The specifications, schedule, and cost assune that
speci al products are rel eased using an existing version of the
software system (operating system |anguage, comunications, and data
manager). Support for the special product is conditioned on a support
contract. The special product is tested and rel eased with that
system This provides the fastest availability of the product, since
the schedule will only include the tine to devel op the product and
test it with the selected system It is likely that by the tine a
product and its software systemare delivered, a newer version of the
sof tware system contai ning code corrections and added functi ons and

ot her new products will have been released. Additional cost to the
customer is required if the vendor is to nodify the special product to
operate on this new version of software. This occurs frequently in a
rapi dly devel opi ng technology. |f the special product is not
nodi fi ed, operational and nai ntenance expenses nay i ncrease.

St andar d- Product Process

A standard product is developed to neet the market requirenents of a
mar ket area. The devel opment of a standard product generally has a
target date that is used as a basis for scheduling system devel opnent,
fabrication, and testing into a planned software systemrel ease. The
product then is included in the test and integration plan for the
systemrel ease and integration into a systens test procedure to assure
operation with the other parts of the software system The standard
product then becones a part of the software system and as new

rel eases of the systemare nade, the product is tested as a part of
the integrated systemto assure that it still operates with the

revi sed, new system The product may al so be enhanced to satisfy new
requi rements or resolve problens of the earlier version. The product
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then will operate with the |atest software systemrel ease.

The integration process conplicates the devel opment process. The

i ncreased conplexity may result in a | onger devel opment schedul e or
may require nore resources than special products require since (1) the
cycle may involve a |onger product requirenent definition, (2)
addi ti onal planning and integration testing nay be needed to

coordi nate the product design with other systemactivities, and (3)
there is the possibility of up to twelve nonths’ delay in scheduling a
software systemrel ease, which for nbst vendors generally occurs at 6-
to 12 nonth intervals. The product may be maintained with a
corrective code released in internediate systemfabrication and
integrated into the followi ng software rel ease. Different categories
of support may be avail abl e and these categories nmay vary by product.
The support categories may range fromno support to full unlimted
warranty.

CONCLUSI ON

The conmittee concludes that there are significant benefits for the
Depart ment of Defense in using standard conmercial products that neet
the department’s operational needs:

Costs to the DOD for devel opnent, production, and nmi ntenance are
significantly | ower because (I) vendors spread the cost over a nuch

| arger user base, (2) commrercial vendors have to be efficient in their
operations in view of the conpetition in the market, and (3) vendors

| ook for ways to upgrade their product to meet conpetition.

The departnent may get additional useful products because vendors
integrate the protocol function into their corporate software and

har dwar e product lines. Thus the DOD may be able eventually to use
standard commrerci al software application products that are built on
top of, and thereby take advantage of, the transport protocols. The
DOD wi Il thereby have a wi der selection of standard comercia
application products to choose from By depending on industry to
nanage the devel opnent, maintenance, and upgrade of products, the DOD
can use its scarce managenent and technical resources on activities
unique to its mssion
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VI1. RESPONSI VENESS OF | NTERNATI ONAL STANDARDS PROCESS TO CHANGE

The international standards process has proven its ability to respond
qui ckly to new requirenents and protocol problenms uncovered during
standardi zati on. The United States, through organizations such as the
NBS, the ANSI, and |IEEE has a | eadership role in this process. The
conmittee concludes that the process can be responsive to DOD s needs.

The DOD will benefit fromactive participation in the internationa
prot ocol standardization efforts. This will ensure that the DOD s
evol vi ng conmput er conmuni cations needs will be met in future comrercia
products. Also the DOD will have access to a broad spectrum of protoco

experts and have access to those devel oping future comercial products.
These benefits will far out weigh the costs of participation

There will probably be very few high-priority instances where DOD wil |
require i medi ate changes to its operational conmercial software. These
nmay relate to security or survivability. 1In order to accommpdate these
changes in the short run, the DOD will need agreenents with its
conmercial suppliers for quick fixes to be made while the standard is
bei ng changed.
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VI1l. OPTIONS FOR DOD AND NBS

The conmittee believes that the Department of Defense is committed to
adopti ng comerci al standards when they are suitable and avail abl e and,
therefore, will adopt the I SO standards eventually as the mlitary
standard for transport-level communication protocol. Further, the DOD
realizes the benefits in cost and reliability of obtaining its data
conmuni cati ons equi pnent fromvendors who offer it as standard products.
O the three options identified by the conmittee, the first two are ways
for the DOD to realize these benefits while the third option would

wi t hhol d the benefits fromthe DOD indefinitely.

The primary difference between Option | and OQption 2 is in the timng of
the transition fromTCP to TP-4. This tinming difference has
implications in risk, cost, and nanageability of the transition. (This
is discussed in Chapter X in greater detail.)

Option 1

The first option is for the DOD to imediately nodify its current
transport policy statement to specify TP-4 as a costandard along with
TCP. In addition, the DOD woul d develop a mlitary specification for
TP-4 that would al so cover DOD requirenents for discretionary options
al | owed under the NBS protocol specifications. Requests for proposals
(RFPs) for new networks or major upgrades of existing networks would
specify TP-4 as the preferred protocol. Contracts for TP-4 systens
woul d be awarded only to contractors providing cormercial products,
except for uni que cases.

Exi sting networks that use TCP and new networks firmly commtted to the
use of TCP-based systens could continue to acquire inplenentations of
TCP. The DOD should carefully review each case, however, to see

whet her it woul d be advantageous to delay or nodify some of these
acquisitions in order to use comercial TP-4 products. For each
conmmunity of users it should be decided when it is operationally or
econom cal | y npst advant ageous to replace its current or planned
systens in order to conformto | SO standards wi thout excessively
conprom sing continued operations.

United States government test facilities would be devel oped to enable
validation of TP-4 products. The Departnent of Defense would either
require that products be validated using these test facilities or be
certified by the vendor. The test facilities could also be used to
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i solate multivendor protocol conpatibility problens. The existing NBS
validation tools should be used as the base for the DOD test
facilities.

Because under this option networks based on both TCP and TP-4 woul d
coexist for some time, several capabilities that facilitate
i nteroperability anbng networks woul d need to be devel oped. The

Depart ment of Defense generally will not find themcomrercially
avai |l abl e. Exanpl es are gateways anmong networks or specialized hosts
that provide services such as electronic mail. The departnent would

need to initiate or nodify devel opnent programs to provide these
capabilities, and a test and denpbnstrati on network woul d be required.

Option 2

Under Option 2 the Department of Defense would i mediately announce its
intention to adopt TP-4 as a transport protocol costandard with TCP
after a satisfactory denonstration of its suitability for use in
mlitary networks. A final commtnment would be deferred until the
denonstration has been evaluated and TP-4 is conmercially avail abl e.

The denonstration should take at nost ei ghteen nonths and shoul d

i nvol ve devel opnent of TP-4 inplenentations and their installation

This option differs fromOption 1 primarily in postponing the adoption
of a TP-4 standard and, consequently, the issuance of RFPs based on
TP-4 until successful conpletion of a denpbnstration. The departnent
shoul d, however, proceed with those provisions of Option 1 that may be
conpleted in parallel with the denonstration. Early issuance of a TP-4
mlitary specification, devel opnent of validation procedures, and

i npl enentation of neans for interoperability would be particularly
important in this regard

Option 3

Under the third option the DOD woul d continue using TCP as the accepted
transport standard and defer any decision on the use of TP-4
indefinitely. The department woul d be expected to stay well inforned of
the devel opnent and use of the new protocol in the comercial and
international arena and, with the National Bureau of Standards, work on
nmeans to transfer data between the two protocol systems. Testing and
eval uation of TP-4 standards by NBS woul d continue. The DOD m ght
eventual | y acconmpdat e both protocol systens in an evol utionary
conversion to TP-4.

Nat i onal Research Counci |l [ Page 46]



RFC 942 February 1985
Report Transport on Protocols

I X. COST COVPARI SON OF CPTI ONS

There are so many variables affecting cost, it is inpossible to conpare
precisely the cost for each option over tine. The estimates in this
section are, therefore, nostly qualitative. They are based on the w de
experience of several commttee nmenbers in comercial networking (14).

Cost conparisons anmong the three options are difficult for two reasons:

1. There are an unlinited nunber of scenarios that can be considered
for the growth of DOD s data comuni cation networks in the next fifteen
to twenty years, involving questions such as (a) How nany different

i mpl enentations will there be? (b) Wat econom es of scale can be

achi eved? (c¢) How much software will be shared between different

i mpl enentations? (d) How much will the standards change for greater

ef fecti veness or to accommodat e hi gher-1ayer standards? and (e) What

wi || happen to manpower costs in this high-skill area?

2. It is difficult to isolate the costs attributable to devel oping,

i mpl enenting, and maintaining the protocols at issue. This is
especially true if we assunme DOD continues to use its own uni que
protocols. For both in-house and contractor efforts, the costs
associated with TCP are folded into many other efforts. If DOD noves to
commercial protocols, the marginal costs nay be nore visible.

(14) The conmittee has had sone access to a study recently conducted by
the Defense Communi cati on Agency that conpares the costs of comercially
mai nt ai ned versus gover nnment - mai nt ai ned operating systens for the
Honeywel | computers used in WAMCCS. Al t hough the WAMCCS exanpl e has
many fewer di nensions and systens than are covered by this analysis, the
conmittee urges the DOD to review this study as a good exanpl e of
potential savings fromcomercially vended software. (WAWCCS- ADP System
Sof tware Economic Analysis. J. Stephens and others, Joint Data Systens
Support Center, Defense Communicati ons Agency, Technical Report, in
draft.)
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A maj or notivation expressed by the DOD for using comercial protocols
is that the comercial protocols are significantly cheaper. |If this is
the case, then many in the DOD woul d Iike to know the savings over the
next ten to twenty years if DOD adopts TP-4. This is not a question we
will try to answer in this report, but the concept of opportunity costs
is significant. [|f DOD can successfully nove to comercial standards,
then it will eventually be able to use DOD s scarce managenent and
technical resources to strengthen its efforts in other areas of

i nformati on communi cations and processing that are nore unique to the
DOD. Gven the finite pool of such resources available to the DOD, the
value of this transfer may be significantly greater than the dollars
saved by adopting the international standards.

The foll owi ng assunpti ons have been used in trying to estinmate the cost
factors if DOD noves toward adopting TP-4 using either Option 1 or 2:

No maj or subsystem of the DDN (which includes MLNET, DODIIS, W\WMCCS,
and so forth) would use both protocols at the same tinme except possibly
for a brief transition period.

In only a few sel ected cases would a capability be required to handl e
both protocols. These cases could include select hosts that use bot h,
special servers (nost likely mail servers) that could provide functions
bet ween several communities of interest using both protocols, or
transl ati ng gat eways between networks.

Wthin the DDN both sets of protocols would be used for a period of
five to ten years starting eighteen nonths after the DOD approves the
use of TP-4 in a new system

In virtually all cases, the phase-over fromTCP to TP-4 in a subsystem
of the DDN woul d be perfornmed at a tinme when there is a najor upgrade
of subsystem el enents that include TCP as a part. In other words, the
transition is not nmerely a substitution of transport or internet
software except in cases where the hardware currently being used is
froma vendor who has started to offer TP-4 as a commerci al product.
Where this is not the case, the transition includes the substitution of
new har dwar e whose vendor provides TP-4 commrercially.

COST FACTORS AND MODEL

Four nmajor factors nust be considered in evaluating the costs of the
three options:

1. How rmuch lower will be the cost of commercial, standard-product
protocol s conpared to those devel oped and acquired by the DOD?

2. I f DOD decides to adopt TP-4, how quickly can it start using it
in new systenms, and how quickly will it phase TCP out of ol der
systens?
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3. VWhat will be the one-tinme cost of nanagenent and test before DOD
is prepared to start using TP-4?

4. VWhat will be the marginal costs of mmintaining the two standards
over the 5- to 10-year transition period?

Savi ngs Usi ng Conmerci al Software

Conmer ci al software providing TP-4 will tend to be cheaper than DOD
provi ded TCP because conmerci al one-time and recurring costs
(especially the former) can be apportioned over a |arger consuner
base, and the comrercial supplier will tend to be nore efficient. As
in nost cases where one conpares the cost of one product provided by

two vendors, there will be situations where a DOD vendor providing TCP
can do it nore cheaply than a comercial vendor providing TP-4. These
occurrences will be rare but they illustrate the difficulty of

devel opi ng detailed quantitative nodels that compare the costs.
Factors relating to conpeting suppliers go far beyond the transport
protocol s thensel ves and distort such nodels.

The first argunent relating to the size of the consumer base has many
factors. For the time period under consideration, DOD represents
about 3 percent of the commercial U S. conputer base. It would follow
that DOD shoul d pay nmuch | ess in devel opnent and support costs for the
conmercial products. But there are other factors. The nunber of
conmercial suppliers is larger than the nunber of DOD suppliers by a
factor of 5-10. The DOD' s need for transport and internet protocols

will be greater than the average comrercial user in the tine period
under consideration. |If comercial vendors break out the costs of
devel opi ng these protocol features earlier than planned, DOD will pick

up a larger share of the tab. This could be by a factor of 2 or nore.
A good deal of the one-tinme devel opment and production costs of TCP
have al ready been spent by the DOD or partly witten off by DOD
vendors. This factor would be extrenmely difficult to estinmate, but we
do not think it is very significant since the major costs in

i npl enentation relate to processes down-the-line fromgetting a

C-l anguage version. These down-the-line processes nust be repeated in
great part as families of hardware and software are upgraded with
system and technol ogy i nprovenents to neet DOD directives for standard
TCP products. There are also factors that cut in the other direction
if the DOD is only 3 percent of the U S. comercial user market, it is
an even smaller fraction of the international user market. This
latter market is growing; its need for |1SO protocols will be
relatively higher than the U S. market, and nmarket share for U S

manuf acturers, including foreign subsidiaries, is |large and hol ding
its own.

The situation is equally conplex when it cones to conparing the
efficiency of commercial vendors with DOD vendors when it relates to
devel opi ng, installing, and naintaining transport and internet
protocols. The elenents that favor increased efficiency of the
conmer ci al supplier include the foll ow ng:
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The commrercial marketplace is nuch |arger, less regulated, and is
forced, therefore, to seek greater efficiency and innovation

Transport and internet protocols represent functions that interact
very closely with operating systenms, the |largest portion of which are
commercial. The major sources of expertise for dealing with these
operating systens are in the comrercial marketplace, primarily with
the vendors who supply the hardware as well as with vendors who
specialize in related products.

The conmmerci al sector is in the business of managi ng the interplay
bet ween operating systens, protocols, related software and hardware
products, new technol ogy and architecture, and the relationship

between all these and the market. |f DOD adopts TP-4, it will be
del egati ng nany of these managenent functions to a narketpl ace that
will generally make better and faster decisions.

For every dollar that the DOD m ght invest in TCP, how nuch would it
cost to gain conparable capability with TP-4 procured as vendor
standard products? The nany factors involved nmake a precise estimte
i mpossi ble. W believe, however, that TP-4 can be procured at
substantial savings and with virtually no economic risk if the market
devel ops as we believe it will, with many vendors offering it as a
conmer ci al product by mid-1986. On the average, we judge the savings
to be 30 to 80 percent including initial installation, field support,
and mai nt enance.

How Soon WII| TP-4 Be Used?

The sooner that DOD decides to use TP-4, the greater will be DOD s
savi ngs. These savings can of fset the adverse cost factors discussed
in the next two sections: the cost to decide to use TP-4 and the
added cost for the period when two standards (TCP and TP-4) are in
use.

Currently, TCP is generally used in MLNET, M NET, and ARPANET. As
previously stated in the assunptions, even if DOD deci des to nove
aggressively toward TP-4, there are no evident, strong econom c or
operational reasons for converting these users to the new standards
until a major upgrade of the users’ comuni cati ons and processing
subsystens is planned. Also in the next twelve to eighteen nonths new
uses of these nets are planned that will expand existing subnets and
these new users would use TCP in order to be interoperable with the
current users in their comunity of interest.

In some cases the planning for new subnets for new communities of
users is well along. DODIISis a primary exanple. Sonme of these
subnets should very likely proceed with TCP, but others appear to be
prime targets for TP-4 if DODis to nove in the direction of adopting
TP-4. The WAMCCS and its WN are probably good exanples of the latter.
Pl anni ng and inplenentation for all of these subsystens nust nove
ahead, however, and if DOD does not make a firmcommtnent to TP-4 by
m d- 1985, the nunmber of systenms that will npbve ahead with TCP will

Nat i onal Research Counci |l [ Page 50]



RFC 942 February 1985
Report Transport on Protocols

probably constitute al nost half of the growth of the DDN in the next

five years. In other words, delay of a decision to nove to TP-4 unti
1986 woul d nmean that nmost of the DDN subnets that will exist in the
ate 1980s will be based on TCP, whereas a decision for TP-4 a year

earlier could significantly reduce this nunber.
Cost of Decision to Use TP-4

The costs of the decision to use TP-4 include the one-tinme managenent
and test costs that DOD deci des are needed before a TP-4 conmit nment
and policy can be approved. Under Option 1 these costs are snmall

Under Option 2 they are significantly higher, although the anmount wll
depend on the extent and duration of the testing needed. Under Option
3 there will be no nanagenent and test costs.

Mar gi nal Costs of Maintaining Two Standards

If DOD noves toward the gradual introduction of TP-4, both standards
will have to be naintained for five to ten years. The additiona
costs of maintaining two standards include the foll ow ng:

Management costs of dealing with two standards.

Costs for devel oping and maintaining capabilities for Iimted

i nt ercomuni cati on between systens using the different transport and
i nternet protocols. These include costs for gateways,

dual -capability hosts, and special servers such as nmail

Paral |l el validation capability. The DOD is inplenenting a validation
capability for DOD TCP. This is simlar to the currently operationa
NBS facility for TP-4 testing. |If DOD selects Option 1, there is a
guestion whether this DOD facility shoul d be conpleted for TCP
(because the nunber of new inplenmentations of TCP would be snal
several years fromnow). |If DOD selects Option 2, the facility is

pr obably desirable.

Costs for maintaining research and devel opnent (R&D) prograns to

i mprove the standards. A part of the DARPA and DCA research and
devel opnent programs in information technology is directed at system
issues related to TCP. This includes work on internet issues,

gat eways, and higher-1level protocols. The commttee has not revi ewed
the research programfor details and cost; however, a conmmitnent to
nove toward | SO standards should affect the program Costs woul d
increase to the extent that the program would be involved wth
interactions with both protocols. There would be sone decreased
requirements for R&D in light of potential dependence on comercia
R&D to i nprove the standards. In the next several years, however,
the committee concludes that dual standards woul d, on bal ance,
sonmewhat increase R&D costs because of the DOD s uni que operationa
requi renents.

These costs are roughly the sane for Options 1 and 2 and depend on how
DOD manages the transition. Under an austere transition, which does
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not provide extensive interoperability between TP-4 and TCP- based
systens and minimzes costs in other areas, the overall costs could be
low in conparison with potential savings.

Eval uati on of Options by Cost

In terns of the previously discussed factors, savings can develop in
two ways: by using TP-4 instead of TCP in new systems and by

repl acenent of TCP with TP-4 in existing systems when this can be done
snmoothly and efficiently. The earlier that TP-4 is introduced, the
greater these savings.

In contrast costs will be incurred in two ways: in one-tinme planning
to use TP-4 and in continuing costs of operating two standards.

The following is a sumary of the cost evaluation of the three options
in the near term

Option 3 is |east expensive. It achieves no commercial savings but
has no costs for one-tine planning and nai ntenance of dual standards.

Option 1 is at nost only slightly nore expensive than Option 3 since
one-time planning costs (which are nmuch |ower than for Option 2) and
mai nt enance costs can be significantly offset with comercial savings
in the followi ng several years.

Option 2 is nost expensive since it does not realize significant
of fsetting comrercial savings.

In the longer term (beyond the next several years) comrercial savings
for Options 1 and 2 should overtake costs of transition, and both
these options should cost the sane.

There is a concern on the part of some nmenbers of the conmittee

whet her the higher near-termcosts of Option 2 are adequately offset
by the Option’s long-termsavings to warrant the transition
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X. EVALUATI ON OF OPTI ONS

We present a summary of the strengths and weaknesses of each option
foll owed by a detailed evaluation for each set of criteria.

SUMVARY

Option 1's primary benefit is that it would allow the DOD to obtain the
benefits of standard commercial products in the comruni cati on protoco
area at an early date. These benefits include snaller devel opnent,
procurenent, and support costs; more tinely updates; and a wi der
product availability. By imediately committing to TP-4 as a
costandard for new systens, Option 1 mininizes the nunber of systens
that have to be converted eventually from  TCP. The ability to nanage
the transition is better than with Option 2 since the nunber of systens
changed woul d be smaller and the tinme duration of mxed TCP and TP-4,
operation would be shorter. Interoperability with external systens
(NATO, governnent, and commercial), which presumably will use TP-4,
woul d al so be brought about nmore quickly. Option 1 involves greater

ri sk, however, since it conmits to a new approach without a
denonstration of its viability.

As with Option 1, a primary benefit of followi ng Option 2 would be
obtai ning the use of standard commercial products. Unit procurenent
costs probably would be lower than with Option 1 since the comercia
market for TP-4 will have expanded sonmewhat by the tinme DOD woul d begin
to buy TP-4 products. Risk is smaller conmpared to Option 1 since
testing and denmonstration of the suitability for military use will have
preceded the commitment to the | SO protocols. Transition and support
costs would be higher than for Option 1, however, because nore networks
and systens woul d al ready have been inplenented with TCP. Also this is
perhaps the nost difficult option to nmanage since the |argest nunber of
system conversions and the | ongest interval of mixed TCP and TP-4
operations would occur. In addition, interoperability with externa

net wor ks t hrough standardi zati on woul d be del ayed.

The principal benefit of exercising Option 3 would be the elinmnation
of transition cost and the risk of faulty system behavi or and/or del ay.
It would allow the nost rapid achi evenent of full interna

i nteroperability anbng DOD systems. Manageability shoul d be good,
since only one set of protocols would be in use (one with which the DOD
al ready has much experience) and the DOD woul d be in conplete contro

of system evol ution. Procurenent costs for TCP systens would remnain
hi gh conpared to standard | SO protocol products, however, and
availability of inplenmentations for new systens and rel eases woul d
remain limted. External interoperability with non-DOD systenms woul d
be limted and inefficient.
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In summary, Option 1 provides the nost rapid path toward the use of
conmer ci al products and interoperability with external systenms. Option
2 reduces the risk but involves sonewhat greater delay and expense.
Option 3 provides a quicker route to interoperability within the

Def ense Departnment and at the least risk, but at a higher life-cycle
cost and inconpatibility with NATO and ot her external systens.

DEFENSE DEPARTMENT OBJECTI VES VERSUS OPTI ONS

The conmittee has identified a set of DOD objectives for transport
protocol s, discussed in Section Il of this report. In this section we
di scuss the potential of each of the three options for achieving those
obj ectives. The objectives have been grouped into five major
categories that serve as criteria for evaluation of options.

Functional and Performance Objectives

There are certain functional and performance objectives that standard
DOD transport protocols must satisfy. Key objectives include security
capabilities, the ability to establish nessage precedence in crisis
situations, and survivability of continuing operations when failures
occur and portions of the network becone inoperable. This inmplies
continuous availability of the primary data transnm ssion network and
the ability to reconfigure the networks to operate after sonme of its
nodes are | ost.

As previously stated, the two protocols are functionally equival ent.
TCP and TP-4 have equivalent reliability characteristics and are able
to detect and recover fromfailures. The committee al so concl udes
that robustness, availability, and performance in crises are

equi val ent using either protocol. The conmittee concludes that al
three options equally satisfy the functional objectives that DOD
requires.

Since the performance characteristics of TCP versus TP-4 will be a
function primarily of the particular inplenentations, the commttee
concludes that the two protocols are sufficiently alike that there are
no significant differences in performance of a TCP or a TP-4

i mpl enentati on of equal quality when each is optim zed for a given
envi ronnent .

If Option 1 is selected, early inplenmentations may result in
suboptimal performance. Option 2 specifies that there be a
denonstration network established that will provide tine for

adj ustrent, testing, and gaining experience. Option 3 would result in
no reduction in performance of current networks. The maturity of TCP
has resulted in many inpl enentations that have denonstrated good
performance. This experience provides a knowl edge base for future

i npl enentations of either TCP or TP-4. In either case, however,

initial inplenentations of TCP or TP-4 nay be suboptinmal and require
addi ti onal devel oprment to optim ze perfornmance.
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Maxi m zing Interoperability

A high-priority DOD objective is interoperability anong its interna
networ ks and anong i nternal networks and non-DOD, external networks,
i ncluding NATO Interoperability allows users of a network to have
access to applications on the sane or other networks.

Option 3 would allow the DOD to increase internal interoperability

nost rapidly by continuing to mandate use of TCP for all new systens.
Interoperability with external systens, however, the vast ngjority of
whi ch are expected to use | SO standard protocols, will remain |limted.

The nore quickly DOD noves to use TP-4, the nore rapidly externa
interoperability will inmprove. In the short run interna
interoperability will be reduced due to the existence of both TCP and
TP-4 protocols by different subnets. This problemis greater with
Option 2 then Option 1 since the nunber of systens and the | ength of
time both protocols are in use is greater. |In both options the
probl em can be reduced by providing special servers and translating
gateways to provide limted interoperability where needed anobng
subnets using different protocols.

M ni m zi ng Procurenent, Devel opnent, and Support Costs

A DOD goal is to assure availability of commrercial -grade transport
systens fromvendors and mini m ze devel opnment, procurenent, and
continui ng support costs. Both Option 1 and, after denobnstration
Option 2 result in DOD adopting the TP-4 standard that has the

endor senent of both national (ANSI) and international (1SO standards
organi zations. Further, this protocol has been endorsed for use by
NATO the European Conputer Manufacturer’s Association, the Conputer
and Busi ness Equi pnent Manufacturer’s Association (CBEMA), and the NBS
Institute of Conputer Sciences and Technology for the information
processing conmunity of the federal government.

The result of the endorsements will be w despread use of the standard
protocol in worldw de networks and a | arge nunber of vendors supplying
conmer ci al grade products supporting TP-4. As previously noted, many
vendors have already stated they plan to devel op TP-4-based products
and many are already doing this in-house. Thus a |arge narket and

| arge vendor base will assure the availability of conmercial grade
TP-4 products.

A large market and supply of commercial -grade products will give DOD a
| arge conpetitive base fromwhich to select its data transm ssion
systens. The effect will be to reduce DOD acqui sition cost because

| arge markets all ow vendors to anmortize devel opnent and support cost
over a large base. This favors adoption of either of the options that
results in DOD using TP-4 as its standard.

Wth the availability of conmercial -grade products, vendors will take
the responsibility for continuing mai ntenance and enhancenents of the
product. Transm ssion products are tightly coupled to the operating
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systens on the host conputer systenms in which they operate. Wth
vendor support of the products, evolution of both the host conputer
operating system and transm ssion systemw || occur in
synchroni zati on. This again favors the adoption by DOD of either the
Option 1 or Option 2 that results in TP-4. 1In these options nuch of
the support cost is covered by the vendors and spread over the |arge
mar ket base. This reduces the devel opment and nai ntenance cost passed
on to the DOD.

The conmittee does not believe that a | arge market beyond the DOD will
devel op for TCP because worl dw de markets for products will be based
on the 1SO standards. Consequently, if the DOD chooses Option 3, only
t he DOD- dedi cated vendors woul d supply TCP as standard products
resulting in a smaller market and supply for TCP products and limted
avail ability of TCP products.

If DOD remains with TCP, many conmmercial vendors will be forced to
devel op and support both the comrercial standard products (TP-4) and
DOD st andard special products (TCP) to stay in both nmarkets. [In nany
cases only the | arge market-based products such as TP-4 will be

consi dered standard and TCP products will be considered specia
products. The effect is higher devel opnent and support cost to the
vendors which woul d be passed on to DOD. Thus the incentive for

conti nui ng enhancenment to the special product, TCP, woul d be reduced.
This responsibility woul d be passed to DOD, also resulting in higher
cost s.

Ease of Transition

The DOD is concerned with the ease and risk associated with transition
fromthe current network architecture using TCP to its future network
architecture. The objectives for DOD are to reduce the interruption
of data communi cati on services supplied by its active networks;

m nimze the risk of using an immature, untried protocol; and maxim ze
the use of the critical skills, know edge, and experience of the

engi neers who devel op the conmuni cati ons products.

The maturity of TCP and the nonentumthat exists in the DOD comunity
for inplementing future systens using TCP would favor Option 3.
Selection of Option 3 would minimze interruption of service and
mnimze risk. Wth this option there would be no transition; the DOD
would remain with its current policy. There would be no conversion
costs and the only risks for DOD woul d be associated with poor

i mpl ement ati ons of new TCP-based products.

The conmittee believes that much of the technical risk is associated
with inplenmentations. Therefore, given the relative state of their
specifications and inplenentations as discussed earlier, the commttee
feels that the risks are conparable for inplenenting new products for
either TCP or TP-4. Since DOD is acquiring nmany new networks the

i mpl ementation risk of either TCP or TP-4 will be equal

If DOD chooses Option 1, it will display confidence in the TP-4
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specifications and in the vendor’'s inplenentations through its

i mredi ate conmitnent for TP-4 use in newmlitary networks. DOD w |,
in effect, be making a commitment simlar to that of vendors who are
pl anning this protocol for their standard products. Since nost new
net wor ks woul d not use a transport protocol other than TP-4, this

m ni m zes the nunber of networks and therefore the cost of converting
and mai ntai ning TCP networks to TP-4.

Since the standard TP-4 products fromvendors are not avail abl e today,
DOD endor sement of TP-4 may have the effect of accelerating vendor
devel opnent of standard products. These products are expected to be
general |y available by 1986. Thus Option 1 can be consistent with the
manuf acturers’ expected product plans. Option 1 provides, therefore,
the | east conversion cost but with higher risk for DOD conversion

I f DOD chooses Option 2, then the risk that TP-4 will not neet DOD
needs i s reduced since there is no commtment to use this protoco

until a successful denonstration is conpleted. |In the interim many
networks will have been conmitted using TCP, resulting in higher
conversion costs than with Option 1. In summary, Option 2 provides a

| ower risk approach for DOD to convert to TP-4, but will encounter the
hi gher conversi on cost.

There is a great deal of experience with TCP and thus there is an
engi neering comunity that is highly know edgeabl e about it. As
previously noted, however, if DOD remains with TCP, sorme DOD vendors
will be forced to support nultiple protocol products. The functiona
equi val ence and simlarities between TCP and TP-4 permit an easy
transition for the experienced engineer to nmove from TCP to TP-4.
Option 2 allows nore time for this transition to occur, and thereby
m nimzes the risk associated with a conplete switch to TP-4.

In addition to the transport protocols, a transition fromTCP to TP-4
al so involves the conversion of applications. The comrttee has

concl uded that the services provided by TCP and TP-4 are conparabl e
and applications software can be noved from TCP to TP-4 without | oss
of functionality. Cbviously, Option 3 requires no conversion to

exi sting applications on current inplenentations. Option 2 wll

result in nore applications interfacing to TCP than Option 1, thus
potentially increasing conversion costs. In the future DOD coul d

m ni mze the cost of conversion by standardi zing the services provided
by the transport |layer to the applications.

Manageabi l ity and Responsi veness to DOD Requirenents

The final set of objectives is concerned with the degree of difficulty
that DOD wi |l experience in managing its installed networks and future
networks. As commruni cati ons requirenents evolve, DOD nust have the
ability to alter specifications so they will satisfy new requirenents.
Finally, DOD requires facilities for validation of protoco

i mpl ementations as they are added to their networks.

Since Option 3 is to maintain the status quo, no additional managenent
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difficulty is anticipated.

Both Option 1 and Option 2 will cause sone additional managenent
difficulties since they require that the current nonentum for adopting
TCP to be redirected toward TP-4 without | oss of intensity. In
addition to this change, DOD nust nmanage both TCP and TP-4 networks.
This will add to its managenent difficulties.

Option 2 will result in greater managenment difficulties than Option
due to the larger nunber of TCP systens that nmust eventually be
converted and the larger time period over which both protocols nust be
support ed.

There are benefits fromeach option. |If Option 3 is selected, DOD and
its vendors have sole responsibility for determ ning what changes are
needed, inplenenting the change, validating the change and the ongoi ng
mai nt enance of the standard. |If either Option 1 or Option 2 is
chosen, then DOD may encounter difficulty in persuading the standards
groups to adopt its proposals; however, DOD woul d gain the experience
and knowl edge of the industry standards-making bodies. The industry
st andards bodi es should be receptive to good technical argunents for
correction of errors or apparent nmjor deficiencies in the protocol
The standards bodies that maintain the standard should becone a
technical resource for DOD to develop its mlitary specifications.

Since TP-4 will be a comercial standard, those vendors who adhere to
the standard will insure that validation facilities are in place. The
Nati onal Bureau of Standards has a test facility for TP-4. No such
facility exists for TCP. If Option 1 or Option 2 is chosen, DOD can
use this facility to validate vendor inplenentations. DOD should work
with NBS to develop a sinmlar facility for TCP. This is particularly
i mportant for new inplenentations of TCP. DOD should continue working
with and through NBS in getting needed protocol revisions introduced
into the appropriate standards bodies.

In summary, Option 3 results in no new managenent difficulties while
Option 2 causes the greatest difficulties. Option 1 allows DOD to
nove toward commerci alized standard products with the snall est
addi ti on of nanagenent tasks.

EFFECT OF PROPCSED OPTI ONS ON MARKET SHARE

Option 1 would quickly reduce the market held by TCP products as TP-4
products begin to take hold in the marketplace. In addition, it would
enhance the ability of U S. manufacturers to conpete in the world

net wor ks mar ket based on | SO standards because they would not have to
engage in parallel devel opment nor support two sets of protocols for
very long. Option 2 could have a conparable but | ess pronounced effect
in the marketplace and it woul d be del ayed. Because of the very
probabl e rapi d depl oynent of TCP-based systens in DOD networks while
the TP-4 is still in the denmonstrati on phase, however, nany nore
networks than in Option 1 would probably end up using TCP. This would
tend to reduce the U S. manufacturer’s conpetitive edge in the world
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mar ket because their need to devel op and nmaintain both TCP products as
well as TP-4 products would dilute their skill resources. The sane
thing woul d happen with Option 3. Al though none of the options would
affect the world market for TP-4 greatly, Option 3 would result in a
resi dual market for TCP products in the DOD and rel ated networks.

Products made specifically for this nmarket would continue to exist, but
with functions linmted to this specific market, the products woul d | ack
some of the advantages of |arge-scal e production and product

devel opnent.
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XI'.  RECOMVENDATI ONS

We first present our basic recommendati on and then provide detail ed
recomendati ons on aspects that require anplification. These are

foll owed by additional considerations in several inportant areas
relating to the transition plans. Many of our recomendations are
closely related to each other, and care should be taken not to consider
any single reconmendation in isolation

BASI C RECOVMENDATI ON

The conmmittee unani nously reconmends that DOD shoul d adopt the | SO TP-4
(and 1 P) as DOD costandards with its TCP (and I P) and nove toward
eventual exclusive use of TP-4. Transition to use of the ISO

st andards, however, nust be nmanaged to mai ntai n operationa

capabilities and mnimze risks. The timng of the transition to use
of these protocols is, therefore, a major concern, and the conmttee
was divided on the best schedule to recomend.

A majority of the commttee favored i nmedi ate adoption of the |1SO
protocol s as costandards with TCP, giving nmajor procurenents in 1984-85
the option of using these standards (Option 1). A mnority favored
deferring adoption of the 1SO protocols by the DOD until after a
denonstration of comercial quality inplenentations supporting military
applications (Option 2). This difference is reflected in detailed
recomendati ons 2-4 below. The reasons for the two viewpoints are
based on differences within the conmittee on the extent of the risk
associ ated with adopting a protocol, TP-4, that has not been

i mpl enent ed on operational networKks.

DETAI LED RECOMVENDATI ONS

In the foll owi ng reconmendati ons the conmittee provides details about
actions that should be taken to inplenment the basic reconmendati ons.
Most of the recomrendations involve actions that require the DOD to
take the lead role, with occasional support fromthe NBS Institute for
Conput er Sci ences and Technol ogy. Sone recomrendations are directed
nore toward NBS. O her governnent agencies and parties interested in
using DOD protocols or in their future evolution may also find these
recomendat i ons appl i cabl e.
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(1). DOD should rapidly identify "open areas" of the |1SO TP-4

speci fications where various options for inplenmentation are all owed and
define a required subset for use in DOD systenms (a M L-SPEC version of
the standards, for example). |In doing this, the DOD should work with
the NBS with the goal of devel oping a Federal Standard, that has
relatively few options for inplenentation, facilitates nmaxi num federa
interoperability, and nmakes it clear to vendors which functions are
required in their comercial products.

(2). DOD shoul d aggressively devel op and inplement a plan for
integration of TP-4 as a costandard with TCP and for migration toward
its eventual exclusive use. The plan should include provision for
rapi d conpletion of a ML-SPEC (detail ed recomrendation 1), either

val idation or denobnstration facilities (detailed reconmendation 3),
timng for procurenment of systems with the new protocols (detail ed
recomendati on 4), devel opnent of equi pnent and procedures to support a
period of joint operation with both TCP and TP-4 protocols in use, and
gui del i nes for eventual conversion of TCP systens to the new protocols.

What ever tinming is chosen for the introduction of |SO protocols, an

ext ended period rmust be expected when both TCP and TP-4 are in use in
di fferent systens. Hence equi pnment and procedures nust be devel oped to
provide Iimted conmunication between systens using the two protoco
sets. This will include dual protocol operation for some gateways,
rel ay hosts, service hosts, and terminal concentrators. A secondary
purpose of the test system described in detail ed recomrendati on 3
shoul d be to aid in devel opment of this transition support equipment.

Both a general transition strategy and specific transition plans for
each existing systemshoul d be devel oped. The switchover fromold to
new protocols will take place at different tines as appropriate for
each systemduring an overall transition period of nany years.

(3). As soon as possible, the DOD shoul d devel op a protocol test
facility. If Option 1 is followed, this facility would serve primarily
to validate inplenentations of both old and new protocol sets. |If
Option 2 is followed, the facility would initially focus on
denonstrating the suitability of the new protocols for use in a
mlitary environnment as rapidly as possible and then provide for
testing of comrercially supplied protocol inplenentations.

For validation purposes, the NBS protocol-testing facility devel oped
for 1SO protocols should serve as a good basis, but extensions to dea
with any DOD specific option for the | SO protocols, perfornance, and
DOD protocol s woul d be necessary. DOD is now begi nning such a program
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For a nore conplete denonstration, commercial-quality inplenentations
of the 1SO protocols nust be obtained and shown to support nilitary
applications in an operational subnetwork such as such as ARPANET or
DODIIS. In both cases the facility should al so be used for devel oprment
and denonstration of the transition support equi pment nentioned in
detail ed reconmendati on 2.

(4). Procurenments of new networks and maj or upgrades of existing

net wor ks shoul d favor use of 1SO TP-4 as rapidly as possible. |If
Option 1 is followed, RFPs may specify the new protocols i mediately.

If Option 2 is followed, this must await successful conpletion of the
denonstration discussed in reconmendation 3. Procurenents for existing
networ ks using TCP nmay continue to require TCP-based equi pnment until an
appropriate conversion point is reached (see detail ed recomendati on

2).

The purpose of this reconendation is to mnimze spending on new TCP

i npl enentati ons and their subsequent conversion to TP-4 where possible,
whi |l e recogni zing that sone additions to TCP-based systens will al so be
needed. If Option 2 is followed, imedi ate requirements for new
systens may force new i npl enentations of TCP in these cases al so
because the denonstration is not conpleted at the tine RFPs nust be

i ssued.

(5). As part of a transition plan, a transport service interface to
hi gher-1evel protocols nore Iike that of TP-4 should be devel oped for
TCP and tested wi th existing higher-layer protocols.

This should serve as a rapid test of whether existing DOD protocols can
nmake effective use of the sonewhat different style of service that TP-4
provides. It should also allow higher-level protocols to be nodified
to make use of TP-4 in parallel with the inplementation of TP-4 itself,
maki ng the ultimte transition to TP-4 nore rapid and certain of
success. Finally, it may allow use of a single version of the

hi gher-1evel protocols to be used on both TCP and TP-4 equi pnent.

(6). DOD should continue using existing DOD specific, higher-I|eve
protocol s for operational purposes (Telnet, FTP, and Sinple Mai
Transfer Protocol, for exanple) but minimze effort on their further
devel opnent and plan to adopt suitable |1SO protocols as they are

devel oped. Research on protocols providing new services (multimedia
mai |, conpressed video, and voice store-and-forward, for exanple)
shoul d continue. The comrittee is pleased to find that DOD is al ready
pursuing this course of action

(7). The NBS Institute for Conputer Sciences and Technol ogy shoul d
maintain close liaison with DOD to ensure that DOD needs for new
protocols and nodifications to existing standards are effectively
represented to appropriate standards bodies. This should include
research areas such as multinedia mail where there is significant
comercial as well as military interest.
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The committee is pleased to find that this is already being done
through contracts fromDOD for ICST to represent its interests in
standardi zation activities. Further cooperation (in denmonstrating and
testing protocols, for exanple) could occur.

(8). The NBS and DOD shoul d coll aborate fromthe outset in the

devel opnent of new protocols for use as federal standards. This wll
ensure early agreenment on functions, features, and services of the
protocol s under devel opment. The NBS shoul d present the devel opi ng work
early to the 1SO standardi zation activities to expedite convergence on
i nternationally acceptabl e standards.

Such col |l aboration could help ensure that future protocol standards
will be developed in a single, coordinated process that results in a
singl e standard accommodati ng both DOD, other federal agencies, and
comerci al needs.

(9). DOD and NBS shoul d devel op additions to protocol specifications
to support preenption of limted resources by high-precedence users.
Such capabilities are needed during high-load situations such as night
devel op during wartime or other crisis situations. They are not yet
part of either the TCP or TP-4 specifications or existing

i mpl enentations. This should be an exanple of the sort of

col  aboration nentioned in detail ed recomrendations 7 and 8.

This is inportant to avoid possible inconpatibilities between different
i mpl enent ati ons of the same specification as discussed in Section II1
It is likely that vendors woul d wel cone gui dance on how to deal wth
open areas of the specifications, and early action by DOD could result
in their mandated subset becom ng the de facto standard for nobst
conmercial inplenentations as well, with consequent benefits to DOD.
This is a good area for cooperation between DOD and NBS.

ADDI TI ONAL CONSI DERATI ONS
Transition Pl an

This section describes the najor elenments of a transition plan from
use of TCP to use of TP-4 in DOD systenms. The plan will vary
dependi ng on the option chosen. Both Option 1 and Option 2 share a
nunber of comon el enments that are discussed first, including

devel opnent of a M L-SPEC, protocol-testing facilities, and transition
support equiprent. If Option 2 is followed, a denbnstration of TP-4
must al so be undertaken.

M L-SPEC. As noted in recommendation 1, several open areas and
options in the 1SO TP-4 nmust be specified in order to have conplete
and conpati bl e protocol inplenentations. Conpletion of this
specification by the DOD should be a top priority objective.
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Protocol -Testing Facilities. As noted in recomendation 3, test

facilities for protocol inplenentations are essential. Under Option
1, this facility should serve primarily to validate inplenentations of
both ol d and new protocol sets. [If Option 2 is followed, the facility

should initially focus on demonstrating the suitability of the new
protocols for use in a mlitary environnent as rapidly as possible,
and provide for testing of commercially supplied protoco

i mpl ement ati ons.

For validation purposes, the NBS protocol-testing facility devel oped
for 1SO protocols should serve as a good basis, but extensions to dea
with any DOD specific options for the | SO protocols, performance, and
DOD protocols woul d be necessary. The DOD has stated that such a
program has been started.

Transition Support Equipnent. |In any transition plan it must be
assuned that the | arge body of systenms with existing TCP

i mpl enentations will take a substantial period of tine to switch
conpletely to the use of the 1 SO protocols. Some networks will

i ncl ude many different communities sharing a conmmon comuni cati ons
backbone. Menmbers of one conmunity conmunicate primarily anmong
thensel ves, but occasionally outside their community. \Wile menbers
of one community are likely to change over as a group, different
conmunities will change to use the new protocols at different tines.

Hence an interimperiod nmust be anticipated when sone systens are
using the old protocols and others, the new protocols. The transition
pl an nust provi de some neans of allow ng interaction between old and
new systens where required during this period. Toward this end, a
nunber of relay hosts may need to be devel oped that support both ol d
and new protocols. These will allow automatic-staged forwarding of
el ectronic mail between old and new systenms and manual ly set up file
transfer or renpte term nal access via the relays. Perfornance
through these relays will not be as good as with direct connections,
but the relays should provide an adequate |evel of service for
occasional interactions anong different communities of the internet
system

When nore frequent interaction is anticipated and better service is
needed, major service hosts shoul d support both old and new protoco
sets concurrently so they can provide service directly without
requiring the use of relays. Such service hosts include wi dely used
ti me-sharing machines, file servers, and special servers such as
Network I nformation Centers, Network Operations Centers, and
Admi ni strator Machi nes (providing mail boxes of network admi nistrators,
for exanple). Some dual protocol servers

may al so act as relays where the | oad of both functions can be

support ed.

Term nal concentrators for general use nmust al so support both protoco

sets so that connections to both old and new hosts can be nade
directly.
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Gat eways nust support both old and new I Ps so hosts using either one
may send internet traffic. This requirenent could be relaxed in the
case of entire networks that will swi tch over simultaneously and hence
will only need one type of IP traffic. Gateways should not have to
transl ate between old and new IPs--it will be assuned that both source
and destination hosts are using the sane protocols or going through an
explicit relay internediate host.

This latter point requires sonme el aboration. |f one type of |IP packet
arrives at a destination host or gateway that only handl es the other
type, it must be discarded. It would be good if, in addition, a

suitable I CVMP error packet could be returned in the unsupported
protocol so it would be nmeaningful to the source. To avoid this
situation the internet-host nane table maintained by the Network

I nformati on Center shoul d indicate which protocol (s) each host
supports. Then when a source host | ooks up the address of a
destination, it will also determ ne which type protocol to use or if a
relay is required

Denpnstration Pl an

If Option 2 is followed, a major denmonstration of the I SO protocols in
a mlitary environment must be undertaken. Any such denonstration
shoul d proceed by stages beginning with the inplenentation of TP-4 in
one network (15). Then the denopnstration would be extended to include
internetting (still with DOD IP) to validate the suitability of TP-4
as a replacenent for TCP. The denonstration would then be further
extended to employ the 1SOIP in place of DOD IP.

St and- Al one TP-4 Network Denpnstration. The first stage of any
transition plan nust be to establish a denonstration network or
subnetwork using TP-4 in place of TCP under existing higher-1leve
protocols. This step will require selection of a suitable network (or
subnetwork), procurement of TP-4 inplenmentations for hosts and

term nal access controllers on that network, and nodification of

hi gher-1evel protocols to use TP-4. The denonstration should include
sufficient use of real applications to test the protocols in an
operational environment.

To limt the anpbunt of change attenpted at one time, the DOD I P may be
retai ned and used under TP-4. Alternatively, if SO IP devel opnent
status seens to warrant it, 1SOIP nmay be installed along with TP-4.

(15) For the remmi nder of this chapter, the use of TCP and TP-4 to
include their respective IPs will no | onger hold. The four
entities--Transni ssion Control Protocol (TCP) and its Internet Protoco
(DOD 1 P) and the Transport Protocol (TP-4) and its Internetwork Protoco
(ISO1P)--will be treated individually.
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In the latter case, all TP-4 hosts woul d be on the sane network
anyway, so that IP will only be used between hosts and no gat eways
will be involved and no gateway nodifications will be needed.

The hosts involved coul d be dedicated to the denonstrati on and hence
only support TP-4 and only be able to interact with other
denonstrati on network hosts or be concurrently supporting TCP and DOD
IP for operational traffic to other "nornmal" hosts. In the latter
case, no forwarding or relaying of traffic by hosts between normal and
| SO | ogi cal networks would be all owed or perforned (the denpnstration
network woul d be | ogically closed).

St and- Al one TP-4 Internet Denonstration. The next step would be to
expand the denonstration to include nmore than one network (at | east

l ogi cally) and hence invol ve gateways. |If only TP-4 is involved, this
is a sinple extension to test TP-4 over longer internet paths with
nore variable performance. If ISOIP is also being tested at the sane

time, nodification of the gateways involved will also be required as
indicated in the next section

Stand- Alone 1SO I P Denonstration. Once TP-4 has been tested,

introduction of the ISOIP to replace DOD I P may comence. In
addition to sinply replacing one IP with the other in hosts and
gateways, this will require nodification of the gateways to perform

| CMP and GGP on top of the I1SO IP.

These gateways could either be dedicated to the denonstrati on and
hence have only 1SO P, or could be concurrently supporting norma
operational traffic via DOD IP. 1In the |latter case, once again, no
forwarding of traffic between | SO denpnstration internet and nor nal
systens woul d be al | owed.

At the conclusion of these three steps, the SO TP-4 and | P could be
deenmed to have denonstrated their basic functional suitability in a
mlitary environment. The transition support equiprment descri bed
above shoul d have been devel oped in parallel, providing the capability
to snmoothly and successfully switch operational systens using the old
protocols to use of the new protocols.

Swi t chover of User Systens

Once the above preparations have been nade and the denonstration
conpleted, if Option 2 is being followed, the sw tchover of user
systems can conmmence. Each network or comunity within a network
shoul d be able to switch at its convenience and naintain the ability
to interact with other systems. The user systens will not be required
to support operational use of both protocol sets simultaneously at any
time unless they wish to do so for their own reliability purposes.
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Swi t chover of user systens also requires a personnel-training effort.
Wiile earlier steps involved a relatively small nunber of specialists
and support staff at major sites, this step will affect all user
sites, and their network support staff rmust be trained in the new
procedures.

Once switchover of all systens to the new protocol set is conplete,
support for the old protocols by TACS, service hosts, and gateways can
be renoved

Lessons Learned fromthe ARPANET NCP-to-TCP Transition

The foll owi ng points summarize sonme i nportant | essons | earned during
the ARPANET transition fromNCP to TCP (16).

Conversion of TACs and service hosts to support both protocols before
the transition of user hosts starts is essential

Rel ay capabilities were heavily used for mail, but used little for
ot her purposes.

The Network Information Center was not ready to support the new
protocols and this caused problenms in distributing the host nane
t abl e.

There were significant performance problens that required carefu
anal ysis and paraneter tuning after the transition. These were
unavoi dabl e because no service host had been stressed prior to the
swi tchover, with a full user load over a long tine period using the
new protocol s.

(16) For additional information, see ARPANET Request for Comments:
NCP/ TCP Transition Plan, J. Postel, (Menlo Park, California: SR
I nternational Tel ecomunications Sci ences Center, Novenber 1981).
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